ACL DE7E

ZDEIL, WONRTHERINTHET,
T /A Ay hua—)L JRARNIOWNT (12—)
* VXLAN ACL OEEFHIE L FHFEE 3 —)
e VXLAN kR > %)V B BN AL v TF (4 2—3)
* VXLAN b > v B F 2 VAV A A »F (10 _X—2)

TOEXarA—)L YR KMZDUNT

5 1: Cisco Nexus 92300YC. 92160YC-X. 93120TX. 9332PQ. # & U\ 9348GC-FXP R A v F T VXLAN 5 7 4« v IZ{ERAT
EDACLA Ty

F)F |[ACLDA |ACLZA |[VTEP 24 |R—k 4 | J2B—D |+ HR— bk
] 7 7 47 AL Z4vy |H/R
24T
1 A7) PACL AJIVTEP |L2 R—k [ % v k FAT 4 |YES
V=7 |7 L2 F7
TIRA |\ T A7
[GROUP : |[GROUP :
encap inner]
direction]
2 VACL AJIVTEP | VLAN EAN *A47 1 |YES
J—7iZ |7 L2 +7
TIRA |\ T4 v
[GROUP : |[GROUP :
encap inner]
direction]

ACL DERE .




B 77txavro—nuztizont

AcLoFE |

vFUF |ACLDA |ACLAZ A (VIEP A2 A |;R—b 4% |2B—D |+5 HR— b+
] 7 7 47 73[R PEGEZARPE 3
247
3 A RACL AFIVTEP|TF > b | Fv b FA7 4 |YES
L3 SVI U—7Z |7 L3 b7
TIRA | T4 vD
[GROUP : |[GROUP :
encap inner]
direction]
4 H) RACL ANVTEP |7 v 7Y Ry b VXLAN |INO
o 7 — |z |encap
I313POSVI | 7 7 &= = |[GROUP :
[GROUP : |outer]
encap
direction]
5 A RACL  [IWAVTEP|7 v~V |%v bk |VXLAN |NO
N/ U—7 |z |cncap
L3I3POSVI | 7 7+ % |[GROUP :
[GROUP : |outer]
decap
direction]
6 i PACL Hi/JVTEP |L2 R— bk | % v b x4 74 |NO
J—27Z |7 L2 KT
TIRvA | 7497
[GROUP : |[GROUP :
decap inner]
direction]
Ta VACL /) VTEP | VLAN EAN *A7 4 |YES
J—27Z | 712 +F
TIRA | T4 vD
[GROUP : |[GROUP :
decap inner]
direction]
b VACL 7] VTEP | 5685 E x4 74 |YES
VLIAN  |v—2iz |713 15
TIRA | T4wD
[GROUP : |[GROUP :
decap inner]
direction]
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vxian AcL oz EsE s sinsE

vFUA |ACLDA |ACLAZ A (VTEP A A |;R—b 4% |2B—D |+5 HR— b+
] 7 7 47 73[R Za4vy |HWR
247
8 H7 RACL HWAVTEP|FF v b | % Post-decap | YES
L3 SVI g—ric |[L3 b7
TIEA | TAVT
[GROUP : |[GROUP :
decap inner]
direction]

VXLAN @O ACL E33, BEDIP F 7 7 4 v 27 LEICTY, mA N T 740w 271%, 7k
LA A >~ FTATIFENC A 7T ENEE A, ACLOSFEIZNER <A 17— RIZHESnTn
A2, VXLAN B 7B UALfRBR T 7 4 v 7 TOO T 'L T 7 4 v 7 OFEETD UL
DE9d, VXLAN THR—FENTWAACLOLF U FIZHoNWTiE, kDO My 7 T L
T, F7-. BB E I TP EIEREREOBF DAL v FTHR— K IR TN —Z|ZD
WTHBBILET,
AIORICEH I N TWVDTRTOUF U AL, ROKA NMOFEMTHA I TWET,

* Host-1: 10.1.1.1/24 VLAN-10

* Host-2: 10.1.1.2/24 VLAN-10

* Host-3: 20.1.1.1/24 VLAN-20
e /r—Z1 : VLAN-10 ® Host-1 & Host-2 O ZFHENDL A2 T 7 4w Z7/L2 VNI,

o /7 —2Z2 : VLAN-10 3 L (X VLAN-20 | @ Host-1 & Host-3 D ZHENHLVAYI T T 4 v
77 /L3 VNI,

VXLAN ACL D;F 218 L HIHEI1E

VXLAN [Z1%, ROEFEEFHLFHIREFELH Y £7°,

« HFEVLAN-10B L7 » 7V 7 AR— K (ethl/2) ®SVI Ed/v—% ACL (RACL) 1%,
HA TR ONEEETIFZNERAN Y X — % F5 O T BIMMESNTZVXLAN T 7 4 v 7 D7 o
NEY TS R—FLEHA, ZOFHIBRIT, VA Y3IR—FFx AT v TV T A
VH =T oA AT bEAINET,

SVIBLXRLAY3IT v 7Y 7 R—FD/L—~Z ACL (RACL) 1Z. AJ1HIMDINERE -
IERER~y =2 o T L ENTZVXLAN T 7 4 w0 27 4 VEZ ) 75720
WY R—hEHhTWERFAL, ZOHIBRIE, VA Y3R—FF XN T TV T A F—
TrxARTHEHAIINET,

¢ 7"— K ACL (PACL) IZ, FmR FBREEHINTWVD LAY 2hR— MUTEATE EEA,
Cisco NX-0OS I%. A1 510D PACL VAR —F L TWEH A,

ACLORE
|



AcLoEE |

B vtz nTene zqvF

1: VXLAN Encap X1 v FDHR— + ACL

7 -

—

re ™,

[ L3Transport Network )
Y (OSPF IP and PIM) %
| Mcast Grp: 209.165.200.224/27
& .
2 2
40.1.1.0/30 30.1.1.0/30
et/2 /1 e1/2\ 1
== Nexus 9000 == Nexus 9000
S| VTEP-1 a71va2
12/ \el
vlani0 vian10
10.1.1.1 20.1.1.1
O (]
==Ei ———— g
Host-1 Host-3 3

VXLAN k>R J)L A TEILIE RA4 Y F

ANDT IR R—+DHR— ~ ACL

FIRDEE

BTV AAL v FTHRAMRER SN TND LA Y2 N T U7 EET 7B AR — MR —
M ACL (PACL) Z#H CT&F£9, Ry NI—T~DT 7 BANLDERENT 7 4 v 7138 H
DIP T 74 v 7 ThHDHED, LAV 2HR— MIEHINTWD ACL 1L, FE VXLAN BEED
IP T 747 LRBRICT 4 VB2 ) T TEET,

ing-ifacl TCAM U — 3 i, RO X D ITHEITHLENH D £77,

configureterminal

har dwar e access-list tcam region ing-ifacl 256

ip access-list name

sequence-number per mit ip source-address destination-address
exit

interface ethernet slot/port

ip port access-group pacl-namein

switchport

switchport modetrunk

©ENDGOHWN
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ANO7 412 —rok—+acL ]

10. switchport trunk allowed vlan vian-list

11. noshutdown

FlED
AR RFERET7TIVa Y B#)
RTFwF1 |configureterminal sa— ) ar7 4 ¥al—3a Ly B— REBE
11 - LET.
switch# configure terminal
AT w72 |hardwareaccesslist tcam region ing-ifacl 256 ing-ifacl TCAM U —< = 12 UDF Z#5 L %4,
i - ZAUTIPv4 £ IPV6 R — ~ ACL IS &%
switch (config) # hardware access-list tcam region| —QFO
ing-ifacl 256
RATw 73 |ipaccesslist name IPv4 ACL Z#{Ep L, IPACLZ V7 f Fal— 3
1 v = REBIELET, name 5150 64 CFLAN
switch (config)# ip access list PACL_On_Host_Port] T?EAE Li—g—"
ATvTA %qu_enc_ehnumber permit ip source-address FMHC—ET HIPv4 N T 7 ¢ v 7 HFFAETIXE
destination-address 4% ACL D— L5 fEk LET,
i - source-address destination-address 5[%%(21%. IP 7 F
switch (config-acl)# 10 permit ip 10.1.1.1/32 LAERYy NT—F7 UL )L Rh— FOIPT7 RL &
10-1.1.2/32 LAEEY TRy v A RART FLA, %
TIHMEEDOT RUVAZRET Hany R ENH Y £
‘a‘o
RTwv S5 |exit IPACLREE— FEKTLET,
i -
switch (config-acl)# exit
5w 76 |interfaceethernet siot/port f v B —T o ARREE— PP L ET,
1 -
switch (config)# interface ethernetl/1
ZFwF1 |ipportaccess-group pacl-namein A F =T x4 AT AV2PACL ZH L £,
R A—FMACLTCliX, 1 >N KT 4B 77
. . . JRYR—bFINTWET, 1201 F—T A
switch (config-if)# ip port access-group ., .
PACL_On_Host_Port in AT 1 2DOAR— K ACL i H C& £7°,
RTwv 78 |switchport ZFDOA B =T 2 Ak, LAY 2L A =T oA
15“ : X& LT%&ELE‘?‘O

switch (config-if)# switchport

ACL DERE .



B v— vianovianac

AcLoEE |

aAv U RFERET7TIVaY B#)
RF w79 |switchport modetrunk AVE—=T A AL ATY2 NT T R—FEL
19"] : ’C%&LE sz‘jﬁo
switch (config-if)# switchport mode trunk
R w710 |switchport trunk allowed vlan vian-list KNSv o Ao F—T A ADZFA VLAN ZHE L
Bl - £T, T7ANVITE hT T A F =T A
switch (config-if)# switchport trunk allowed clan XJ:O)Tj\/COD VLAN <1 ~ 3967 45 LT 4048 ~
10,20 4094) DFFASAVET, VLAN3968 ~ 4047 1%, W
HCHEHT 57 740 h TSI TWAD VLAN
‘/C“ﬁ—o
AT w711 |noshutdown shutdown =2~ RZ 8 L £,
11

switch(config-if)# no shutdown

+—/\ VLAN 0> VLAN ACL

VLANACL (VACL) 1%, &mA MR ESNTWAEE VLAN-10ICEHTE 4, *v hU—
T~DT T BANLDER NI 74 v 7B FEDOIP F 77 4 v 7 THDHI-H, VLAN-10 (23
AINTWD ACL T, FEVXLANBREDIP 7 7 4 v 7 LRKEIZTZ 4V H2 ) T TEET,

2: VXLAN Encap X A v F O VLAN ACL

v

—

//-- ‘\\

[ L3Transport Network |
~~ (OSPF IP and PIM) B
| Mcast Grp: 209.165.200.224/27 |
%

o =
2
40.1.1.0/30
el/2 /A1
== Nexus 9000
I VTEP-1
vian10
10.1.1.1
Ol
Ei ———
Host-1 Host-2

307088
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FIRDEE

F IR D EFH

configure terminal
ip access-list name

match ip addressip-access-list
action forward
vlan access-map name

NOOAWN

#—sxviAN o viaN Act ]

sequence-number per mit ip source-address destination-address
vlan access-map map-name [ sequence-number]

ARV RFFEERTI VA Y

=)

ATy T

configureterminal

1 -

switch# configure terminal

Juau—)Lary7 4 xXal—g )y T— NELG
Liﬁ—o

ATvT2

ip access-list name

1

switch(config)# ip access list Vacl_On_Source_ VLAN

IPv4 ACL Z#{Efk L, IPACL2> 7 4 ¥ a2l —3 3
v E— RZBAME L £9, name 51203 64 SLFLUNT
BELET,

ATvT3

sequence-number per mit ip source-address
destination-address

1

switch (config-acl)# 10 permit ip 10.1.1.1 10.1.1.2

SARC—BT DIPvE T 7 v 7 BT EIES
425, ACL D/L— L% VERR L9,

source-address destination-address 3421, IP 7 K
LAy hU—Z ULV RKH—FR, IPT FL AL
WERY T Xy h~A7 RANT FLVA, £
IMEEDT RUVAZIEET Dany 2 ERH Y £7°,

R 7w 7 4 | vlan access-map map-name [sequence-number] HELZVLANT 7 ®A <~ 7®DVLAN T 7 & X
15 - ~ v ar74Xal—yarET—RKEHBLE
switch(config-acl)# vlan access-map ‘dio VLAN77“YZ7<"\7“/77537?7@]_/72(/\1}57{5\&1\ 7
Vacl_on_Source Vlan 10 INA AL THER ENET,

U A G ERE LRSI A. TN AT
FoTH LW MU BMER S, 2O —F R
BFILT 78RSy T ORKED—7r o AFK S5 LD
H 10 REWHZ LY £,
R Ty 75 | match ip addressip-access-list TIEA YT T MUIZACL HHEELET,
1 -
switch(config-acl)# match ip address
Vacl_on_Source_Vlan
R 7w 76 |action forward ACLIZ—E L7 b7 7 4 v 72T A ADEHT 5

1

switch(config-acl)# action forward

Bz FEE L £,

ACL DERE .



B rrosvion—7vrac

AcLoEE |

ARV RFERETIVa Yy

B8

ATy 1

vlan access-map name

1

switch(config-acl)# vlan access map
Vacl_on_Source_Vlan

BELEVLAN 772 <7D VLAN 7 7 & &
v v ar7 4 X2l —ay T— REBEBLE
KR

AADSVIDI)L—T v  ACL

FIRDHE

ASFHE DN —% ACL (RACL) 1%, BT ENAALAAL v I8 T A5 A FD#E[E VLAN-10
DOSVIWCHHATEEY, XY hNT—7~DT 7 EANLDERE N T 74 v Z7IT@EDOIP ~F
T4y 7 THDHIED, SVINOICHEA SN TS ACL 1L, FEVXLANBEEDOIP N7 4 v 7 &
FFERIC 7 4V H U T TEET,

3:VXLAN Encap R A1 Y F TDOAAD SVITDIL—T v K ACL

7 -

—

re ™,

[ L3Transport Network )
Y (OSPF IP and PIM) N
| Mcast Grp: 209.165.200.224/27 |
"
S ~3§&]
2 2
40.1.1.0/30 30.1.1.0/30
el/2 /A1 el2\ A1
=3 Nexus 9000 === Nexus 9000
VTEP-1 VTEP-2
el
vian10 vlan10
10.1.1.1 20111
-L IL
y——— ——— g
Host-1 Host-3 2

ing-racl TCAM UV — =3 %, IRO XS IZHEITHRERH Y £,

configureterminal

har dwar e access-list tcam region ing-ifacl 256

ip access-list name

sequence-number per mit ip source-address destination-address
exit

interface ethernet sot/port

okl wn-=
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no shutdown

ip access-group pacl-namein
vrf member vxlan-number
10. noipredirects

11. ip addressip-address

12. noipv6 redirects

© o N

Anosvion—5v kact ]

13. fabricforwarding mode anycast-gateway

FED FH 4
XU RFEREET7TIVa Y By

27w 71 |configureterminal JH—L 3y T 4 Ra e ay E— R A
51 LET.
switch# configure terminal

ATFw 72 |hardwareaccesslist tcam region ing-ifacl 256 ing-racl TCAM U —< 5 |2 UDF % % “%L
4 - ZAUX IPv4 F 7213 IPv6 7R — ~ ACL 123 éﬁ”bi
switch(config)# hardware access-list tcam region 7%0
ing-ifacl 256

AFwF3 |ipaccesslist name IPv4 ACL Z{Ek L, IPACLa> 7 4 F¥ =2l —3
i - v E®— F&BE L E T, name 514813 64 LT LI
switch (config) # ip access list PACL On_Host Port TF?E[EIJEE?#O

A7 w74 | sequence-number permit ip source-address S —8T D IPvA 8T 7 ¢ v 7 BT EITE
destination-address L4 7% . ACL DL— L a2 e LT,
Ik source-address destination-address 5%%(2i%, IP 7 K
switch (config-acl)# 10 permit ip 10.1.1.1/32 L A &Z‘/ NTD—27 ULV EKI—FK, IPT RL A
10.1.1.2/32 LREEY TRy kRS, RAR T RLA, E

TIHEEDT FULAZETDany R ERH Y F
R

ATy T5 | exit IPACL REE— FEKRTLET,
1 :
switch (config-acl) # exit

ZFw 76 |interfaceethernet dot/port AR —T A ABEET— REBIBLET,
1 -
switch (config)# interface ethernetl/1

RFw 771 |noshutdown shutdown =t~ > RZ 8 L ET,
i -

switch(config-if)# no shutdown

ACL DERE .



B zro7y7uss00—7y rac

AcLoEE |

ARV FFEREETIVa Yy

S

AFw 8 |ipaccess-group pacl-namein A H =T A R AFY2PACL Z1H L F7,

Bl - R—=HFACL T, A2 R"T R TANFY T
, o . TN FR—FENTWET, 12O F—T = A

switch (config-if)# ip port access-group . .
Racl_On_Source Vlan SVI in 221 DOOR— M ACL ZHATE E4,

AT w79 |vrf member vxlan-number RARDOSVIZHELET,
1 -
switch (config-if)# vrf member Cust-A

AT w710 |noip redirects TRAANYZA VT FEEFELRNEIICLE
&1 kR
switch(config-if)# no ip redirects

AT w711 |ip addressip-address DA LE—T A ADIPT RLAZRELET,
1 -
switch(config-if)# ip address 10.1.1.10

A7y 712 |noipvéredirects ICMP DU 5 A L7 | A »&—7%% BED %A ~
- =T 2 A ATT 4= N THDHI L EERLE
switch(config-if)# no ipvé redirects 7r°

25w 713 |fabric forwarding mode anycast-gateway To—% Y AN = Y 2 AAIRET— FEREL

1 :

switch(config-if)# fabric forwarding mode
anycast-gateway

£,

HAOD7vT)2oDIL—T v K ACL

#15 VLAN-10 O SVIB LT » 7V 7 AR— b (ethl/2) @ RACL L, AT MO E 7=
ENHEA Y & — & RO TR LS NI VXLAN 77 4 v 2 &7 A V2 ) 2 7T B Tedicy
A—hSnTWEtA, ZOHRIET VAVY3IR—F TN T TV T A8 =T =4

ZlZbEMA SN ET,

VXLAN k > R )L B TR IVIEEBRR A v F

ADOT7YT)oDIL—T v KACL

SVIBLRLA Y3 T v 7Y 7 B— DO RACLIZ, AN FRIOANERE - IZNER~ Y X —%
Hoh T EMEENTZVXLAN h T 7 4 9w 0 2T 4N E ) 7570 R— &R TWE
Yh, ZOHIRIZ., VAYIR—KNFx 1N Ty TV Ao F2—Tof AZbEHEINE

‘j—o

. ACL DERTE



| AcLosE
tino7 stz t—tox—+ac [

HADT U X R— kDHR— k ACL

RANREREIN TS LAY 2R — MIPACL #HH LARWTL 72& 1, Cisco Nexus 9000
U —X AL vFix, HIHHO PACL ZH9 AR — KL TWHWEEA,

L4 2VNI 57«7 @ VLAN ACL

LA ¥ 2VNI 5 7 ¢ > 77 Host-1 7»5 Host-2 12N TWAEE . VLANACL (VACL) %
VLAN-10 (28 L CTHER~NYy X —T 7 4 VX ) T TEET,

4:VXLAN Decap R A~ F®D LA 7 2VNI D VLAN ACL

7 .

eas

re ™,

[ L3Transport Network )
~~ (OSPF IP and PIM) B
| Mcast Grp: 209.165.200.224/27 |
%
] 'l
2 2
40.1.1.0/30 30.1.1.0/30
el/2 /1 el2\ A
= Nexus 9000
I VTEP-1
vian10
10.1.1.1
==i

307088

VACLTCAM V— 3 103, RO X D IZHEITHHLERSH Y 77,

FIRDHE

configureterminal

har dwar e access-list tcam region vacl 256

ip access-list name

statistics per-entry

sequence-number per mit ip source-address destination-address
sequence-number per mit protocol source-address destination-address
exit

vlan access-map map-name [ sequence-number]

match ip addresslist-name

©ENSOGORWN
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B v r570 50 vaNAc

F IR D

AcLoEE |

ARV RFEEETIVa Y

=)

R 7w 71| configure terminal Jua—s\ v ar7 4 Xal—vay E— KERh
B LET,
switch# configure terminal

R w 72 | hardware access-list tcam region vacl 256 ACLTCAM Y — 3y A REEHLET,
1
switch(config)# hardware access-list tcam region
vacl 256

AT 73 |ip accesslist name IPv4 ACL Z{ER L, IPACLZ> 7 4 ¥ a2l — 3
i - v E— RERIE L £, name 5150T 64 SLFLAINT
switch(config)# ip access list VXLAN-L2-VNI *EKEIJEiij

R T v 74 | statistics per-entry ZFDVACL D—)L & 5T 58 R 7 m—
5l - IR T A ADERET % &5 IRE LR
switch(config-acl)# statistics per-entry

R 7y 7' | sequence-number permit ip source-address RIFC—BT DIPvA T 7 1 v 7 AT E T3S
destination-address +% . ACL DL — L5 Ek LET,
1 - source-address destination-address 3|#ti2i%. IP 7 K
switch(config-acl)# 10 permit ip 10.1.1.1/32 L A &7\‘ % ]\ J—7 U/])II/ ]\7‘7*— ]\*‘ Pr ]q‘]/x &
10-1.1.2/32 WEEY TSy h~A7, KAKT RLR, £

ITEEOTY RVAZRRET Dany 2 ERH Y £7,

R 7y 7 6 | sequence-number per mit protocol source-address ST DIPvA b T 7 v 7 AP RIS
destinati on-address +5%. ACL D— % fEi L E7,
i - source-address destination-address 31%i2i%, IP 7 R
switch(config-acl) # 20 permit tcp 10.1.1.2/32 LAL Ry NU—Z7 UL LRI — R, IPT FL & &
10.1.1.1/32 AEEY T xRy hwR2, KART LA, 7

ITEEOT RLAZIRET Sany 2 ED b D £7°,

ATy T 1 |exit ACL#EZEE— RERKTLET,
1 -
switch (config-acl)# exit

AT 7 8 | vlan access-map map-name [sequence-number] WELIEVLANT 7 A <~y 7O VLAN T 7 & A

1

switch(config)# wvlan access-map VXLAN-L2-VNI 10

. ACL DERTE

vy S ar74Xal—vary EB— REBEBLE
4, VLANT 7 &2 < v ZREE LR WESIT. 7
INA 2T Lo TERRENE T,

“/**’?“/X%%%%ﬁfbfgyj)ot%/a\\ 3:“/{/1)2@:
IoTHLWTY FUBERSH., D —Hr %



| AcLosE

L1v3wit57 ¢ v ovanact [l

ARV RFERETIVa Yy

B8

FENIT VA~ TORBO—  AFRE L1
H 10 REWEF LD ET,

ATvT9

match ip addresslist-name

1

switch (config-access-map) # match ip VXLAN-L2-VNI

IPYRNGERELET,

L4 A3VNI~3 7« w7 MVLAN ACL

VLANACL (VACL) (I, VA ¥3VNIFT 7 o4 v 7 BARAMMPLARARICHA TV D5E

FIEOHE

Lv
=~

NE~Ny X =TT 4 NV H ) 7T B0 VLAN20IZEHA C&E £9, 2, V1 ¥

3NT7 7 4w 7 DVACLB Y AT LOWMITTEEINDT2D, BIOr—ALITE TR £7,
F—U—Foutput &, VA Y3VNI FT77 4 v ZDVACL= MY 22X 745 L EITEH

TOMENRDHY £,

[X 5: VXLAN Decap 21 v F®D L 1 7 3 VNI > VLAN ACL

_:/,..

—

//- ~,

[ L3 Transport Network

/" (OSPFIPand PIM)
| Mcast Grp: 209.165.200.224/27 |
& ,

.0/30
A el/2
== Nexus 9000
I VTEP-1
vian10
10.1.1.1
Ol
Ei

A
== Nexus 9000

307088

VACLTCAM V —Y a3 id, WOEHIWCH—E U T T HHERH Y £,

1. configureterminal

2. hardware access-list tcam region vacl 256

3. ipaccesslist name

AcLoE [



B .S v souanac

F IR D

statistics per-entry

® NG

action forward

AcLoEE |

sequence-number per mit ip source-address destination-address
sequence-number per mit protocol source-address destination-address
vlan access-map map-name [ sequence-number]

AT RFERIEFT7IIY

=)

AT 71 |configureterminal sua— ) ar7 4 Xalb—ay ®— Faelh
15“ : L/i‘g—o
switch# configure terminal

R w 7 2 | hardware access-list tcam region vacl 256 ACLTCAM VU — 3y A REEHLET,
R
switch (config)# hardware access-list tcam region
vacl 256

AT v 73 |ip accesslist name IPv4 ACL Z#{EfE L, IPACL=Z 7 4 ¥ a2l —i g
i - v E— REFHB L ET, name 513013 64 SLFLLNT
switch(config)# ip access list VXLAN-L3-VNI *EKEIJEEer

AT 74| satistics per-entry ZDVACL DL—)L & —FF 537 v kD7 m—
Bl - HRRHE T A ADHERST % XD ICBRE L £
switch (config)# statistics per-entry

R 7y 7' | sequence-number permit ip source-address RIS —BT2IPvA T 7 1 v 7 AT E T3S
destination-address 4 5. ACL DL —VZ{ERK L £ 1,
il - source-address destination-address 3 |#ti2i%. IP 7 K
switch(config-acl)# 10 permit ip 10.1.1.1/32 17 &7\\ v NT—27 O )N RKH— ]\\“ P77 RL=&L
20.1.1.1/32 WEEST %y h~2 RARTRLUA, £

IHEEOT FVAERETDany 2 ERH D 7,

R T 76 | sequence-number permit protocol source-address KEDOHTTP A Y v REH—RNZU XA L7 "5
destination-address L 912 ACL 2% & L4,
e
switch(config-acl)# 20 permit tcp 20.1.1.1/32
10.1.1.1/32

AT 71 |vlan access-map map-name [sequence-number] BELEVLAN 77 A~ 7O VLAN 7 7 & 2

1

switch(config-acl)# vlan access-map VXLAN-L3-VNI
10

. ACL DERTE

vy S ar74Xal—yary EB— REBBLE
4, VLANT 7 &2 < v ZREE LR WESIT. T
IR 2T Lo TERRENE T,

U AR EARE Lo TG T RIS
IToTHLWTY FUBMERSH., ZD—Hr %



| AcLosE
ghosvior—5v kact

avYRFERIFTIOIY BRI
FENIT VA~ TORBO—  AFRE L1
H 10 REWEF LD ET,

AT 78 |action forward ACLIZ—E L7 bT 7 4 v 7T A AD#EHT 5
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switch (config-acl) # action forward
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1. configure terminal
2. har dwar e access-list tcam region egr-racl 256
3. ip access-list name
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sequence-number permit ip source-address destination-address

4

5. interface vlian vian-id

6. no shutdown

7 ip access-group access-list out
8 vrf member vxlan-number

9. noip redirects

10. ip addressip-address/length
1. noipv6redirects

12. fabricforwarding mode anycast-gateway
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ZF w71 |configureterminal ra—s ) ar’ 4 Xa b—var E— N2
51 LET.
switch# configure terminal

Z 5w 72 |hardware access-list tcam region egr-racl 256 ACLTCAM V—V g A XEEHLET,
&1
switch (config) # hardware access-list tcam region|
egr-racl 256

AFwF3 |ipaccesslist name IPv4 ACL Z1ER L., IPACLZ> 7 fF¥ a2l — 3
i - v E— K& L FE 9, name 51480 64 SCFLIN
switch (config) # ip access-list THRIE LET.
Racl_on_Source Vlan SVI

35y 74 | sequence-number permit ip source-address ST BT B IPvA R T 7 v 7 B RFAIE I
destination-address &T 5. ACL DA— %A LET
Ik source-addressdestination-address 5|4z, IP 7 K
switch (config-acl)# 10 permit ip 10.1.1.1/32 Lz &j\ v NI —27 AN RKH— ]\\‘\ IP7 KL A
20.1.1.1/32 LABEH TRy N w27 RARNT FLZ, ¥
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AFw 75 |interfacevlan vian-id Ao B =T Af A AT 4Falb—gy F—F
Bl - P4 L £, vian-id (X, DHCP #—/NIP 7 NI
switch (config-acl)# interface vlan vlan20 A %‘fﬁﬁﬁiﬂié VLAN @ ID VC\MQLO

AFw 76 |noshutdown shutdown =< > RZMEH L T 7ZE 0,
1

switch(config-if)# no shutdown
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ZFw 71 |ipaccess-group accesslist out IPv4 ACL 721X IPv6 ACL %, fREH MO 7

1l - T4 ITDUAYIA L H—T A4 RTHHALE
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switch (config-if)# ip access-group
Racl On Detination Vlan SVI out

AT w78 |vrf member vxlan-number RARDOSVIZHELET,
1 -
switch (config-if)# vrf member Cust-A

AFw 79 |noipredirects TRAANYZA VT FEEFELRNEIICLE
&1 kR
switch(config-if)# no ip redirects

AT 710 |ip addressip-address/length DA B —T A ADIPT FLAEZRELET,
1 -
switch(config-if)# ip address 20.1.1.10/24

AT w711 |noipv6redirects ICMP DU XA L7 h Avt&—V7 BFD XfI&HA >
- H—=T 2 A ATT 4= N THDHI L EERLE
switch(config-if)# no ipvé redirects 7f°

R w 712 |fabricforwarding mode anycast-gateway To—F Y AN — N2 AfHREET— REZREL

1 :

switch(config-if)# fabric forwarding mode
anycast-gateway
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