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Spine Spine
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Client Clients Firewall Firewall
inside outside active standby
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MV L, VIEPBIZZ 77U v 7 — &7 RAZARXLET, ROFIZZIRLTIZE
Wy,

VTEPA &K U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

track 10 ip route 10.1.1.1/32 reachability hmm
vrf member INSIDE

|

VRF context INSIDE

Vni 1001000

IP route 20.1.1.0/24 10.1.1.1 track 10

track 20 ip route 20.1.1.1/32 reachability hmm
vrf member OUTSIDE

|
VRF context OUTSIDE

Vni 1001000

IP route 10.1.1.0/24 20.1.1.1 track 20

VTEPA# show track 10 Track 10
IP Route 20.1.1.1/32 Reachability Reachability is UP

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>
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20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 [1/0], 00:00:08, static

Firewall Failure on VTEP A caused the track to go down causing VTEP A to withdraw the
static route.

VTEPA# show track 20 Track 20
IP Route 20.1.1.1/32 Reachability Reachability is DOWN

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "RED"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

Route not found

277Uy oDHEYDEAIZEATINLD2BIREENIL—F

ZOT 7 a—F T, WEHE IS VRE BFEET 2 HEFNCH L — RRFRESNET, *
7 A~ ARy 71EARA Rb— K (EVPN Route-Type2) # /" L CEIZFERETH LD, 77T 4
TIT7AT T —NDAZ LN ~OEFE, BLOZOWOEE T — /L TORTHIL, il
DVXLANZ 7 7 U v 72T v —VIidRAELEFA, ZOT7Fu—F, EEEOmEE
W=z AD EIZENSLH £,

£EZ0O VTEP :

VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

VRF context INSIDE

vni 1001000

IP route 20.1.1.0/24 10.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1

ABT4 9D IL—Fr%EBGPICHBEML. BYDI 7TV VIIZT FNEA4XT %

FRAICE > T, RENTWDT I T4 TR T 7 AT T —Ib~D)— o, TUNEFEETD
VTEP IZfE L E§, A— NMIT V7 4 v 27 A— 1k (EVPN Route-Type5) & R7aSiL, 77
F AT T AT T4+ — N DVTEP ~D/L— NOBRERINET, 774 T T+ —/LD
TIT 4 TIALNRAEREOLS, b T vF o ZI3EREEBREL, ZOEFEZTXTOY £—
RN VTEPIZHEHT AMERH Y £3, ZOBMEZ, v— 23 THIER) Sh, Z0%IC B
SNDHZEITHEYLET, 207 e —F T, VRFZEH L TT_XTOVTEPIZHEAT D4
ERHH-D, IO RERTFvy—rPREALNET,

VTEPA 8K U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
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redistribute static route-map Static-to-BGP

B —TA VI EATATAT7LERI7FAT 74—

2:BN—T A VT EERT AT AT7ILER I 7ATI4—IL

VTEP A VTEP B
o J b )
EE-
E==j
Eese=s o
Firewall Firewall
active standby

VTEPA & U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

VRF context INSIDE
Vni 1001000
IP route 20.1.1.0/24 10.1.1.1

LAva-LAv1xy k79— y—Exofaost i
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! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1
VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1
! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

router bgp 65000
vrf INSIDE
address-family ipv4 unicast
redistribute static route-map INSIDE-to-BGP
vrf OUTSIDE
address-family ipv4 unicast
redistribute static route-map OUTSIDE-to-BGP

eBGP IL—T 4« VU ZERAITEH VI LER NI 7FA T 04—

T77AT U+ —NABBGPE Y HR— L TWDIEAE, 1 2OF T aid, 7747 U r—k
H—BE A VTEP f]lo~7'm =Lk LTBGP #3452 & T3, ==—F ¥ A MIPZEZEHL
TLET V73 AR — RS TWERA, HEINDHEHE, V—7 Ny 7 i L TH VIEP
BLOET THAL—T Ry 7 IPEFEATHZLETT, V=T RNy f 2 —T A AR
EVPNZI L CTT RAZAXINZWRY , RITUIPT RLRAETXTOJET 5 VIEP TEHT
xF9, VIEP L CTEADIP 7 RLAZMEHTHZ L2 HRL 9,

T7AT VA NI —T Ny J ~OEEAREMIL, VIEP EOT=—F ¥ 2 F— U=
AP EET 77 AT I+ — NV EDRETF 47 L— AL CHETXET,

WOHITIL, AS 65000 123 % VTEP & AS 65002 128D 7 7 A4 7 74—V 5 eBGP BT Y o
TRMESLSNET, iBGP LD BGP BT Y 3 R— FENTWERA,

\)

GE) BB VIEPIZHERE SN T 77 4 TIAZ 3L 7 74 T 7 4 —/L~D export-gateway-ip
BT HHENDHY 77,

BGP T Vv l2=—F vy AN =T ZFEHLRNTL I,

VTEP A:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway
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Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20

Name outside

Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.254/32

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl

Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000
vrf INSIDE

LAX4-L1v1xy bo—4 y—E2ofmanis [l



LAX4- LAY T3y bT—9 9—EROBREDEE |

B L rsLaviryro—s y—ExoMs0RE

! peer with Firewall Inside
neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5
address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

HE., VXLAN 77 7 U » 7 [3H—0 BGP BEV AT A (AS) WNIZH D729, WNES VRF &4
H#SVRE @O AS1X[F U T9, BGPIX. HEDASNHZIELIZL— e A A F—LLEHA,

LMo T, ZON—NEF— =T 4 RTHIT1E, ASNAZHESTHILENRNHY £9, BGP
DHHEDAS PHLV— e Ray 7 T5L 05— La2lhicd ey, SESERT I rn—
FWRGFEELET, Zhud, Fy NI =2 IZE8BICEEBE2 52 %7, T 3COBGP Ri#A =

AL fEFFT D 72012,

Mocal-as] 7 7' @ —F Tlk, #7225 ASHHRIE =/ — b & #k

T&E9, VRF Z&IiC742 % Nocal-as] 285K 77 AT U+—/L ET U7
MMocal-as # ASN # no-prepend replace-as] ZHiAT 5 Z & ZHELEL £,

3:eBGP AS-Path ¥ = v %

192.166.52.123

192.1668.51.123

AS#65001

e outside -~
¢ )
eBGP ~--~.| [,--—""eBGP
1 1 11
AS#65123

Route Dropped per AS-Path check
AS-Path: 65001 > 65123 > 65001

192.166.52.123

192.168.51.123

AS#65001

Local-AS

65052 65051
P outside -~
{ )
eBGP "=~ [,--—""eBGP
===
T
AS#65123

Route Accepted per Local-AS
No-Prepand and Replace-AS
AS-Path:
65001-> 65051 > 65123 > 65052 > 65001

503160
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eBGP )L—T 4 VU EHRI DT aAT7IERIZFAT 04—

T7AT U4 —/VBBGPEYR— K LTWBEHE, 12047 vait, 7747 Ur—LE
H—EAVTEP o7 1 b2/t LTBGP 2452 Td, T=—F ¥ A MIPEMEHL
ZET V73 AR — &R T ERHA, HERESNDHGFHE, v—T7 Ny 7 B LT VIEP
BIOYTCHAL—T Ry 7 P EHATHIZLETT, VT RNy S H—T xf AN
EVPNZIT L CT RARZ A XENRWRED, RUIPT RLAZTXTOET 25 VIEP TEH T
ETET, VIEPHEL CHEADIPT RLAZMEHT L2 L 2HIEL £9, vPCEREOSGEITMA
<7,

T AT T — BN —T RNy 7 ~DEEGEMIL, VIEP LOT=—F% ¥ A F— U=
AIPEET 77 AT I — NV EDREZT 47 — ML TCHRETE E7,

VPCEATIE, VPCET U 27 %M LIZVRF ZEDOET ) 7N TY, VRE BiLOET
U272z T, advertisepipa~> RZHEHALTT LT 4 v 7 A—KDT RANF A XX
N (EVPN/LV— K ZA475) ZHMNCTEES, 777 V7 €7V 7 E2EHRT5H vPC D

B, VREZC LT UV ZI3ImER, TV 7 4 v 7 AN—F DT FNRZ A XA (EVPN
Route-Type5) 73HLETT,

WOFITIL, AS 65000 123D VTEP & AS 65002 128D 7 7 A4 7 74—/ 5H eBGP BT Y o
THRMESLESNET, iBGP LD BGP BT Y 3 R—FENTWERA,

4:eBGP EFERALI=TaT7IIERI7ATO+—I

Loopback Loopback

Firewall Firewall
active standby

502227

\)

GE) BGPET VLI Cm=—F A F— bz ZHHLARNTZE N,

VTEP A:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20

Name outside
Vn-segment 10020
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Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000
vrf INSIDE
! peer with Firewall Inside
neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5
address-family ipv4 unicast
local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.254/32

Interface VLAN 20

Description outside vlan
VREF member OUTSIDE
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IP address 20.1.1.254/24
fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

WCET!DIZKkDPerVRFE7 ) VT
VTEPA £ & U VTEPB:

vlan 3966
! vlan use for peering between the vPC VTEPS

vlan 3967
! vlan use for peering between the vPC VTEPS

system nve infra-vlans 3966,3967

interface vlan 3966
vrf memner INSIDE
ip address 100.1.1.1/31

interface vlan 3967
vrf memner OUTSIDE
ip address 100.1.2.1/31

router bgp 65000

vrf INSIDE

neighbor 100.1.1.0 remote-as 65000
update-source vlan 3966

next-hop self

address-family ipv4 unicast

vrf OUTSIDE

neighbor 100.1.2.0 remote-as 65000
update-source vlan 3967

next-hop self

address-family ipv4 unicast

% VRF T &= — ME, BGPEVPN B2 LCT7 7 7Y v 7 OFEY OEAITT KN
A ARENET,
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LAY4-LAXTRY hT—9 $—ERDOHEDEE |
B osrrzmmLrc TBET 7oA —

OSPF =R L= T IVEHR I 7A T 94—

WL, 77 AT 74—/ TOSPFET UL 7% EFFLTWD VTEPA D DEREA = v
FZ2RLTWET,

SVIiZ, NEB L USROS D VRF O VTEP TEHEINET, “NHDE VRF FO7 7 A
T U3 —)VEEOVTEP 71X, 1 2D VRF 22500 VRE ICBEIT 720DV —T 4 T
wEEICEE LET,

VTEPA & U VTEPB:

vlan 10
name inside
vn-segment 10010

vlan 20
name outside
vn-segment 10020

interface VLAN 10

Description inside_vlan

VRF member INSIDE

IP address 10.1.1.254/24

IP router ospf 1 area 0

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

IP router ospf 1 area 0

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

router ospf 1
router-id 192.168.1.1
vrf INSIDE
VRF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE
IP Route Table for VRF "OUTSIDE"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'$<string>' in via output denotes VRF <string>

10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vl1an20, [110/41], 1wbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE
IP Route Table for VRF "INSIDE"
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'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

w2, ZON— MNIBGPICHEMT S, EVPN 777U v 75N LTT RARZ AL XENET,
ZHICEY ., T _RTHOVIEP B, X7 A &Ky 7E LTVTEPA 241 2 954 VRE
WNDOTRTDNL— a7 3,

OSPF)L— % BGP [CHEEML. BYDI 7TV IIZT R34 XT3

VTEPA & U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP

VTEPA# show ip route 10.1.1.0/24 vrf OUTSIDE

10.1.1.0/24 ubest/mbest: 1/0
*via 10.1.1.18%default, [200/41]1, 1lwld, bgp-65000, internal, tag 65000 (evpn) segid:
200100 tunnelid: 0xa01l0112 encap: VXLAN

N2 7 4 v 7%, VIEP b —E A VTEP I h 7L &7 VXLAN TH Y, 7k

RRENT T 7 AT U+ —MIERENET, 77 AT U+ —/MIN—AZ#EHL, N T 71>
7 % WNHE VRF D% —E A VIEP IZEELET, 2D T 7 4 v 71X VXLAN TH 7R/ b S
. 56%C VTEPIZEE & E T, S VIEP Tlk, N7 7 4 v 7 3 7o Wb & hCcz v
K747 MIEESNET,

T7AT 24— Tz—)LA—/\—

TITA4T T7AT I —VIEENEEL, AZ L T7 AT U=V &K &
J— MIV—EAVIEPADLLERVIEIN, VY—EAVTEPBIZL->TCT7 77V v 7127 I
HARXEINET,

OSPF =R LI=Ta7IEHR I 7A T o4+—)L

CiscoNX-OS (%, VM ¥Y3&2HEHA LI VPCRAHADX AT I 7 OSPFET U T EHFR—KL
FJ, ZHICEY, VPCEEMA L2 7 A4 7 07+ — VG N A REIC 72V, DU 7 ETOSPF
BTV NS ET, CiscoNexus 9000 2 A v F L 77 A T U +— o7 7%
NI D72 DI 41D VLAN 1%, FE VXLAN %fiis VLAN TH LML ERH Y £7,

LAY a-LAY T2y kD=4 4—Ex0HE0EE ||
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5:0SPFEFERL=T17IERI7AT7 94—

VTEP A VTEP B
m— (| ===

D
OSPF
Peering
Firewall Firewall
active standby

\}

GE)  OSPF AT ==—F ¥ A P F—bU = ZHHLRNTLZEN,

VTEPA:

Vlan 10
Name inside

Vlan 20
Name outside

Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.253/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside vlan
VRF member OUTSIDE
IP address 20.1.1.253/24
Ip router ospf 1 area O

vpc domain 100

layer3 peer-router

peer—-gateway

peer-switch

peer-keepalive destination x.x.x.x source x.x.x.x peer-gateway
ipvé nd synchronize

ip arp synchronize

router ospf 1

vrf INSIDE VREF OUTSIDE

VTEPB :

Vlan 10
Name inside

Vlan 20
Name outside
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Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.254/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside_vlan
VRF member OUTSIDE
IP address 20.1.1.254/24
Ip router ospf 1 area 0

vpc domain 100

layer3 peer-router

peer-gateway

peer-switch

peer-keepalive destination x.x.x.xX source x.x.xX.xX peer-gateway
ipv6 nd synchronize

ip arp synchronize

router ospf 1
vrf INSIDE VREF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE

IP Route Table for VRF "OUTSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vlan20, [110/41], 1lwbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

OSPF/L— + % BGP IZHEML. BYDT7 IV Y IICT ENIA4 XSS
VTEPA $& U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP
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ZOBAEFALTIE, VXLAN 77 7Y v 713 A¥2 777U v 7 THY, T T+ EF—
M= 7 7 AT U=V EIZHY FT,

RITH 2R L ET,

vlan 10
name WEB
vn-segment 10010
vlan 20
name APPLICATION
vn-segment 10020
vlan 30
name DATABASE
vn-segment 10030

interface nvel
no shutdown
host-reachability protocol bgp
source-interface loopbackl
member vni 10010
mcastgroup 239.1.1.1
member vni 10020
mcastgroup 239.1.1.1
member vni 10030
mcastgroup 239.1.1.1

T AT T AL, % VNLCHEA v —T = A A% FH, §XTOT RKRA > hOT
THNE =T =2 ATT, TXTOVNIMBEILZZ 7 AT UV +— N EEELEST, 7741
T —VR MLy ZIZRBRNE I, T7 AT U — OV A T ZITIEFHICERE L
TLEE, LER-> T, ZORGHEL, BRFFBIEEFORE CHEA L T 230,

R6:LAVY2WXIAN 2 7 T v O EERLI=T AL S— b9z ELTDI7ATI4+—IL

VNI 10010

110.0.1.0/24
| |
VNI 10020

110.0.2.0/24 |

VNI 10030

110.0.3.0/24 |
| |
a1

502223
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NG ANT LU N T AT 4 —VERIILA Y2 7747 7 +—/L (IPS/IDS % &)
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EVPN TO FSVARTZ LU R D747 04— ILEADOHE

rRBE IZiE, IROZ A 7D VLAN BREENF T,
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EVPN TD FrSUARTFLU M T7AT 94— ILEEADHE

1 Local VLAN
Unirusted  frowalto e
Local VLAN ik service leafs
switching from A Transparent
the service leafs /Y Mode Firewall
to firewalls [ ’/’J The FW trusted
v  VLAN is only on
,,,///! the service
The FW untrust- \ @ ' VTEP that's
ed VLAN is -> . where its GW is
Layer-2 only on Service Leafs
the fabric First-Hop GW for firewall trusted
VLAN wiEh virtual MAC-B
VXLAN switch- I'VXLAN routing
ing to the service from the firewall
leafs from the
internal leafs hosts on the

internal VLANs

w trusted VLAN to

Spine

(Anycast GW for internal
VLANs with virtual MAC-A)

KvTerl
[ | TOR Leafs

Internal VLANs
Firewall (VLAN 101,102..)
Untrusted VLAN X g
= 8

(¥)  VXLANEVPN DA, hTUAXT LU b 77 AT U —/VaffALoio =—
XY AN T— b U zAZEHTLHZEEZHRLET, Z4HUTLD, §3TD VLAN &
VXLAN 5l T& £9°, HSRP/VRRP X—ZA DT 7 —RA bk v 77—~ 7 = A Z{H 4
L6, SVI® VLAN T VXLAN %S TE T, TUEMDOTZDIZ vPC X7 LIZHFEET S

VENRDHY £,
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EVPN TO FS VRARTZ LU R D74 T 04— ILEADA

EVPNTD FS2VARTFLUF T7AT 94— ILEEADSHI

Untrusted
VLAN X

Y P, Y
k‘-}_
" =N
3 —u!

Trusted
VLAN Y

™

Transparent
Mode Firewall

4

\

]

MN9332-1

N9332-2

v ———aNIB325

9.999

Spine

f VTEP '
N3372-1

= Internal VLANS
(VLAN 101, 102..)

Firewall

10.0.94.101 Untrusted VLAN X

i
d8b1.9071.50eb Eg
e VLAN X DA A k:10.1.94.101

e ToR U —7:N9372-1

o |

500046

*vVPC HDOH—E X U —7:N9332-1 38 LT N9332-2

¢ R—4— U —7 : N9332-5

=

ToR |J—TJ&&%E

vlan 94
vn-segment 100094

B

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500
routerid 1.1.2.1
neighbor 1.1.1.1 remote-as 64500
address-family 12vpn evpn
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send-community extended
neighbor 1.1.1.2 remote-as 64500
address-family 12vpn evpn
send-community extended
vrf Tenl
address-family ipv4 unicast
advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

HSRP ALY —EX J—T 1%

vlan 94
description untrusted vlan
vn-segment 100094

it

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.160
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.17/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip ospf bfd
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.2/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcast-group 239.1.1.1

router bgp 64500

routerid 1.1.2.1

neighbor 1.1.1.1 remote-as 64500
address-family 1l2vpn evpn
send-community extended

neighbor 1.1.1.2 remote-as 64500
address-family 1l2vpn evpn
send-community extended

vrf Ten-1
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address-family ipv4 unicast
network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/
advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

HSRP ALY —EX IJ—T 2&FE

vlan 94
description untrusted vlan
vnsegment 100094

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.159
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.18/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.3/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500
router-id 1.1.2.1
neighbor 1.1.1.1 remote-as 64500
address-family 12vpn evpn
send-community extended
neighbor 1.1.1.2 remote-as 64500
address-family 12vpn evpn
send-community extended
vrf Ten-1
address-family ipv4 unicast
network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/
advertise 1l2vpn evpn

evpn
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. show < > KD

vni 100094 12
rd auto
route-target import auto
route-target export auto

show < > KD

ANY —TWFEB LR RA RSO —H L MAC DE#REF L LET,

switch# sh mac add vl 94 | i 5b|MAC

* primary entry, G - Gateway MAC, (R) Routed - MAC, O - Overlay MAC
VLAN MAC Address Type age Secure NTFY Ports

* 94 d8b1.9071.5beb dynamic 0 F F Ethl/1

HP—EZX U—TBRHE LA A RO MAC OISR E2ERLET,
A\

GE)  VLANYMIZBWT, —t R J—7REEF 5K A N MACIE, BGPIZL-»TVUE—F
ET7NbELINET,

switch# sh mac add vl 94 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8b1.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 94 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8b1.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic 0 F F Po300

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic 0 F F Po300

HF—E R J—TNEE L7 VLANOIS IZHHARA RD ARP OfEHRAE R T LET,

switch# sh ip arp vrf ten-1
Address Age MAC Address Interface
10.0.94.101 00:00:26 d8b1.9071.5beb V1an95

HP—EZ2 U—T7ITEVPN 72D 9.9.9.9 28 LEJ,

switch# sh ip route vrf ten-1 9.9.9.9

IP Route Table for VRF "Ten-1"

'*' denotes best ucast nexthop

'**' denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

B O LAY4-LAYTIRY FT—) H—EXDREDHEE



| LA¥a-LAYTI3Y FT—9 Y—ERDHEDHE

LAY a-LA¥ 15y ro—5 b—Ezofaniz [

9.9.9.9/32, ubest/mbest: 1/0

*via 1.1.2.7%default, [200/0], 02:57:27, bgp64500,internal, tag 65000 (evpn) segid:
10011

tunnelid: 0x1
010207 encap: VXLAN

R—=F— J—TNEEHLZBGPIZLAEARA N L—FOEREERLET,

switch# sh ip route 10.0.94.101

IP Route Table for VRF "default"

'*' denotes best ucast nexthop

'**! denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.0.94.0/24, ubest/mbest: 1/0
*via 10.100.5.0, [20/01, 03:14:27, bgp65000,external, tag 6450
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