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Event Statement Action Statement

Tells your system: Look for this Tells your system: If that event
specific event to happen. happens, do these things.

For example, when a card is For example, when a card is
removed. removed, log the details.
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Events

System_switchover
File_system_gvents
HAP _reset

OIR

fanabsent

fanbad

tempsensor
module_failure

Event Manager
- - = Validates and records user-defined e Dynamically registers the following:
User-defined Policy policy information. et N

(Defined in CLI in + Directs event notifications. _  event descriptions

an applet or script.
ppie pL) * Directs policy actions. _ event actions
= Logs events. — event parameters

* Filters events and matches with policies
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switch# configure terminal
switch (config) #
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event manager environment variable-name
variable-value

1 -

switch(config)# event manager
environment emailto
“admin@anyplace.com”

EEM M OBREAB 2 AFR L £,
variable-name XK 3L & /N7 % K
L. K29 LTFORBTEMBATEE
97, variable-value (2135 K 39 LD He
Bras | CHATHERcE £,
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(f£&) show event manager
environment {variable-name| all}
f

switch(config)# show event manager
environment all

A LT BREEARUC BT DI a 2R L
ij"c}

ATv74

(f£&) copy running-config
startup-config
i -

switch(config)# copy running-config
startup-config
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CLIIZCEA1—H FRYS—DESE

CLIZEAL T, T R a—YP R v—52EHETEET,

. Embedded Event Manager D 5%



| Embedded Event Manager D%

FIE

CLICLEZ2—HKRYI—DEH

ARV RFEEETIVa Y

=)

ATy T

configureterminal
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switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

event manager applet applet-name

1

switch(config)# event manager applet
monitorShutdown
switch (config-applet) #

EEMIZ7 7Ly hEBEL, 77 L v
farv 74 X2l —gr E— NEBH
AL E9, applet-name LK LT & /N
FTHRXBIL, K29 LFOFET HH
HAc&xEd,

ATvT3

(f£:7) description policy-description

1

switch (config-applet)# description
“Monitors interface shutdown.”

RY =D/ D AN & T afRIE
LE, string (2135 K 80 3T D He 47
EEHACTEET, ANV U ZIF5IHGT
PHA £,

ATvT4

event event-statement

1 -

switch (config-applet) # event cli match]
“conf t ; interface * ; shutdown”

RV —DA X N XERELET, A
Ry NIBEE S LA, ZORT v
EROIRLES, T4 FXORE
(10 X—2) | Z2ZMLTEEW,

ATy Th

(f£5%) tagtag {and |andnot | or} tag
[and | andnot | or {tag}] {happens occurs
in seconds}

1

switch (config-applet)# tag one or two
happens 1 in 10000

RY —NOBEE DA~ b EAEICE
HAHT £,

occurs 513 D& IL 1 ~ 4294967295 T
9, seconds 5| EXDHEIFHIT 0 ~
4294967295 Fo T,

ATvT6

action number[.number 2] action-statement

1

switch (config-applet)# action 1.0 cli
show interface e 3/1

RV—DT 7 ar LERELET,
T va BB EHLGE. ZOX
Ty T EEVIRLET, [Ty arX
DOFE (16 =) | 2R LT
&,

ATy T17

(f£&) show event manager policy-state
name [ module module-id]
i) :

switch (config-applet) # show event
manager policy-state monitorShutdown

RIE Lo Y 2 —ORBBICE T D 1
TR LET,

ATvT8

(f£&) copy running-config
startup-config

1

FFar 74 Xal—ark, AX—
Ny a7 Falb—v g0z
I:O*‘Lji—g«o
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ARV RFERFTIVaY B8
switch (config) # copy running-config
startup-config

AR NEERETAIZIZ. 7Ty hary74Xalb—2 gy B— RTROWTNND

~ U REHEHALET,

avw vk EL:y

event application [tag tag] sub-system AR NOEENRY T VAT ALAIDEBLIOT
sub-system-id type event-type Ur—var ARy N EA T8 D58
I W2, AV hERESEET,

switch (config-applet)# event application sub-system-id & event-type DOHFIPHIT 1 ~
sub-system 798 type 1 4294967295 «C\‘j—o

tagtag ¥ — 7 — R EBIEO_T L, DA
R MRRY —IZEENTWDIEHE, 20
BEDA Xy MEHBILET,

GE) Zoavry REERT5IF, %
9" featureevmed =2~ > K& H%)
WL TR AR N T T2
HEHMNITHLERDY 7,

event cli [tag tag] match expression [count repeats| [EHER & —KT B a~<> RB AT Shi-t

| time seconds] BT, AR NERESEET,

: tagtag ¥ — U — F & 5IEDO_T 1%, HEDOA

switch (config-applet)# event cli match “confl N2 R NR Y L —IZEFENTWBAEE., 20D
t ; interface * ; shutdown” %ﬁ@/r/\\/ }\ %g&:%” Li—g’*

repeats O#FiPHIL 1 ~ 65000 T9, time DFi[H
1% 0 ~ 4294967295 B> C¥, 0 IZEEHIFRZ R L
F9,
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event counter [tag tag] name counter entry-val
entry entry-op {eq | ge| ot |le|It | ne} [exit-val
exit exit-op {eq|ge|gt|le|lIt]|ne}]

1

switch (config-applet) # event counter name
mycounter entry-val 20 gt

T IR, BIREE IS W CRtBO L
XVMEZBZTBEEICTARY N ERESEE
T AN NMNIEEBIZV Yy PENLET,
EET, AV ENRKTOLEVWEEZBZ -
bLTlty hE&ND I, A FER
ETxET,

tagtag ¥ — 7V — R LG EOT X, #HE DA
R MRRY —IZEFENTWDEHAE, 20
FFEDA N2 M E#BILET,

counter name X K 3CF &/ NCFE AR L, fK

28 DFEHTAMHTE £9, entry B X O exit
DIEDOHIPHIZ 0 ~ 2147483647 T,

event fanabsent [ fan number] time seconds

151

switch(config-applet)# event fanabsent time
300

W CRRIE SN 22T, 77T
INAANPERDAINTWBIEEIZ, A X
k& FEASEET, number DFEPHITE Y 22—
JUVITIRIE L £ 9, seconds DHFaFHIE 10 ~ 64000
<7,

event fanbad [ fan number] time seconds

1

switch (config-applet) # event fanbad time
3000

R CRE SN A 2 T, 7 7 Uik
FEREEDE AT, A XV MeRESEET,
number OFEFIZE Y = —WTIEFE L E 1,
seconds DO#iPHIE 10 ~ 64000 T,

event fib {adjacency extra | resourcetcam usage
| route {extra| inconsistent | missing} }

151

switch(config-applet) # event fib adjacency
extra

RDONFT NI T A4 N> FEFEESEE
j—o

« adjacency extra : ===+ A | FIB |Zi&
mor—snd 5546,

* resource tcam usage : TCAM f# HZE 3
PTHROPOSGE TS OFEEICRD T LI,

* route {extra|inconsistent | missing} : ===
¥+ A b FIB T/L— hA%iEIN, Z£H, %
TIFHIBRE D5 E,

event gold module {dot | all} test test-name
[severity {major | minor | moderate} ] testing-type
{bootup | monitoring | ondemand | scheduled}
consecutive-failure count

1

switch (config-applet) # event gold module 2
test ASICRegisterCheck testing-type
ondemand consecutive-failure 2

LETTREISNT AL T4 U 2ZWT A RS,

BXE ST B e L, BROE SV
KETHRBLEGAIZ, ANV MERESE
*9, dot OFEPHIL 1 ~ 10 T, test-namelE
WIESNTA Y TA V2 WT A NDOARTTT,

count MFGEFHIE 1 ~ 1000 T,
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event interface [tag tag] {nameinterface slot/port
parameter}

41

switch (config-applet) # event interface
ethernet 2/2 parameter

BT EPEEDA L Z—T A AT LT
BRIZHEIT, AR NERESTET,

tagtag ¥ — 7 — R EBIEO_T L, DA
R MRRY —IZEENTWDIEHE, 20
BEDA Xy MEEBILES,

GE) Zoavry REERTLIE, £
9" featureevmed =2~ > K& H%)
WL TR AR N T T2
HEHMNITHLERDY 7,

event memory {critical | minor | severe}

151

switch (config-applet) # event memory
critical

AEVDLEWVEEZBZZGEICAXV M e
BAESEET, AFVOLEVVEOHRTE (20
N—=) LB LT EE,

event module [tag tag] status {online| offline |
any} module {all | module-num}

1

switch (config-applet) # event module status
offline module all

FBELEEY 2 — VBN SN RIEIC 2 5
Tme XA NRY M ERAESEET,

tagtag ¥ — 7V — R EBIEOT 1L, HEEOA
R MRRY —IZEFENTWDHE, 20
REEDA Ry M EBAIILET,

event module-failure [tag tag] type failure-type
module {dot | all} count repeats [time seconds]

A1

switch (config-applet) # event module-failure
type lc-failed module 3 count 1

TV 2 A BRIE SN 4 A TN o 1
WO, AN M ERESEET,

tagtag ¥ — 7 — R EBIEO_T L, DA
R MRRY —ICHEENLTWDLEE, 20
FFEDA N MR LET,

repeats AL 0 ~ 4294967295 ¥, seconds

DAL 0 ~ 4294967295 ¥ T9, 0 1T EEHIFR
R LET,

event none

151

switch (config-applet) # event none

FECHEEINZAXRX IR WRY — A
Ny hEFITLET,
() Zoavy REEMTHICE, %
7 featureevmed =~ > &A%
LT BRA R T 4T
eI oMBERHY £,
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event oir [tag tag] {fan | module | power supply}
{anyoir | insert | remove} [number]
fi):

switch (config-applet)# event oir fan remove
4

RIE ST NA AREFR (T 7, F

Va—/b, FRFEREY 2—N) BT
AW AT SNIGE . T A A
BBV A S NGB, AN b aRgESHE
e

tagtag ¥ — 7V — R EGIEDO_T X, #HE DA
Ny RBRRY —IZEENTWBEE, 20D
BEDA Xy MEiBILET,

FEET, 77, BV a—b, £ EREE
Va— DR B S ERETEET,
number OFEFIIRD & B T,

o« 77 VKT L BV a— UK LE
e BV a— /LK T 1 T RRF

c BIREY 2 — L ES  FPHIL 1~ 3

event policy-default count repeats [time seconds]

151

switch (config-applet) # event policy-default
count 3

VAT LRY —TRHREINTWNDHA X |
PERALET, 2ot 7 va i, KU v—
T EEXTLILGAICHERLET,

repeats O &I 1 ~ 65000 T3, seconds D

FHIX 0 ~ 4294967295 FVC9~, 0 L HEHIFR 2 7~
LET,

event power over budget

1

switch (config-applet) # event

poweroverbudget

EHAV Y DBBE SN BT Y 2L
DEBEBLIHEIC, 1=y P ERESE
£,
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S

event snmp [tag tag] oid oid get-type {exact |
next} entry-op {eq|ge|gt|le|lt|ne} entry-val
entry [exit-comb {and | or}] exit-op {eq | ge| gt |
le| It | ne} exit-val exit exit-timetime
polling-interval interval

1

switch (config-applet) # event snmp oid
1.3.6.1.2.1.31.1.1.1.6 get-type next
entry-op 1t 300 entry-val 0 exit-op eq 400
exit-time 30 polling-interwval 300

SNMP OID 73, BHEATHE 112 ISV CTRIdRD
LEVMEEZBZ G EICA RNy M eRESE
FT, ANV MNIEEBIZY Yy FERET,
FAMEET, DUV TOLEVWESR
BzxlebltTV Yy hERD L HIT, A
MNERE TEEY, OID L Ky Mi&10#EFR
LT,

tagtag ¥ — U — R &L GIEOT X, HE DA
R MRRY —IZEFENTWDHAE, 20O
FFEDA N2 ME#BILET,

entry 35 X O exit DEO#HIFATL 0 ~
18446744073709551615 T3, time O#iFHIL 0
~ 2147483647 ¥ T, interval DFEFHIL 1 ~
2147483647 7T,

event storm-control

1

switch (config-applet) # event storm-control

R—FLED T T4y 7 BRESNIZA F—
L L EVMEA B A T2 EIT, ANV b a
HAEIEET,

event sydog [occur scount] {pattern string | period
time| priority level | tag tag}
f5i):

switch(config-applet) # event syslog period
500

FRE L7= syslog ® L& WEEZB X -5HA1CA
N MERAESEET, AU s ho#EMIE L
~ 65000 T, K] OFEFHIT 1 ~ 4294967295 T
T, TTAFVT 4 OFPHIZ 0~ T TT,
tagtag ¥ — 7 — R EBIEOT L, #HEDOA
R MRRY —IZHFEENTWDLEE, 20
FEEDA NV NEil LET,

event sysmgr memory [ module module-num]
major major-percent minor minor-percent clear
clear-percent

1

switch (config-applet) # event sysmgr memory
minor 80

BELEVATLA vZ—C3yDAEYOLE
VMEZBZT-HA/ICA X b eRRESEET,
N T =V OHMIL 1 ~99 TT,

event sysmgr switchover count count timeinterval

1

switch (config-applet) # event sysmgr
switchover count 10 time 1000

F87E L7z switchover count 25, &7 L7 time
interval Z X 72 HEICA N M EBESEE
4, switchover count D#EIFHIL 1 ~ 65000 T,
time interval OHIFHIL 0 ~ 2147483647 T,
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S

event temperature[moduleslot] [sensor-number]
threshold {any | major | minor}
il

switch (config-applet) # event temperature
module 2 threshold any

BEX  V—NRHBREINZLEVELB L=
LEls, A M ERAEIEET, sensor D
#PHIZ 1~ 18 T,

event timer {absolute time time name name |
countdown timetime name name| cron cronentry
string | tag tag | watchdog time time name name}

1

switch (config-applet)# event timer absolute
time 100 name abtimer

FEE LT-BEICRIE LA, A XV &
FAEIEET, FFREIOEFIL 1 ~ 4294967295
<9,

« absolutetime : 87 S L7t BEZ) 23584
L7=3AIc, AV b adgESEET,

- countdown time : f5E S L2 FEE 3B =
W NS EEID, ARy
MeRgEsEET, A~v—1FV Y K
SNFEHA,

« cron cronentry : CRON SCFH D5 E AV,
RN —B T 2581, 42 M &%
ﬁzéﬁiﬁo

« watchdog time : fi& SR E = (2

AU NETENTZEZIT, AN b
ERAEIEET, FA4~—I%. HIHIEIC
BEIWIZV Yy bah, AV b Fow
DRATINET,

tagtag ¥ — 7 — R EBIEOT L, DA
N RBRRY —IZEENTWDBESE, 20D
BEDA Xy MEHBILES,

GE) Zoavxry REERT 513, %
9" featureevmed =2~ > K& H%)
WL TR A R N T 4T
AEFINTHLERHY 7,

event track [tag tag] object-number state {any |
down | up}

151

switch(config-applet)# event track 1 state
down

N oX U ITRBAT T MINREINT
R R T2 BIT, AN FERESEE
j—o

tagtag ¥ — 7 — R & 5IEOT L, HEDOA
NUMRRY —ICEENLTWDHA. 20
FREDA X MR LET,

FRE T& % object-number OFIPAIL 1 ~ 500 T
j—o
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T a v AERETAIE. EEM a2y 7 4 Xalb—3Yay B— R TKROWVWTIODa~
REMHLET,
av R E]:p]

action number[.number2] cli commandl
[command?2...] [local]

151

switch (config-applet)# action 1.0 cli
“show interface e 3/1%

BRESNZCLLa~vy REETLET, (EE
T, ARV IBRRAEL-EY 22—V ETaw
VREFETCTEET, T/ vay TLD
7 #—= > ;IZ numberl.number2 T,
number (X 16 41 £ TOEEOHIEIZ TE £7,
number2 OFIPHIZ 0 ~ 9 TT,

action number[.number2] counter name counter
valueval op {dec|inc|nop | set}
5il:

switch (config-applet)# action 2.0 counter
name mycounter value 20 op inc

BESNTEBIOEECHI D V22 BT L
$9, 77 vary IO 7 —~< v ME
numberl.number2 T,

number 1% 16 H7 £ TOEEDOIfEIC TE £,
number2 O#IFHIZ 0 ~ 9 T,

countername (LK LFE/NTFEXBIL., FFK
28 DHEFTEHHTEET, val iz o~
2147483647 DI E 12 IXEHNT A — X & 4R
ETEET,

action number[.number2] event-default

1

switch (config-applet) # action 1.0
event-default

BhEfHT DA X NOT 74V N T 7 V3
VEFEITLET, TIZVay TULDT —
<~ > MIE numberl.number2 T,

number X 16 H7F TOEEDEEIC TE £,
number2 OFFAIZ 0 ~ 9 T,

action number[.number 2] for ceshut [module slot
| xbar xbar-number] reset-reason seconds

5i]:
switch (config-applet)# action 1.0 forceshut

module 2 reset-reason “flapping links”

FVa—)l, JuARN— FEFTAT AL
EERHEIC Yy N LES, 7733
¥ 7YYL D T F—~ > hI numberl.number2
<7,

number 1% 16 71 E TOEBEOEMEICTE £,
number2 O#iFHIZ 0 ~ 9 T,

Uty NEREE, SIHMG CHA LA K80 XTF
DHEFEA N 7T,

action number[.number2] over budgetshut [module
slot[-dlot]]

41

switch(config-applet)# action 1.0
overbudgetshut module 3-5

BNV =y MNEBORBEICE Y, 1oF 721
BHOEY 22— VETITY AT AR 25
MC vy hET U LET,

number X 16 H7F TOEEDOEEIZ TE £,
number2 O#IFHIL 0 ~ 9 T,

. Embedded Event Manager D 5%



| Embedded Event Manager D%

7ovavxonz [

avy kR

S

action number[.number2] policy-default

A1

switch (config-applet) # action 1.0
policy-default

FEXLTCVWARI—DF 74V T 7
VEFEITLET, TV ary TLD T 5 —
<~ > MIiZ numberl.number2 T3,

number (X 16 /1 E TOEEOEIEICTE £,
number2 O#PHIZ 0 ~ 9 T,

action number[.number 2] publish-event

1

switch (config-applet) # action 1.0
publish-event

T — g VEREDOA R NDOFITEIR
FLET, 77vary FVDT74—v v b
!X numberl.number2 T,

number 1% 16 /i F TOLE OB X £,
number2 OEIFHIZ 0 ~ 9 T,

action number[.number2] reload [module
slot[-dlot]]

1

switch (config-applet) # action 1.0 reload
module 3-5

1 OF IO TE S 2 — NV EI T AT AL
REmEIRIZY) a— R LET,

number X 16 H7F CTOEEDOEEIZTE F9,
number2 O#IFHIL 0 ~ 9 T,

action number[.number2] snmp-trap {[intdatal
data [intdata2 data]] [strdata string]}

1

switch(config-applet)# action 1.0 snmp-trap
strdata “temperature problem”

HESNTZT—X % FEHLTSNMP h7 v~
ZEELE T, number iX 16 #7E TOEED

¥l TX £, number2 DHEIFEIZ0~9 T

TO

data 31821, A OHTDIEE DI AFRE T
X FET, string [ZI3A K 80 LT D HE T
AT,

action number[.number2] syslog [priority prio-val]
Msg error-message
il

switch (config-applet)# action 1.0 syslog
priority notifications msg “cpu high”

St

RESNTZTFAFVT 4T, WAZARX
L7z syslog A v—Y %35 LE9, number
I 16HTE TOEZDOEMIZ TE £9, number2
OFFAIZ 0 ~9 TT,

error-message |2 15 K 80 S D 3T % 5|
FCHATHERTEET,

\}

G¥)

HELIAXR NTT 7AW DT 72 a v BB TE L LT 581 7740 80T
7 va kAT HEEM AR Y —ERET HMENRH Y £, 72 & 21X, match 3T CLI =
<~ FERAET A5G, EEM AU U —iZ event-default 77 > a > L& BMTHLERH Y F
DIXR72uNE EEM TIXCLI 2w > RE&F{TTE £ A, terminal event-manager bypass
manager bypass =7~ > RZfiH LT, CLITDO §XTHOEEM AR Y v —% CLI 2~ ROIFAT

-
o0 =

L—HESEDLEMTEET,
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VSHRX O Y T RIZEBRYO—DESE
VSHAZ U7 FEEHLTRY) —2ERTEET,

1R BHHIIZ
BHEOHR T AL LTSI 2R LET,
ATV NGB AT VTN 77 ANLERULARITHD Z MR LET,

F|§
AFYT1 THFANZFT 4 EZT, RYV—2EH£ETLa~v FIYVAMNRERELET,

ATYT2 THXAN T 7 A MCARIE DT TRIFLET,
ATV T3 ROVAT AT 4 LV7 MUIZT7 7 A& a2 — L %7, bootflash://eem/user_script_policies

VSHRXY YTk R)O—DEZRELUV 7Y T4 71k

VSHAZ U PR TCEELIERV O —E2BEHE LTIV T 4 TICTEET,

FI&

OV RERET7TIVa Y BH#Y

AT w 71 | configureterminal rTa— ) a7 4 ¥z lb—3a
5l T REBIALET
switch# configure terminal
switch (config) #

AT 72 | event manager policy policy-script EEM A7 U7k R —%25LTT
i - 77 4 72 LE T, policy-script 1L AL
switch (config)# event manager policy %L&:d\jZ%L%EEQEU[/‘ ﬁ%j<29 ODQEQQQL
moduleScript %{fﬁﬁfg‘ \i—g—o

ATv 73| ({£E) copy running-config FiTar74Xal—vark, AF—
startup-config T w7 a7 44Xl — g 020
15“ : EO_LE?O
switch (config)# copy running-config
startup-config

RY—DLEEE

VAT LR = E EFEZARETT,
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&
iy

wuv—orex I

FIE
ARV FFEREET7TIVa Y =LY
AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
Bl T— REMHLET
switch# configure terminal
switch (config) #
ATwvF2| ({EE) showevent manager policy-state| LEX 5L 275 A R o —D#H %
system-policy LEWMEZEZOTHERLES, Y AT 4
5l - WY o~ 4 & EE D HITIE, show
switch (config-applet) # show event event manager systgm—pol:cy vy RE
manager policy-state _ ethpm link flap 1%)% Liﬁ—o VAT LAY —ZDON
. hom Link £l Tli%. Embedded Event Manager > A7 A
olic e m lin a i .
ceg count 1 5 T SR B R UREN] 2B LT
Cfg time interval : 10.000000 (seconds) égb\o
Hash default, Count 0
R T 7 3| event manager applet applet-nameoverride| o 25 AR Y o —% EEEX L, 77 Ly
system-policy Fharv7 4 Xal—i gy ET— K&
Bl - L EJ, applet-name |3 K0T & /T
switch (config)# event manager applet §£%EE§%UL/‘ ﬁ%j( 29 jCﬁiO)ﬁiékﬁiﬁfﬁﬁ
ethport override  ethpm link flap HTxFd, systempolicy 1%, A7 A
switch (config-applet) # FEY—D1 SIZFT B YRSV i'@“o
ATw 4| ({£&) description policy-description | 7R U S —DfBAIC/AR D A R v T EHRIE
1 - L7, string (21385 K 80 SCF D Je 4+
e EFERTEET, A MU LSBT
escril ilon verriaes in a
policyl?” F %‘\i—g—o
AT 75| MZH: event event-statement RY —DARY NLEHRELET,
fl
switch (config-applet)# event
policy-default count 2 time 1000
AT 7 6 | #ZH: action number action-statement RV —DT7 7 arLeRELET,
i T va IR LA, DX
switch (config-applet)# action 1.0 T 70%_’7?55 DU Li‘@—o
syslog priority warnings msg “Link is
flapping.”
ATwv 71| ({EE) showevent manager policy-state| % & L7278 U o —IZBET DM AR R L

name

1

switch (config-applet) # show event

manager policy-state ethport

=75
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ARV RFERETIVa Y

B8

ATvT8

(f£%&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FEFar 74 Xal—ark, AX—
Ny a7 40 Xalb— g0 a
I:Ob‘l_/giwg‘ﬂo

CEYDLEWMEDETE

AR MNERESEDLAETY LEWVMEEZEREL, AR —T 4 VT VAT LARAETY 2EIDY
TONRWGEIL TR EK T IEEINEINERETETET,

188 BRI

BHEOHR T A L LTSI L 2R LET,

FIE

ARV RFERETO V3 Y

=)

&

configureterminal

1

switch# configure terminal
switch (config) #

Jua—)L a7 4 Xal— gy
F—RFERMmLES

ATvT2

system memory-thresholds minor minor
severe severecritical critical

1 -

switch (config)# system
memory-thresholds minor 60 severe 70
critical 80

. Embedded Event Manager D 5%

EEM 2 €V A X "2lpld b 2T
AAEY LEVEZRELET, T 74
JU MEIXTRD E B T,

e v AF—-85

« RZ - 90

« HK-95
INEDAEYDOLEVEEZBE AT
&, VAT ATIRD syslog AR L E
D
2013 May 7 17:06:30 switch %$

%PLATFORM-2-MEMORY_ ALERT:
Memory Status Alert : MINOR

* 2013 May 7 17:06:30 switch %3$
%PLATFORM-2-MEMORY _ALERT:
Memory Status Alert : SEVERE
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EEM /3T 1) v v & LT syslog DEETE .

AU RFERETOVa Y

B8

* 2013 May 7 17:06:30 switch %$
%PLATFORM-2-MEMORY _ALERT:
Memory Status Alert : CRITICAL

2013 May 7 17:06:35 switch %3$
%PLATFORM-2-MEMORY _ALERT:
Memory Status Alert : MINOR ALERT
RECOVERED

2013 May 7 17:06:35 switch %$
%PLATFORM-2-MEMORY ALERT:
Memory Status Alert : SEVERE
ALERT RECOVERED

* 2013 May 7 17:06:35 switch %3$
%PLATFORM-2-MEMORY ALERT:
Memory Status Alert : CRITICAL
ALERT RECOVERED

ATvT3

(f£&) system memory-thresholds
threshold critical no-process-kill

1

switch (config)# system
memory-thresholds threshold critical
no-process-kill

AEVEZED LY THONRWNEEL T R
AEET LRV E IV AT LEHREL
F9, 774/ METIE, KbAEVE
WETH T o 2N T TEET,

ATv74

(f£&) show running-config | include
" system memory"

1

switch (config-applet) # show
running-config | include “system
memory”

VAT A AEVBRTEICHEHTAERER
RLUFET,

ATy Th

(f£&) copy running-config
startup-config
fi

switch (config) # copy running-config
startup-config

FElTar 74 Fal—arh, AX—
Ny a7 X2l —3 300
v—LEd,

EEM /T v ¥ & LT syslog DEXTE

AL FINED syslog A v E—VEHE=HTEET,

)

GE)

syslog A v E—V%F =4 T DR LTHNORRKEIL 10 TT,
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. EEM/XTJY) v & LTD syslog DERE

1R BRI
EEM /&, Syslog |2 X 5B EkICHEHFEETH L2 MLERH Y £7,
Syslog 7 —E VR E I, FATSNDMLERH Y 77,

Flig
ARV RFEEETIVa Y Br

R w 71 | configureterminal rua—N)ary7 4 Xalb— g
1l - ET— F&EBHEKBLET,
switch# configure terminal
switch (config) #

AT 7 2 | event manager applet applet-name EEMIZT 7Ly hEXEEL, 77 L v
1) - a7 4Falb—v g F—N2E

HmLET,

switch (config)# event manager applet
abc
switch (config-applet) #

27w 7 3| event sydlog [tagtag] {occursnumber | | syslog A vt —VAEH L, HY —0
period seconds | pattern msg-text | priority | gz w512 ST AR Y S — 2 FEOH

priority} LET

i - - tagtag ¥ — 7 — K & 513D~<T7 1,

switch (config-applet)# event syslog BEOA R FRRY —IZEEN

occurs 10 TWABEE., ZOEDA X M
il LE,

occursnumber O F— T — K L 5|
DO_TVE, BAERKEEELET,
FEE T HHEPHIZ 1 ~ 65000 T3,

period seconds O ¥ — 7 — K & 5[4
DOXTVE, BAERSEEEELET,
fEDOFPHIL 1 ~ 4294967295 T,

pattern msg-text O ¥ — U — K L 5[4k
DORT L, ~ v F S IEREHE
RELET, ¥ —2id, XF7
AN BREZH. £i3zo2o
DAL EEDDLZENTEE
T, CFINCEARE ENDHEIT
FIRGECHRAET,

priority priority ® % —17 — K L 5%
DT X, syslog A v E—T DT
AFVTAZRELET, ZDF—
U= RERELRNE, TTO
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em oz [

AU RFERETOVa Y

B8

Syslog A v 2= D774V T 4
LAULs L~V ICERESH
iTO

ATy 74| ({£&E) copy running-config

startup-config

1

startup-config

switch(config)# copy running-config

FEfTar 7 4 Xal—varr, AX—
Ty a7 44Xl — gl
I:O*‘[/jz—g«o

EEM 0) EEEEI:IJL\

REWHRERTT DT, WOWTNOLOIEELFATLET,

EEM

avyU kR

B

show event manager environment [variable-name

AR b =R =¥ OBREERICET 5

module slot]

|all] EFRRELET,
show event manager event-types[event | all | ARV N —=T DA R N FAFIZET

HifmzRRLET,

show event manager history events [detail |
[maximum num-events] [severity {catastrophic |
minor | moder ate | severe} |

TRTORY > —IZHONT, 4 MNEfE%
FRLET,

show event manager policy-state policy-name

LEWEZED, R —OREIZET 51K

WaeFRLET,

show event manager script system [policy-name

27 V7T b RY =T L IEREFRRLE

|all] T,
show event manager system-policy [all] ERF LY AT bR L—ICBIT DIl
RLUET,

show running-config eem

EEMDOETay 7 X2 b — g T2
HHRERRLET,

show startup-config eem

EEMOAZ— b T v a7 4 Fal— 3
VT AR ER TR LET,
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&% TE 151

EEM O

TV 2N 3OFMORNT v T 7= N 2T =D LEWELETELT TS L2k~ T,
__lem_module_failure ¥ A7 A RY > —% EEXTLHEOHZRLET, ZOHITIL. syslog
Ayt —UHEEENET, TOMOTRTOEAE, A7 A KU ¥~ lem module failure
DREMEDEH S ET,

event manager applet example2 override  lcm module failure

event module-failure type hitless-upgrade-failure module 3 count 2

action 1 syslog priority errors msg module 3 “upgrade is not a hitless upgrade!”
action 2 policy-default

_ethpm_link flap > AT LRI o —% EFEX L, A X —T oA R ¥y N U UT 55
DY R LET,

event manager applet ethport override  ethpm link flap
event policy-default count 2 time 1000

action 1 cli conf t

action 2 cli int etl/1

action 3 cli no shut

CLIa~Y ROFETEHFAL, 2—FRFAL A Tar 7 4 Fal— gy E— REitT5
& SNMP @1 %1% % EEM R U o — % Ep T 561 2" L E£7,

event manager applet TEST

event cli match "conf t"

action 1.0 snmp-trap strdata "Configuration change"
action 2.0 event-default

)

GE)

T CLI 2~y REFEITTETERA,

EEM AR VU v —iZevent-default 7 7 & 3 U X EBINTHIHLERH D £9°, ZOXH7e0E . EEM

WIZ, EEM R Y ¥ — DA X M ZEEMAT, A X2 8 B T —OAEDOREITEDINT
RV —%FTT260 %R LET, ZOHFITIE, EEMAY >—%, 8T S/ syslog /3% —
YOWT I 120 PLINIZHAE LT X N T—ShvET,

event manager applet eem-correlate

event syslog tag one pattern "copy bootflash:.* running-config.*”

event syslog tag two pattern “copy run start”

event syslog tag three pattern “hello”

tag one or two or three happens 1 in 120
action 1.0 reload module 1

BOREEE L X VMHEIZET D &, AsicMemory, FpgaRegTest, 5 & U8 L2ACLRedirect > A7 A 7R
Vo=l oTAAL vy FO ) rm— IRl ShET, KIZ, ZHHORY —DWnThinoT
THNEN T I ark EEEL, KDY ITsyslog #8702 RLET,

event manager applet gold override _ fpgareg
action 1 syslog priority emergencies msg FpgaRegTest override
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1Ryt nsoannEssvs7y7 ||

WIZ, T7ANN R —% bFEEL, T4V T a B ETT 0% RLET,
event manager applet gold fpga ovrd override _ fpgareg

action 1 policy-default
action 2 syslog priority emergencies msg FpgaRegTest override

A\

GE) FOMOFERNZOVWTIE,  [Embedded Event Manager & A7 A A X M B L OERER] =5
LT 7EE,

AR OB EENYIT VT

HEIWIZIEESNTA X hrZE, A vy TFORAEV IR —ANVRGFENET, 41X b
ny 7yA)N A ML=V, —EHE T 7 ANERGET D RNy 7 7 T, REEERGE T
L, RNy TZ70a— LA ==l L oTRDTZ 7 AINDIZDD A= ANFER SN E T,
0 —/LA— =T, AN L AR EH S E T,

CiscoNX-0S U U —2933) LA, EEMIILL FONEERS KOSy 7 7 » T HEEEH L7,
YR T T 7 A IV OREF
« NUH—R—=2Z2DA X v7oHBIE

VisRO T 274 LD R

Cisco NX-0S U U —2 93 (3) LABE, §7XT®D CiscoNexus 77 > F 7+ —L AA v FiL, D
CEBLE8GBDYATAAEY ZlHz. A M uaXoF 77 A VOWERELZYR—FLE
To BT T 7 ANEAAL vy FIZ0—RRAFT D00, SM=2 7 F % LTV E— MRS
THE, v A==k DA R s u SOEKEHIHCE TS,

TRTODY—ERDILEOY 774 ILEEDA r—T )Lt

L w 7 7 7 A WVRFFZ, AA v T TEITINT0E TR TOY—E AKX L TT 74/ T
BT TWET, AL v FTRT 7 7 A URFHERED A 2 — T VT2 > T A (no
bloggerd log-dump 238% & SN TWHIEE) . ROFIEEEH L TA X —7 I LET,

FIR
ARV KRFERRETY V3 Y B#Y

AT w 71 | configureterminal JTa— )L a7 4 ¥z l—3a
switch# configure terminal
switch (config) #
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ARV RFERFTIVaY B
27 v 72 |bloggerd log-dump al FRTOY—ERDRS 7 7 A MR
il - HlEA A 2 — 7 MIZLET,
switch (config)# bloggerd log-dump all
switch (config) #
1

switch# configure terminal

switch (config)# bloggerd log-dump all
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config) #

TRTOY—ERDILERT 77 1 ILRFOEHE

Jrika 7 7 v A VRFRT, A v TF LOFTXTOH—

BRI LTT 7 40 h TENCR > T

WET, AL v TFDOu T 77 A NMMEEHEREDR T X TOV—ERIZX L THZ R > TV DS

3. ROFNEELFATLET,

FI&

OV RFERETIVa Y B

AT w 71 | configureterminal JTa— ) a7 4 ¥z lb—3a
- T— FEMILET
switch# configure terminal
switch (config) #

A7 72 |nobloggerd log-dump all AL v F EOFTRTOF—EADTE S
5l - 7 7 A MRFHEAE & N L E T
switch (config)# no bloggerd log-dump
all
switch (config) #

£l

switch# configure terminal

switch (config)# no bloggerd log-dump all
Sending Disable Request to Bloggerd
Bloggerd Log Dump Successfully disabled
switch (config) #

BE—H—ERADHERYT 7714 LREFEOEME

JLgw 7 7 7 A WVRFFE, AA v F TEITINT0E TR TOY—E AKX L TT 74/ T
B> TWET, A1 vF T (nobloggerd log-dumpNiZE SN TWT) 17 7 7 A LR
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&
iy

s—y—tczomEns 774 LEzoant [

FHERED AN /> TR WS, IROFIRZMHH L TH -0V — 2T L TAEMICLE
TO

FIE
ARV RFEREET7TIVa Y ]3]

ATy 71 ShOV_V system internal sysmgr servicename | 4-— "2 SA P& 5 % & ¢ ACL Manager
service-type BT o E e R LET,

{5
switch# show system internal sysmgr
service name aclmgr

AT w 72 | configureterminal Jau—\)Lar7 4 Xal—gy
Bl T ML ET,
switch# configure terminal
switch (config) #

R T 73| bloggerd log-dump sap number ACL Manager H—¥E 2012 77 A )L
Bl RFHERES A F— 7 T LE T
switch (config)# bloggerd log-dump sap

351

R 7y 7 4 |show system internal bloggerd info ZA v F EDu s Ty A AREHEREIC
log-dump-info BT B E R LET,
fi
switch (config)# show system internal
bloggerd info log-dump-info

!l
switch# show system internal sysmgr service name aclmgr
Service "aclmgr" ("aclmgr", 80):

UUID = 0x182, PID = 653, SAP = 351
State: SRV_STATE HANDSHAKED (entered at time Mon Nov 4 11:10:41 2019).
Restart count: 1
Time of last restart: Mon Nov 4 11:10:39 2019.
The service never crashed since the last reboot.
Tag = N/A
Plugin ID: O
switch(config)# configure terminal
switch (config)# bloggerd log-dump sap 351
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config)# show system internal bloggerd info log-dump-info
Log Dump config is READY
Log Dump is DISABLED for ALL application services in the switch
Exceptions to the above rule (if any) are as follows:
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1 | 351 (MTS SAP ACLMGR

Embedded Event Manager M % |

) | Enabled

Log Dump Throttle
Minimum buffer rollover count (before throttling)
Maximum allowed rollover count per minute

switch (config) #

RO 77 A4 IILDRT

: ENABLED

AL FICBIERFEN TN DA XU b 0l 77 A VEFRT HITE, ROEEEZFITLE

‘j"o

FIE

ARV RFFERERTI VA Y

=)

ATy T

dir debug:log-dump/
1 -

switch# dir debug:log-dump/

AA w FICBHERGF SN TN DA X2 b
nJ 77y AN ERRLET,

1

switch# dir

debug:log-dump/

3676160 Dec 05 02:43:01 2019 20191205023755 evtlog archive.tar
3553280 Dec 05 06:05:06 2019 20191205060005 evtlog archive.tar

Usage for debug://sup-local
913408 bytes used

4329472 bytes free

5242880 bytes total

OJ#Hst S &nso—NIL

T4 3ar)DRE

ZOCLLE, KFarFR—3kr Mo CitkESnizu s Ay —VOKete vz bt
WICER L, VAT AOBBIFE ISR SN S OB YR LEEERELE T,

FIE

ARV RFERERTIVa Y

E:)

&

show system internal sdwrap buffers sap
<sap-num> dict-stats detailed

1
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BRI BHED T 77 LEEoEnt ]

AU RFERETOVa Y =)
switch# show system internal
sdwrap buffers sap <sap-num>
dict-stats detailed

1

switch# show system internal sdwrap buffers sap 221 dict-stats detailed
Sap received is: 221

SDWrap Format Strings Dictionary stats for sap MTS_SAP L2FM (221)

UUID: SRVUUID_LIBSDWRAP, Inst Type: 0

MsgId Frequency Message . mmmm e

4 1 System is not undergoing ISSU
78 1 Vlan %d is part of reserved vlan bmp from sdb 179 1 Vlan
%d is not found in L2FM database. Skipping the delete request 306 1 Vlan %d is removed
from L2FM database and MTM database
416 1 mts_drap _get my local swid only msg failed with rc %$#x
496 1 Lookup for backplane mac failed for vdc %d with st = %s
598 1 L2FM - Slot %d SwCardId %d Port %d - %d Fp %d Cli %d

BE—H—EXIHT HHROT 77 1 ILRFOEML

JLaEw 7 7 7 A VRFRT, AA v T EOTRTOV—ELRIZHKHLTT 74V FTHEDIZ/ > T
WET, A v FTH—FIETXITOY—E R (Cisco NX-OSY U —293(5) TILT 7 + /b
) ZRtLTu 77 7 A MERHEREN A NI > TV DEAIC, BEDOY —E A Z TN T 5
WX, ROFNEZFEITLET,

FIE
AU RFEREET7TIVa Y ]3]

ZFw 71 |show system internal sysmgr servicename| 4— & 2 SA P& %% % ¢» ACL Manager
service-type BT RN LET,
fi
switch# show system internal sysmgr
service name aclmgr

R w 72 | configureterminal Jua—\) a7 4 X¥al—3g 0
- T REBHLET
switch# configure terminal
switch (config) #

AT 7 3 |nobloggerd log-dump sap number ACL Manager H—tE 2012 77 A )L
5l - (RFFRERE S M40 L E T
switch(config)# no bloggerd log-dump
sap 351
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B rvi—~—zorxornsoamns

AT U RERIFETIaY =[]

Ry 7 4 | show system internal bloggerd info ZA v F Eow s 7y A WARESREIC
log-dump-info B 215 M AR R LET,
1 -

switch (config)# show system internal
bloggerd info log-dump-info

15l

WIZ,  Taclmgr] EWOAHIOY—ERADYLERR 7 7 7 A VARFF 2 BT 26 2R
LET,

switch# show system internal sysmgr service name aclmgr

Service "aclmgr" ("aclmgr", 80):

UUID = 0x182, PID = 653, SAP = 351
State: SRV_STATE HANDSHAKED (entered at time Mon Nov 4 11:10:41 2019).
Restart count: 1
Time of last restart: Mon Nov 4 11:10:39 2019.
The service never crashed since the last reboot.
Tag = N/A
Plugin ID: O
switch(config)# configure terminal
switch (config)# no bloggerd log-dump sap 351
Sending Disable Request to Bloggerd
Bloggerd Log Dump Successfully disabled
switch (config)# show system internal bloggerd info log-dump-info
Log Dump config is READY
Log Dump is DISABLED for ALL application services in the switch
Exceptions to the above rule (if any) are as follows:

Log Dump Throttle : ENABLED
Minimum buffer rollover count (before throttling) : 5
Maximum allowed rollover count per minute : 1

switch (config) #

F)A—R—ZDA R~ AT OEBIRE
kU A —_—=Z D u 7 UVEKEE
o IRERARFICBET — % 2 HEICIE L £,
cayha—)L T L= ~DEER L

L AL A RTREBRBETT
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FuA—~—znny 771 roamEnsnt |

c VAANANT BT 7 A b

o INEXEIT., Xy FU— 7 EHE F 7213 Cisco TACIZ L » T, BIRAIC EEX SN E
T,

A A=TVDOT T L= RRHIH LN MY T —2 BERICERHR L ET,

0T ALy FIZa—HIVIRAFET D0, AN — N2V E— N CRIFLET,
KO0, 1. BLV2 D syslog #¥ AR —hLET :
7 Ry AR DA AK A syslog (syslog & 2 HEUE =~ R)

R)H—AR=—20O%5 774 ILOBEREDE ML

27 Z7ANDRNY T—_—=Z2DBEEREZ AT HITIL, _ syslog_trigger default > A7
LRY—=DF—R—=F A RKRY L —% D AFLYAML 7 7 A L THERR L., B#HREIETD
FEOR T E2ERTHLENHY 7,

gy 77y ANLOBABESBINCTEH A LAYAML 7 7 A VOVERROZEICOWTIE., H
FINE YAML 7 7 A VORTE (353—) ZZRLTLLEEN,

A5 7a7274IJ)LYAML 7 7 1)L

Log-Profile YAML 7 7 A /LiZ, 2o R—%> bD A1y hMHIREERT L0 SHE
9, log_profileyaml 7 7 A /Li%, AA v~ F @ /bootflash 7 4 L' 7 R VIZH Y £,

Bloggerd (X, m v AR—x Mo — 1 F—"—{FRE2RFL, FFEOIA L R—F DT
2—/ 3L YAML 7 7 A VCERERSINNTWARIRIZESW TR S 77 A NV ERGEMREE LET,

T 74 RTIE, AL v FOAB Y MNVEILSTT, log_profileyaml 7 7 A iz KV &8
My, 2aey Moy baed—"—J 4 RTEET,

/bootflash/log profile.yaml 7 7 A /WITINZ VAR 2 KB 51213, bloggerd D
FTREIZIR D CLI #5347 L £ 7,

®* switch# bloggerd reparse log-profile

Ry 7a774I)LYAML 7 7 4 )LDFI

T, A A=YO—E5E LTy r—UfbENTT 7 44 kD log_profile.yaml 7 7 A /LD
TY, 77 ANVHADOF—/MEDEREZRDORITIFLET,

273:
entry 1:
srv_uuid: 273
instance: 0
rollovers_allowed: 250
rotations allowed: 5
mod: sup

274:

entry 1:
srv_uuid: 274

Embedded Event Manager D% .



B consvam oz

B EpUnE YAML 7

Embedded Event Manager M % |

instance: 0
rollovers_allowed: 250
rotations_allowed: 5

mod: sup
*—fE =5 BA
273 sdwrap/Xwy 77— Ay M) T EFA—N—=T 4 RTLMENHDH 2R —

2> k@ UUID,

entry 1: AVR—=R P T LY R—FSNDL= PR 1D TY

A R—F P TEITHER200 R BERTEET, H2 MU,
entry 1 ~entry 20 & L Capl &£,

srv_uuid: £ sdwrap 2 7 /X 77—, (uuid, instance ID) D ¥ 7" /L CHA S E 7,

instance: FFRO srv_uuid 7 o —/V RIZBH#T % sdwrap B 7 Ny T 7 A L AH A
ID, T-1] (X, 9 _XTHOA L RAZ L 2EZFERLET,

rollovers_allowed: | | 4357 W IZFF R &b a— L4 — —D¥, ZFRMMEIL 0~ 500 T4,

rotations_allowed: | 2 7 v ~ /)L 2 & ZHFR SN D [EIHREL,

mod : syslog = > R—F > N DA4H] (platform T syslog D7 7 U T 4 4)

714

EEM FERE® action =2~ > FTHIE SN2 BB YAML 7 7 A ViE, SESERVATLE
TidRea v AR—R U FDOT /v a v BEERLET, TOTrAME AL TF T4 LT b
U : /bootflash/scripts {28 W £9°, T 7 4/L RO YAML 7 7 A VIZINZ T, 2 R—3 MNEAF
DYAML 7 7 A VZ2AER L, WIL7 4 L7 MUICERETE ¥, a2 R—x2 MEADYAML
7 7 A D4 HRE component-nameyaml T, L AR—FR 2 FEHD T 7 A VRFE LT 4
L7 RUICHET 25613, action a2~ RTHRESNTL 7 7 A VI bEEEShET, 72k
ZIE, 727 a7 74 /Vbootflash/scripts/platform.yaml /3T 7 4/ kDT 7 I 7
> 7 74V /bootflash/scripts & & |2 bootflash/scripts/test.yaml7 1 L' 7 |
ViZh 54, platform.yaml 7 7 A L CERINT-MBTNT 74/ FD test.yaml 7 7
ANNHFIET DT Ty b7 —h AR —F 2 hOFIEL Y GELLET,

aVAR—% 2 FOfIE LTIE, ARP, BGP, IS-ISARERH Y 4, ¥ XTHOar R R—rr MM
KRB L TWRWERIT, Y23 #RAEZ~v— PR—MNIEK LT, aryR —xr NEFEDOT
Jvary (BXOT 74/ oD testyaml 7 7 A /L) O YAML 7 7 A )V EEFL T ZE0,

]

event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg
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avk—ny ke oasmgormEr-EEg |

AVR—2 Y FTEDBBNEDEREITHIFR

Cisco NX-OS U U — 2 102Q2)F LA, HENXEOHSGEMEIC LY . BRSOV THE—F
Fid—Ho o R—3 FOBEINELHIETE 3, HBEIUE YAML 7 7 A VOERRE 72
IR, ko a~y REEHRATxET,

)

GE)

CiscoNX-0OS U U —Z 103(1)F AR, HEDa L R—3 0 MIRT 74V S THHIZRY, a2
A= FOYAML 7 7 AVNT 74V OHBINE Y y L F Icar—InET, 777 L.
Zoavr  REFEALT, 7ald—0HENE I R —3 Yy NEEAEIITAENCT H I LI
TEET,

switch# bloggerd auto-collect component <component name> {enable | disable}

enable 2~ RZHT 5L, a2V R—FR L FDyaml 77 A VBN I T w7 T VE NG
TI7FNVFOHBNET AN FIZa—SNET, Ny I T v T AT =V T T NFIEEE
HBBOERA 7 VA THHZD, 203 ar T oy aat—TERhWNWI LICHEELTLEE
V. L MBS UT, T 74V NOBEBIET + /14 (bootflash:scripts 7 #/L4)
WiFar 7o yEar—T&gET,

disable 2~ F&MEHT 5 &, ar R —xR> bDyaml 7 7 A /LA, bootflash:scripts
TANEDTDT 7 40 hOABIET + L Z P OHIFRSET,

HABNIRD L 512720 F£97,

switch# bloggerd auto-collect component arp enable
Component arp auto-collect successfully enabled.
arp.yaml file copied from /bootflash/scripts/backup-staging to
/bootflash/scripts/default-autocollect

switch# dir bootflash:scripts/default-autocollect
435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

Usage for bootflash://sup-local

11078049792 bytes used

10653151232 bytes free

21731201024 bytes total

switch# dir bootflash:scripts/backup-staging/
switch# bloggerd auto-collect component ?

CrdCfg Auto-collect for CRDCFG

aclmgr Auto-collect for ACLMgr

aclgos Auto-collect for ACLQOS

adjmgr Auto-collect for Adjacency Manager
arp Auto-collect for ARP

bcm_usd Auto-collect for BCM USD

bgp Auto-collect for BGP

cardclient Auto-collect for CARD CLIENT

cdp Auto-collect for CPD

cfs Auto-collect for CFS

clis Auto-collect for CLIS

cts Auto-collect for CTS

dhcp_snoop Auto-collect for DHCP Snoop

eigrp Auto-collect for EIGRP

eltm Auto-collect for ELTM

ethport Auto-collect for Eth Port Manager
feature-mgr Auto-collect for Feature Manager
fex Auto-collect for Fex (Satellite Manager)
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hmm
hsrp_engine
icam
icmpve6
iftmc
im
ip
ipfib
isis
jer_ usd
kafka
kern
12fm
12rib
13vm
lacp
1ldp
m2rib
mfdm
mrib
nbm
netstack
ngoam
nve
ospf
(OSPF)
ospfv3
Protocol
pfma
pim
pktmgr
pltfm config
port-channel
gos
rip
sdaa
sla_responder
sla_sender
sla_twamp
smm
snmpmib proc
spm
statsclient
sysmgr
tahusd
tctrl _usd
tun_enc_mgr
udld
ufdm
vmtracker
vntag mgr
vpc
vrrp-cfg
vrrp-eng
vrrpv3

Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect

Auto-collect

Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect
Auto-collect

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

for

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

Embedded Event Manager M % |

HMM

HSRP

ICAM
ICMPV6
IFTMC

M

P

IPFIB Manager
ISIS

JER USD
KAFKA Manager
Kernel
L2FM

L2RIB

L3VM

LACP

LLDP

M2RIB
MFDM

MRIB

NBM Daemon
Netstack
NGOAM

NVE

Open Shortest Path First Unicast Routing Protocol

Open Shortest Path First Version 3 Unicast Routing

PFM

PIM

Packet Manager
PLTFM CONFIG

Port Channel Manager
QOS Manager

RIP

SDAA

SLA Responder

SLA Sender

SLA Twamp

SMM

Snmpmib proc

SPM

Statistics Client
SYSMGR

TAHUSD

TCTRL USD

TEM

UDLD

UFDM

VMTRACKER

VNTAG Mgr

VPC

VRRP Configuration
VRRP Engine
VRRPV3

Usage for bootflash://sup-local 11078049792 bytes used
10653151232 bytes free
21731201024 bytes total
switch# dir bootflash:scripts/default-autocollect”C n9k-A# dir
bootflash:scripts/default-autocollect

435 Nov 10 08:43:21 2021 arp.yaml
438 Oct 25 05:55:11 2021 fex.yaml
579 Oct 25 05:55:11 2021 kern.yaml Usage for bootflash://sup-local 11078049792

used
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10653151232 bytes free
21731201024 bytes total

LLUFiE, UDLD 2t v iR—x v M AICHFRIA &7z YAML 7 7 A WV E BT 26T,

n9k-A# bloggerd auto-collect component udld enable
Component udld auto-collect successfully enabled.
udld.yaml file copied from /bootflash/scripts/backup-staging to
/bootflash/scripts/default-autocollect

n9k-A# dir bootflash:scripts/default-autocollect
435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

431 Nov 10 08:44:45 2021 udld.yaml

Usage for bootflash://sup-local

11078053888 bytes used

10653147136 bytes free

21731201024 bytes total

n9k-A# sh running-config all | include bloggerd
bloggerd log-dump all

bloggerd log-throttle

no bloggerd log-transfer

PLUFiE, UDLD 22 v aR—x > P HICHFRIAT & 72 YAML 7 7 A V& HIBRT 56T,

n9k-A# bloggerd auto-collect component udld disable
Component udld auto-collect successfully disabled.
udld.yaml file deleted from /bootflash/scripts/default-autocollect
n9k-A# dir bootflash:scripts/default-autocollect
435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

Usage for bootflash://sup-local

11078049792 bytes used

10653151232 bytes free

21731201024 bytes total

n9k-A#

BHEUNEYAML 7 7 1 LDETE

YAML 7 7 A VOWNFIZE > T, P A —_"—2ADHBERHIE SN DT — B RED F
T, AA VFITILYAML 7 7 A V3 1 DT HELETH, [EROEDAL v F 2R —F
VhEAYE—VOHBNERA X T A EGDL I ENTEET,

AA T ORDOT 4 L7 F U TYAML 7 7 A V& RO E5,

/bootflash/scripts

WO ZEFEA LT, FYHT—_R—=ZWEDYAMLY 7 A L& LES, Zoflid, =2—V
FEHD YAML 7 7 A ME A LT b U A — S 2R & T2 1o 0 IR B 7 i &
ARLTVWET,
switch# show running-config eem
!Command: show running-config eem
'Running configuration last done at: Mon Sep 30 19:34:54 2019
!Time: Mon Sep 30 22:24:55 2019
version 9.3(3) Bios:version 07.59
event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg
FELOFITIX, Ttest 1] BT 7Ly FOARIT,  [ltest.yaml] 23 /bootflash/scripts 7 4 L 7
NIl D=V HED YAML 7 7 A L OARTTT,

Embedded Event Manager D% .



Embedded Event Manager D&% |
B consvam o7 LozE

YAML 2 7 1 )LD

I, P HT—=R—=2ADA X~ v HENEKEZ R — T 2K YAML 7 7 A /v
OB ERLET, 77 ANVHNOF—/HOEZE L IRDFIT R LET,

)

GE)  YAML 7 7 A /VIZ@Y A T RS L 2R LET, AN TT777 4 AL LT,
2  FTEHATLHENAEED [F T4 YAML #EE] #FET L E T,

bash-4.3$ cat /bootflash/scripts/test.yaml
version: 1
components:
securityd:
default:
tech-sup: port
commands: show module
platform:
default:
tech-sup: port
commands: show module

*— & 5 BA

A E S| LWCRELET, oFSaMHToL, ABNERY Y 7 M A
PERZR <720 £,

aVR—32 b LUFRAL o F avB—=F P THLILZRETHF—U—F,

securityd : syslog 2 R—2R 2 FNDAHT (securityd [T syslog D7 7 > U T 4
4)

T7FI AR MR T 2T RTOR vy =V E#BILET,

tech-sup : port securitydsyslog IV R—FRY NDOR— K EV 2 —/LDT 7 =7V %

R—bhzNELET,

a2 R : show securitydsyslog 2 > 7R—3 2 k@ showmodule =~ > K/ &2 INE L
module F1,

FTy b T H—NL |syslog T UR—F Y O (platforniTsyslog DT 7 U F 4 4)

tech-sup : port platformsyslog I R—F 2 hDKR—F FL 2a— VDT 7 =J )V %
R—hEIELET,

2= K : show platform syslog = > 7/R—F >k ® show module =~ > KUV L
module F7,

FrEDw IO EEIE A ¥ 77— % 2 BEMT 2120, WopEERLET, =& 20,
SECURITYD-2-FEATURE _ENABLE DISABLE

securityd:
feature enable disable:
tech-sup: security
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commands: show module

*— . {E &5 EA

securityd : syslog 2 R—F > D4R (securityd IL syslog D7 72U T o
Z’) o

feature_enable disable : |syslog A v E—T DA v E—T 1D,

tech-sup : security securitydsyslog AV R —R 2 bDOEF 2T 4F Va— DT 7 =
AN Y R— P EIELET,

1< R : show T2 VT o syslog 2 AR—F > k@ show module =~ > NH /&I

module £ 1L £7,

FLO YAML = | U @ syslog Hi 1041

2019 Dec 4 12:41:01 n9k-c93108tc-fx %SECURITYD—2—FEATURE_ENABLE_DISABLE: User
has enabled the feature bash-shell

BEOE AR ET DI21E, ROBIZHEHL X3,

version: 1
components:
securityd:
default:
commands: show module;show version;show module
tech-sup: port;1lldp

)

GE)
(RIOB )

BHED show 2~ RET 7 =N P R—FF—DEZXELITIE, EIae 2EHLET

U U —210.1(1) AEETIE, test.yaml 13D YAML 7 7 A VINFIET D 7 L FIZE X #
ZBTEMNTEET, Z7HNLEHNDOTTDO YAML 7 7 A /LiL. ComponentName.yaml A4 &
ANZHE S MEED B D £,

Yk@1§'JTﬁi\ test.yaml 7 test folder &:E%*ﬁi %ﬂ\i‘é—o
test.yaml:

event manager applet logging2 override  syslog trigger default
action 1.0 collect test.yaml rate-limt 30 $ syslog msg

test folder:

event manager applet logging2 override  syslog trigger default
action 1.0 collect test folder rate-limt 30 $ syslog msg

WOHFNE, test folder D/RA L AU KR—F2 hERLTHET,

1s /bootflash/scripts/test folder
bgp.yaml ppm.yaml
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B - x> rarvoamrEnsonE

AVR—F2 +HT=Y DBEBIEDEDHIR

HEUEDS A, 2R —F 2 A XY FHTZD O RABOHIRIZT 7 44 N T3ITRE
SNTWET, 1D0aR—R FT3IDLUEDA R IREETDHE, A X MIFrY
TE N, ATFT—HZ A A v — EVENTLOGLIMITREACHED NE / RINET, /X b g s o —
NFA—=NR—=F5 L avR— A2 FOHABIERFREILET,

il

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)
2020-Jun-27 07:20:03 1140276903 ACLMGR-0-TEST SYSLOG EVENTLOGLIMITREACHED
2020-Jun-27 07:15:14 1026359228 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:15:09 384952880 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:13:55 1679333688 ACLMGR-0-TEST_SYSLOG PROCESSED:2:9332278
2020-Jun-27 07:13:52 1679333688 ACLMGR-0-TEST_SYSLOG PROCESSING
2020-Jun-27 07:12:55 502545693 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:12:25 1718497217 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:08:25 1432687513 ACLMGR-0-TEST_SYSLOG PROCESSED:2:10453823
2020-Jun-27 07:08:22 1432687513 ACLMGR-0-TEST_SYSLOG PROCESSING
2020-Jun-27 07:06:16 90042807 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:03:26 1737578642 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:02:56 40101277 ACLMGR-0-TEST_SYSLOG PROCESSED:3:10542045
2020-Jun-27 07:02:52 40101277 ACLMGR-0-TEST_SYSLOG PROCESSING

BEREDT J74M41L

BEREOQY 7704 I)LIZDLNT

YAML 7 7 A VDORTEIZL->T, HENER 7 77 A VORNENREY £, NEn T 77
ANTHEHEINDZ ATV DEITHRETEETA, RIFEDT 7 A NVPEEINDIHE TR ET
EF7,

HEMER Z 77 A vid, IROT 4 V7 MVIBRGESIET,

switch# dir bootflash:eem snapshots
44205843 Sep 25 11:08:04 2019
1480625546 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz
Usage for bootflash://sup-local
6940545024 bytes used
44829761536 bytes free
51770306560 bytes total

a7 274 IL~DT7 IR
a< K% —T—FK ldepug] ZFEH LT Z2HMELET,

switch# dir debug:///

26 Oct 22 10:46:31 2019 log-dump
24 Oct 22 10:46:31 2019 log-snapshot-auto
26 Oct 22 10:46:31 2019 log-snapshot-user

WROEIZ, v 7 OEfTbRfFSN L0 7 ORHEZRLET,
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E
anigns 7710 ]
ST FREA
log-dump DT FNFIIE, BT B VA= N—WFZA X s a I MR EINE T,

log-snapshot-auto | = 7 4 )L #1Z1%, syslogA <> h0, 1, 20 HEUER V' RNEENE T,

log-snapshot-user | = > 7 4 /L #'|Z1X. bloggerd log-snapshot O EITHHIUNEE S /- o 7 HMELFE
IhET,

07 a— A —NR_—THERINTe T 77 A NVEFRRTDHIE, ROFESEICLTLLES
/AN

switch# dir debug:log-dump/

debug:log-dump/20191022104656 evtlog archive.tar
debug:log-dump/20191022111241 evtlog archive.tar
debug:log-dump/20191022111841 evtlog archive.tar
debug:log-dump/20191022112431 evtlog archive.tar
debug:log-dump/20191022113042 evtlog archive.tar
debug:log-dump/20191022113603 evtlog archive.tar

0% tar 7 7 1 JLDEET
tar 7 7 A VNO T Z RN HI121E, IROBPIEZSEIZ L TLEEN,

switch# show system internal event-logs parse

debug:log-dump/20191022104656 evtlog archive.tar

———————T0GS: /trp/BLOGGERDO . 991453012199/ tmp/1-191022104658-191022110741-device test-M27-V1-I1:0-P884.gz———————-

2019 Oct 22 11:07:41.597864 E DEBUG Oct 22 11:07:41 2019 (diag test start):Data Space

Limits (bytes): Soft: -1 Ha rd: -1

2019 Oct 22 11:07:41.597857 E DEBUG Oct 22 11:07:41 2019 (diag test start):Stack Space

Limits (bytes): Soft: 500000 Hard: 500000

2019 Oct 22 11:07:41.597850 E DEBUG Oct 22 11:07:41 2019 (diag test start):AS: 1005952076
-1

2019 Oct 22 11:07:41.597406 E DEBUG Oct 22 11:07:41 2019 (device test process events) :Sdwrap
msg unknown

2019 Oct 22 11:07:41.597398 E DEBUG Oct 22 11:07:41 2019 (diag test start):Going back to
select

2019 Oct 22 11:07:41.597395 E DEBUG Oct 22 11:07:41 2019 (nvram test) :TestNvram examine
27 blocks

2019 Oct 22 11:07:41.597371 E DEBUG Oct 22 11:07:41 2019(diag test start) :Parent: Thread
created test index:4 thread 1d:-707265728

2019 Oct 22 11:07:41.597333 E DEBUG Oct 22 11:07:41 2019 (diag test start):Node inserted
2019 Oct 22 11:07:41.597328 E DEBUG Oct 22 11:07:41 2019 (diag test start):The test index
in diag is 4

2019 Oct 22 11:07:41.597322 E DEBUG Oct 22 11:07:41 2019 (diag test start) :result severity
level

2019 Oct 22 11:07:41.597316 E DEBUG Oct 22 11:07:41 2019 (diag test start) :callhome alert
level

RDOFNZ, FFED tar 7 7 A VOFFHTIEH TE 21 BMOF—TU — FaRm L ET,

F—0—F |58

component | Fut x4 THRIEN AT R—% MIETAu s Fa—RFLET,

from-datetime | yy [mm [dd [HH [MM [SS]]]]] B CfeE L7z, BrED RO r 745 a— KL
i—g—o
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F—T7—F |38

instance Fa—R45SDWRAP RNy 77 A VAR ADY A (Br~FE0n)

module SUPRLCAREDEY a—Anboul2Fa—RLEd (FY2—/ID%ff
A .

to-datetime | yy [mm [dd [HH [MM [SS]|J]] JE3 CHIE L7, BED AISE COR Y %7 2 —
]\\\ Liﬁ—o

AMOBR~QTZ3E—7 %
UE—F =R EDRIOBETIC R 72 a2 —F 5120%, ROFZSEICTLTIEIN,

switch# copy debug:log-dump/20191022104656 evtlog archive.tar

scp://<ip-adress>/nobackup/<user> vrf management use-kstack

Enter username: user@<ip-address>'s password:

20191022104656_evtlog archive.tar 100% 130KB
130.0KB/s 00:00

Copy complete, now saving to disk (please wait)...

Copy complete.

BENEOT I 74 ILDEE

AEnsd b H— X—20 HEUEE T 7121, EventHistory & EventBundle @ 2 fiE73 % 1
\35 j—O

EventHistory B4 DEER D v Y
A X NEREOYEAIE. /var/sysmgr/stv_logs/xport 7 4 /L X T ENTHOILE T, 250MB D/3—
7 43 RAM 23, /var/sysmgr/stv_logs 7 4 L7 MU~ T v haivEd,

/var/sysmgr/srv_logs O A€ U FD Y THI 250 MB D 65% KimDHE., 7 74/

FHESNET A, AEVEHER65% OFIRL~NMITET D &, HrLuve 7 ORFEE kT

THDIZA37e AT Y BMEHARRICRDET, b EW 7 7 A ANBHEEINLET,

EventBundle B DEER D v Y

AR R R RILVOEE, THEr Y 713 bootflash/eemsnapshots 7 /L & TOIRFEIZFES )

THEITSNET, BEUEShT AT v 7 v ay MERIFT 572912, EEM BEIUER 2 Y

THMEI T 7Ty a AL =YD 5% ZEHVETET, T—hF 7Ty aFED 5%

DMEHEND &, v ZIXHESRET,

FLWEBIER 7R FREIZZR > TWD DD, 7— k77 v ¥ allfRfFTDHAN—ZAN

RS (TTICS5% OFRICELTND) | VAT AFTROZ E &R LET,

1 12K, Bl L72BEFO BEIEE 7 7 A AR B D56, VAT HMET7 7 AV EHIBR L,
FLnerEdar—LET,

2. BEFOHEINE Y 7 A LD 12 KR OGS, BrL<INE SN v ZI3HRGEINTITEE
FEINFET,
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aamEns 7710 [

T A M=V TH D 12 KL, ROa~r FEHEHAL AR CTEEY, 2~ RT
AL [ A

switch (config) # event manager applet test override  syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml purge-time 300 $ syslog msg

event manager command: test (%, R U > —HFIOAFTTY, __sysog_trigger_default |%, A —/3—
TA RTDREDH DY AT LRY —DLARITTT, ZO4RNT, “ET =227 ()
TIHEDBEND Y £,

action command: 1.0 (%X, 77 ¥ a3 Y OFETIAFEEZ R L TWHH L 72> TWET, collect 1,
T—HWYAMU 7 7 A VEMER L TIEEND Z 2R LTWET, testyam (X, YAML 7 7
A NDOLETOFI T, $ sydog msgit, TR —x2 FOLKRTTT,

)

GE)

EORFETYH, ETHDO N H—_X—2DOHBENUEA X2 NI 12T T, BENENTT
WHRAEL TS EXITHOFLVWE S ARV RERFELEIETEE, HTLWVWE S A b

IEES N ET,

T7HN TR, FUH—=_N=2ADN R 5 5 B00F) ZTLIZ 1 D7ZTIE SN ET,
ZOL— MlfRIZ, kOa<> RTHRETEEY, a~vy FTHRET R EITDEA T,
switch (config) # event manager applet test override _ syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml rate-limit 600 $ syslog msg

event manager command: test (X738 U & — DL ETOFITT, _ syslog_trigger_default i%, A —/3—
FTA RTHVAT LR —OLARIOFITY, ZO&RNL, BT F—2a7 () THE
LWENDH Y FT,

action command: 1.01%, 77 v a Y OFETIEEERL TWAHH &> TWET, callect 13,
T—HNYAMU 7 7 A VEFEHA L TEESND Z 2R L TVWET, testyam iX, YAML 7 7
A NDOAFTOFITT, $ sydog_ msg L, = R—%> hDARTTT,

UU—2101(1) LTI, NI H—ORKEA TV a 2L UNEL— N 2T 52

ELTEET, . ZOED NI T—FETFERESOLDTT, max-triggers OfEICET S
&L osyslog AFAELTH, ZALLEAY RWEIRES L 20 3,

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml rate-limt 30 max-triggers 5 $ syslog msg
%

GE)

DA LTz L &, max-triggers Ok EBUTIE S W TIER I SN E T,

E%Hﬂ%éﬂf:/\‘/ KL% debug:log-snapshot-auto/ zEm %@]fﬁ”ﬁ%#ﬂbi\ /kUD/f/\‘/ k

BEIREDHEHER & BE
b U —=_= X DERFHE R OB 2RISR LET,

switch# show system internal event-logs auto-collect statistics
————————————————————— EEM Auto Collection Statistics-------------------—-
Syslog Parse Successful :88 Syslog Parse Failure :0
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Syslog Ratelimited :0 Rate Limit Check Failed :0

Syslog Dropped(Last Action In Prog) :53 Storage Limit Reached :0
User Yaml Action File Unavailable :0 User Yaml Parse Successful :35
User Yaml Parse Error :0 Sys Yaml Action File Unavailable :11

Sys Yaml Parse Successful :3 Sys Yaml Parse Error :0

Yaml Action Not Defined :0 Syslog Processing Initiated :24

Log Collection Failed :0 Tar Creation Error :0

Signal Interrupt :0 Script Exception :0

Syslog Processed Successfully :24 Logfiles Purged :0

WOFNE, CLI 2~ RZMEH LTRSS b Y T—_—ZADIERKE (WL <7z syslog
¥, R, IEESNTT =X DY A X) 2R L TWET,

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)

2019-Dec-04 05:30:32 1310232084 VPC-0-TEST SYSLOG PROCESSED:9:22312929
2019-Dec-04 05:30:22 1310232084 VPC-0-TEST SYSLOG PROCESSING

2019-Dec-04 04:30:13 1618762270 ACLMGR-0-TEST SYSLOG PROCESSED:173:33194665
2019-Dec-04 04:28:47 897805674 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:28:47 947981421 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:27:19 1618762270 ACLMGR-0-TEST SYSLOG PROCESSING

2019-Dec-04 02:17:16 1957148102 CARDCLIENT-2-FPGA BOOT GOLDEN NOYAMLEFILEFOUND

F)A—AR—XOBJTIREDHER

WOHD X 9 12 show event manager system-policy |itrigger =~ R&Z AN LT, U H—_—
ADu TYWEMREN AN 2> TV Z L 2R LET,

switch# show event manager system-policy | i trigger n 2

Name : _ syslog trigger default
Description : Default policy for trigger based logging
Overridable : Yes

Event type : 0x2101

) H—R=ROAYT 774 IVEBDHER

O—A)Lasd

FUT—=_N=Z2DBEEERIZ L > TA N b v s 77 A APERSNTZNE D AR
TEET, ROflOWTNIrDa~r Re AN LET,

switch# dir bootflash:eem snapshots
9162547 Nov 12 22:33:15 2019
1006309316 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz

Usage for bootflash://sup-local
8911929344 bytes used
3555950592 bytes free
12467879936 bytes total

switch# dir debug:log-snapshot-auto/
63435992 Dec 03 06:28:52 2019
20191203062841 1394408030 _PLATFORM 2 MOD_PWRDN_ eem snapshot.tar.gz

Usage for debug://sup-local
544768 bytes used

4698112 bytes free
5242880 bytes total

TJ274ILDRAKL—

n—hrnal 7yrANLDA L —UEHE

. Embedded Event Manager D 5%



| Embedded Event Manager 5%
®EOOY 74 NOB—H) I E—DER .

s —HNT—H AN —UIERIORIL, BAOHLE XA S ICLoTHRAEVES, £V
T ALy FLIEV 2T AL vy FOME T, A R L—IRRIT 15 5 OB O T —
<Y, EYRICh- 288 e 72 INETHI120E, ROFIEEZFEITLET,

o VEEREFED YV —E R MERRICKH L TOIRA NV b v FOERE2ECLES, [H
— = RADIEER 77 7 A VRFEFOFE ML 26 %—) | 2R LTIEEN,

e AA TFMENIA R bl AR—MLET, s 774D B
L—y (453—2) | ZBRLTLIESN,
JERE ST u I3 RAM IR SN E T,
¢ 250MBDRAEVIZ, B 7740 AR L—UHICTFRESNTOET,

el Z7yA NI tar B THRE(LEINET T L1 77 A VEITI0MB OWT 4L
MRV

s AF v ay MUEEFHFRILET,

BEOOY J7A4)LOO—A)L AE—DER

Yok v 77 7 A MERRL, AA v F TEITEIN TV DETRTOYP—ERIZHKH LTT 74 8T
B> TWET, B 774 UE, 7T v o ARV ICe—hVIBRESET, kRO
FIEZFEHL T, IFTOARX b ad 77 A 0ERK10EAERLET,

FIE

ARV RFEREFTI VI Y B#

X7 71 |bloggerd log-snapshot [ file-name] [ AL FIRIFES T D EHT O 10
bootflash: file-path | logflash: file-path| | ¢y F B/ D RF »F g » kA
usbl: | [ sizefile-size] [ time minutes ] VRV T A NEER LT, © ok
f : YEDF 7 4L DA b L— 13 logflash

switch# bloggerd log-snapshot snapshotl 7?7ro

filename : sz AF v 7y a v b

oy 77 AN N RILDT 7 AV,

file-name (213K 64 X P& L &

j—o

GE) COEKIIA T a T, RES

NTWRWEE, VAT AT Z A A
A 7L T snapshot bundle.tar]
77 ANLELTCHERHLET,
%1

20200605161704 snapshot bundle.tar

bootflash: file-path : A F > 7+ a3 > b
a7 7y ANINS RVRT— K 7Ty
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ARV RFERETIVa Y

B8

VallRFEEINTWE T 7 AL /A,
WO S ZADONT N A TR L ET,

* bootflash:///

* bootflash://module-1/

* bootflash://sup-1/

* bootflash://sup-active/

* bootflash://sup-local/
logflash: file-path : A F v 7 a > k&
T T7ANNCS AN a T 7Ty a

WIRFEEND 7 7 AV XA, ROPIHA
INADUWNT LN EEIR L FT,

* logflash:///
* logflash://module-1/
* logflash://sup-1/
* logflash://sup-active/
* logflash://sup-local/
usbl: : USB 7/3A 2 LD AT v

Yaw hal 7y AN RIVBMRATE
SNTWDLT 7 AL 78X,

sizefilesize: A #5314 ~ (MB) HALO
A RS APy T vay by
T AN Ny R, #iFHIL SMB—
250MB T,

timeminutes : ;%O x BEfE] (&) 1k
S AF T vayhad Ty AN
v Rv, #PEIE 1~ 3053 T9,

1

switch# bloggerd log-snapshot snapshotl

Snapshot generated at logflash:evt log snapshot/snapshotl snapshot bundle.tar Please

cleanup once done.
switch#
switch# dir logflash:evt log snapshot

159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar
159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for logflash://sup-local
759865344 bytes used
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5697142784 bytes free
6457008128 bytes total

WoBFlOa<wy REFEALT, AIU77A4VEFRRLET,

switch# dir debug:log-snapshot-user/
159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar
159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for debug://sup-local
929792 bytes used

4313088 bytes free

5242880 bytes total

\)

CE)  PIORED 7 7 A VAITERE LTSN, a0 s 774 F, ERShiz B
IR Thall s g4,

UU—210.1(1) i, LC 27 7 7 A JMIZI& 1og-snapshot /N2 R E ENTWNE
R log-snapshot /N RJb 77 A NVEIE, tac_snapshot bundle.tar.gz T, wITH
ERLET,

bash-4.2$ tar -tvf 1610003655 0x102 aclgos_log.17194.tar.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 pss/

-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime info lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime cfg lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos debug.gz
-rw-rw-rw- root/root 129583 2021-01-07 12:44 pss/clgosdb verl 0 user.gz
-rw-rw-rw- root/root 20291 2021-01-07 12:44 pss/clgosdb verl 0 node.gz
-rw-rw-rw- root/root 444 2021-01-07 12:44 pss/clgosdb verl 0 ctrl.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 proc/

-rw-rw-rw- root/root 15159 2021-01-07 12:44 0x102 aclgos compress.17194.10g.25162
-rw-rw-rw- root/root 9172392 2021-01-07 12:43 0x102 aclgos core.17194.gz
-rw-rw-rw- root/root 43878 2021-01-07 12:44 0x102 aclgos df dmesg.17194.log.gz
-rw-rw-rw- root/root 93 2021-01-07 12:44 0x102 aclgos log.17194

-rw-rw-rw- root/root 158 2021-01-07 12:44 0x102 aclgos mcore.17194.log.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 usdl7194/

-rw-rw-rw- root/root 11374171 2021-01-07 12:44 tac_snapshot bundle.tar.gz

NEOT J7A4ILDRKL—

IR =X 2V a—a id, a B ERINTIETET 7 AL v FIRGET DHEREZIREE L £
K

)

GE)  HEBA N L —UHEBE A ERL T D 7=, Cisco Technical Assistance Center (TAC) Zi##& LT, 4
HYy—nN V) 2= a rOEREZTR—FE2ROTI IV,

Iz, AEa 7 7 7 A VOISR fERSRE A R L £,
T RTHE)
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NEOT J7AILDRARL—D

« HTTPS ~X— A D5k
« AN L— UM
FHEV2T XA v F 1300 MB
e EV2T ALy F 1 12GB (1 AH7ED, AL v FHI2V)

CHE L AN —ANX 10 BDAA v FOu I RRFSNET, 2720, SMBY—ATH
RN— b END AL v FOBITE 2 HIRIZH D FH A,

Switches enabled for

Standalone
External Server

HTTPS based
secure transport

307682

Switches

AN — R VY 22— 3 i, ROFHERH Y £77,
ey b —F L ABRE
<2 Y T o AEEO T H
e FAR— K EN TS 3 >OMAF :
BIRLTZAAL v T 0B 01 7 ORI 72 IEE
cTAC DY R—=FIED, ¥ 2a p—"~oOu7DRAET v 7 u—F,

« [REMIZ A 7L I AMLER

\}

GE) Y —"TORr T 77 A IVOFRE ENEEIZ OV TIE, Cisco TAC IZBWAHbEL 7ZE 0,
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