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switch# configure terminal
switch (config) #

ATvT2

[no] feature netflow
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switch (config)# feature netflow
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(f£&) copy running-config
star tup-config
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switch (config)# copy running-config
startup-config
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configureterminal
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flow record name
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switch (config)# flow record Test
switch (config-flow-record) #
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({E:E) description string
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switch (config-flow-record) # description
IPv4Flow
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(f£&) match type
fl

switch (config-flow-record)# match
transport destination-port
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(f£&) collect type
i :

switch (config-flow-record)# collect
counter packets
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switch (config-flow-record)# show flow
record netflow protocol-port
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({£#&) copy running-config
startup-config
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switch (config-flow-record)# copy
running-config startup-config
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EL:)

1

ethertype

match datalink {mac source-address| mac
destination-address| ethertype | vian}

switch(config-flow-record)# match datalink
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match ip {protocol | tos} IP 72 ha/vEITToS 74— /L F%&
15“: 3’\**—‘& L‘(*E;:‘E_’L/i‘é—o

switch (config-flow-record)# match ip protocol GE) ]//r Y 4 7\1_‘9‘— ]\'7‘*—5 %i

7 AR— 9 5IZ1%, match
transport destination-port 33
L O match ip protocol ==~
¥ RRRETT,

7 — % X show hardware
flow ip =~ > KD H 12U
LINTRRINET D,
mhDa~y RERETD
FCWE LT AR — L
fTonEHEA,

match ipv4 {destination address | sour ce addr ess} IPv4 EETCE 13565 T FL A% X —
il LLTHELET,

switch (config-flow-record) # match ipv4 destination
address

match ipv6 {destination address| source address | IPv6 ¥ —%ZEELET,

flow-label | options}

1):

switch (config-flow-record) # match ipv6 flow-label

match transport {destination-port | source-port} kT AR— NEEITLE - IT5EER—
- Fa%—& LTHEELET,

switch (config-flow-record) # match transport G¥) LAY 4R—F 7*“4& % T
destination-port 7 AR— M AIZ1%. match

transport destination-port 35
L O match ip protocol =~
¥ RDBLET,

7 — 4 | show hardware
flowip =~ > FOH UL
LEINTERRINETR,
WD a~y RERET D
FCIEL =7 AR — R~
1ThhvERA,

collect /X5 A —2 DI_TE
TJo— La—RZ LI, kD collect XT A —F % 1 DL ERETHVLENRH D F97,

. NetFlow D& E
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so— o 2t—a0km |

avy kR

=)

collect counter {bytes| packets} [long]

A1

switch (config-flow-record)# collect counter packets

THa—NENTy hRN—RAFE (TN
MU ENELET, {LET, 64
vy N AU EEERTLZ EEEE
TEET,

collect ip version

A1

switch (config-flow-record)# collect ip version

TJa—@OIPAA—T g VEIELET,

collect timestamp sys-uptime {first | last}
f5i):

switch (config-flow-record) # collect timestamp
sys-uptime last

7 —OMIEE IR MRS
THUAT LEERE 2 INE L E T,

collect transport tcp flags

1

switch (config-flow-record)# collect transport tcp
flags

T a—@ONr oy MIERT 5 TCP k5
VAR—NET T T EINELET,

J0— I XKR—2 DIERL

Tu— T AR—HDOERETIH., 70T AR—F RNTFTA—FEEHFL, VE—
I NetFlow Collector ~DE|ZEr[REMEF R AT L £ 7,

FIE
ARV EFEREETIVa Yy EL:Y

R w 71 |configureterminal Jua—r ) ary 7 4 ¥al— g
Bl - T— REBHLET,
switch# configure terminal
switch (config) #

AFwF2 |flowexporter name Ta—x g AR—FEERL, Tr—
1) - T AR—=H a7 4 Fal— g
switch (config)# flow exporter :EOPA }\%Eﬁﬁé L/jz—gqol_._’7 i% iﬁ A
flow-exporter-one R— 24 % g K63 LT DHEETFTAL
switch (config-flow-exporter) # TXF1,

25w F3 |destination {ipv4-address|ipv6-address} | = (0 7 1 — x 7 2K — & D55 Pv4
[use-vrf name] FEIPV6 T RLARRELET, T
R EC. NetFlow Collector (ZEIZET % 7=
switch (config-flow-exporter) # 0 ﬂ:'ﬁfﬁﬁjﬂé VRF %%&ET% ij«o
destination 192.0.2.1

NetFlow DEE [}
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NetFlow DEE |

ARV FFEREETIVa Yy

S

VRF 4TI R 32 CF O T % AN
VARG

ATvT4

sour ce interface-type name/port

1 -

switch (config-flow-exporter)# source
ethernet 2/1

R 37256 5% T NetFlow Collector (2
BlET LD T M 4 —T =
A X fRELET,

ATvTh

(==
1 -

switch(config-flow-exporter) #
description exportversion9

description string

D7 — T AR—ZITON TR
LET, NI 63 3CF- D J sy 7
EAITEET,

ATvT6

(=)
1 -

switch (config-flow-exporter)# dscp 0

dscp value

DSCP (DiffServ =— RARA > k) flizx
FBELET, &HIZ0~63 TY,

ATy T17

(=)
1 -

switch (config-flow-exporter) #
transport udp 200

transport udp port

NetFlow Collector |Z Rz 5 7= DI fi
H4TH5UDPAR— hE2FEELE7, i
X 0 ~ 65535 T,

G¥) UDP&— F & FRE LW
Al 995N F 7 4L b &
LCERESNET,

ATvT8

version 9

&1

switch (config-flow-exporter)# version
9
switch (config-flow-exporter-version-9) #

NetFlow &7 AR— h X— 3 U &5
ELET, 70— AR—F DN—
Varoaryv4Xal—varvr
T— F&EBBT AT, A=Y a9
IR L F9,

ATvT9

(f£&) option {exporter-stats|
interface-table} timeout seconds

1

switch (config-flow-exporter-version-9) #
option exporter-stats timeout 1200

Tu—x 7 AR—F OFEEEREEE
A A <—HRELET, HOHMHIE 1
~ 86400 )T,

ATv710

CE=N)
1 -

switch (config-flow-exporter-version-9) #
template data timeout 1200

template data timeout seconds

TUT VL= N T FEEIA %
RELET, HEOHPHIL 1 ~ 86400 7
<7,

ATvIN

. NetFlow D& E

(f£&) copy running-config
startup-config
1 :

ElTar 74 Xal—T gk, R
H— K Ty a7 Xal—a»
IZar—L%9,
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70— E=42DER .

ARV FFEREETIVa Yy

E:)

copy running-config startup-config

switch (config-flow-exporter-version-9) #

JO0— E=2DER

Juo— =X EEKRLT, 7Je— La—RBLO7o— 7 AR—F LTS ENT
XFT, 1 O0F=FIZBELTWNATRTOT7a— %, ¥x7 4 —/L K ETHERETAHZHOIZ
BEdT27n0—La—REFHLEST, =X I3 EESN-70—2 7 AR—Z |7 AR—

FERET,

FIE

ARV RFFERERTI VA Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nRN)L a7 4 F¥al— g
T FEEIBLET,

ATy T2

flow monitor name

1 -

switch (config)# flow monitor
flow-monitor-one
switch (config-flow-monitor) #

Ta—E=HFEEHRKL, TR— E=4
a7 4 Xal—varyE— Rath
LET, 7r—E=F AL ERK63 LT
DFEPHFTAIITEET,

ATvT3

(&) description string
fi

switch (config-flow-monitor) #
description IPv4Monitor

TDOT7H—F=FIZOWTEBLES,
AT IRK 63 XF DR T H AN/ T
=FET,

RATvT4

(f£&) exporter name

1

switch(config-flow-monitor)# export v9

THa— TV AR—HF LI DT A— F=
K aBEfTET, =7 AR—FZ 412
WK 63 L FOFHTH AT TXET,

ATvTh

record name [netflow-original | netflow
protocol-port | netflow {ipv4 | ipv6}
{original-input | original-output}]

1 -

switch (config-flow-monitor) # record
IPv4Flow

Jo— La—REEELEZ7r— =
K LEREAHT T, L a— RAIIIEERK
63 LT DOIETFTE AN TEET,

G record netflow ipv4
original-input, record
netflow ipv4
original-output, record
netflow layer 2-switched input
I%. CiscoNX-OSV U —2=
9.3(1) TiIx#A— ST
F¥ A,

NetFlow DEE [}
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NetFlow DEE |

ARV RFERETIVa Y

B8

ATvT6

(f£%&) copy running-config
star tup-config
1 -

switch (config-flow-monitor)# copy
running-config startup-config

FEFar 74 Xal—ark, AX—
Ny a7 40 Xalb— g0 a
I:Ob‘l_/gzwg‘*o

A3 —T I AANDT7A— FE=Z2NDEHA

Ta—F=HIATIA U —T o AZHWATEET, HINetFlow VAR — I TWEH

/L/o

FIE

ARV RFERETIVa Y

E:5)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
£ ]\‘%Eﬂﬁébij«o

ATvT2

interface vlan vian-id

1

switch(config)# interface vlan 10
switch(config-if) #

VLANA v H —T oA ZAEHREL, AV
H—T 2 A AT Falb—3g
T— REBBLET,

ATvT3

ip flow monitor {ipv4 |ipv6 |
layer-2-switched} input
i :

switch(config-if)# ip flow monitor ipvé
input

ARy FDOA B —T oA AT,
IPv4, IPv&, F7213Lv ATV 2 AA T
7u— E=X AT ET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config-if)# copy running-config]
startup-config

a7 4 Xal—yark, AX—
Ny a7 4F¥alb—vgrila
I:o“_d[/ij—o

~

VLAN LTI v

#J NetFlow @
VIANDLA Y2 A, vF KXy hCLAY3IT—HHNETLH72DIT,

=JL =

ax &

T=X WA TEET,

. NetFlow D& E
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FIE

L 4 % 2 NetFlow +—DHTE .

ARV RFEEETIVa Y

=)

ATy T

configureterminal

fi
switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

vlan configuration vian-id

i
switch(config)# vlan configuration 30
switch (config-vlan-config) #

VLAN 27 4 Fal—Y g F—K
ZBAtE L FEJ ., VLANID O&iFHIL 1 ~
3967 FE7-1% 4048 ~ 4093 T,

GE) VLAN 27 4 F =2 L —

vary E'— RFTlE, 1Bk s
IZIEEIFRIC VLAN 23 E T
XFE94, ZHUE, VIP 7
AT OV HR— MIHLE

<,

ATvT3

{ip | ipv6} flow monitor name

i) :
switch(config-vlan-config)# ip flow
monitor testmonitor

ASI Ay DT a— F=% % VLAN
WZBEM T ET, Tr— B XA E R
K63 LFOFHKFTTANTEET,

ATy T4

(f£&) copy running-config
startup-config
1 -

switch (config-vlan-config)# copy
running-config startup-config

EfFar 7 4 X2 l—ark, AX—
Ny arrsFXalb—varila
I:Ob‘ Li’g‘*o

L 1 7 2 NetFlow ¥—

1 —

DEXTE

71277V NetFlow L a3 — RN TLA Y2 F—2EHZTEET, ZoLa—FEFEHLT,
LAY 2A B —T oA ADTa—%F %y T F ¥ TxFET,

FIE

ARV RFERRTO Y

E:)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—) a7 4 FXal—Tg
E— FERBLET,

ATvT2

flow record name

1 :

Jo—la—Rary74Xal—i 3
VE—REBBLEST, Tr—La—

NetFlow D% E .
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NetFlow DEE |

ARV FFEREETIVa Yy

switch (config)# flow record L2 record|
switch (config-flow-record) #

E]:p]
ROBREDFEMHONTIE, 7 —1
a— ROERE (10 2—3) Z&ML
TLEEWN,

ATvT3

match datalink {mac source-address|
mac destination-address| ethertype |
vlan}

1 -

switch(config-flow-record)# match
datalink ethertype

LAV 2EM AT —L LTHRELE
B

ATv74

exit
&1

switch (config-flow-record) # exit
switch (config) #

Jo—la—Rarys7 4 Fal—3
YE—REKTLET,

ATy Th

interface {ethernet dot/port | port-channel
number }

11 -
switch(config)# interface Ethernet

6/3
switch (config-if#)

AVE—T A AREE— RZBls L
FT, A HF—T A RAEXATE. W
B2 A —Y Ry hAR— FERITFR—
b FY XNV ERETEET,

ATvT6

switchport

1 -

switch(config-if)# switchport

A B —=TxA A% LAY 2OWERA
VE—=T A AIEFLET, AA v
FHR— N OREICET DEEIZOWT
1%, TCiscoNexus 9000 > U — A NX-0S
VAY2AAL v F U ITRENA R &
ZHLTLZE,

ATy T1

mac packet-classify

1 -

switch(config-if)# mac packet-classify]

2y B MAC 5 ¥E %58 L E9,

ZDawr ROFERIZET A5z
WTCiX.,  [Cisco Nexus 9000 > U — X
NX-OStEFX=2VUT A RETA K] 2%
LTS &) |

(GE) Ja—EMmHT A7z

Davy REFHTIHLE
NHY ET,

ATvT8

layer 2-switched flow monitor flow-name
input

1 -

switch(config-if)# layer2-switched
flow monitor L2 monitor input

Tu—E=HE AL v F K hDOAS
Ny MBS ET, Te—%=
A K e K 63 SCFEDWEEFTASITX
7,

. NetFlow D& E
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| NetFlow D%
LA¥24 28— 14 2TOLA Y 3NetFlow DT [

av Y REEEFET7THIYa Y B

ATvT9 ({£:7%&) show flow record netflow LA ¥ 2 NetFlow DF 7+ /L~ L a—
layer 2-switched input ROE#®RERRLET,
1 -

switch(config-if)# show flow record
netflow layer2-switched input

ATv 710 | ({£i&) copy running-config FiTar7 4 ¥al—ark, A
startup-config A= KT a7 4FXal— g
15“ . &::' I:O_Liﬁl

switch(config-if)# copy running-configi
startup-config

LANY24 23— 24 AXATDHL A 3NetFlow DFETE

LAXY2A 2 —T 2 A ATLAYI 70— EREFTY 7T THEOIT, LAV 2A4 07—
T2 A ATLA V3 70— F=XEERTXET,

FIE
AU rERETIVa Y BH#Y

R 71 | configureterminal rsa—r\ )L a7 4 FX¥al—3a
Bl T REBIALET,
switch# configure terminal
switch (config) #

R w 72 |flowrecord name Jap— la—Rary74F¥al— 3
%l - yE—-RZRABLEYS, Ye— La—
switch (config)# flow record L3 record }:ODEQEEODE%%EQC’DU‘TTFi\ Jnu—
switch (config-flow-record) # :Ib‘}:a)?Fﬁt (IOJQ“—i/) %BZ%HEI,“(

KTEEW,

R Fw 7 3 |interface {ethernet dot/port | port-channel | ¢ » % —7 = f 2} EET— R&BE L £
number } T, AU H—T xR H AT, YFL
5 - BT A —H % | A= N E R b

Fy Ve BETE £,

switch(config) # interface Ethernet 6/3
switch (config-if#)

AT v 7 4 |switchport A H =T 2 A% LA ¥2F— NIIE
i - HLET, A v T KR— FOEEICH
T DOV TIL,  [CiscoNexus 9000
PY—=ANX-OS LA Y2AALyF T
MEHTA R #ZRLTIEIN,

switch (config-if)# switchport
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NetFlow D& E I
B vetrow 5 L7 roRE

ARV RFEREET7TOVa Y By

25w 75 |ip flow monitor flow-nameinput Ta— E= R EAA T F— FDAS
i ANy MCEEMITES, Tr— E=
switeh (config-if)é ip flow monitor vall 2 0 AWK 63 LFDRIFTAITE

input F9,

T 76 |ipv6 flow monitor flow-nameinput IPv6 70— FE=X % AL v F F— kD
K ANy MBI £, 77—
switch(config-if)# ipvé6 flow monitor TS B EIRK 63 LT OFHTTAT
v61 input TXxFEJ,

ATv 71| ({EE) copy running-config FIFaL T 4Rl —a k. AR—
star tup-config KNP v T av 7 4 Fal— o
f E—L £,

switch (config-if)# copy running-config]
startup-config

NetFlow 2 1 L7 FDERTE

EET, VAT LHNOTRTO7r—ZHEHA SN D 7 v —s3L7eNetFlow # A A7 U k&R IE

TEET,

FE
ARV FERET7IVa Y B#

AT w 71 | configureterminal Ja— ) a7 4 X2 lb—3a
15'] : T F‘%Eﬂﬁé\ ]\/i‘a‘o
switch# configure terminal
switch (config) #

A5 72 |flow timeout seconds 7Ty va BA LT U MEEEALT
i - BELES, #HHIEs~608TT, 7
switch (config)# flow timeout 30 7 A MEF 10 BT

ATv 73| ({£E) copy running-config FITar 74 Xal—ark, AH—
startup-config Ny ary74¥alb—gila
15“ . I:o*‘[/i—é—o
switch (config)# copy running-config
startup-config

NetFlow % & D &2

NetFlow &REZFRT DI2IE. RDF AT DO HLONTNNEFETLET,
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B

X E

Netflow DE=% ) >4 |||

avy kR

S

show flow cache [ipv4 | ipv6 | ce]

NetFlow IP 7 12— |23 B M E R R LET,

show flow exporter [name]

NetFlow D 7 1 — =7 AR—Z [ER L #HEHE
WMEFRLET, 70— ) AR—EL Tk
K63 LFDOFEFTTANTEET,

show flow interface [interface-type slot/port]

NetFlow A > % —7 = A AZEHT 215 & £
Li‘d‘o

show flow record [name]

NetFlow D7 10— L o— RIE#RA2FE R LT,
7a— L a— REITIERK63 LFDORET-%
AJJTEET,

show flow record netflow layer 2-switched input

LA ¥2NetFlow 2 7 4 X2 L — 3 VO
WERRLET,

show running-config netflow

HAIET S 2123 D NetFlow SREZF L E
ﬁ—o

NetFlow D E=41) 4

NetFlow DO#TEHE # A #7795 (21%, show flow exporter =~ > RZi ] L £9, NetFlow =7
AR —H OFEFHERZEET D121, clear flow exporter 2~ > REHH L £,

NetFlow M 3 <45

IPv4 @ show flow cache =~ > RO IZIZ, RO XS ICFRnInET,

show flow cache
IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count Packet Count TCP

FLAGS TOS if id output if id flowStart flowEnd

10.10.30.4 30.33.1.2 1480 30000 17998 17 683751850 471553 0x0
0x0 0x90105c8 0x1a005000 14096494 14153835

30.33.1.2 10.10.39.4 4145 30000 18998 17 43858456 30164 0x0
0x0 0x1a005000 0x1a006600 14096477 14099491

10.10.29.4 30.33.1.2 1479 30000 17998 17 683751850 471553 0x0
0x0 0x90105c7 0x1a005000 14096476 14153817

10.10.7.4 30.33.1.2 1457 30000 17998 17 683753300 471554 0x0
0x0 0x90105b1 0x1a005000 14096481 14153822

30.33.1.2 10.10.42.4 4145 30000 18998 17 95289344 65536 0x0
0x0 0x1a005000 0x1a006600 14112551 14119151

10.10.49.4 30.33.1.2 1499 30000 17998 17 683753300 471554 0x0
0x0 0x90105db 0x1a005000 14096486 14153827

NetFlow DEE [}
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B verowoor o xaL—sapl

NetFlow D> 74 XaL— 3 24

Z O, IPv4 125 L TC NetFlow =7 AR — X 2R ET DI EEZRLET,

feature netflow
flow exporter ee

destination 171.70.242.48 use-vrf management
source mgmtO

version 9

template data timeout 20
flow record rr

match ipvé4 source address

match ipv4 destination address
collect counter bytes

collect counter packets

flow monitor foo

record rr

exporter ee

interface Ethernet2/45

ip flow monitor foo input

ip address 10.20.1.1/24

no shutdown

[l NetFlow D%
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