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H—F v kU —27 O VLANID
(S-VLAN) # AN LT, HE
T 5#iHIL 1 ~ 4094 T3,

ATvT6

switchport trunk allowed vlian vian_list

1 :

switch(config-if)# switchport trunk
allowed vlan 300

N A2 —T A ADFFA]
VLAN #3%EL E 7,

ATy T17

KOWTNILOa<wy REASLE
@—o

TAP 455 CRE S L7z IPv4 £721%
MAC ACL %A V' Z—7 = A AT H
LET, Zoz~<r FOnolE A2 H
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B wrour—vaoneomz

ARV RFEREFT7TIVa Y

S

* [no] ip port access-group
access-list-namein

« [no] mac port access-group
access-list-namein

&1

switch (config-if)# ip port
access-group test in

switch(config-if)# mac port
access-group test in

THE, A E—T A A0 ACLAE
B L £9,

ATvT8 (f£&) mode tap-aggregation TAPT7 7 U = a R —%RE
1 L7=ACL DA v B —T =Af A~DT
N o Sy FAL MERIELET,
switch (config-if)# mode
tap-aggregation
switch (config-if)# no shutdown
ATv79 (f£&) copy running-config FiTar 74 F¥al—Ta kR
startup-config HB— T v a7 4 F¥a2lb— 3y
1§|] : &:: [:O*‘ Li'fo
switch (config-if)# copy running-configi
startup-config
A7 710 |switch(config-if)# exit a7 4 Fal—Ta T REKT
LET,
ATY TN | ((EE) switch(config-if)# show < v BV T DORE DR

interfaces interface-id vlan mapping

> AN

TAP 75 ) F— 3>

TAP 7 75— ard

D EXTE DHER

RERMEZTRT DITIE, ROWTNPOEREZITOET,

avw vk =l:q]

show ip access-lists [access-list-name]

R

T _RTD IPv4 ACL F72I1THED IPv4 ACL R R L £

show ip access-lists [access-list-name]
R

T _XTPDMACACL F72135FED MACACL K~ L F

N .

TAP 75 ) —2 3 U DEREH
WIZ, IPVA ACL TTAP 7 7 U F—a > R v—%F
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MPLSX U wEVT D

switch# configure terminal
switch (config)# feature tap-aggregation
switch(config)# ip access-list test
switch (config-acl)# 10 deny ip 100.1.1/24 any
switch (config-acl)# 20 permit tcp any eq www any redirect port-channel4
switch (config-acl)# 30 permit ip any any redirect
Ethernetl/1l,Ethernetl/2,port-channel7,port-channel8,Ethernetl/12,Ethernetl/13
switch (config-acl)# show ip access-lists test
IP access list test

10 deny ip 100.1.1/24 any

20 permit tcp any eq www any redirect port-channeld

30 permit ip any any redirect
Ethernetl/1,Ethernetl/2,port-channel?7,port-channel8,Ethernetl/12,Ethernetl/13

WIZ, MACACL CTAP 7 7 U F—> a0 R —2H/ETHH 2R~ LET,

switch# configure terminal
switch (config) # feature tap-aggregation
switch (config)# mac access-list mactapl
switch (config-mac-acl)# 10 permit any any 0x86dd redirect port-channell
switch(config-mac-acl) # show mac access-lists mactapl
MAC access list mactapl
10 permit any any 0x86dd redirect port-channell

W2, TAP T 7V A — gy R —Z2 L AF¥2A4 B —T oA AT X v FT 5
ij‘o

switch# configure terminal

switch (config) # interface ethernet 1/2
switch(config-if)# ip port access-group test in
switch (config-if)#

MPLS X R v EVT DEETE

MPLS X k1w E2TDEME

MPLS X b w B T % 7 a— )W IENZTEET,

48 H RIS

zz I}

ZRL

MPLS A b U w B Z B AT HRNT, T _XTDOLA Y 3B LONVvPCHREZ NI L E7,

modetap-aggregation =~ > KZfEH LT, TAP 7/ U ¥ — 3 v KU v—%&T ACL & L
AX2A L H—T 2 ZAETITIR—F FrRVCTE v F LET, FEMICHOWTIE, TAP 7
TNV — a9y RV —DA B —T A A~DTEZvTF (9X—) 2B L TLEE

AN
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ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

T — VR ET— REBE L ET,

ATv T2

[no] mplsstrip
1 -

switch (config)# mpls strip

MPLS A bV v B> 7% 7 a— /U2
N LET, Zoa<wr RO noERE
BRI 5HE, MPLS A b U v B0 7 )3
b E7,

ATvT3

[no] mplsstrip mode dot1q
1 -

switch (config)# mpls strip mode dotlqg

VEA VI N AR—= LDy bO
VLANZ ¥ 72BN LET, #2716
9B M) H D VLANIL, AJ1AR— k
THETHALERDH Y 7,

ATv74

W24 copy running-config startup-config

1 -

switch (config)# copy running-config
startup-config

FElTar 74 X¥al—ark, AX—
Ny a7 4¥al—g iz
[:0\___ Lij‘o

VLAN 2 J DEER—

hDEXE

VLAN # 7%, ZEA— MRENPOGEHEINET, AJI/MHIAR—ME, 4 — 3y bEIX
=K~ Fx XN DONT NN TT,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT2

interface type dot/port
fi

switch (config)# interface ethernet 1/26
switch (config-if) #

RELIEA v Z—T = A AT LTA
F—TzfA AT 4 Fal—vay
T— NERHLET,

ATvT3

switchport

1 -
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weis 5~ oeme s [

AU RFERETOVa Y

B8

switch(config-if)# switchport

GE) A B=T A APV AF
24 F =T A AToHDHZ

EEMERLET,

ATvT4

KOWTHhOa<wy REASLET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
B

switch (config-if)# ip port access-group
test in

switch (config-if)# mac port
access-group test in

TAP ) TRRE SN IPv4 F 721X MAC
ACLZA v Z—T7 A AZHALET,
Zoavry Ron e EHT &
A B —T A AND ACL ZHIBRL £
7

ATy TH

WONWTIhDa~r REASLET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
1 -

switch(config-if)# ip port access-group
test in

switch(config-if) # mac port
access-group test in

TAP 45 CREE &7z IPv4 £ 721X MAC
ACLZA VX —7 A ACHMALET,
Zoavwry Ron e EHT &,
A H =T A A5 ACL ZHIBRL £
7

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch (config-if)# copy running-configd]
startup-config

EfTar 74 X¥al—ark, AX—
NPy a7 4Xalb—g 0402
EO_ngjﬂo

MPLS S5~ JLD:EM &

HiIlBR

TNAAE, TV —LNTAP A VX —T = A ATARRALRT NNV EZET DN T )L % 8)
Mz EcEx£4, £/2. AXT 4 v 7 MPLS 7vZBIME-ITHIRCTE £,

1R BRI

TAPT7 7V =2 a v RY =B ELTA v H—T oA AT X v F T LMV T,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] # ML T 72 &0y,
HIDS NI > P EREET H720I2lE, ANA v Z =T =2 ADVFA VI T I vay
EHHALCH 7 77V =2 a v ACLERET HHMENH Y £,
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B sxvacrrLzosze

FIg
= I N3 il S = By
R w 71 | configureterminal Ja—r\)ary 7 4X¥al— gy
i - E— FERBLET
switch# configure terminal
switch (config) #
AT 72| mplsstrip label 7L FEELIEZAXT 4 v MPLS 7L %
i : EBMLET, LD 20 By MED
) . , DAIZ 1 ~ 1048575 9,
switch (config)# mpls strip label 100
GE) ZOCLIZ, kD7 7T R
A=V T Ty b7 F—Lh
A v FERE, EEF
T L fiIREE ] OHTMPLS
AN By BRI E
INTTRTOT T v b
Tr =2 ALy FTHAT
TET,
* N9K-C93180YC-EX
* N9K-C93180YC-FX
* N9K-C93240YC-FX2
* N9K-C93180YC-FX3
* N9K-C93600CD-GX
[no] mplsstrip label {label |all} =~ > F
X, FBELIAXT 4 v 7 MPLS 7%
NEHIBRLET, al &7 aix, 7
RTDAET (v 7 MPLS 7~ /L% H
@Lij—o
ATw 73| ({£&E) copy running-config FEiTar 74 X¥al—arvk, AX—
startup-config NPy ar74¥al—igrila
‘ﬁu . tf“_‘L/EE'i}
switch (config) # copy running-config
startup-config

585 MAC 7 F L A DEETE

HIfREN-H 17 L—AL D3I MAC T KL RAEHRETEET,
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FIE

wps s~ t—vs0EE I

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

mpls strip dest-mac mac-address

1

switch (config)# mpls strip dest-mac
1.1.1

~y B —=nllEEnzH 7 L—AD%E
FEMACT RLAZFRELET,

MAC 7 R LAk, RO 4 DOV ILH
DN THETE £,

*EEE

» EE-EE-EE-EE-EE-EE

* EE:EE:EE:EE:EE:EE

* EEEE.EEEE.EEEE

ATvT3

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

EFar 7 4 X2l — gk, AX—
Ny arrg s F¥al—vg iz
I:O*_‘ LSETO

MPLS SR IT—U VT NDEH/RTE
EHENTHWARNWF AT I v 7 MPLS 7R — 70 M A ZERTXET,

FIE

ARV RFERRTIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
E— &R LET

ATvT2

mpls strip label-age %18 4 i
il -

switch (config)# mpls strip label-age
300

HAF w7 MPLS 7L N — T
U T AR AREELET (B) , A
1% 61— 31622400 T3,
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ARV RFERETIVa Y

B8

RATv7F3| ({EE) copy running-config
startup-config

1

startup-config

switch (config)# copy running-config

FEFar 74 Xal—ark, AX—
Ny a7 40 Xalb— g0 a
I:Ob‘l_/giwg‘ﬂo

MPLS X b wEVTRTEDIESR

MPLS A bV v BV T OFRTEEFERT HIZIE, ROWTNDOIEEEZITVET,

avy kR

S0

show mplsstrip labels[label | all | dynamic |
static]

MPLS 7~ VICB T A 1FRE=FR s LET, K
DA T a rEBRETEET,

*label : T 5T ~L

cal : TRTOIT~NILEETTDHZ L AR
ELET, 2B T 7L OF T3
T,

sdynamic: ¥4 73 v 7 TNLDHER
THLZLEEELET,

sgatic: AZT 4 vV TFTYLDRIRFIRT B
TEEBELET,

wIZ, T_XTH MPLS 7L EFRT BB ZRLET,

switch# show mpls strip labels
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label

Interface - where label was first learned

Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age
4096 Ethl/53/1 15
4097 Ethl/53/1 15
4098 Ethl/53/1 15
4099 Ethl/53/1 7
4100 Ethl/53/1 7
4101 Ethl/53/1 7
4102 Ethl/53/1 39
4103 Ethl/53/1 39
4104 Ethl/53/1 39
4105 Ethl/53/1 1
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MPLS 2 kY wEL S hovassusArzyrynsu7 [

4106 Ethl/53/1 1 1 217

4107 Ethl1/53/1 1 1 217

4108 Ethl/53/1 15 1 210
* 25000 None <User> 39 1 206
* 20000 None <User> 39 1 206
* 21000 None <User> 1 1 217
WIZ, ALT 427 MPLS 7L DHRFERTHHERLET,
switch (config)# show mpls strip labels static
MPLS Strip Labels:

Total : 3005

Static : 5
Legend: * - Static Label

Interface - where label was first learned

Idle-Age - Seconds since last use

SW-Counter- Packets received in Software

HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
* 300 None <User> 403 0 0
* 100 None <User> 416 0 0
* 25000 None <User> 869 0 0
* 20000 None <User> 869 0 0
* 21000 None <User> 869 0 0

MPLS A FYWET A9 38K USRILITRN)D
9U7F

MPLS A N w7 BT 2 b %7 U T3 51003F, ROEEEZITWVET,

avw vk E):g]

clear mplsstrip label dynamic MPLS T ~JL T —T B ZAFI v 7 TN
Nz N EIIVTLET,

clear countersmplsstrip TXCTOMPLS A N v T Ay B2aD

WIZ, TR_RTOMPLS A MY o T h oo 2527 V73T A50%2 R~ LET,

switch# clear counters mpls strip
switch# show mpls strip labels
MPLS Strip Labels:

Total : 15000
Static I
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

4096 Ethl/44 15 0 0
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B veszruversomeEs

8192 Ethl/44 17 0 0
12288 Ethl/44 15 0 0
16384 Ethl/44 39 0 0
20480 Ethl/44 47 0 0
24576 Ethl/44 7 0 0
28672 Ethl/44 5 0 0
36864 Ethl/44 7 0 0
40960 Ethl/44 19 0 0
45056 Ethl/44 9 0 0
49152 Ethl/44 45 0 0
53248 Ethl/44 9 0 0

MPLS X k1) v E> YT DEXEHI
WIZ, AXT 427 MPLS 7L Z BT 501~ LET,

switch# configure terminal

switch (config) # mpls strip label 100
switch (config) # mpls strip label 200
switch (config) # mpls strip label 300

TOMDSEEH
A

REIEE TX=aT7ILEA ML

IP ACL ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]

MAC ACL ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guidel

R— M F ¥ RNy ['Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guide]

UE—h E=#1U>27 (RMON) RMON D%

A v F RAR—k 77 4H% (SPAN) SPAN D% &

NG TNY =T 4T ['Cisco Nexus 9000 Series NX-OS Troubl eshooting
Guide]
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