R)O—R=X JFALY FDEE

ZOET, WONETHELINLTWET,

e ARV —_R—=ZADY FA L7 MZONT (1 =)

ARV —R—=2DY XA L7 NOWEBEFELHEE Q—)
e ARY v —_R—=2 UK A L7 MEREDA RX—T Mk 3 ~<—)

e b— K RY —DFFKE 3—)

e ARV == U A LT NOFEEDOHR (53—)

e ARY v — R—=R VEA LT FOFREF (5—)

R O—R—=ADYFEALY DT

KUY —_R—=2DYHEA L7~ (PBR) (Z. V=T 4T T—TN I I T v Fh)NA IR
L. VXLAN R CRIZEFREMR A A N KRy TP N T 74w 72 VXA LT bTHAT=
ALERMIELES, ZOMREICEY, 77 AT U= — R RXT YR DL A Y41
AXTTNAANDY—ER UFA VLT g NaRRIZ £,

PBRTIZ. FNTF 7 4 v DEEELEFBETAL—AEZFEHLTL—F vy 2B ELET,
N—hr=v7E, TFr MIOSVIIZHEA SN, AA MUDOA v —T =2 ANET 77
IR TRELERRER R AN Ry FA~ADNTF T 4 v 7B EH 2 F3,

NFT7 4 I WA —N—LAMNSLVTEPIZER L, BIOXRIT A NEy IV XA VT NT 50
EHRHHF YA TiE, LAVNISVIWCHET A7 77 U v ZIZPBRAY > —% A2 %N
HHFEF,
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Spine

PBR rules on Leaf

Redirect to FW

Tenant VMs / servers Tenant VMs | servers E
(App group 1/subneti) (App group Z/subnet?)

AIORTIE, 77V = a v JN—F1ET7 7V r—yay ZA—720@E1%, 774
)V R TTF > F VRF DVLAN [B/VNIV—F ¢ > 7% L CitbhvEd, 77V r—vav 7
N—TNDET TV r—2ay TN—T2~DRNT T4 I BT 7 AT Ur—/LEEEBT DN
PRDHDH NI BUERNHLYA, PBRAEV—%2FEHLTCRN I 7 v 72U XA L7 NTEE
T, WOBEA=Ny MI, " T 747 7a—%0 XAV 7 M5OI ERREZ Rt
LET,

PBROZEMIZHOVTIE, INX-OSTOHOPBR] #ZBHRLTL 72 &0,

RN O—R=ZADYFA LY FDFEEIELFHIKNEIE
PBR over VXLAN (2%, WROEEFHE L HIRFESEH S ET,

s DT v b7 4 —2A1L, PBRover VXLAN Z AR — kL TCWET,
« Cisco Nexus 9332C 5311V 9364C 77 v h 7 4 —L AA v F
e Cisco Nexus 9300-EX 7*'Z v b 74— AA v F
« Cisco Nexus 9300-FX/FX2/FX3 7' F v h 7 4 —h AL v F
* Cisco Nexus 9300-GX 77 v b 74— AA v F
« -EX/FX 7 A ¥ 51— K% 2. 7= Cisco Nexus 9504 33 L TN9508 7T v b 7 — L AA v
o

* CiscoNX-0S U U — 2% 10.2(3)F LA, VXLAN #&H ¢ SRv6 % Cisco Nexus 9300-GX2 77

N7 —5h A v FTHR—FINET,

+ Cisco NX-OS U U — % 10.2(3) LAF., VXLAN PBR #fEl%. §XTD TOR A A v F D
VXLANvV6 CHHR— F ZE 7,

* PBR over VXLAN (%, IP SLA, VTEP ECMP, ¥ X N set {ip|ipv6} next-hop ip-address ==~
v Rdload-share ¥ — U — R&# 3R — K L TWEHA,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/9-x/unicast/configuration/guide/l3_cli_nxos/l3pbr.html
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R O—R—=X )54 LY FMEREDA *—TILiE

1R8O BRI

N— b R —FRETDHITIE, HONCORY ==X U XA L7 MEREE A X—T /L
ELTESLERDHY £7,

FleD#HEE
1. configureterminal
2. [no] feature pbr
3. ({EE) show feature
4. ({£E) copy running-config startup-config
FIEDEEHE
ARV EFEREET7TIVa Y B#
A w 71 | configureterminal Ta—r ) ar7 4 Xal— gy T— NERh
15'] : L/iﬁ‘o
switch# configure terminal
R F 2 |[no] feature pbr RY = R—A V=T (¢  THEREZR A F—T T L
f1 E R
switch (config)# feature pbr
ATv T3 ({LE) show feature AhB L S lier R L ET,
1 -
switch(config)# show feature
ATv 74| (L&) copy running-config startup-config CORELERERFELET,
1 -

switch (config) # copy running-config startup-config

o EE r.L1
IL— kR O—DEKRTE
R = _R—AN—TFT 4 VT TN— vy T E2EATLHE BEAVF—T oA RINV—T ¢

VIR —HED U THZ ENTEET, CiscoNX-OS I 7 A M Ry 7RIS v Z—
TxA AR THEEIC, Xy bEA—T 4 T LET,
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\)

GE) AAvFITUL. IPvd F T 7 4 v 7D RACLTCAM UV —2 g U F 7 4V b THESHRLTY
i‘a_o

1R BHEIIZ

RY=_=2 =T 4 7 RV =@l T521E, H50CHRACLTCAM U — 2 &~
Z (TCAM I —bE U 7 & MHLT) RETOILENSH Y 7, FEMIZ OV T [Cisco Nexus
9000 Series NX-OS Security Configuration Guide, Release 9.2(x)] @ [Configuring ACL TCAM Region
Sizes|] DHAZZML TIZE W,

FIEDHE
1. configureterminal
2. interfacetype dot/port
3. {ip|ipv6} policy route-map map-name
4. route-map map-name [permit | deny] [seq]
5. match {ip | ipv6} address access-list-name name [name...]
6. setip next-hop addressl
7. setipv6 next-hop addressl
8. ({EE) setinterfacenull0
9. (f£&) copy running-config startup-config
F gD F%H
ARV KRFERETI a3 BHY
R w 71 |configureterminal ra—x)L a7 4 Xl — gy F— N2t
1 - LETS
switch# configure terminal
R T 72 |interface type slot/port A B =T 2 A AFET— REHBLET,
1 -
switch (config)# interface ethernet 1/2
7w 73 |{ip|ipvé} policy route-map map-name IPv4 E£7213 IPv6 WY o —_R—Z L—F ¢ 7D
#l - N—hr~vo T A F—T 2 RIHV Y TES,
switch(config-inf)# ip policy route-map Testmap
R T 7 4 | route-map map-name [per mit | deny] [seq] N— bk =y TEERT B0, FIEBEFOL— R
Bl - ~y FIHIET B = b~y TRET— FEBE L
switch (config-inf)# route-map Testmap iﬁ—o V= ]\ vy T DL }\ U %J”EJ?H‘U’% K@i\
seq ZfEM L £,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-92x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-92x.html

| Rus—R—2yFqLY bOBE

Kyo—n—z yx1Ly rogEokER [

AU RFERETIVa Y

B8

R 7§ | match{ip |ipv6} addressaccesslist-namename[name...] | | -5 % 72 (355D IPv4 £7213 IPv6 727 A 222 |k
i - 7—/L U AR (ACL) 2% LT IPv4 £72(L1Pv6 7
switch (config-route-map)# match ip address Fﬂ/;(éiﬁgé§lJE£jro ::0):1<’L/ffkiﬁiy i/hﬂf{tA
access-list-name ACL1 AN—T 4 THTHY, V=~ T4 VEZ VT

F IR CITER S N E T,

AT 76 |setip next-hop addressl WY S —_R—=Z—F 4 T ADIPVEFR T A R
#l - T RUVRAERELET,
switch (config-route-map)# set ip next-hop
192.0.2.1

AT 77 |setipv6 next-hop addressl RY —=_R—=2 =T 4 VT HDIPV6 7 A hiK v
- T T RVAERELET,
switch (config-route-map)# set ipv6é next-hop
2001:0DB8::1

ATw 78| (&) setinterfacenullO N—T 4 TS DA 0 —T oA RAERREL
il - EF9, Ny bRy 7T 503 nullo A o F—

y | . T A ARHHLET,
switch (config-route-map) # set interface null0

AFwv 79| ({£E) copy running-config startup-config COBREEFERGF LET,

1 -

switch (config-route-map)# copy running-config
startup-config

R —AR—X )FA LY FDETEDHER

RY —=_=2 VZA L7 MREFREZFZTT DT, ROEEDONT NP ZITVET,

RYS—R—=X YFAL LY D

avw>v R BHH#
show [ip | ipv6] policy [name] IPv4 F 7213 IPv6 B U o —ICBT A5 &
Lij—o

show route-map [name] pbr-statistics

RV o —fah AR LET

route-map map-namepbr-statistics 2~ > R&EH LAY > —%HEhZ LEJ, cear routemap
map-name pbr-statistics 2~ > RZEH L TCZNHDORY > —%2 27 V7 LET,

=L

=% 7E 5]

P —E 2 VIEP Z[&< T _RTHOTF >  VIEP THROBREEZEITLET,
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feature pbr

ipv6 access-list IPV6_App group_ 1
10 permit ipv6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6_App group_ 2
10 permit ipv6 any 2001:20:1:1::0/64

ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6_ PBR Appgroupl permit 10
match ipvé address IPV6_App group 2
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4_  PBR Appgroupl permit 10
match ip address IPV4 App group_ 2
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

route-map IPV6_ PBR Appgroup2 permit 10
match ipvé address IPV6_ App groupl
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4_  PBR Appgroup2 permit 10
match ip address IPV4 App group_ 1
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

interface VlanlO

! tenant SVI appgroup 1
vrf member appgroup

ip address 10.1.1.1/24

no ip redirect

ipvé address 2001:10:1:1::1/64

no ipvé redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_ PBR Appgroupl
ipv6é policy route-map IPV6_ PBR Appgroupl
interface Vlan20

! tenant SVI appgroup 2
vrf member appgroup

ip address 20.1.1.1/24

no ip redirect

ipvé address 2001:20:1:1::1/64

no ipvé redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_ PBR Appgroup2
ipv6é policy route-map IPV6_ PBR Appgroup2

On the service VTEP, the PBR policy is applied on the tenant VRF SVI. This ensures the
traffic post decapsulation will be redirected to firewall.

feature pbr

ipv6 access-list IPV6_App group_ 1
10 permit ipv6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6_App group_ 2
10 permit ipv6 any 2001:20:1:1::0/64

. RYS—AR=R YFLLY FDHEE
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ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6_ PBR Appgroupl permit 10
match ipvé address IPV6_App group 2
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV6_ PBR Appgroup permit 20
match ipvé address IPV6_ App groupl
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 10
match ip address IPV4 App group_ 2
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 20
match ip address IPV4 App group_ 1
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

interface v1anl000

!L3VNI SVI for Tenant VRF

vrf member appgroup

ip forward

ipv6 forward

ipvé ipv6 address use-link-local-only
ip policy route-map IPV4_ PBR Appgroup
ipv6é policy route-map IPV6_PBR_Appgroup
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