A3 T499ELXUVFALATI v NATZE
HADERTE

e Xy FU—2 T RLABHOWE (1 ~—)

« AXT (v 7 NAT (BT DR 2 2—)

« XA F 3 w7 NAT OME (4 ~<—2)

cHALT T RAI=AL (43—0)

* NAT ONIT RLABLOGNET RLA (5 5—)

e HAFI I NAT DS =)L FR—F (6-3—=)

c AXT 4 v T BIORXAF I v 7 Twice NAT OBEE (6 X—)
« VRF 5fJi NAT (7 ~=—%)

« AZT 4 v 7 NAT OEEFHB LOHKEFEHE (9 ~—)

« XA F w7 NAT OFFIFE (11 <—)

« XA F I v 7 Twice NAT OVEEFHEL LOHIKFE (13 2—)
« TCP 583 NAT OB FHEL LOHREE (13 X—)

o« AXT 4 w7 NAT OFE (14 X—)

« XA F v NAT OFRE (25 2—)

Y bIT—0 T FLAZBOME

F v hU—27 7 KL AEH (NAT) X, BEFEINTHRWIPT RLAZEH LTS U H—F v
Nt T 57 TAR—FIPA VX —Fy NI =T A F—T ML ET, NAT LT /34 A
(CEN 20®*/%7~7%%ﬁ?6%®)T%Wt\ﬂﬁy%%%@*ykv%7mﬁ%
THANS, HRNF Y hU—27 D (Fa— W Z—EBEDT RLVATIERL) 774 _X—KIPT
hvx%Eﬁ@m?bvx*W@Li¢ NAT (X, *> hU— 7£m WL T1ODOIP T R
VAT ENTICT RARZ AL T EHLEHICRETXET, Z O V. 1ODIPT FL A
D%HAIZHNE A~ b T — 7 2R E R %ﬁ_&f\k%;9%4ﬁ%m3ﬂiﬁo

NAT BERE SNT2T 3 A2, Wy hU—27 4%y N T —27 OZFNEUCER T
HAE—T A ARLRLEH 1 DT OB 3, EERNRERIETIL, NAT ZA X7 R 2
AV ENRY IR—VOMOHONL—ZIZEESNET, 7y "R RKAAL UL HTITL &
X, NAT Zu— AV CTEMOHHEEIL T RLAZ 78— L T—EO 7 RLAICE#RELE

ZREFA v BEUFLF vy NATZROEE [



RETAVIBLUVILF Iy NATEROFE |
B =557« vynaricey aiEsm

To X7y R RAAL UNCASTL DB, NAT X7 v — VU —ER5ET R A%k —
HV T RUARIZEBRLET, HOEPNEEGEETIHE. Hx O NAT IZE CERT —T V%
o TWAMENH Y £9,

NAT % RFC 1631 IR & TV E T,

AT 4 w4 NAT IZEE9 A 153K

ABT 4w Fy NT—27 T RUAZEHE (NAT) 2HT 5L, =2—VFEINHEe—L 7 KR
VAMMWBANR 70— LT RUASND I I EBMAERETHZENTEET, ZhiCEh, N
WPOINE N T 7 4 v 7V BLOINTINONHE T 7 4 v 7 ~DIP T RL A ER— hEFO
JF ORI AIREIZ 72 F£97, CiscoNexus 7 /34 A Xkt v RLANAT Z 9 AR—FLET, T
X, BEFONAT 877 ¢ v 7 7 —Z@8% 5 2 3712 NAT 3% & C NAT £ #2800 % 7= 13H|
BRCExBZEEEWRLET,

2ZABF 47 NAT Tld, TIA4_X—F T FLANBART Y w7 7 R A~OEELBNVER
ENFET, AFT 4 v I NAT TR I R—ZATT RLANE D B ToENLTD, T —
N7 RUVRERUEDONRT Y v 7 7T RUVABMETT, AFT 47 NAT Tix, 7Y v 7
7 R ALEGT 588 CRILTH Y . KR AR FET 5729, s8Ery hT—
I DRA NMIEWEHRDEARNSD T T 4w V7 HHBTEEST (FONT 7 4 v 7 ZFFT
DT A VRANRHLGE)

HAF Iy 7 NATBLIOR— K 7 RLRZH (PAT) Tlx, AR MIgkiT2E#IT LI
BB T RUVRAERIIHR—MEERHLEST, ¥4IV 7 NAT L AT 1 v 7 NAT DE7RE
VWME, AFT 4 w7 NAT TIlE U B— b 7R A MDBEHRFLDOR A b~ ZRIBTE (£
BT HT A VANRHLIEGE) . 4TI v 7 NAT TIRHBBETE RN E NI JT

7T

KOBNT, —MRIRAZT 4227 NAT DY F VAR LET, BRIFICT 7747 ThD
Teth, ZEWRGRAA R LY E— b AR DOWSTHBAZERTE, ~ v 7 7 R LA static
g RIC k- TEHIIZEID B TohET,
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R8T 44 NAT 2T B154R .

1: 2374979 NAT

Inside Outside o
Interface Interface

Internet
Cisco Nexus device
Inside Network x " Outside Network
Inside Local <> Inside Global {
Inside Local Outside Global
Addresses Qutside Local <—> Outside Global % Addresses
NAT Translations L= T ' g

WIZ, AXT 4 > NAT B3 2 D& >FE e HiEE~ LET,
*NATOWNE A v X —T 2 A A TTARX—F Xy NT—=ZZHTDHLA VI F—T =
/I)XO

e NAT DAEA  H—T oA A RXT Vw7 Ry NUI—JIZHTDHLA VI A L H—T =
/I)Xo

B —=HNT RLVA Xy hT—=TONEE (FT7A4X— ) MFCERSNLEEDT L
Xo

cJu—sVVT KL R Ry EU—=T O N7V v 7)) BFICRRENDEREDOT L
Xo

e EHD IP 7 KL & : Network Information Center (NIC) <PV —E R 7 A X — |2 L1 E|
DH¥THNZT RLA,

s NI —H L 7T RLA N Ry hU—7 EORAMIEIDVSETONTZIPT FLA, =
DOF RUVAIZIEHDOIP 7 RLATHALETH D XA,

T —H N T KL A NER Yy NU—I S RIZANHEARDOIP T RLUA, Ziid,
WESR > BT —27 DV—F ¢ T A[BERT R L AZEMMNBEIV Y THENL =0, EHOT
RUVATHDLILEITHY /A,

cNE 7 a— LT KRR 1D EOREFH e —H/VIPT LR EAMNTICH L TERT =D
FHFHTEL2EHDOIPT LA,

HEH T a— L T KU R L RA NIAEEDRINBR Y NV —27 LOFRA MNIEID B TS IP
T RLVZ, ZOF7 LA, A— FAlfERT RLRAERIT Ry T — 27 22 5HE0 24T
SNEZIEROT FLATY,
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A4+ v NAT D=

HAFIv T 2y hT—2 7T RLAZEH (NAT) TlE, EEOT FLAD I L—71%, 56k
Fv hNU—7 b ChA—TFT 4 VT fElR~ v B T T RLAD T — VA ENE T, £7-44
T w7 NAT TlE, REFEDOIP 7 RV A EBEFHIP T RLART—xf—D~ v & Vi
SELETO, BERHC T — AN TR RTRER B GRE AT RL A K-> T, = v B 7138 kL
3

HAFI w7 NAT ZREHHAT L L, FHLTOWDENEFR Y hU—27 LH4Ex% Yy T —2
FFIA A =%y M, 77 A U= BEESNET, XA T I v INATIZ, AX TR
AL UNTRIGEINTZEROAZTFAILET, INEAx Y hT—27 LOT A A%, ki %z Bk
LTWARWRD, 2y hT—=7NOT A RZERHTE A,

AT Iy 7 NAT De, BHEHRD T 7 4 v 7 T3 ATZAET 2 £ TiE, NAT £#

T=T I ERT S NYBPFELEY A, AT v 7 EBIE, Loy Y HDAR—
RAEMRT DTEDIEH I TORWEE, 7V T EREXA L7 U bSivET, @7, NAT
i b UL, Ternary Content Addressable Memory (TCAM) > kU NHIREND L7V

TEINET, XA T Iy INATEHRDT 7 4V b ODF/NIA LT 7 ME3055TT,

\}

GE) ZOHETHHAL TV ipnattrandation sampling-timeout =< > RiZH R — h ST EHA,
FEAHERITA VA D= LFEBRDONAT R Y =2 60 Z L ITIES N E T, 4D OFEaHEH

ZALT

X7 0= T 7T 4 TNETIELT 7T 4 7T TR ERET DO SV E T,

AT Iy INATIE, R—F7 LR (PAT) BLUT 7 8A=ar br—L Y2k (ACL)
ZYR—FMLET, PAT (BERLEBVD) | A== — NIRBEFEOEEDO P T KL A
B, SEIERF—FEMEI ZLITL T, BEFAOHE—DIP T RLRIZw v BT T 5
A AF 7 NAT O 1 JERETT, NATRREIZIE, R U EITR R DACLERHSEE O X 1
SV UNATEWEZ GHDH LN TEET, 7277 L., BEDACLICKH L THRETE S A 4 —
7 A A1 T,

2w F T, WONATEW A A LT 7 M EZA<—NY R —FINTWET,
stimeout : A 73 v 7 NAT ZH DX A L7 7 M,

2 A LT MEOEFIX, 1~172800F0T7, ZHZiFH o7V T XA LT MLEE
nEJ,

udp-timeout 5 X UM timeout fED ¥ A ~—|Z, ip nat trandation sampling-timeout (ZF% € S 1172
AALT T MERNY T—ENFET a~v L RTHRESNTWNDLZ A LT T FOWRAEINIZZIC

MU H—shET,
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NAT o7 KL B & U7 KL ]

\)

(B ==V VI L TRETERRD 3 SORRDA T a BN £7,

cHA LT TR FTRTDOEATD 71— (TCP B LNUDP W) IZEHATEETT,
« TCP TIME-OUT: TCP 7 1 —|Z® %3 il A2 ¢,

« UDP TIME-OUT: UDP 7 & —{Z D38 F Al RE T,

GE) BEINTEAALT U NORNIAFT Iy 7 = M) EERT D E, 1REROT 740 hO X
ALT U MPEHENET (60 01%) . XA LT 7 NERE L%, clear ip nat translations
al a~r FEANTHE, RESINTZZA LT T MBENZ/R0ET, XA LT T ME, 60
~ 172800 £ TRIET H Z LMW TE LT,

NAT DRE Y FLRAB L UNERT7 KL R

NAT N & 1E, B#A LEE T OB T 5%y NU—27 2L E T, NAT BexiE S
TWAEAE, 20Xy NU—ZNOFRA M, BOZERM (ZFa— v 7 RURZERE LTHD
NTWD) IZHdrbDE LTy NT—27 OIMANZEN D 1 DZER] (m—A V7T KL RAZER &
LTHBNTWD) NOT RLAZFFOZ L2720 7,

FIREIZ, NATAHERE1E, AX T 32y NU—I RN T 23y NU—27 %2 LE9, @E. M
HOBEHTIZEH Y ¥, By FT—TNDORA FEEBRONRIZTIHZEHTE ST
O, TNHDRA bR =L T RLALTa— L 7 RLAZRFFOZ ENTEET,
NAT T, ROERDIEH S ET

s u—H/N T RLA: Ry NT—7 ORNARRZIZFRREINDZ 0 — LR IP T RLATT,

e I — LT RLA Ry NU—7 OIMAIER N EREND 70— L7 IP T RLAT
7,

N — /L T RLA : NEiRy hU—27 EOFRA MIEID Y TCOHNEZIPT FLA, 2
DT RLAE, < DHE, A v X —Fv b Fy hU—7E#RE L Z— (InterNIC) <°
P—E R T Z =L 0B YL TENTZEROIP T RLATIEEH Y 8 A,

cWNENZ m— 3L 7 KL A ANERICIANT T, 1 DL EONEn— B /L IP 7 RL A ZRHE L
JZIEHOIP 7 LA (IntertNIC F72013V—E A a X/ A —c X VE Y4 Toh=b
D) ,

T — N T RL A Wiy U= WE RN ARARDOIP T LA, 43 LD
FEROT FLATHY FHA, WETL— MA[RERT FLAZEMLEID Y THENZHD
<9,
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RET 4V ELVIAF Iy NATEROEE |
L HR—

A S — LT RL R ARy BTV IHIET AR A MK LT, AR NOFTEHE
WICEVEY LB THNTZIPT RLAR, ZOT7 RLARIL, ZFa—)LZ/Lb— hA[RERT KL
A, FlZEXy U= 2@ LEY L THEREL DO TY,

B4+ 32y NAT D T—)L HR—

ARETaw

CiscoNX-OS I, # A FT I v 7 NAT DT/ — V&P R—KsLET, ¥14F 7 NAT 27
5L ﬁm—ﬂw7bvxw7—w% ¥ELTC, FILWEHRT LICT— b7 a—oN e 7
RLUAZEIFNZEID Y THZENTEET, 7 RLAR, By ya UAHIRBOINICAR D0, B
U oz ic ~w EEINET, 2Ly, BHCESHTT KRR %2 X0 2RI
TEET,

PAT O ¥R — MMZiL, 7D%AW7FVX7%ﬂ@ﬁmﬂEiﬂi¢o_ﬂ VIPT R
L ADEHRNE 5T %méﬂiﬁomﬂﬁ\T%Fﬁﬁ%ﬁﬁbf\*rulo@WT
RLRZHNEZLET, R— FDNEY T L—TTROT N> T2HBEe, o IP T
RLUARERESNTWDEE, PATIZROIP 7 RLAIZEE LT, 22— —EHR 7 — /I
DNT, (VY—AFR— b EERTIN, TNERFLEII ERAT) BV Y TERELET,

HAF I w7 NAT BELOPAT Tlt, A A MIBWT H7-ONZRRET RV AE TR~k
ZHEHLET, 4TIV NAT L AT 47 NAT DEREWVIE, AF¥T v 7 NAT T
XU E— b R SDPEEHLDORA MDA mTE (ENZFH 3572782 JRX b
NHIHILE) . XA F w7 NAT THEHBBTERVWE WD HTT,

FAF Iy 7 NAT 3, a— RV TRERTERY, 723 n — D VICRESILTWRWIP 7 R
vzmﬁ—w%ﬁ%fbio_uﬁémfwéﬁu\7&%9 A 774 v 7L DEST
MISS & RS ET, ZOEMEIZ . show system internal access-list dest-miss stats
:7yP@mﬁmDmTMm&b?y&@%ﬁﬁﬁﬁénifoDHﬁMBS%%%ﬁm\Gwo
NX-0S U U —2 9.3(5) LABETH AR — b SHE T, CiscoNX-0S8 U U —2A 10.1(1) AR, Z O
BEIX Cisco Nexus 9300-FX3 77 v N7 4 —A AA v F THR—FINET,

HDELVFAF = v Twice NAT D E

BEITLIP T RV RESEHIP 7T RLVADE TN, Xv hU—27 7 KL AZEH (NAT) T34 A
PR T HHE—0Nr v b E L TEBRINDGE ., Twice NAT & ML E 9, Twice NAT 1.
ABT A I BIOIATI v IV EBRTHR—FSNET,

Twice NAT Ti&, 2 2D NAT £t (1 DTN, & 5 1 DITLEH) 2E|m 7 V—TD—HE L
TRETEET, ZNOLOEHIT, NATT A AZ@BT 2 —0 7y MIEHATEET,
TN—T D=L LT2ODEMREBINT D & il 2 OZH L FES ST EHO M T B3 AT
e ET,

NAT WAL, 737 v R OSNED BANTICIEI D & ZIZEETIP T FL R LR — hEF%
EELET, A#/F#%%ﬂ%ﬁ% RS E X, 58P T RL AL R—FBEEEERL
T3, NATSMEEHL, X7 RIS NSNS & EIZEETLIP T R A LR— |
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var 5355 NAT I}

BEEET L, N7y bBNENLANBICRSD & XI5 IP T FLAER—FEEEEFEL
\iﬁqo

Twice NAT ZfiH L7aWE, EHETLIP T RLRER— " ES, 01356 EIP T RL 2L
A= FEBONT NN 1 DOEHIL— VOB MIEHA I E T,

R NV—=TIZ@T DAL T 427 NAT ZH#uE, Twice NAT sXEDXHR LD £, A%
T4 IBRELTN—TIDBRRESNTORNEGE, Twice NAT REITHEL EHA, FL—
71D THBI SN D H—D 7 N —T 1@ T 2T X TONELR L OV NAT BHiix, <7272 -
T Twice NAT xRk L £ 77,

KA F 2 w7 Twice NAT ZH#ilT, FRIEFIN- ipnatpool £721X 4 V4 —T =4 RBEH
BIENDEINTIEEILIP 7 RL R LR — FRESOFMERIRLES, Ty b 74021 v
ZIXACL OB L > TITDIL, N T 7 4 v 71354 A4 F X v 7 NAT BHL— /L O 5 mh B 5
BENHENDY T, 2O, EETEMITIZY AT Iy 7 NAT V—VE2EH L TITH
nET,

A F w7 Twice NAT TlE, 2 D0 NAT 254 (NER LM 2 E# 7 —TDO—fE LT
RETEET, 1 DOLHIF AT I v 7 T, MOEMIIAZ T 4 v 7 THLHLERH Y F77,
INSD2ODEMNERD TN —T"D—5ThH DG, WEk LAMT £ 721398580 5 N D
WTHALNTNAT 73 R &l d 5 & &2, WFOEHEZ 1 DOy MIEHTEET,

VRF xf s NAT

VRERTGSNATHEBEIZ LD . AA » FIEVRF (BB —TFT 4 U 7B L OHEEA VAX L AR) DT
R AZEMEZZHRL, Ny NEEABTEXET, ZTl LV, NATHEEEIZ2-> D VRFRE Cff A
SNDEET RVAEBO N T 7 4 v 7 BEBRTEET,

VRFXGNATIZ B 2 E FIA

« VRFXISDONATHEREIE, NIK-9408PC-CFP2, NIK-X9564PX, NIK-C9272Q. NIK-C9272Q.
NIK-X9464TX, NIK-X9464TX2, NIK-X9564TX, NIK-X9464PX, NIK-X9536PQ,
NIK-X6963 TH AR — h STV ET, NIK-X9432PQ, NIK-C9332PQ, NIK-C9372PX,
NIK-C9372PX-E, N9K-C9372TX, N9K-C9372TX-E, NIK-C93120TX

* VRF %flis NAT #%6EI3 Cisco Nexus 9300-EX, 9300-FX, 9300-FX2, 3 X0 9300-GX 77 »
N7 4 —h ALy FTEIR—- S THEEA,

N

GE) Z #UIL. Cisco Nexus 9300-EX 33 X8 9300-FX 77 v b 7 #— A
AA > F D NAT TCAM OH|FETF, NAT TCAM % VRF xfJ5 T
123 F4 A, NAT IZ. Cisco Nexus 9300-EX. 9300-FX.
9300-FX2, B X 1U9300-GX 77 v M7 4 —2Lh AA v F CTHET
HIPT7 RUATIEEMEL A,
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VRF %5 NAT

* Cisco NX-OS U U — & 10.2(3)F LAK&, VRF %f)iis NAT (X Cisco Nexus 9300-FX, FX2, GX &
GX2 77 v b7 —h AL v F THAR—FZIET, CiscoNexus 9346C A A v F Tl
A—hSHNEHEA,

e 1" ®non-default-vrfH> & Bl Dnon-default-vifiZ L d N7 7 4 v 7 13EHENEH A, (=
L zE, vifAD5vrfB)

* VRE2 5 70— S UVRFIZHILD b T 7 4 v 7 OFE ., nat-outsidei E LT 7 4+ /L b LIk
DVRFA X2 —T =2 ATIEV R —FEINFEHA,

o VRERIGENATIZ, AXT 4 v 7 BLOFAF I v VNATRETHR— SN ET,

s b T T4 IR ?7%»%%%@Vmwmﬁ)w%%7wwk@vm(%%)r
WMALD LI ICRE SN TWHEE, match-invrf 47> 3 (ipnat ) ® <2
NIZfEETE £/ A,

s NT T 4w I, T 7N NUSDVRE (W) 2B LT 7 44 MUSAO VRE (O
) LD KO ICRE SN TWD S, match-in-vrf 4725 (ipnat ) ®
av RERETAMERDD £7°,

WICBEPI 2R LET,

Switch(config)# ip nat inside source {list <acl-name>} {pool <pool-name> [vrf
<vrf-name> [match-in-vrf]] [overload] | interface <globalAddrInterface> [vrf
<vrf-name> [match-in-vrf]] overload} [group <group-id> dynamic]

Switch(config)#ip nat outside source list <acl-name> pool <pool-name> [vrf
<vrf-name> [match-in-vrf]] [group <group-id> dynamic]}

* VRF %Iz NATIZ, 77 7 A MuEnie Ty FadR—FLTWEEA,
« VRE XS NATIE, 77U 7r— a2 VBOEHRER—F LT EHA,
L7z o> T b A Y4B L DMOMAARIPITZER I NT, RO T —1RELET,
« FTP
« [CMPJE
* [PSec
« HTTPS
s VRFAHGNATIEZ, A > % —7 = A A ECNATE72IXVACLEZ Y R—FLEd, (72L
AUH =T 2 A ATHSOBEREFRHIY AR — 52 LTI TEEHEA) .

* VRERGNATIL, NATEH N7y R TR, o7y MCEH S5 JACLE
A—FrLET,

o VREXHENATILZ, T 7 4/ NOVRFO R Z VR —F LET,
o VRFXISNATIZIMIBY AR — k282 L 8 A,
o VREXENATIZDCNM Y iR — b 232 L 8 A,
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2585 ¢vy T oxEsEsLUHnEE I

s VREXJENATIX, HE—D 7 0 — L VDCOHZ AR — h LET,
o VRFXTIGNATIZ., T 27T 4 TIAR A Z— 2= NA PEFNLEVR— N LEF A,

e T Xy FAEMET D VRF X, NAT 2 L CH@oseicB#i cx £8¥A, 72720, &4
F v NAT L—/L3RE T VRFEINAT 2 AT 5 &, ZOMEELEHRTCEFET, AHF
T4 v 7 NAT R EIZ, BET FLATIIVR—FENFEHA,

A3 T 499 NAT DFEZFES S UVHNEER

ABT 4 v 7 NAT R ERFOFEEFEL L OHIRNFEEIZ, RO LBY TT,

* Broadcom ~— & ™ Cisco Nexus 9000 > U — & A A v F Tl ﬁ?@?‘/*‘4 2 FOWNER S v —
PNIVT RUASD— FSINEA B —T = A A% L CREEERTRE RIS AN D NED
~DXy NI —27 T RLUAEHTa—D/ )y ME, vy T — 7?/7 ko =7 Tz
B R, BROv—T7InE T, ZORWTIE, 2O 71— NAT & EDREZIC
add-routeCLI 5| #x AJ3 2 48036 0 £97, 21X, ip nat inside source static
192.168.1.1 172.16.1.1 add-route DL H|Z72 0 7,

e VPC 2 L= A X T v 7 NAT ¥§REIZ. CiscoNexus 9300 7F v b 73— A5 AA v F T
FR—hrENFET,

e F—TU— RPN TWD show v R AR— SN TWEHA, internal

o« AKX T (v NAT #EBEIX Cisco Nexus 9300 7T v b 7 4 —h A v F THR— I T
WET,

o« AH T 4 7 NAT HEEEIX Cisco Nexus 9200 7T v h 7 4 —b AL v FTHR—FENT
WET,

* Cisco Nexus 9200 38 L TV9300-EX. -FX. -FX2. -FX3, -FXP. -GX 7T v b7+ —L A A v
F. add-route =7 3 ERY > —DOWNE & SNER O T IZHEE T,

)

GE)  NAT O% 7R — MiE. CiscoNexus 9500 77 v 7 g —25b AA v F
TIIEHA SN EEA,

NATIZ, ZA&¥T v 7 NAT & ¥ A F 3 v 7 NAT O F %25k 1024 OB E R —
FLET,

c BHINTIP D, IMBA v X —T 2 A A BT Ry hO—HThD5H. NAT DIMNEA
Z—TxA A Tipproxy-arp =2~ R&flifl L £4, add-route ¥ —7U — N&fifH+ 55
AL, ipproxy-arp ZHINCT D MERH Y 7,

« NAT & Flow iZF UAR— b TIXVAR—FENFEH A,

ZREFA v BEUFLF vy NATZROEE [
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R8T 499 NAT OEBEBES & UHIHEE

* Cisco NX-0OS U U — 2 10.2(1)F LAF: Tld, VXLAN NAT $ X O3 7 Elastic NAT FERE A
Cisco Nexus 9300-FX2 7T v 7 3 —h VU —RX XA v FTHR— &N Ed, HHo
Elastic NATHEREIZ. VXLAN RARE DY —7 L 2% V CNATEZEHNZ LET,

* VXLAN NAT 3 £ OV #7 Elastic NAT |3k & YA — F LET,
« Upto 8000 NAT Z=#4
* VRF
CAZT A4y THNEHREDT Rb—F
«IP 7 KL AFKER LD SVI
« VXLAN 3 L O3 Elastic NAT 13k & H 7R — k LEH A,
« IPv6
* NAT (T vPC 238k L ¥ A, T XTORELM ST D vPC BT\ T 2 LE N H Y
ES I
* Cisco Nexus 7 /31 A(X, IROA v H—T 2 A AXA T TNAT YA — L LET,
« AL v IARAEA L H—T = A4 A (SVI)
=T v FAR—=h
L AVILLAVIYTA LU H—T AR
*NAT X7 7 4V FOFANL—T 4 VT B IO T+ T —F 47 (VRF) 7—7LDHTH
R—hENFET,
e NAT (X, IPv4 ==F ¥ X M2 CTHAR—FSLTHET,
« Cisco Nexus7 /3 AR ZHAR— F L TWERA,
« V7 MU =T OEM, TRTOEMIN— Y =7 TIThhET,

TN — g VEDOER, LAY 4BLOFEOMOMABIAR P I INEE A
(FTP, ICMP D&%, IPSec, HTTPS 72 &)

e AU B —T oA AL TRIFICEESNIZNATB IO VLAN 7 7R 2 ha—)L
U2k (VACL) ,

c TS T AL MEENT-IP /3 v D PAT £ #,
e VT MU THRENR Ty PO NAT BHi, 7= 21F, IPA T v a v w857 v ME
NAT BHa S FH A,

« 77 #/L K TlE, NATHEREICTCAM=™ > h U ITHI D Y THNEE A, NATHERIZTCAM Y
A R&E Y THIZIE, MOEEDTCAMY A Xz % L £4, TCAM iX hardware
access-list tcam region nat tcamrsize =~ > R CHE| Y Y4 CTR[ETT,

*HSRP BLX O VRRP IEINAT A ' F—7 = A ATIEVAR—FEINFEH A,
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SA4F 3 v NAT OHI$EE .

~m7vaﬁz&?4/7mwﬁ@itimﬂW@ RSN AGA. ftho BEZIEE
HTxEHA, 7E2E AV F—T A RZEVYTHZ LITTEEY A,

« AXT 4 w7 NAT DEAIE. A7 a— SV IP T RLARAIA L X —T = A AP T
RUAEBIRAVENSHY F9,

-Uméfzé)gﬁwﬁﬁé RETHEE, BHMAERELTHLONATA VX2 —T =4
ERETAFPREICHRECXET,

« NAT (% (#EH#r) In Service Software Upgrade (ISSU) ZH7AR— kL TV ET,
« NATTCAM 2381 0 4517 5TV 5354, UDFR—ADKERENEE L 22 & R3H 0 4,
* ECMP NAT !X Cisco Nexus 9000 A »F TIXV AR — FIEH A,

«[ipnat W&} (ip nat inside) ] %721 [ip nat 4+ &F (ip nat outside) ] 72 & NAT #akix
N—T Ny A H =T 2 ATEYAR—bFEINTVERFA,

XA+ = v NAT DHIEE

HAFTIv 7 Xy FU—7 7 RLREH (NAT) ([Zid, ROFIFIFENEH SINET,

« Broadcom ~X— Z ™ CiscoNexus 9000 >V — X 2 A v F TlL. BT A 2 ORI o —
INIVT RUANDIL— EIPWERA o H—T = A A% L CRIZERER GGG, A0 6 INER
~DFXy hT—7 T RUVAE#H 7o —0 7y ME, v NU—F7TY 7 vU =7 Tz
R, BROV—T7InET, ZORWTIE, 2O 71— NAT & EDREZIC
add-routeCLL 5| #&x AJ 42 480386 0 £97, 21X, ip nat inside source static
192.168.1.1 172.16.1.1 add-route D L H 272V F7,

« VRF 5f)itr NAT 1%, Cisco Nexus 9200 3 X TR9300-EX 7T > h 7 #—5b A A v F TONEY
AEIP YTy b 7 RLAOEBIZH LTI R—FEInFEEA,

e F— U — KRN TWD show 2= RiFAR— IR TWERA, internal

o« X4 ) 3 w7 NAT BEREIL Cisco Nexus 9300 7T v h 7 4+ —2h AA v FTHR—FENT
WET,

o« X4 ) 3 w7 NAT HEHEIL Cisco Nexus 9200 7T v h 7 4+ —2h AA v FTHR—FENT
WET,

* Cisco Nexus 9200 38 L TV9300-EX. -FX. -FX2. -FX3, -FXP. -GX 7T v b7+ —L A A v
F. add-route =7 3 ER Y —DONE & SNER O T I LB T,

« interface overload option for inside policies 47" = > (%, FMTE L OWEAR U > —li G D
CiscoNexus 9200, 9300-EX. 9300-FX. 9300-FX2. 9300-FX3. 9300-FXP. I J 1}9300-GX
TTy N T =LA AL v FTEI AR IR TWERA,

o VXLAN/L—F 4 71X Cisco NexusT /N4 A TIIH AR — b I FH A,
c 7T A MEENTE Ny MY R—FENFET A,

ZREFA v BEUFLF vy NATZROEE [



RET 4V ELVIAF Iy NATEROEE |
B 5 7=y narosinsm

T 7V r—vav@sr—bhv=A (ALG) KTV R—hENTOETA, ALG, £/
TV = ay bV =T Ad, TV = ay Ny FOA = RO
IP7 RUAHREEMRS 277V r—va T,

« I ACL IR, BHaS iz Ty MFEH S EE A,

o« T 7 3V FUASNDOABNL—T 4 T B I OEE (VRF) AV AX AT AR—FSnEd
Po

e MIB |[ZHAR— SN TWERA,
« Cisco Data Center Network Manager (DCNM) (FH A — F I TWEH A,

e CiscoNexusT /3 A TlX, BE DO/ a— KRBT AL Z2arT% 2~ (VDC) TR —
FENTWERA,

AT IV INATERIL, TV T 47T AA ABLORZ AL T, R LA S EE
}\/o

¢« A7 — N7 ANATIEIH AR — F I TWEH A, 7272 L, NAT & Hot Standby Router Protocol
(HSRP) [F3LfFT&E £,

cDEALT Y MEIE, RESNTZHA LT U M1 ETHNY £,

«SEE . ICMPNAT 70—, BEINTEH LTSI T EZA LT T NBIOEREA LT Y
FOWTHIZZA LT FLET, 72720, AA v FITFET DICMP NAT 7 22— T A
RVIREBIZZR D &, RIESNTZY TV T Z A LT 0 FOWIRNIINZERICZA LT
7 hLET,

* CiscoNexus 9300 77 v 7 4 —AL AL v FODICMP IZN— KT =7 a2/ J I v /)
ASNnFEz Lz, LER->T, ICMP=Y bV IN—FKRU =27 OTCAM Y YV —A%=HE L E
T, ICMP (IN— R =T HNICH D728, CiscoNexus 77 v T —hb U —X ZAA v
F O NAT B DO F KHIFRIT 1024 IZEFE SN ET, VY —RAERKRISIEHT 5121E
KI100ICMP = h U BRFFRI S NVE T,

» Cisco Nexus 90003 U — XA A & FTH LWEHAEER TS &, BREPN— R =27 T
BT AINDAETT7a—RNY 7 MU THREINET, JIUIERL» 0D ENRHY
T, ZOHMF, N7 a— LT RLADOEBRT M) IZHY A, LER-T,
VE—=U 774y 273Ny 7anEd, ZOHIRERERT 2121E, v—T Ny 71
H—T A ZAEAEHK L, NATT — /WZJ@T HIP7 RLAEEI D Y TET,

e XA F IV INATTIZ, 7—NVDA—N—a— R, A X —T o ADF—"—1a— KL
HNENAT TIE Y R — F ERFEH A

 NATA—"—n1i— F{ZPBR (RY o —_—2 )L—F ¢ ) M+ 5720, PBR T —
TNAHNOFERFEER R A Ry 7 = MY ORREIZ L > T NAT OBHERRE D £
T, NAT NERA v Z—T7 = A ADEMN PBR T — 7 /L CHEHAIRER X7 A by T = |

DOHEPANIZH D56, K NAT B R 7r—/W3EbY T8 A, TH LanE, R—
k&N D EHOR KRN B L T D AREMEA H W £3°, PBR & NAT A4 —3—n— RiFfHA
WZHEA T e 0 8 A, HAICHIR S TWET,
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4+ 3 v Twice NAT D3 EEES L UsnEE ]

e CiscoNexus 7 /3 A%, £ v H—7 = A AL TRFCEE ST NAT B O VLAN 7 7
2 ayhru—n YA K (VACL) .

«[ipnat W&} (ip natinside) ] £7=i% [ip nat #+&F (ip nat outside) ] 72 & ™ NAT ki
N—=T Ry f B =T 2 ATEIR— SR TWEREA,

e VPCEZN L7ZZ A F 3 v 7 NAT BBV R— &N T ER A,

4+ 32w Twice NAT DIEZIEHS L UHIHEIE

Broadcom ~X— A @ Cisco Nexus 9000 >V — X A A v FTlI, BT A 2 ELORNE S 12—
VT RUANDNL— SPINERA o Z—T = A A% L CEBERTRE RS 6. SN b N~ D
Xy hT—27 T RLAEW 7 a—0 7y M, Xy hU—2TY 7 by =7 Tk, HH,
BLO—7ENFET, TORNTIE. 2O 70— NAT &% E D %2 add-route CLI 5% &
AT HHENRHY £, HlziLX. ip nat inside source static 192.168.1.1
172.16.1.1 add-route DX H T2V 7,

TCP/UDP/ICMP <~ Z—D 72\ IP 237w &, AT v 7 NAT CIEEHENE A,

HAF I w7 Twice NAT TlE, AZT 4 v 7 NAT O 7 a—Z{E%4 BE1IZX A F I~ 7 NAT
D7 —MMERENRWEE. FA4F v 7 Twice NAT D7 o — 3 IE LB SN EFT AL

722> ACL MERR SN D & permitipany any OF 7 4 /L b DL—/L RERESNET, KD
ACL 232272854, NAT-ACL 1Z, EHICACL > U & —FH LA,

TCP 258 NAT DI EFIEL L VHIKIFIE

TCP %}Hhis NAT [ZIZROHIRRH 0 F 97,

» TCP %)t~ NAT 4. Cisco Nexus 9500 35 L. T8 Cisco Nexus 9300-EX. FX., BIXOFX2 U —
X AA v FTHR—FEINET,

* Cisco NX-0OS U U — % 9.3(5) LAKE, TCP xf)iis NAT (& Cisco Nexus N9K-C9316D-GX
NI9K-C93600CD-GX., N9K-C9364C-GX AA v F THHR—FINFET,

1 DDOFPDOT FLU A F— /U ZHEMT B Z R TE B~ ACLIZ 1 D721F T, 7—
NE—FACLICE T AL, AV F—T oA AIPEEFE LY, F—LH#HHELEFEL
720 TERl D ET,

« F AT v 7 NAT RETHREELITMERT DN, T— V2 ERTLILERDHY £,

s U H =T 2 A ADBARDOGEIZ TS —NFHEZIFA X —T =2 AT RLAPREHE X
AN, XA FI v I NAT V— LA HBETALERNHY 1,

ZREFA v BEUFLF vy NATZROEE [



RETAVIBLUVILF Iy NATEROFE |
B <57vonrone

AT 494 NAT DERE

AT 499 NAT DA ~—T )Lk

FIEDHE
1. switch# configureterminal
2. switch(config)# feature nat
3. switch(config)# copy running-config startup-config
FIED %
OV RFERETIVa Y B
R T w 71 | switch# configureterminal Jua—r )L ary7 4 F¥al— gy E— Rk
Liﬁ—o
R T 7 2 | switch(config)# feature nat THNAALETAZT v 7 NAT e x A 1 —7 v
ZLET

R T w 7 3 | switch(config)# copy running-config startup-config V77— BN AZ—  NFCE T2y 74 F=
L=y a B AL —RNT v a7 4 ¥alb—3
NZar— LT, BREMGEIICHRELET,

A3 —TIAATDAZET 1497 NAT DERTE

FIEDHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config-if)# ip nat {inside| outside}
4. ({£#E) switch(config)# copy running-config startup-config
FIEDFEH
ARV FFERET7TIVa Y B#
R T w 71 | switch# configure terminal 77— )L a7 4 X2 lb—3ay EB— FEELG
LET,
Z T 2 | switch(config)# inter face type slot/port RETHA L E—T oA ALREL, A ¥ —T =
A AT 4 Fal—vart—FREBHBLET,
AT v 7 3| switch(config-if)# ip nat {inside| outside} W EZIINE LA v X —T oA ZAEFRELE
D
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WEEETET FLRDOR ST 1 v o NATOA x—T it [l

ARV RFEEETIIa Y BRI

GE) v — I fEA U E—T 2 ATHIE LT
Ny NI INE#CE £,
N—T N L H—=T A ATLZ
OB TR — F SN TWERA,

ATy T4| (&) switch(configy# copy running-config V7= RBLOY RF— MFZI T2 7 4 F 2
startup-config L—varvaBAY—R Ty ary74¥alb—g
ATV = LT, BEEMMGAIRIT L E T,

1

I, AZT 427 NAT ZFERH L TNERDA v Z—T = A ZZRETHHE R LE
@—O

switch# configure terminal
switch (config) # interface ethernet 1/4
switch(config-if)# ip nat inside

NEREETT FLADRE T4 v NATDA 2—T)LiE

WEBEE TCEBROLGE ., T 7 4 v VIIWNERA v F —T = A ALV A o F—T = A ATk
NET, NAT I, Wil —H /L IP 7 KL RAZNEH 72— VUL IPT7 RLAIZEHBRLET, U
H— 8T T 47 TIE, SBHEOWNERZ 0 — S )LIP T RLUABRNE e —A/VIP T KL R|ITE
BENTRENET,

\)

GE) 2, WEBEEICIP T R LA (Sreipl) ZAMHBE(FILIP T R LA (newSrc:ip2) (ZAEH#T 5 L9
IR E SN TWDEA, ISP T K LA (newDst:ipl) ~DAMESEHLIP T K LA (Dst:
ip2) DZEH%Z Cisco Nexus 7 /31 ARFERAYIZIEMN L £7,

FIRDEE

1. switch# configureterminal

2. switch(config)# ip nat inside sour ce static local-ip-address global-ip-address [vr f vrf-name]
[match-in-vrf] [group group-id ]

3. ({£E) switch(config)# copy running-config startup-config

| ZREFA v BEUFLF vy NATZROEE [



RETAVIBLUVILF Iy NATEROFE |

B io2E27 FLROREF 4 90 NATOA F—T i

FE D
ARV KRFERRETI a3 Y B
R w 71 | switch# configureterminal Jra—N) ary7 4 Xal—iay T— REBLG
L/i—a—o
R v 7 2 | switch(config)# ip nat inside sour ce static NERZ a2 — )L 7 RLZ2EZNE e —hL 7 RLA
Iocal-ip—_addreﬁs global-ip-add'reﬁs [vrf vrf-name] o ERIEEOWMC (NEa—hL NS T 4w %
[match-in-vrf] [group group-id ] Pk — L (ocal) N5 74 v 210) KBTSk
INCABT 4w 7 NATZFHELET, group Z57E
THZEITRY, AF¥T 4 v 7 Twice NAT TZDE
BNET D7 N—TBNRESNET,
(6=3)) Cisco Nexus 9000 >V — X A A v FT
Twice NAT X & & FAT L TV DL, 5
72% VRF ] CRI U7 —7ID ¢
XFEHA, —EOD Twice NAT /L—/L|Z
X, —BEDOIN—T71ID 2T D ME
N ET,
AT T3 ({EE) switch(config# copy running-config V7= FBLNY A — FMRIZFETa 7 4 ¥
startup-config L—SarvdAX— Ty a7 4 Xal—3g

ANZab— LT, BHEEMEMIREFELET,

FIRDEE

151
WIZ, WERIEETTT RV ADAX T 4 v 7 NAT 2 ET HHl2r~LET,

switch# configure terminal
switch(config)# ip nat inside source static 1.1.1.1 5.5.5.5
switch (config) # copy running-config startup-config

FLADRET 1499 NATDA —T )Lk

SNREE B DY S, N T 7 4 v VIISNHA o F—T 2 A ANLWNEA VX —T = A AT
WET, NAT I, AN 72— L IP 7 RLRAZMNFa—A/VIP 7 RVAIZEBRLET, VU
H—2 8T T 47 TIE, 5O —HIVIPT RLARNER S 0 — )L IP T KL RITE
BINTRENET,

1. switch# configureterminal

2. switch(config)# ip nat outside source static outsideGloballP outsidelLocallP [vrf vrf-name
[match-in-vrf] [group group-id] [dynamic] [add-route] ]

3. (fE&) switch(config)# copy running-config startup-config
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WEEIELET KFLADR 4T 1 v PATORE [

F gD FEH
ARV KRFERRETI a3 Y B#J
R T w 71 | switch# configureterminal Jra—N) ary7 4 Xal—iay T— REBLG
L/i—a—o
R w 7 2 | switch(config)# ip nat outside source static N7 a—)L 7T KL A BN —hL 7 R A
outsideGlobal P outsideLocallP [vrf vrf-name o EEFEOWMC BN —H NTF T4 v R
[match-in-vrf] [group group-id] [dynamic] [add-route] WL RS T 4 21T) BT E 5T A
] 2T 4 v NATZRTELET, group ZFEET D Z
LoV, RET 4 v 7 Twice NAT CTZ OEHENE
TLITN—TREESNET, R— MR L THEHE
WOARESND &, BB — FRETISH
ET. SMVEROBET, BAIOBML— e
F 7 a Y,
AT 73| ({£E) switch(config)# copy running-config V7 —FBLNY A — FRFIZF(Ta 7 ¥ a
startup-config L—yarvaAX— Ty ary7 4 ¥alb—s
NZaE— LT, BEEARGAICREL E T

il
KIT, IMBIEETET RV ADALT (7 NAT 2@ € 20127~ LET,
switch# configure terminal

switch(config)# ip nat outside source static 2.2.2.2 6.6.6.6
switch (config)# copy running-config startup-config

REEETT FLADRA T4 v PAT DETE

A— bk 7 FURAZEH (PAT) ZHEH LT, FFEOWNHAA M —E X2~y B 7 TEE

—éqo
FIEDHE
1. switch# configureterminal
2. switch(config)# ip nat inside sour ce static {inside-local-addressinside-global-address| {tcp| udp}
inside-local-address {local-tcp-port | local-udp-port} inside-global-address {global-tcp-port |
global-udp-port}} {vrf vrf-name {match-in-vrf} {group group-id} }
3. ({E£E) switch(config)# copy running-config startup-config
FIIE D
ARV RFERIETY Va3 B#Y
Z v 1 | switch# configure terminal Ta—)ar7 4 Xal— gy T— NG
LET,

| ZREFA v BEUFLF vy NATZROEE [



B io2Ex7 rLzx0r85 090 PATORE

RETAVIBLUVILF Iy NATEROFE |

ARV RFERETIVa Y

B8

R T v 72 | switch(config)# ip nat inside sour ce static ABT 47 NAT #NEa—hv R— b, WS
{inside-local-address inside-global-address | {tcp| udp} | m — 31 F— Mcw v L 27 Lk,
inside-local-address {local-tcp-port | local-udp-port}
inside-global-address {global-tcp-port | global-udp-port} }

{vrf vrf-name {match-in-vrf} {group group-id} }
ATv7F3| ({LE) switch(configy# copy running-config V7= BLOY AZ— MEIZETa T 4 X

startup-config

L—YarvaBAF— Ty ary7 4 ¥al—g
Zav—1L 7T, EEAEHGEANRATLET,

FIEDHEE

F IR D

il

&IZ, UDP ¥ —E R B BEEDONEERETLT FLABLIRUDP R— M~y B /7

LHl R L ET,

switch# configure terminal
switch (config) #

ip nat inside source static udp 20.1.9.2 63 35.48.35.48 130

switch (config)# copy running-config startup-config

A— k7 FLRZEH (PAT) ZfEH LT,

D

1. switch# configureterminal

KLADRRT 4 v PAT DERTE

P—EREHEDINBARA MIv vy B/ TEE

switch(config)# ip nat outside sour ce static {outside-global-address outside-local-address| {tcp |
udp} outside-global-address {global-tcp-port | global-udp-port} outside-local-address
{global-tcp-port | global-udp-port} } {group group-id} {add-route} {vrf vrf-name {match-in-vrf}}

3. (EE)

switch(config)# copy running-config star tup-config

ARV RFERFTIVaY

=)

Z 5 1 | switch# configure terminal Ta—\ ) ar7 4 Xal— gy T— NS
LET,
R T w 7 2 | switch(config)# ip nat outside source static ABT 47 NAT &, A7 a— 0 R— b~ 4k

{outside-global-address outside-local-address| {tcp | udp}
outside-global-address {global-tcp-port | global-udp-port}
outside-local-address {global-tcp-port | global-udp-port} }
{group group-id} {add-route} {vrf vrf-name
{match-in-vrf}}

o —Hh L R— vy B LET,

group ZHEETH L0k, AXTF 4 v 7 Twice
NAT CZOEMNET D7 NV—TBHRESNET,
N— e U CHNEREBMDARESND &, KERIY7ZRE
I— bR FEfT S E S, SMBEBOBRES ., &)
DiBENLV— MERBIZA 7 > 3 T,
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AR T 4 v% Twice NAT DERE .

ARV RFERFTIVaY =)

ATvT3

(&) switch(config)# copy running-config V7= FBLONY A — NRIZFTa 7 4 ¥

startup-config

L—varvaBAX—R Ty a7 4FX¥al—3
AN — LT, BHEEMGEMIREFELET,

451
WIZ, TCP Y —ERERFEDHEEETT FLABIOTCP A — MI~v v B 735
Bz~ LET,

switch# configure terminal
switch(config)# ip nat outside source static tcp 20.1.9.2 63 35.48.35.48 130
switch (config) # copy running-config startup-config

R B2 T 4 w4 Twice NAT DL E

F L7 N—THNOT X TCOERT., AH T (v 7 Twice Network Address Translation (NAT) /L—
IWEAERT DT DI EBESNET,

FlaD#EE
1. enable
2. configureterminal
3. ip nat inside sour ce static inside-local-ip-address inside-global-ip-address [group group-id]
[add-route]
4. ip nat outside sour ce static outside-global-ip-address outside-local-ip-address [group group-id]
[add-route]
5. interface type number
6. ip address ip-address mask
7 ip nat inside
8. exit
9. inter face type number
10. ip addressip-address mask
11. ipnat outside
12. end
=3[k 2t
ARV KRFERETIVaY B#)
RATw 71 |enable FibE EXEC E— RZAMIC L E T,
K s TRy T MRERENES, SNAV— REAS

switch> enable

L/ij—o

ZREFA v BEUFLF vy NATZROEE [



. AR T4 % Twice NAT D& E

RET 4V ELVIAF Iy NATEROEE |

ARV FFEREETIVa Yy

S

RF w2 |configureterminal FkE EXEC E— FABMA L ET,
1 :
switch# configure terminal

R w73 |ipnatinsidesource static inside-local-ip-address W T — B )LIPT R L R &I HNE 7 a— 31
inside-global-ip-address [group group-id] [add-route] | [p7 |1 = (225442 1 512 2% T 4 v 7 Twice
i - NATZ B E L £7,
switch(config)# ip nat inside source static - group 59__57__ Fai\ 2§%ﬁﬁ§ﬁéﬁ‘ﬁ>5fzv~—:f
10.1.1.1 192.168.34.4 group 4 S LE g

R Fw 74 |ip nat outside source static outside-global-ip-address | 2 %5 ¢+ 7 Twice NAT & 2 E€ LT, 7 1 —
outside-local-ip-address [group group-id] [add-route] | ,L1p7 KL 2 &%t B a2 — B LIPT R L R
51 EHLET,
switch (config)# ip nat outside source static . group X—U— Ni% 2§%ﬁﬁ§ﬁ§j—zsif/bb_:f
209.165.201.1 10.3.2.42 group 4 add-route %fﬁ%ﬁ;t/jf7ro A

AFw 7F5 |interface type number AVEB—T A AEHREL, f VF—T A A2
i Y74 F¥alb—var ET—RERBLET,
switch (config)# interface ethernet 1/2

AT w76 |ipaddressip-address mask AVE—T 2 A ADTTA~ IV IPT RLAZRE
1 : LETS
switch(config-if)# ip address 10.2.4.1
255.255.255.0

AFw 71 |ipnatinsde NAT DX RTHLINH ALY NT—27I12A v F—T =
i - £ AL ET
switch (config-if)# ip nat inside GE) IN—T Ry I B —T A ATIIHE

AR — hENTHERA,

ATy T8 |exit Ao B =T Af A AT 4Falb—gy F—FR
- ERETL, Za— s ar 7 Xal—vaE—
switch (config-if)# exit FIZRY iﬁ—o

R T w79 |interfacetype number A H =T 2 A AEHEL, AV F—T =R 2
K Y74 Falb—varyE®—RERBLET,
switch (config)# interface ethernet 1/1

Z7 w710 |ipaddressip-address mask AV HE—=T 2 A ADTTA~VIPT RLRAEHRE

1 -

switch(config-if)# ip address 10.5.7.9
255.255.255.0

LET,
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no-alias O EME L EMt [

ARV RFEEIETIa Y B
AFw 711 |ipnatoutside NAT DG Th LM Ry N =271 v ¥ —T =
1§| : /rx%ﬁff‘ﬁbjij‘o
switch(config-if)# ip nat outside GE) IN—T R g o BZ—T = A ATIIHE
YR — SN TWERA,
AFvwF12 |end A A —T A AT 4 Fal—gr F—R
Bl - Z#T L. FiHE EXEC £ — FIZRY £,
switch (config-if)# end
: Sl 7 7~
no-alias X E D B N1E & EXh1E
NAT 7 /34 ZIWNER 7 v — 30 (IG) 7 RV A A e —Hr (OL) 7 RVREHTHL, =
NHDOT RLASETO ARP ZRIZISELET, IGOL T RV A BT Xy him—n A~
=Tz AAYTHxy he—HTDHL, NATIZIP=A VT AL ARP = U ZA VA F—
NLET, ZOHA. 731 Al local-proxy-arp Z i fH L T ARP ZRIZIGE L E T,
no-alias#%BEIZ., 7 RLUAHHENHNEA v Z—T 2 A4 ADRILY TRy MIhHDHEE., BED
NAT 7 —/L 7 R L A5 DT X TOEHE I 172 IP O ARP ZERITISE L E T,
NAT BNRRE INT-A X —T7 = A AT no-alias WA > TV BEE. A v Z—T =4
2T H 7y PO ARP ZRIZISE L EH A, no-alias Z N5 & SNEA 2 —T = A
AEFLY TRy NNOIP Tk 5 ARP ZERPMEE I v E T,
N
GE)  ZoHEAZYR—FLTWARWVWEHEWY ) =R 2F 77 L— R+ 5 L, nodiasd 7> ad
BENPHIBRSINDZ DD 7,
FIEDHE
1. switch# configureterminal
2. switch(config)# feature nat
3. switch(config)# show run nat
4. switch(config)# show ip nat-alias
5. switch(config)# clear ip nat-alias ip address/all
FED FH 4
OV FERET7IVa Y By
R w 71 | switch# configureterminal ra—N) ary 7 4 Xal—ary B— NElG
LET,

ZREFA v BEUFLF vy NATZROEE [



RET 4V ELVIAF Iy NATEROEE |

B roaties oA B

ARV RFERETI VA Y BHY
R T 7 2 | switch(config)# feature nat TNAALETAZT v 7 NAT e x A 1 —7 v
iZLET,
R T 7 3| switch(config)# show run nat NAT OREHEFRLET,
AT 7 4 | switch(config)# show ip nat-alias TA VT ADBMERR SN E D I OERERR L E
R
GE) T 74V T, =AU 7 ABMER S
F3. =AU T RAEEHCT BT,
no-alias ¥ — 7V — K& o< NTEMNT
HILENRHY £T,
R T 7 5 | switch(config)# clear ip nat-alias ip address/all IAYTAYZA MO N ZHIBRLET, e

Dx MY ZHIBRT 5%, BT 5P FL 2%
BETHLEPDY £7, §xTox> MY ZHIER
THITE, TARTOF—U— P2 L LT,

il
WIZ, TRCOA 2 H—T A ADEREFRTHHZRLET,

switch# configure terminal
switch(config)# show ip int b
IP Interface Status for VRF "default" (1)

Interface IP Address Interface Status

Lo0 100.1.1.1 protocol-up/link-up/admin-up
Ethl/1 7.7.7.1 protocol-up/link-up/admin-up
Ethl/3 8.8.8.1 protocol-up/link-up/admin-up

W2, Ff7ar 7 4 X2 —a oz RLET,

switch# configure terminal

switch (config)# show running-config nat

!Command: show running-config nat

'Running configuration last done at: Thu Aug 23 11:57:01 2018
!Time: Thu Aug 23 11:58:13 2018

version 9.2(2) Bios:version 07.64
feature nat
interface Ethernetl/1
ip nat inside
interface Ethernetl/3
ip nat outside
switch (config) #

ZOBNL, =AU T AR ET OB ERLET,

switch# configure terminal

switch (config)# ip nat pool pl 7.7.7.2 7.7.7.20 prefix-length 24
switch(config)# ip nat inside source static 1.1.1.2 8.8.8.3
switch(config)# ip nat outside source static 2.2.2.1 7.7.7.3
switch (config)# show ip nat-alias

Alias Information for Context: default
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Address Interface
7.7.7.2 Ethernetl/1
8.8.8.2 Ethernetl/3

switch (config) #

KIZ, showip nat-alias DBl 2R LET, 7740 FTiE =1 U7 ABEHI L
3
switch# configure terminal

switch (config)# show ip nat-alias
Alias Information for Context: default

Address Interface
7.7.7.2 Ethernetl/1
8.8.8.2 Ethernetl/3

switch (config) #

ZOBNL, =AU T AN L HEERLET,

switch# configure terminal

switch (config)# ip nat pool pl 7.7.7.2 7.7.7.20 prefix-length 24 no-alias
switch(config)# ip nat inside source static 1.1.1.2 8.8.8.3 no-alias
switch(config)# ip nat outside source static 2.2.2.1 7.7.7.3 no-alias
switch (config)# show ip nat-alias

Alias Information for Context: default

Address Interface
7.7.7.2 Ethernetl/1
8.8.8.2 Ethernetl/3

switch (config) #

** None of the entry got appended as alias is disabled for above CLIs.
switch (config) #

oL, =AM VT REZ VT TEHFEERLET, TA VT A VXML MY
ZHIBR9 521X, clearipnat-aliasZfEH L E4, IP7 FLAZEEL Tl >DxT > b
VEHIBRTDHZED, XTCOA YT A M) RHIBRTLA ZEBTEET,

switch# configure terminal

switch (config)# clear ip nat-alias address 7.7.7.2
switch(config)# show ip nat-alias

Alias Information for Context: default

Address Interface

8.8.8.2 Ethernetl/3

switch (config) #

switch(config) # clear ip nat-alias all

switch (config)# show ip nat-alias

switch (config) #

ABT 4% NAT £ K U PAT D% EHI

WIZ, AZT 4> 7 NAT OREE 2~ LET,

ip nat inside source static 103.1.1.1 11.3.1.1
ip nat inside source static 139.1.1.1 11.39.1.1
ip nat inside source static 141.1.1.1 11.41.1.1
ip nat inside source static 149.1.1.1 95.1.1.1
ip nat inside source static 149.2.1.1 96.1.1.1
ip nat outside source static 95.3.1.1 95.4.1.1
ip nat outside source static 96.3.1.1 96.4.1.1

ip nat outside source static 102.1.2.1 51.1.2.1
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REATAIIBEUFAF 2 v NAT EHDEE
. 5l : & F 4 v % Twice NAT ®

&
iy

ip nat outside source static 104.1.1.1 51.3.1.1
ip nat outside source static 140.1.1.1 51.40.1.1

WIZ, 22T 47 PAT OFREFIZ T LET,

ip nat inside source static tcp 10.11.1.1 1 210.11.1.1 101
ip nat inside source static tcp 10.11.1.1 2 210.11.1.1 201
ip nat inside source static tcp 10.11.1.1 3 210.11.1.1 301
ip nat inside source static tcp 10.11.1.1 4 210.11.1.1 401
ip nat inside source static tcp 10.11.1.1 5 210.11.1.1 501
ip nat inside source static tcp 10.11.1.1 6 210.11.1.1 601
ip nat inside source static tcp 10.11.1.1 7 210.11.1.1 701
ip nat inside source static tcp 10.11.1.1 8 210.11.1.1 801
ip nat inside source static tcp 10.11.1.1 9 210.11.1.1 901
ip nat inside source static tcp 10.11.1.1 10 210.11.1.1 1001
ip nat inside source static tcp 10.11.1.1 11 210.11.1.1 1101
ip nat inside source static tcp 10.11.1.1 12 210.11.1.1 1201

Bl . X2 F 4 v Twice NAT DL E

WIT, WEEETB L ONEERETTDO AT T v 7 WITMNAT 2% ET 5027~ LE
T,

Switch> enable

Switch# configure terminal

Switch(config)# ip nat inside source static 10.1.1.1 192.168.34.4 group 4
Switch(config)# ip nat outside source static 209.165.201.1 10.3.2.42 group 4
Switch (config) # interface ethernet 1/2

Switch (config-if)# ip address 10.2.4.1 255.255.255.0

Switch(config-if)# ip nat inside

switch (config-if)# exit

switch(config) # interface ethernet 1/1

switch(config-if)# ip address 10.5.7.9 255.255.255.0

switch (config-if)# ip nat outside

Switch (config-if)# end

ABT 4y NAT DEETEDHERE

ABT 4 w7 NAT OFRTEEFRT HIZIE, WOVEEEITWET,

FIEDHE
1. switch# show ip nat trandations
F IR D
AU RFERETOVa Y =)
R F v 71 |switch# show ip nat translations N7 1 — L. N —H L. A e — L. 33
KOS B — L DK IP T KL AZRLET,
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451
WIZ, AXT 4 v 7 NAT O

switch# sh ip nat translations
Pro Inside global Inside local

Outside local

s4+3vonroEz |

REEFRTT HH 2R LET,

Outside global

______ - 51.3.1.1 104.1.1.1

“““ - 95.4.1.1 95.3.1.1

“““ - 96.4.1.1 96.3.1.1

______ - 51.40.1.1 140.1.1.1

______ - 51.42.1.1 142.1.2.1

______ - 51.1.2.1 102.1.2.1

---11.1.1.1 101.1.1.1 - .

-——-11.3.1.1 103.1.1.1 - .

---11.39.1.1 139.1.1.1 - R

---11.41.1.1 141.1.1.1 - .

--- 95.1.1.1 149.1.1.1 - .

--- 96.1.1.1 149.2.1.1 - .
130.1.1.1:590 30.1.1.100:5000 -—— o
130.2.1.1:590 30.2.1.100:5000 -—— o
130.3.1.1:590 30.3.1.100:5000 -—— o
130.4.1.1:590 30.4.1.100:5000 -—— o
130.1.1.1:591 30.1.1.101:5000 —— N

switch# sh ip nat translations verbose
Pro Inside global Inside local

any --- -—= 22.1.1
Flags:0x200009 time-left(secs):-1 id:0 state

any 11.1.1.130 11.1.1.3 -—=
Flags:0x1l time-left (secs):-1 id:0

any 11.1.1.133 11.1.1.33 -—=
Flags:0x1l time-left (secs):-1 id:0

any 11.1.1.133 11.1.1.33 22.1.1
Flags:0x200009 time-left(secs):-1 id:0 state

tcp 10.1.1.100:64490 10.1.1.2:0 20.1.1
Flags:0x82 time-left (secs) :43192 id:31 state

N9300-1+#

=L
aX &

4332y NAT D:
BAF 29I EBMBEUVERIA LTS LD

FIRDEE

enable

configureterminal

ip access-list access-list-name

per mit protocol source source-wildcard any
deny protocol source source-wildcard any

apwbd-=

Outside local
.3
:0x0 grp_id:10

Outside global
22.1.1.2

state:0x0 grp_id:0

state:0x0 grp 1d:10

.3 22.1.1.2
:0x0 grp_id:0
.2:0 20.1.1.2:0

:0x3 grp_id:0 vrf: default

A —
X AE
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RETAVIBLUVILF Iy NATEROFE |

6. exit

7 ip nat inside source list access-list-name inter face type number [vrf vrf-name [match-in-vrf]
overload]

8. interface type number

9. ip address ip-address mask
10. ipnatinside

1. exit

12. interface type number

13. ip addressip-address mask
14. ip nat outside

15. exit

16. ip nat tranglation max-entries number-of-entries

17.  ip nat trandation timeout seconds

18. ip nat trandlation creation-delay seconds
19. ip nat trandation icmp-timeout seconds

20. end

FlED
AR RERIFTIa Y B

RTwvF1 |enable Bt EXEC E— FEABIZ L ET,
Bl : T IRFORENTZS, NAT— & AT
Switch> enable LZET,

RFwF2 |configureterminal Ja—sLar7 4 Xal—vay E— REth
15'] . Li—g—o
Switch# configure terminal

RFw 73 |ipaccesslist accesslist-name TR YRNEEEREL, 778X URZRR v
i - T4 F¥al—ar B— FERHBLET,
Switch (config)# ip access-list acll

2574 | permit protocol source source-wildcard any S8 D F T T 4 v AT B EMEIPT
1 - JEAYAMIBRELET,
Switch (config-acl)# permit ip 10.111.11.0/24 any]

R w75 |deny protocol source source-wildcard any T RO —Z I ANABRCHEREENE Ny F OS54
i - ZIPT7EAUAMIEELET,
Switch (config-acl)# deny udp 10.111.11.100/32
any

ATy Te |exit TI/HAVAR avr74¥al—var E— K%
i - BTL, Ze— b aryr7 Xal—vay £—

Switch (config-acl)# exit

FIZERY £79,
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s4+zvormssvzma s L7y rogE

ARV FFEREETIVa Yy

E:)

XFw 77 |ipnatinsidesourcelist accesslist-nameinterfacetype| 2 v 73 CEZE LT 7 A U XA R AEEL T,
number [vrf vrf-name [match-in-vrf] overload] HAFI v I EELL AR ELET,
1 -
Switch(config)# ip nat inside source list acll
interface ethernet 1/1 overload

AT 78 |interface type number AV B =T 2 ZAEREL, fVF—T (A2
i - V74 F¥ 2l — g E— FEEBLET,
Switch (config)# interface ethernet 1/4

AT w79 |ipaddressip-address mask AVH =T 2 A ADT T4~V IPT KL AEHRE
15'] . Li—g—o
Switch (config-if)# ip address 10.111.11.39
255.255.255.0

AFw 710 |ipnatinsde NAT DR TH LNy NI =TI v H—T =
1;'] : /rx%%;'f‘}'ﬂfbijﬂo
Switch (config-if)# ip nat inside GE) N—T R AR —T A ATIIE

R HR—F SN TWERA,

ATy 1 |exit A HA—T A AT 4 Fal—gr F—R
R ERTL, Zm— 3 bar 7 Xalb—va e
Switch (config-if)# exit FIZRY £

AT 712 |interface type number ABE—T 2 A ABREL, {2 X —TxA A 2
i - V74 F¥al— gy E— NERBLET,
Switch (config)# interface ethernet 1/1

AT w713 |ip addressip-address mask A B =T 2 A ADT T4~V IPT KL AZHKE
15'] : Liﬁ—o
Switch (config-if)# ip address 172.16.232.182
255.255.255.240

AFw 714 |ipnatoutside AVHE—T oA ALHNBR Yy MU — 7 \ZHE L E
51 kL
Switch (config-if)# ip nat outside Gx) N—T IRy 7 B —T = A A T3

RV R —FENTWHERA,

ATy F15 |exit A B—TxAfA AT 4Fal—gr F—F

%l - ERETL, ZJm—barr Fal—varE—

Switch (config-if)# exit

KIZEY 9,
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RET 4V ELVIAF Iy NATEROEE |

ARV FFEREETIVa Yy

S

ZFw 716 |ip nattransation max-entries number-of-entries HAFI v INATEORERBEEE LET, =
1§| : .‘/ }\ U @ikfil"‘1023'6"9‘ﬁo
Switch(config)# ip nat translation max-entries
300
X w717 |ip nat trandation timeout seconds HAFI v NATEWRD 2 A4 L7 7 MEFEEL
il - £,
switch(config)# ip nat translation timeout 13000
Z 7w 18 |ip nat trandation creation-delay seconds HAF w7 NAT EHD ICMP ¥ A4 A7 U Mi%
15'] : atlé”_./:E’ L/i—a—o
switch (config)# ip nat translation creation-delay| (F) N—FRT7 =7 TCONATZ hU DO
250 7T v T BE RS 2010, NAT
A A 1 RNy FRBLL T m 7
ZIVIZLET, "—=FU=T D7 n
77 v EBEIAT O & CPUIZ AR
DI ETN, Trr oI xik
bEDLEE YV a COMNIENE T,
Zoavwry FEERLT, Ny Fus
N LTIZ Y | VERREIE 2 FE L7
DTEET, FREBLEL 0 IZRRET D
LRI EEA,
Z 35w 719 |ip nat transation icmp-timeout seconds KA F 3 v NAT 2SO ICMP % A 57 7 ME%
Bl EELET,
switch(config)# ip nat translation icmp-timeout
100
AFwv 720 |end Ja—rYL Ay T 4 Xalb—ar - REKT
i - L. F# EXEC E— FIZREY £7,

Switch (config) # end

FALFZv9 NAT T—ILDEETE

FIEDHE

H—® ipnatpool 2~ RTIPT7 RLADOHEHEZERTHZ LICLD,
ipnat pool ZfEHALFT BEO address =2~ KEHHTHZ LKLY NAT 7—1

VAR/AR
ZIERRTE 97,

1. switch# configureterminal
2. switch(config)# featurenat
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s4+3v N T—Loiz [

3. switch(config)# ip nat pool pool-name [startip endip] {prefix prefix-length | netmask network-mask}
4. ({TE) switch(config-ipnat-pool)# address startip endip
5. ({£&) switch(config}# noip nat pool pool-name

FIE D
ARV FERET7TIVa Y B#
R w 71 | switch# configureterminal Jua—r~ )L ary7 4 F¥al— gy E— ReBith
L/iﬁ‘o
Z 5w 7 2 | switch(config)# feature nat T3 AD NAT #tex A 2 —7 Mz LE T,
2Ty 7 3 | switch(config)# ip nat pool pool-name [startip endip] | 72—/ )L IP 7 R L 2 D% T NAT 7 — /L % {ER%
{prefix prefix-length | netmask network-mask} LEJ, IPT7T RLRIZ, V74 v AEFEHIX
Xy MU= = A7 2L T4V 2 7SR
£,
ATw 74| ({£E) switch(config-ipnat-pool)# addressstartip |27 =2— VLIPT KL ADOFEHEZRE LT (F—b
endip DIERRIHIZIEE LT h - 72 58) .
ATy 5| ({£E) switch(config)# noip nat pool pool-name §E L7172 NAT 7 — /L2 HIBR L £9°,

il

Wiz, V7 4y 7 AEZHEA L TNAT 77— L2 BT 50 %2~ LET,

switch# configure terminal

switch (config)# ip nat pool pooll 30.1.1.1 30.1.1.2 prefix-length 24

switch (config) #

WIZ, Ry MU=~ A7 & LT NAT 7=V &2 ElT 2612 R LET,

switch# configure terminal

switch (config)# ip nat pool pool5 20.1.1.1 20.1.1.5 netmask 255.0.255.0
switch (config) #

ZOFEITIEL, NAT 7 —/vZ /B L. ipnatpool ZfiH LT/ a— LIP T KL AD
HPHAZERLET, BIO address 2~ REMAH L7Z NAT 77— /L OfERKB L O
n—/NLVIP 7 RLADHIFAIDER FEE R~ LET,

switch# configure terminal

switch(config)# ip nat pool pool7 netmask 255.255.0.0

switch (config-ipnat-pool)# address 40.1.1.1 40.1.1.5
switch (config-ipnat-pool) #

WOENL., NAT 7 — VOB FEEZ R LET,

ZREFA v BEUFLF vy NATZROEE [
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switch# configure terminal
switch(config)# no ip nat pool pool4
switch (config) #

) a—
EET) XA MDEHRTE
WNESA v B —T oA ZAENHA B —T 2 A ZADIPT RLADEETY A NEHRETEET,

FIRDEE

F IR D

4R SRS

RETAVIBLUVILF Iy NATEROFE |

T=NDEEILY A M ERET LN, LT 7=V EREL TSN,

1. switch# configureterminal
2. (=2
3. (ER)

switch# ip nat inside sourcelist list-name pool pool-name [overload]
switch# ip nat outside sourcelist list-name pool pool-name [add-route]

ARV RFERFTIVaY

=)

ATy T

switch# configureterminal

Ja—n) ar7 4 X¥al—ar T— &G
Li‘j—o

ATvT2

(&) switch# ip nat insidesourcelist list-name pool
pool-name [over load]

F—R—a— ROFEIZ b bd ., F—LaHiH
L CNAT WERE(EE U A b &1ER L £7,

ATvT3

(&) switch# ip nat outside sourcelist list-name
pool pool-name [add-route]

F—R—m— R L TF—/L & LT NAT 456
EETY A M EERLET,

1

WIZ, == — RKORWT—LE&FH L TNATHNEEE T Y A b &2{ERT 2 6%

TLET,

switch# configure terminal

switch(config)# ip nat inside source list listl pool pooll

switch (config) #

Wz, A== —KDH b 7S —LEHH L TNATHEEE T A~ &21ERT 261 %

%Li‘é‘o

switch# configure terminal

switch (config)# ip nat inside source list list2 pool pool2 overload

switch (config) #
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FIRDEE

F IR D

MEEETT FLRADF A F 2 v Y Twice NAT DERE .

WIZ, A== = RO\ — /L &M L TNATAMNTRE T Y A F 2Bk 5 6%
ZT—\‘ Lij—o
switch# configure terminal

switch(config)# ip nat outside source list list3 pool pool3
switch (config) #

KLADZ A F = v % Twice NAT DL TE

WNESEE TTEBOBE, T 7 4 v ZIINEA L F —T = A ZANDINEA o F—T = A AITik
NFET, WEHEEITLT RLAIZIEIF A F I v 7 WG M NAT 2R ETEE7,

1R BHIIZ
AA v FTNAT A F—T IR o TNDH Z & HER L ET,

©®NO G

switch# configureterminal

switch(config)# ip nat outside source static outside-global-ip-address outside-local-ip-address |
[tcp | udp] outside-global-ip-address outside-global -port outside-local -ip-address outside-local -port
[group group-id] [dynamic] [add-route]

switch(config)# ip nat inside source list access-list-name [inter face type slot/port overload | pool
pool-name overload] [group group-id] [dynamic] [add-route]

switch(config)# ip nat pool pool-name [startip endip] {prefix prefix-length | netmask network-mask}
switch(config)# interface type slot/port

switch(config-if)# ip nat outside

switch(config-if)# exit

switch(config)# interface type slot/port

switch(config-if)# ip nat inside

ARV RFERETIVa Y =)

ATy T

switch# configureterminal

Ja—)y a7 4 ¥ alb— gy ®— KNEEith
L\i‘j_‘o

ATvT2

switch(config)# ip nat outside sour ce static

N T a— )L 7T RLRAERNEe—HL 7 RLA

outside-global-ip-address outside-local-ip-address | [tCP | |- zs#a4- 2 s F7-13NEHm—H L FF 7 4 v 7 %
| udp] outside-global-ip-address outside-gl obal -port NERT sl N5 T 4o 2B R B L D IC A A

outside-local-ip-address outside-local-port [group
group-id] [dynamic] [add-route]

T 4 w7 NAT & E L £,

group ¥—U— R, BB ETH 7 N—T % RE
L/i‘g—o
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AETFA4VIELVSFALF 2y NAT EHDHR

ARV RFERETIVa Y

B8

ATvT3

switch(config)# ip nat inside sourcelist access-list-name
[interface type slot/port overload | pool pool-name
overload] [group group-id] [dynamic] [add-route]

F—R—r— FOFEIIHND LT, =L aEH
LCNAT MY — AU X M EAERRT B Z L2k »
T, BAFTI vy V—AEWETESTL L ET,
group ¥—7— N, BN ET D7 N —TZRE
LET,

ATvT4

switch(config)# ip nat pool pool-name [startip endip]
{prefix prefix-length | netmask network-mask}

Za—LIP T R L 2O T NAT 7 — /L &2 ERk
LES, IPT7T RL AL, FVv7 40 v 7 AEE-IX
Fy NI—7 AT EBFERLTCTZoNZ ) TS
ij‘o

ATy Th

switch(config)# interface type sot/port

A HE =T 2 A AETREL, A X —T A2
TJA4Xal—varE—RERBLET,

ATvT6

switch(config-if)# ip nat outside

A H—T 2 AT
K

N — 7 1THHE L E

ATy T17

switch(config-if)# exit

AV B —T A AT 4Fal—rgyF—F
FRTL, Za—_rary7 4 X¥al—3 g0 F—
RIZEY 77,

ATvT8

switch(config)# interface type sot/port

A HE =T 2 A RAEFREL, {2 H—T A A
T4 X2l —ar T—FERBLET,

ATvT9

switch(config-if)# ip nat inside

NAT DR T HNERA >
A AZERH L ET,

NOD—2ZAf v H—T =

1

WIZ, NERIEEILT RV AD X A F I v 7 WIFH NAT #RET 562~ LET,

switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config)# ip nat outside source static 2.2.2.2 4.4.4.4 group 20 dynamic
switch (config)# ip nat inside source list acl_1 pool pool 1 overload group 20 dynamic

( )
switch (config)
switch (config) # interface Ethernetl/8
switch (config-if)# ip nat outside
switch (config-if)# exit

(

(

switch (config) # interface Ethernetl/15

switch(config-if)# ip nat inside

—
-~

TFELRADSEAF =

v /7 Twice NAT )

WEEE LD S, N T 7 4 v 713N A v 2 —T = f AMBNEA v F—T = A A

# ip nat pool pool 1 3.3.3.3 3.3.3.10 prefix-length 24

=JL ==

ax AE

NFET, HNEEETT RLAZE A F I v 7 BT NATZHTE CTE £9,
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FIRDOEE

F IR D FH

1R BHHIIZ

SMEBEETT FLADZ A F 3 v ¥ Twice NAT DERE .

AA Y FTNAT XA R —T N5 TNWAZ L 2R L E T,

1. switch# configureterminal

switch(config)# ip nat inside source static inside-local-ip-address inside-global-ip-address | [tcp |

udp] inside-local-ip-address local -port inside-global -ip-address global -port [group group-id]

list access-list-name pool pool-name [group group-id]

switch(config)# ip nat pool pool-name [startip endip] {prefix prefix-length | netmask network-mask}

2.
[dynamic] [add-route]
3. switch(config)# ip nat outside source
dynamic [add-route]
4,
5. switch(config)# interface type slot/port
6. switch(config-if)# ip nat outside
7. switch(config-if)# exit
8. switch(config)# interface type slot/port
9. switch(config-if)# ip nat inside

ARV RFERERTIVa Y

=)

R w 71 |switch# configureterminal Ta—r ) ar7 4 Xal— gy T— NS
L/iﬁ—o
ZF v 2 | switch(config)# ip nat inside source static WESZ m— 3L 7 KL AZRNEa—h L 7 KL A
inside-local-ip-address inside-global-ip-address| [tcp | | |z zs#a4-2 7. F- 13N —HL RS T 4 v 7 %
udp] inside-local-ip-address local-port IR TSI k5T ¢ 7 (B 5 51T R
inside-global-ip-address global-port [group group-id] = oy NAT 232 LE+
[dynamic] [add-route] AV AL °
group F¥—U— Nix, BHNET 27NV —T&RE
LE7,
R 7 3 | switch(config)# ip nat outsidesourcelist access-list-name| 4— R — o — ROFEIZ)H0b LT — LA L
pool pool-name [group group-id] dynamic [add-route] | 7~ NAT #EEE 5D 2 & fERT 25 2 210k b .
ATy 7 RETCEM AL LT,
R Ty 7 4 | switch(config)# ip nat pool pool-name [startipendip] | 7 &z —/ NL IP 7 K L A O#iH T NAT 7 — /L % {ER%
{prefix prefix-length | netmask network-mask} LET. IPT RLRIE. FL 74w AEE1E
Xy NI—=I AT A LTI 42 TSR
i‘a‘o
R w 75 | switch(config)# interface type slot/port AV B =T oA ABBREL. AV X —T A AT
T4 X2l —ar®—FERBLET,
R T w 76 | switch(config-if)# ip nat outside AV HE—T A A5y N — 7 1 TH L E

ﬁ‘o
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RETAVIBLUVILF Iy NATEROFE |

B evesTs5UsN s z—omE

ARV KRFERIETI Va3 BHY

R T w 77 |switch(config-if)# exit Ao H—T AR a7 4 Falb— gy F—FK
ERTL, Za—rarry s Falb—ya s E—
FIZERDY £,

R T 7 8 | switch(config)# interface type slot/port AR —T 2 RAEZHZEL. A HF—T A AT
TA4Xalb—varEw—RERBLET,

R Fw 79 |switch(config-if)# ip nat inside NATDOREBTHANFRY NT—T 12 v F—T =
A Az LET,

1
I, AMBRIEILT FLAZH A F X v 7 W5 NATZ R ET 2B 2~ LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# ip nat inside source static 7.7.7.7 5.5.5.5 group 30 dynamic
switch (config)# ip nat outside source list acl_1 pool pool_ 1 group 30 dynamic
switch (config)# ip nat pool pool 2 4.4.4.4 4.4.4.10 prefix-length 24

switch (config)# interface Ethernetl/6

switch(config-if)# ip nat outside

switch (config-if)# exit

switch (config) # interface Ethernetl/11

switch(config-if)# ip nat inside

FINRST 5 K U SYN 2 4 ¥ — DK TE

FIRDEE

Z 2T, FINRSTHE XSYNF A v —fHORRKEFIECHOW T LET, A4 v TFE2Yrn—
N9 2556 . BE S 472 FINRST X° SYN % A ~—{HOE L £ 72 I3H EIL, TCP TCAM A381 9
SFENDMNE I ML >TRARY 4, TCAMBEID ST bbb e, AL v FITHAERTE S
NTWDHEEETLLET, YA v—lRRESNTWRWEAS, 774 /0 MED 60 M54 E X
NET, TCAMMBYY 531 HAILTWRWEE . AL v FITBUERE SN TV D EEZ T THIBR
L. 774V MEZ% never (IZEXE L E 9, ZiE, TCPTCAM MRY) Y 731F STV WG4
TCP AWARE #RENT 4 & — T 2R 5720 T,

18 BRI
1. switch# configureterminal

2. switch(config-if)# ip nat translation syn-timeout {seconds| never}
3. switch(config-if)# ip nat trandation finrst-timeout {seconds| never}
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F IR D

s4+zvo 07 |

ARV RFEEETIVa Y

=)

ATy T

switch# configureterminal

Ja—r )L ar7 4 Xalb— gy T— RaBith
L/i—a—o

ATvT2

switch(config-if)# ip nat trandation syn-timeout
{seconds | never }

SYN ZK & 24153 % 28 SYN-ACK JE& & (8 L7a\
TCP 7T —H DXy NEA LT U MEZFEELE
To XA LT T MEOFFHIX, 1~172800f T,
TCPTCAM MUV 4317 b6, 7 7 4 /0 MElE
60 729", TCP TCAM M H] Y 7317 LA TV N
& T 74V Ml never T, never ¥—U— R
X, SYNX A ~—%FET 7T 4 712 LET,

Gx) TCP TCAM 23] V) 431F B3 TV
BlE, SYNZ A ~v—%RETEETA,

ATvT3

switch(config-if)# ip nat translation finr st-timeout
{seconds| never}

&7 (FIN) "7y hERFEVEy B RST) 237w
MeZE L CERN/KT L EED7r—22 R
DHA LT 7 MEZEFEE L E9, RST & FIN D[l J5
DOEEEZRETHHERHY £, XA L7 7 ME
OFIPAIZ, 1~ 172800 " CT9, TCP TCAM 238] V)
SFeNBEE. T 74V ME 60 T3, TCP
TCAM MY 431 F 5N TWARWES . 77 4 /b M
X never T9, never ¥ — 7 — KiZ, FIN F721% RST
HA<—%IET 7T 4712 LET,

Gx) TCP TCAM 23] V) 431F B3 TV
A1, FINRST ¥ A ~— &R ETE £4
/Uo

1

WOBNE, TCP TCAM IV 53T bNDF A I 7R L TVET,
switch(config)# ip nat translation syn-timeout 20
WOFNE, TCP TCAM 23]V 431F ATV R WG B EZ R L TVE T,

switch(config)# ip nat translation syn-timeout 20
Error: SYN TIMER CONFIG FAILED.TCP TCAM NOT CONFIGURED

T4+ 2y NATEBDY T

FAF Iy 7 BWE 7 VT 5100E, ROEEEFATLET,
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RETAVIBLUVILF Iy NATEROFE |

avy kR

S

clear ip nat trandlation [ all | inside
global-ip-address local -ip-address [outside
local-ip-address global-ip-address] | outside
local-ip-address global-ip-address ]

TRTCELITHTDOZ A F I v INATEH L %
B L £,

1

KIZ, TANTOXAFT Iy 7 BEWE s VT T 502" LET,

switch# clear ip nat translation all

WIZ, WERT RLREAT RLADE A F I v 7B AE 7 VT T 562 RLET,

switch# clear ip nat translation inside 2.2.2.2 4.4.4.4 outside 5.5.5.5 7.7.7.7

T4+ 3 v NAT DERTEDHEE

ZAF w7 NAT OFREEFRT DI, WOEEEITTOVET,

avoU kR

B8

show ip nat translations

TIT AT Fy NU—27 7 RLALH
(NAT) #F£RLFET,

T MU BMERBLIOMERH SN HEFR L
KEHT —T ) = b OBINEFERZFR L
*9,

show run nat

NAT OFEERRLET,

show ip nat max

TIT 4Tty NU—2 T KL AL
(NAT) OFKfEZEFRRLET,

show ip nat statistics

NAT #aHEH A2 T =% L ¥ 7,

1

RIZ, IPNAT ;e KA Fornd 662~ LET,

switch# show ip nat max

IP NAT Max values

Max Dyn Translations:80
Max all-host:0
No.Static:0

No.Dyn:1

No.Dyn-ICMP:1
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Switch (config) #

RIZ, NAT SEHEREZFRT o012~ LET,

switch# show ip nat statistics

IP NAT Statistics

Stats Collected since: Mon Feb 24 18:27:34 2020
Total active translations: 1

No.Static: O

No.Dyn: 1

No.Dyn-ICMP: 1

Total expired Translations:
SYN timer expired:
FIN-RST timer expired:
Inactive timer expired:
Total Hits: 2 Total Misses: 2
In-Out Hits: O In-Out Misses: 2
Out-In Hits: 2 Out-In Misses: O
Total SW Translated Packets: 2

In-Out SW Translated: 2

Out-In SW Translated: O

Total SW Dropped Packets: 0

In-Out SW Dropped: O

Out-In SW Dropped: O

Address alloc. failure drop: 0
Port alloc. failure drop: 0
Dyn. Translation max limit drop: O
ICMP max limit drop: 0
Allhost max limit drop: 0
Total TCP session established: 0O
Total TCP session closed: 0
NAT Inside Interfaces: 1
Ethernetl/34

NAT Outside Interfaces: 1
Ethernetl/32

Inside source list:
B o e ot o

Access list: T2
RefCount: 1

Pool: T2 Overload

Total addresses: 10

Allocated: 1 percentage: 10%
Missed: O

Outside source list:
B o e ot o

Switch (config) #

I 287490 BLUE1F vy NATZEHROEE [}
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Swi

**N
of

\)

=2
aity

tch (config) #

0.Dyn-ICMP field is to display the no of icmp dynamic translations ,

"No.Dyn" field.

AETAVIBEUTAF S v NATEBRORE |

6=

Cisco NX-0S U U — % 9.3(5) L& Tlx, No.Dyn-ICMP 7 .t —/L KiZ No.Dyn 7 4 —/L

RFOY Ty FTHY ., ICMP ¥ A F I v 7 EBMONFRRINET,

WIZ, NAT DEITa L 7 4 Fal—a b E2ERTLHHZ2RLET,

swi

tch# show run nat

!Command: show running-config nat
!Time: Wed Apr 23 11:17:43 2014

ver
fea

ip
ip
ip
ip
ip
ip
ip
ip
ip
a

sion 6.0(2)A3(1)
ture nat

nat inside source list listl pool
nat inside source list list2 pool
nat inside source list 1list7 pool
nat outside source list 1list3 poo

nat pool pooll 30.1.1.1 30.1.1.2
nat pool pool2 10.1.1.1 10.1.1.

nat pool pool3 30.1.1.1 30.1.1.8
nat pool pool5 20.1.1.1 20.1.1.5
nat pool pool7 netmask 255.255.0

ddress 40.1.1.1 40.1.1.5

pooll

pool2 overload
pool7 overload
1 pool3
prefix-length 24

2 netmask 255.0.255.0

prefix-length 24
netmask 255.0.255.0

.0

WIZ, 777 4772 NAT B a B3 562~ LET,
F—R—a— RO HLHNE T —/L

swi
Pro
icm
icm

tch# show ip nat translation
Inside global Inside local

p 20.1.1.3:64762 10.1.1.2:133

p 20.1.1.3:64763 10.1.1.2:134

A==t — R DR NIER T — L

swi
Pro
any
any
any

tch# show ip nat translation
Inside global Inside local

B X574 v98&UFC4F2 99 NATEBROFEE

Outside local
20.1.1.1:0
20.1.1.1:0

Outside local
177.7.1.1:0

40.146.1.1:0
10.4.146.1:0

Outside global
20.1.1.1:0
20.1.1.1:0

Outside global
77.7.1.64:0
40.46.1.64:0
10.4.46.64:0

its a subset



| REF4 99 BEUEAF3 v NAT EHOH
Bl: 54z vozmbsvEms (679 tokE [

Bl : FAFTIVIEBMBEUERE A LTI FDOERTE

W2, 778 AV A REHRELTEAFT I v I/ —_"—ag—RKxy hU—27 T KL &
M (NAT) ZRET HHlERLET,

Switch> enable

Switch# configure terminal
Switch(config)# ip access-list acll
Switch (config-acl)# permit ip 10.111.11.0/24 any

Switch (config-acl)# deny udp 10.111.11.100/32 any

Switch (config-acl) # exit

Switch (config) # ip nat inside source list acll interface ethernet 1/1 overload
Switch (config) # interface ethernet 1/4

Switch(config-if)# ip address 10.111.11.39 255.255.255.0

Switch (config-if)# ip nat inside

Switch(config-if)# exit

Switch (config) # interface ethernet 1/1

Switch (config-if)# ip address 172.16.232.182 255.255.255.240
Switch(config-if)# ip nat outside

Switch (config-if)# exit

Switch(config)# ip nat translation max-entries 300

Switch(config)# ip nat translation timeout 13000

Switch (config)# end
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