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RNY)—=_R—=2 L—F 7 (PBR) WA ->TWAZ & 2R LET,

FlED#HE
1. configureterminal
2. [no] featureitd
3. (f£&) copy running-config startup-config
FIED FHE
ARV REEETI 3 Y B
AT w 71 | configureterminal T a— R ET— RERE L E T,
1
switch# configure terminal
switch (config) #
R T 7 2|[no]featureitd ITD #§ReZ A X — 7 WIZLET, T 7 4/ hTiE,
i - ITD 13RI > TOET,
switch (config)# feature itd
ATv 73| ({£E) copy running-config startup-config FiTar74Xal—rvark, AX—F T v

1 -

switch (config)# copy running-config startup-config

V74X 2l — gl a—LET,

—

FIRDOHE

TINA R TIL—T DR

ITD T34 A2 TN —TFZE LD, J—F D) —RKETn—7%2FETEE£T, Cisco
NX-0S U U —2& 7.03)13(1) LABETlE, BEDOT A A T NV—TZHELTEET,

Cisco NX-0S U U —2 10.1(1) BABETIE, T4 A TNV—TND ) — K& 7 T AX|TBEINTE

£9. ZOHA.

1R BRI

FTNRARATN—TFIZNE ) — R Lr-ULDAZ R, J—RFERITHRY b AH
VA ) — RN | failaction A7 3 URERESNTWVET,

fail-action bucket-distribute

ITD BSRENR A X —T L THDHZ L 2R L £,

T 8A AN CiscoNX-0S U U — 2 7.03)13(1) LAEZ FAT L TV A HEEIL, RO a~ 2 RHE
feature sla senderfeature sla responder

SNTNDLZEaMERLET,

1. configureterminal
2. [no] itd device-group name
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vrf vrf-name

712 sn—7ouR |

[no] node{ip | ipv6} {ipv4-address | ipv6-address}

[no] probetrackid

[no] cluster 1D description description-string

[no] port port value
. [no] mode hot-standby
10. [no] shutdown
1. exit

3
4
5.
6. [no] weight weight
7
8
9

12 /—FZEIZFIEI ~5%#0RLET,
13. [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]

14. [no] hold-down threshold count <count> [time <time>]
15.  (fI:&) copy running-config startup-config

FIED ¥
ARV EERETIVa Yy B#)

AFw 71 |configureterminal Ja—s\ L ar 7 4 X alb—3ay B— REBth
11 LET
switch# configure terminal
switch (config) #

A5 w72 |[no]itd device-group name ITD /3 2 Z V=T %R L, T/A A 7 )L—

_ TarZ4Xal—varE—RelBLET,
i
= P Sy N <
switch(config)# itd device-group dgl Eﬁj( 32 X%@%%{%é’]\j}f% ij«o
switch (config-device-group) #

ATy 73 |vrfvrf-name T AT N—TDVRF Mgk LET, FEMCD
i - WTIE, VREOYR—F (19x—=2) OkZ v 3
switch (config-device-group)# vrf vrfl \/%ZSB‘E LT =Y Yo
switch (config-device-group) #

A7 w74 |[no] node{ip | ipv6} {ipv4-address | ipv6-address} ITD ® ./ — R&EHELET,

i)
switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #
11
switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #
AT w5 |[no] probetrackid Iu—T7Da—WF—EFKLINT v 7 ID ZHHL E

1 :

switch (config-device-group)# probe track 30
switch (config-device-group-node) #
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ARV RFERETI3Y EL:Y
ATy 76 |[no] weight weight ITD D/ — FOEHEZFRE L ET, AT
15“ : ~ 256 ’C\“jﬂo
switch (config-dg-node) # weight 6
RXF w77 |[no]cluster ID description description-string BEINErZFAZIZ ) — REEMLET,
1 -
switch(config) # itd device-group dgl
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) # cluster 2 description
c1l
i
switch (config)# itd device-group dgl
switch (config-device-group) # node ipv6
2001::198:1:1:11
switch (config-dg-node) # cluster 3 description
c3
AT w78 |[no]port portvalue BREAR— R~ 7 RLAZEHDOR— FNESEZHE L E
Bl - T MEOHPAIL 1 ~ 65535 TT,
switch (config-dg-node) # node ip 10.10.10.10
port 1000
A7 w79 |[no] mode hot-standby )= RETFNRAL A TV—=TDRy b AR LA
15“ : /_ F‘& LT*‘%E‘Z Ljﬁ‘j—o
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
ZT w710 |[no] shutdown )= REATF A= RNIBEEITKTL
11 EJUaS
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATy TN |exit TRAATN—T ) —Rarr47b—var
Bl T RERTLET,
switch (config-dg-node) # exit
switch (config-device-group) #
ATYT12 |V —RIZEICFIEI ~5 %V IELET,
T w713 |[no] probe {icmp | http | tcp port port-number judp | 7 5 2 &% L —FOH— R Fu—7 5k LE

port port-number | dns[freguency seconds]
[[retry-down-count | retry-up-count] number] [timeout
seconds]
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ARV FFEREETIVa Yy

E:)

1 :

switch (config-device-group) # probe icmp frequency]
100

Cisco NX-OS U U — 2 7.03)I3(1) LAF, ITD ¥—t
AT —T L LTROTr haLvERETE £
—640

« ICMP
« [TCP]
- [UDP]
« HTTP
« DNS

PRV UV —2 Tk, ITDY—E 2D 7a—7L L
TICMP WMEAH SN TWE LT,

A a T RO EREY T,

- frequency : 7' — 7 OB R RN THE L
*9, EOHEIL 1 ~ 604800 T,

e retry-down-count : / — RB3Z 7 L& (T
Ta—TZ Lo THEITSNDHBA T O %
BELET, fHECTE LML 1 ~5TT,
e retry-up-count : / — RQVEIF L7 L EIc7 m—
TNFATTDE I FOKERELET,
ETEDHEPHIL 1~ 5 T,

stimeout : ¥ A4 A7 U MM ZMEA THEEL
F77. EOHPHIL 1 ~ 604800 T,

ATV 714

[no] hold-down threshold count <count> [time<time>]

&1

switch (config-itd)# itd device-group dg

switch (config-device-group) # hold-down threshold|
count 1

switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node) # hold-down threshold count]
3 time 200

) — REZIET A A T A—TF O L XMk
EhRELEWVEA A ~v—ERELET,

ATy 715

(&)
51

switch (config-device-group) # copy running-config
startup-config

copy running-config startup-config

EFar 74 FXal—varvEk, AX— KT oS
a7 4 Xal—Taricar—LET,

ITD DK .



B my—cxoumn

ITD R |

ITD H—E XDHER

1R BHHEIIZ
ITD $RENR A X —T NV ThH D Z L MR L £,
ITD U —ERICEMENDIT AL A TA—TPNERENZZ & 2R L £,

FIEDHE
1. configure terminal
2. [no] itd service-name
3. [no] device-group device-group-name
4. [no] ingressinterface interface
5. [no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-l4port [tcp |
udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}
6. [no] virtual [ip |ipv6] { ipv4-addressipva-network-mask | ipv6-address i pv6-network-mask }[
{ proto {port_num | port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 KOWTPDOavwy RE AL T, /J—REERICN I 70y 7 2H/EI0 Y TT5H
EERELET,
* [no] failaction node reassign [drop-on-fail ]
* [no] failaction node least-bucket [drop-on-fail]
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail]
8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. [no] drop access-list acl-name
1. ({£E) [no] peer local service peer-service-name
12. noshutdown
13. ({£E) show itd [itd-name]
14. ({EE) copy running-config startup-config
F gD F%H
ATV RFERIETIYaY B#)
A7 w71 |configureterminal Ja—rL a7 4 Xab—ar E— REHLh
switch# configure terminal
switch (config) #
RTwF2 |[no]itd service-name ITD —E 2 &% E L, ITDHRE— REBA L £
15“ : ‘é—o E‘ij( 32 ii@%i‘k?%ﬂj}f% i‘?—o
switch (config)# itd servicel
switch (config-itd) #
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ITD #—E R DA .

ARV RFEEIETIa Y B
R w73 |[no]device-group device-group-name ITD H— VY R IZEEEDT AL 2 T )—TFZBM L
B - %7, device-group-name X, T /3A A Z)L—TD
switch(config-itd)# device-group dgl %ﬁﬁ%#éﬁ;bi‘d_o %j( 32 ji@ﬁﬁﬁ%]\ﬁf
xET,
GE) Cisco NX-OS U U — 2 7.0(3)I3(1) LAF%
Tk, DT NA A T NV—T% ITD
P—ERIZBEIMNTEET,
ZFw 74 |[no]ingressinterfaceinterface ITDY—E A1 DLL DA & —T = A 2%
1 - LETS
switch(config-itd)# ingress interface ethernet | DA L X —T A AL, ho~% ([,]) %
4/1-10 BRLTKYD £F, A2 —7 = ADFHIT.
switch(config-itd)# ingress interface Vni500001 /\4);7>/ ( (—j ) %Eﬁﬁ;ﬁ117:#§ﬁ§L/ji?ro
A VB —T oA AP —ERCBEEMT DR,
HEHARAVRFBIOA Vv H—T oA AE—REHREL
£7,
ATFvTH [no] load-balance {method {src {ip | ip-14port [tcp| |ITD +—E RO — K XT3 v 7> a %

udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

1

switch (config-itd)# load-balance method src ip
buckets 16

RELET,
A a T RO EREY T,

e method : EFJEE 2 ITHERLO P 7 R LR
R—ADARENI T 7 1 v 7 rEEREL
£7.

s buckets : {ERkT 2537 > OB ETEE L E
T, 1D EDOAT Y R 12D/ —RiZ~vy
TINTWET, N7y MI2ONEFETH
ETHMENDH Y £, FPHIZ2~256 TT,

GE) RIET DNy NOED ) — RD
BEIVZ2NGE, N7y MITR
TH/—FRI7vr ey
THHINET,

» mask-position : #— K/NZ U ADY A (L&
ERELET,

o least-bit : Fg/hE >y FDOBE—KNRT A ZAF—
LEFREIZLET, TOAF—AIZLD, A
7y NMERKA 1 = X LsiEfgid 5080 7 7 A
T MIP LT 47 A%E U AT v MR
TEHLOICLET,
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ARV FFEREETIVa Yy

S

« include-acl ZfEH T 29— ADEHE. K/
vy b (RAZMEOFEIZNDGT) &l
LT, BUAYT Y My HECT 2k 5 IP
RARNERS LET,

GE) T ATAEDNNT v MK EATRTECE—

RIZHEDSWTERAREZR By & %

HE Ny NOERFICHNEIZT

T RTOIICRY £,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address ipv6-networ k-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable} ] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

&1

switch (config-itd)# virtual ipvé 100::100 128
udp 443

. ITD DR

ITD %— b ADRAEIPv4 721X 1Pv6 7 KL A & 3%
/\’:._E‘l/jz—dAO

proto 47> =z (TCP £721X UDP) %, {KAHIP
T RLARBESNET e harhbD 7o —55
FANDZ EEEELET, N— MMAEZ 0 ~
65535 T9°,

[advertise {enable| disable}] 47"+ = > 1%, AR IP
J— N EBBERET XA AT RANZ ARG BH0E 90
EHRELET, VIPT RN A X F T a0 h
2o TOWDEGE, 12U EDT T4~ /) —F
FloiFAy NAZ U NA — RBMEAE TP E721%
H—ERADFTDFT 7+ NDF A AT —F B
AT ST AN, AT N—TTT 7T 4 TTeo
TWAEA, ITD 13— &R IP 7 R L AT
RARZAXLET ST D%E) o VIPT KX
AR FTvarZGMITHIUE. T_XCHOT T
A=l ) —RERy h AZ AL J— K&, FA
AA T N—T LT — R LT a—7 %
LCEBCEA2LERLY £,

GE) Cisco NX-OS U U — 2 9.3(2) LAKE,
advertise {enable| disable} [active] 47
¥ 3 1% Wamning (FEE) ZFITL T
[advertise {enable|disable}] 47> = >

2L £,
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

GE) CiscoNX-OS U U — 2 9.3(3) L&, IPv6
ITD Tl%. advertiseenable XY
advertise enableactive 47" = )3

R—hSNTHET,

RABIP DDA A B2 o A, R
IP 7 KL AZEFFOY—EAD F CTHEK
TEEITN, xy h~vRAT (F72137
Vo7 4w AR e bhan, ¥
IR — FRERRY 9, 22—V T,
FNo 74w TJu—RNERLIZEEY
AWM TE 5 L9, AP, ~
A7 7aban, BLOFE—o—#
D—EBTHDHILEHERTILEND

D ET,
ATvT1 |ROVWTIhDa~vy REASLT, /— REE | = ZAMEH T 2 fail-action A 77 = X L ZHERL L
BIZNT 74 v 7 2H{EIVYTT D HELREL | £7,
= GE) ZOTATY RAIE, B b
» [no] failaction node reassign [drop-on-fail] ST 4075 EHBE LTOOETIN,
+ [no] failaction node least-bucket [drop-on-fail] B S A R T AL DO TIEIH D F
* [no] failaction bucket distribute [drop-on-fail] A,
* [no] failaction node per-bucket [drop-on-fail]
i - GE) failaction bucket distribute =~ > R,
) . o , IPv4 & IPv6 Dl J7 TH AR — kb XF T
switch (config-itd)# failaction node reassign
£,
11 -
switch(config-itd) # failaction node least-bucket] GE) drop—on—fail j_7o“/5 .‘/ﬁi\ IPv4 k IPv6
D JF THR—h I TWET,
1 -
switch(config-itd) # failaction bucket distribute
1 -
switch (config-itd)# failaction node per-bucket
[drop-on-fail]
RT v 78 |[no]vrfvrf-name ITD #—E 2D VRF #f5E L £,
i
switch (config-itd)# vrf RED
AT v 79 |[no] exclude accesslist acl-name ITDAITD B — RAZ U INBRATH T 7 4 v

1 :

switch(config-itd)# exclude access-list acll

7 EEELET,
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ARV FFEREETIVa Yy

S

AFw 710 |[no] drop accesslist acl-name ACLIZ—HTH N7 74 v 7% Ruy 7 LET,
1 :
switch(config-itd)# drop access-list acl4
ATYv 71N | ({£&) [no] peer local servicepeer-service-name |[AIL (2—Hh 1) AL v F EIZHDHIY A vF
Bl E—RD2ODITD 7 —EAD 1 D%FEL
Fh(f.;mw . . , ﬂiﬁO%®HD#—EX%¢ﬁL\:®ZvVP
7 ° LT 2EEOITD 7 H— LR &HET
VENRHY ET, MFOV—EATIDa~vr Rz
BIFTHE, S RO~V ARATF—ZZANR2O0D
P—E X TR SN ET,
GE) 2ODTINA R TN—TD ) — R,
RCIEFChHLMERH Y £, B
I, EFER RSN D L oIz, Ml
FDFTINA A T N—T DEHDT L K
VR LY Ay FE—RFHTHD
VERH Y £7,
AT w712 |noshutdown ITD r—E R %A X—T M LET,
1 -
switch (config-itd)# no shutdown
ATvF13 | ({EE) show itd [itd-name] BEEDITD A v AKX LV AD AT —H 25 L URERR
) EFRRLET,
{1
switch (config-itd)# show itd
ATy 714 | ({£&) copy running-config startup-config FiTar 74 Xal—vark AEA— TS
- ary7 4 Xalb—arilar—LrEd,

switch (config-itd)# copy running-config
startup-config

ITD D& Rk f5l

PAFIZ, ITD T34 A I N—T%RET AW E R LET,

switch(config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group)# node ip 210.10.10.11

switch (config-dg-node) # weight 6

switch
switch (config-dg-node) # weight 6
switch (config-dg-node) # exit

config-device-group) # node ip 210.10.10.12

switch (config-device-group) # node ip 210.10.10.13

(
(
(
(
switch (config-dg-node) # exit
(
(
(
(
(

switch (config-dg-node) # weight 2
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switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp

Z WL, BEDITD 7314 A 7 v—7 (http_servers 33 L W telnet_servers) Z 4% 3 5 5k
ZRLTWET, IBIP 7 RL AT AL R T —F T LTk S, AaEosr y M
FABIP 7 L AT L2hH Y £,

switch (config)# itd device-group http servers
probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch (config)# itd test
virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

ZOFNE. ATTR—F F¥x L BT Z—T 2 f AL DRY > —_R—RA JL—F 4 T D
ITD AR — FZRLTWVET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1.1
switch (config-itd)# device-group DG

switch(config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch(config-itd)# no shutdown

oL, (GARALZTNA—F LD Fa—FTiER) J— R LD Fa— 7 R
TAEHEEZRLTWET, /— R0 a—7%{T5846. FNFhD /) — RS0
0 —7 TR AREZ2 72D, J— R LICEBICH AI A AT DHZ ENTEET,

switch (config)# feature itd

switch(config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group)# node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBNE, HHGESE NAT MRk 5 712 R L TWE T

Itd device-group <dgl>
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4
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Itd testl

device-group <dgl>

virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination

Itd test2

device-group <dg2>

virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination

switch (config)# sh nat itd

ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port

Protocol

serl_itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip_ 1 bucket 21 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT # X O PAT DOHER%

feature itd

itd device-group dgl
probe icmp
node ip 10.10.10.10
port 1000
node ip 20.20.20.20
port 2000
node ip 30.30.30.30
port 3000
node ip 40.40.40.40
port 4000

itd device-group dg2
probe icmp
node ip 10.10.10.11
node ip 20.20.20.21
port 2000
node ip 30.30.30.31
port 3000
node ip 40.40.40.41
port 4000

itd serl
virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2
ingress interface Ethl/1
nat destination
failaction node per-bucket
load-balance method src ip buckets 64
no shut

LIRS, (A8 IPv4 7 R L 2 R 26 2R L £ 9,

switch (config) # feature itd

switch (config)# itd s4-101

switch (config-itd)# device-group dg_v4

switch (config-device-group)# ingress interface V1an913
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switch (config-device-group) # virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise
enable active

LIRS, (A8 IPve 7 B L R R S Bl 2R L £ 9,

OB, FTFT7 4 vl BRI ET D L HICNET— R AT v T ET D kR
RLTWET, ZOHITIE, /—FK1&21%, /—K3L4D3FEDRNT T 4 v 7 &Y
ESc

switch(config)# feature itd

switch (config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group)# node ip 210.10.10.14

ZOFNE, AN ACL 2R LT, ITD B ITD 2 — RAT UG+ 53 T 7 40 v 7 %58
ETDHHEERLTWET, 2E2E, 77AT7 03—V AL AXT g b3l LRV
FH VLAN BLOT A b Xy FVLAN |Z, ITD /34 RAT&E £,

switch(config)# feature itd

switch (config)# itd Service_Test

switch (config-itd) # device-group test-group

switch (config-itd) # ingress interface vlanlO
switch (config-itd) # exclude access-list ITDExclude
switch (config-itd) # no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

ZOBNE, acll ZERR L CITD % —E AIZEID B THHEEZRLTWET, show =2~ i,
ERENTZIPT 7R VAN NL— b~y T HBERLET,

switch(config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl) # exit

switch(config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch (config-itd)# load-balance method src ip
switch(config-itd)# access-list acll
switch(config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port
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dgl ICMP

Pool Interface Status Track_id

test_itapool Ben3/1 o1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

aclljza0  lo0.1.1.0/2¢ e o
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
11110 Active 1 TONP oK 2 10002

3 10.10.10.9 Active 1 ICMP OK 4 10004

4 10.10.10.10 Active 1 ICMP OK 5 10005

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-08 U U — 2 7.03)17(3) LAKE, ITD (X IPv6 ZHHR—F LET, ZOHlIE. acl Z1ER
L. ITDv4 3B L NITDv6 H—E R ZE W Y THHEEZRLTWET, show 2~ R, ARk
ENFIPT778A VAR NL— b~y TERFRLET,

switch

switch
switch

config)# IPv6 access list acl6-101
config-acl)# 10 permit udp 2405:200:1412:2000::/96 any
config-acl)# exit

switch(config)# IP access list acl4-101
switch(config)# 10 permit tcp 10.0.0.0/10 any
switch(config-acl)# exit

switch(config-itd)# device-group dg6-101
switch(config-itd)# ingress interface Vl1an913
switch(config-itd)# failaction node reassign
switch(config-itd)# load-balance method src ip
switch(config-itd)# access-list ipvé6 acl6-101
switch(config-itd)# no shut

switch(config-itd)# device-group dg4-101
switch(config-itd)# ingress interface V1an913
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switch(config-itd)# failaction node reassign
switch(config-itd)# load-balance method src ip
switch(config-itd)# access-list acl4-101
switch(config-itd)# no shut

ZOBITIE, /— REERIC, BENRELE ) —F ATy b e, ATy FOBEDR RPN
TIT 47 = RICHIVETLHEOICITD v — B R &/ T 5 HiExd R~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port

Q@ e

Pool Interface Status Track id

test itd pool Bthi/l ¢ 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 111 hctive 11w ok 2 10002
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Bucket List

ITD R |

2 2.2.2.2 Active 1

Bucket List

Probe Port

Probe-IP

3 3.3.3.3 Active 1

Bucket List

Probe Port

Probe-IP

4 10004

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3,

switch# show itd

rt

and the failed node buckets are send to Node 2.

Trk# Sla id

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test src-ip  ACTIVE 4
Exclude ACL
Device Group Probe Po
& e
Pool Interface Status Track_id
test_itd pool Bnil o 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
1 1.1.1.1 Active 11w
Bucket List
test_itd pucket 1, 4
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.2.2.2 active 1710Mp
Bucket List
test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP

. ITD DR
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3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# end

switch#

ZOFITIX, /= FEERIC 00727747/ — FEZFITTIERL) AR ~To
=R NT T 4 v 7 BT 2 X ICITD Y —ERAZHER T 5 HiEE R L TWET,
switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction bucket distribute
no shut

switch#
switch# show itd
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
dg ICMP
Pool Interface Status Track id
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test_itd pool Ethl/1 Up 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 1.1.1.1 Active 1 ICMP OK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List

3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List
test_itd bucket 3
switch#

WOBNE, ITD > v a U EER LT, dgl 731 A Z—T12 ) — REREIECEINT 55
HEETRLTWET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
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test_itd pool

ACL Name
acll
Node 1IP Cfg-S
1 1.1.1.1 Active

Interface

Probe Port

Status Track_id

Probe-1IP

o o ]

3 10003

2 2.1.1.1 Active

Bucket List

Probe Port

Probe-IP

3 3.1.1.1 Active

Bucket List

Probe Port

Probe-IP

5 10005

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services

!Time: Tue Sep 20 20:36:04 2016

version 7.0(3)I5(1)
feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.1
node ip 2.1.1.1
node ip 3.1.1.1
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch

config-itd)# itd session device-group dgl

(
switch (config-session-device-group)# node ip 4.1.1.1
switch(config-session-dg-node)# commit
switch(config)# show itd test
Legend:
ST (Status) :
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

Exclude ACL

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
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Device Group Probe Po
Pool Interface Status Track_id
test_itd pool Beni/11 e >
ACL Name
aci

Node 1IP Cfg-S WGT Probe Port Probe-IP

1 1.1.1.1 Active 1 ICMP

Bucket List

rt

STS Trk# Sla_id

ITD R |

test_itd bucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP ST
2 2.1.1.1 Active 1 ICMP

Bucket List

S Trk# Sla_id

3 3.1.1.1 Active 1 ICMP

Bucket List

Node 1IP Cfg-S WGT Probe Port Probe-IP

4 4.1.1.1 Active 1 ICMP

Bucket List

STS Trk# Sla_id

test_itd bucket 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1

itd test
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device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

WOBNE, ITDE > v a U EER LT, dgl 73 2 T —T12 ) — REEIECHIRR T 2 5
HEETRLTWET,

switch (config)# feature itd

switch (config) #

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

Device Group Probe Port

@t e

Pool Interface Status Track id

test_itdpool Beni/1l up >

ACL Name

ot

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 1101 Active 11ewe oK 3 10003

Bucket List

test itd bucket 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

I ITD DK II
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switch(config-itd)# sh run service

!'Command:
'Time:

ITD R |

3 3.1.1.1 Active 1

Bucket List

5 10005

4 4.1.1.1 Active 1

Bucket List

Probe Port Probe-IP STS
ICMP OK
Probe Port Probe-IP STS
ICMP OK

test_itd bucket 4

Tue Sep 20 20:39:55 2016

version 7.0(3)I5(1)
feature itd

itd device-group dgl

probe icmp
node ip 1.1.
node ip 2.1
node ip 3.

1
1.
1
node ip 4.1.1

e =

1
1

itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

show running-config services

no shut
switch(config-itd)# itd session device-group dgl
switch (config-session-device-group)# no node ip 4.1.1.1
switch (config-session-device-group) # commit
switch(config)# show itd test
Legend:
ST (Status) :
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4
Exclude ACL
Device Group
dgl
Pool Interface Status

. ITD DR

Probe Port
ICMP
Track_id

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
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Trk# Sla_id

test_itd pool Ethl/11 Up 2
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP
1 1.1.1.1 Active 1IMe oKk 3 10003
Bucket List
test_itd pucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.1.1.1 Active 17IcMe Ok 4 10004
Bucket List
test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP
s 3.1.1.1 Active 17IeMe oK 5 10005

Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command:
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.1
node ip 2.1.1.1
node ip 3.1.1.1

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

show running-config services

WOBENL, ITDE Y v a U Z21ERR LT, BEHERS /) — F&®|EIETEML, BEFEDO ) —FoD
HEAEEEL, dgl TR A T N—T M5 ) — REHIBRT 2 FiEEZRLTHWET,

switch (config)# sh itd test

Legend:
ST (Status) :

LB Scheme Status

Buckets

ST-Standby, LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

ITD DK II
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test src-ip

Source Interface

ACTIVE n/a

Probe Port
Track_id
1

ITD DR

Interface Status
Bz e
Buckets
8

Cluster-id Cfg-S WGT

Active 1

Probe Port

Probe-1IP

STS

test_itd bucket 2,
Node 1IP
Sla_id
2 1.1.1.4

Cluster-id Cfg-S WGT

Active 1

test_itd bucket 3,
Node IP
Sla_id
3 1.1.1.5

Cluster-id Cfg-S WGT

Active 1

Probe Port

Probe-1IP

STS

test_itd bucket 4,
Node 1IP
Sla id
4 1.1.1.2

Cluster-id Cfg-S WGT

Active 1

Probe Port

Probe-1IP

STS

test_itd bucket 8,

II ITD DR
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ACL Name Buckets

dg2
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
1 2.1.1.1 Active 1 ICMP
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
2 2.1.1.2 Active 1 ICMP
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
3 2.1.1.3 Active 1 ICMP
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch(config)# show run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

'Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

o o ]
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node ip
node ip
node ip
node ip

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.
node ip
node ip

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch
switch
switch
switch
switch
switch
switch

config)# itd session device-group dgl
config-session-device-group) # node ip 1.1.1.5
config-session-dg-node) # weight 2
config-session-dg-node node ip 1.1.1.4
config-session-dg-node weight 3
config-session-dg-node node ip 1.1.1.6
config-session-dg-node weight 2

) #
) #
) #
) #

switch(config-session-dg-node)# no node ip 1.1.1.2
switch (config-session-device-group) # commit
switch(config)# sh itd test

Legend:

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id

1 1.1.1.3 Active 1 ICMP

. ITD DR
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Cluster-id Cfg-S WGT

Active 3

Cluster-id Cfg-S WGT

Active 2

Cluster-id Cfg-S WGT

10003
Bucket List
test_itd bucket 2
Node 1IP
Sla id
2 1.1.1.4
10004
Bucket List
test_itd bucket 3,
Node 1IP
Sla_id
3 1.1.1.5
10005
Bucket List
test_itd bucket 4,
Node 1IP
Sla_id
4 1.1.1.6
10011
Bucket List
test_itd bucket 8,
ACL Name
APP2

Cluster-id Cfg-S WGT

Active 1

test_itd acl 1 bucket 1, 6

Node 1IP

Cluster-id Cfg-S WGT

Active 1

ITD DK .
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Bucket List

ITD R |

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

. ITD DR
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ZOfFE, IMDEYy a2 h LT F A7 —RACLEZHEH LT/ — e —E R
M= CIBINT 5 HEEZRLTCWET, 20T, TXA AT L—F L LF £ 71—
K ACL N9 CIZHER STV ET,

switch (config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:05:44 2020
!Time: Sun Nov 15 12:07:42 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APP1l device-group dgl
access-list APP2 device-group dg2
no shut

switch (config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track id
Ethl/3 up 1

ACL Name Buckets

APP1 8

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
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1 1.1.1.3 Active 1

Node 1IP Cluster-id Cfg-S WGT
Sla_id

2 1.1.1.4 Active 1
10004

Node 1IP Cluster-id Cfg-S WGT

test_itd bucket 4, 5
ACL Name Buckets

dg2

Node 1IP Cluster-id Cfg-S WGT
Sla_id

1 2.1.1.1 Active 1
10006

Node 1IP Cluster-id Cfg-S WGT

2 2.1.1.2 Active 1

test_itd acl 1 bucket 2, 7

Node 1IP Cluster-id Cfg-S WGT
Sla_id

. ITD DR
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3 2.1.1.3 Active 1 ICMP OK 8
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5

switch(config)# itd test

switch (config-itd)# itd session device-group dgl
switch (config-session-device-group)# node ip 1.1.1.2
switch(config-session-dg-node)# commit
switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#

I ITD DK .
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2 1.1.1.4 Active 1

Node 1IP Cluster-id Cfg-S WGT
Sla_id

3 1.1.1.5 Active 1
10005

Node 1IP Cluster-id Cfg-S WGT
Sla_id

4 1.1.1.2 Active 1
10010

test_itd bucket 8, 7
ACL Name Buckets

dg2

Node 1IP Cluster-id Cfg-S WGT
Sla_id

1 2.1.1.1 Active 1
10006

Node 1IP Cluster-id Cfg-S WGT

2 2.1.1.2 Active 1

test_itd acl 1 bucket 2, 7

Node 1IP Cluster-id Cfg-S WGT
Sla_id

. ITD DR
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3 2.1.1.3 Active 1 ICMP

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch (config)# sh run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:10:18 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

o o ]

Probe-IP STS Trk#

OB, ACE A > 7 /b— K ACL IZH W35 Z &< BT 2 HEEZRLTWET,

switch (config) #

switch (config-acl)# ip access-list acll
switch(config-acl)# 1010 permit tcp any 10.220.0.0/16
switch(config-acl)# 1020 permit tcp any 20.1.1.0/24

switch (config)# show ip access-lists acll
IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch(config)# itd device-group dgl

ITD DK II
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switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1

1.1
switch (config-dg-node) # node ip 3.1.1.1
1.1

(
(
switch (config-dg-node) # node ip 2.1.
(
(

switch (config-dg-node) # node ip 4.1.

switch (config-dg-node)# itd test

switch (config-itd) # device-group dgl
switch (config-itd) # ingress interface Ethl/11

Note:

(
(
(
switch (config-itd) # load-balance method dst ip
Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-1list acll

switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services

!Time: Tue Sep 20 20:44:17 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# ip access-list acll

switch

switch (config-acl) # exit

(
(
(
(

switch (config)# itd session access-list acll refresh

switch (config)# sh ip access-lists
IP access list test_itd bucket 1
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test_itd bucket 2
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test itd bucket 3
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.128/26
IP access list test_itd bucket 4
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
switch (config)# sh run rpm
interface Ethernetl/11

ip policy route-map test_itd pool

. ITD DR

config-acl)# 1030 permit tcp any 30.1.1.0/24

| grep n 4 itd_

64.0 0.0.63.255
64 0.0.0.63
64/26

128.0 0.0.63.255
128 0.0.0.63

192.0 0.0.63.255
192 0.0.0.63
192/26

ITD R |
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ZoBITIE, T7'A URMPETNZAER I, TERIND p —BEERSHDL Z L E2ERL
%9, CiscoNexus U U —2Z 933)F LI TiX, show ip accesslist dynamic =~ > K& L C
VAT LAHND ACL R TEET,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2 dynamic

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3 dynamic

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4 dynamic

IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5 dynamic

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6 dynamic

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7 dynamic

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8 dynamic

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— F ACL 2°6 ACE i < HIR4 % HiEZ2 R L TWET,

switch (config)# feature itd

ip access-list acll

1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24
1030 permit tcp any 30.1.1.0/24

switch (config-acl) #
switch (config-acl) #
switch (config-acl) #
switch (config-acl) #
switch (config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-acl)# sh itd test

ITD DHERK
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Trk# Sla id

4 10004

ITD R |

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip  ACTIVE 4
Exclude ACL
bevice Growp Probe Port
i e
Pool Interface Status Track_id
test_itd pool Bthi/11 UR >
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK
Bucket List
test_itd pucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.1.1.1 Active 1710Mp oK
Bucket List
test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 3111 Active 11oMe oK
Bucket List
test_itd bucket 3
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 41.1.1 Active 1710w oK
Bucket List
test_itd bucket_4

switch(config)# show itd test

Legend:

ST (Status) :
Name LB Scheme Status
test dst-ip ACTIVE

. ITD DR

Buckets

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
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Device Group Probe Port
Qo e
Pool Interface Status Track_id
test_itapool B/l up >
ACL Name
aci
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003
Bucket List
test_itdbucket_1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 171OMP oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
T UL e e T s o
Bucket List
test_itdbuckets
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. £1.1.1 Active 17TOMP oK 6 10006

Bucket List

test_itd bucket 4

switch (config)# sh run rpm

W OHIL, ITD over VXLAN 24T 5 HiEZ R L CTWET,

switch (config)# sh itd brief

Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

serl src-ip ACTIVE 256 VLAN100,Ethl/1

loopback9
VRF-Name
——————————————————————————————— Orgl:vrfl

I ITD DK .
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Device Group

st
Virtual IP

10.200.1.2
10.200.6.2

Netmask/Prefix

Active
Active

Probe Port
Protocol Port
0

ITD R |

WOBNL, vPC DAy MEEAT 2 LT ITD NAT 2T 5 HiEa R L TV ET,

itd device-group dg

probe icmp

node ip 10.
node ip 11.
node ip 12.
node ip 13.

itd test

10.
11.
12.
13.

10.
11.
12.
13.

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9

nat destination

failaction bucket distribute
load-balance buckets 16

no shut

DN

WOHIL, vPC @ fail-action /N7 v "EEAADOH 1 EZ R L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State) :

ST (Status) :
SH-Shut, HD-Hold-down
LB Scheme

Name

Status

A-Actlve.S-Standby.F-Failed
ST-Standby.lF-Llnk Failed.PF-Probe Failed,

Buckets Interface

test

dg

switch# show itd test statistics
Device Group

Node Ip
1 10
2 10
3 10
4 10
Service
test

Traffic Bucket

255.255.255.255

TCP

80

Cluster-id C-S WGT Probe Port Porbe-IP STS

Assigned to

VIP/mask

20.20.20.20 / 255.255.255.255

Mode Original Node #Packets

test itd vip 2 bucket 1
Traffic Bucket

10.10.10.2
Assigned to

Redirect
Mode

10.10.10.2
Original Node #Packets

test itd vip 2 bucket 2

. ITD DR

11.11.11.2

Redirect

11.11.11.2

PD-Peer Down,

5662755(100.00%)

(35.60%)

(27.18%)
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Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 1192501 (21.06%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 915236 (16.16%)
Return Traffic from Node #Packets
10.10.10.2 2180262 (38.39%)
11.11.11.2 1560862 (27.49%)
12.12.12.2 1117360 (19.68%)
13.13.13.2 820226 (14.44%)

Total packets: 5678710 (100.00%)
switch#

WOFNE, Xy MEAZFEHALTITD / — R LoUL A Z U3 BT 2 7 EEZ R LT
\iﬁqo

itd device-group dg

probe icmp

node ip 10.10.10.2

standby ip 13.13.13.2

node ip 11.11.11.2

standby ip 12.12.12.2

node ip 12.12.12.2

standby ip 11.11.11.2

node ip 13.13.13.2

standby ip 10.10.10.2

itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

WX, N7y A ZFEHLZZITD / — R Lo ZAZ AL O TR L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State): A-Actlve.S-Standby.F-Failed

ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down

Name LB Scheme Status Buckets Interface

Device Group Probe Port VRF

Dg ICMP

Virtual IP Netmask/Prefix Protocol Port

20.20.20.20 / 255.255.255.255 TCP 80

Node IP Cluster-id C-S WGT Probe Port Porbe-IP STS

1 10.10.10.11 A 1 ICMP OK
13.13.13.2 ST

2 10.10.10.12 A 1 ICMP OK
12.12.12.2 ST

3 10.10.10.11 A 1 ICMP OK
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11.11.11.2 ST
4 10.10.10.12 A 1 ICMP
10.10.10.2 ST

BRI D7 —LERE—F
VLT ORERUIIR DO b AR P2 H L ES,
15:0 07— LEME—F

sre-ip loadbalance ‘

b
P
L Eesemel \\
- . Yy Pod
( Clients )
\ ) o—0-e0—0—
K g - --/J]
7
[ ]
3§
Po-5

AT o1 TNRA A ITN—THTFERLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group)# node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHLET,

switch (config)# itd HTTP

switch (config-itd) # device-group DG
switch (config-itd) # no shutdown

Bl vPCTDD U7 —LERFAE—F
PUF OHERIRR ORI O kK e D LET,

(

switch(config-itd)# ingress interface port-channel 1
(
(

g @ g

192.168.1.10 192.168.1.20 192.168.1.30

381961
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R 16:VPCTHDT o7 —LEEAE—F

91962

"

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AL S

AT T TNRARATN—TEEHZLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG
switch(config-itd)# no shutdown

FINA X2

AT T TR AT N—T R EHRLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group)# node ip 210.10.10.13

ITD DAL
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switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

BRSO FMyFERREE—F
BAFOMRIERORO R AH e D HH LET,
17: 92 F1yFERRAE—F

Ihitdlde 210.10.10.11 e

sm-p
lcadbalance

\ //
=
210.10.

Y
Y

!
\ ///
e \\ Ngk-1

i’
e N\ B =

i Cliants

= g K
= i K i —
g 20100018 7 /o
| service -I\ = /| servica ]
b % I
X pEm
N I —
Po-8
-
2
210.10.10.14 3
Applianca pool - two N3k(s)
TN R

AT T TR AT N—THEELET,

switch
switch
switch
switch
switch
switch

config)# itd device-group DG
config-device-group) # node ip 210.10.10.11
config-device-group) # node ip 210.10.10.12
config-device-group) # node ip 210.10.10.13
config-device-group) # node ip 210.10.10.14
config-device-group) # probe icmp

AT 72 ITD Y —EREEHRLET,
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HTTP

ingress interface port-channel 1
device-group DG

load-balance method src ip

no shutdown

switch (config)# itd
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #

TINA R2
AT TNARTN—TEEHZLET,

switch(config)# itd device-group DG

switch (config-device-group) #

switch

config-device-group) #
config-device-group) #

switch (config-device-group) #

(
(
switch (
(
(
switch (config-device-group) #

25y 72 [ID YV —ERAEE

switch (config)# itd HTTP

node ip 220.10.10.11
node ip 220.10.10.12
node ip 220.10.10.13
node ip 220.10.10.14
probe icmp

#LET,

switch (config-itd)# ingress interface port-channel 2

(

(
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #

device-group DG
load-balance method dst ip
no shutdown

BEE . b —NN—O—FN\SUYUSERAE—F
PITORRIZROR O v a2 EHR L ET,
VIPZER L 1= ITD BH 5 E

X 18:

168.2.12
gy e
:./' ITD\. Po-5
o | service | e 1
) \_\: \\‘__-/ FJ_,.J‘"’ “:‘ ‘:; l
4 Po-1 ‘.--1/ Po-8 4
A — i
o ——— o~ .
o # Po-3 :
< £ £ iph) “ Po-7 H
] ) . = ‘--1
. W . = =
C* 5 f' Sliene | Loadbalancing - .,_\__E
AT VIP: B
aL 172.16.1.1 Po-8 % &
T N 192168213
2%
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AT T TR A TN—TERLET,

switch(config)# itd device-group DG

switch (config-device-group)# node ip 192.168.2.11
switch (config-device-group) # node ip 192.168.2.12
switch (config-device-group) # node ip 192.168.2.13
switch (config-device-group) # node ip 192.168.2.14
switch (config-device-group)# probe icmp

AT w72 ITD Y —EREERXLET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch(config-itd)# ingress interface port-channel 2
switch (config-itd)# ingress interface port-channel 3
switch(config-itd) # device-group DG

Switch (config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch (config-itd) # no shutdown

¥R WCCP & L TITD ZBECET 5 (Web TOF U REEE— )

T X P —R—L, MOV ==Y V—=RERDB T TA T "I DOEROM &
LTHEREL 9, Web 7B U ¥ —_— 3 BlZue—DL xy hT—T LA F—Fv M
DI L L THREL £97, @HE ., Web 7 X9 —_"—Tix, Ry hT—27 FNA ZANA
YE—=Fy MIWDD Web N T 7 4 v 7 HESZICY XA VI NTHMERDY £3 (EET
n—) , 722U, BEEDO/SRT y MEETIX, Ry NU—7 T8 A0y & BRI R
THENTTHEAET,

ITD Zfif L7z Web 7’ m X VB TIL, AA v FiFA U Z—Fy MZRANPD Web F 77 1
JEREL, TaXr—N"—Cm} CAfME SR LET, T h—N"—IHHEE—F

(WCCP 2OLMSNE LT 774 7-T 277 47) TEEL, Yr¥oh—nR"—lc X117 |
ENBNT 74w EMBELET, ITDEZNLTHEITEIND S/ — R~V AR Ta—T7 L, /—
ROWREEZBHI L, ATAMEICE SO GEYNC , — REHIBREZITEMT 5 L W) BE - L
FF, AZ AL ==, TEMOTDIZIN—T LV EE ) — R LV CRERR T
LHZbTEET,

ITDY XA V7 >aid, @%., 7747 MIVLANDIAS [ TOHMETT, Dk, /X
7y MIITD UV XA V7 v a v E38A2 L CA—T 4 7 E ik EnEd, Z20k)
72 Web 7' % EBH 2L 32 ITD 1Tid, NEA AR S 472 120 ITD $— E A DA
VT, 2L, FELVAY4R— MIESWT R T 74 v 72BN LT, U= T
T4 VEA VI a PUETT, LB/XT A—FE2HZ LT, 7a—0OxHrE bR
HMEENRH D T,

Web 712 & BB ITD TiX, ITD 7u—7 %A L T Web a2 % o — —D A fitt %
FxvZ LET, ZHE, BERARELEZ7aF o —R_—ZEEENT T 7 0 v I Bkb
NBH7-HEETT,

LUF ORERUIIR O D F AR e 2R L ET,

. ITD DR



| 1 o

A WOCP & LT ITD 2BEET 5 Web 7o+ EHE—F) [

19:Web 7O X ERAE—F

SVIVian 10
ITD Upstream ==p
10.1.10.1-2

”_10_1 1050
p— = RN
Client 1 Internet

L2 SW
! 10110250 SVI Vian 50 (Dessgrrra%iron}
10.1 501 10.1.50.2

=

Web Proxy Servers

500107

ZOHITIZ, A2 —F v b~DSEHEAR— b 80/443 (AFIVLAN10) 73 Web 7' 2 o H— —
10.1.50.1 BEL TV 10.1.502 Ik SNET, 7T A4 X— bRy hTU—2 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD 57 4 v 7%, 7a X |IFESNEH
Moo

ATy 7 0: T 7 'RV A NOHERK

ip access-1list ACL1
10 permit ip any any tcp 80
20 permit ip any any tcp 443

2T 1 IIDTRA AT N—TDWeb 72X P —NR—%FREL, ——DIPT KL
AEBEELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

2T w2 TITAR—=KPT RLASETDOTRTD T 7 4 v 7 @35 X 91245 ACL
PHERE L ET,

ip access-list itd_exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT 73 B ACL A L1,

Itd Web proxy SERVICE
device-group Web Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown
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RABNPDOBERTY X —2 b T 7 47DV ZA L7 MEMLERGER, ROBINOREKTIE
75‘;%‘%/6@—0

\}

GE)  VAYA4EAEAT2EH LA =N 7402V T ORMPARETT, £, A ACL IELFF
Al Y OB EYR—FLET,

AT v T4 R— 80 & 443 BRI RTEBRIT DL I, VE— BRI ACL 24 L
ﬁ—o

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

ATy S5 V8= " T T7 47D EZ— DYV —ERA2RER L., BAFACL ZTEH L E
ﬁ—o

Itd Web proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd_exclude_return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

BB b Ry F E— FRITE 7 RE
ITDET =t ROV FA v F T T IATVANDY) IR THE, —E R
J=R~DY IR E T LTSI E 2R TAEZETICEELET, RIZ, 7 H—EX
WXV EE, T T4 v I MFOT I E@BBLNE I LET,
TR LT, ITDYV—ERADT FI7A4 T A2 APP#1 ITHE SN T WA Y 7 RO b
AP TH UL, ITD —E R BB SN2 WGE, h—E A B35 X APP#1 (2 b
ST4vIEEEL, NI 74 vl Ruy FENET,

DITOHE T, 2o R P& AL £,
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APP #1

ITD Service B

S AY .S
AT TN TR T N—T EEELET,

switch (config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2772 BT RMARDICLTCITD VP —E 25 EHZLET,

switch (config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd)# ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets

Service-h  IQMP src-ip  ACTIVE 2

Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-r_itd pool Beni/as e s
Node IP Config-State Weight Status Track id Sla id
s T T e T T

IP Access List

ITD DHERL
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Service-A itd bucket 0

Node IP Config-State Weight Status Track_id
2 12.12.12.9 Active 1 OK 2
IP Access List
Service-A itd bucket 1
TINA R2
AT T TRA R T N—ThERLET,
switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp
AT w72 ETAMEAEHNCLTCITD VY —EAEZERLET,
switch(config)# itd service-B
switch (config-itd)# device-group dev-B
switch(config-itd) # ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown
switch (config-itd)# show itd
Name Probe LB Scheme Status Buckets
Service-B ICMP src-ip ACTIVE 2
Device Group VRF-Name
Dev-B
Route Map Interface Status Track_id
Service-B itd pool Eth7/45 upP 3
Node 1IP Config-State Weight Status Track id
1 14.14.14.9 Active 1 Probe Failed 3
IP Access List
Service-B itd bucket 0
Node 1IP Config-State Weight Status Track id
2 13.13.13.9 Active 1 OK 4

IP Access List

Service-B_itd bucket 1

. ITD DR
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BB RT49I9DIT7A4AT7—04—IL
ITD —E X

ITD —E AL, 774 v 7 70 —OREDOHIIIXT S ITD 7 7 4 v 7 538 E
#LET, 7u—0OWbMEIV XA VT NTHMLERSLEAIT. 22O ITD —E A& HE
THOMERDDET, 1 DFHENT 74y 7 7un—H, b2 123V F—v v T 7197

7 —HTT, ASAIZITRBRLINEA v F—T oA ALHHTA L F—T A ADIPT FL A
NHDHTD, 2ODRRLDTNA R TN—TH, FETIHINHEB IO P 7 KLU AZFT
IR T D HLERH Y £7,

ASA VLAN

ITD #5586 L OV & —> #—E Z&, Nexus A1 v FDNERI L OFME VLAN SVIIZHEE S
FT, VAT U NREDEX VT A T V= a FZTRTCD NI T 4 v I BRE
THOMENRHDLT-O, Y—EATKIIT T4 v I T4 NE Y TIIERESNET A, EOREE,
SVIZRET DR T 7 4 v 73T _XT, ST DHASAA U H—T oA RV XA VT FEH
£,

ASA A VB —T 2 A AINAA »F D VLAN &AL VLAN THER SN TWDEEE, 7747
T =B AL Y FIZAND T T 4 v 7l AA v FORID VLAN (2 ITD ¥ — B AR F
HETDH70, ASAIZYVEZA LT hanET, LizRnoTC, 7747 U4 —/L& Nexus AA v
FMDONT 7 4 v —T%IET 5121%, @510 VLAN OXT BUETT,

X 21:1TD ASA D BB

=1
VLAN 20
VRF OQutside

— E
VLAN 200
VRF Outside

VLAN 10
VAF Inside

VLAN 100
VRF Inslde

nﬂ]

ITD Forward-Service E ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inside VRF Outslde VRF Quislde

ITD l!

ITD Forward-Service

D

ITD Return-Service

500562
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. 70—

7 0—0Ox it

ZOXIE, VLANIOB L U20 %, v hU—7 EOEETE L O ~DO NI L O
A B —Tx2A AL LTRLTOWET, VLAN100 BL 200 1%, v—TDRNEF 7 4 v
THERT AT ASA 1T L TRERENE T,

T AT U F—VixidE, B ERY FEOWEEONT 7 4w Te—ERELET, £
AR a VDAT— NI NVIRHEIZK Y @, 7T AXEER TN T 7 AT U4 —Ib
DIEFE OBEFIZ 7 0 — O MR T2 M ERH Y 3, 7 7 AN T 7 AT U+ —
NOBAETH, N7 747 7a—0EMGPEICLY ., 77 2A2EMY 7 2N Liz7a—0
VEA V7 EBHEMLUET, ERMBT7e -0l 08, 7747 U4 —MIARE A ——
~y RRBEMEN, R73—< ANKTFLET,

7 a—ORFER, EA O IP ket L ITD 703 U X AORERIIMEE 2 L CEHTE
FT, T AT T —ADO—fKE7 ITD KR TlE, #5% 7 1 —|2 1 5D ITD ¥— b 2 & ffi ]
L, V&= 7—Z1 201D 4 —ERAZMHHLET, m— KT RXT 2 —=FDENR
W HFOP—EATHLIZRD LI NH22oDITD YV —ERAEZRETH L. 7o —DxFrE
DHEFRICHEFRF S ET,

22:ITDASA BRI+ 5 70— 3

ITD Return-Service ITD load-balance “Destination IP™

4mmm Return F

SRCIP SRCPort DSTIP |
209.165.201.10 80 ;

Destination

Source

Forward Flow @

SRCIP SRACPart DSTIP
192.168.1.10 49152 209.165.20

ITD load-balance “Source IP” ITD Forward-Service

500563
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Link Failures

REH

Link Failures ]

ZORE, EFmM 7 e —DEETIP 7T LALLM B 7 a0 —0%5EIP 7 RLARED K H I
—TETHDINERLTWVWET, FITDV—E R |72/ T A —X 28T 5 L, ITDIP DK
BMEIC LB 7 o — O FENMEES U E T,

ASA ODWNENET I A v X — T = A RTEERRET LD E, N T 740 v 7 OMNA v Z—
T2 A ABE T LTINS, TD ASA DRGHUICHEET 2 b7 7 4 v 7 03Kk % AlfE
PERBH Y £9, ITD BT A4 v F /— NIRREFRIBIEREIZ. ASA © U E— MilZ ITD 76 HIFR
L. A v FRT/—RREZRAYITIZEICLY, ZofMEERIETEET,

23:ASAEESF A
ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

& Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 A4 wvF ) — RIRBERIIIEREIZ. T 270 21 v FDIEVPC (/21T 7 &
A vF) PR TOLYR—=FENET, ASAZ T AX Y U 71E, 20X ) pfEENEAL
TG AICASANERIEILT D Z 2 RGET 5720, ZORBELMELES, 7747 Ut —
N A AT 4w 7 OFEE (TN ) 7 £ vPC) Tk, ZORBEICRLTE £ A,
TR, ASADWERA v H —T = A AENERA LV H—T = A ANRE U (F721348) 1 >
H—T 2 A AJBLTWNWHTZDTT,

AT 4y VMO T 7 A7 U4 —/L T, @, vPCAR— F Fy /L (E72FH—F—K) b
T EMEHLTASA ZAL v FICHRELE T, ZORETIE, AEA 4 —T7 = A A L4}
WA B —T 2 A AT dotlq VT A X —T = A A (VLAN 100 35 L 10200) THY, AA v
FIEFNTB IO 2 T A MZENEN2 DO VLAN £721LSVIRH YV . b DM
TYBAR— RGBS L TOER A,
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ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL
A\

GE) ZoflE. AA vTF Swl OO —#Z R L CWET, BRI, FERIZTXTo ASA IZAF
THEUNPLET D2 MNERNH D 9, MoOEEIL. T CITHREN TV D EBESNET,

interface vlan 10
description Inside Vlan_ to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10

ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20

ip address 192.168.20.1

interface vlan 100
description Inside Vlan_ to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100

ip address 192.168.100.1

interface vlan 200

ITD DAL
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets

I ITD DK II



#load balances traffic based on Source IP.

#0OUTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11

nameif aggregate
security-level 100
no ip address

interface port-channel 11.100

description INSIDE

vlan 100

nameif inside

security-level 100

ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200

same-security-traffic permit inter-interface

description OUTSIDE

vlan 200

nameif outside

security-level 100

ip address 192.168.200.111 255.255.255.0

interface TenGigabitEthernet 0/6

description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active

no nameif

no security-level

interface TenGigabitEthernet 0/7

ZO MR PBNIE, ROEPYTUIEY £,

II ITD DR

description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active

no nameif

no security-level

ITD R |
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BEB  wWPCEFERLETATIL ALY F YU RAYF E—RDIF7ATI4—)L .

c ZDMRBIUTIER, WEA v X —T = A AL A H—T =4 A ASA D[R UHELA
VAT 2 AETNIHIEA v —T 2 A A (dotlq VT A v H—T = A R) ITHEORFT
HITWAT=D, WY VI ORERIZN T 7 40 v 703 kbbb Z EiEdh 0 T A,

*VPC EDONV—TF 4 7 Ta f A xA N —% PR — M HITIE, layer3 peer-router 2
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switch #1:
interface vlan 10
description INSIDE VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
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description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active

no nameif

no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active
no nameif
no security-level
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724
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switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address
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(config) feature itd

(config) itd Port-group 100
(config-port-group) int eth 1/11
(config-port-group) int eth 1/12
(config) itd SER3

(config-itd) port-group 100
(config-itd) source vlan 2010-2015
(config-itd) no shutdown
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s!Command: show running-config services
'Running configuration last done at: Thu Dec
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015
no shut
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show ip/ipv6 policy vrf <context>
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show route-map dynamic <route-map name>
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show ip/ipv6 access-list <access-list name>
dynamic
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show ip da configuration dynamic
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show track dynamic
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show nat itd
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