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ﬁ‘o

L ZFE LW TRy haDT 7B RZFFATLE IRy NV =7 ZRET D%
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Note 5= < 2%, WEREEPHN O — L OIEFICBFR 7 < . WBFRIFPHA T 7 7 4 778 5 vk L
¥4, Cisco NX-OS %, BRI ZRETE 5 X O ICHBFmENIC Y — 7 v 2B 552 ANE
j—o

RFRIEEHIC I B 2305 Z L b TS ET, MBELMMT L L, BF#EMHIC= A FE2FHAT
T ET, HEIE KRR 100 LFORBEFTHREL T,

T A TR OTFVE TR RPN T 77 4 T E D At L7,

o BRIHEEICHERS L — V28 | D ETIFEBE E TV D - BUEDRZS 1 D 72T O
K=V OFHNTHIUT, T ORMEEMIET 77 « 7 TF,

o FFHHREDRISEW L — L3 1 S EIFBEE T D - BUEORZIN 1 D F 723D E
W —nNOfEHNTHIUT, £ ORREMIET 77 « 7 TF,

« B ICH o L — L S EIIL— VRl E E N TV D BIEORZ N 1 S F 721385 D
Mk — & 1L EOERIL— L OFEFANIZH DA, FORBEILT 77 4 7 T
ﬁ—o

FRERE I L — L & BN — A NH T EEN TV DEE. THMA—LVNT 7T 4 712 b
DL, K 1 DOV —A N T 7T ¢ TSI T3,

R —A~A—ZX ACL

T AEAR Y > —~_—RAACL (PBACL) #HHA—FLTWET, PBACLEMHT S L, 4
T2 NN —TRIRIZT VA aryhuo— LR —FEATEET, ATV NS
N—F1E, IPT7T RLADIN—TFF72ETCP A — b LLIZ UDP R— F D7 —7T1,
= AERRIFIZ, IP T RV AR — MERET 5D TIERL, 7V =7 N I V—T%EE
TEET,

IPv4 £721X IPv6 D ACL OREICAT V=V N V=T 52T L, V—NLOEETER
IFFEEICH LTT R AE TR — N OBIMCHIBR AT 5 HA12. ACLZHICT v 77— b
TEET, HE2IE 3OOV —=ANRELIPT RLA V=747V x7 hEBRLTND
AL, 3200FT R TOAL—LVEEB LR TH, 7Y =7 MIIPT RUAZBNTIULHE
HET,

PBACLZHLTH, A v F—7 =14 AZACLEZHEHTABUCZDOACL NI LS5 V) —
A £ A, PBACLO#E MK, F7/213 3 Tl SN TWSPBACLD T v 75— MR
X, TAREIAT V2V N ITNAN—T5RSRTLHENV—NVERAL, JAV—THNO{EAT V=
7 FEACL= PN I 12D E9ICLET, HDHL—T, BETEmENT T &b
FT 2 N TN—TE LTHREINTWDESE. 2O PBACL Z#HT AFRICI/0OEY 2 —
JTHERR SN D ACL = b U OBUL, EIETLI/N—TRNOA TV =7 MRS 7 V—T N
DAT T x 7 NMEEPTIEIZRY £77,

AR— K. /—%_ Policy-Based Routing (PBR) . VLAN ACL (ZIZ, RDOA 7V =2 b T —
T A TREAENET,
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IPvA7 FLA ATz b TIL—7

IPv4 ACL b — /L CREE T 21356567 FL ADIEEICHEH TE 4, permit =~ K
72l deny o~ REFEHL TL— V2R ET DRI, addrgroup ¥— 7V — REFEHT5
L BEETERIISEDA T =7 N S —TERIEETEET,

IPV6 7 KLR ATz H b TL—7F
IPv6 ACL b —/L CEE 0 E 721350567 RL ADIBEIHEM TE £9, permit 2= FE
Toiddeny 2~ R L OL— L& ET DBRZ, addrgroup ¥ — U — &3 %
EL EEILERIEEOF T V2 N =T HRETEET,

JOraALR—bFATSzHO R TL—F

IPvd 35 L O IPV6 @ TCP 33 £ OV UDP L— /L CRHE e 72 1355 5 0 A — F s & io il ¢
=E9, permit £/oiddeny a2~ REEH L OLV— 23 ET HEEIZ, portgroup —
U—REHEHATLE, EELEFEEDFTT V=2 N I V—THEETEET,

)

Note ;KU —~_—2L—F 1% (PBR) ACLIE, NL— L& HETH720Ddeny” 7 £ A= |
g—/x s (ACE) F7iddenyma~> FEHVFR—FLTWERA,

A—=xIL A& v ACL

H—F) A% 7 ACLIZ, £ RN RaviR—x "7 MU RaryR—xr N2ER
T 572D ACL 2T 2720 0— 72 CLIA > 7 7 A T 7 F % T,

H—F) AH 27 ACL %, NX-OSACLCLI #fiff L C, BB IV 7 o k X%/l HR— b
LoEET IV —a AR ELET, BH—D ACL 2R ETHZ L T, NX-0S8 o4 T
DEBT TV r— g VERETEAIVNERDHY 7,

=) A% 7 ACL X, 22— —DFENMTAZEEL, ACL 23 mgmt0 > F—7 = A R
WCHEA S D & ZiTiptable = MY A HBIC T 0 VT AT Ha R —y M TT,

LRI, —x/V A% w7 ACL %9 %6 T9,

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch (config-acl)# end

switch#

switch(config-if
switch (config-if
switch (config-if
switch(config-if

interface mgmtO
ip access-group acll in
ipvé traffic-filter acl6 in

H= H FH 3

)
)
)
)
switch# sh ip access-lists kacll
IP access list kacll

statistics per-entry
10 deny tcp any any eq 443 [match=136]
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20 permit ip any any [match=44952]
switch (config) #

PUTFIE, HERRIZ DUz iptables =2 R Y D —F )V A X w7 T 4 VZ Y 7 TH,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4+#

=N A% 7 ACL ¥R — hDOHIRITIRD &1 T,

« ZOMREIE, mgmtOAf X —T = A ATOHYR—FSh, oA RN R 2 —T =
A ATEHYFR—FSNEREA,

cACL=> KU ® 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) |3, iptables (7' 1277 LI TWET, ACL=> bV TR 55K
DA 7 avidiptables TR T T AINTELT, 0K I BRGEITEE D syslog & A
m—LET,

7~ 213, T84S —o ACL 473 3 idkstack TIIHR— FENTWERA, M
RN —IVDIINA A —LENFET, |

« TNA A =W =R A K bash 77 B AL FF > TV D %G, = — P —1XFH) T iptables
EREHCTEXET, ZOFEHLY, v r T AZH TS iptable L— /L3R 32 FIHENE
VARV o/ RS

« RAES D ACE DRRIKIE, IPv4 T 7 4 » 7 DAL 100, IPV6 77 4 v 7 OEE
[TMATESBHIZI00TY, ZDOAF—ALUEEENT L, AV—T7y MNCEBEEHEZD
FREMED B Y £,

#atiE#R & ACL

ZOF A AL IPv4, IPv6, 35 L TNMAC O ACL IZRRAE L=/ — LD 7 0 — L3 % 3
FFCEET, 1 DDACLBEHDOA v ¥ —7 =4 AZHA SN D56, V—AfEHTIE, 20
ACLBEH SN T _XTOA o F =T =2 A AL —8T D (b D) Ty FOEFHNE
FFEhx7d,

N\

Note (. % —7 > RL~LD ACLFEFHITHFE—FINTOERA,

IP ACL D& E
|
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B romicacLo7 v 77—+

BIET DHACL Z L2, 0O ACL OFEFHESRE T /3 ADRMERFT 2 EOnERETEET,
THICEYD, ACLICEA N T 7497 74V F U THRMENE D NS UTACLHEFTOA
V. ATEBETEET, £, ACLRED N F TNy a—T 4 TICHHELLET,
TN AZ1X ACL ORFBRL— L OFEFHERITHEFF S EF A, 72 & 212 3 TD IPv4 ACL
DRI HHEEO denyipanyany L—/L & =T 537y DT 7 2 MET /A ATHERF S
NERE A, BEL— L OMEHEREMERFT 25613, BEL—/L & UL—/L & FEE L7- ACL
EURIICERET D HERH D £77,

Related Topics
IP ACL OfEFHERDE=FV 7L 7 VT (84 X—2)
IP ACL 5 L U'MAC ACL ORFERL—/L (6 X—7)

Atomic ACLD 7 v 75—k

77 L hTl&, CiscoNexus 9000 & U —AD T /A ZAD A —/8—_4f Y £ 2—/L T, ACL
DEHRZ O ETY 2—/VIT v 77— b DL, Atomic ACL DT v 7’75 — haS4TLE
T, Atomic 7 v 7T — R TlE, Ty 7T —FENDACLPEHEND bT 7 ¢4 v 7 il
HHERBHY EHA, LML, Atomic 7 v 7T — K Tlid, ACLDOT v 75— N &% TS
/0 Y a—MZ, BfRT 25 ACL ODBEFEOTXRCOZ MIIIMAT, 7Ty TF—FEhi-
ACL=> RV 75:1%?“?“250) e ) Y —ARH D ENRMETT, Ty ST — Fa¥MfThhvke
%, Ty 7T — MUERINEY Y —REFRKENET, VO EY 2 — M55 Y — AR
RWERIFE, T ANLTT— Ave—URHhEN, 2O 10 EY 2 —/IxT 5 ACL
DT v 7T — MIRBLET,

/0 &Y = —/VIZ Atomic 7 > 7T — MIMLFER Y Y — AN WEATL. nohardwareaccess-list
updateatomic =~ > FZEH LT Atomic 7 v 77— haT 4 =T MITHZ ENTEET
D, THAAATHEFOACLEZHIFRLC, 7 v 77— &N ACLZEAT 5121, 200k
MW 9, ACLBNEHEND VT 7 4 v 71k, 774V TRy ERET,

ACL 73§5_)5H INDTRXRTONT 7 4w 7 ZFAIL, FRICIE Atomic 7 v 77— F&ZA5T 5
\Z9 5 121%, hardware access-list update default-result permit =~ > R&2#H L T 72 &

I/\o

WOHITIE, ACLIZXT D Atomic 7 7T — b aT 4 B—TNMIT B HEEZRLET,

switch# config t
switch (config)# no hardware access-list update atomic

WOFITIL, FE Atomic ACL 7 77— bOFEIZ, BT D N7 7 4 v a3 5 HikEmR
L/iﬁ‘o

switch# config t
switch (config) # hardware access-list update default-result permit

WOFITIL, Atomic 7 v 77— M HFRUITE S HiEERLET,

switch# config t
switch(config)# no hardware access-list update default-result permit
switch (config)# hardware access-list update atomic
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IP ACL (=13 % Session Manager (D 7R— ~ .

IP ACL (213 % Session Manager D4 7R— b~

Session Manager /& IP ACL 3 X U'MAC ACL DR ELX AR — ML TWET, ZOea M7
HE, ACLOREZFRT, TOREICKLELINDY Y —ARFIHFARETH L0 E ) 0k,
VY —REFfTar74Falb—railaly NI ORNCHRTEET,

ACLTCAM 'J—2 3 >

/N— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 »OH A X& KWK
TEET,

Cisco Nexus 9300 35 . TV9500 & U — X 2 A F & Cisco Nexus 3164Q. 31128PQ. 3232C. B L
3264Q AA v F Tidk, HF TCAM ¥4 XX 1K T, 4 5D 256 =2 bV IZHE SN £,

Cisco Nexus NFE2 %[t~ 7 734 A (Cisco Nexus 3232C 38 LN 3264Q A A v F 72 L) Tik, AS
TCAM %A RE 6K T, 12fHD 512 AT A AZHEISNET, 3DODATA AN DD T )L—
TZEENE T, M CiscoNexus 9300 3 L TN9500 » U — R AA »F, 3164Q I L X31128PQ
ZA v FTlE. AJJTCAM HA XL 4K T, 8 DD 256 AT A AL 45D 512 2T A ATHE|
ENFET, ATA ATEV Y TOHENTT, 1 DDRATA ZEZEV Y THZLENTEXHDIE1
OOV =V a Tt EziE VA XDRS5R2DORTA AEFH LT, 14 ARNENTH
256 D2 OORERRET D LIXTEEHA, RERIC, 256 T4 XDAT A Z&EH LT,
P A RINZENZEI 128 D2 ODOMAEZ R ET HZ LIXTEEHA, IPVATCAM U —V 2 ik
T IVIETYT, IPv6, QoS. MAC. CoPP, BL UV AT ATCAM U — g NI & 7 IVIE T,
WMELTCAM = R Z2fEHEE LET, & xiE, A4 X256 OfgE Y —Yar = FU R
EEITIHE T HWELTCAM = > kU % 512 T,

IPv6, R— k ACL, VLAN ACL, B X UUL—% ACLZER TZ. QoS ® IPv6 & MAC 7 R L
A%BAETEET, 72721, CiscoNX-OS8 TIET R CERFHIYR— 52 L ixca s

Ao Ipv6, MAC, BLRZDOMAHLD TCAM U — a2 EHNIT 5I121E, BEFD TCAM

U—ay (TCAM AI—E v ) OV A REHIREITHT A2 LERH Y £3, TXTO
TCAM U —V a3 Y O%E 2~ RTIE, #HiTo2EH % TCAM IS AIATe Z & BN TE 0% 5
fliLET, TEARWVWESIEZ, =7 —2@EL, a~vr NIEEESNET, BEFED TCAM U —
Va DA ZEHIREZITHIRL T, T LWEHEOTZD D AR— R LR T DMERH D F
D

Cisco Nexus 9200 >V —X 2 A » FTiL, )1 TCAM H1 XL 2K, AJJ TCAM ¥4 X% 4K
T9, TCAMAZ A ZAB LN v I VE E X T VIEOEEOE ST, 2D DAL v T2
AahvEdA, =& 21X, ing-ifacl Y — 3 1%, IPv4, IPv6, E£ZIEIMACH A 7D
ZRAFNTEET, IPMBLIOMACZA 7L 1 OO TCAM = U &2 5L, IPv6 A 7
X250 TCAM = b 2 5F L £,

N9K-X9636C-RX Tli%. PACL 234 i TCAM V — a3 U &2 A4 5856, WNEF TCAM i ifacl
W2 2K T 28R H Y . AT RACL-IPv4 I35k 2044 2 T& %9, H /1 PACL 4N
TCAM YV —V a U EFEHAT 25513, B0 450 N BUETT,

ACLTCAM V —> 3 v A XX, ROFEFHEGHRIFELIH Y £,

» Cisco Nexus 9500 U — & A A v F Tl CiscoNX-0S U U —2R 6.1Q2)I1(1) 2B\ T, T
T AN DA TCAM Y —2 a2 VEEIL, 12D 7V —D256 = hUDATARARHY

IP ACL D& E
|
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IPACLDEE |

ET. ZORFA AL, CiscoNX-08 U J—2 6.1(2)12(1) (235 T, SPAN D J— 5>
CEY HTHNET, [FERIC, RACL U — 3 »d CiscoNX-08 U U —2 6.1(2)12(1) I2%
UNT 2000 205 1500 ICHI S AL, 512 =2 R U O vPC 28— = o AHEI T 22— 2 %
fEfR LE9,

« BEfFD TCAM U —< 5  TRACL £ 721X PACL % A % —7 /W bd BI1T1%, 12,288 Z#E %
5TCAM Y —V a V&2 HETH0LENSY T,

* Cisco Nexus 9300 >V — X A A v FTlL, X9536PQ. X9564PX. LN X9564TX T A v
J1— RZEMH LT, 40GAR— MIEH NS QoSHEEA Y > —Z2EH L E7, Z 2Tl
256 = R Y DRIETOHI—E L ZIHEHTE S 768 D TCAM = h U BFIHFIHETT,
N0 =Y a ATV T 4w 7 R Tns-] BT HIVET,

« X9536PQ. X9564PX. L NX9564TX 71 — FDOHEA. IPV6TCAM Y — 5 DI
NEFEOZ N AEELET, o TCAM UV — 3 3, Yo Eo=y U 274
BLET,

*VACL V —2 3 VEFRETHHEF. ATBILOHE I BOM T THE UV A Z0NHEE S
9, U—="g3r A ADRWNT O FTFHENSHIG TERWVWREITES SN ET,

« Cisco Nexus 9200 3V — XA A » FTIL, ing-sup TEIK DI/ A XX 512 =2 U T,
egr-sup U — 3 Y ORI A X1T256 = R TT, INHDOY —T 3 UE/PNSUVMEICE
ETHZ LI TEERA, EEDOY —Va A X%, 256DEK O kU OfEZIT T
Y0352 N TEET (72720, spanV — ¥ 3 NI51206E8 0= kU THIY 430)
HTENTEET) &

e RACL v6, CoPP, BLI U= /LFFx¥ A D TCAM VA X1xF7 7 /L METT, LLFD
Cisco Nexus 9504 33 JL OY Cisco Nexus 9508 74 > I — R TiZ, Ve—FHiZo A1 —F
BEENFBELRNEIIZ, ZIHD TCAM A X2 B r AN T2 0ERH D £,

« N9K-X96136YC-R
« N9K-X9636C-RX
« N9K-X9636Q-R

« N9K-X9636C-R

« 177 RACL S 4K ##B 2 534, TCAM B —¥E > 7V ETIE. AJIRACL (RACL) + Hi
JIRACL (e-racl) OAEF % 20480 IZTHMENH Y £9°, IRO TCAM I —E > 7 DHl%
ZH LT &N,

hardware access-list tcam region ifacl O
hardware access-list tcam region ipvé6-ifacl 0
hardware access-list tcam region mac-ifacl 0
hardware access-list tcam region racl O
hardware access-list tcam region ipvé6-racl 0
hardware access-list tcam region span 0
hardware access-list tcam region redirect v4 0
hardware access-list tcam region redirect v6 0
hardware access-list tcam region e-racl 20480
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* N9K-X9636C-RX 7 A1 > 1 — K&

accteam y—>a> i

* IPv6 RACL /% IPv6 IFCAL CHR/yACEE A T& 9, Z4uid. NIK-X96136YC-R,

NIK-X9636C-R, NIK-X9636Q-R, 5L UNIK-X9636C-RX 7 A > /1 — RNAH&# L 7= Cisco

Nexus N9K-C9508 ¥ L TF N9K-C9504

nEJ,

£,

WA S ET,

* N9K-X9636C-R 5 & ' N9K-X9636Q-R 7 1 > I — RiF, KK 12K D TCAM Y —¥ = >
A XY R—bLET, IV RESREEZHRELTH,

TCAM U —¥ 3 % 12K IZREE &

* N9K-X96136YC-R ¥ L TUINIK-X9636C-R 7 A > 71— Fi%, 2K DI /JRACL ¥ AR— KL

RKE#EZDTCAM Y —va v A X HR—FL

¥4, RACLIPATCAM V — 3 U % 100K IZHE LT E XD TCAMY —2 3 O A X

1L, NIK-X9636C-R 33 L TINIK-X9636Q-R 7 1 > F7—

R OHEIL 12K 1T, NIK-X9636C-RX

TA v = FOBEIL 100K IZRESNET (DT XTD TCAM U —2 5 ERE S
NTED, NIK-X9636C-R 33 L TN NIK-X9636Q-R 7 A > 71— KAIZ 12K \ZxHST 57207

DAR—ANHDHZ EwFMEELET) |

EET,

R 2:ACLTCAM ') —2 3 > Z & DHERE

e NOK-X9636C-RX T A > H— R TlX. NE TCAM 2Nz T, 128K O#E TCAM Z{#F AT

ORI, FEDHKELIMNESELTEOICHET IS ERDHL ) —VarefwEd, V—
Var A XE FFEDOKEED R — VEARICESWTERT 2BERH D £,

&b

HAe

R

y—304%

N— K ACL

ifacl : IPv47"— ~ ACLH]

ifacl-udf : IPv47R— k ACL ® UDF H
(Cisco Nexus 3232C 3 £ 13264Q A
A v F D)

ing-ifacl : AJjIPv4, IPv6, K5I O
MAC "— k ACL /| (Cisco Nexus
9200, 9300, ¥ IZTN9300-EX VU —
R AA »FDH)

ing-ifacl : AJ) IPv4, IPv6, MAC
AN— K ACL, BELUPMAC A— h
ACL @ UDF H (Cisco Nexus 9200,
9300, 3L N9300-EX v U —X &
A v F D)

ipvé-ifacl : IPv6 R — K ACL H
mac-ifacl : MAC ;"— ~ ACL H

IPACL DERFE .
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IPACL DERE

HaE

iy

y—o3 v

A—F QoS (LA ¥ 2HR—=FFELIEFFR—F F ¥R
HWHEND QoS /AR v —)

qos. qos-lite, rp-qos. rp-qos-lite,
ns-qos, €-qos, % 7z1¥ e-qos-lite : IPv4
Ny NoyrEH

ing-12-qos : AJJLA ¥ 287y FD
43¥8H  (Cisco Nexus 9200 U — &
2A FDIr)

ipv6-qos, rp-ipv6-qos. ns-ipv6-qos.
F 7213 e-ipv6-qos : IPV6 /377 > R4y
Y

mac-qos, rp-mac-qos, ns-mac-qos, %
7213 e-mac-qos : FIEIP /N7 > R dH
bl

GE) Cisco Nexus 9300 U —
KX AA v FD 40G R—
NCHETOHVNERD D
NZ 7 4 w7 OBETE,
qos U — 3 v Exbind
% ns-* qos Ik A 73 HI9

. IP ACL ®

HULENHY FT,
VACL vacl : IPv4 /X7 v N H
ipv6-vacl : IPv6 /3%~ k]
Mac-vacl : FEIP /N7 > ~ A
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accteam y—>a> i

y—o3 v

VLAN QoS (VLAN (Zi#f S415 QoS #3¥E+R U v —)

vqos F 721 ns-vqos : IPv4 /X7 |
D5yFEH

ipv6-vqos &% 7213 ns-ipv6-vqos : IPv6
Ny h O

ing-13-vlan-qos : AJJ LA ¥ 3,
VLAN, BIXUSVIQoS /X7 v ~D
53 (Cisco Nexus 9200 2 U — X
AL F D)

mac-vqos or ns-mac-vqos : FEIP 737 v
~ D5 HH]

(GE) Cisco Nexus 9300 > U —
R AA v F D 40G HR—
N CHET OMERD D
N7 7 14y 7 DBEIE,
qos FEIEk & X9 % ns- *
qos FEI 2 73 B4 2 B
N ET,

RACL

egr-racl : /7 IPv4 3 X UV IPv6 RACL
A (CiscoNexus 9200 U — X A A v
FDH)

e-racl : 7] IPv4 RACL H
e-ipvé-racl : 1) IPv6 RACL H

igr-racl : AJJIPv4 35 L OV IPv6 RACL
H

racl : IPv4 RACL O34

racl-lite : IPv4 RACLH (Cisco Nexus
3232C B LV 3264Q A A v FDFr)

racl-udf : IPv4 RACL @ UDFH
(Cisco Nexus 3232C 3 £ 13264Q A
A v F D)

ipv6-racl : IPv6 RACL D3G5

IPACL DERFE .
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B Actreamy—va>

L )—U3al

LA¥3QoS (LAF¥ 34— FELIFA—F F¥ >/ [L3qos, 13qos-lite, F721% ns-13qos :

WM S5 QoS A Y v—) IPv4 /™7 - D535

Ipv6-13qos % 7213 ns-ipv6-13qos : IPv6

Ny h O

GE) Cisco Nexus 9300 > U —

R AA v F D 40G H—
FCHET HHENR DD
N7 7 4 v 7 DA,
qos FEI & %fIi 3% ns- *
qos TEI & 43 EIT 5 B
N0 ET,

VLAN E#{ETL £ 721X VLAN 7 ¢ /L' Z SPAN (Cisco Nexus | span
9500 £ 77139300 > — X Z A v FH)

40G 7" — b @ Rx SPAN (Cisco Nexus 9300 'V — X &
A v FDH)
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accteam y—>a> i

HaE

iy

y—o3 v

SPAN 7 1 )L Z

Ifacl : LA ¥ 2 (RAA vF F—F)
EETA L EZ—T oA ATDOIPVS |k
ST 4w I DT ANEY T,

ifacl-udf : IPv4 K — ~ ACL @ UDF
(Cisco Nexus 3232C 3 L 83264Q A
A FDRH)

Ipv6-ifacl : LA ¥ 2 (RAA v F F—
K EETXA L E—T A ATD
IPV6 " T 74 I DT 4 NEY T
Ho

Mac-ifacl : A ¥ 2 (AA v F HR—
K EETA L E—T =2 ATDOL
AVY2I T T4 DT 4NEY
ﬁ\)EHO

racl-udf : IPv4 RACL @ UDF

(Cisco Nexus 3232C 3 L 83264Q A
A v F D)

vacl : VLAN 256D IPv4 7
T4 T ETANEZY T LUET,

ipv6-vacl : VLAN =500 IPv6 7
T4 I ETANE) T LET,

mac-vacl : VLAN i2EcD L1 ¥ 2
NG T7 407 BT A4NE2Y T LE
j—o

Racl: L A4 ¥3 A4 H—T A AT
DIPV4 8T 7 47 DT 4 NVE Y
7\)ﬂ0

Ipv6-racl : LA ¥ 3 A X —T A
ATDIPV6 N T 7 47 DT 4 )V H
V7

ing-12-span-filter : A7J L 1 ¥ 2 SPAN
NFT 4T DT ANEY T
(Cisco Nexus 9200 U — X I LN

9300-EX ¥ U — X A A v F D)

ing-13-span-filter : AJjL A ¥ 3 B L&
U'VLANSPAN 77 4 w7 D7 4
AU 7 H (CiscoNexus 9200 35 -
M9300-EX ¥ U —R AA v FDH)

IPACL DERFE .
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A J—T 3%
SVI oo svi
GE) ZOMEIX, LAY 3SVIA L H—T = A
2Dy N BT R BRI LET,
BFD, DHCP U L —_ %72/3 DHCPv6 U L — redirect
GE) Cisco Nexus 9200 >V —

R AA v F O, BFD
L ing-sup UV — 3 %
ffiff L. DHCPv4 Y

L —, DHCPv4 A X —F
v, BIO'DHCPv4 7
Z A 7 > Mid ing-redirect
V—yarzlHALE

R
CoPP copp
(GE) V—=Ya A X%012
THZELIITEEYA,
VAT LEPACL system
GE) SRR A RITAECTE &

A,

VPC 2 R—T xR

GF) Z O, vPC UV I MF L, bT
T4 BTV 7V XA VT T 5
WEN S HGHEIZ 3 N—T = v AR &
HEnsEEd,

VPC 2/ R—T 2 R

GE) Z OREEY A X & 0%
ETHE, VPCY Y
EDaLN—D xR
M%) 5 AHeElE
BHDFET,

777V 2y AT K (FEX)

fex-ifacl, fex-ipv6-ifacl,
fex-ipv6-qos, fex-mac-ifacl,
fex-mac-qos. fex-qos. fex-qos-lite

HAF I ARP A A7 3 (DAID) arp-ether
IP Y —2Z J—F (IPSG) ipsg

~/LF % ¥ A b PIM Bidir

mcast_bidir (Broadcom ~~—Z @ Cisco
Nexus 9000 > U — X 2 A v F D &)

AR T 4 v MPLS mpls
Sy hT—2 7 RLAZH (NAT) nat
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AcL 5 1 FTyf— b xhdBAS L H1X [}

L )—2al4g
NetFlow ing-netflow
OpenFlow OpenFlow
sFlow sflow

AR R P TV 2 — )b egr-sup : /) A —/3— 34 % (Cisco

Nexus 9200 > — X A A F D)
ing-sup : AJJ A — 38— 31

BMELEYY
ACLTCAM UV —> 3 > A XAOFEE (43 *X—)
TCAM B —E > ZDOFE (59 ~—)
TCAM 1 —E > 7 DFIE : Cisco NX-08 U U —Z 6.1(2)11(1)

ACLZ A TTHR—FINEZHZRINILHAX
CiscoNX-0S 21 v Fix. 5T DACLA A FIK LTIRD T~ P A A&V R—kLET,

RIVACLZATERRKIRNIL YA X

ACLZ AT %A (Direction) | 5 )L (Label) |SR)LZAT
RACL/PBR/VACL/L3-VLAN QoS/L3-VLAN | = (2 i 62 BD

SPAN ACL

PACL/L2 QoS/L2 SPAN ACL =2 62! IF
RACL/VACL/L3-VLAN QoS EEM 254 BD

L2 QoS EEM 31 IF

RACL A 510 L3

1

har dwareaccess-list tcam label ing-ifacl 6 =~ > RZ AN L CAAS v T2V B—RT5 &,

T YA X 62 ITHRT Z LR TEET, CiscoNX-0S U U —293 (6) LAKTIZ,
har dwar eaccess-list tcam label ing-ifacl 6 =~ > K238 A X 31, Cisco Nexus 9300-FX 77
74— AL v FIZOHBEH S NET,

IP ACL DRIREH

IP ACL DRIESM TR DO LB T,

«IP ACL 3% ET D722,
j—O

IP7 RLy o 78X o ha VBT 2N 0HET

IPACL DERFE .
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B racoxssEcnnss

cACL 2B ETHA L H—T 2 A A B A LITONTOHEDYETT,

IPACL OEESIA L HIFFEIR

IP ACL OFX BT 2B FH L HINEFRIZKRO LBV TT,

N

GE) UV U—R7.03)7()MHHEDY V—RFTOSFEIFE2HREL Y 7R — K35 CiscoNexus 9000
VIR T Ty N T =5 AL FOFFEMIZONTIX, Nexus AA v F 77w F 74 —L
R—=F~ M) w7 2AEHRLTIIZIN,

+ CiscoNX-0OS U U—2 102 (1) F AR, 177 PACL |3 N9K-C9364D-GX2A 5 L
N9K-C9332D-GX2B 77 v b 7 —2h A v F THHR—FEINET,

mﬁPMm&mﬁVME%HL4/ﬁ TxA RIHEETDHE, 1 VACL 72 BEZD

2720 £,
« ACL OF%JEIZIE Session Manager Zffi 95 Z & 2 HE4E Liﬁ‘ Z ORREIC X > T, ACL
DEREEMR L, BEEFITa L 74X alb—rvailaly bTHRENC, ZORENL

LD Y— x#ﬂ%TAhaﬁh%%%T%iﬁo:@%%@\mmuimw—w
DEFEITND ACL T L CHRAICHESE S 4L E J7, Session Manager DFFEHIIZ DUV T,
[Cisco Nexus 9000 ¥ U — & NX-OS v A7 AEHFREA A R 22 L T IEE,

o 12K — 64K O#iPH D IPv4 PACL D& EIL. -RX T A I — K& ## L7~ Cisco Nexus 9500
V=X AL v FTHR—FENET,

s BB AT OBEME LT ACL = MY X, BETHTINET, =77 L
INOLOEBET L N)IFANA— R 27 77 A VANMITR S I LhENER A,

e K62D—EDACLEZRETEET, £ ACLIZ, 1 2OF7~VLaFHLET, [F L ACL
WEBDOA =T 2 A ATREINDIGE., RLI7IAnEFanET, 2720, &
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T, SUP/L—/L LY IP 7213 IPv6 ACL b— VA ESE L CEHT 37O 0 LV ACE
F—U—F (all) 2NBEMENE L,

* CiscoNX-0S U U — 2 10.4(1)F LAK., &= U 7 1 ACL I Cisco Nexus 9332D-H2R 77
N7 =2 AAf v FTHHR—FEINET,

* CiscoNX-OS U U — 2 10.4(1)F LAF:TlZ, CiscoNexus 9332D-H2R A A~ F THi#K72 TCAM
BB R— RSN TWET, ANWMBIRHAY —Yaid, 2O7F7y b7 4+—4A R
A v F T 14K 34 TCAM ZH L £ 7,
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GE) * Cisco Nexus 9332D-H2R A » F T, CiscoNexus 9300-FX3,
GX2 AA v F DX )7 TCAM T VD FHH T & DOAF
TCAM YA XOHIRIZH D FH A, HIE 14K (X, W HHO
TCAM H A ZAOFEFHIEHA S IVET,

s 4K 1T, ZNZENSI2 = MU D28 T ay 7 IZyESiE
T, ADFERITHFTEO TCAM ~DEID BTiL, Trv s
%4?@ﬁﬁfﬁbﬂi¢ R ENTANY —Va A

BRI 256 DIEHTHLGE, 7y 7 LULOEID Y
Tﬁf S 52256 BREV Y THNET CREM) . kS
NTWBHHAY =Y a A ZOEFHITOVWTHRBETT,

IPACLDT 7 # /)L bERTE

WDFEIZ, IPACLXT A =X DT 7 )V hiRTEERLET,

Table 4: IPACL /X5 A —5 DT I+ )L ME

INT A=A TIAILE

IP ACL T 74 N TIXIP ACL IZfFEL EH A,
IPACL=> |V 1024

ACL /L —/L J_NTO ACL ([ZHFER DO L — vl Sk,

FT2 I N IN—F|FTIFNNTIEIF TV 27 b IA—TIIFE L E R A,
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IP ACL D% E

IP ACL D{ERK

IPACLDEE |

T34 AT IPv4 ACL F£7213 IPv6 ACL Z{ER L. ZHIZN—LZBINT&EFE9,

Before you begin

ACL D% EIZ1% Session Manager Z {75 Z L ZH#ELE L £9, ZOMEEIZ L > T, ACL O

TE 2 RS L

REEXFITar 74X alb—yailasly MTARNTS, FORENPMLEL TS

UV — AR AREDE D AR TE 9. ZORREIL. £ 1,000 Ll EDOL— ARG E T

W5 ACL 12

Procedure

XL THRITHEZ T,

Command or Action

Purpose

&

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja— U — REBE L E T,

ATy T2

wKoOWNTnnDa~<y REAHLE
7,

* ip access-list name
* ipv6 access-list name

Example:

switch (config)# ip access-1list acl-01]
switch (config-acl) #

IP ACL Z{Ef L., IPACL =27 «
Xal—TarE— RFEHGELET,
names |5 64 SCFUUNTHRE L £,

ATvT3

(Optional) fragments {permit-all |
deny-all}
Example:

switch(config-acl)# fragments
permit-all

WIHLREE TN T T T A v DT T T
A2 MLEEZ ik L E 7, fragments
awy RREFENTHD ACL BT /31
AZEHSTRI 74 w7 IZ@HAINS
B4, fragments =~ > RiTWJHRRE
TRWNTZTA N (ZDOT7F T A
ME. ACL N & O R permit
a<y REFIT deny a2~ Ked—
HLEHA) OAE—FHLET,

ATvT4

. IPACL DE%E

[sequence-number] {permit | deny}
protocol {source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destination-ip-mask}

Example:

IPACLNIZ/V— V& ERk L E§, 23
DV—VEAERRTE T,
sequence-number 51451213,
4294967295 DX AR E L £ 7,

1~
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Command or Action

Purpose

switch (config-acl) # permit ip
192.168.2.0/24 any

Example:

switch (config-acl)# 10 permit ipv6
1::1 2::2 3::3 4::4

permit =~ K& deny =2~ NI,
N T4y AT D72 DE L D
FTEPAE SN TWET,

IPvd B L WNIPv6 77 A U X DY
A EEIC L 5D IPv4 £ 71T IPv6
TVT 4y I AERRETEET, I
X, BHIOERT HE Y b TOR—E
LET, £, 7 RrroWndin
DEy MZ—HT2FELskD
IPv4 £72131Pv6 VAV K I— R+ &
JHIRETEET, IPv6 VAL R —
R <= A7 1%, Cisco Nexus 9200,
9300-EX. I £ TN 9300-FX/FX2/FXP A
A & CiscoNexus 9364C A A~ F T
FAR—FINFET,

ATvT5

(Optional) statistics per-entry

Example:

switch (config-acl)# statistics
per-entry

FDACLON—)L & —ET 537 > b

DT a— S )EREH BT N ZADMERT

HEIITKELET,

Note Cisco NX-0S U U — =&
9.23) LA TIX, RT7 A4~
H— R %&A{ifi 2 7= Cisco Nexus
9500 A A » F DR — ki
BINENTWET, Cisco
Nexus 9500 77 v K7 4 —
ALy F oA LTS
BE. ZHNIMAEDFIET
7

ATvT6

har dwar e profile acl-stats module xx

Example:

switch(config-acl)# hardware profile
acl-stats module 10

NS TCAM & 44 TCAM D J5C
ACLTCAM > N DI X EHL
[ =3

Note ZPDawy NE, RBIW
-RX 74 > Z— K& Cisco
Nexus 3636C-R 35 LT}
36180YC-R A A v F%fifi 2.
7= Cisco Nexus 9500 7°7
N7 =L AL v FITDH
HHINET, hvo&x
HENZT 5 &, VLAN &
SVI OfEaHERIZIDILE
R

IPACL DERFE .
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Command or Action Purpose
AFw 71 |reload module xx AA vFEYua—RFLET,
Example: Note Cisco Nexus 9500 77 » b
switch (config)# reload module 10 j7j**—JA;K4'3/9;0)§%é?\
Zoawy REA v a v
THY . hardwareprofile
ac-stats N STV B
EFVa2—OHE ) a—K
TALERDHY £,
AFw S8 |ignorerouteable Cisco Nexus 9300-EX 35 X 18 9300-FX 7
Example: Ty RTA =LA AL v TFTIILFFy

ANBST T4 ITDT 4 NEY T
iz LE T,

switch(config)# ignore routeable

AT w79 | (Optiona) IKDWTFNnD <~ K& A |IPACL DFEEEF R LET,
HLET,

« show ip access-lists name
» show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access—-lists acl-01

AT w710 |(Optional) copy running-config FEiTar 74 Xal—arry, A
startup-config F—h T v Far T 4 Fal—vay
Example: WZav—LEd,

switch (config-acl)# copy
running-config startup-config

BETE D IPv4 ACL F721% IPv6 ACL ®L— L DB & BIBRIZFEIT TE 40, BEfFO/L—v %
EBESTAHZLIETEETA, V—VELEETBHIZE, TOL—LEHIRLTHLL, BEELXINZ
T — N ZFERC L £,

BEF O/ — L ORINZHT LWV — L E AT DR D D55 T, BIEO Y —7r v AFFD2EX
R TITTRTEIFEATERNE ZT, resequence 2~ > REHH LTy —47 v 2% 5% HE|
DHTLET,

Before you begin

ACL DX EIZIL Session Manager #1345 Z L 2 H#E5E L F9°, ZOMEEEZMEHT 5L, ACL
DFREETART, TOREICHELINDY V—ARFHAETHDINE Ik, VY —RA%
FITar74Falb—rvarilaly FTORNCHERTE 3, ZoMEeix. 91,000 LA Lo
=R EEN TN D ACL X L CTRIICHEZN T,

. IPACL DE%E
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Procedure
Command or Action Purpose
R w 71 | configureterminal 7 a— N\ NWKERTE— AR L E 9,
Example:
switch# configure terminal
switch (config) #
ATy T2 ROVWTIrDavy REALET, [4ARTTHELZACLOIPACL = 7 o
« ip access-list name Falb—varE-FealLET,
* ipv6 access-list name
Example:
switch(config)# ip access-list acl-01
switch (config-acl) #
R T v 7 3| (Optional) [sequence-number] {permit|  |Ip ACL WIZ/L—LZERR L E§, v —
deny} protocol source destination b AF B AEET S . ACLNOD/L—
Example: MARMILEZIRETEET, =R
switch (config-acl)# 100 permit ip %%%*gﬁz Ligunvg | b—/Li{T ACL D
192.168.2.0/24 any j{%ﬁ:ﬁj}ﬂéﬂij‘o sequmce.number
FIEITIE, 1~ 4294967295 DEH % 15
f_E’ L/iﬁ—o
permit =~ K& deny =2~ RIZIE,
N A1 Gl Rt s12F AN2P;]
ERHE SN TWET,
A7 7 4 |(Optional) [no] fragments {permit-all | | YIHLIRRE TN T T T AL hDT T 7 R
deny-all} v ML A fE L L £, fragments =
Example: VU RREENTND ACL 37 /34 A
switch(config-acl)# fragments LTI 74 w7 SN
permit-all A, fragments =~ > RIIWIHIREE C72
WI T T AN (ZOT7T 7 A MR,
ACL WD & ORIy permit =< > R
Fiolddeny a~v > FEb—HLEH
) DIHE—HLET,
noA7vaaffifldoe, 7774
v MR B AS IR S L E T
A7y 75 |(Optional) no {sequence-number | {permit | fi57 L 7=/L—/ L% IP ACL 2> HHIBR L &

| deny} protocol source destination}

Example:

switch (config-acl)# no 80

D

permit =< > R & deny =~ RIZIX,
NI T4y 7 WA Do D% L D
EPHEINTWET,

IPACL DERFE .



B vivacioss

IPACLDEE |

Command or Action Purpose
R 76 | (Optional) [noO] statistics per-entry Z® ACL D/L—)L & —Fd+ 2347 v |k
Example: DT —rNVfEE & TS ADRHERFT D

LOICERELET,

switch (config-acl) # statistics

perentry noA7 v a v BHMAT DL, F/uA 2
X% D ACL @7 a — N )UEEF DR %2
iU ET,

AT 77| (Optional) IKDOWF LD <> Fa A |[IPACL DR EEF R LET,
HLET,

* show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access-lists acl-01

X+ 7 8 | (Optional) copy running-config FTar74FXal—vark, AL—
startup-config NPy ar7 4 Xal—vgila
Example: E—LET,

switch (config-acl)# copy running-configd]
startup-config

Related Topics
IPACL WD —47 v A S DR (41 ~—)

VTY ACL D 1ERK

AN FHEEZIFIH I B O4 VTY BFR T, $XTOIPv4 £72013IPv6 T 7 4w 7 ~DT 7
TRAEHETHZLICLY, VIYACL 23R ETE £,

Before you begin

FTANTOMARER KRB 2 — D3 EEHe TE D72, T TONARSRAREIRR T [R] il &2 5 E
DWENDY £,

ACL DFTEIZIT Session Manager Z i35 Z L 2R L £, ZOEAMHHIT 5L, ACL

DEEZHRIT, TOREICLELEIND Y Y —ARFHAETHLINE I DE, VY —A%
FITar 74 Xalb—railaly M ARNCHERTE ., RIS 1000 UL EO L — 25T
ACL (TSI BE T,

Procedure
Command or Action Purpose

R 5w 71 | configureterminal JTa—)ar7 4 Fal—g
Example: E—FZBBLET,

. IPACL DE%E
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

{ip | ipv6} access-list name

Example:

switch (config)# ip access-list vtyacl

ACL Z{ERE L. D ACLDIP T /&
AYRANary74F¥alb—ayE—
RZBME L ET, name 5B DOEKEIT
64 LT,

ATvT3

=X e

{permit | deny} 7' b /L i%{5 5T $i9
5 [log] [time-range FRFf]

Example:

Iy

il

=

switch (config-ip-acl)# permit tcp any
any

ACL A — L2 AR L, HE L1603 7
LOFRCOTCP N5 7 4 7 &7
LET.

ATvT4

exit
Example:

switch(config-ip-acl)# exit
switch (config) #

P77EAYUAN a7 4Xal—
varyET—FREKRTLET,

ATvTh

line vty

Example:

switch (config)# line vty
switch (config-line) #

AR EIRE L, FAM a7 4 ¥
L—y gy E— RERHBLES,

ATvT6

{ip | ipv6} access-class name {in | out}

Example:

switch(config-line)# ip access-class
vtyacl out

FRESNIZACL 2R LTI To

VTY [BIFRIZ x5 515 F L OV (5 Hake
ZHIELE9, names| DK KEIL 64
LFETY,

ATy T17

(Optional) show {ip | ipv6} access-lists

Example:

switch# show ip access-lists

fEED VTY ACL # &8, REINT-

ACL Z#R R LET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

T T4 F¥al—T gk, AX—
Ny a7 4 F¥Fal—grila
to“*[/ij—o

IPACLRD L —4 U RABEBENDESR

IP ACL NONL— VAT BT _R T —r  AFFEERETEET,

IPACL DERFE .
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IP ACL D HI| R

IPACLDEE |

Before you begin

ACL DX EIZIL Session Manager #1345 Z L 2 H#5E LE9, ZOMEEEZMHEHAT 5L, ACL
DREEFTRNT, ZTOREIHKEL IND ) Y —ARFFTRETH LN E I nE, VY —R%
FTar 74 FXab—rarilaliy MYOANCHRE TS £9, ZOMEEIE. K 1,000 Ll EO
=R FEN TS ACL IZKF L TRICAHEZI T,

Procedure
Command or Action Purpose

R 71 | configureterminal Ja—r L ar 7 4 Xa L— g
Example: T—F&BBLES

switch# configure terminal
switch (config) #

AT 72 |resequence {ip | ipv6} access-list name | ACL WNIZFER STV B /L—/LZ v —

starting-sequence-number increment b ARE T E T, F5E LBk

Example: =l U ARG DI — AT &

switch (config)# resequence access-list] NET, BHEOENL—IITIL, EHBTD
ip acl-01 100 10 L—LE Y bR NEENT SNE

T, HFEOMMREIL, FEE LB L -
TRFEY £, darting-sequence-number
5% & increment 51EE. 1~
4294967295 DHEILTHRE L £77,

R T 7 3| (Optional) show ip access-lists name IP ACL DRREZF R LET,
Example:
switch (config)# show ip access-lists
acl-01

AT w 7 4 | (Optional) copy running-config EfTar 7 4 FXal—arhr, AX—
startup-config FFyFarz Fal—vavica
Example: E—LEd,

switch (config)# copy running-config
startup-config

IP ACL 734 20 bHIRTE £,

Before you begin

ZDACL WA B —T 2 A AZHEHAINTWDNE I D EfRELET, HIBRTXH01%, Bl
TEEA SN TNDHACLTY, ACLEHIBRLTH, ZOACLAEAIN TN v X —T = A
ADRENFHEEZITET L, 7351 AFHIBRS L2 ACL 2% Th D L H7e LET, IPACL
DRESNTNDA U Z—T = A A& ERTITIL, show ip access-lists =~ > R 721

show ipv6 access-lists =~ > R & —#£1Z summary ¥ — 7 — RZEH L 7,

. IPACL DE%E
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Procedure

acLtcam y—> a3 44 20%z |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r Ui E— REBR L F7,

ATy T2

ROWFNND A~ ReE AN LET,
* noip access-list name
* NO ipv6 access-list name

Example:

switch(config)# no ip access-list
acl-01

AETTHELEZIPACL 2 EfTa 7 4
X2l — g bR LET,

ATvT3

(Optional) IROWFTIND I~ RaE A
SILES,

+ show ip access-lists name summary
« show ipv6 access-lists name

summary
Example:

switch (config)# show ip access-lists
acl-01 summary

IPACL OEEZR~LET, ACL A
VE—T oA AHEfEEEA STV
HZBENE. AV F—T oA ANFREN
£7,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

a7 4 X al—arhk, AX—
cNryFarz4X¥alb—varila
to"—'[/ij—o

ACLTCAM ') —> 3 ¥

YA XDEE

s~n— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) VU — 3 > O A X&ZH
TEXET, TCAM I —E U J7#IZIE, FREEZRFLTAAL v T2V e— RTH50ERHD F
To AA Y FILEEOHDHEY 2 —ANHLHGEIL. BREDORIFICRERIN 0 F97,

Z OFNEIE, NFE2X ST /34 A (X9432C-S 100G 7 A > /1 — KX°C9508 -FM-S7 7 7'V v 7 &
Ya—) [ TCAMT > 7L — s L CTACLTCAMY —¥ a U A XERET HMEND
DET, TCAMT > 7' L— FOFERAFEOFEMICOWTIE, 77— M2EH L7ZACL
TCAMY — Y a A XAOFKE] #SR LTSN,

IPACL DERFE .
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B aciteam y—vaL v axomE

\)

Gx) e (BFEHLT) S L—bEEATALE. ZDOEZ T a > Dhardware access-list tcam
region2~ . N3 LEHA, 77— F &2l L7 ACLTCAM U —Y 2 > A X
DORE (57 —=Y) a<xr RT3, 77— e a3y MERT 2 HLER
% D iTO

« /LT ¥ ¥ A | PIM Bidir #$#E hardware access-list tcam region =~ > Fi%, Broadcom
~— A ? Cisco Nexus 9000 'V — X A A v FIZOHEH S ET,

* QoSTCAM 1 —E > 7 DR EIZOWTIL,  [CiscoNexus 9000 SeriesNX-OSQuality of Service
Configuration Guide] #ZMB 1L TSV,

FE
AT RFERET7IOIY Br

X w 71 | configureterminal Ja—r\)L a7 4 FXal—ay
Bl - E— NEBBLET,

switch# configure terminal
switch (config) #

AT 72 |[no] hardware access-list tcam region ACLTCAM U —V g YA REZERL

region tcam-size FF, BHERER Y — Vs VIR0 LB
15“ : D ‘/Gﬁ‘o
switch (config)# hardware access-list » n9k-arp-ad : CPUIZ A9 B TA

tcam region mpls 256

VHE—T = A AT ANDBARP/ |
DL — MillRZRE L E T, arp /¥
7y MDSERE STz L— MTHERLT
HEI, AE—T A AT LT
ZO L — MlfRZRET D2 LERH
nET,

arp-ether : ARP /1 -¥2 Ethertype
TCAMY — 2 v DY A XEfHEL
EJras

copp : COPPTCAM U —¥ 3 > o
RERELET,

E-rad : HAoOo—: Hh7ue—h
7 TCAM Y —Va v 34 X%
WELET,

s copp : COPPTCAM J —¥ = %A
AR ELET,

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

e egr-racl : 7] 1Pv4 £ 721X IPv6 /L —
4% ACL (RACL) TCAM V— 3 >
WA XEFFHELET (Cisco Nexus
9200 AA v F D)

e egr-sup : H7J A —/334 % TCAM
V—Vary A XERELET
(Cisco Nexus 9200 A A~ F D

) .

* e-ipv6-qos : IPv6 {1177 QoS TCAM
V=g A X ELET,

- eripv6-racl : IPv6 (/71— % ACL
(ERACL) TCAM J —¥ 3 > %A
REBELET,

« emac-qos : MAC QoS TCAM U —
Var VA XERELET,

» e-qos : IPv4 177 QoS TCAM U —
Var YA XeRELET,

« e-qosite : IPv4 {177 QoS Lite TCAM
V—Yar A XEHELET,

s eracl : IPv4 i /)/1—% ACL
(ERACL) TCAM UV —Y 3 > A
RaRELET,

- fex-ifacl : FEX IPv4 78— | ACL
TCAM U —> g > YA ReRiE L
£

s fex-ipv6-ifacl : FEXIPv6 &~ — k ACL
TCAM U —Y a > A XEREL
£

» fex-ipv6-gos : FEX IPv6 " — F QoS
TCAM Y —Y g v A XZREL
7,

- fex-mac-ifacl : FEX MAC 7"— k

ACLTCAM YV —Y g > %4 X%
Ebij—o

» fex-mac-qos : FEXMAC R — | QoS
TCAM U — 3 > A REfRE L
S

IPACL DERFE .
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B aciteam y—vaL v axomE

IV N3 i F A7 B

« fex-qos : FEX IPv4 78— bk QoS
TCAM UV —Y 3 v A Z&aREL
£7

» fex-gos-lite : FEX IPv4 7" — b QoS
TCAM Y —Ya v A REREL
£7

sfhs: fhs TCAM U — 3 > DY A4 X
T L FE T, Cisco Nexus 9300 }5
L9500 U — X AA v F D ths
J—2 3 2 TCAM Z%ECTE &
7T

«flow : ASy7v— 774 TCAM
V—=Var A RERELET,

- ifacl : IPv4 -"— ~ ACL TCAM U —
Var A REHELET,

« ifacl-udf : IPv4 &"— » ACL = —¥
E#F~7 4 —/VF (UDF) TCAM U —
VarOh A XEHELET (Cisco
Nexus3232C 3 L 3264Q A A v F
DH)

e ing-ifacl : AJjIPv4, IPv6, FE72lE
MAC 7R— Kk ACLTCAM UV —' 3
VYA X E LET (CiscoNexus
9200, 9300, 9300-EX A-A v F D
) o

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

GE) a—HPEHZET 41—V R
(UDF) % ing-ifacl
TCAM U — 3 »2fF
LT, UDF _X—A®D
IPv4 £ 721E IPv6 AR — b
ACL ZRETE 7,
UDF ~X— Z @D IPv6 5—
~ ACL 1%, CiscoNexus
9300-EX A A v FTD
HYPR—bhEnEd,
FEM 2R I IS K ORRE
OFNEIZDWNTIE,
[UDF X—Z AR— k
ACL OF%E (67 ~—
V) | BBRLTLE
AN

+ing-12gos : AJjL A ¥ 2QoS TCAM
V=Yg A RERELET
(Cisco Nexus 9200 A A~ F D
%L) o

« ing-12-span-filter : AJjL A ¥ 2
SPAN 7 4 /L& TCAM V) — =
P A XEFHELET (Cisco Nexus
9200 3 LW 9300-EX A A > F D
) .

s ing-13-span-filter : AJL A4 ¥ 3%
LT VLAN SPAN 7 1 /% TCAM
V—Yar A RERHELET

(Cisco Nexus 9200 35 & OY 9300-EX
AL FDRHR)

e ing-I3-vlan-qos : AJjL A ¥ 3,
VLAN, B ELUSVIQoSTCAM U —
Var YA XueFEELET (Cisco
Nexus 9200 A A v F D)

* ing-netflow : NetFlow TCAM U —
Var A XERELET,

sing-racl : IPv4 ¥ 72 IPv6 AJjL—
4% ACL (RACL) TCAM UV —v =3 >
YA XaFELET,

IPACL DERFE .



IPACLDEEE |
B aciteam y—vaL v axomE

AU RFERET7TIV3 Y B#

e ing-redirect : DHCPv4 U L —,
DHCPv4 AX—E 7 BIO
DHCPv4 7 A4 7 FDU XA LY
FTCAM U — g v A XEEE
L £9 (Cisco Nexus 9200 A1 = F
D) o

cing-sup : AJJA—/3—31 F TCAM
V=g A XeRELET
(CiscoNexus 9200 > U — X A A v
FDOH)

sipsg: IP ¥ —A& Jj— K SMAC-IP /N
AT 47 TCAM Y —Va D
YA XEeHmELET,

s ipv6-ifacl : IPv6 ;" — N ACL TCAM
V=V a v A X=RELET,

s ipv6-13qos : IPv6 L 1 ¥ 3 QoS
TCAM U — 3> A RaikiE L
i‘a‘o

* ipv6-qos : IPv6 7~ — bk QoS TCAM
V—Yar A XEHELET,

«ipv6-racl : IPv6 RACL TCAM V —
Var YA XeRELET,

s ipv6-vacl : IPv6 VACL TCAM U —
Var A R EeHRELET,

* ipv6-vgos : IPv6 VLAN QoS TCAM
J—=Var A REBRELET,

*13g0s : IPv4 L 1 ¥ 3 QoS TCAM
U—=Var A XeRELET,

* I3gos-lite : IPv4 L 1 ¥ 3 QoS TCAM
V=g A XeRELET,

» mac-ifacl : MAC 78— k ACL TCAM
V—Yar A REHELET,

* mac-13qos : MAC L 1 ¥ 3 QoS
TCAM V —Y 3 v YA XEBRE L
7,
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» mac-qos : MAC R — | QoS TCAM
V—Yar A REHELET,

» mac-vacl : MAC VACL TCAM Y —
Var A AERELET,

» mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

» mcast_bidir : ¥/ FF ¥ X FPIM
Bidir TCAMY — Y 3 »OH% A X%
RELET,

s mpls: MPLS TCAM U — = o
A RAERELET,

* Nat : Rv kT —% : network address
translation (NAT) TCAM U —< 3
VYA XERELET,

* ns-ipv6-13qos : X9536PQ,
X9564PX, 3 X UNX9564TX T A >
1 — R L OMI2PQILHYEEE
Y a—/L (GEM) DIPv6L A1 3
QoSTCAMYU — 5 DY A &%
ELET,

* ns-ipv6-qos : X9536PQ. X9564PX.
BILOXISATX T A o — RB LW
MI2PQILAEHRE ¥ 2 — /L

(GEM) DIPv67R— FQoS TCAM
V—2a DA XERELET,

* ns-ipv6-vqos : X9536PQ. X9564PX,
BILOXIS4ATX T A o — B L)
MI2PQILHILIEE ¥ = — b

(GEM) ®DIPv6 VLAN QoS TCAM
V=2 a DA XERELET,

* ns-13qos : X9536PQ. X9564PX. I3
K UOX9564TXT A » I— RB LD
MI2PQILAHLIEE ¥ 2 — /L

(GEM) ®IPv4Ll A ¥3QoSTCAM
V—=yarOh A REZELET,

* ns-mac-13qos : X9536PQ,
X9564PX, ¥ L UX9564TXT A
71— K8 L OMI2PQILALIEE

IPACL DERFE .
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Y a—/ (GEM) ®OMACL A %3
QoSTCAMVU — a3 »DH A X &%
Ebi—a‘o

* ns-mac-qos : X9536PQ. X9564PX.
BILOXIS64ATX T A o A— RB LW
MI2PQILAILIEE Y = — b

(GEM) OMACK— hQoS TCAM
V= a DA RE=RELET,

* ns-mac-vqos : X9536PQ. X9564PX,
BLOXSATXT A — FB XD
MI2PQILHESRE ¥ 2 — /1

(GEM) ®MAC VLAN QoS TCAM
V= a O A RERELET,

* ns-qos : X9536PQ. X9564PX., B K
UX9564TX 7 A v 1— FB LW
MI2PQULAILIEE Y = — /b

(GEM) DIPv47R— FQoS TCAM
V—2a O A XERHELET,

* ns-vqos : X9536PQ. X9564PX. I
L UX9564TX T A I — FB I
MI2PQILHPLIEE ¥ = — /1

(GEM) ®IPv4 VLAN QoS TCAM
V—a O A XZRELET,

« openflow : OpenFlow TCAM YU — < =
YOV A XEFEELET,

* qos : IPv4 A"— k QoS TCAM U —
Var A R EHRELET,

s gos-lite : IPv4 A"— I QoS lite TCAM
V—Yar A REHELET,

eracl : IPv4 /L—% @ ACL (RACL)
TCAM UV —> g 0 A XEHRTEL
S

e racl-lite : IPv4 /L'— % ACL
(RACL) Lite TCAM Y — =3 v
(Cisco Nexus 3232C 35 & T) 3264Q

AA v F) O A XERELET,

e racl-udf : IPv4 /L'— % ACL
(RACL) 22— EHE7 1 —/IL F
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(UDF) TCAM U —<"3 > (Cisco
Nexus 3232C 3 LT 3264Q A A v
F) OV A X HHELET,

redirect : U XA L7 k TCAM U —
TarvoY A A EBZELET,

redirect-tunnel : VXLAN Z 4 L 7=
BFD IZfEH &5V XA L7 K b
VFIVTCAM U —Va DA X
ERELET,
GE) Zoawy R,
TP SERVICES PKG 7
A|ANA A F—
LENTWBEAICD
HYAR—bhEnEd,

p-ipv6-qos : 100G 9408PC 7 A >
71— R X UNM00G M4PCIHLAPLHRE
£ a—/L (GEM) DIPv6AR— k
QOSTCAMY —< = > DH A X% ik
ELET,

rp-mac-qos : 100G 9408PC7 A > 1 —
K X 100G M4PCHLFHYEIEE
Ya—/L (GEM) OMACH— FQoS
TCAMYU — 5 DY A REHREL
EJe AN

rp-qos : 100G 9408PCZ A > I — K
B L TVN00GMAPCIHLHAYEIEE ¥ = —
b (GEM) ODIPv47R— hQoS TCAM
V= a DY A REFHELET,

rp-qos-lite : 100G 9408PC 7 1 + J1—
R & TNM00G MAPCHLLIEE

Y a—/ (GEM) DIPv47R— FQoS

Litt TCAM U —<> 3 DY A X%&3%
ELET,

sflow : Cisco Nexus 9332PQ,
9372PX, 9372TX. L 1r93120TX
AA  FET. NIK-M6PQ F 72 1%
NIK-M12PQ generic expansion module
(GEM) #:3 Cisco Nexus 9396PX,
9396TX, L LTNI3I28TX A A > F
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A1) sFlow TCAM V — 3 > WA
ReBELET,

espan : SPANTCAM U — 3 » #
ARXEFEELET,

*svi: AJJSVIA D% TCAM U —
Vary A RERELET,

vacl : IPv4 VACLTCAM VJ —¥ 3
A RERE LET,

s vpe-convergence : VPC I L /X—0 =
Y ATCAMY —¥ g DY A XEi
E L/ i TO

*v(qos : IPv4 VLAN QoS TCAM Y —
Var A XEERELET,

* vqos-ite : IPv4 VLAN QoS lite TCAM
J—Var A XeBELET,

s tcamrsize : TCAM %A X, H 4 X
256 DEECTT, A XD3256 LV
REWEEIT., S22 TRITN
I£72 0 £ A, FHS O¥4A. #iH
1% 0—4096 T,

Zoa~vwr RFonEEFERALT, T
TH IV EDTCAM V— 3 v 4 Xz
Ebiﬁdo
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Gx) hardwar e access-list tcam
region {racl | ifacl | vacl}
qualify udf udf-names =~ >~
N&fiH L T IPv4 = —E
#74—/V K~ (UDF) %
racl, ifacl, 3 & vacl
TCAM UV — g N7 X v
F L T, IPv4UDF ~X— XD
ERSPAN Z &% E L £7,
har dwar e access-list tcam
region {ing-ifacl |
ing-12-span-filter |
ing-13-span-filter } qualify
véudf veudf-names =~ > K
Z{EfH LT, IPv6 UDF %
ing-12-span-filter and
ing-13-span-filter TCAM (Z7”
%> F LT, IPv6 UDF ~X—
A D ERSPAN Zi%E L E
T, AR ERREFRRIZ O
TiX. [CiscoNexus9000
U — XA NX-OS> AT LEH
siE] ZZRLTLES
AN

ATvT3

copy running-config startup-config

1 -

switch(config)# copy running-config
startup-config

ETar 74 Xal—ark, AE—
cNry 7 aryz4X¥alb—varila
to"—'[/ijqo

ATvT4

(f£&) show hardware access-ist tcam
region
51 -

switch (config)# show hardware
access-1list tcam region

FRAATRDY v— REHCHEE SN S
TCAM YA X&Fr LET,

ATvTh

har dwar e access-list tcam label vrf-nat

1

switch (config)# hardware access-list
tcam label vrf-nat

VRF TITDNAT Z#HE L £7,

GE) CiscoNX-0S U J —=x
103(DFLIE, Zoa~< 2 R
X Cisco Nexus 9300-GX A
A v FTHR—FSNE
R

IPACL DERFE .
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Z7 v 76 |reload TAA AR B— RERET,
f5l - G¥) B LW XDfEE. copy
switch (config)# reload running-config startup-config

+reload # AT 50, T
_XTOTA L A—FE
Va—NL&EYn— KL%
WZDBENTI2 Y £7,

1

&Iz, Cisco Nexus NFE %A1 v F TRACLTCAM UV — 3 O A X&2EFHT 5
FlZR L £,

switch (config) #hardware access-1list tcam region n9k-arp-acl 256switch (config) #copy r s
switch (config)# reload

Configuring storm-control-cpu:

switch (config)# interface ethernet 1/10switch

switch (config-if)# storm-control-cpu arp rate 150

switch (config)# show access-list storm-control-cpu arp-stats interface ethernet 1/10

slot 1

KIZ. Cisco Nexus 9500 >V — X AA v F TRACLTCAM V —2 g DY A XE W
THHE R LET,

switch(config)# hardware access-list tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config) # copy running-config startup-config

switch (config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

WIT, BEZMRET D0, TCAM V=2 a OY A ZaFRKrd o682~ LET,

switch (config) # show hardware access-list tcam region
TCAM Region Sizes:

IPV4 PACL [ifacl] size = 512
IPV6 PACL [ipvé-ifacl] size = 0
MAC PACL [mac-ifacl] size = 0
IPV4 Port QoS [gos] size = 256
IPV6 Port QoS [ipv6-gos] size = 0
MAC Port QoS [mac-gos] size = 0
FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL ([vacl] size = 512
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0

. IPACL DE%E
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IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 512
IPV6 RACL [ipvé-racl] size = 0
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 512
Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 256
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l1l3gos] size = 0
IPV6 L3 QoS [ipv6-13gos] size = 0
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 256
Egress System size = 256
SPAN [span] size = 256
Ingress COPP [copp] size = 256
Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 512
NS IPV4 Port QoS [ns-gos] size = 256
NS IPV6 Port QoS [ns-ipv6-gos] size = 0
NS MAC Port QoS [ns-mac-gos] size = 0
NS IPV4 VLAN QoS [ns-vgos] size = 256
NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0
NS IPV4 L3 QoS [ns-13gos] size = 256

1
]
1
1
1
1
1
1
NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0
1
1
1
1
1
]
1
1

NS MAC L3 QoS [ns-mac-13gos] size = 0

VPC Convergence [vpc-convergence] size = 256
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0
ranger+ IPV4 QoS Lite [rp-gos-lite] size = 0
ranger+ IPV4 QoS [rp-gos] size = 256

ranger+ IPV6 QoS [rp-ipvé-gos] size = 256
ranger+ MAC QoS [rp-mac-gos] size = 256

NAT ACL[nat] size = 0

Mpls ACL size = 0
Ingress IPv4 N3K QoS size = 0
Ingress IPv6 N3K QoS size = 0
MOD RSVD size = 0
sFlow ACL [sflow] size = 0
mcast bidir ACL size = 0
Openflow size = 0
switch (config)# show hardware access-list tcam region
TCAM Region Sizes:
IPV4 PACL [ifacl] size = 0
IPV6 PACL [ipv6-ifacl] size = 0
MAC PACL [mac-ifacl] size = 0
IPV4 Port QoS [gos] size = 0
IPV6 Port QoS [ipv6-gos] size = 0
MAC Port QoS [mac-gos] size = 0
FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0

IPACL DERFE
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FEX MAC PACL [fex-mac-ifacl] size = 0

FEX IPV4 Port QoS [fex-gos] size = 0

FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 0

IPV6 VACL [ipvé6-vacl] size = 0

MAC VACL [mac-vacl] size = 0

IPV4 VLAN QoS [vgos] size = 0

IPV6 VLAN QoS [ipv6-vgos] size = 0

MAC VLAN QoS [mac-vgos] size = 0

IPV4 RACL [racl] size = 1536

IPV6 RACL [ipvé-racl] size = 0

IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0

Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 0

Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 768

Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [1l3gos] size = 256

IPV6 L3 QoS [ipv6-13gos] size = 0

MAC L3 QoS [mac-13gos] size = 0

Ingress System size = 256

Egress System size = 256

SPAN [span] size = 256

Ingress COPP [copp] size = 256

Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 256

NS IPV4 Port QoS [ns-gos] size = 256

NS IPV6 Port QoS [ns-ipv6-gos] size = 0
NS MAC Port QoS [ns-mac-gos] size = 0

NS IPV4 VLAN QoS [ns-vgos] size = 256

NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0

NS IPV4 L3 QoS [ns-13gos] size = 256

NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0
NS MAC L3 QoS [ns-mac-13gos] size = 0
VPC Convergence [vpc-convergence] size = 512
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0

Iz, T 74/ D RACLTCAM V— g v B4 XICETHIZ R LET,

switch (config) # no hardware profile tcam region racl 512
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y
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FUTL—rEEALEACLTCAM U —S 3> H1 20EE [

FJL—FEFERBL-ACLTCAM )—> 3 Y A4 XDHETF

HARINT T — M, Ek, BLOWEMT52L T, ACLTCAM Y —Y 3> A4 X
ERETEET,

F_TD Cisco Nexus 9200, 9300, 5L 1N9500 + Y — K A A w»TF & Cisco Nexus 3164Q.
31128PQ. 3232C, BLU3264Q AA v FTiX, ZOFNEFE /1T TACLTCAM UV — = >
A RXOFE] FIEEZFEHLTACLTCAM V—Y a3 > A XERETEET, 72721, NFE2
KT 3A A (X9432C-S 100G T A & I — R CI508-FM-S 7 7 7' 1) v/ FY 2 —/L7g L)
1. hardwareaccess-listtcamregion 2~ > F&Z ¥R — K LTz, ACLTCAM Y —¥ =
VYA RERETLHMNERH Y T,

)

GE) «TCAM 7> 7 L — h &4 % & . hardware access-list tcam region =~ > RIZHERE L
Hh, A~y REFEHATAICIE, To 7L — e aly MERTALERH Y £7,

* QoS TCAM W1 —E > 7 DFEIT DWW TIL,  [CiscoNexus9000 > U — & NX-OSH— B X iy
HRETA F] 22 LTIES0,

sTCAM 7' a7 7 A )L 7 7 L —hX, C9508-FM-S7 77 U v 7 &Y a— /LTI AR—h

SIEHE A,
FIE
ARV RFEREET7TIVa Y B#J
R w 71 |configureterminal Ja—N)ary7 4 Xalb— gy
151 - E— FERBLET,
switch# configure terminal
switch (config) #
Z 5w 72 |[no] hardware profile tcam resource ACLTCAM V —¥ a3 ¥ H A XEHET
template template-nameref-template {nfe| 7 = -1 — | 2k U £,
|nfe2| {12-13|13}}

| nfe : Network Forwarding Engine (NFE)
A 1 Cisco Nexus 9300 45 & 09500 3+ U —
switch (config) # hardware profile tcam =z 3164Q %J:U\‘31128PQ 5;\){/( 2D

resource template SR MPLS CARVE . _ c
ref-template nfe2 T 74V N TCAM 7 7 L— K,

switch (config-tcam-temp) #

nfe2 : NFE2 %} Cisco Nexus 9500 3 U —
R, 3232C, BLU3264Q T NA ADT
74/ kN TCAM 7> 7 L— |k,

[2-13 : Cisco Nexus 9200 > — & A A v
FTCLAVY2BIPNLAVYIREDT
TH NV TCAM T 7 L— kK,

IP ACL D& E
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B 77— rzsmLEAlTAM y—C 3 Y 44 RDBE

IPACL DERE

ARV RFERETIVa Y
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I3 : Cisco Nexus 9200 >~ — X A A v F
TLAYIREDT 7 4/L k TCAM 7
»7L—h, LALVITCAMT 7' L —
M. Cisco Nexus 92003 ) — XA A v
FOTF 74NV T T L— FTT,

ATvT3

(=)
1

switch (config-tcam-temp)# mpls 256

region tcam-size

WERTCAMY —Y 3 v & 2D A Xk
T —MOBMLET, T L—
MEMT2Y)—Yarliczoa~w
Y REANLET, EHRERY —Va
YDY A MIONTIE, TACL TCAM
U=V a b AORE] #ZRLTL
72 &\, http://www.cisco.com/c/en/us/td/
docs/switches/datacenter/nexus9000/sw/7-x/
security/configuration/guide/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x chapter
01001.html#task
05981BEEC92441AF9F4BBCSE097B51CE

ATvT4

exit
1 -

switch (config-tcam-temp) # exit
switch (config#)

TCAM T 7L —h a7 4F¥al—
varyET—FREKTLET,

ATvTh

[no] hardware profile tcam resource
service-template template-name

1

switch (config)# hardware profile tcam
resource service-template
SR _MPLS_CARVE

FTRTCOITA L I—RBLOT7 77U v
I 2a— I AR LT L— %
wWHLET,

ATvT6

(&) show hardware access-list tcam
template {all | nfe| nfe2 | 12-13]13]
template-name}

1

switch (config)# show hardware
access-list tcam template SR_MPLS CARVE

FT_TO TCAM 7 > 7 L— M F 7= 1345
EDT L — NOREXFRLULET,

ATy T1

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FEiTar 74 Fal—rarr, AX—
NPy a7 X2l —g00a
[:O—Lij—o
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| PACLOEHE

eamr—ev gz |

ARV RFERFTI Va0 B8
R7 v 7 8|reload THAA AR B— RERET,
f5l - GE) Z DRREIL, copy

switch (config)# reload

running-config startup-config
+reload # AN/ L7222 D
AN £,

TCAM h—E V5 DEERTE

F7 4/ NOTCAMY — 5 >

RETT T b7 —AIlL-oTERY, §XTOTCAMY —

TalHIE L TWADITTIEH Y FRA, HEOV —Ta LV EEINITHITIE, 125D —
ParDTCAM VA ZZFHLTHH, FEDY — 3 O TCAM YA A8 L £,

QoS TCAM 1 —E 7D
Configuration Guide] ZZHL T 72& 0,

Ut

BB DOUNTIE,

['Cisco Nexus 9000 Series NX-OS Quality of Service

GE)

Cisco NX-0OS U U — 2 10.3(1)F LA, kD TCAM Ol A3 Cisco Nexus 9800 77~ k7 4 — LA
AL vy FCHEAINET,

s TCAM A —E U 73R — S TWERA, 2720, lx ORRICBER Y Y4 THT
V5 TCAM #FRTEET, BEHIY Y THA TV D TCAM K79 5IC1%, show
hardware access-list resourceusage =~ > K& L £ 7,

o 1L TCAM 3 R— FENTWET, 7272L. AJTACL L1 ACL ol TG &N

£7,

WDORIZ, B2 7T7 9 b 73 —2DAHTITTCAM Y —V a0 DOF 740k 4 XE&RLE
7,

R5:TIHILETCAM ') —> 3 VEE (AH)

: Cisco Nexus 9500 > ') — X XA v FH

y—a 4 Y4 X & Aty a4 X
IPv4 RACL 1536 1 1536

IPv4 LA ¥ 3QoS 256 2 512

SPAN 256 1 256

CoPP 256 2 512

CRT I 256 2 512

YEA LYk 256 1 256

IPACL DERFE .



B cwvsr—corom

IPACL @

B

ax ;&

y—o3vf H4 X ] Bity14 X
VPCa L _R— % | 512 1 512
4K

R6:TIHILETCAM ') — 3 VEEE (HH)

: Cisco Nexus 9500 > ') —X XA v FH

IEDEPZ: H4Z 2 CHEEE
IPv4 RACL 768 1 768
VAT L 256 1 256

1K

RI:TITHIL LD TCAMH A X : Cisco Nexus 9504 55 K10 9508 75y b DA —L A v F

Hhisi Y4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 78— |k QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

Ingress CoPP [copp] 128

UZA L7 b IPv4 2048

VAL LT b IPV6 2048

RE:TIHILETCAM ') — 3 VEEE (AH)

. Cisco Nexus 9300-FX ') — X R A v FH

)—oav4 H4 X iz Bt 4A4 X
IPv4 RACL 2304 1 2304

LA % 2 QoS 256 1 256

L4 % 3/VLAN QoS |512 1 512

VAT A 512 1 512

LA ¥ 2 SPAN 7 ¢ /L |256 1 256

ﬁ

LA ¥ 3 SPAN 7 (/L |256 1 256

v

SPAN 512 1 512

. IPACL DE%E
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eamr—ev gz |

)—2avg a4 X ] Bt a4 X
NetFlow/Analytics 7 « | 512 1 512
i

5K

R TIHILETCAM')—2 3 VERE (HH) : Cisco Nexus 9300-FX ') —X XA v FH

J—avg Y4 X 18 B4 X
IPv4 RACL 1792 1 1792
VAT b 256 1 256

2K

R10: T4+ ETCAM')—> 3 VRE (AH) : Cisco Nexus 9300-EX ') —X XA v FH

)—o 34 Y4 X e BitHA4X
IPv4 RACL 1792 1 1792
L4 ¥ 2 QoS 256 1 256
LA % 3/VLAN QoS |512 1 512
AT A 512 1 512
LA ¥ 2SPAN ACL |256 1 256
LA % 3/VLAN SPAN | 256 1 256
ACL
SPAN 512 1 512
4K

RMN:TIHILETCAM')—> 3 VRE (HH) : Cisco Nexus 9300-EX ') —X XA v FH

J—Yavs Y4 X i BYAX
IPv4 RACL 1792 1 1792
VAT b 256 1 256

2K

F12: T4 TCAM ) —> 3 UR%E (AF) : Cisco Nexus 9300 ') —X XA v FH

)—>av4 H4 X L] BEtHA4X
[Pv47R— R ACL 512 1 512
[Pv47R— F QoS 256 2 512
IPv4 VACL 512 1 512

IP ACL D& E
|



B cwvsr—corom

IPACL DERE

)—oav4 H4 X ] Bt a4 X
IPv4 RACL 512 1 512

SPAN 256 1 256

CoPP 256 2 512
ACLY —7 F A 71— |256 1 256

R DIPv4R— QoS

ACLY —7 F A 71— |256 1 256

R ®IPv4 VLAN QoS

ACLY —7 F A 71— |256 1 256

K DIPv4L A ¥3 QoS

AT A 256 2 512
UxAvs k 512 1 512

VPC 2 L R— = A | 256 1 256

4K

R13:TI4ITCAMY)—2 3 VT (HH) : CiscoNexus 9300 > ') —X 24 v FH
)—oav4 H4 X i Bit4A4 X
IPv4 VACL 512 1 512

IPv4 RACL 256 1 256

AT A 256 1 256

1K

RU:TIHILETCAM ') —2 3 VBRE (AH)

: Cisco Nexus 92003 ') —X XA v FH

LAY 2~ LAY 388

Y—av4g H4 X [ CEL 20
AJJNAT 0 1 0
AJj7R— bk ACL 256 1 256
AJ1 VACL 256 1 256
AJIRACL 1536 1 1536
ATV A ¥ 2 QoS 256 1 256
AV A ¥ 3VLAN |256 1 256
QoS

A A== | 512 1 512
AT A ¥ 2 ACL 256 1 256
SPAN

. IPACL DE%E
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eamr—ev gz |

)—o 3 4 H4 X ] Bt a4 X
AN A% 3ACL 256 1 256
SPAN
R— h_X— 2 SPAN | 512 1 512
4096

RI15:TIOHILETCAM ') —> 3 VBRE (HAH)

: Cisco Nexus 92003 ') —X XA v FRHLA ¥ 2~ LAV IRE

y—avg H4 X i3 YA X
1) VACL 256 1 256
71 RACL 1536 1 1536
H o 2 — % — R |256 1 256
2048

R16:TITHILETCAM')—2 3 VEEE (AN)

: Cisco Nexus 9200 > ') —X R4 v FRHLA ¥ 3F%

)—23a3 4 H4X e S
A7) NAT 0 1 0
AJIR— 1 ACL 0 1 0
AJ7 VACL 0 1 0
AJJ RACL 1792 1 1792
AT A% 2 QoS 256 1 256
AV A ¥ 3VLAN |512 1 512
QoS
AF A —r8— 3 | 512 1 512
AT A ¥ 2 ACL 256 1 256
SPAN
AJ1LA ¥ 3 ACL 256 1 256
SPAN
AR— hX—2 @ SPAN 512 1 512
4096

R17:TI74ILFTCAM ') —> 3 VRE (HAH)

: Cisco Nexus 92003 ') —X R4 v FRAL A ¥ IHE

)—23 4 H4 X ] B4 X
77 VACL 0 1 0
171 RACL 1792 1 1792

IPACL DERFE .
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B cwvsr—corom

J—Sa vk B4 X g BEH4 X
A A — S Sg 4 |256 1 256
2048

&IZ. Cisco Nexus 95003 Y — X 2 A+ F TIPv6 RACL TCAMM A X&256\1C%ET AHl AR L
F9, VA XM 256 D IPv6 RACL 1%, IPv6 RNA TR TH D=0, 512 = MY ZfEHLE
j—o

\}

GE) Bl Y—Ta OTCAMREZZEF LY, BT S, ADTCAMREEZZEE L0 T 51T
. FEEOFIEIZENE T,

Cisco Nexus 9500 >V — X A A v F TCAJIIPV6 RACLTCAM VJ — 5 DY A REHRET D
Wi, 2920047y aronThigl 22FEITLET,

A7vavwm
AJJIPVARACL % 1024 => M U6 L (1536-1024=512) . AJJIPv6 RACL % 512 => |k
VR LET, ZOF S a rnBEEhET,

switch (config) # hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config)# hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

3= 18:IPv4RACL (A7) %#HL LI-RODEBEH SN TCAM ') — 3 VERTE

)—T3 % Y4 X ] AEtHa4 X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256fHO= Y 2T
A ABEHTE 20Tz
. 1024 {5 02

IPv4 L ¥ 3 QoS 256 2 512

SPAN 256 1 256

CoPP 256 2 512

AT A 256 2 512

yEALLY R 256 1 256

VPCa o R—T = % (512 1 512
4K

2ox512 20 R RS A AREY ST HRET,
AT a3

. IPACL DE%E
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BRE

eamr—ev gz |

IPv4 3 QoS DA X% 0125 L CHIBRL, AJJIPV6RACL ZEMLET, ZOA T3

&, IPv4 LA ¥ 3QoS ZfEH L TWARWEAITHEHTEET,

switch (config)# hardware access-list tcam region 1l3gos 0

Warning: Please reload the linecard for the configuration to take effect

switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

&19: L1V 308 (AN) ZHIRLIE-BOEHFESN: TCAM') —2 3 VRE

)—>av4 H4 X & BEtYA4X
IPv4 RACL 1536 1 1536
IPv6 RACL 256 2 512
IPv4 L A ¥ 3 QoS 0 2 0
SPAN 256 1 256
CoPP 256 2 512
VAT A 256 2 512
UEA LT b 256 1 256
VPC a2 R—T = % 512 1 512
4K

A X256 DHT) IPv6 RACL %A R —7 W29 5HI2i%, H7) IPvd RACL % 256 (26 L., H
71 IPv6 RACL Z3BM L £,

switch (config)# hardware access-list tcam region e-racl 256

Warning: Please reload the linecard for the configuration to take effect

switch (config) # hardware access-list tcam region e-ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

= 20:IPv4RACL (HH) EF L LI=EDT IV~ TCAM ') —2 3 5%

J—Yara i 78 & BEtHa4 X
IPv4 RACL 256 1 256
IPv6 RACL 256 2 512
AT 256 1 256
1K

IPACL DERFE .
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B cwvsr—covoms

R2A: T4 D TCAM A X : Cisco Nexus 9800 75y kT4 —L RA v FDIFE

HRER Y4 X (—RT)
AJJ RACLv4 9216
A 77 QoSv4

AJ1SPAN 7 4 L% v4

H 77 RACLv4

A7) SUP

AJ1RACLvV6 4608

A 77 QoSv6

AJJ SPAN 7 4 L& v6

77 RACLvV6

\)

GE¥) 4 IPv6 ACL i 1,000 ACE IZHiIfREn W+, Zhid, -3T?D IPv6 ACL (RACL, QoS.
F7-1LSPAN 7 4 L&) ICHEAENET, 20X 5 RHIRIZIPvA ACL IZITHEM S EH A,

TCAM V — a » OY A X%&EFHHE L7, show hardware access-list tcam region =2~ > N & A
1L T, T3 ZADK[ENY v — REFIZ#EH ATE 72 TCAM VA X2 RRm L ET,

L 4]

EB I ARNTOEY 2 —AORPZHMERT 2123, TXTOIA D= FEVa— %Y =15
7>, copy running-config startup-config+reload Z# AJJ L CTTF/3A A% U o — RT 50BN H Y
E79, TCAMU =V a VREDPERTH->TH, VY r— FF50EPH LD 1EZT T,
TCAM V=V g VRIENT R TCETTLHOE[HFoTNDL, T3 M A% r— RT&EET,

REICL > T, TCAMY A XZB2T=0D, ATALAANRRBLIZNVTDHZENHY £9,
TCAM U —> 3 VOORERIZ, T _XTOTCAM YV —2 a3 D 4K ANHIBEBZ L. (kRO
Av—UnREREINET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

ATAADBEBZD L, MDA v E—URFRSINET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

TCAM U —> 3 VOORERIZ, T XTOTCAM Y —Y a3 >0 IK HAKIBEB2 5 L. kO
Ao —UNERENET,

. IPACL DE%E
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uof ~—2 #K—+ acL oz I

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

HRE OMERED TCAM N E SN TWARVVIREE T TCAM I — Y U 7 2 LB b HHEREZ L
kold2L, ROAvE—UNRERENET,

ERROR: Module x returned status: TCAM region is not configured. Please configure TCAM
region and retry the command.

\}

GE)

\}

256 L WNWIHT TN IDY ZE A LT NTCAM U —y g v A X%, %% BFD %7213 DHCP
V1l — %y arz2FITLTWAEEIT TS TRVWATREERH Y £, L W% < D BFD £7-
IIDHCP V L— & v g VST B2, TCAM YA X% S12 IZHS0THLER D D56
NHY F7,

GE)

NIK-C9508 (Fretta) > AT L7 &H 190 INIK-X9624D-R2| A4 > — KN H
&, Teracl] tcam fEIKY A X13Hx K 16K T,

EErEYY

ACLTCAM UV —2 g v YA XDOERE (43 =2—)

UDF R—X 7R— ~ ACL D& TE

UDF _—Z®D7R— k ACL %, Cisco Nexus 9200, 9300, 3L TU9300-EX 'V —X A A v FI|T
KL THRETEET, ZOHMREEICED, 731 A Z=2—WEFRZ +—/L K (UDF) TO~vF
YT LTV, v TF LIz RE IPvd R— b ACLICEH T& £,

UDF ~_X— Z DR — FPv6 ACLIE, Cisco Nexus 9300-EXAA » FIZk L TRETEEJ, ZD
BEBEIZ XD, T RZH LWUDF T v F U 7 &5V, wvTF L7y b IPve R— b
ACL (@A TE £,

Flg
ARV RFEREETI 3 Y B

A w 71 | configureterminal Jsa—r\ )L a7 4 FX¥al—3a
5l T— &ML ET
switch# configure terminal
switch (config) #

2w 7 2 | udf udf-name offset-base offset length WD X HIZUDF ZEHKLET,
fi « udf-name : UDF D4 RTZEE L E
switch (config)# udf pktoffl0 T, ARNZITHRK 16 SLFEO ST
packet-start 10 2 %j\j]“(% iﬂ—
1 -

IPACL DERFE .
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IPACLDEE |

ARV RFERETIVa Y

B8

switch(config)# udf pktoffl0 header
outer 13 20 2

s offset-base : UDF 47t » b _X—2x
ZUTOE IfEELET, 22T
header 1. &7kt~ F2EE LT
N NSy B =TT,
{packet-start | header {outer | inner

{13]14}}}.

A7ty b A TEY N RN—AMN

LbOF Ty b A MIERREL
¥4, A7y F X=X (LAY
/A XA~y F—) ORHIDONA
FEWETHIZE, A7 Y FEO
WCRRELET,

EX ATy F AL N
FHRELFET, 1 F2E32.4 b
HBRFR—=FERTHET, B
N M= EE L 7DIE, #EK
?D UDF % EHKT DMENH Y F
R

#3D UDF Z ERTE LT, v A=
I EL 72 UDF OAEFRT H 2 & e
LET,

ATvT3

. IPACL DE%E

har dwar e access-list tcam region ing-ifacl
qualify {udf udf-name| véudf véudf-name}

1 -

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 £ 721% IPv6 " — ~ ACLIZ#E 9 5
ing-ifacl TCAM Y —< 2 |2 UDF &7
HoTFLET,

TCAM VU —< 3 I C& 5 UDF O
B, 7Ty b7 —AICL-oTERY
F 9, Cisco Nexus 9200 A A v F DA
I3 K 2 -2? UDF. Cisco Nexus 9300 A
A v FOEEITHRK 8 DDOUDF, Cisco
Nexus 9300-EX A A v F DA 1T IPv4
A— F ACL 2%} L TH K 18 @ UDF,
F 7213 IPv6iR— b ACLIZX LT 72D
UDF Z4Zfi C& 7
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AU RFERETOVa Y

B8

G¥) UDF f&fifir-28mEh b
&L TCAM U —2 3 U idy
¥ TR BAFIRIZIER L
F9, tHREEAN—X
WHZ EafERL T
SV, ENLSOLGEZ D
o=y NidfEEEINET,
VB G G, RMEFDY —
U a b TCAM A— A
WY £ DT, ZDav
Y REBFANLET, FEHM
\Z2oW T, [ACLTCAM
V=g v A AOEE]
LT IEEN,

G¥) Zoa<r FOnoEAid,
UDF % TCAM U —¥ 3 >
SUIVEEL, V—Ya vk
VU IVIBIZR LT,

AT 7 4| 2Z8: copy running-config startup-config | V 7' — F B XN A X — MERIZE T
51 T4 FX¥alb—va B AL — T v
,;M . , N a7 4 F¥al—igilat—L T,
SwW1ltC conri CcOo running-conri
startup—conf?g o ? ’ %E %%&%TTE’]L:T%@ Lij—o
AT 75| %ZE: reload TNRAAN) m— RENET,
f5l GE) UDF X 7E 1% copy
switch (config)# reload running-config startup-config
+reload & A7) L7215 D &
BT £,
R w76 |ip accesslist udf-acl P47 27 tEA a3 ba—L 2K
151 - (ACL) Z{ERRLTC, IPT 7R U R
switch(config)# ip access-list udfacl har74F¥alb—ar T M
switch (config-acl) # ﬁél/jf7fo
ATV T ROWThOa~vy REASLET, |[ACLEZREL, UDF (1) THOH, %

* permit udf udf-name value mask
* permit ip source destination udf

udf-name value mask
1 -

switch(config-acl) # permit udf pktoffl0
0x1234 Oxffff

TN s 7 44—V RIZHOW T
WEOT 78 A aryban—L k)
(ACE) &2 TCUDF T &H2% X
ICRELET (B2) fHE~AT DF|
HDO#iPHIL 0x0 ~ 0XFFFF T,

IPACL DERFE .
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ARV RFERETIVa Y

B8

1

switch(config-acl)# permit ip any any,
udf pktoffl0 0x1234 Oxffff

)V ACL 1%, UDFR b D5 &7
WIGADE FE L, ACEXHFT5HZ &
MNTEXET, K ACE ITIT—&T HHER

AHUDF 74—V RN BHAD, TITOD
ACEZ UDFODR LY A MZ—HIE5
ZENTEET,

FElTar 74 Fal—Yark, AX—
Ny a7 X2l —3 30l a
v—LEd,

ATy 78| (&) copy running-config

startup-config
f

switch (config) # copy running-config
startup-config

JL—% ACL & L T® IP ACL D:EF

IPv4 ACL £7213IPV6 ACL 1%, IRDZA T DA 2 —T = A TP TE LT,
WHEI A L H—T oA ABLOY T A H—T A A
L AX¥IA—P XY P AR—FFrx L A F =Tz
*VLAN A V4 —7 = A A
HHA L H—T AR

INBDA U Z =T A A ZATITHH Sz ACL I/ —4 ACL L iR sivET,

\}

Note

HiJjb—& ACL 1% CiscoNexus 9300 > — X A wF T 7Y 7 R— FTIIHHR—F &
FH A,

Before you begin
BWHT 5 ACL WFEL, BRGCIE T 74 w7 TANZ ) U TRRESNLTVWD Z L&
ERLET,

Procedure

Purpose

Ja— T — REBR L E7,

Command or Action

R w 71 |configureterminal
Example:

switch# configure terminal
switch (config) #

. IPACL DE%E
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r—sacLe Lo racoaEs

Command or Action

Purpose

ATV T2 ROWTN IO a~vy REANLET, |[BELEAVE—T oA A XA T D2
N = NN N R A
« interface ethernet slot/port[ . number] Y74 Fab—vary B FEeaL
« interface port-channel ER
channel-number
« interface vlan vlan-id
* interface mgmt port
Example:
switch (config)# interface ethernet 2/3
switch (config-if) #
switch(config)# interface ethernet
2/3.1
switch (config-if) #

Z 5w 7 3 | (Optional) encapsulation dot1q 21 Note Zoavwr RiE, LA4¥3
Example: VT B =T A RO
switch (config-if)# encapsulation dotlq Jf&ﬁ%E’Gﬁfo

21
switch (config-if)#
ATy T ROWVTNIAD A~ FE AT LET, |IPvAACL £721XIPv6 ACL %, $57E 71
* ip access-group access-list {in | out} Pk 7‘7 { 7 7\\@ b AY3A ‘/&*71
« ipv6 traffic-filter accesslist {in|out} AABLOYT A =T = A AL %ﬁﬁ
LET, &FMICAL—F ACL % 1 i
Example: AexE4,
switch (config-if)# ip access-group acll
in

R 5w 75 |ip access-list match-local-tr affic H—AVTERSNE—ET D5 T
Example: T4yl E—RBRRLET, A v TF %
switch(config-if)# ip access-list JEJ@T%’) }\ 7 A 7 &\’—(i%ﬁ%biﬁ
match-local-traffic /Vo

X7 76 |(Optional) show running-configaclmgr |ACL O EAF 7 LET,

Example:
switch (config-if)# show running-confid]
aclmgr
Z 5w 77 |(Optional) copy running-config Fiar74F¥al—varik, AX—

startup-config

Example:

switch (config-if)# copy running-config]
startup-config

Ny a7 40Xl —3 g 0la
vE—LEd,

Related Topics
IP ACL OfERK (36 ~—)

IPACL DERFE .



IPACLDEEE |
B & raccicoracomm

R— K~ ACL & L T® IPACL DiEF

IPv4 ACL £721X Ipv6 ACL X, LA V2 A X —T A A (PR — P E1THR—F Frx
V) ICEATEET, oA v —T oA A XA TITEAINZACLIE, &A— MACL &
RaEnEd,

)

Note (> % —=7 = { A% mac packet-classify Ti% &3 5 %A%, mac packet-classify =~ > K& A
VH—=T 2 A ARENLHIRT HE T, PAR—FMACLEZA V¥ —7 oA ATHEHATE EHA,

Before you begin

WHT 2 ACL WFEEL, BN LT N T 747 T4V F ) U TRRESINTNWDE I L%

MR L FET,
Procedure
Command or Action Purpose
R w71 |configureterminal Ja— N ERTE— REBE L ET,
Example:

switch# configure terminal
switch (config) #

ATy T2\ kOWTNrOav L REANLET, |[BELTEA v H—T =2 A XA TD2

« interface ethernet slot/port Y74 Fab—var - Fefial

« interface port-channel £
channel-number

Example:

switch (config)# interface ethernet 2/3
switch (config-if) #

ATV T3 ROVTNID A~y Re AT LET, |[IPvd 72X IPV6ACL & A v ¥ —7 = A
AEIFHR— b Fr 2MTHEA LETS
A—RACL TlE, £ >N R 7 41
2V TGN AR— I TWET,
12D H—T A A1 ODFR—k
switch(config-if)# ip port access-group ACL %ﬁﬂqu iﬁ‘o

acl-12-marketing-group in

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

Example:

R Fw 7 4 |(Optional) show running-configaclmgr |ACL & ExF R LE T,
Example:

switch(config-if)# show running-config
aclmgr

. IPACL DE%E
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pacLovac & LcoEm i

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

Related Topics
IP ACL OfERK (36 ~—2)
MAC /37 v DA F— 7 b E 7213 L

IPACL®D VACL & L TO&EA

IPACL X VACL & L CEHATE £,

Related Topics
VACL D% E

SUP JL—JLIZxt9 B IPACL JL— )L DEFIERLT (TDE A

CiscoNX-0OS U U — & 10.4(1)F LAFEClL, TP £721X IPv6 ACL TH LW ACE ¥—7— K (all)
DY R—FINTWES, 2KV, RCERHET—EHT 5o SUPACL /L—/L LV $ ACL

J— )V OBSENERL Y B30 0 0 (i) 12720 £97,
FE
AV REEETIV 3 Y B
T w 71 | configureterminal 7 a— S NHERTE— REBE L9,
1 -
switch# configure terminal
ATy T2 ROVWTIrDa~vy REASLET, |[IP 721X IPv6 ACL Z1Ea L C, ACL =
« ip access-list name ‘/74*"11/j“/3‘/°§: F‘%Eﬂjib
o ipV6 access-list name ji—aﬂo name 5 | 413 64 LT LINTHE L
£75
1 -
switch (config)# ip access-list acl-01
switch (config-acl) #
R T v 7 3| [sequence-number] {permit | deny} protocol | SUP /L— L J ¥ %, IP & 7213 IPv6 ACL

{source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destination-ip-mask}
all

1

J— VBT 4 all F— T — R &[]
L. ACL lZ/V— V% VERR L9,

IPACL DERFE .


cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter13.pdf#nameddest=unique_419
cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter14.pdf#nameddest=unique_421

IPACLDEE |
B rciossonz

ARV RFERETIVaY E]:3)
IP D5t

switch(config-acl)# permit ip
192.168.2.0/24 any all

IPv6 DA

switch (config-ipvé6-acl)# 10 permit ipve
1::1 2::2 3::3 4::4 all

ATy T | ROVTNID A~ REANLET, [HBELEA LV E—T oA A XA T D2
« interface ethernet slot/port Y74 Fab—varE - Fefal
« interface port-channel ES R

channel-number

1 -

switch(config) # interface ethernet 2/3
switch (config-if) #

AT TS| ROWTRNOa~r REANLET, |IPvd £720XIPV6ACL & A VX —T = A
AETNIA— M TFr 2T LET,
AR—RFACLTIZ, 1O K7 4 v
ZY TN R— N ENTWET,
- 1 DDA v H—T = A AT 1 HDDFE— k
IP DA ACL ZEHTE £,

switch(config-if)# ip port access-group
acl-01 in

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

ATv 76| ({£E) showrunning-configaclmgr |ACL OFEEFRLET,

fl
switch (config-if)# show running-configd]
aclmgr

ATw 71| ({£E) copy running-config FITar 74X al—ark, AL—
startup-config Ny ar7 4 ¥al—igla
15“ . I:O—Li'a‘o

switch (config-if)# copy running-config]
startup-config

ACLAX S DE/RTE

ACLEX 7 uab REFRETHITIE,. AT 7R VR MEEHRLTOLL, HEINT
ACLEFERHLTA X —T2A A LD NI T4 v I DT 4 NE) T F—T ML, ik
ICACL BX > 7 Fat R TG A—F 5B ELET,

. IPACL DE%E
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INR-EDZ Ve |

FIg
aAv U RFEREEFET7TIVaY B

AFw 71 |configureterminal 7 a— N UAERCE— R EBR L £
i -
switch# configure terminal
switch (config) #

RTFwvF2 |ipaccesslist name IPv4 ACL Z{Fp L. IPACL 22> 7 ¢
4 - Fal—ragrv— RN LET,
switch (config)# ip access-list narre%l%tﬁimjt?ulﬂf?ﬁﬁibiﬁ}
logging-test
switch (config-acl) #

A7 w73 | {permit|deny} ip source-address SR —ET BIPVA LT 7 4 v 7 kT
destination-address log AEIHERT 5. ACLOL—/L %A
i - BRLET, VAT LB — I —ET
switch (config-acl)# permit ip any é%\/\oﬁ > b @CB{%T%‘I%?&H F7
10.30.30.0/24 log A=V EERTEDHLIIZTHIC

I, log¥—"U— REEDLNLENRH D
S

Source-address 35 & U* destination-address
FIEICIE, IPT FLAE Ry FU—2
TANKRA—F, IPT RLALAIEE
YT Hxy h~wRAT RARNT RLA,
FRIMEEDOT FLAZEEET S any
mENRHY ET,

ATy 4 |exit REZFEH L, IPACL 2> 7 4 F =
i - L—vary ' —RERTLET,
switch(config-acl)# exit
switch (config) #

RTw 75 |interfaceethernet slot/port A HB—T A AFREET— REHIAL
{1 E R
switch(config)# interface ethernet
1/1
switch (config-if)#

AFw 6 |ipaccess-group namein FBESINTZ ACLEZHEHLTA v —

&1

switch (config-if)# ip access-group
logging-test in

T2AALDIPVE T T 4T DT 4
NEY T, =T M LET, &
ErI 749 7ICACLEZHATE E
_340

IPACL DERFE .
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IPACLDEE |

ARV FFEREETIVa Yy

S

ATy IT17

exit
1 -

switch(config-if)# exit
switch (config) #

RELZFHL, A F—TxAf AT
T4X 2l —TaryE—RERTLE
7,

ATvT8

logging ip access-list cacheinterval
interval

1 -

switch(config)# logging ip access-1list
cache interval 490

ACLE X7 Fukxou 7 EHHE
(FPHAT) ZRELET, T 74 B
B 300 B> CJ, #iPHIL 5 ~ 86400 F»
<7,

ATvT9

logging ip access-list cache entries
number-of-flows
1 -

switch(config)# logging ip access-1list]
cache entries 8001

ACLEX /' Futv A TE=44T57
2= REEEELET, T 741
MIEIX 8000 TF, HA— h ZNDHIED
HiHIZ 0 ~ 1048576 T,

ATy 710

logging ip access-list cache threshold
threshold

1 -

switch(config)# logging ip access-1list
cache threshold 490

77— MIRAUINDENC, fRES N
TNy N 1 U SRR ST B
T, Syslog A vE—UNERINE
R

ATvINn

logging ip access-list detailed
i

switch (config)# logging ip access-1list]
detailed

show logging ip access-list cache =~ >~
RO CRRENDIRDIEHRE AR
WCLET, 77 AFE= bV
(ACE) ¥ —/ A%, ACE 7T 7
v a2, ACL#4. ACLJilf, ACL 7 «
NEBZAT BIORACLEHA v —
T A A,

ATvT12

hardwarerate-limiter access-list-log 7~
7 b
1

switch (config) # hardware rate-limiter
access-list-log 200

ACL T ¥ > T DI OIZ A —s— /A
EFEVa— )Ll at—XnNBE Xy kD
L— MR pps TRREL £, %A
1% 0 ~ 30000 T3,

ATy 713

acllog match-log-level severity-level

1 :

switch(config) # acllog match-log-level
5

ACLO—E &8 T o/ BT T
(ERE) L~V EEELET, 7
7 MEe (FFE) <9, #PHIZO
(B2 ~7 (FRv7) TT,

ATy 714

. IPACL DE%E

(%) show logging ip access-ist
cache [detail]

51

EEICIP B L O IP 7 R LA
EETTAR— B X OB A — ME
W, BETXA AT =AY T
JT 4 Thhu s 7 a—lET 5 1ERE
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ARV FFEREETIVa Yy S

Switch(c?nfig)# show logging ip FoR Lij—o 7775:/{772713\,_@%
access—-list cache @fm@‘rjﬁziﬁfﬁj:\ 4‘%@1‘&7}'\9*— rEhT
WRWTRTOAF TV g AAFFRRS N
EHA,

loggingip access-list detailed =< > K%
AT 25E HAKIZ, 773
fa—n x> U (ACE) O —4
AF7. ACEDT 7+ ar, ACLDO4
Ai. ACL ®J5ml, ACL D7 4 )% X
A7, BXOACLOBERA v % —7 =
A ADIERbEENET,

BREZUSFALY LT BH-ODOHTIP AV vy FIZ&k 5 ACL DERTE
FREDOHTTP A Y v REMRITZIE L, FFEDOR— MIEREN TSP =N XA L7 b
HEIICACLEZRETEET,

IROHTTP A Y v R&2U XA LT FTEET,
* connect
* delete
* get
* head
* post
* put

e FL—X

1ash BRI

har dwar e access-list tcam region ifacl 512 double-wide =~ > K% {# ] L T, IFACL fEI O fE1E
TCAM Z G LES, Zoavr NI, Ze— b arZsFalb—y g CEflans
To ZOREEANITHITIE, A v TEVr—RLET,

Fg
OV RFERET7TIVa Y B
A7 71 |configureterminal Ja = AERCE— REBMG L E T,
{5
switch# configure terminal
switch (config) #

IP ACL D& E
|
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IPACLDEE |

ARV RFERETIVa Y

B8

ATv T2

ip access-list name

1

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =7 ¢
Xal—aryEB— RNEBEGBLEL,
name s | $xix 64 XL FLINTHRE L £ 77,

ATvT3

. IPACL DE%E

[sequence-number] per mit protocol source
destination http-method method
[tcp-option-length length] [redirect
interface]

1

switch (config-acl)# permit tcp
1.1.1.1/32 any http-method get

B EDHTTP A Y v REH—oN2 ) XA
L7 b 5E9ICACLEZHRELET,

WOHTTP A Y v RBPR— I T
F7,

« connect : CONNECT #* V' v R
[0x434fdede] T HTTP /347 v &R
ALET,

s delete : DELETE £ Vv R
[0x44454c45] CHTTP /3%~ b %
ALET,

e get : GET A YV v K [0x47455420] T
HTTP /X7 v FE#BREL £,

* head : HEAD * v K [0x48454144]
THITP X7 v hERAELET,

e post : POST A ¥ » K [0x504f5354]
THTTP 7y FaBRELET,

e put : PUT A Y v K [0x50555420] C
HTTP /X7y M2 BBELET,

e trace : TRACE AV v K
[0x54524143] THTTP /347 v k& H&
ALET,

tcp-option-length 47> a 1%, /7 v
FNDOTCP A7 gy ~y X —DEX
PHRELET, 778X a3 be—L
= hU (ACE) IZ1%, & K4->DTCP
FTva Rk @A FOFH) BRGE
T&xFET, BEZOHPMHAIX0~ 40 TT,
IO TV arwRELRWEE, BE
WX OIIZHESN, TCPA T v ay ~y
H =D\ 2T ACE & —E
LET, ZOF T a L 2ERTLE,
WAERTCP A7 ay ~y X —%&F>
N4y FTH HTTP FRARAE TE £

B
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1pve i3k~ v ¥ — AcL oiE [

ARV REEET7IVa Y B

DEA LY AT a it BEDR—
MZEH STV S Y — 3|2 HTTP A
Yy R&EUVHZ AL 27 hLET, HTTP VU
A LU MEREIZ, LA Y3R— FTIX
FERE L £ A,

ATy 4| (fE&E) show ip accesslists name IP ACL DR EE R LET,
1

switch (config-acl)# show ip
access-lists acl-01

AFv 5| ({EE) show runinterfaceinterface A HE =T oA ADREEFZRLET,
slot/port
51 -

switch (config-acl)# show run interface
ethernet 2/2

il

OB TIE, X7y FOTCP ATV gy ~v X —DEIZEEL, "— bk Fy¥ 3L
4001 [ZHEE STV DY — 2 post HTTP A Y v K& U Z A L7 FLET,

switch (config) # ip access-list http-redirect-acl

switch (config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

switch (config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry

switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

IPv6 $ii5E Ny 4 —®D ACL DEETE

ZOFNEE, ROT A ZAZOHEHSNET,

« Cisco Nexus 9504 33 LN 9508 E2 =7 ¥ v —3 (N9K-X9636C-R, NIK-X9636Q-R,
N9K-X9636C-RX, 3 XU NIK-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2A5 ZA v F (N3K-C36180YC-R 35 L UF N3K-C3636C-R)

CiscoNX-0S U U —2 93(7) IETIZ, Z 212U A FENTWVWASF /31 ZATIPv6 ACL &R E
THEE . PR~y X —% &1 IPV6 /X7 ORI T 28 LWL — L 250 5 NERH
D ET, IPV6 JEIE~ v X —OFEIZ OV TIL,  [CiscoNexus9000 U — A NX-OS. =% v A
=T 4 VTREHTA K] ONX-0S VU U —R93(x) LAFED [fHiEL L2 IPv6 /7 v ko~
H—| BB LTSN,

IPACL DERFE .



IPACLDEE |
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\)

GE ZoOFETERLFAIA—VERITEG V=L, Ty FOMD 7 4 —/L RIC—ET S
D ACL v—/VIZBfRe < D7 &b 1 DDHREA~ v X —ZFF O IPve /N7 v MM S E

j—o

Flg
AU RFERIEITFTII Y B8

R w 71 | configureterminal 7 a— N NWHERTE— REBE L9,
1 -
switch# configure terminal
switch (config) #

AT 72 |ipv6 access-list name MAC ACL ZfEp LT, ACL 2> 7 ¢

1 - X2l —gryET— FEHEBELET,

switch (config)# ipv6 access-1list acl-01
switch (config-acl) #

AT 73| extenson-header {permit-all [deny-all} | 7=/ 7y MIMERT Vv a vk

15“ : i%it){ [/35—‘9)«0
switch (config-acl) # extension-header e permit-all : il LY 1 DOPLIE
o oomt ~y B =& FEOIPV6 /3y N BTE

switch (config-acl) #

AENET,

e deny-all : »7e< &b 1 DOYLHE
Ny B —HEEOIPv6 Ny YR
oy EINET,

IP ACL D&% DHERR

IP ACL OFREIHEREFRT HITIE. ROWTNLDIEELEITWVET,

avv R B#

show hardwar e access-list tcam region TN, ATIRDY 1 — RERIZ
A & H TCAM A X &3
~LET,

IPACL DE%E
o0 | I
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wpactogzowz |

avy kR

S

show hardware access-list tcam template {all | nfe| nfe2 | 12-13 |
I3 | template-name}

T_XTOTCAM 7 7 L— k
FriIgEOT L — D
REEFRTLET,

nfe : Network Forwarding Engine
(NFE) %})s Cisco Nexus 9300
BLU9500 >V — X
3164Q. B X N31128PQ HiH
4077 41 s TCAM 7 >
TL— b,
nfe2 : NFE2%})i:Cisco Nexus
9500, 3232C, 35X UV3264Q7
A ADT 7 4/ "\TCAMT
»7Fr—h,
12-13 : Cisco Nexus 9200 > U —
X AA v TFTLAFV2EBIW
LAY 3REDT 7 4/ b
TCAM 7> 7' L— |k,

I3 : Cisco Nexus 9200 >/ VJ — X
AA v FTULAYIREDT
T4k TCAM 7> 7 L —
}\O

show ip access-lists

IPv4 ACL DX E % T LFE
97,

show ipv6 access-lists

IPv6 ACL D% ExE R L E
TO

IPACL DERFE .
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IPACLDEE |

avy kR

S

show logging ip access-list cache [detail ]

EECIPI L O%EEIPT R L
A EFIEAR— B L U%EL
A— ME®, FEILA v F—
Tz ARRE, TIT 4 TR
0 77— T 5 FREE
RLET, TIT 4T eT

2 —D % DMOTFERTIX, FF
WZHAR— S THhRng
TOF Ty a A NIFRRENFE
A,

logging ip access-list detailed =
~V RaEANT5E, I
. 772 aryhfe—Lx
»R~Y (ACE) O¥—/r A
FZ. ACEDT 7+ a,
ACL O4Hii, ACL O],
ACLOZ 4 NVvEZ AT, B&
WACLOBEHA v 2 —7 = A4
ADIEHRbEENET,

show logging ip access-list status

BT 1 —OR k¥, BHED
Ahien ZTHNE, LBAEDOH
ip LEWVEZ RN LR T,

show running-config acllog

ACL Ou JETREEFRL
*9,

. IPACL DE%E
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wpactogzowz |

avy kR

S

show running-config acimgr [all]

IP ACL OF%ER L VP ACL
NEHINDA v H—T = A
AZ&EWT, ACL DFEfr=
T4 X2l —vgrEERL
7,

Note Zoa~wr N,
FEfTa 7 4 ¥ =
L—3arpDa—
PEE ACL % 7
A~LET, aAlF7
varEFERTS
. FHrarog
Xl —2g00
7 74/ & (CoPP
WE) Ea—E
F#IZLD ACL D
WA NRERSNE
7

show startup-config acllog

ACLOa JAH— T v i
TErEFRLET,

show startup-config aclmgr [all]

ACLOAX— K T v a2
T A4X¥ a2l —yarEFRRL
*9,

Note Zoa<wr ik,
AF— T v 2
V74 F a2 lb—
TarOa—WE
E ACL %R L
F9, dl4F 73
VEMRHT D L
AL— KT v a
V74X 2 —
TaryDT T F v
L (CoPP % 1E)
La—HERICE
% ACL DO 7 53
FRINET,

IPACL DERFE .
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av ok B #
show hardware access-list interface ethernet X/Y input entries | )>\— R =7 ACL A > X —
detail TxA ADANJT MY DFF
MzLRLUET,
Note 9500-R LIS+ D7
7y K74 —ALT
i, = FURRE

B L CHHBN x
yDEIITERES
nE7,

9500-R Mt S5

permit tcp 100.1.1.0/24 eq
10006 100.1.1.0/24 eq
Ox4e24/fffe [0]

9300-FX3S ) & F1451 -

permit tcp 100.1.1.0/24 eqg
10006 100.1.1.0/24 range
20004 20005 routeable 0x1 [0]

IP ACL D#EEHIEHRDE=2 U T LV UT

IP ACL OfEHEROE=F 72137 V7 Z4TH121E, ROKRITRT A<y RKOWT Iz

ALET,

avy Rk B

show ip access-lists IPv4 ACL D% E %%~ LE$, IPv4 ACL (T dtatistics per-entry
a<w Y RREENTWDEHAIE, showip accesslists 2~ KD
HAZ, Fv—n b —& L7y hOBENEENET,

show ipv6 access-lists IPv6 ACL D% E % Fr L £, IPv6 ACL (T statistics per-entry

a<wr RREENTWVDEAIE, showipv6 accesslists 7~ > F
OHINZ, HEA— =B L=y FOHEBREDLNET,

clear ip access-list counters |4-<T® IPv4 ACL F 7= 134 E D IPv4 ACL OFEHEHRAE 7 1V T
L/\i?—()

clear ipv6 access-list counters| 4-~=-T IPv6 ACL F 7= 1345 E D IPv6 ACL OFiEHEHRA 7 V7
L9,

. IPACL DE%E
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IPACL D

ipacLozsEs |

&% TE 151

acl-01 LW O LREID IPvA ACL Z1EfK L, ZN AR —MACLELTCA—Y Ry b A X —T =
A 221 (bAF 24 F—TxAR) ICHATHHEZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip port access-group acl-01 in

acl-120 & WO A RTOIPVOACL Z/E L., ZhE/NL—ZACLE LA —V Ry A L H—T =
A R223 (A F¥3A L H—T oA R) ICHATAHHERLET,

ipvé access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

RIZ, single-source & D £ RITD VIY ACL Z1ERL L, 4% VIY [E#E EOATNIP T 7 1 v
IR L CHEAT 20 &2 R LET, ZDOACLIL, B#ETHTXTHOTCP b7 7 1 v 7 &FFa]
L., ZOMOFTXTOIP N7 74y 7% Ry LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

WIZ, IPvA ACL B X 7V OREFE TR LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log
switch (config-acl) # exit

switch (config)# interface ethernet 1/1

switch (config-if)# ip access-group logging-test in

switch (config-if)# exit

switch (config)# logging ip access-list cache interval 400
( logging ip access-list cache entries 100

( logging ip access-list cache threshold 900
( hardware rate-limiter access-list-log 200
( acllog match-log-level 5

)
switch (config)
switch (configqg)
switch (config)
switch (config)

#
#
#
#

PATFIZ, UDF RX—RZ R— ~ ACL ODEEFZRLET,

switch# configure terminal

switch (config) # hardware access-list tcam region ing-ifacl 256

switch (config)# udf pktoffl0 packet-start 10 2

switch (config) # udf pktoff20 packet-start 10 1

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20

IPACL DERFE .
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switch# configure terminal

switch(config)# ip access-list udfacl

switch (config-acl) # statistics per-entry

switch (config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch(config) # interface Ethernetl/1

switch (config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch(config-if)# no shutdown

OARATLACLIZDINT

Cisco Nexus 9500 ¥V — X A A v FTIE, RBLVPRXTA LV W—FREFEHL T AT A
ACLEZRETEET, VATALAACLEMEHTLHE, AL v THORILT AU A &R
TRTCOR—MMILAF¥2HR—FACL (PACL) 2% ETEET, VAT ALAACLEZRET D
L. TCAMOFEREMEF L, AV > —0mA E /23R E XY OFHEMET L
3

VAT A ACL OFEEICHOWTIE, ROFEEFHELFHIRFHEEZHM LTI,
e VAT LPACLIE, LA ¥ 24 H—T 2 ATOLYR—FINFET,

« R T4 I— FZ{§z 7= Cisco Nexus 9500 > V) — X A A v F TAA v FNEENTH7-0
12 DT R TOEARMEEE TR 10K D ACEN Y R—FENFET, RXTA 2 I—F%
#53# L 7= Cisco Nexus 9500 > — R A A v F DO/ N— K7 = 7K EIL 64K ACE T,

« N3K-C3636C-R & L TIN3K-C36180YC-R 7 A » 1 — K& ## L 7= Cisco Nexus 3600 77
74— AL v FTUVATAACLERETHZ L TEE T,

¢« IPvAPACLTCAM V — 3 > (ifacl) & -R 54 » I— ROEEHE TCAM &% (12k)
FOEELBETHE, RIAY I— ROLDOERPEUIM S ET,

¢ ACE #3HEHIZ. > AT A ACL TIIEAYR—FENTWER A,

¢ IPv6 L. AT AACL TITELEVAR—F SN TWERF A,

e VAT AACLIEZ, 7L —2T7 U M AR—FTHEHEPFR—FINFEEA,

e RVU—R T A F— RE##H L7 CiscoNexus & U — X A A F TO Quality of Service,
ACL. F7-1Z TCAM 1 — By V3125 Tld.  [Cisco Nexus 3600 NX-0S Quality of
Service REAA R, VU —R7x] #ZRLTIZ3W,

T PI VIR, TRTOIN T T4y I E Ry TERIFFFAILET, 774 R T
E. ET Py 7T ACL EHNE T T H2ETIRTORNTI 7 v o7& Ry LE
3, FET7 v 7 ACL EHEIEIL. hardware access-list update default-result permit CLI
avy REFEHALCHIECE £9, ZOCLIE, WEAR— ML TOREREL 9., &
OF B LT IEEN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.

. IPACL DE%E
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| PACLOEHE
Team U —v 3 n5# [

no hardware access-list update default-result permit => #This is the default
behavior. It denies all the traffic during ACL updates.

¢ Cisco NX-0S U U —2922) LLlid Y UV —ATlE, 7 b v 2 ACL ®H X Cisco Nexus -R
V=X T = RTIEYR—-FENTOEEAR, FET F 2 v 7 FH hardware
access-list update default-result 73 CiscoNexus -R &V —X 74 > B — R CTHR—hEhE
R

o~ -
TCAM ')—> 3 DO 7 E|
AT A ACL R ETHANT, FTTCAM UV —2 a3 o2 0ELET, 1k KD ACL 2 3% 7E
THEAIL. TCAM Y —2 3 U &2 5EITHLENRRNWT SICEE L TLEE VY, MoV T
IZ. TACLTCAM V—> a3y %4 ZOFRE 43-X—) | ZBRLTLEE N,

)

() CiscoNX-0S U U — 2 7.03)F3(4) LA TiX, PACL IPv4, RACL IPv4, 5 J (NRACL IPv6 %
12k X CHRECTEET,

S RT L ACL DERTE
IPv4 ACL Z#1ERE L7205, Y AT LA ACLZREL £,
1R BRI

FNA AT IPv4 ACL Z1ERX L E T, ZEMICOWTIE., [IPACL OfERE (36 2—3) | &
LT IEEN,

FIE
ARV KRFERRETY a3 Y B#J

RTw 71| configt aryI7 4 Xal—ar E— &Mk
L/\i‘g—(]

AT v 72| system acl VAT LACLARE LET,

AT 73 |ipport access-group <pacl name>in A B =T = A XA ¥ 2PACL % i
MALEFT, A—FACL TiE, 1 1¥
YRTANEY U TTET R RS
NTWET, 120 U F—T x4 AT
1 DOKR—h ACL Z# [ T& £,

VAT LACLDEREE & U show a7 2 FDF

AT I ACL Dshow 2= > RIZOWTIL, ROFREF L T 7Z &V,

IP ACL D& E
|



B o x7za00

BEHS LU show a7 KDHI

IPACLDEE |

IK RT—ILDOL AT L PACL MERE (T4 TCAM ZEHR)

1K 27— LD 25 A PACL DFEEIZHONWTIE, WOHFIEZSBLTLLEFEEW (F741 F

TCAM Z1#i fH)
A5 w71 : PACL Z1ER L £,

config t
ip access-1list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eq 500
26 deny tcp any eq 490 any

1000 deny any any

AF 2 :PACL A VAT A L-ULIZEMA LET,

configuration terminal
system acl
ip port access-group PACL-DNA in

A v FICBEINTVAE VAT A ACLERIET 2121

2L ET,

switch# sh run aclmgr

system acl

ip port access-group test in

switch#

AA v FIZRE STV D PACL &

REfHALET,

switch# sh ip access-lists test

IP access list test

sec system

10 deny udp any any eq 27
20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32
switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279

Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

IP ACL D% TE
88

shrun aclmgr | secsystem =2~ > K

AET % I21E, ship accesslists <name> [summary] =1~ >



| 1PACLOE

PACL IPv4 (ifacl) TCAMYU — 3 > YA X% fa

region =~ RZEHALET,

switch# show hardware access-list tcam region
~k~k************************~k~k~k~k~k**WARNING********************************
*****************The Output ShOwS NFE tcam region info******************

***Please refer to 'show hardware access-list tcam template'
R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEET

IPV4 PACL [

IPV6 PACL [ipv6-
MAC PACL [mac-—
IPV4 Port QoS

ifacl]

ifacl

ifacl
[gos

IPV6 Port QoS [ipv6-gos

MAC Port QoS [ma

FEX IPV4 PACL [fex-

FEX IPV6 PACL [fex-ipv6-
FEX MAC PACL [fex-mac-
FEX IPV4 Port QoS [fe

c-gos
ifacl
ifacl
ifacl
X-gos

FEX IPV6 Port QoS [fex-ipv6-gos

FEX MAC Port QoS [fex-ma
IPV4 VACL

IPV6 VACL [ipvé
MAC VACL [mac

IPV4 VLAN QoS

IPV6 VLAN QoS [ipv6
MAC VLAN QoS [mac

IPV4 RACL

IPV6 RACL [ipvé

IPV4 Port QoS Lite [gos
FEX IPV4 Port QoS Lite [fex-gos
IPV4 VLAN QoS Lite [vgos
IPV4 L3 QoS Lite [1l3gos
Egress IPV4 QoS [

c-gos
[vacl
-vacl
-vacl
[vgos
-vgos
-vgos

-racl
-lite
-lite
-lite
-lite
e-gos

Egress IPV6 QoS [e-ipv6-gos

Egress MAC QoS [e-ma

Egress IPV4 VACL

Egress IPV6 VACL [ipv6
Egress MAC VACL [mac

Egress IPV4 RACL [e

Egress IPV6 RACL [e-ipv6
Egress IPV4 QoS Lite [e-gos
IPV4 L3 QoS [

IPV6 L3 QoS [ipv6-
MAC L3 QoS [mac-
Ingress

Egress

SPAN

Ingress COPP
Ingress Flow Counters
switch#

c-gos
[vacl
-vacl
-vacl
-racl
-racl
-lite
13gos
13gos
13gos
System
System
[span]
[copp]
[flow]

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
[racl]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

12280

0
0
640
256

O O O OO OO OO0 0O0O0OWwoOoOOo0Oo0o0o0ooooooo

N o
e} (G20 =
o O O O oy O

128

25 LACLOBES & Ushow 27> kol [

3E9 A 121%. show hardware access-list tcam

for NFE2***

ACL BiED T 7 =J1)v AR — MEHZ R RT HI21E, show tech-support aclmgr 5 & O show

tech-support aclqos =~ > R&fEH L £9°,

show tech-support aclmgr
show tech-support aclgos

iPAcL DEE I}
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B roo:orr—Jons

T2z b TIL—TDHEE

IPv4 ACL 3 L OVIPV6 ACL DL— L ZEETTL L 5D T FLAB L0 n oL B— &
ETDHEIC, AT V=0 b IN—TEfHTEET,

AITPxY b JIL—TIZRT % Session Manager D H7R—

Session Manager |34 7Y =7 b V=7 DR ELZ Y AR—FLTWET, ZOWELHEHT S
L BRERYyVaYEERL, ATV NN —TOREEEEFITAL T 4 Fal— g
NZa Xy M ARNCHEGR T £9, Session Manager D FEFHIZ- DU Tik,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guide] & L CT< 72 &0,

P77 FLR AT M TIL—TDERELUVER
IPvd7 RLVA I N—T 47V =7 FOERBLOEE LR T TE £,

)

Note  Cisco Nexus U U — A 7.03)I5(2) LLKETiZ. nohost IPv4-address =~ > ¥R — k& T
FtH A, DME %74 — FTid, nosequence 2~ REFHLARWVHIBRIZY AR— SN TWER

}Vo

Procedure
Command or Action Purpose

R 71 |configureterminal Ja— AR — REBIA L £,
Example:
switch# configure terminal
switch (config) #

ATy 7 2 |object-group ip address name IPv47 RLA ATV N I NV—T%

Example: ERE L. IPV4 7 RL A F 77 N
switch (config) # object-group ip address =T arz A Fal—raryE—FNK
ipv4-addr-group-13 ZBAME L £9,

switch (config-ipaddr-ogroup) #

AT T3 ROWTN PO a~vr REANLET, |7 V=2 b Zr—70xr b %E
* [sequence-number] host |Pv4-address PRLET . BRI 5= P 22T,

« [sequence-number] hog =~ REMEH L CTHE—~DKRA R &

| Pv4-address/prefix-len RET LM, £lidhost a2~ F&4

* [sequence-number] | Pv4-address BELTARRXFDORy N —27 Z4EE L%
network-wildcard R

Example: IPVAE TV NI N—T DT VT 4w

I ARERETEEY, Zhd, &HIIDO

. IPACL DE%E
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P67 FLR +T514 k Y—Fokms s vzE [

Command or Action

Purpose

switch (config-ipaddr-ogroup) # host
10.99.32.6

ey b TR~ LET, £,
T RLADIEEDOEY y hT—HT5U 4
IR —R~2A 7 ZETEET,

ATv74

wkOWTNHDa~r RE AT LET,

* NO [Ssequence-number]

* no host IPv4-address

* no |Pv4-address/prefix-len

* no | Pv4-address networ k-wildcard

Example:

switch (config-ipaddr-ogroup)# no host
10.99.32.6

AT N I—T D b EH
BRLET, 7227k Z—F05
HIERd 2= F Y Z &2, nofEalo host
av REMEHLET,

ATy TH

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipv4-addr-group-13

F T2 N TN —TOREEF L
F7,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup) # copy
running-config startup-config

FETar 7 4 Fal—yarh, AX—
Ty a7 4¥al— g0l a
vE—LEd,

N

IPv6 7 FLR A7

v I

98 GIL—TDERSELUVER

IPV6 7 RLVA TN —TF 3TV "OERB L OEFL2EITTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

7= UERE— Rl L7,

ATv T2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé
address ipv6-addr-group-A7
switch (config-ipvé6addr-ogroup) #

IPv6 7 RLA X TVl N T N—T%
B L, IPV6 7 RLAF 727 R 7
N—F a7 4 Fal— 3y F—F
ZHMG L ET,

ATvT3

WOWTNNOa<wr ReE AN LET,
* [sequence-number] host 1Pv6-address

F T N ITNA—TF D N EBAE
BLET, fEkT2 MU ki,
hot a2~ FEFEH L CTHE—DKRA M

IPACL DERFE .
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IPACLDEE |

Command or Action

Purpose

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] IPv6-address
network-wildcard
Example:

switch (config-ipvé6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

FBET B, Fioidhost 2~ FEAH
BELCHRA ROy NT—V HfEELE
7,

IPV6A TVl N TN—T DT VT 4>
JAREEETEET, T, &PIO
ey FTOA—FELET, £k,
7 RUVADIEEDOE Yy he—ET 574
N RA—RZEEETEET, IPv6 VA
)V R — K <X 7%, Cisco Nexus
9200, 9300-EX, B X
9300-FX/FX2/FXP A A » F & CiscoNexus
9364C AA v FTHR—bFINET,

ATv74

KOWTPDa~y REANLET,
* NO sequence-number
* no host IPv6-address
* no IPv6-address/prefix-len
* no | Pv6-address networ k-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT 2 N ITNA—T b N &
IR LET, #7227 h Z—TF
SHIBRT 2= Y Z L2, no XD
host =~ > R&MAL £,

ATvTh

(Optional) show object-group name

Example:

switch (config-ipvéaddr-ogroup) # show
object-group ipvé-addr-group-A7

FT =T N TN—TOREERRL
=7,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipv6addr-ogroup) # copy
running-config startup-config

Ffrar 74 X¥al—ark, AX—
NPy a7 40 Xalb—a0la
tob‘bgijﬂo

JORIALNKR—b ATz R ITIL—TDERELVER

T ha)VR—M AT N TN —TOERBLOEREEFETTEET,

Procedure

Command or Action

Purpose

ATy T

. IPACL DE%E

configureterminal

Example:

Ja— T — &R L ET,
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Forarf—r 4724k vu—TokmssvzE

Command or Action

Purpose

switch# configure terminal
switch (config) #

25 2 |object-group ip port name =10 = el N AV B A N e
Example: TEERL, R—h AT T
switch(config)# object-group ip port =T arT 4 Fal—var TR
NYC-datacenter-ports %fgﬁﬁél/ik7fo
switch (config-port-ogroup) #

25 7 3 | [sequence-number] operator port-number | 4w 7 k Z—F Dz kY 2
[port-number ] RLET, kT2 b kT, %
Example: DFEHE T~y Fa 1 SEHLET,
switch (config-port-ogroup)# eqg 80 . I?Efﬁl/f:ﬂf““ F%§53G14*§Q1/7i

JET
gt FHELIEAR—FFEFLDKEW
ELWHOIXEER) A— F
FIZ—ELET,
ct: FBELLEFR—FEFLD /SN
(FELVWLOIEFEERY) A— &
T LET,
eneq : FRE L72AR— F&E S LSO
RTOR— FEFIZ—ELET,
srange: fEEL7Z2 DDOR— +EE
&, ZORIOHEHPHADAR— MEFIZ—
BLET,
Note range =~ R7ZHE, 22
@ port-number 5| #5 % 2 &
LET,

X 7 4 | no {sequence-number | operator port-number | 47 =7 N S —F b MU &
[port-number]; BIR L3, BT 2T Ry Zkic,
Example: FUTHEAE 2~ FE noffBUCff
switch (config-port-ogroup)# no eq 80 H ijf?fo

Z 5w 75 | (Optional) show object-group name XTI N TN—TDOFREEF L

Example:

switch (config-port-ogroup) # show
object-group NYC-datacenter-ports

=7,

IPACL DERFE .
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Command or Action Purpose

ZFw 76 | (Optional) copy running-config FITar 74 Xal—valrk, AY—
startup-config FT YT Ay 4 ¥al—varica
Example: E—L %7,
switch (config-port-ogroup)# copy
running-config startup-config

AT b TIL—TDHIKR

IPV4T RVAF TVl b JNV—=T IPV6 T VA AT V=7 b V=7 i3 7m b
AN R= ATV 2s b I=TEHRTE LT,

Procedure
Command or Action Purpose

R 71 |configureterminal SH— L a7 4R L—g
Example: T—FEMLET

switch# configure terminal
switch (config) #

R T 72 |noobject-group {ip address|ipv6address| {547 =7 k Zv—T & HIBRL
|ip port} name i
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

R 7 3 |(Optional) show object-group TRTOFT V=7 b IN—T%FRKR
Example: LET, HIRENTAT V=227 T —
switch (config)# show object-group TiFFRSEE A,

R 7 4 | (Optional) copy running-config FTar 74 Fal—vark, AF—
startup-config Ny ary74¥alb—gila
Example: E—LEd,

switch (config)# copy running-config
startup-config

IO TIL—TDHEEDIESE

FTV s N TN—TOREFRERSRT DL, ROWTnoa~xy REEHLET,

avw vk =E]:g]

show object-group AT N ITN—TOREEFRLET,

. IPACL DE%E
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pmaREon: [

avy kR

Sl

[expanded]

show {ip | ipv6} access-lists name

ACLERE DILEREHE B A Form L E T,

show running-config aclmgr

FT T N ITN—TEED T, ACL DREEF
R~RLET,

Fey i) 2 B OD 3% 7€

FrREaEE 0D Session Manager Y-7k— k

Session Manager |ZFFMFEHOX EL A — R L TWET, ZOKEEAFEHTLE, REE Y
arvEERL, BEESHOBRELERL2FEITa L 7 X2 b—a iz y b DANCHER

T&E£7, SessionManager DFEANIZ DOUVNTIL,

Configuration Guide] Z#ZMB 1L T &V,

R i) &0 BE 0D 1B Rk

[ Cisco Nexus 9000 Series NX-OSSystem Management

T A ECRMESEZER L. 2 — v zEBNTE £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—UERE— &R L ET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

FEfI&FA 2 E L, s a7 o
ol —gry ET—RFEHBELET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEEBMA B FF LK T BEFORM (Mima &
D3) O1ALEOHERE LR ZTE
N 72D KD @I — IV EAER L E
KR

ATv74

(Optional) [sequence-number] periodic
list-of-weekdaystimeto time

Example:

list-of-weekdays 5 [#{ CHIE S L7 g H
O, FEEBRMGIZ &R TRZI O/ (Wi
EETe) A D K5 REHL—

IPACL DERFE .
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Command or Action

Purpose

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

NEVERL L £, list-of-weekdays 513D
BEIZIFRDOF—T — FHEHTE £7,

< daily : 1 EREOFT T OREA
* weekdays : HIEH " HaMEH £ T
eweekend : LHEH/OLHMER £ T

ATvT5

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch(config-time-range)# absolute
start 1:00 15 march 2013

start ¥—V— NO%AIZHRE L7z B
MOHANZ /e HHExHHERETO L — L E2E
KLFET, endF—U— REHMELT=%
By TON—)VITBIIE AR AR E 5 & H
WZHNZR D £77,

ATvT6

(Optional) [sequence-number] absolute[start
time date] end time date
Example:

switch (config-time-range) # absolute
end 23:59:59 31 may 2013

end ¥ — U — RO%AITHRE LT- AR E
THIMN 72 DHax FEUET DI — L ZVERK,
LEd, sartF—U— RaEE+5 &,
ZON— VI T HRFZIREHETT -
EHHTT,

ATy T17

(Optional) show time-range name

Example:

switch (config-time-range) # show
time-range workday-daytime

IFFRIEEDH OB E 2 2R LE T,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

FElTa T 4 Fal—rah, AX—
Ny a7 s X¥al—vgila
[:O— Lij—o

RS DL R

BEAF O RFRI&EH O L — L OB L OHIBRZFEITTE 3, BEFOL— VIEF T EHA,
= IVEEETHIZIL, ZOL—LEZHIRLTHE, BEEZMZ 2V —LVEEER L ET,

BEAFDON— NV ORITE LWL — VAT D UERH L2556 T, BUED Y — 7 L AK G DIEE

KU TEFANTEHATE 2L (T,

DETLET,

Procedure

resequence 2~ > K& L Co—7 v AEK 5% HHE

Command or Action

Purpose

&

. IPACL DE%E

configureterminal

Example:

Jua—rUERE— REBE L £7,
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pneEozE [

Command or Action

Purpose

switch# configure terminal
switch (config) #

A7y 72 [timerange name RFAE DO IFIRIFEIH O HFRRFEI = > 7 ¢ F =
Example: L—a v E— REBLET,
switch (config)# time-range
workday-daytime
switch (config-time-range) #

A5 v 7 3 | (Optional) [sequence-number] periodic | #ih 15 & 6 7 IR (it &
weekday time to [weekday] time W5) O 1AL O LA A
Example: 72D KO 7w — VBB L E
switch (config-time-range)# periodic Tfo
monday 00:00:00 to friday 23:59:59

27+ 7 4 | (Optional) [sequence-number] periodic | list-of-weekdays 5| 4 CHi i & L7 H
list-of-weekdays time to time O, FRIEBILAREZ L TR O (s
Example: Ete) AN D L) RERL—
switch (config-time-range)# 100 periodic /I/;Lfﬁzﬁk Li—g—o Iist-of-weekdays%lii@

weekdays 05:00:00 to 22:00:00 BIZIZIROF—T — R cE £,
« daily : 1 E DT~ TOREH
« weekdays : HIEHA 2264 A £ T
eweekend : LMEHZNLHMEH £ T

R T 75 | (Optional) [sequence-number] absolutestart | start & — 7 — R D% AITHIE L7z B I
time date [end time date] B AN DI HEHET D — V% AR
Example: LET, end¥—U— REEM L71-
switch (config-time-range)# absolute By EON— VTR BRI E 5 & F
start 1:00 15 march 2013 WA 97,

R 7y 7 6 | (Optional) [sequence-number] absolute | end & — U — RO AIZHIE L7 ARG &
[start time date] end time date AN 72 B st BT — L 2 VERK
Example: LET, gdartF—U— NEEKT 5 L&,
switch (config-time-range)# absolute FON— VI T HEEZREAE CTT -
end 23:59:59 31 may 2013 &:%{iﬁjﬁjfo

X 77 |(Optional) no {sequence-number | periodic | BFRA&EHE 2> B EFE DL — L Z IR L E
arguments. . .| absolutearguments. ..} |-

Example:
switch (config-time-range)# no 80
A7 78 |(Optional) show time-range name IFRIEEPH DO RE 2 Fos L £,

Example:

switch(config-time-range)# show
time-range workday-daytime

IPACL DERFE .
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Command or Action Purpose

v 79 |(Optional) copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:O‘_I_/i‘j—o

Example:

switch (config-time-range) # copy
running-config startup-config

Related Topics
WFEIHEIPH D o — 7 o AFFDEE (99 ~—)

By P &6 B OD HIl B
/5 A WS 2 MR C & 27

Before you begin

Z OEFREFFN ACL L— LD WTHNHEH SN TWDINE I D ERLET, HIRTES
DI, ACL V— LI SN TV A EEEFEFE T4, ACL /L—/UIZfEH 3TV 5 B &

HIBRLCH, TOACLABEHIN TCNWAAS v H—T oA ADORTIITHELETA, T34
AR S - 2 9% ACL LV — L &2 Th b & R LET,

Procedure
Command or Action Purpose

R 71 | configureterminal 7 a— N\ NHERTE— ARG L9,
Example:
switch# configure terminal
switch (config) #

R 7w 7 2| notimerange name Az FRE LR REH 2 HIFR L £ 7,
Example:
switch(config)# no time-range
daily-workhours

A7y 73 |(Optional) show time-range FTANTORRFHORELZR LET,
Examp'e: ﬁ”l‘%éhf:ﬁj{:%ﬁ%ﬁ&iﬁﬁéﬂiﬁ/\/o
switch (config-time-range) # show
time-range

AT w 7 4 | (Optional) copy running-config FITar 74 Xal—Tarr, AHX—
startup-config Py ar 74 Fal—vavica
Example: E—L %,
switch# copy running-config
startup-config
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BEsmEDY— o RABEBEDESR

REEH O — B D B TOHENTWVAE TR TCDY— U AFEEZEFRTEET,

Procedure
Command or Action Purpose

AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3a
Example: EF—RFEBBLET
switch# configure terminal
switch (config) #

25w 7 2 | resequencetime-range name K& D L— U o — 7 o AF S B E
starting-sequence-number increment VMTES, FBELEBBY— s 2%
Example: BT DON—AZEI D JTHNET,
switch (config) # resequence time-range B DEIL— VI, Eiﬁﬁd)/bh‘/bgk )

daily-workhours 100 10 L REWEERfITFonET, HEOME
srirenleontiot WRIE. B LHAIC k> TR E D
R

A 7w 7 3| (Optional) show time-range name R DR E 2 RN L ET,
Example:
switch (config)# show time-range
daily-workhours

R T 7 4 | (Optional) copy running-config FITar 74 ¥al—vark, AX—
startup-config Ty T arT 4 Ral—vaica
Example: E—L %7,
switch (config) # copy running-config
startup-config

by 2] 8 B 2% TE D a2

PRI OBOEF 2 2R 21213, ROWTRDLOIEEZITVET,

avU R BHr

show time-range R OB E 2 FR LET,

show running-configaclmgr | 4= C ORI 2 H T, ACLOEZEEF L ET,
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TAP 7 7'V /7 —3 = | [Configuring TAP Aggregation and MPLS Stripping]
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http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_System_Management_Configuration_Guide_7x_chapter_010011.html
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