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EEM Pelicy

Event Register Keyword * Required in every policy

Environmental Must Defines

MNamespace Import

Entry Status

Body » Required in every policy

Exit Status
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LCA=V a2 2BETHIHLERLY 7,

R IEF A D Rivest, Shamir, and Adelman (RSA) F—Z i3 5 SSH 85 = A9 D121,
ip ssh rsa keypair-name =~ > RZ{#i] L £9°, ip ssh rsa keypair-name =~ > K& % — X7
DAHRTERE L THET DL, TOX— XTBFET HHEIESSH AN £, £
X, BCHR— XTDRAERIND E SSHRAIZIRDET, Zoa<wr R2EHLTCSSHE A
NZT BEE. RAMBIORRNAS VA5 HRETILELZHY FHA,

NETCONF over SSHv2 .



B neTcoNF over ssHvz m R A

NETCONF over SSHv2 D% E A%

NETCONF over SSHv2 |

RAMBBEIVRFAA VR ZERALESSHA—2 3 0 20831

TDRATEFITLT, SSHNR—=T a3 L 2DTNA A%, RAME RAL U4 EHEHL TR
FELET, RSAF—XTREZFHLT, SSHRA—Va L 258BETAHZEHTEXET (RSA
X — X7 AL SSH A= 5 208818 (52—) 2&W) |

FIEDHE
1. enable
2. configure terminal
3. hostname hostname
4. ip domain-name name
5. crypto key generate rsa
6. ip ssh [timeout seconds | authentication-retries integer]
7. ip ssh version 2
FIED
ARV RFEREET7TIVa Y =[]
ATy 71| enable FiHE EXEC E— & Az LE T,
i - e NAU— R AN LET ERENTHE)
Device> enable
X 72 | configure terminal Ja—R) a7 4 X2l — gy F— REBG
15“ : [/ i ‘g‘o
Device# configure terminal
A Fw 7 3 | hostname hostname FNRAZADFA NG EBEELET,
fl
Device (config) # hostname hostl
R 74 |ip domain-name name FNRAAD RAA VL EZELET,

1

Device (config)# ip domain-name domainl.com

ATvT5

crypto key generate rsa

1 -
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Device (config) # crypto key generate rsa

ATvT6

ip ssh [timeout seconds | authentication-retries integer|
f5l

Device (config)# ip ssh timeout 120

UEE) T35 A FCSSHEHES AR T LET,

ATy T17

ip ssh version 2

1 -

Device (config) # ip ssh version 2

TN ATHEITTHSSH D A=V a U &2FEELE
—é—o

RSA ¥ — X7 Z# &AL 1= SSH/\—

N

v 3

v 2DFEE

ZDEATHEFITL T, RA MR RALS VA ZHERTICSSH A=V a U2 2L E
T RELTEXF—XTRTTIMFEL TWDEGA, EREB TERSNLSE, SSHAA—Y =
VOMEIIRVET, FAMMBIORRNAA U AOREEHEH L TSSH AN—Y 3 02 5%
ETHIEHLTEET (FAMMBIORAS A% L7 SSH A=Y 3 > 2 080 (

4~—=2) W) .

FIEDHE
1. enable
2. configure terminal
3. ip ssh rsa keypair-name keypair-name
4. crypto key generate rsa usage-keys label key-label wmodulus modulus-size
5. ip ssh [timeout seconds | authentication-retries integer]
6. ip ssh version 2
=3[k 2 i
ARV RFERERTOVa Y ]3]
AT 71 |enable Rt EXEC £ — REAC L ET,
il -  NAU—FREANLET ERENELHE) .
Device> enable
2w 2 |configure terminal Ja—) a7 4 ¥ alb— gy F— ReBlG

1

Device# configure terminal

LET,
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ATvT3

ip ssh rsa keypair-name keypair-name

1

Device (config)# ip ssh rsa keypair-name sshkeys

SSH % 4 2B 5 RSA & — X7 2457

LET,
G¥) VAT TN, ANTNIEED RSA F— T

ERIETE T

ATvT4

crypto key generate rsa usage-keys label key-label
modulus modulus-size

1 -

Device (config) # crypto key generate rsa usage-keys
label sshkeys modulus 768

TNA AT =B LY E— MNEFEZ1T 9 SSH
F—REBHHLET,
SSH /X— = 2 TiE, #axtt 1 X1X 768 £ MEL
ETHLIMERH Y 9,

(E)  RSAF— T ZHIFRT 511X, cryptokey
zeroizersa 2~ RZ{iH L £9, RSA =
~ v R&EHIBRT 2 & SSHY— 32 HEIY
(R3] Rl L/ = S

ATy Th

ip ssh [timeout seconds | authentication-retries integer]

1

Device (config) # ip ssh timeout 120

T /34 A £ SSH HlfHIA S 2% E LET,

ATvT6

ip ssh version 2

1

Device (config)# ip ssh version 2
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LET (GRS 2RI THHLEILIHY T A, SSHIZTT 4 B—7 L F— R TEITTEE

) .

UNIX £72013 UNIX 7 A 7 725 54 A0 B IE, 8@,

VEENL L FE T,

Woa<y ReEfFEHALT, SSHE Yy v =3

ssh -2 -s user@router.example.com netconf

1. ROWTNNEFEITLET,

* ssh[-v {1|2}][-c {3des| aes128-cbc | aes192-cbc| aes256-cbc} | [-m {hmac-md5 | hmac-md5-96
| hmac-shal | hmac-shal-96}] [l userid] [-o numberofpasswordprompts n] [ -p port-num]

{ip-addr | hostname} [command]
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ATy T

ROWT N EEITLET,

e ssh [-v {1]2}] [-c {3des| aes128-cbc | aes192-cbc]|
aes256-cbc} | [-m {hmac-md5 | hmac-md5-96 |
hmac-shal | hmac-shal-96}] [1 userid] [-o0
numberofpasswordprompts n] [ -p port-num]
{ip-addr | hostname} [command)

1

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-96 -1
user?2 10.76.82.24

1

Device#
ssh -v 2 -c aes256-cbc -m hmac-shal-96
user2@10.76.82.24

JE—| %y hT—27 FRL R LRSI
Ty varERBLET,

1 2HOFE, SSH A=Y 3 > 2 OFUEICHEIL L T
WET, L0 BEART R E Y >3 VBIGSTE
T, 2—PFLERA MICHEAT T, &
ZI1E, 22DDOFEFTEH, 1 2DOH| & R UER
BEFELIET,

SOOI a—Ta27DEVH
ipsshversion =~ K&, SSHOFHKED T TN a—T 4 VWA TEET, N—=TVa v
EEETDHILICE ST, MERHD SSHA—V a U afpETE £,

RDIEE

ssh 2~ > ROFEHIZ OV TI,
v,

[Cisco I0S Security Command Referencel] &ML T< 72 &

X217 D IEHRORT—32 ADHEE

TNRA A LD SSHEHGED AT —H A& FoamT HI2E, WOEEEZFITLET,

FIEDOHE

N

GE)

&K D show 1< > R, ==— EXEC &— F£ 721345 EXEC E— R CHEATX £,

1. enable
2. show ssh
3. show ip ssh
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FE D
ARV KRFERRETI a3 Y B
AT 71 |enable (E) $#hE EXEC E— REEMCLET,
£l e NMAT—REANLET (ERINWTEHE) .
Device> enable
AT v 72| show ssh SSH H— et D AT — % A& KR LET,
il -

Device# show ssh

R 7 3 |showip ssh SSHONR—Y 3 VBIUORET— ¥ 2E£RLET,
1 -

Device# show ip ssh

15l

KD show ssh =7~ > RO JITIE, SSHN— 5 2 2 OEREUHT D AT —F ANEK
RENTWVET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

KD show ip ssh 2~ RO IZIZ, AT/ > TS SSH DAN—T 3 v REEHF
A LT ME, BLUOFGEOHFRITRIBENZ RSN TOET,

Device# show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3
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(GE)  [FIRENETCONF &> v a v LR UELLED vy [TRRE SN TWDHMERH Y £77,
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GE) 4 {EHLL E DR NETCONF ¥ v a V2R ETHVNENHY 97,
e xR 16 [HDOEIKE NETCONF £ v v a v ARETEXET,
« NETCONF TlZ SSHvl IZV AR — FENEHA,

FIEDHE
1. enable
2. configure terminal
3. netconf ssh [acl access-list-number]
4. netconf lock-time seconds
5. netconf max-sessions session
6. netconf max-message 1 X
FED M
AU REEET7TI 3 Y B#
AT 71 |enable F5HE EXEC E— READC L E T,
{5 e NRRAT—=KRZADLET (ERkENTEHH) .
Device> enable
AT w 72 |configure terminal Ja—)L a7 4 F¥alb—gy T— REBB
1 LET.
Device# configure terminal
R 7 3 | netconf ssh [acl access-list-number] NETCONF over SSHv2 ZA%hZ L £ 7,
f5l +fEE T, ZTONETCONFt vy a D7 7R
aryhe— L URXNERETEXET,
Device (config) # netconf ssh acl 1
AT 7 4 | netconf lock-time seconds (f=E) NETCONF &% & & B EN Tz &
Bl Sizm 7T B RN &2 BB CIRE L 29,
. . . « HRREEPIE. 1~ 3008 TY, 774/ ME
Device (config) # netconf lock-time 60 1% 10 ﬂb7?7ro
X F v 7 5 | netconf max-sessions session UEE) IR SNAFRIEENETCONF v a v D

1

Device (config)# netconf max-sessions 5

REZHRELET,

s BN, 4 ~16 T, T 7 #+/L MHld 4
‘@TO
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ARV RFERETIVa Y =)

ATvT6

netconf max-message 1 X (fEE) NETCONF v+ a Vv CETHA vE—

PORKYA Aexraif b (KB) THEELET,
s BN EIFIZ. 1 ~2147483KB T9, & 7 4 /b

Device (config) # netconf max-message 37283 FﬂEFiQEMQTFjA
S o

o RV A A2 BRI ET D121E. no netconf
max-message =~ > RAfliH L E7,
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Bl  RAFBEELV AL B ZERA LT SSH2 DFERE

configure terminal
hostname hostl

ip domain-name example.com
crypto key generate rsa

ip ssh timeout 120

ip ssh version 2

RSA F—ZFRALEEFa7 b NN—23 2 20FMEDH

WIZ, RA F—ZHEHL TEFaT vab "—=Ta V2 24T 562K LET,
Device# configure terminal

Device (config)# ip ssh rsa keypair-name sshkeys

Device (config) # crypto key generate rsa usage-keys label sshkeys modulus 768
Device (config)# ip ssh timeout 120
Device (config)# ip ssh version 2

JE—F TNAREDESIEEY L 3 VOEEBEDH

KIZ, UNIX £72I1XUNIXZDT A A, VE—F Ry hT—F 7 T340 2 L OKFb
SSHEvvarahthd 262~ LET,

Device (config)# ssh -2 -s user@router.example.com netconf

NETCONF over SSHv2 )% E 51

Iz, NETCONF over SSHV2 # & ET AM AR L E7,
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Device# configure terminal

Device (config) # netconf ssh acl 1

Device (config) # netconf lock-time 60

Device (config) # netconf max-sessions 5
)

Device (config) # netconf max-message 2345
Device# ssh-2 -s username@l0.1.1.1 netconf

W, V=T N7 LB —T oA 113DOFELZTETHHERLET,

1. &NC. Thello)] ZELET,
2. KIT, get-config ERAIXE L £,
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A RFERIEFT7IIY

=)

BNz, Thello] ZFELFET,
1

<?xml version="1.0" encoding=\"UTF-8\"?>
<hello><capabilities>
<capability>u?rn:ietf:params:netconf:base:1.0</capability>|
<gabilitypum: ietfparars:retamf ;e ity writesble-numirg: 1.0</cacai 1ty >
<gaoilitypum: ietf aasretamt: i Lity: roll dedearenar: 1. 0</caaai Lity»|
<capability>um: ietf :params :netaonf : capabi Lity: startip: 1. 0</capaoi 1ity>]
<capabi lity>um: ietf :params :netconf :ca?pabi lity:url : 21 . 0</capabi lity>]
<capabi ity um: clscosparans:netamf: cacatol 1 ty:pi-datarmodel : 1. 0</capai 1ity >
<capaot litypum: clsoosparars:retamt :caeatol 11 2ty :roti ficati 2on: 1. 0</caeaoi Lity>

</capabilities>
</hello>1]1>1]1>

ATy T2

RIZ, get-config ZRZHEE L E T,
{5l

<?xml version="1.0"?>
<rpc
sairsme et yarans sod s iretaonfdeese: 1.0 bins:qai= /v, cismo.aan/aol. 10/ster!!
message-id="101">
<get-config>
<source>
<running/>
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</rpc>11>11>

</source>
<filter>
<config-format-text-cmd>
<text-filter-spec>
interface Loopbackll3
</text-filter-spec>
</config-format-text-cmd>
</filter>
</get-config>

T RO RFRENET,

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101"xmlns=\"urn:ietf:params:netconf:base:1.0\">

<data>
<cli-config-data>
interface Loopbackll3
description test456
no ip address
load-interval 30
end
</cli-config-data>
</data>
</rpc-rep?ly>11>11>

EEEH
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['Cisco I0S Command References] . 9T
DY Y=

NETCONF 2t~y K : a<> KL, a<2 R
T— R, av> RFERE, 77+, FEHICE
THEBEFHE, B LOW

[ Cisco IOS Cisco Networking Services
Command Reference

IP77®%A VAL aw R avy FEXO
PR, o~ RE—FR, a~vr REBERE, 774
JV RERE, R EoEEEE, B IO
X2 VT4 avwr R awy RESTOFEM,
avr RE—F, avr FEE, 7740 bk
£, A EoFEFE, B L0

[ Cisco IOS Security Command Referencel
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P77EATUAL

[Cisco 108 Security Configuration Guide:
Securing the Data Plane] @ [TP Access List
Overview| 3L T" [Creating an IP Access List
and Applying It to an Interface] D

X T BN EFaT =T

['Cisco I0S Security Configuration Guide:

2 Securing User Servicesl]] @ [Configuring Secure
Shell] €Y= —/L
BEEIURFC
RFC "4 kL
RFC The TLS Protocol Version 1.0
2246
RFC The Secure Shell (SSH) Protocol Architecture
4251
RFC The Secure Shell (SSH) Authentication Protocol
4252
RFC NETCONF Configuration Protocol
4741
RFC Using the NETCONF Configuration Protocol over Secure SHell (SSH)
4742
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ROKIZ, ZOFEY 2—/L T LIBRRICBET ) U —REFHRERLET, ZORIEL, V7
P =7 VU= LA TEMEDOY R— FPREASNIZEEDY T b Y =T VU —ZD
HERLTWET, ZTOBEEIX, FRIB 0 B WRY . 2R DEO—EDY 7 b7 J Y —
ATHHFR—bhIET,

TI 9 R T A= LDV R—FBLOV AT YT T 2T A A—TVOPR— MIETHHERE
589 51213, Cisco Feature Navigator Zfi § L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

£ 1: NETCONF over SSHv2 D%RETEHR

HERES J1)—2x HERETE TR
NETCONF over SSHv2 Cisco IOS XE Release 2.1 NETCONF over SSHv2 K¢HE %
12.2(33)SB AT &, BB b

ZF AR — k ETCCisco <>

12.2(33)SRA RSy A B—T xR
12.2(33)SXI (CLD i2kBxry hT—75%
12.4(9)T ExFATTEET,

ZOMEEIZE Y, ko~
RWEANFLIIEREINE L
72, netconflock-time, netconf

max-message, netconf
max-sessions netconf ssh
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