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MIFALET, 77470 ME, ZOFREZFELTTIr— ARy 7 v x—T ¥ T UR—
F > MZE(E L. ePBR (Enhanced Policy BasedRouting) > 7 7 A N7 7 F v &% ELET,
ZHUCRY, THAADT Ty N7 —bN—Ru=THn T 7 53nET, ZOXKIICL
T, *v T —7 E®D DDoS BEIZxH LT H/L— L EERR CTE 7,

JO0— ARG 54T COFXRFEH
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Ry K=~y B THERBEEAENICLET, RIZ, IPT RLAEBHALTRA N\—%
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Ry T IVI3ATU N TARALADBITT7a— ARy JERERZBRTEA LI LET,

router bgp 100
address-family ipv4 flowspec

neighbor 10.1.1.1 activate
|
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BGP FlowSpec NLRI % |QoSY v F 2 J T4 — QST v F T T14— | ANE
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A7 IPv6 S65C7 N L& IPv4 36567 R L& [Prefix length]
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BGP FlowSpec NLRI % |QoSY v F 25 T4 —|QSIYVYF T T4 — | AN{E
47 JLE (IPv6) JLE (IPv4)
A T2 IPv6 X(ETCT FL A |IPv4 3617 KL & | [Prefix length]
[Type 3] IPV6 YR~ B — IPv4d 7 =)L HEEAE O
[Type 4] IPv6 EETEA— M FE 7= | IPv4XE oA — b F 72 | EEE 0 #iH
1356 TR — b 1356 TR — b
[Type 5] IPv6 50 CHeAR— k IPv4 58 CTHeAR— k HEEAIE O
2476 IPv6 2[5 e — k IPv4 {8 — b BIEE O
[Type 7] IPv6 ICMP % A 7 IPv4 ICMP % A 7 BEEAE O
2478 [Pv6 ICMP == — | [Pv4 ICMP == — | BIEE O
HAT9 IPv6 TCP 7 5 7 IPv4TCP 757 Q2X|Ey b A7
A MZFRE Y N5
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24710 IPv6 /X v b IPv4 v bR BEAE DA
24711 IPv6 <7 ¢ w27 - |IPv4 DSCP BEEAE O A
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TO—RRYH HSAT Y RELTOFNAL RDRES & URA \—& D BP E7HFROHEL [

FCHAZSIL, v v T U T REBILOHINT AT 7 a DI IAT L DT Ty 74— A

N—Ry=T7Iic7a 77 530ET,

FIEDHE
1. enable
2. configure terminal
3. router bgp as-number
4. address-family {ipv4 | ipv6} flowspec
5. neighbor ip-address activate
6. exit
7 address-family {ipv4 | ipv6} flowspec vrf vrf-name
8. neighbor ip-address remote-as as-number
9. neighbor ip-address activate
10. exit
F g > %48
AV RFERETI3 Y E]:g]
ATwv 1 |enable ¥ EXEC E— R AT LET,
il - cRAT—REASLET EERENEHE) .
Device> enable
XFw 72 |configure terminal rTa—\)L a7 4 X2 lb—3ay B— FEELG
i - LET
Device# configure terminal
X573 |router bgp as-number HHEY AT AFREISEL, BGPIY 7 4 o L—
Bl - var®—-RERGLES, ZOT— RTIE BGP
- S0 Bl
Device (config)# router bgp 100 V=74 Y7 7R %HX}ET % ij—o
XFw 74 |address-family {ipv4 | ipv6} flowspec Pvd7 L2 77 S UE7131IPv6 7 KL 2 7 7
B - RUEEL, BGPT RLA 773U arv7y
> —< N — K N — S~
Device (config-bgp) # address-family ipv4 flowspec * 101/ A E }‘%Eﬁﬁu LT‘ JH AN
IR =~y BT DT — VT RLA T 7
U ML L £
X w5 |neighbor ip-address activate BGP IV—F 4 ' T DT=OITT A A f A /83— =2

1 :

Device (config-bgp-af) # neighbor 10.1.1.1 activate

V74 X¥al—vary EF—RILT, ZA—0D
IP7 RLAZBGPET L LTHRELET, T/
AINBZDBGP R A N—IZIP T KL A& & TelER
T RREAX (BLORE) TEXHLEOICLE
R
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ARV FFEREETIVa Yy

S

ATy 6 | exit BGP 7 RLA 773) arv7 4 Fal—a

il - F—FafTL, BGPary74F¥al—vaE—
S Ly

Device (config-bgp-af) # exit ) %F‘fﬁﬁn Li?‘*o

X5 w7 |address-family {ipv4 | ipv6} flowspec vrf vif-name |VRE D IPv4 7 KL 2 77 I U713 IPv6 7 R L
Bl - 277 IVEEEL, BGPT FLA 773 av

>y — N — R N —
Device (config-bgp) # address-family ipv4 flowspec A 3’\’10]/ R %o ]\%Bﬁﬁm L/T‘ 7 A
vrf vrfl Ry R)o—<=wv 7O a—s)L T KL A
77V kL £,

AT w78 |neighbor ip-address remote-as as-number BGP V—F 4 VT DI=DITTINA RAE A N — 2

i - Y7 4F¥al—varE—RILT, FA3— (IP
. ° ==y
Device (config-bgp-af)# neighbor 2001:DB8:1::1 7 ]\ [/X) %BGP E\Tk LEPXELiTO .
remote-as 100 remote-as X — 7V — NiX, fEESN/-VE— MAHE
VAT LFEFEFAN—ITEIY Y TET,

XF w79 |neighbor ip-address activate FNAZAMNEZFDBGP XA N—IZIPT NL 2 %E
i - LlfFRET KAZA X (BEOZRE) TE5EI1C
Device (config-bgp-af)# neighbor 2001:DB8:1::1 L/ﬂiifo
activate

AT v 10 |exit BGP 7 KL A 773V av7 4 Xal—ar
i - ET—PF&E#KTL, BGPar74Fal—arE—

Device (config-bgp-af)# exit

FZBA L £,

—

DEKTE

FIRDEE

TINAADTARTDA 2V EA—TTARATHOIA— ARy Y K1) —

WORENEETIZ, IPVAT RFLZA 77 IV BIURIPVE6 T KL A 77 I UDTF AL ZADT T
DAVHE—TxAf AL VRFA LV AZ LV ANDA LV H—T 2 A ATHOT70O— Ay 7 KR —

DOERFEIZOWTHALET,

enable

configure terminal
flowspec

address-family ipv4
local-install interface-all
exit

address-family ipvé
local-install interface-all

©ENDORWN A

exit
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10. vrfvrf-name

11.  address-family ipv4

12. local-install interface-all
13.  exit

14. address-family ipv6

15. local-install interface-all

16. exit
FIED %
AV RFEREETI 3y B i
ATw 71 |enable ¥t EXEC E— RE A LET,
i e MAU—REZANLET FERENTHA)
Device> enable
ZXFw 72 |configure terminal Jua—srvarr 4 Xal—vay E— NaeBlk
i LET
Device# configure terminal
ATwv 73 |flowspec flowspec =T 7 4 F =2 L— a3 T— REBIAL
i) £75
Device (config)# flowspec
ATw 74 |address-family ipv4 IPvda7 FLZ 77 IV EIREL, 7u— X2y 7
i - DT RLA 77 ary74Xalb—ayF—
~ N
Device (config-flowspec) # address-family ipv4 }\%fgﬁﬁn L/§E7ro
X F w75 |local-install interface-all flowspec R Y ¥ —%FT_RTCDA L H—T = A ATA
i VARV LET,
Device (config-flowspec-af)# local-install
interface-all
ATy 6 | exit Ta— ARy JOT RLA 77 ar7 1¥a
Bl - L—a VE— R T L, flowspec 27 4 ¥
— N — K Ly
Device (config-flowspec-af)# exit b—vas® ) %Ffﬂﬁn Ljﬁj‘o
RAFw 771 |address-family ipv6 IPv6 7 RLRA 77 I VAEREL, 7r— Ay
i - DT RLA 777 ary74FXalb—ayF—
N YN
Device (config-flowspec) # address-family ipvé }\%fgﬁﬁn L/QETfO
X w78 |local-install interface-all flowspec R & —ZFT _RTDA v X —T = A A|TA

&1

Device (config-flowspec-af)# local-install
interface-all

VA= LET,
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ATy 79 | exit Ta— ARy IOT RLA 773 ar7 X
i - L—ya = FafT L, flowspec 227 o F =
— N — K Ly
Device (config-flowspec-af)# exit v vay }\ %F}ﬂﬁu Ljﬁjﬂo
AT w710 |vrfvrf-name VRF A VAR AZREL, 70— ANy 7D
B - VRFa> 7 4 Fal—varE— RRefthLET,
Device (config-flowspec)# vrf vrfl0
AT 711 |address-family ipv4 IPv4a7 RLRA 77 IV EREL, 7a— AXy 7
- DVRE7Z RLAZ77IY ar7Z s ¥al—agw
— R L
Device (config-flowspec-vrf) # address-family ipvé t F %fﬁﬁﬁn ijf?fo
X w712 |local-install interface-all flowspec R Y > —%FT_XTCDA L H—T = A ATA
15“ : oA ]\‘__/I/L/jzj*o
Device (config-flowspec-vrf-af)# local-install
interface-all
AT w T 13 |exit 77— ANy JDODVRET7 RKLATZ 7Y ar7 g
i - Fal—TalrE—FREKTL, 77— AXy7
) > - N - ~ L
Device (config-flowspec-vrf-af)# exit 7 VRF = 2727 A ﬂE:L v vasE ]\%Bﬁﬁnbi
R
X 714 |address-family ipv6 IPv6 7 FLA 77 IV EREL, 7u— A<y
i - DVRET RLVA 773V ary74Xal— g
— K Ly
Device (config-flowspec-vrf) # address-family ipv t F %fgﬂﬁn[/ﬁf7fo
AT v 715 |local-install interface-all flowspec R Y 2 —%FT _XTDA L H—T = A ATA
Bl - VA=V LET,
Device (config-flowspec-vrf-af)# local-install
interface-all
ATw 716 |exit 70— ANy JOVRF7 KLA 757 ) a7y
i - Fal—raryE—FaTL, 77— Ay

Device (config-flowspec-vrf-af)# exit

DVRFaLy 7 4 Xal—ayE— NE2BBLE
7,

BGP 70— XXV U547 DR

UToavr N, 77— ARy ZREDFMEFRLET,

FIRDOHE

1. show flowspec summary

. BGP JO— ARy Y U 534T7 2k



| BGP ZR— 2Ry H54F7 2k

F IR D 8

ATy I

ATvT2

ATvT3
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2. show bgp ipv4 flowspec
3. show flowspec vrf vif-name afi-all

show flowspec summary

1 :

Device # show flowspec summary

FlowSpec Manager Summary:
Tables: 2
Flows: 1

) — R ERICFEET A 70— 2y 7 L— LOME LR LUET,

ZOFITIE, [Tables] 7 4 —/L NiX, 7u— ANy 7 K — <y B ZHEENIPVET KL 77 )
BEOIPV6 7 FL A 77 IVIZX LTHRIC R TNAH Z L &R L TWET,

[Flows] 7 4 —/V RiX, 7— 7N EBERTH-DO 70 —NEREINTVDH I LEZRLTVET,

show bgp ipv4 flowspec
£l

Device # show bgp ipv4 flowspec

Dest:192.0.2.0/24, Source:10.1.1.0/24, DPort:>=120&<=130,SPort:>=25&<=30,DSCP:=30/208
BGP routing table entry for Dest:192.0.2.0/24,
Source:10.1.1.0/24,Proto:=47,DPort:>=120&<=130, SPort:>=25&<=30,DSCP:=30/208 <snip>
Paths: (1 available, best #1)

Advertised to update-groups (with more than one peer):

0.3

Path #1: Received by speaker 0O

Advertised to update-groups (with more than one peer):
0.3 Local
0.0.0.0 from 0.0.0.0 (3.3.3.3)
Origin IGP, localpref 100, valid, redistributed, best, group-best
Received Path ID 0, Local Path ID 1, version 42
Extended community: FLOWSPEC Traffic-rate:100,0

Ta— ANy arvhiae—7 (FRAALR) THREINTND 78— Ay 7 )b— L) BGP | Cffi i Al HE
MEIMEMRT DT, Zoa~vr R LES, ZoFITIEL, [redistributed] 1X, 71— A~y 7

= VISR TIFFRE SN TRV, 78— Ay 7 T A0 5 BGP IZHEMM SN TWD Z & &R
LTWET, RESNTWDILEaI 2= 1 (vyF U7 EEBIORT 72 a3 28T 731 AUTEE
THEDICHEHESNS BGP @) b E RSN TWVET,

ZOBITIE, EREINLT 7V a i b7 74 v 7 DL — MlRTT,
show flowspec vrf vif-name afi-all

1 -
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Device # show flowspec vrf vrfl00 afi-all

VRF: vrfl00 AFI: IPv4
Flow :DPort:=101, SPort:=101, TCPFlags:~0xFF,Length:>=100&<=1500, DSCP:=63
Actions :Redirect: VRF vrf200 Route-target: ASN2-200:2 (bgp.l)
Flow :DPort:=102, SPort:=102, TCPFlags:~0xFF,Length:>=100&<=1500, DSCP:=63
Actions :Redirect: VRF vrf200 Route-target: ASN2-200:2 (bgp.l)

Ta— ARy 7 7534 T b (T A) (ZBEEMTOENT/FEED VRENIZ 7 B — Ay 7 L— L1 H
BINEIDEMRTHIZIE, Zoavr FEEHALET,

BGP 70— ARV 75472 FDOEEH

Bl: 28—ARY Y DSA4TF7oRELTODTNARADEES LU R
A4 /\—& D BGP E7RHZRMDFEL

Device> enable
Device# configure terminal

Device (config)# router bgp 100
Device (config-bgp)# address-family ipv4 flowspec
Device (config-bgp-af)# neighbor 10.1.1.1 activate

(
(
(
Device (config-bgp-af)# exit
(
(
(
(

Device (config-bgp)# address-family ipv4 flowspec vrf vrfl
Device (config-bgp-af)# neighbor 2001:DB8:1::1 remote as 100
Device (config-bgp-af)# neighbor 2001:DB8:1::1 activate
Device (config-bgp-af)# exit

Bl : TINARADTARTDAVRZA—TTARATHI70— ARy K1)
S — QBT

Device> enable

Device# configure terminal

Device (config) # flowspec

Device (config-flowspec)# address-family ipv4

Device (config-flowspec-af)# local-install interface-all
Device (config-flowspec-af) # exit

Device (config-flowspec)# address-family ipvé

Device (config-flowspec-af)# local-install interface-all
Device (config-flowspec-af) # exit

Device (config-flowspec)# vrf vrflO

Device (config-flowspec-vrf)# address-family ipv4

Device (config-flowspec-vrf-af)# local-install interface-all
Device (config-flowspec-vrf-af)# exit

Device (config-flowspec-vrf) # address-family ipvé
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Device (config-flowspec-vrf-af)# local-install interface-all
Device (config-flowspec-vrf-af)# exit

BGP 70— ARy Y 05472 MZET HEMEFHR

BEEE RZaTILEA ML

CiscoIOS =2~ R ['Cisco IOS Master Commands List, All Releases.]
BGP =2~ K ['Cisco I0S IP Routing: BGP Command Reference ]
BGP FlowSpec /b— ~ U 7 L7 Z D 7"— b | [IP Routing: BGP Configuration Guide]

BEE KU RFC

THERFC| 24 ~IL

RFC [ Dissemination of Flow Specification Rules
5575

MIB
MiB MB®D!') %

cEMB | BN L2 F v b7+ —2A, CiscolOS VU —2, BLOR7 4 —F % v MM
THMIBZELTH U a— KT 521k, (RO URLIZH 5 Cisco MIB Locator %
EALET,

http://www.cisco.com/go/mibs
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BGP JR— ZXRvwy 4547k |
B scroo—x<xvs 951070 roruER

SRADTY ZHIL YR—F

A o

2DV R— N Web A FTlE., & =ao |http://www.cisco.com/cisco/web/support/index.html
BT 7 /Il N T Ty a—
T U TICBENLTWEETH L1, v==a
TRV —=NZFLO LT HEERATA
Y)Y =AML TWET,

BHEWORGEOE X 2 U 7 ¢ fFERSCBA G
 ANFT 5722, Cisco Notification Service
(Field Notice 7> 7 7 2 &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K72 EOKFEY — B A ITINA
TEET,
TAADYR— K Web A DY — AT 7

T 2T 5%, Cisco.com D—H ID BL
INA T — R SLEETT,

BGP 70— XRv U 7547 2 +DHREIFR

ORI, ZOFY 2—)LCHP LIHEEICET )V —AFRERLET, ZORIF, V7
77 UU—R b A U TEMBEEOTR—IPREAINZLEEZOY T v y=T VY —R7
TERLTOET, ZOMEEIT, FFICHi0 B2V RY . ZNLBEO—#HOY 7 by =7 U Y —
ATHYR—FENET,

Ty N7 —LOVR—FBIR AT VT v =T A4 A—=VOYAR— MIBETHIEHREY
589 5 1T1%, Cisco Feature Navigator % {#i § L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
I%. http://www.cisco.com/go/ctnlZ A F 3, Cisco.com DT A7 MIMEDH Y £H A,

£R1:BGP7O— ARV DS54 T 2 FDHEER

HRER )1y—2 HREIER
BGP 71— %~y |CiscolOSXE |BGP 71— A~y 7 7547 MEREAHERT S &
7 o4 7v k |3158 FONA ANBGP 70— Ay Y I T4 T FOEE

ZHW, BGP 7R — Ay ar hka—In5 70—
ARy I =)V EZETEDH X0 £9,

WD a<y RPBEANEITEFEINE L7, flowspec,
local-install interface-all
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