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6. IOXMAN 73, UNIX Y7 v bZBl&, VUE—FY 7y MIERLET,

7. IOXMANW®, ERATRERT — X &V 7y b bEARY , A vb—YDvET77 4 (AKX
FE) LALEBRELTC, AvE—T% 7 0 UXMBR L, T LT, IOx hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varyLET,

AyvE—o0AFXUTEML—R

Z ZTlX, CiscolOS syslog ~D A vE—yDuXx 7L N —RZOWTHHLET,

Cisco 108 Syslog T A vtE—mAOXxL sy

FARNT 7V r—varnbZELizlounX 7 A ye—2ThH, IOXMAN (I A vE—
DYETT 4 (EKE) 25 7 4/L b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—TiFar Y —LZFREN, RO A v E—T AT syslog (2
RSN ET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 5 72D1Z, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV EFR—FLTWET, Y ET7 4 (ERE) ObLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH D £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—VuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2

. TR I)L
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rvt—vonxyse -2 ||

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTurIIvriERALTWAEHEAEIL, wite) ZEH L Tr¥ L 7T —2&KRA MMIk
FELET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) ) ;
close (£d) ;

v ar =L EERAL TWAEEIL, echox L TeX o /5 —F &R A MIEE
| =

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbI0x hb—2a 2 hLb—2A X v =% ET 5121, ROF
EZ ST L ¥,

1

CTnr 7375 HLTHWDAEAIE wite) ZHHALTCRL—2A X vE—T%KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L THRL—A X v E—T% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

Yol —)LEFEALTHWEEEIE, echoz AL THL—AT —HX %R A MIXEE
LET,

echo “tracelog test” > /dev/ttyS3
or
logger “tracelog test”

TR TL .
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B xrozzamsamz

TFA D ILZBMT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L Libvirtd ' —EZANRFEIT L TWALENRDH D 97,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AV RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x —E A ZHELET,
f
Device (config) # iox
ATy 74| exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. F# EXEC E— FICRY £7,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—
B - EADY A M EFRRLET,

. TR I)L
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A i |

ARV RFERFTIVaY =)

Device# show app-hosting list

151
Iz, showiox-service 2~ RO EZ R LE T,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

I0x service (HA) : Running

I0x service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

w1z, show app-hosting list =~ > RO HIZRLET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DOEHE

FIRDEE

\}

(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHYR—FINTWVET,

48D HHEIIZ

FAN T2 VDT 7 APEEET DI, IOX RSN TEITLTWARLERNH Y £3,
[0x DMERL SN TWRWIEAIE, 10x DR EZRD D A v —UnFoREnET, 10x & HIKR
THE TAN V2 NMIET I EATE 2RV ET, 7272 L rootfs T ELEZ T EHA,

TAY =2 VERMICLUTHRIET 28910, 77V r—va Vv ERBERASA V4 —T =4 2}
RETDMENDY ET, FA M= VDA o F—T oA A AT D TFEDFEMIZ DN T
L. TConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 X T' [Enabling Guest Shell
on the Management Interface] D& 7 v a U EHRL T E IV,

1. enable

TR TL .
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FRETIL I

2. guestshell enable
3. guestshell run linux-executable
4. guestshell run bash
5. qguestshell disable
6. guestshell destroy
FED FH 4
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE AL E T,
1 - e NAT— REANLET (FEREINEHE) .
Device> enable
2Ty -2 guegshell enable FA N vzl —ERADOFR,
U GE) . guestshell enable =~ RIE, % v
Device# guestshell enable hU —% > ZITE B Virtual Routing
and Forwarding (VRF) A > A%
AEFEHLET,
s 7Y N RN Ry NT—F T
\Z VirtualPortGroups (VPG) % {# ff]
LCWAEAEIEL, £7 VPG AR
THOMERDHY T,
¢« JARNIPT RLAEF— b xzA
IP7 RLAZRILY 7Ry FICH
DULBENHY FT,
R T 7 3| guestshell run linux-executable FZ KN 2=V T Linuk 70 75 5% FITLET,
- GE) Cisco I0S XE Amsterdam 17.3.1 LA V
Device# guestshell run python ) — XTI, Pyﬂ“n1/§~—§?§ V3DOIHN
S - b ERET,
Device# guestshell run python3
AT 7 4 |guestshell run bash Bash ¥ = /V&ZBAL T, F A h = MIT 7 £ A
15“ : L/i‘g‘o
Device# guestshell run bash
R T 75| guestshell disable FAN VxRN ET,
il -
Device# guestshell disable
R T 76 | guestshell destroy FAN vz = REFRT 7T 47 LT, T

1 -

. TR I)L
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ARV RFERFTIVaY =)

Device# guestshell destroy

T7IVr—2a3 0 RRAT4 VI FFERLETSRA M ZIILOERE
Y

GE) ZOEX, VAIN—T 47 T Ty N7 — LA S ET, VirtualPortGroups (X, Cisco
Catalyst A1 v F 7 7T N7+ —ATIEHHR— IR TOERA,

AR T2 VDT 7 AREREET 5121, 10X RSN TEITL TWALERSH D £,
10X DMERR S AL TV RWEEEIT. 10X DIERE RO D A v —UNRRINFET, 10x & HIER
TBHE AN VNI HET 7 BATERLRYET, 72720 rootfs ITHELZZITEH A,

)

GE) ZoFWE 7V r—rarRAT 4 TEFERHLESA N = VOER) Z#H LT, Cisco
10S XE Fuji 16.7.1 LIED UV U —ADF A b = b2 A2 LE$, Cisco I0S XE Everest 16.6.x
PRTCIE, ZA R = vOBEE (15X—2) OFEZFEHLET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if

( interface VirtualPortGroupO
Device (config-if

(

(

ip address 192.168.35.1 255.255.255.0
ip nat inside
exit

) #
) #
Device (config-if) #
Device (config-if) #
Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config)# ip access-list standard GS_NAT ACL

Device (config)# permit 192.168.0.0 0.0.255.255

config) # app-hosting appid guestshell

config-app-hosting) # app-vnic gatewayl virtualportgroup O guest-interface 0
config-app-hosting-gateway)# guest-ipaddress 192.168.35.2 netmask 255.255.255.0
config-app-hosting-gateway) # exit

config-app-hosting) # app-default-gateway 192.168.35.1 guest-interface 0
config-app-hosting) # end

Device
Device
Device
Device
Device
Device

Device# guestshell enable
Device# guestshell run python
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B x> L0 AppGigabitEthemet 1 > % — 7 = 4 RDHE

R2:7FV5—23 0 RATFA VD #FERLESA L VT ILOER

3 N

10S XE Guest Shell Container

ethO

Internet 192.168.35.2

192.168.35.1

Cisco device
N J

366962

A 2SR VDR > U —F 7 T, GigabitEthernet 1 > % — 7 = A A & VirtualPortGroup - >
2 —T 2 A X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
BEFIHA =T oA AL LTHEMAL, NAT Z@ U CTOMBR Yy NU—Z 128t L £ 77,

WHEE NAT OFEICIEL, kO a~<vy REMHALES, AR, FRA S Y= AR 2 —
Ty MIEREL, 728 2, Link Y 7 Ny =T EH 70 7T L5 TELH L2100 £7,
ip nat inside source list

ip access-list standard
permit

L DfID guestshell run == > R Python FEITHRREY 7 A L& FATLE£F, F£7-. guestshell
run 22 K& LT Linux EITAREY 7 AV EFITTHZ b TEET, =& 2.
guestshell run bash ==~ > Fid bash = /L Z @) L, guestshell disable =~ > FiZ7 A Fv =
Nevyy NIV LTI LET, TV AT L2V e—RLTH, FA b = /Lid L)
DOEFIZRY ET,

X Z k< z )LO) AppGigabitEthernet f >4 — 7 = 4 RDETE

FIRDOHE

N

GE)

T, MOFTRTD Catalyst AA v Fix, HEEHA—FEHEHLET,

WD H AT %, AppGigabitEthernet f % — 7 = A A & FfD Catalyst A4 v FIZOHEH S E

enable

configureterminal

interface AppGigabitEther net interface-number
switchport modetrunk

exit

app-hosting appid name

app-vnic AppGigabitEthernet trunk

NogplwnN-=
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

8. vlan vian-ID guest-inter face guest-interface-number
9. guest-ipaddress ip-address netmask netmask

10. exit
11. exit

12. app-default-gateway ip-address guest-inter face network-interface

13. nameserver#ip-address
14. end
15. guestshell enable

FlED
AR RERIFTIa Y B

RTwvF1 |enable B EXEC E— FE A LET,
I c R2T—FE AN LET ERENEHA) .
Device> enable

R wF2 |configureterminal Ja—r ) ary7 4 ¥al—y gy T— ek
15'] : L\i—é—o
Device# configure terminal

R w73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A AZHREL., A
1) - VHE—T 2 Af A AT 4 X2l —Tay EF— %

YA

Device (config) # interface AppGigabitEthernet Eﬁﬁul/jETfo
1/0/1

X7 w74 |switchport modetrunk A H =T 2 A A& N T R TE— R
5l - BRELT, RANRN=V I DLT T Y 07 ~DE
Device (config-if)# switchport mode trunk E&%ﬁ;ﬁ:ii/n:hA F L/gino

ATy S5 | exit Ao B —TxAf R Ay T4 Fal— g F—R
R ERTL, Zm— 3 Lar 74 Xalb—va e
Device (config-if) # exit RIZRY i‘@—o

AT w76 |app-hosting appid name TV r—=varvEREL, TV =Y a vk
5l - AF 4 ar7 4 Xalb— gy T— NEBth
Device (config) # app-hosting appid guestshell L/EEjro

RT w71 |app-vnic AppGigabitEthernet trunk NTVvIR—=b T TV r—vay RAT 47

&1

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk

DOEE/ SFNVR—FELTHREL, 77V r—v3
VIKRAT 4T N a7 4 Fal— g
T— REBHBELET,
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FRETIL I

ARV FFEREETIVa Yy

S

X7 w78 |vlanvlan-ID guest-interface guest-interface-number | VLAN A A v X —T = A4 ABZEL. 77U
B - r—valr RwAT 47 VLANT 72 AP =1
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan TAFalb—vas® R %Fﬂlﬂﬁu Lij‘o
4094 guest-interface 0
25w F9 |guest-ipaddressip-address netmask netmask (F7Tar) FIIP 2 E LET,
1 -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV —vay RAT 47 VLAN 7 7 £ A IP
i - a7 4 FXal—varyE—REKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # bA_:/ R 71?%7‘4’ Z& ]\ 77 arz A Fa
it L—vary E—RIRED ET,
ATy 1 |exit TV =2 ay RAT 4T NG a7y
Bl - Xal—valrE—FaETL, 77V 05— 3
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—vart— }\ i
)j:é @ iTO
25w 712 |app-default-gateway ip-address guest-interface FT AN N OEES— k= A ETELET,
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver# ip-address RAA =LV AT A (DNS) H—"ZRELE
i - kK
Device (config-app-hosting) # name-server(
172.16.0.1
RTwvF14 |end TIVr—=vay RAT 4T a7 4 ¥ alb—
i - vay EB—REZRT L, F5fE EXEC T— FICRD
Device (config-app-hosting) # end ji?rO
ZF w715 |guestshell enable TAN vz —ERDOHL,
11

Device# guestshell enable
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gEss—742T°0R oz Lnat [

BEAUA—DJIAATOTR M T ILOEDIE

\}

G¥) DX AZL, CiscoCatalyst 9200 > U — R A A »F_ Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — X A A »»F Cisco Catalyst 9500 >V — R A A » F Cisco Catalyst
9600 > U —X AA v FIZHEMTE £

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshdll enable
F gD FEH
ARV KRFERETI a3 Y B#J
AT w71 |enable it EXEC E— RE AL T,
i e NMAT—REANLET (ERINWTEHE)
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
R T 73 | app-hosting appid name TV r—vavEREL, TV r—va kA
i T4 arZ4Xalb—ary ET— RERML
Device (config) # app-hosting appid guestshell ij«o
R Fw 7 4 | app-vnic management guest-interfaceinterface-number | (A8 %~ R —27 f L X —T =4 ABLOHF X R
1 AV 8 =T A ADERF— M= BREL, T
Device (config-app-hosting) # app-vnic management 7 Vr—a :/TJQXT{ ST TRy arT A
guest-interface 0 Fal—varE—REBELET,
AT v 75| end TIVr—a VI RAT A TERS— oA 2
Bl - V74X ab—va s E— FEKT L, FiHEEXEC
Device (config-app-hosting-mgmt-gateway) # end T-FERY ij‘o
R 7 v 76 | show app-hosting list AU AP=AENTNWDET Y r—3 g LV OBIED
fil AT =B AFRLET,
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FRETIL I

ARV RFERETIVa Y

B8

Device# show app-hosting list

G¥) FA RN VT, A VA R—LERTWH
LPENCDI, TF I r— gD A

MIFERSNET,

ATy T17

guestshell enable
f

Device# guestshell enable

FA R v = RDOEL,

AR T I)LASO NETCONF 72 £ XRDOEXE &EEMIE

48 HHEIIZ

FARN 2 VNNBRD 2= Rk LT, NETCONF-YANG 7 7 & 2 &)k L ¥,

FIEDHE
1. iosp_client -f netconf_enable guestshell port-number
2. iosp_client -f netconf_enable passwor dless guestshell username
3. iosp_client -f netconf_disable guestshell
4. iosp_client -f netconf_disable passwordless guestshell username
FIEDFEH
OV RFERETIVa Y BH#Y
AT 71 |iosp_client -f netconf_enable guestshell port-number | netconf-yang ssh local-vrf guestshell ==~ > R Z &% &
i - L. NETCONF-YANG 239 % & THii e 7 = v
Guest Shell: iosp client -f netconf enable 7 LET,
guestshell 3
Z 5w 72 |iosp_client -f netconf_enable_passwordlessguestshell | 4z f 3 = L7 7 & 2|48/ SSH % — % 1Bk L £
username +.
f
Guest Shell: iosp_client -f netconf enable
guestshell guestshell
25w 73 |iosp_client -f netconf_disable guestshell ZA N = VDB NETCONF ~D 7 7 & Z % HlER
f LETS
GuestShell: iosp client -f netconf disable *« NETCONF-YANG R TEIZ8| & fxFELE T,
guestshell NETCONF-YANG % 3 ¥ v ¥ 3 51213,
no netconf-yang =~ > K& L £,
R Fw 7 4 |iogp_client -f netconf_disable passwordlessguestshell | 5@ L7-o2—HF—DF7 72X —%5HlkE L E9,

username
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Python 4 > 5 —F U 20752 [

ARV RFERFTIVaY =)

i -
Guest Shell: iosp client -f g‘ﬁ;ﬁfﬁ—o [ RPN = —H— L NETCONF (Z
netconf disable passwordless guestshell guestshell %{fff’ﬁ‘%} = OITIRA T — ]\%{E‘Eﬁﬁﬁ‘é%%i}ﬁ%

« NETCONF 7 7 & A (X —H — ikt L TH| & k¢

nET,

1

Python 1 2 —T Y ADT7 IR

Python |34 % Z 77 4 ZIZEHTE LT, Python A7 V7 N& S AN o)L THRITT D
Z &b TEE9, guestshel runpython =2~ RZH L TH A K &= /LCPython A > ¥ —~
U % % fi@) L, Python MKz Bl & 7,

N

(GE)  CiscolIOS XE Amsterdam 17.3.1 X W gii> U UV — & TiX, Python V2737 7 4 /L kT3, CiscolOS

XE Amsterdam 17.1.1 33 X O¥ Cisco I0S XE Amsterdam 17.2.1 Ti&, Python V3 23— I T
WE 9, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — X CiL, Python V3 285 7 4/ h T,

Cisco IOSXE Amsterdam 17.3.1 K Y RTD U 1) —X

guestshell run =~ > Ri&, Linux FATHHEY 7 A /LD FEATIZAH2Y T 5 Cisco I0S TH Y | Cisco
I0S 75 D Python A7 U 7 s DFELTRFICHES S A 2R E L9, ROBIE, 2~ ROfxf/<
AERET D HEERLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

KIZ, Cisco Catalyst 3650 3/ U — X A A+ F F 72| Cisco Catalyst 3850 > J — X XA »FT
Python Z AN T D1 %2R LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

WOFNZE, CiscoISR4000 > U — X H— R HFHAHH /L — & T Python # AT 2 kxR~ LT
b\i‘g—o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
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B 7=+ ozromes

>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAED 1) 1) — R

ROFNL, Cisco Catalyst 9000 >V — A Z A » F £ T Python Z AN L 5EA R L THNE
7

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

RN I)LOETES
Bl : X~ TIIDER

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

WOBNX, T AN = VERNCT 5 I7E%77 L TWET, Cisco I0S XE Amsterdam
17.1.x 3 X T Cisco I0S XE Amsterdam 17.2.x Ti&, Python V2.7 3 & O} Python V3.6 234
A—hENTWET, 2720, ZhbHD Y U —ZATiEPython V27537 7 4 /L K TT,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

or

Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

. TR I)L
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VirtualPortGroup £% 3 015l .

Cisco 10S XE Amsterdam 17.3.1 LIfED ') 1) — X

WOBENL, 7FA B = VEENNIT D HEEZ/RLTWVWET, Cisco IOS XE Amsterdam
17.3.1 LA U U — 2 TlX, Python V3.6 DA NHAR— h k9,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup %3 D5

)

(GE)  VirtualPortGroups 1% Cisco b—T 4 > 7 7 Z7 v 87 4 — A TOHYHR— F I TNE
R

FA KTz Ry U= 7\ VirtualPortGroup - > % —7 = A A& HT D54
VirtualPortGroup A & % —7 = A ATITREFRHDHAIIP 7 FLANKETT, 71
VER=I A E =T oA RFTA F =Ry MIER SN TWARERHY | Ry b
U —27 7 R L A%H (NAT) 1% VirtualPortGroup & 7 2 2 h /SR/L iK— h D TR IE
SNTWARERDH D E£7,

WIZRT O, VirtualPortGroup D% &R T,
Device> enable
Device# configure terminal

Device (config) # interface VirtualPortGroup 0
Device (config-if)# ip address 192.168.35.1 255.255.255.0

I TR TL .
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. 5] : X k< z)LO AppGigabitEthernet f >4 —2J = 4 XD TE

Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if) # exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0

Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1

!'Port forwarding to use ports for SSH and so on.

Device (config) # ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT_ ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255

Device (config-std-nacl)# exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # app-resource profile custom

Device (config-app-resource-profile-custom)# cpu 1500

Device (config-app-resource-profile-custom) # memory 512

Device (config-app-resource-profile-custom) # end

Device# guestshell enable
Device# guestshell run python
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Device> enable

Device# configure terminal

Device (config) # ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT_ ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255

Device (config-std-nacl) # exit

Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config)# interface vlan 4094

Device (config-if)# ip address 192.168.2.1 255.255.255.0
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Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # interface vlan 1

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config) # ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 4094 guest-interface 0
Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0
Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable
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Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable
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[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86 64 x86 64 x86 64 GNU/Linux
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[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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[guestshell@guestshell ~]$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/
export https proxy=http://proxy.example.com:80/

. TR I)L



I FRETTL
f: Toxozemo vumsEUPP o ]

export ftp proxy=http://proxy.example.com:80/
export no_proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/
export HTTPS PROXY=http://proxy.example.com:80/
export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh
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cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/
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sudo pip --proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WORFITIE, Python D PIP A > A h— )L &E 425 Hikz R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests
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