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enable

configureterminal

app-hosting appid application-name

app-vnic AppGigabitEthernet trunk

vlan vian-ID guest-inter face guest-interface-number
guest-ip ip-address netmask netmask

exit

exit

app-default-gateway ip-address guest-inter face network-interface
10. nameserver#ip-address

11.  app-resource docker

12. run-optsoptions

13. prepend-pkg-opts

14. end
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ARV EFEREETIVa Yy EL:Y
AT 71 |enable FiHE EXEC ©— REPHMA L £,
11
Device> enable
AFw 2 |configureterminal ra—r gL ar 7 4 Xal— gy T— Re Bk
1 - LETS
Device# configure terminal
AT w73 |app-hosting appid application-name TV —varEREL, TV r—vay R
1 AF 4T AT 4 X al— gy B— NERRLE
Device (config)# app-hosting appid appid lkeyes L/jiﬁfo
RTw 74 |app-vnic AppGigabitEthernet trunk NI R—=bET 7Y r— 3 VORIE S
£l R—=FELTHEL, 77V 75— a v RAT ¢
e o , o YT NI arZ 4 Xal—raryE—RNE2H
evice (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁﬁIJE£7ro
X Fw 75 |vlanvian-ID guest-interface guest-interface-number | VLAN &2 hAf v X —T = A ZAEZE L. 77V
- r—ay RAT 47 VLANT 7 EAIP 2~
N s R s "
Device (config-config-app-hosting-trunk)# vlan 10 A Fal—rar< ]\ %Fﬂﬂﬁn Liﬁ—"
guest-interface 2
RTFw 76 |guest-ip ip-address netmask netmask FARNAVE—T 2 A ADAZT 47 IPT KL
i AERELET,
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0
A7y T7 |exit TV —vay RAT 47 VLANT 7 £ A 1P
Bl - AT 4 Fal—varE—KREKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # rovay $X74 \:7 h7r7 ary74xa
exit L—ya vy = RIZEY £,
ATy S8 |exit TTVr—yay RAT 4T NG r avry
Bl - Fal—varE—FakTL, 770 r—va
Device (config-config-app-hosting-trunk)# exit :: WAT 47 374 Fal—rarE—FiC
RV ET,
RTw 79 |app-default-gateway ip-address guest-interface TIANNOERF— Ny oA BHELET,

networ k-interface

51

Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0
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AT RERETIVa Y

S

A7 710 |nameserver#ip-address DNS $— Rz E L £ 7,
1 -
Device (config-app-hosting) # name-server0 10.2.2.2

AT 711 | app-resource docker TSV r—vay RAT 47 Docker 27 o
Bl - Falb—rvarE —RFapmL T, 770 r—v g

SN N ) e 3% ==

Device (config-app-hosting) # app-resource docker Lt ;Ka)aiﬁﬁ%f$EXElJE£7%°

AT w712 |run-optsoptions Docker 7 X2 A LA T > a v EEELET,
i)
Device (config-app-hosting-docker)# run-opts 1
"-e TEAGENT ACCOUNT_TOKEN=[account-token]"

A7 v 713 |prepend-pkg-opts I lr =V 7 a % Docker 7 VA A LA T A
15[] : \/(Ebv%f)l/jzﬁ—o
Device (config-app-hosting-docker) # c EHETALHIT LEXINET,
prepend-pkg-opts

AT v 714 |end TV r—a RAT 427 Docker 27 ¢
B - Fal—var®— 2T L, K EXEC E—

Device (config-app-hosting-docker) # end

RIZEY £9°,

ThousandEyes Enterprise Agent @ AppGigabitEthernet 1 >3 —7 x4 X
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1. enable
2. configureterminal
3. interface appgigabitethernet number
4. switchport trunk allowed vlan vian-ID
5. switchport mode trunk
6. end
=3[k 2t
ARV FFEREETIVa Y B#Y
AT w1 |enable it EXEC E— RZ B L £,
i) :

Device> enable
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R 72 |configureterminal Ja—r)ar7 4 ¥al—3 gy T— iRt
i LETS
Device# configure terminal

R T 7 3 |interface appgigabitethernet number AppGigabitEthernet Z5XE L, A V¥ —7 A A 2
i - Y74 F¥alb—vary - FERBLET,
Device (config)# interface AppGigabitEthernet 1/0/1 « AH  JAREAA v T OEE . number 51EUT

switch-number/0/1 T,

R T 7 4 |switchport trunk allowed vlan vian-1D FNFr 7 ETHAENSVLANDO U 2 M EHELE
U i
Device (config-if)# switchport trunk allowed vlan

10-12,20

A7y 75 | switchport mode trunk A B =T = ABKKAIIR b T xR TE— RIC
Bl - RELT, RAN=V I DRNT LT U7~k
Device (config-if)# switchport mode trunk ?ﬁ%z\ ArE—h Liﬁ—o

ATv76|end A B =Tz f A AT 4 Fal—var E—FK
i - EHT L. FiME EXEC £— FIZERY £,

Device (config-if)# end

ThousandEyes Enterprise Agent D1 > X k—)L
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ThousandEyes Enterprise Agent 13, L TO URL £72137 T v a7 7 ANV AT LG A A
]\ *‘/I/VG\% jzj‘o
FIEDHE
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting start appid application-name
4. end
F IR D &8
ARV KRFERERETY Va3 Y B#Y
AT w1 |enable ¥t EXEC £ — RZBlia L £7,
fi

Device> enable
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ARV RFERETIVa Y

B8

ATv T2

app-hosting install appid application-name package
package-path

1

Device# app-hosting install lkeyes
https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k. tar|

F7E

Device# app-hosting install appid lkeyes package

flash:/apps/ [greenfield-app-tar]

BELEGIINLT T ) r—Yavaf A R—JL
LET,

ATvT3

app-hosting start appid application-name
{5

Device# app-hosting start appid lkeyes

(AFvay) 77— a U EBBLET,

ATvT4

end

1 -

Device# end

TV = ary  RAT T a7 4 Falb—
varyE—RNEKETL, FHEEXECE— RIZRY £
ﬁ—o

ThousandEyes Enterprise Agent (D

Iz, show app-hosting liss ==~ > FOH Az L £,

Device# show app-hosting list

RUNNING

&% 7 131

5] : ThousandEyes Enterprise Agent D1 > X F—JL

WOBHNL, ROFTFEEZRLET,
« I0x ZHIMLT 5,

T TV = a Y RAT A VT ERET D,

« AppGigabitEthernet " — h ZFXET 5,
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Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

W OFIE, AppHosting & 5 ET 561 %~ L TWET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid appid lkeyes

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 172.19.0.24
netmask 255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23
guest-interface 0

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker)# run-opts 1

"-e TEAGENT ACCOUNT TOKEN=[account-token]"

Device (config-app-hosting-docker) # prepend-pkg-opts

Device (config-app-hosting-docker) # end

WOBIX. Appgigabitethernet f > % —7 = A A& RET H HikE R L TV E T,

Device> enable

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# end

W DOFIE, ThousandEyes Enterprise Agent & A > A h—/L 9% JiiEE /R L TV ET,

\)

(X)) 79927 4=V KT 7Y /r—3 3% ThousandEyes Web A hnH A 7 m— K950,
NRolr—Ifb SNz V)V —r 74—V KTV r—2a a7y a7y AV AT ARG
ALAR—=NTEET,

Device> enable

Device# Device# app-hosting install lkeyes https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k. tar

OR

Device# app-hosting install appid lkeyes package flash:/apps/[greenfield-app-tar]
Device# app-hosting start appid lkeyes

Device# end

ThousandEyes Enterprise Agent 0 £% iE {5

I, show app-hosting detail =~ > RO B ZR L £,
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Device# show app-hosting detail

App id : lkeyes

Owner : lox

State : RUNNING

Application
Type : docker
Name : thousandeyes/enterprise-agent
Version : 3.0
Description :
Path : flash:thousandeyes-enterprise-agent-3.0.cat9k.tar
URL Path :

Activated profile name : custom

Resource reservation

Memory : 0 MB

Disk : 1 MB

CPU : 1850 units
CPU-percent : 25 %

VCPU : 1

Attached devices

Type Name Alias

serial/shell iox console shell serial0
serial/aux iox console aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3

Network interfaces

ethO:
MAC address : 52:54:dd:c0:a2:ab
IPv4 address : 10.0.0.110
IPv6 address HE
Network name : mgmt-bridge-vl14
Docker

Run-time information

Command :
Entry-point : /sbin/my init
Run options in use : —e TEAGENT ACCOUNT TOKEN=TOKEN NOT SET --hostname=$ (SYSTEM NAME)

--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent, tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent -e TEAGENT PROXY TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT PROXY AUTH TYPE=
-e TEAGENT PROXY PASS= -e TEAGENT PROXY BYPASS LIST= -e
TEAGENT KDC_USER=
-e TEAGENT KDC PASS= -e TEAGENT KDC_REALM= -e TEAGENT KDC HOST=
-e TEAGENT_ KDC_ PORT=88
—-e TEAGENT KERBEROS WHITELIST= -e TEAGENT KERBEROS RDNS=1 -e
PROXY APT=
-e APT PROXY USER= -e APT PROXY PASS= -e APT PROXY LOCATION=
-e TEAGENT AUTO UPDATES=1
-e TEAGENT ACCOUNT_TOKEN=r3d29srpebr4j845lvnamwhswlori2xs
--hostname=cat9k-9300-usb --memory=1g
Package run options : —e TEAGENT ACCOUNT TOKEN=TOKEN NOT SET --hostname=$ (SYSTEM NAME)
--cap-add=NET_ADMIN
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--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent —e TEAGENT_PROXY TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT_PROXY AUTH_TYPE=

-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
TEAGENT_KDC_USER=

—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=

-e TEAGENT_KDC_ PORT=88 -e TEAGENT KERBEROS WHITELIST= -e
TEAGENT KERBEROS_RDNS=1
-e PROXY_ APT= -e APT_ PROXY USER= -e APT_ PROXY PASS= -e
APT_PROXY LOCATION=
-e TEAGENT_AUTO_UPDATES=1
Application health information
Status : 0
Last probe error
Last probe output

X @ show running-configuration =~ > KO AHIL, EHIP 7 RLUAOREEZ R L TWE
D

Device# show running-config | section app-hosting

app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk

vlan 14 guest-interface 0

guest-ipaddress 10.0.0.110 netmask 255.255.255.0
app-default-gateway 10.0.0.1 guest-interface 0
app-resource docker

prepend-pkg-opts

run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"

run-opts 2 "--hostname=cat9%k-9300-usb --memory=1g"
name-server(0 10.0.0.1
start

X show running-configuration =~ > RO HFNL, FHHIIP T RLADORE L 7'rFk o —
N—DIF#RERLTWET,

Device# show running-config | section app-hosting

app-hosting appid lkeyes
app-vnic AppGigabitEthernet trunk
vlan 14 guest-interface 0
guest-ipaddress 172.27.0.137 netmask 255.240.0.0
app-default-gateway 172.27.0.129 guest-interface 0
app-resource docker
run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"
run-opts 3 "-e TEAGENT PROXY TYPE=STATIC"
run-opts 4 "-e TEAGENT PROXY LOCATION='proxy-wsa.esl.cisco.com:80'"
prepend-pkg-opts
name-server(O 172.16.0.2
start

RIZ, Docker 7 v ¥ A LA T > a & ~—3 S {7 app-resource Docker /3 v 77— U & AT LT
SOl 2R L ET,
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// Example of "prepend-package-opts" merging
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"
run-opts 2 "-e TEST=1 "

# Specify runtime and startup
startup:

runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface—-name

": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--env MYVAR2=foo --cap-add=NET_ADMIN --

entrypoint'/bin/sleep 1000000' -e TEST=1"}}

// Example of no "prepend-package-opts" which is the current behavior since
16.12 where pkg.yml default runoptions are ignored.

app-hosting appid TEST

app-vnic management guest-interface 3

app-resource docker !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"

run-opts 2 "-e TEST=1 "

# Specify runtime and startup
startup:

runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",

"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface-name": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--entrypoint '/bin/sleep 1000000' -e

TEST=1"}}

// Config 1 : default behavior when "app-resource docker" is not

configured.

app-hosting appid TEST
app-vnic management guest-interface 3

// Config 2: no docker run-opts specified
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app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker
prepend-package-opts
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