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NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
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gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,
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gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
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)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& DF % 7~ L £ 7, GetRequest & GetResponse D ifj /7 73K R S AU E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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name: "interfaces"
}
elem {
name: "interface"
key {

val

key: "name"

value: "\"LoopbackllI\""

{

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\
"LoopbackllI\",\n\t\

B owmJoran

"openconfig-interfaces
"openconfig-interfaces

cconfig\":\t{\n\t\t\
ctype\":\t\"ianaift:

softwareLoopback\", \n\t\t\

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

:name\":\t\"LoopbackllI\",\n\t\t\
renabled\":\t\"true\"\n\t}, \n\t\
tstate\":\t{\n\t\t\
ctype\":\t\"ianaift:

softwareLoopback\", \n\t\t\

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

:name\":\t\"LoopbackllI\",\n\t\t\
renabled\":\t\"true\", \n\t\t\
tifindex\":\t52, \n\t\t\

radmin-status\":\t\"UP\",\n\t\t\
roper-status\":\t\"UP\",\n\t\t\
:last-change\":\t2018, \n\t\t\
scounters\":\t{\n\t\t\t\
tin-octets\":\t0, \n\t\t\t\
rin-unicast-pkts\":\t0, \n\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\
tin-discards\":\t0, \n\t\t\t\
tin-errors\":\t0, \n\t\t\t\
:in-unknown-protos\":\t0, \n\t\t\t\
rout-octets\":\t0, \n\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\
rout-discards\":\t0, \n\t\t\t\
rout-errors\":\t0, \n\t\t\t\
:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

:subinterfaces\":\t{\n\t\t\
rindex\":\t0, \n\t\t\
cconfig\":\t{\n\t\t\t\

rindex\":\t0, \n\t\t\t\
:name\":\t\"Loopbacklll\",\n\t\t\t\
renabled\":\t\"true\"\n\t\t}, \n\t\t\
sstate\":\t{\n\t\t\t\

rindex\":\t0, \n\t\t\t\
:name\":\t\"Loopbackl111.0\",\n\t\t\t\
:enabled\":\t\"true\",\n\t\t\t\
radmin-status\":\t\"UP\", \n\t\t\t\
roper-status\":\t\"UP\", \n\t\t\t\
:last-change\":\t2018, \n\t\t\t\
:counters\":\t{\n\t\t\t\t\
rin-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

gNMI GET Request [J|j

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D

WG NFRENET,
GetRequest
++++++++ Sending get request:
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF

ottt

++++++++ Received get response: ++++++++

notification {

timestamp: 1521699326012374332

update {
path {
elem {
name: "interfaces"
}

elem {
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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% 1: SetRequest @ JSON #&xE Dl

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 2:1)—2J{ETOD SetRequest D)
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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dem|IEFETH Y, xPath WD [ LFOMDIETY, elem | L gNMI NATHEATE £, 72

&I

elem 4 ZHHEL T LU A )V NI — FOMEIX, VANV RI— KRB, F =T =A A

ARL, ITRTOAS U H—T 2 AL L THREIND Z EEFICE®RLET,
TA ) Rh— RIZIEEERM L HRBO2 008 A4 703 HY ., EFbEbbPR—bENTWET,

Get 7S A1,

INRATA N K= ROTXTOZA T LfAGDEEZYR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

wIT,

INADREBRIIRT AN RA— ROBIZRLET, ZOUANLRI—RiE, 731 A

WZHDHTRTOA U H—T A AOHAZKEL ET,

path {
elem {

name:

}

elem {

name:

}

elem {

name:

}

elem {

name:

}
}

"interfaces"

"interface"

"config"

"description"

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name: "interfaces"
}
elem {
name: "interface"
key {

}

key: "name"
value: "*"

elem {

}

name: “config"

elem {

}
}

wIZ,

name: "description"

INADT AZY AT TA )N RKA—RERX24E LTHERATAHEZRLET, 2

DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
HzR L £,

path {

elem {

B owmJoran
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"

}

}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4

I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {

A== |



B owvisszoxse

ghmi 7o k3L |

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}
}
}

gNMI £% 7€ Dk fwit

gNMI #E DK GALEEREIZ X W . gNMI SetRequest RPC (2 & » TITHON =9 X TDOIEH 72 ik &
BEMR, T ZOHFEEIZ OREITRFFIND L OICRD 9, ZOMRENEANSIDHA]
X, eNMIBREXTNA ZADFATar 7 4 X alb—va VIREFESTWELE, £/, £
% writememory =~ > K % 721X SaveConfig NETCONF RPC DFATIZ L » TIRIFESNTHNEL
7o
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FITA 74 X2l —2a DT RTOEEL, gNMI LIS OMEIZ L > TERE ST —#
TH->TH, SetRequestRPCRFITEINDEAX— T v a7 4 F¥alb—alilsy—H
PERIESNET,

ZOWRRIZT 7 ANV P THEIITHY . BT HZ LITTEEEA,

gNMI 2 —H5E £ /R — FIC Kk BER5E

a—Fa g AR, 2—FL, BEXUOVSR T — L, £ gNMIRPC TA X F—4% & L TKR
PRt L ET, Wiz, 22—V HERRT— REFHT 5 7L gNMIFERERPC 2~ L £ 77,

metadata = [ ('username', 'admin'), ('password',6 'lab')]
cap_request = gnmi_ pb2.CapabilityRequest ()

# pass metadata to the gnmi pb2 grpc.gNMIStub object
secure_stub.Capabilities(cap request, metadata=metadata)

GNMIDIS— A yt—

TTRREET DL pNMUTHBNART T — XA vt —VERLETS, kOEZ v a Tl
eNMI =7 — X vt —T %N DAvR LET,

WIZ, NAPERRGEICRRENDLGT T — A v =02 R L £,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEREEE T —DPRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLGTT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBHIZT HH5E

gNMI 7' & | 2L Z N 5121E, IROFIEZFATLE T,

1. gNMIZ A4 7> &, BiER (CA) IZL > TEA SNTZT A A —#HOFERE % 1
E"Z]\/iﬁ—o
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B uinx <o openssL x A L= EERE DR

1. Linux T OpenSSL #fi ffl L CREFIEZ1ER L 7,

2. THAARAGERAFEZA A =L LET,

3. T/A ATgNMI Zi%E L £,

4. gNMI AN > THWTEITINTNDNE I et LET,

2. FIOFIETHRELIZZ T4 7> biEHEL L— FEHEZMEH L TgNMI Z A 7> b %
VL ET,

Linux T® OpenSSL Z{£ A L F=3EBAZ D 1ERL

AEAEL T A RARA V ME, X 2T gNMI = 2O BN BT,
WIZ, Linux ¥ 3> T OpenSSL Zf#i [l L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

CLIIZKZT/INA ANDEEHEDA VA F—JL

WOBNL, T AGEAEE A A M= T 5 5iEEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:

% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself.
# Send:

# Contents of rootCA.pem, followed by newline + 'quit' + newline:
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Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

oe°

oe°

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:
Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none

(
(
Device (ca-trustpoint)# end
Device#

FEtEXa7 E— FTOgNMI OEFE
A\

(G¥) Z DX AZ L, CiscolOS XE Amsterdam 17.3.1 LLIBED Y UV — 2 @ H I £9,

[Day Zero setup] C. HINZT A A& F 2T T— R THHIZLTHEL, T/3( A &)
L., %27 E—FREEDNCLET, A X7 E— R TaNxI Z{£1E9 5121, nognxi
server av 2 REMHLET,

GE) gNxl#FtFaT7I—_"EtF a7 —N[IT A X ETHRFICEITTEET,

GE)  gnxi 2~ FiE, gNMIB LW gRPC Ry N —Z#fES X —T =4 X (gNOI) ¥ —ERD
MFICEA S ET, gNxI Y —/bid, gNMIBE P gNOIl 7'e har a4 5%y hU—7
BEHY —L0alLy g T,
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FIRDEE

enable
configureterminal
gnxi

gnxi server

gnxi port port-number
end

show gnxi state

NOOAWN

F IR D EFH

ghmi 7o k3L |

ARV RFEERTIVa Y

=)

A5 71 |enable
fi

Device> enable

it EXEC =— RZHI L ET,
e NRATU—KREANLET (FEREINEHE)

R w 72 | configureterminal

1 -

Device# configure terminal

ra—r\Lar7 4 Xal—iay T— NG
L/i—a—o

ATy 73| gnxi
5 -

Device (config)# gnxi

gNxl 7’rtE A& E# L ET,

R w74 |gnxi server

1

Device (config)# gnxi server

gNxl — "2t X 2 7E— FTHEMILET,

AT w 75 | gnxi port port-number
1 -

(Optional) Device (config)# gnxi port 50000

Uy A3 2% gNl R— b ERELET,

« 77 5V h DI F 2T gNxI R— b X 50052
‘/Gﬁ‘o

AT v 76 |end
B

Device (config) # end

ra—r\ )L ar7 4 Xal—ay T— REKT
L. M EXEC E— RIZREY £,

R w77 |show gnxi state
1

Device# show gnxi state

eNXI f U H—T 2 f ADAT —H ANFRENE
7
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%27 =— koo oat [

X217 E— FTOgNMI OEIE
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GE)  Zod&AZ713. CiscoIOS XE Amsterdam 17.3.1 LAED VU U — 2T HAINE T

T X 27— KT gNxl 24519 221X, nognxi secure-server =2~ > R&2MH L £,

GE) gNxlIFEFaT7I—"etF a7 —NIT A X ETHRFIZFEITTEET,

GE)  gnxi 2~ NiE, gNMIB LW gRPC Ry N —Z#fEAS X —T =4 X (gNOI) ¥ —ERD
WFICHEA SN ET, gNxI Y —/Lik, gNMIBE WO gNOI 7' a havafilHd b %y hU—7
BEHY—LDalL g T,

FIEDHE
1. enable
2. configureterminal
3. ognxi
4. gnxi secure-server
5. gnxi secure-trustpoint trustpoint-name
6. gnxi secure-client-auth
7. gnxi secure-port
8. end
9. show gnxi state
F gD F¥H
ARV KRFERRETY a3 Y B
AT w1 |enable FifE EXEC E— REHZIZ L £,
i : e NAT—KREANLET (FERENTHE)
Device> enable
Z 5 2 | configureterminal Ta—\)ar7 4 Xal—3 gy T— N2
15“ : sz\jﬁo
Device# configure terminal
AT 73| gnxi eNxl 7rt A% iEdh L £,
1 -

Device (config) # gnxi
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ARV RFERETIVa Y

B8

ATvT4

gnxi secure-server

1

Device (config)# gnxi secure-server

gNxl =Rt F 27— FTACLET,

ATvTH

gnxi secure-trustpoint trustpoint-name

1

Device (config) # gnxi secure-trustpoint trustpointl

eNxI D3FBFEICAEH T2 R T A bR A v b LEEE
Ty FEBEELET,

ATvT6

gnxi secure-client-auth

1

Device (config) # gnxi secure-client-auth

(EE) gNxI7 k'A%, L— hEAELRE LT
74T v MNEHEEZEIELET,

ATy T17

gnxi secure-port

1 -

Device (config) # gnxi secure-port

(fEE) UV Ar95 gNxIAR— FE#HELET,
« T 7V hDOEF 2T gNxIA— ~H9339 T,

ATvT8

end

1

Device (config)# end

ra—N)ary7 4 Xal—ary T— REKT
L. ¥ EXEC E— FIZED £,

ATvT9

show gnxi state

1

Device# show gnxi state

eNxl —"DRAT— X 2% KR LET,

1

Iz, show gnxi state =~ > RO B Z R L £,

Device# show gnxi state

Status

Enabled

gNMIl & S5 4 7 > DR

PIRNCRRE LTey A4 7 > MM L — MEEIEZFEH L CTgNMI 7 74 7 > bR S

ijﬁo

KIZ, Python ZEH L TgNMI 7 54 7> N8 T 262~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys
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>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi_ pb2

>>> import gnmi_pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object

o 7o kanoses ]

>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,

private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnxi secure-port ####"'

>>> port = 9339
>>> host = <HOSTNAME FQDN>

)

>>> secure_channel = grpc.secure_channel ("$s:%d" % (host, port),

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k3 )LD EETE B

Bl : X217 E— FTOgNMI DEHIE

N

credentials)

GE)

Z OHIX Cisco I0S XE Amsterdam 17.3.1 ABRD Y V) — R A S E T,

WIT, gNXI =Rzt Xa7E— RCTHEMCT D02 R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi server

Device (config) # gnxi port 50000 <The default port is 50052.>
Device (config)# end

Device#
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ghmi 7o k3L |

Bl a7 €E— FTOgNMI DFEFIE

\}

GE) = Ol Cisco I0S XE Amsterdam 17.3.1 IO UV — 2@ H I N E T,

WIZ, gNxl h—_"ZtX 27— RCTHMNT L2042~ LET,

Device> enable

Device# configure terminal

Device (config) #
Device (config) #
Device (config) #
Device (config) #
Device (config) #
Device (confiqg) #
Device#

gnxi
gnxi
gnxi
gnxi
gnxi
end

server
secure-server

secure-trustpoint trustpointl
secure-client-auth

secure-port 50001 <The default port is 9339.>

gNMI 70 Fa)LDBEEE #

ESPEREYS

R=-aT7ILAZA R

DevNet

https://developer.cisco.com/site/ios-xe/

gNMI

https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /XA =
va—y 4
7\

https://github.com/openconfig/reference/blob/master/rpc/gnmi/
gnmi-path-conventions.md

BRES ZURFC

Z4E/RFC

24 kL

RFC 7951

YANG TETMEENTZT—XDJSON = a—F 4 7

. gNMI o0 k2L
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AADYR— kWebH A FTix, v AaDHEEGET 2 v v — | httpr//www.cisco.com/support
BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

gNMI '8 + O )L DH#EEEIEHR

WORIZ, TOFEY 22—V T LI-MEEICET 2V UV —2FHRERLET, Z0RIT, V7
F7=27 VDU —RX ML A U TEEEOYR— NP EAINTZLEEOY T by =T U Y —X72
FERLTWET, ZOMEEIT, BTk BNR2WRY . ZALUEO—#HOY 7 k=7 U Y —
ATHYHR—FINET,

Ty R T7 A —LADOYR—FBLRN A YT T 2T A A=V OV R— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator {8} L £, Cisco Feature Navigator [Z7 7 Z A J 5 |Z
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDLYD FHA,

A== |


http://www.cisco.com/support
http://www.cisco.com/go/cfn

B ovwvisoranomess

% 3:gNMI 70 k2 )L DHERETEER

ghmi 7o k3L |

HaE

iy

yy—2

HEEE®

gNMI 7’1 | =21

Cisco I0S XE Fuji 16.8.1a

Z ORETIX, gNMI OfRE & GET &
JOVSET RPC Z ] L 7= &7 /VERE)RY
DOFRTE EEHT — X OBUFIZ OV TR
HLET,
ZOBEREIZ, ROT T v 7 F—AIC
EHEINTWE L,

» Cisco Catalyst 9300 ' U — X A A

a:
« Cisco Catalyst 9400 > U — X XA
a:.
« Cisco Catalyst 9500 'V — X A A v
%
Cisco I0S XE Gibraltar « Cisco Catalyst 9600 > U — X A A v
16.11.1 +
Cisco 10S XE Gibraltar » Cisco Catalyst 9200 ' U — X A A v
16.12.1 F
* Cisco Catalyst IE3200 =it /APE S
J—x
+ Cisco Catalyst IE3300 =it AME S
J—x
« Cisco Catalyst IE3400 1= it A >
J—x
* Cisco = X7 v R H—1E2Z 3300
P AP
Cisco I0S XE Amsterdam * CiscoASR900 > ) —RX 7 7Y & —
17.1.1

gy P—ER )L—H

* CiscoASR920 ¥ U —X 7 7' ' —
vay h—ER —H

* Cisco Network Convergence System
520 U —X

* Cisco Network Convergence System
4200 > U —X
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gNMI 70 k3 /L DHEEETE R .

L )1)—2 LA
Cisco I0S XE Amsterdam e Cisco ASR 1000 >y —X 72V
17.2.1r F—varh—rRA —H
Cisco 10S XE Gibraltar K HT2ER O R — - 2% gNMI RPC 23k
16.10.1 [ZEME L, TA N RI— ROHPR—
k7% gNMI GetRequests [ZiBM S i1 E L
Too ZIUHOBEREIX. gNMIZ YR — b
THTRTOIOSXET 7 v b7+ —A
THE— b ENET
gNMI = —+4, & »<2 7 — | Cisco I0S XE Gibraltar L—H L R A T — N X BRIER
NIz & 583 16.12.1 eNMUITIEMENE Lz, ZOHHF—h
1%, gNMI ZHR— 353X TDIOS
XEZ T v b7 —LTHEATEET,
gNMI 7% & D K f5edk Cisco IOS XE Amsterdam | gNMI SetRequest RPC% 1" L CHTdoii=
17.3.1

TRTOEFRBELLIL, T7/3A A

OFEE% LRI ET,
« Cisco 1000 >V — X #—E 2 H4
R — %

« Cisco 4000 >V — X #—bE 2 H4
Rl — &

* Cisco Catalyst 9200 > U — X A A v
.a:.

» Cisco Catalyst 9300 > U — X A A v
%

» Cisco Catalyst 9400 > U — X A A v
3"

» Cisco Catalyst 9500 > J — & A A v
%

» Cisco Catalyst 9600 > U — X A A
9:

* Cisco Cloud Services Router 1000V
J—x
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HERER )1)—2 FERETEER
gNOI FER DS B Cisco 10S XE Amsterdam | gNOIZEFHE D& HLY— " 2%, RPC %
17.3.1 RELLT, A2 h—b, B—F—T 3
V. REFEORE, EREOKRD., B
FOGEREBA ERO AR EITVET,
* Cisco Catalyst 9200 > U — X A A v
?;
» Cisco Catalyst 9300 >V — & XA v
a:.
» Cisco Catalyst 9400 >V — X XA v
?:.
» Cisco Catalyst 9500 3 U — X A A v
%
» Cisco Catalyst 9600 3 U — X A A v
%
SEHEY—E R I2E D Cisco I0S XE Amsterdam | gNOI FGiFH#E% A > & h—/L L72%%,
17.3.1

gNOIl 7— RF A LT v

T— AT T EFERALTE =5y
NTFANA 2B REE T ITEBIELET,
gNMI 7' — h A k7 v 7%,
gnxi-secure-int =< > R THZ,
secure-allow-self-signed-trustpoint = <
v RTHEMZRY 7,

» Cisco Catalyst 9200 > U — X A A v
%

» Cisco Catalyst 9300 & U — X A A v
%

» Cisco Catalyst 9400 > U — X A A v
9:

» Cisco Catalyst 9500 ' U — X A A
?

« Cisco Catalyst 9600 > J — X XA v
ﬁ;
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