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RIFRAMIILDY I b T7EHR
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DYV —=ATHR—=FINTVET,

* CentOS 8 L Cisco I0S XE Amsterdam 17.3.1 AR
DY Y —ATHR—FEINTHET,

GE¥)  CentOS % Python3.6 DA% HAR— kL
ESC AN
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AR—FSNTHET,
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Amsterdam 17.2.1 "Cl&, Python V2737 7 +/L kT,
7-72 L. CiscolOS XE Amsterdam 17.3.1 LAED U 1) —
A TIX, Python V3 37 7 % /L h T9,
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Cisco IOS XE Amsterdam 17.3.1 LAFED U U —
A CPython/N— 2 3 28R — KL TW
£

Python 74 77V

HANCA VA V=L ENTHAZ LD

* Cisco #lLIAA XV b =3 —T %
* Cisco IOS XE CLI

PR — K D rootfs

SSH, Yum ®A > A h—/ L X Python PIP DA
VA R—JL

GNUC a2 /3A

AK— hgesh

RPM O A A h—/b

YH— R Y

%7 Fy

x86 B L N ARM
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VAaE, FAR V2 VNO—TFEREIT ) r—va UKo TEHERA R VAT ANREE
INDHZERBWEY, EX 2V T4 2EBELTCWEST, FA S v bid, RA M I—%L
MO BRI, HEEED T LCEMEL £,

FZrz)ON—RKYHYz7EHR

ZOETIE, AIEAEVHERERES, YR— RO Ty b7 =BT H5N— Ry =T

BB DM a Rt L Ed,

R2:FALVIILD) Y —REH

TS5y b TH—L

BINAEY

Cisco 1000 >V — X H— ¥ AHEARL— & 4GB
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TS5y b TA—L FBINATE)
Cisco ISR 4000 > U — X #— b 2#A4%)L— |8 GB DRAM (Cisco I0S XE Fuji 16.8.1 LR
vl JIJ—2z,)
4 GB DRAM (Cisco I0S XE Fuji 16.8.1 LAFE D
VU—2=,)

MOTXTOT Ty b7+ —hF, TAM =2V E T R— T 25DI+507) Y —A%{Hz 7
IREETHIfT SN ET

GE)

AR —EARAL VA RN— L ENTWET I r—ra b P A Nz var 7T aRIFICE
HT+asZ i TcxEHA,

FARVZILDR FL—DEH

Cisco Catalyst 9300 > U — X A A »» F 33 L U Cisco Catalyst 9500 'V — X A A v FTlL, 7 A
Ry = VEIEFEIZA VA R—F 5HIZ1E 1100 MB O/N— RT ¢ A7 28X R ENNLETT,

Cisco4000 >V — X H—EZAFEAMNL—Z TlL, FA M= /UE, Xy NV—FI A F—T =
ARAEYa2—/L (NIM) ®SSD ('N—FRT 4 R7) BbHdHGEE. TIIWCA A M—LEE
To N—RT 4 R7 RIATPERRRSGE, TAN Yz VDA VA NI T— T Ty
Vo ZBIRT S Z LIXTE EH AL, Cisco4000 > — X —EZHAERL—Z TlX, A b
T VEEFEIZA A M= TDIZE 1100 MB D/N— K5 ¢ A7 (NIM-SSD) 22X =00
T,

Cisco 4000 >~V — X P —E A AN —F B L Cisco ASR 1000 > ) —X 77 ) F— g v
P—bERN—F (S aDON—RT A AT NREONL—ZZBMENTWDLEE) T, 7
AN NEN=RT L ATIZA VA=V LTEBY, ZON—FT 4 A7 P)—F A S
NTWBEEBICORY V) — 2D A REHEFEITTEXET,

GE)

T—h 7593 22N LTA VANV LEFA N 2 LTI, TV A — a3y RAT 4V
UREAY REMA LY Y —20Y A REFZTE A,

FARN 2V DA LA N—LHIINN—RF 4 RIVEFEBENRE LTSS, 27— A vE—UN
FRENET,

®IZ, CiscoISR4000 > ) — X —ERHETINL—F TOTT— R v =200 %R/ LET

% Error:guestshell setup.sh returned error:255, message:
Not enough storage for installing guestshell. Need 1100 MB free space.

T— b 7T aFzREF N R T4 AT DZEEEBIT., YA Y VNBNT —H RN
HBIEDIHEHEINDZ ENBY F9, Ciscod000 > ) — X —ERFEABNL—F TlE, ¥ A B
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RILFTRAFVILWELUVHFR Dz lite MERATES)Y—R
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CPU =y M A
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guestshell enable =~ > K&, YA K V= VB A VA =L LET, ZOa~vy NiE, Bk
SNTWAEF AN = VERT V7T 4 7T 5BICbGEHA S ET,

FAN V2 APREIEENTZRETU AT A2V n— K458, 2 b V= VidEMEEN
7FEFITRD FET,

G¥)

guestshell enable =~ > R& T 2 R1IZ, 10x R E L TEBL LERH Y £7,

guestshellrunbash =~ NiZ, A v =/LDbash 77 haf&Ed, Zoavr Kz
ESEDITIE, T AN Y URERANCAEMES TN D 2 EBKETT,

G

MDAy E—=VHaL Y= UIFRENDHA, I0OxBHHES T EE A, showiox-service
A~y ROWMPET =7 LT, 10x OREEHRR L TS0,

The process for the command is not responding or is otherwise unavailable

FA NV 2 VERAINCT D HEOFEMIC OV TIL,  [Configuring the AppGigabitEthernet Interface
for Guest Shell| 3 " [Enabling Guest Shell on the Management Interface| D& 7+ 3 % 5
LTLIZENY,
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guestshelldisable =~ o R+ 252 LT, FA =& T LTHENMETEET, 77X
b 2 ARESESNIOREETY AT A% Y r— T 5L, FR N v ik shiE
FIZRY £,

guestshell destroy =~ > RiZ, 77 v+ 2D 7 7 AV AT ADD rootfs ZHIFRL £, 3

TOT77 AN, T—=H4, A A=V ENTWDLinx 77V r—var, BEOHAZ LD
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TFARNTZNVDA A R—)VHIZ, SSHT 7 BANF— X—ZADFFETE Y N7 v 7FENE
T, ARz )b~DT 7 AE, CiscolOS Db W WFriE (15) ZFF o2 —WIZHIR S v
F9, ZO2—HL, sudo DEITH TH 5 guestshell Linux =— & LT Linux 2 7T F~DT
IR AEFFAEI, TRTONL— MMEEZEITTEET, YAz b ETSNDHavy
RiZ, —¥2 Cisco IOS HiRIcm 7' A v Lzt & LRI UAECEITENE T,

FAN )y e FTIE, BN Linux 2~ 2 REFETTEET,

EER—FZNLTOFRARN DT ILADT IR

Y
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I TEEHA,

G¥)
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BHAR— IR W7 Ty N7 4+ — LD, VirtualPortGroup % Cisco [0S S ENDZ A ¥ =
JVCBEAHT 5 Z L3 CTEEF, FEMiZ oW TiE,  [VirtualPortGroup DF%XEHR]] DIAZ R
LTL7EENY,

Cisco Catalyst 9200 U — X ZA »F_ Cisco Catalyst 9300 > U — X A1 v Cisco Catalyst
9400 > — X A A v F . Cisco Catalyst 9500 35 L TN 9500 A NRNT p—v 2 A Y =X A A v
F. 725 NT Cisco Catalyst 9600 V) — R XA v F (L, FA N = VT 78 ATBHDIT
AppGigabitEthernet IR — B L WEHA 4 —7 = A A (mgmt-if) Z AR —FLET,

G¥)

Cisco Catalyst 9200L SKU |Z7 A k¥ = /b Z %R — F L TWEHA,
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VMIZT U T AT HE 722G L, VMOEITHIZUSBA VX —T = A AT X v TFIHTWH
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CiscoIOx 1%, WEF LT TV r—a vz v ir—VbL, ZNHEX—7 > hT3( A L
WICHRA NTHBREDIEELY BT 2 OV — R 2T LI12L, 77V r—v3
YDTATYA I NEBL T AR ERBIZLUET, I0xDOT A 7 A 7 VEH I, T
Vor—aryBIOT—Z O/, B, SAT 7, Bth, Fik (B | BLOE=¥
NEENET, I0x P —ER I T 7V r—2a OB IOEHEY —LEEENTEY,
2—PRT IV — g BB LTIOx 7 L—AU— 7 [ ZREBAT 5 DICHILL £,
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« X v b U — 27 OREGMEDBEL,

¢ TNRARALIZHARANINTWAT I r—2aDIFA4 7V A7 )vE ) E— NTEHT A
CiscolOx 7V r—vary 7ulo3 7 40 42—7x4 A (APD)

c —TfbENTET TV =2 a DT A7 YA 7 IVERL
« 7T K _—Z2DB%,

I0xD FL—XEOFUTOBE

0x D hb—REuX o FTOBREEEMNTLE, RANTASAAATTAN T r—a v

AERNCETCEET, TRCEY, KR F~OF—20nXr 7L bL—2 & LE— 5
DIZESIHET, FL—Z2F—Z|ZII0x L —Z2a ZIRESN, B X I TF—Z IR A T
/XA AP Cisco 10S syslog ([ZLRAF S AVE T,

Mo—RF—=HERAN TNRALRALEOFEYRA ML=V TRALRAZVAAS VT FTHE, 7
ARTFVIr—arOF Ny TITESEBE T,

IOXMAN #Z 151K

FANT TV r—var, VAT ALXC, £ KVM A VA X 2 2322 E O syslog
BLORT 77 A NVEEH L TRESNET, ZNHDT7 7 A VERRARER T 7 A VAT
LNICHRFES, BA R TARL ADGEFT 7 A TEEH A, Cisco I0S syslog ~DF— & D
DXL T ERAMNEDIOX FL—AB T ~DT—ZD R —A% P R— 1T 5720, ROKIZ
RTEIC, RANMIT—HEZEUETHDD 25O U TILT 34 A ([devittyS2 &
ldevittyS3) N7 A NT U r—a VCREIIVTWET,

. TR I)L



I TR
nxysE bL—20v274 70— ||

[ 1: I0XMAN #&5& 1k

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y Idev/ttyS2 v /devittyS3  y fdevittyS2

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

|OXMAN

Logging data Tracing data
r Y

errmsg |OX Tracelog

AEGETE

IOXMAN/L, FL—AA U TITRANIT I F XY EMLLTRF L I —EAET L —AY—
A (VU TATNA 2% T 2 b— b5 Libvit Z#Fr<) 28357 a2 2T4, IOXMAN
I, FANT IV r—varDT7A4 7YV A 7 VZESHNT, PL—A Yt —E 2243077138
ML, vmX > 75— % CiscolOS syslog (ZEfF L, hL—AFT—H%10x hL—RAB/|Z
BIEL, BT ARNT AU r—2a0D10x FL—2a 72 LE4,

AX> & FL—RADIURTFL 78—
ZIZTE.IoOxouX ol FL— AT OWTEBA L E9,

IXChnxoy
1. ZAROSH, YAIT 7 U r— a9 TldevittyS2 #H%h L £,
2. FARNTTVr—va i, devittyS2 (127 — % #EX AR ET,
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B o= ser—zovz7070-

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 # = = L— h L ¥,

IOXMAN 728, =3 2L — hEN7/=T U T T34 Z [devipts/x % XML 7 7 A /L) 5 B
LET,

IOXMAN 28, i A[RE/RT — & % [deviptdx 225 Y v AL LTt . A vt—Y0HE
KEZBZRELT, Ave—T% 7 4 VFMBL, T L CHFa—IZHBMHLET,

errmsg ZfEH L CHA A RO [devllog 7 /31 A2 A v E—TEEETDHX A ~—NHIG S
£9

7 — % /3 Cisco 108 syslog (277 SV E T,

KWMpox>4y

1.

o 0 &~ »w

FAROSW, FYARNT 7 U r—3 3 TldevittyS2 =GNz LET,

AR T TV =g R, devittyS2 (27— X & EX AR ET,

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 %= = L — h L £,
IOXMAN 73, =3 =L — h&E72 TCP /XA % XML 7 7 A A LEEG L £,
IOXMAN 73, UNIX Y7 > F&B&, UE—FY 7y MTERLET,

IOXMAN /3, EAFRERT — X &2 Y ry B HARD, AvbE—VOBERELZHRTL
T, Ave—U BT 4 VHMBL, T LT, Fa2—ITEMHLET,

errmsg ZfEH L CAR A Fd [devllog 7 /31 AZA v E—VEFET LA ~—NHBI
£,

7 — 4 73 Cisco 108 syslog (ZfR-(F S E T,

LXC®D ~L—R

1.

2.

3.

FARNOSH, FARNT 7V r— 3T ldevittyS3 # B0 LET,
A vt —T% [devittyS3 122 B —9 % L 92 sydogd # 7% E L £7,
FARNT TV r—ya i, devittyS3 127 —Z & EX AL E T,
Libvirt 23, 7R A + T /deviptsly ~® /dev/ttyS3 # =3 = L — h L £,

IOXMAN 28, =3 2L — hEN/F=T U TV T34 Z [deviptsly %2 XML 7 7 A /L 5 B
LT,

IOXMAN 78, i AJREZR T — # % [deviptsly 725 ) v A L Catr ) . 7 ¢ L &2 JLpt
L. fBIrLC, Avt—U%10x hb—2Aa JIZRELET,

[0x b L—20 7N OEEIEL. IOXMANZS b L—2 1 2 7 7 A /L% [bootflash/tracelogs
e —r—v g LET,
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KVM O k L—Z

1. ZAROSH, “ARNT 7V r—3 3 TldevittyS3 Z#H%NZ L £,

2. Avt—U% [devittyS3IZa ' —4 2% X 91T syslog Za%E LET,

3. FANTTUr—vari, devttyS3 27 — % & EX AL ET,

4. Libvirt 23, 7R A K TTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5. IOXMAN 3, T3 2L — hE/Z TCP /82 % XML 7 7 A A LG L £7,

6. IOXMAN 73, UNIX Y7 v bZBi&, VUE—FY 7y MIERLET,

7. IOXMAN, fEARERT —2 &Y 7y R bRy, A vt — YV OERE L~V EF
ELT, AvE—V& 74 VZLHL, ETLT, 10x FL—A ZITHKMHLET,

8. I0x kL —Au ZFNlHOLEIE, IOXMAN S hL—2A 12 7 7 A )L % [bootflash/tr acelogs
Wr—7—varLET,

AytE—oOAFUTEML—R

Z ZTlX, CiscolOS syslog ~D A vE—yDuXx 7L ML —RZOWTHHLET,

Cisco 10S Syslog TO A wvE—DOX Y

FANT TV r—varpbzELizEounX 72 ye—TThH, IOXMAN (I A vE—Y
DHEKE%RT 7 4 /v bk TNOTICE IZF%E L TA>5 Cisco 10S syslog (21%6(F L £9°, 10Sd TxA5F
SNTEAyE=DFar Y —EREN, RDA v =TT syslog ICRFSNE T,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 2 7212, IOXMAN (IR X2 7 A v —VOEKE L)L &P R—
FLCWET, EREOOLZBX 7 AyE—VERETHIZIE. FANT TV r—2 3T
A=V ORI~y X — 2 BINT 5 0ERH Y £7,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

Wz, Ave—va 7oz RrLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2
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B rot—cvonxser—=x

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTnrII07uHALTOWDAEAIE. write) AL TrX v 7T —% &R A Mk
BFLET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) )
close (£d) ;

anar =L EERAL TWAEEIL, echoz L TeX o /5 —F2 &R A MIEE
LET,

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbIox hb—2a 2 b —2A X v =% WET 5121, ROF
E% =47 L ¥,

1

CTnrI7I 75 BHLTHWDAEAIE wite) 2L TCRL—ARX vE—T%2KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L TRL—A X =% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

vanarY—nLEERLTOWDHEEIE, echoz i LT HL—AF =% &R MIEE
LET,
echo “tracelog test” > /dev/ttyS3

or
logger “tracelog test”
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JA D ILZBMICT BFHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L O Libvirtd —EZANRFEIT L TWALENRDH D 97,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AU RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINEELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x y—EAZHFHELET,
{5
Device (config)# iox
ATy 74| exit Jua—sLar 74 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—
B - EADY A MEFRRLET,
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ARV RFERFTIVaY =)

Device# show app-hosting list

151
Iz, showiox-service 2~ RO Z R LE T,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

I0x service (HA) : Running

I0x service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

w1z, show app-hosting list =~ > RO 1fHIZRLET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DOEHE

FIRDEE

\}

G¥)

VirtualPortGroups |1Z/V—7 4 7 7T v b 7 4 — AL TOHYR— FINTWET,

48 HHEIIZ

FAN Y= VDT 72 ARERET D213, 10x RSN TETLTODILERH Y 7,
10X DMERL ST TVZRWIE A, [0x DK ZRD 2 A v =V RFR S E T, 10x ZHIER
TLHE, FAMN Tz MCHT 7 EATERLS RV ET, 7272 L rootfs [THEL 2T EH A,
TAP =2 VERAMI L TRET 801, 77V r—va v ERIERA 2 —T7 =2 2%
RETHULERDY FT, ARz VDA U F—T =4 AZAT D HFIEOFEHIZ DN T
L. TConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 X T' [Enabling Guest Shell
on the Management Interface| M7 v 2 > &S L T 7ZE0,

1. enable

. TR I)L
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A i |

2. guestshell enable
3. guestshell run linux-executable
4. guestshell run bash
5. qguestshell disable
6. guestshell destroy
FED FH 4
OV RFEREFET7TIVa Y B
RT w71 |enable FEHE EXEC E— FZHMC L ET,
{1 e NMATU—REANLET (FEREINTEHS) .
Device> enable
R T 72| guestshell enable FA N vzl = ADH ML,
Bl GE) - guestshell enable ==~ Fi%, %X v b
Device# guestshell enable U —% > 7|24 B Virtual Routing and
Forwarding (VRF) A o A& X %Af
ALET,
e Ty N RN FRy T —FTIT
VirtualPortGroups (VPG) ZfEH LT
WABGEIX, £7 VPG KT 5 2
ERHY ET,
e FARNIPT RLALF =R =AIP
7T RUVAZRI LY 7Ry MNIZH D
ERHY ET,
R T 7 3| guestshell run linux-executable F A =T Linuk 7177 L EETFLET,
Bl () Cisco IOS XE Amsterdam 17.3.1 A U
Device# guestshell run python U — AT, Python/§~ya V3IDIHEDY
F2X A—FrENFET,
Device# guestshell run python3
AT 7 4 |guestshell run bash Bash > = /V&ZBAL T, F A b = MIT 7 & A
15“ : L/i‘g‘o
Device# guestshell run bash
R T 75| guestshell disable FAN b =R ET,
fi
Device# guestshell disable
R T v 7 6| guestshell destroy FAN vz = REHRT 7T 47 LT, T

1 -

YA A M= LET,
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B 7 ovr—avhzsrovsmRALESZ F L L OEE

ARV RFERFTIVaY =)

Device# guestshell destroy

T7IVr—2a3 0 RRAT4 VI F#FERLETS AN IILOEE

)

G¥)

COHEE, VAAN—T 4T T Ty N7 — LA SN E T, VirtualPortGroups I, Cisco
Catalyst A1 v F 7 7T v N7 3 —ATEHPFR— SR THWEREA,

AR T2 VDT 7 ARKEREET 5121, 10X RSN TEITL TWALERH Y 1,
10X DMERR S LTV WEEEIT, 10X DR E RO D A v —UNRRINET, 10x & HIER
TBHE FAN VNI HET 7 BATERLRYET, 72721 rootfs ITHEEZZITEH A,

GE)

ZOFE (T r—var RAT 4T EFEH LIS A M= VOERL) M LT, Cisco
10S XE Fuji 16.7.1 LIBED U U —ADF A h ¥ = )V EFHHZ L E T, Cisco I0S XE Everest 16.6.x
DIRICIE, A N vz VoOEE (14 X—) OFEZFEHALET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if

( interface VirtualPortGroupO
Device (config-if

(

(

ip address 192.168.35.1 255.255.255.0
ip nat inside
exit

) #
) #
Device (config-if) #
Device (config-if) #
Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL

Device (config) # permit 192.168.0.0 0.0.255.255

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

. TR I)L
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7 X k< )LD AppGigabitEthernet f 2 —J 4 A D

N

#R kT z)LO) AppGigabitEthernet f > % — 7 = 4 ADERTE .

R2:7FV5—23 0 RATFA VD #FERLESA L VT ILOEE

interface GigabitEthernet1
ip address dhcp
ip nat outside

interface VirtualPortGroup0 ipaddress
192.168.35.1 255.255.255.0
ip nat inside

"
10S XE Guest Shell Container

™ W eth0
Internet 37 G1 VPG J 192.168.35.2

192.168.35.1

CSR 1000v
. o

Device(config)# app-hosting appid guestshell
Device(config-app-hosting)# app-vnic gateway1
virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0

gateway 192.168.35.1 name-server 8.8.8.8 default
Device(config-app-hosting)# app-resource profile
custom cpu 1500 memory 512
Device(config-app-hosting)# end

366862

AE 7SRV D F > BT —2% 2 7 Cld, GigabitEthernet f > % — 7 = A A & VirtualPortGroup 1 >
B —T x4 X% EOMIIRT LIICRET DHENRH Y £3, 7 A b = /LT Virtualportgroup
BEREILA A —T oA AL LTHEAL, NAT Z@ U TN R > b — 2 128k L £,

W NAT OFEICIZ, ROa<wy FEERLEST, ik, AR vz f X —
S MIBEL, 28203, Linx Y 7 N =T EH 0 /I 028525912720 97,

ip nat inside source list

ip access-list standard

permit

o] guestshell run =~ > Rid Python EITH[EEY 7 A VA FEITLET, E72. guestshell
run =~ RZ2fEH LT Linux FITAIREY 7 A VE2FE(TTH2 L b TEET, 2L IR
guestshell run bash ==~ > Nid bash = /L Z @) L, guestshell disable =~ NIZ7 A hv =
Nevyy T LTEMICLET, BTV AT L2 a—RKLTH, 72 ¥ =W T8
DEFIZRYET,

'ﬂll 1

GE)

WDH AT X, AppGigabitEthernet > % — 7 = A A % FFD Catalyst A A v T D Fji F S E
o MO FTRTOD Catalyst A4 > Fik, FER— F2MHEHLET,
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FRETIL I

FIEDHE
1. enable
2. configureterminal
3. interface AppGigabitEther net interface-number
4. switchport modetrunk
5. exit
6. app-hosting appid name
7 app-vnic AppGigabitEthernet trunk
8. vlan vian-1D guest-inter face guest-interface-number
9. guest-ipaddress ip-address netmask netmask
10. exit
1.  exit
12. app-default-gateway ip-address guest-inter face network-interface
13. nameserver#ip-address
14. end
15. guestshell enable
F gD ¥
ARV FFEREETIVa Yy EL:Y
RATw 71 |enable FibE EXEC E— RZAMIC L E T,
- « SATU—REASLET (ERINEHE) .
Device> enable
25w F2 |configureterminal ru—sL ary7 4 ¥ab—var E— Nafillh
1 - LET
Device# configure terminal
AFw 73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A A&REL., A
i - V=T x2 A A AT 4 Xalb—Tar T—FNE
Device (config)# interface AppGigabitEthernet Bﬁﬁé\ Liﬁ_o
1/0/1
25w 74 |switchport modetrunk AU B—T = f REKEEHIE b T ¥ T E— RIT
Bl - RELT, RAN—VIDRF 7Y 7 ~DE
Device (config-if)# switchport mode trunk @%ijih— I\ Li'ﬂ‘o
ATy S5 |exit Ao H =Tz A AT 4Fal—ar T—F
- ERETL, Za— s ar 7 Xal—vaE—
Device (config-if) # exit FIZRY 7%
A7 v 76 |app-hosting appid name TV r—varEREL, TV r—var R

1 :

Device (config)# app-hosting appid guestshell

AF 4T a7 4 Xalb— gy EB— Rl
L\iTO
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

ARV FFEREETIVa Yy

E:)

AT w71 |app-vnic AppGigabitEthernet trunk NIV IR= T TN r—vay RAT 47
Bl - DHIESFAR—FELTHEL, 77V r—va
. . . . VARAT AT NT U ary T 4 ¥ alb—a
Device (config-app-hosting) # app-vnic .
AppGigabitEthernet trunk 4}*‘]¢%Eﬁﬁﬁél/§E7fo
X Fw 78 |vlanvian-ID guest-interface guest-interface-number | VILAN &2 hA v X —T = A ZEFHE L. 77V
Bl - r—al RAT 4T VLANT 7 EAIP 22
>y — N — R Ly
Device (config-config-app-hosting-trunk)# vlan A Fal—varE R %Fﬂﬁﬁm Li‘ﬂ—o
4094 guest-interface 0
AT w79 |guest-ipaddressip-address netmask netmask (7 ay) HHIPEZ T LET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV r—ay RAT 47 VLAN 7 7 &£ A IP
B - a7 4 X2l —varyE—REKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # /7»—:/ 3 7\]??17*\/1’ Z7 ]\ T a7 A Fa
exit ]/FC/H:/;E“—FW—E%DE‘#(;
ATy 1N |exit TIVr—=vary RAT VT NIy arT g
Bl - Fal—varyE—FzkTL, 77U 75—va
Device (config-config-app-hosting-trunk)# exit Z RAT A7 AT 4 Fal—var TR
RV ET,
Z 5w 712 |app-default-gateway ip-address guest-interface FIEN NOEES— YA BRELET,
networ k-interface
i
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver#ip-address RAA U F—=LT AT 5 (DNS) H—"ZRELF
i 7o
Device (config-app-hosting) # name-server(
172.16.0.1
A7y 14 |end TV r—vary RAT 47 ar7 4 ¥al—
i - Yary EF— AT L, FrbE EXEC E— FIZRY
Device (config-app-hosting) # end EE?fO
AT 715 |guestshell enable AN vab = ZADOFH,
1 -

Device# guestshell enable
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B == 5oz zxcorzrooamt

BEAUA—DJIAATOTR M T IILOEDIE
Y

G¥) DX AZIL, CiscoCatalyst 9200 > U — R A A v F Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — & ZA »»F Cisco Catalyst 9500 > J — X A A T Cisco Catalyst
9600 > Y — A AA v FICHH TE £

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshell enable
F gD FEH
ARV KRFERETI a3 Y B#J
AT w71 |enable it EXEC E— RE AL T,
i e NMAT—REANLET (ERINWEHE) .
Device> enable
Z T = 2 | configure terminal ra—r )L ar 74 ¥al—vay B— N2l
15“ : Li‘g‘o
Device# configure terminal
R T 73 | app-hosting appid name TV r—vavEBREL, TV r—va kA
i T4 arZ4Xalb—ary ET— RERML
£7.

Device (config) # app-hosting appid guestshell

R F v 7 4 | app-vnic management guest-interfaceinterface-number | (A8 % v h T —27 f L X —T =4 ABLOHF X R
%l - AVHE—T 2 ADERF - N =2 AZHTEL, T
TV = a i RAT AT = U2 2T 4

Device (config-app-hosting) # app-vnic management

guest-interface 0 Xalb— g E— a2k LET,
ATy 75| end TIV =Y a v RAT 4 VI ERS— 2 A 2
i - Y7 4Falb—varB— REKT L, Rt EXEC

E—FIZEY £,

Device (config-app-hosting-mgmt-gateway) # end

AT 7 6 | show app-hosting list AVAR—LEINTWATFU r—3 a3 > OBIED
1 : AT —H A FRLET,
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Python 4 > 5 —F U 20752 [

ARV RFEREET7TOVa Y Be
Device# show app-hosting list G¥) 2 Rz E, A 2R F— L XT3
BECOH, TTVr—vardU A MM
FRINET,
AT 77| guestshell enable AR vz —EZDOHM,
f
Device# guestshell enable

Python 1 2 —TJ ) 2DT7 I X

\}

Python 131 > % 5 7 5 ¢ ZICHEATEX £F2, Python 22 U 7 F % # A k & = L THEIFT 5
Z &b TEFET, guestshell runpython =~ > RZEH L TH Ak &= /L"CPython A &% —
U X % #E) L, Python sk Z Bl & £,

GE)

Cisco IOS XE Amsterdam 17.3.1 X W gi® VU U — & TliL, Python V237 7 4/ kT3, CiscolOS
XE Amsterdam 17.1.1 33 & T Cisco 10S XE Amsterdam 17.2.1 Ti&, Python V3 23R — kI T
VWEJ, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — AT, Python V3 37 7 4/ h TT,

Cisco |IOSXE Amsterdam 17.3.1 K YREID ) 1) —X

guestshell run =< > Fi&, Linux FATH[EEY 7 A /LD FEATIZAHY 9% Cisco I0S TH Y | Cisco
10S 725 D Python A 7 U 7 N D FLTRFICAEX S A ZFEE L9, ROBIL, =~ KOs S
AERET HHEEZTRLTOET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

RIZ. Cisco Catalyst 3650 > Y — X A A v F F 721 Cisco Catalyst 3850 + U — R A A v F T
Python Z AT 5614~ LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROBFNL, CiscoISR4000 2V — X H—E A EHL— % T Python Z G2 T D iEx R LT
WET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
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>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAED 1) 1) — R

ROFNL, Cisco Catalyst 9000 >V — A Z A » F £ T Python Z AN L 5EA R L THNE
7

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

e IMOEFX]
Bl : X~ TIIDER

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

WOBNX, T AN = VERNCT 5 I7E%77 L TWET, Cisco I0S XE Amsterdam
17.1.x 3 X T Cisco I0S XE Amsterdam 17.2.x Ti&, Python V2.7 3 & O} Python V3.6 234
A—hENTWET, 2720, ZhbHD Y U —ZATiEPython V27537 7 4 /L K TT,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

or

Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully
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VirtualPortGroup £% 3 015l .

Cisco 10S XE Amsterdam 17.3.1 LIfED ') 1) — X
WOBENL, 7FA B = VEENNIT D HEEZ/RLTWVWET, Cisco IOS XE Amsterdam
17.3.1 LA U U — 2 TlX, Python V3.6 DA NHAR— h k9,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup %3 D5

N

(GE)  VirtualPortGroups |% Cisco b—T 4 > 7 77 v N7 4 — LA TOHIHR— FIHNTNE
D

FA KTz Ry U= 7\ VirtualPortGroup - > % —7 = A A& HT D54
VirtualPortGroup A & % —7 = A ATITREFRHDHAIIP 7 FLANKETT, 71
VER=I A E =T oA RFTA F =Ry MIER SN TWARERHY | Ry b
U —27 7 R L A%H (NAT) 1% VirtualPortGroup & 7 2 2 h /SR/L iK— h D TR IE
SNTWARERDH D E£7,

WIZRT O, VirtualPortGroup D% &R T,
Device> enable
Device# configure terminal

Device (config) # interface VirtualPortGroup 0
Device (config-if)# ip address 192.168.35.1 255.255.255.0
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. 5] : X k< z)LO AppGigabitEthernet f >4 —2J = 4 XD TE

Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if) # exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0

Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1

!'Port forwarding to use ports for SSH and so on.

Device (config) # ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT_ ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255

Device (config-std-nacl)# exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

5 . 7R k< x)L® AppGigabitEthernet f >3 — 7 = 4 ADERTE
\)

GE)  koOX AZ1E, AppGigabitEthernet A > % — 7 = A A % FfD Catalyst A A~ FIZ D Fji
HAEnET, thoFTXTO Catalyst A1 v F %, FEFA—FEEHALET,

WOFNX, 7 A b =/L® AppGigabitEthernet f > % —7 = A A% ET H HiEzERL
TWET, ZZTIE, VLAN4094 3% v hU—27 7 KL AZH1 (NAT) Z{ERkL %
T TAUTT A Rz VIZERSNET, VLAN 1 [3Z9MNHBA > % —T =14 A TT,

Device> enable

Device# configure terminal

Device (config)# ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config) # interface vlan 4094

Device (config-if)# ip address 192.168.2.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit
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Bl gmsvs—742c05R oz Loant [

Device (config) # interface vlan 1

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config) # ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 4094 guest-interface 0

Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0
Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Device

Bl BB A —T A ATODHFR M TILOEHIE

Z OHIX, Cisco Catalyst 9200 U — X A A » F_ Cisco Catalyst 9300 > U — X A1 v F, Cisco
Catalyst 9400 > U — X A A » T Cisco Catalyst 9500 > U — X A1 »F_ Cisco Catalyst 9600 >
U= 2 v FIZHEATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0
Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl : 47X+ IILOER

HFARN Tz Far b Linux 2wy REF(TTEXET, ROFNZ, —HD
Linux 2~ > ROFEHEEZRLTWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86 64 x86 64 x86 64 GNU/Linux

Cisco 40003 U — X — b 2 AL — Z 13, CentOS Linux U U — 27.1.1503 THEflk X
nAHEHHALE4, dohost
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FRETIL I

()  dohost =~ RiZiX, iphttpserver 2~ RBT A A ETRESNTND Z L0

EHTY,

TRAMDZILDRY FID—FJEKTFE
FAR DTy T =% 7Tk, IROBEDMETT,
e RAA Y F—25 25 2 (DNS) OFE

e

e XL DOEE
Jacs

« TR XVORELHEHTH7-HD YUM 7213 PIP O E

77X & 2z )L®D DNS EZTE Dl

FZ K Lz )bOY T L DNS #EERIZR D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254

Bl TOFVBETHMORE

Fy MU= N T7aXx o OERICHIERIT, Linnx CF RS U BHERELET, &

BRGEIE, REICINODOERZBMLET,
WOBNL, 7o F L ERERET LHEEZRLTVET,

[guestshell@guestshell ~]$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/
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export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl 7OXEHTFRAD Yum 8 LU PIP DERL

KON, 70 X VEREARORIE Yum 2T 5 HEEZ R L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/
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sudo pip --proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WORFITIE, Python D PIP A > A h— /L& f4 25 Hikz R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests
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Python €3 = — /L FCLI Python & ¥ = — /1]

Yo 2y F e ra=rr [ta %vF Fovya=r7]
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT

TR TL .



B 7=+ o zromems

FRETIL I

iy

)=

HEEEHR

Cisco IOS XE Fuji 16.7.1

Z OFEREIL. CiscolOS XE Fuji
16.7.1 T, Cisco CSR 1000v >/
V=X E L,

Cisco I0S XE Fuji 16.7.1 T,
TAN Vo VEREDYS. B
Xl hL—3 v HR—
I 25 Cisco ASR 1000 7 7' U
=g YP—ERL—HF|T
FHEINE L,

Cisco IOS XE Fuji 16.8.1a

Cisco IOS XE Fuji 16.8.1a C
L. Z OBEREIX Cisco Catalyst
9500 NA NT F—F A Y
V=X AL v FIZFEEINT
WE LT,

Cisco IOS XE Gibraltar 16.11.1b

Z DFEREIE. Cisco I0S XE
Gibraltar 16.11.1b T, Cisco
Catalyst 9800-40 'V — X U A
LA arbe—B8I0
Cisco Catalyst 9800-80 */ ) — X
IJA¥Y VA aryhba—7(25
LINFELE,

Cisco IOS XE Gibraltar 16.12.1

Z OKEREIL. Cisco 10S XE
Gibraltar 16.12.1 T, Cisco
Catalyst 9200 'V — & A A v
FIZFEEINE LIz, Zok
AEIX C9200L SKU TlI ¥R —
FERTHERA,

. TR I)L



I FRETTL

w2k vz romeEs |

HaE

iy

IJ I)—X

HEEEHR

A N = LTO Python 3 O
PAR— b

Cisco IOS XE Amsterdam 17.1.1

Python /S— =3 > 3.6 1%, 7
ANz THR—FENT
b\iﬁo

ZOBREIX, RO T » B
TA—LTEEINTVEL
776
e Cisco 1000 >V — X H—
EAER L — X

« Cisco ASR 1000 7 7" U
F—rg v P—E R )L—
% (ASR1000-RP1,
ASR1000-RP2,
ASR1000-RP3,
ASR1001-X,
ASR1001-HX,
ASR1002-X,
ASR1002-HX)

* Cisco Catalyst 9300 > J —
RAAL v F

* Cisco Catalyst 9400 >V —
RAA T

* Cisco Catalyst 9500 > VU —
A2 v F

* Cisco Catalyst 9600 > U —
RAA v F

* Cisco ISR 4000 > — X
F— e RFEARL—F

TR TL .



TRANTIL I
B 7=+ o zromems

. TR I)L



	ゲスト シェル
	ゲストシェルの制約事項
	ゲスト シェルについて
	ゲスト シェルの概要
	ゲストシェルのソフトウェア要件
	ゲスト シェルのセキュリティ
	ゲスト シェルのハードウェア要件
	ゲスト シェルのストレージ要件
	ゲスト シェルの有効化と実行
	ゲスト シェルの無効化と破棄
	デバイスでのゲスト シェルへのアクセス
	管理ポートを介してのゲスト シェルへのアクセス
	前面パネルポートまたは光ファイバアップリンクを使用した デイ ゼロ ゲスト シェル プロビジョニング
	ゲスト シェルでのスタッキング

	Cisco IOx の概要
	IOx のトレースとロギングの概要
	IOXMAN 構造体
	ロギングとトレースのシステム フロー
	メッセージのロギングとトレース

	ゲスト シェルを有効にする方法
	IOx の管理
	ゲスト シェルの管理
	アプリケーション ホスティングを使用したゲストシェルの管理
	ゲストシェルの AppGigabitEthernet インターフェイスの設定
	管理インターフェイスでのゲストシェルの有効化
	Python インタープリタのアクセス

	ゲスト シェルの設定例
	例：ゲスト シェルの管理
	VirtualPortGroup 設定の例
	例：ゲストシェルの AppGigabitEthernet インターフェイスの設定
	例：管理インターフェイスでのゲストシェルの有効化
	例：ゲスト シェルの使用
	例：ゲスト シェルのネットワーキング設定
	ゲスト シェルの DNS 設定の例
	例：プロキシ環境変数の設定
	例：プロキシ設定用の Yum および PIP の構成


	ゲスト シェルに関するその他の参考資料
	ゲスト シェルの機能情報


