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service CertificateManagement ({
rpc Install (stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse) ;

rpc RevokeCertificates (RevokeCertificateRequest)
returns (RevokeCertificateResponse);

rpc GetCertificates (GetCertificateRequest)
returns (GetCertificateResponse);

rpc CanGenerateCSR (CanGenerateCSRRequest)
returns (CanGenerateCSRResponse) ;

}
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rpc Install(stream InstallCertificateRequest)

install RPC [

returns (stream InstallCertificateResponse);

// Request messages to install new certificates on the target.
message InstallCertificateRequest {

}

// Request Messages.

oneof install request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;

}

// Request to generate the CSR.
message GenerateCSRRequest {

}

// Parameters for creating a CSR.

CSRParams csr_params = 1;

// The certificate id with which this CSR will be associated. The target
// configuration should bind an entity which wants to use a certificate to
// the certificate id it should use.

string certificate id = 2;

// Parameters to be used when generating a Certificate Signing Request.
message CSRParams {

}

// The type of certificate which will be associated for this CSR.
CertificateType type = 1;

// Minimum size of the key to be used by the target when generating a
// public/private key pair.
uint32 min_key size = 2;

// 1f provided, the target must use the provided key type. If the target

// cannot use the algorithm specified in the key type, it should cancel the
// stream with an Unimplemented error.

KeyType key type = 3;

// --- common set of parameters applicable for any type of certificate --- //
string common name = 4; // e.g "device.corp.google.com"

string country = 5; // e.g "us"

string state = 6; // e.g "CA"

string city = 7; // e.g "Mountain View"

string organization = 8; // e.g "Google"

string organizational unit = 9; // e.g "Security"

string ip address = 10;

string email id = 11;

// A certificate.
message Certificate {

// Type of certificate.
CertificateType type = 1;

// Actual certificate.

// The exact encoding depends upon the type of certificate.
// for X509, this should be a PEM encoded Certificate.
bytes certificate = 2;

message LoadCertificateRequest {

// The certificate to be Loaded on the target.
Certificate certificate = 1;

// The key pair to be used with the certificate. This is provided in the event
// that the target cannot generate a CSR (and the corresponding public/private
// keys).

KeyPair key pair = 2;
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// Certificate Id of the above certificate. This is to be provided only when
// there is an externally generated key pair.
string certificate id = 3;

// Optional pool of CA certificates to be used for authenticating the client.
repeated Certificate ca_certificate = 4;

}

// A message representing a pair of public/private keys.
message KeyPair ({

bytes private key = 1;

bytes public _key = 2;
}

// Response Messages from the target for the InstallCertificateRequest.
message InstallCertificateResponse {
// Response messages.
oneof install response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;

// GenerateCSRResponse contains the CSR associated with the Certificate ID
// supplied in the GenerateCSRRequest. When a Certificate is subsequently
// installed on the target in the same streaming RPC session, it must be
// associated to that Certificate ID.

// An Unimplemented error will be returned if the target cannot generate a CSR
// as per the request. In this case, the caller must generate its own key pair.
message GenerateCSRResponse {

CSR csr = 1;
}

// A Certificate Signing Request.
message CSR {
// Type of certificate.
CertificateType type = 1;

// Bytes representing the CSR.

// The exact encoding depends upon the type of certificate requested.

// for X509: This should be the PEM encoded CSR.

bytes csr = 2;

}
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rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse);

// Request messages to rotate existing certificates on the target.
message RotateCertificateRequest {
// Request Messages.
oneof rotate request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
FinalizeRequest finalize rotation = 3;
}
}

// A Finalize message is sent to the target to confirm the Rotation of

// the certificate and that the certificate should not be rolled back when

// the RPC concludes. The certificate must be rolled back if the target returns
// an error after receiving a Finalize message.

message FinalizeRequest {

}

message RotateCertificateResponse {
// Response messages.
oneof rotate response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;
}
}
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// An RPC to revoke specific certificates.

// If a certificate is not present on the target, the request should silently
// succeed. Revoking a certificate should render the existing certificate

// unusable by any endpoints.
rpc RevokeCertificates (RevokeCertificatesRequest)
returns (RevokeCertificatesResponse);

message RevokeCertificatesRequest {
// Certificates to revoke.
repeated string certificate id = 1;

}

message RevokeCertificatesResponse {
// List of certificates successfully revoked.
repeated string revoked certificate id = 1;

// List of errors why certain certificates could not be revoked.
repeated CertificateRevocationError certificate revocation_error = 2;

}

// An error message indicating why a certificate id could not be revoked.

message CertificateRevocationError
string certificate_id = 1;
string error message = 2;

}
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// An RPC to get the certificates on the target.
rpc GetCertificates (GetCertificatesRequest) returns (GetCertificatesResponse);

// The request to query all the certificates on the target.
message GetCertificatesRequest {

}

// Response from the target about the certificates that exist on the target what
// what is using them.
message GetCertificatesResponse {

repeated CertificateInfo certificate info = 1;

}

message CertificateInfo {
string certificate id = 1;
Certificate certificate = 2;

// List of endpoints using this certificate.

repeated Endpoint endpoints = 3;

// System modification time when the certificate was installed/rotated in
// nanoseconds since epoch.
int64 modification time = 4;

}

// An endpoint represents an entity on the target which can use a certificate.
message Endpoint {
// Type of endpoint that can use a cert. This list is to be extended based on
// conversation with vendors.
enum Type {
EP_UNSPECIFIED = 0;
EP_IPSEC_TUNNEL = 1;
EP_DAEMON = 2;
}
Type type = 1;

// Human readable identifier for an endpoint.
string endpoint = 2;
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// An RPC to ask a target if it can generate a Certificate.
rpc CanGenerateCSR (CanGenerateCSRRequest) returns (CanGenerateCSRResponse);

// A request to ask the target if it can generate key pairs.
message CanGenerateCSRRequest {

KeyType key type = 1;

CertificateType certificate type = 2;

uint32 key size = 3;
}

// Algorithm to be used for generation the key pair.
enum KeyType {

// 1 - 500, for known types.

// 501 and onwards for private use.

KT UNKNOWN = 0;

KT RSA = 1;
}

// Types of certificates.
enum CertificateType {
// 1 - 500 for public use.
// 501 onwards for private use.
CT_UNKNOWN = 0;
CT X509 = 1;
}

// Response from the target about whether it can generate a CSR with the given
// parameters.
message CanGenerateCSRResponse {
bool can generate = 4;
}
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R1:BE—RPDAA—C A VA =)L =Y 70—

Client/Controller Target Device

Target device running Version 1 W

Install Version 2
image on the device

[1] Install RPC(os.proto)

>
[2] TransferRequest(version=V2) >
[3] TransferReady
€
loop [N times]
[4] transfer_content(content) -

[5] TransferProgress

[6] TransferEnd(version=V2, description=Version 2 image)

[7] InstallAdd(V2) :>

Version 2 image added/extracted ﬁ

[8] Validated

<

Client/Controller Target Device
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UMNFETEA A =L EN TR WA, Activate RPC [Tt L £9-,

75 A7 v MZ, Install RPC @ Validated A v — Y TZE LT NN—T g o 2424 5 LBER
HHFET,
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W2, B—DRPNFRL—FT 4 T VAT A NR—=g 0 1 E2ETLTWVABTF AL ZATO
Activate RPC D X v & —V L —AF v 25 Rk LET,

1

2.

\)

7 74T MEL T3 AITKF LT Activate RPC Z B L £ 77,
7T T v ME, T A= 3 2 D ActivateRequest A v — T EIEELET,

TDA == ATIE, NX—=V 3 2N Install RPCIZE > TTTIZA A b—Jb
SNTWALEDELET,

TNA AE, A VA M—VE— ROEE L ingtall activatecommit =< > RIZFHY 35 7 1
7T LEEER . X2 RLE— ROEAIT install add file activate commit =2~ > RICAHY 4
27077 MEEEFITLET,

TIT AT B ERATZ I =PRI SNRW D, T RE7 T4 7 M
ActivateResponse(OK) A v —Y TISE L £ T,

FNRA A=V g 28V e—RERET,

Uo— RBICT A ZARRE;T S L, ingallcommit 2~ RERSED v /5 AERENE
TEnEd,

GE)

L DODET VT 4T A A= RXR=Ta DN R—FENET, 20D, 75747
VERN=T g 2B A VAR LTHENR=Ta 3B A N—LTHE, N—
Car 2077 ANANHEIBREINE T,

WOKNE, A A=V DT 7T 47V —7 7u—%2R7 L TCWET,
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R2:VFIVRPA A—SDT7H T4 T —9 70—

Client/Controller Target Device

Target device running Version 1 ﬁ

[1] Activate RPC(os.proto)

>
[2] ActivateRequest(version=V2)

>

[3] InstallActivate(V2)

[4] ActivateResponse(OK)

D,
[5] reload D

<€
Device running Version 2 after reload H
[6] InstallCommit :)
: . &
Client/Controller Target Device E
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0S Verify RPC

os verity RPC  [J|]

Verify RPC |&, FHATHD OS N—V 3 U ZHGEL £9, RPC ~DIREIZIL, AZ 734 RP D
PR—F LT VLB RICHET HERBEENTOET,

% D Activate RPCT= T —NRELTEHAIX, £OTT7 =B FHE LTUSETERINE
Fo gNOIOSA ¥ A b— AP —EAIE, A VA b—VEMETNVET Ty P T4 —DET VR
FHALTCZOFEHREADI LET, BIFE. A A M—LEHAET /L, 2 2O RP TEITEND
Rl HN"—Ta vk R— ML TOERA,

gNOI factory-reset —E X

gNOI factory-reset TS5 — X vt —

Cisco 10S XE Cupertino 17.7.1 1%, reset.proto THFE 41TV % gNOI factory-reset #— &2 %
R—FLTWET,

gNOI factory-reset — AL, H—DRPC TH 5 Sart ¥R —F L TWEF, ZDRPCIZL,
EET?@% BAEE L, TR LR CREECEE T 5 L2 Ic7 1 AR LET, BEFD
REEIZIZ, A ML=, BT, v, iEHE, 7 A& A, crashinfo. 3 X XRommon Z#H
aihi?‘o TR TORommon BENHIREIND DT TIERL, 77y b 74 —2 T &IT+5
RENMERE S, R ESNTZA A=V TA A=V HBNICHER X E7, KIZ, T34 R
FBIEDOA R —T 4 VT VAT AA A=V THEB L, fiFbInic7— ATy TT—
770 —|{ZHEANTT 740 FORBIZRY £, ZORPCIX, #—F v T A ART 1
BV g = P ERIREDGEICOHRZ T ANSILET,

7272 L. B4 RPC I factory-resetall 2~ > RIZEICTWET, A A=V ZHIRT S22~ FE
IR RPCIFHBIEDO AN L —F 4 v 7 VAT A A A=V BEELET, BUEDOAL A—
DHEETD 7T v aFidn—RT 4 A7 1E, PIIRE~OV Yy h227 U7 ho—iE L
TELL L7 V=T v 7 ENRET, ZEL, PIiRE~D Yy NAZ VT N25FIT7T5
EL T MM A=TVERIFIRN =V RN Amp T A NENINR T v T EN, HIEShET,

1 D factory-reset TlX, 7 /3 RRIF SN TWDBEREA DT —Z BT X THEI L,
TNA ZADOREITHFAREFOITLOREIE L SN ETHEINDG T —ZIZF, RE, v 7774
o T= NS 2T T 7 A v B L OHEE AL PR MERSE  (FIPS BH) OF— LD s
TR R EEIVET, NISTSP800-88Rev. | Titll STV 5 L 91T, THETclear £V v
KE—&%LET, IOV, ZHEHADT T v b7+ —A0 [System Management
Configuration Guidel] @™ [Performing Factory Reset Services] & & L T 7230y,

\\‘

gNOI factory-reset —E XA T, 7 /34 AT factory-reset WIEHFIZ MY T—Ehb L&, ZED
ResetSuccess A v E—VRNIRSIVET,

ZOt 7 v a T, gRPC B LU factory-reset T —ERICBIFTHa L THFA M TREINDHT
T7—=A =V O—EIZOVWTHA L £,
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. gNOl factory-reset TS5 — * vt —

5 1:gNOI factory-reset TS5 — * vt —
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I5—Ayt—Y

I5—D:HA

factory os7 .t —/L RISk S5 &, GNMIB
1% [Factory OS rollback is not supported. (Factory
OS B— /Xy 7R —F SN THEE

o ) | VD Ay EBIT,
INVALID ARGUMENT ® gRPC =5 —=a— K
ZIRLUET,

ResetError A v & —Tidk, 7747 b
TRUE |Z5% & S 417 factory os unsupported
T4 = FBRZITIRY £, AyE—TOM
D7 4=V RIZIET 74V MERH Y £,

ZOTAA AFERSNIBr AT AT L =
VEHFFE—RLTOERA,

SartRequest A v & — i, K72 A b
L—RETFT— 2 2P u ANT5L92—7
N TNA RHERT D, A7 3 o zero fill
TA—IVERHY £,

24T MR ER ANEERL, T3 A
BEr AN EFETTERWGES . [Thisdevice
does not support the requested zero-fill option. (=
DT NA AFERENTZ B R A AT v a v
EYPR—FLTVEREA, ) | LWIAyE—
v & L HIZ, INVALID ARGUMENT @ gRPC
TT—a— BRI IAT 2 MIIRSNET,

ResetError A = — " CiX, zero_fill_unsupported
74—V FIZTRUE IZRE SN TOET,

ZOT A AFER SN B AN AT > =
YEYR—FLTHERA,

TNAANE R AN ERITTELN, 774
TV ERER AN EZERL TORNES,
['This device does not support the requested
zero-fill option. (Z DT /A A FER I 7B
B ANFT v a e R —FLTVEYE
oo ) | EVI A= L LB,
INVALID ARGUMENT ® gRPC =5 —=a— K
WITAT v MIBRINET,

ResetError A - — " Cid, zero_fill_unsupported
7 4 —/L RIXFALSE [ZGX & EALTWET,

factory-reset FERED & V) EH A,

PAR—FENTWRNT Ty h 74 —AT
gNOI factory-reset ~D U &> 227 U 7 ki3
FATI D &, factory-reset P—E A%
[Factory reset capability is not present.
(factory-reset BERE VD EH A, ) | &1V
A yt—v L& HIZ, UNIMPLEMENTED
gRPC =7 —a— R&ZIKLET,
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IS—Ayt—v I5—DHA

factory-reset 1 > % — 7 = A AD (AT X T | gNOI factory-reset ‘FERA L F — T = A ANBK
WEE A, UYL TWHENEY—REETH D54
factory-reset — B &3 [Factory reset interface
is not ready. (factory-reset f > % —7 = A A (D
R TETOVEREA, ) | LS A yE—
& &2, UNAVAILABLE @ gRPC =5 —
a—RZIRLET,

certproto 71 BV a = FEAEAME L, BAMEFENE (HEE4 TiEeyy) TgNOI
ZRE L7eu & gNOI factory-reset $— B A3 % (Z FAILED_ PRECONDITION — 7 —2a— R %
WLUET,

gRPC >y R T —V 1A o3 —T =4 RIZEHT %:EM1E
#H

EEEH

BhEEE YZaTFIL B4 ML

DevNet https://developer.cisco.com/site/ios-xe/
gNOI https://github.com/openconfig/gnoi

0OS #—t % | https://github.com/openconfig/gnoi/blob/master/os/os.proto

gNOI https://github.com/openconfig/gnoi/blob/master/factory reset/factory reset.proto
factory-reset

HP—r R
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vy Ty

i VAT LEH T 4 X2 —v gy HA R (Catalyst 9300 A A > F)
VAT LAEM AT 4 X2 —3 a3 HA K (Catalyst 9400 A A v F)
VAT AEH a7 X2 b— gy TA K (Catalyst 9500 A > F)

VAT AEH a7 X2 b— gy TA K (Catalyst 9600 Z A > F)
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BE&EIE B X=aT7ILAEA L
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Vv D% . X

% 7 > VAT AEH LT 4 X2 b— g A K (Catalyst 9300 A A F)

VAT AEH a7 X2 b—ar TA K (Catalyst 9300 Z A » F)
VAT LAEH a7 4 X2l — a3 HA K (Catalyst 9300 A A v F)

VAT LEHaL T 4 X2l — gy AR (Catalyst 9300 A A F)
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74— R EOKFEY —E R TIMATEET,
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gRPC v F D —VEA V3 —T = 4 ADHEREEIFER

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) UV — A F@ME R L3, ZoRIiT. V7
P27 UU—A FLA THEREOYR—FREASRLEDY 7 =T VY =R
FERLTWET, ZOERRIL. FHCTE BR0WRY , ZhUEO—EDY 7 vy =7 VY —
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