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Jun 5 12:55:44.359: $SEC-6-IPACCESSLOGP: list logacl permitted tcp 192.168.16.1(38402)
-> 192.168.16.2(23), 1 packet [User permiited ACE]

Wix, Ny v afl ¥ T ERTY T syslog A v E—U T,

Jun 5 12:55:44.359: $SEC-6-IPACCESSLOGP: list logacl permitted tcp 192.168.16.1(38402)
-> 192.168.16.2(23), 1 packet [0x723E6E12]
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FIEDOHE
1. enable
2. configure terminal
3. ip access-list logging hash-generation
4. end
5. ROWTNNEFATLET,
* show ip access-list access-list-number
* show ip access-list access-list-name
FIED
ARV RFEREET7TIVa Y B8
AT 71 |enable Fi#E EXEC £ — R& A 2—7 /LI LET,
i - e NAU— R AN LET ERENTHE) .
Device> enable
X 72 | configure terminal Jua—)Lar7 4 Xal—ay T— &G
15“ : [/ i ‘j‘o
Device# configure terminal
AT 7 3 |ip access-list logging hash-generation TN ATy Y afBEREZEIINC LET,
i s BT HEAHILIZACE R HY . Ny v afiE
WELET DA, T AT EEIICE A AR
Device (config)# ip access-list logging NP < —
hash-generation Ly 3V =V TXOEERTLET,
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Device (config)# end

ATvTH

RONT NN EFATLET,

+» show ip access-list access-list-number
« show ip access-list access-list-name

i
Device# show ip access-list 101

1

Device# show ip access-list acl

(EE) FEfEEFANMTEIP T 72X R
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MOHIBRSILET,

enable
configure terminal

end

g hwWN=

RONWTIINEFEITLET,

no ip access-list logging hash-generation

* show ip access-list access-list-number

* show ip access-list access-list-name

ARV RFERERTI VA Y

=)

AT 71 |enable F5HE EXEC E— R& A 3x—7 /W LET,
il - « NAU—RKEANLET FERENTEHE)
Device> enable

AT 72 |configure terminal Jua—s gL ar 7 4 ¥ab— gy ®— e

1

Device# configure terminal

LET,

[ AcL Syslog 48RS



| AcL Syslog 8BS

1 —#'E % Cookie Z 13 F L 7= ACL Syslog tHBI D% E .

AU RFERETIVa Y

B8

R 7 3 | no ip access-list logging hash-generation FRARATONNy VY afiEkEwT 4 B—7 Nz LE

il - kK
o TNETIER ST~y v 2 R AT L

Device (config)# no ip access-list logging w
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Device (config) # end

RATYTE | RONTNIEFATLES, (BB IPT7T 2782 VR NONEEFRLET,

* show ip access-list access-list-number
» show ip access-list access-list-name

1

Device# show ip access-list 101

1 -

Device# show ip access-list acl
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U— RESFICHEHT 5 Z L3 TEE7, 72& I, reflectedACE & fragment 33 (347 %)

72E T,

» Cookie IZRRTETE 2 DIITEHFOHR T,

>
1. enable

2. configure terminal

3. access-list access-list-number permit protocol source destination log word
4. end

5. show ip access-list access-list-number

ARV RFERFTIaY

=)

AT 71 |enable FitE EXEC & — R& A F—7 /LT LET,
i -  NAT—=REANLET (ERSNTHE)
Device> enable

X Fw 72 | configure terminal Ta—r ) ar7 4 Xal— gy T— NEBh
i - LETS,
Device# configure terminal

AT 7 3 |access-list access-list-number permit protocol WEIP 7 7 A U A K& a—PEFEED Cookie %
source destination log word EHRLUET,
Bl » Cookie D314 L LT word # AJI LE T,
Device (config) # access-list 101 permit tcp host
10.1.1.1 host 10.1.1.2 log UserDefinedValue

ATv 74| end EE) Zo—rary7 4 Xal—v gy T—
i - RZ#T L, i EXEC E— FIZRY £,

[ AcL Syslog 48RS



| AcL Syslog 8BS

Ny fEEERA L AcLSyslog EEE0RE [

ARV RFERFTIVaY =)

Device (config)# end

ATvTH

show ip access-list access-list-number EB) IPT 78R VA MNONEEFRRRLET,
i cHAZERBELT, 778A VR MI2—VEH

@ Cookie fENXN G L5 Z L 2R LE T,

Device# show ip access-list 101

il

WIZ, 2 —WEFKD Cookie EZHH L7277 A U A I show ip access-list =~ >
REFEH L7ZBEOM Dz R L ET,

Device# show ip access-list

101

Extended IP access list 101

30 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = UserDefinedValue)

Ny a{EZ{FELT- ACL Syslog FHRE DR E
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A RDT3A A ED ACL Syslog HEIMEREA X ET HITIX, ZOX AT #FEITLET,

OB varTiE, BEMETIERA VA RNDOT AL ATERI NNy v afiZfEHAL
T, ACLSyslogFHREMSREZ R ET D HIEICOW T AT v 7 a2 R LEd, 7720, HoffEB L
QAR ET 78R VA MO, BESIOET 78X U A MOBEHIZONT, T34
ATHERENTZ Ny V2 lE2F A L. ACL Syslog FHRISREZ Y ECTE £ 4,

FIEDHE
1. enable
2. configure terminal
3. ip access-list logging hash-generation
4. access-list access-list-number permit protocol source destination log
5. end
6. show ip access-list access-list-number
FIRD
AR NFERERTOVa Y E:9)
AT 71 |enable Fite EXEC £ — R& A 2 —7 /LI LET,
I c NAU—=FEANLET (ERSNEHE) .
Device> enable
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Z 5w =2 | configure terminal Jau—)L a7 4 Xal—ay T— &G
1 LET
Device# configure terminal
X Fw 7 3 |ip access-list logging hash-generation FONRAL ATy alBEREEINC LET,
i e SEEMC LTI ACERDH Y, Ny v afiE
WEEE T HGE . T8 A HBRIITE E R
Device (config)# ip access-list logging NURY < —
hash-generation L. 32y /VVC%@1ﬁ%?’%ﬂ_\.Lij—°
Z 5 o 4 | access-list access-list-number permit protocol source WRIP T 7®A VA MEERLET,
destination log N i N
T IRAVAIDORT AT arEAMCL
B £97%, Cookie fHIZFRE LARNTL 20,
Device (config) # access-list 102 permit tcp host e TNRAAN, FIPICER LT 7RV R MDD
10.1.1.1 host 10.1.1.2 log /\/“/:LﬂE’EE@JE’JKEEEELi@‘O
AT 75 |end EE) Yo—rLary 74 ¥al— gy T—
- R46T L. #iH EXEC £— FIZRY £,
Device (config) # end
X T 7 6 | show ip access-list access-list-number (B IPT77E8A UXNORAREFERLET,

1

Device# show ip access-list 102

HAEFRBE LT, 778 A VR MNMIL—H D
BRLIAy v alREEND L 2R LT
KR

il

WIZ, THAA ATHEBRINTo Ny v aflizfH L7cT 782 U X T showip access-list
A~y REMH Lo 2R L ET,

Device# show ip access-list
102
Extended IP access list 102

10 permit tcp host 10.1.1.1 host 10.1.1.2 log
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FIEDHE
1. enable
2. show access-list
3. configure terminal
4. access-list access-list-number permit protocol source destination log word
5. end
6. show ip access-list access-list-number
FIED %
ARV KRFERRETI a3 Y BH#Y
AT 71 |enable ¥t EXEC E— R& A R—7 /ML ET,
i : « NAU—RKEANLET FERENEHE)
Device> enable
AT 2 | show access-list LB 7782 VXA NORNEEHFRLET,
i)
Device (config) # show access-list
25 73 |configure terminal Ja—s L ar7 4 Xal—yay E— Reh
15“ : L/ i —a—o
Device# configure terminal
R T w T 4 | access-list access-list-number permit protocol source Cookie ZEIE LY . v = {E% Cookie [ZZH

destination log word

1 -

Device (config)# access-1list 101 permit tcp host
10.1.1.1 host 10.1.1.2 log NewUDV

1
OR
1
1 -

Device (config) # access-1list 101 permit tcp any
any log replacehash

L= LET,

T IEA VANV 4 F2l—Yg )y av
v REeEEAD L, BIOX TiEZBH LW JE
TEEXHIDIVLENHY 7,
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X5 w75 |end
1 -

Device (config) # end

B Za—\ a7 ¥zl —3 gy F—
RZ#&T L, ¥ EXEC E— FIZREY £,

X T 7 6 | show ip access-list access-list-number

1

Device# show ip access-list 101

B PT7 2782 VR MONEZRRLET,
« BRZHERT DI R R E AE L Ed,

SIS a—TFTa29DEV F

T A VRNDT Ny JIERERRT HIZIE, debug ip access-list hash-generation =~ > K
ZHEHALET, debug =2~ FOHIHIZ RIS LET,

Device# debug ip access-list hash-generation
Syslog hash code generation debugging is on

Device# show debug
IP ACL:

Syslog hash code generation debugging is on
Device# no debug ip access-list hash-generation

Syslog hash code generation debugging is off

Device# show debug
Device#

ACL Syslog #8 B8 0 5% 7 151

5l : 2 —H EZ Cookie Z{F A L 7= ACL Syslog 1R D& E

Wiz, —WEF Cookie Zfl LT, T34 A LT ACL Syslog FHRIHERE 2 5% &9~ D HiEIC D

WTHBALET,

Device#

Device# debug ip access-list hash-generation
Syslog MD5 hash code generation debugging is on

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # access-list 33 permit 10.10.10.6 log cook_33_std

Device (config) # do show ip access 33
Standard IP access list 33
10 permit 10.10.10.6 log

Device (config) # end

. ACL Syslog /88
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WOBITIX, T/AA ZATERS NI Ny v affizfEH LT, 7734 X 1T ACL Syslog #H B
BEARET HHIECHOWTHAL £,

Device# debug ip access-list hash-generation

Syslog MD5 hash code generation debugging is on

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # access-list 33 permit 10.10.10.7 log

Device (config) #

*Nov 7 13:51:23.615: $IPACL-HASHGEN: Hash Input: 33 standard permit 10.10.10.7
Hash Output: 0xCE87F535

Device (config) #

do show ip access 33

Standard IP access list 33
10 permit 10.10.10.6 log (tag = cook 33 std)
20 permit 10.10.10.7 log (hash = 0xCE87F535)

{5 : ACL Syslog RS % J{EDEH

wIZ, BEOT 782 U A MDa—WiERE Cookie & 87 L\ Cookie [EE 2T 5 FHiEk L, T
A AR Ny Y afli & 2 —F EFE Cookie [HZAZH LT 5 HIEITHOWTRLUET,

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# do show ip access-list 101
Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = MyCookie)
20 permit tcp any any log (hash = 0x75F078B9)
Device (config) # access-list 101 permit tcp host 10.1.1.1 host 10.1.1.2 log NewUDV
Device (config)# do show access-list
Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = NewUDV)
20 permit tcp any any log (hash = 0x75F078B9)
Device (config) # access-list 101 permit tcp any any log replacehash
Device (config) # do show access-list
Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = NewUDV)
20 permit tcp any any log (tag = replacehash)
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