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2. show version
FIED M

AT RFEEETIV 3 Y Br

X Fw 71 |enable
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Device> enable
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AT v 7 2| show version N—T 4 T TN ATHEITL TS Cisco I0S
il - TR =TON=Yay ROME=H LT — 7
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Device# show version

TORIELFTECiscoV T T TERFERORT

LLFDX A7 %34T LC, EENZEM T 2 BIED ROMmon 35 K O Cisco I0S A A — 7 7 A
ANDY 7 by =T BREHCET M e R LET, JORRITIE, A A-VDOT LTy b
B, MERICHER SN X — %A 7, BAER, BLAT o —FDZFOMOBEREGENE

R
FlIEDHE
1. enable
2. show software authenticity running
FIED M
ARV FERET7IVa Y By
AT 71 |enable FiHE EXEC E— R& A Rx—7/LIC LET,
1 e NAT—REANLET (FEREINEHE) .
Device> enable
AT 7 2 | show software authenticity running FEN 2 A A ELE® ROMmon 3 L O Cisco I0S A
i - A=V TFANDY T b T BRI DA
FRLET,

Device# show software authenticity running

BEDAA—D J7A4ILDT O ILERERDRT

PLFDOX AT H#FITL T, HEDAA—T T 7ANDY 7 Ny = TiRGEICBEE L2T ¥ XV
ZIEWEFR T LET,

FIRDOHE

1. enable
2. show software authenticity file {flash0:filename | flash1:filename | flash:filename | nvram:filename

| flashO:filename | flash1:filename}
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ATy 71 |enable FiME EXEC E— R & A R —7 /LT LET,
i e NAT—REANLET @ERINTHE)
Device> enable

R 7 2 | show software authenticity file {flash0:filename | BEDAA—Y T77ANDTFIOENLEL LY T R

flash1:filename | flash:filename | nvram:filename |
flashO:filename | flash1:filename}
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Device# show software authenticity file
flash0:c3900-universalk9-mz.SPA

U= 7 RAEC B L7 e R L E T,
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AT EEBIZAML—=URNIEHD Y 7 MU = TABRF— O MIEREE R LET,

FIEDHE
1. enable
2. show software authenticity keys
FIED
ARV RFERERTIVa Y ]3]
AT 71 |enable it EXEC E— R& A 2—7 VMIZLET,
Bl - « NMAT—=REANLET FERINZHE) .
Device> enable
Z T 7 2 | show software authenticity keys TR NELTE Cisco VT MU 2T OF— XA T

1

Device# show software authenticity keys

LLEBIZAPL—VRICHD Y 7 b =T ABF—
EFRRLET,
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FIEDHE
1. enable
2. debug software- authenticity errors {envelope | errors | key | revocation | show | verbose}
FEDEH
ARV RFERETOVa Y =)
ATy 71| enable Fi#E EXEC E— & A 2 —7 /M LET,
i  NAU—=REANLET ERENELA)

Device> enable

R Fw 7 2 | debug software- authenticity errors {envelope | errors | > % LB L f+X Cisco VY 7 N7 =7 TF v
| key | revocation | show | verbose} A —TUDFEREA F—T M LET,

1 -

Device# debug software-authenticity errors

TORAIWELME Cisco VT b7 DEREH

TR IELFTE CiscoV T ko 7 DEFIG

WIZ, FUORNBYLATECisco ) T FT 2T DA A= T A NG EFRTAHEZRLET,
TOHEICEST, FUENBLAX Cisco VT M = T OFBISHICESWNTHRIT A Z &
MNTEET,

Device# show version

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M),
12.4(20090904:044027) [i1l2 577]

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Fri 04-Sep-09 09:22 by xxx

ROM: System Bootstrap, Version 12.4(20090303:092436)

C3900-2 uptime is 8 hours, 41 minutes

System returned to ROM by reload at 08:40:40 UTC Tue May 21 1901!
System image file is "xxx.SPA"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.
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Cisco xxx (revision 1.0) with CISCxxx with 987136K/61440K bytes of memory.
Processor board ID xxx

3 Gigabit Ethernet interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

1 cisco Integrated Service Engine (s)

DRAM configuration is 72 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
1020584K bytes of USB Flash usbflashO (Read/Write)
1020584K bytes of USB Flash usbflashl (Read/Write)
500472K bytes of ATA System CompactFlash 0 (Read/Write)
License Info:

License UDI:

XX XXX XKXXK
Technology Package License Information for Module:'xxx'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security securityk9 Evaluation securityk9

uc None None None

data None None None

Configuration register is 0x2102

TUOBNEBLSEA A=Y T ANE, LTOIT Tkl S E T,

System image file is "xxx.SPA"

AA=TDOREE LT, 77 ANRICT VENVELSE Cisco V7 MU =7 O 3 LFOYLiET-

(SPA) ff& £, [FUXNEBLLE Cisco Y7 bU =T Ol ¥7 v arDhA KT
A NZFESNWT, T A NMEREFOEIEEDO LT 1S] 1 FA A=V BT OHINVEBLFE Y 7 F =
TAA=TTHDHIE, 2FBOXT P) FA A -V F—2FEHL T OXNLELE
Nz e 3FROT TA] ITFFxF— A= a B —Ua 0 ATHAZ LR RENTVE
7

TORIWERANTE Cisco V7 by = 7EREBEHRDRTHI

Wiz, EENCE AT B EAED ROMmon B LW CiscolIOS £ A—2 T 7 A )LDV T b7 = TR
FEICBET AR ER T T AR E R LET,

Device# show software authenticity running
SYSTEM IMAGE

Image type : Development
Signer Information
Common Name XXX
Organization Unit XXX
Organization Name XXX
Certificate Serial Number : xxx
Hash Algorithm XXX
Signature Algorithm : 2048-bit RSA
Key Version XXX

Verifier Information
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Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310)
ROMMON 2
Image type IOXXX
Signer Information
Common Name IOXXX
Organization Unit I XXX
Organization Name I XXX
Certificate Serial Number : xxx
Hash Algorithm IOXXX
Signature Algorithm : 2048-bit RSA
Key Version XX

Verifier Information
Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310) [

WDFERT, ZOHNIERINDIEERT —V REHALET,

3 2: show software authenticity running 2 « — )L K DERBA

J4—ILE B

SYSTEM IMAGE VAT I A A=VHEREFRT OO A,

Image type AA=TDEA T HRRwT 5,

Common Name Y7 hU T RIERE DA E RRT D,

Organization Unit VTR 2T A A=V NEASINTWAEN— Ry 2T 2R T 5D,

Organization Name VTR 2T A A=V OAEEEFERT D,

Certificate Serial Number | 5 % )L B4 QFFHEY ) 7L RS2 ERT5H,

Hash Algorithm FOXNBLOWRIMEHSNDI N Ny V2 TAT) RAAOEEE
T 5,

Signature Algorithm | 572 % )L BA ORI SN D B4 TN T ) R AOHE TR
5.

Key Version MR SNDF— "=V 3 V2 RRT 5,

Verifier Name F UL NELOMREZTHOT 0T T AORMERRT %,

Verifier Version F LN EL OMRE LT T 0T AONA—Y 2 vk FRT D,

ROMMON 2 HAED ROMmon & #RT 5 H DT 7 & a .

BEDAA—D T7A4ILDT VR ILEZFRDRRH

WIZ, FFEDA A=V T 7 ANDY 7 by 2 TEHIEE LT O X NVBLITEREFR T 56
ZnLET,
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Device# show software authenticity file flash0:c3900-universalk9-mz.SSA

File Name : flash0:c3900-universalk9-mz.SSA
Image type : Development
Signer Information
Common Name TOXXX
Organization Unit T OXXX
Organization Name T OXXX
Certificate Serial Number : xxx
Hash Algorithm : SHAS512
Signature Algorithm : 2048-bit RSA
Key Version : A

The table below describes the significant fields shown in the display.

% 3:show software authenticity file 7 « — )L K MDA

T4—ILE A

File Name AEVDOT7 7 ANVE, T-& Z2IE, flash0:c3900-universalk9-mz.SSA .
77 va A% (flash0:) WO 7 A /b4 ¢3900-universalk9-mz.SSA
R LET,

Image type ARA=VDEA T HRERT D,

Signer Information BAE

Common Name VT Y =T WEERE ORI ERRT D,

Organization Unit VIR xT A A=V REASNTWOEN— R =7 2RRT D,

Organization Name VT 2T A A—VDOFREERRT D,

Certificate Serial Number | 7 % L BLZ OFFHES U T LEEAFE T B,

Hash Algorithm FOSNBHOWRIHEND Ny v o T ) XAOFEEH
Y5,

Signature Algorithm | 5 2 2 VB4 ORI SN B4 T V3 ) R AOFME 4 7T
%)O

Key Version HERRICHE SND ¥ — =V a VERIRT B,

TORIWERL{TECisco V7 b7 F—I1FEHROERTH

WROBITIE, TIOHNELNE Cisco Y7 br =7 F—FRERRLET, ¥— 24723
DANL—=URNIZHDLY 7 MU =7 REF—OFFMEREZ R R LET,

Device# show software authenticity keys
Public Key #1 Information

Key Type : Release (Primary)
Public Key Algorithm : RSA
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Modulus :
CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:

26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85
Exponent : xxx
Key Version : A
Public Key #2 Information

Key Type : Development (Primary)
Public Key Algorithm : RSA
Modulus :

CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:
26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85
Exponent : xxx

Key Version : A

The table below describes the significant fields shown in the display.

& 4: show software authenticity keys 7 « — )L K DA

Z4—ILF FREA
Public Key # N B2
Key Type AA—VOMBIMEH SN T — A THRRT D,

Public Key Algorithm | /4B - — DB SAITEH SN DT LT R A4 &2 Fr L ET,

Modulus ANBF— T X LOLRE,
Exponent AN — T X LD,
Key Version MBI SN — N—T g VU aFRT B,

FORAINNEBLTZCiscoV T FITT A A= X—IEHOTF/ANVHTD
A1t - Bl

Wiz, FYHNBLME Cisco ¥ 7 b =T OF —fFRICBEET 5 Y 7 b = 7RI S b
DF Sy T EENCT BHIERLET,

Device# debug software authenticity key

T DhDSE &R

ZIZTE, TUXINVELLAE Cisco VT U =T OEREDRHEEEHZOWTHEIA L £,
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FORLBHME Cisco VT rozT |
B zotoszan

BEER
BEEE |v=a7ILAA kL

Cisco I0S [Cisco I0S Master Command List, All Releases.]
a<w KN

['System |http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/system_managems

Management
Command
Reference]

MIB MB®D!') >y

COMREICE > THR—FENDIH | BN LT T b 74—, CiscolOS VU —Z, B
LWMIB £/23EESN-MIBIL |07 4 —F v &y MIBET2ZMIBEZBEL XY 1—
HYFER A, K9=2121%,. kD URL IZ3 % Cisco MIB Locator % {#
LET,

http://www.cisco.com/go/mibs

FHZAIIL BR— b+

BLL] Link

A aAOYR— N Web A FTlE., & ao |http://www.cisco.com/cisco/web/support/index.html
HELT 7 /=l T Ty a—
T AT BESL TN ETETH L9511, v==
TRV —=NEIILDETLEFERA T4
U Y=RERME L TOET,

BHEWORGOE X 2 U T o EERCHANE
AT 57DIZ, Cisco Notification Service
(Field Notice 7* 7 7 = A) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EOAFEY— B AITIMA
TEET,

VAADYIR—F Web VA FDOY— TV
A+ 5L, Cisco.com D—H ID BIL
IRAT — RPN QBT

B o4 LERHECiscoy T hHT


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/system_management/command_reference/b_sm_3se_3850_cr.html
http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html
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FORLBLAME Cisco VT~ 7oMERES ]

TIOFIIWEBRFTE Cisco VT o 7 DHEEETFER

WDOFRIZ, ZOFY 2— VTt LT-EEICET A Y UV —2EWE R LET, ZORIT, V7
F7 =7 VU —RA M A U TCHEERROYTFR— N EASINZEEDOY 7 =T VU —RT
i%rbfmi# Z DOREREIL. FRZWr 0 BNV ERY . TR —#EDO Y 7 ho =T U U —

ATHIR—FENET,

TIY P T7 A= LOYR— P BIOVRA YT MU =T A A=V OV R— MIET D E#E
RMiFR9 %1214, Cisco Feature Navigator Z 1] L &4, Cisco Feature Navigator (27 27 & 29 %2

X, www.cisco.com/go/cfn |

IHENLE 9, Ciscocom DT I 7 MIKLEH Y FHA,

F5:FORNBEME Cisco VT by T T DAL

Hae

R

)
) —
A

HERETRER

Sy
& Cisco Y 7 b
e

TUHNELLTE Cisco Y7 b7 = THEEETIE, T UXNVELANE
Cisco Y 7 b7 =7 O#H, TOXNBLMNEA A—VICEHT DY 7
N = T RGEHERONE, BLOF—ROFEITIC O TR L
T, TUXINVELFE CiscoY 7 b =T IR, BR =2 T RERR (A
B —) Wbz AL T oA LVBLINIZY 7 b7 2T TY,

WD A~ RPNEANETITELINE LT, debug software
authenticity, show software authenticity file, show software authenticity
keys, show software authenticity running.

F—SAEHED
$H— b

F—REERED T R— b3 BIMESNE Lz, F—KITIE, 77>
F 74 —LDF—A P L—=UnbXF—2HBRLET, 7Ty b7+ —
DTG A A=V I A=V R A hTE, BiGd— (|
i A A—=Un6) RIFRF— (B A=V b) 13 —K%)
DR TR SELNET,
Z OMREIZE T 2FEMIC W TIE, ROEESHL T IEE W,
« TUHNVELNFE Cisco VT MU =T DX —DIG) L EH
RO~ FINEANETITEEINE L7, debug software
authenticity, show software authenticity upgrade-status, software

authenticity key add, software authenticity key revoke, upgrade
rom-monitor file.
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