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HATm haniciI, kO NETCONF #EREEN TWET,

| +--get-config

| +--edit-Config

| +--merge

| +--replace

| +--create

| +--delete

| +--remove

| +--default-operations
| +--merge

| +--replace
| +--none

|  +--get

|  +--lock

| +--unLock
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| +--close-session
| +--kill-session
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<get-config>
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HaEAniftEDT—2 A NT
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SRFEDA V2 —T = A ARTEDFEAMZ BUS L
EN

<rpc message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
<get-config>

<source>

<running/>

</source>

<filter>

<interface-configurations
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ifmgr-cfg"\
<interface-configuration>
<active>act</active>
<interface-name>TenGigE0/0/0/2</interface-name
</interface-configuration>
</interface-configurations>

</filter>

</get-config>

</rpc>

<get>

O

BIES LUF /5 %

OARRERE 2 UG L £

FTANTOACLRER LT A AR H &
B LET

Request:

<get>

<filter>

<ipvéd-acl-and-prefix-list

xmlns="http: //cisco.caw/ns/yang/Cisco-I0S-XR-ipvi-acl-cper"/
</filter>

</get>
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<edit-config>

BELEREDETET- 13—
HAERTE LIZX—7 > FRE
iCe—RLET

Merge #{E T ACL X E&4 R ELET

R
R

<rpc message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"

<edit-config>

<target><candidate/></target>

<config

xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"

<ipvd-acl-and-prefix-list

xmlns="http://cisco.con/ns/yang/Cisco-I0S-XR-ipvi-acl-cfg"
xc:operation="merge”>

<accesses>

<access>

<access-list-name>aclv4-1</access-list-name>

<access-list-entries>

<access-list-entry>

<sequence-number>10</sequence-number>

<remark>GUEST</remark>

</access-list-entry>

<access-list-entry>

<sequence-number>20</sequence-number>

<grant>permit</grant>

<source-network>

<source-address>172.0.0.0</source-address>

<source-wild-card-bits>0.0.255.255</source-wild-card-bits

</source-network>

</access-list-entry>

</access-list-entries>

</access>

</accesses>

</ipvéd-acl-and-prefix-list>

</config>

</edit-config>

</rpc>

Commit:

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
<commit/>

</rpc>

<lock>

TIAT 2V NINT A ZADFHK
ETFT—Z AT VAT AL
ey 7 3THILENTEE
.ﬁ—

FrhoREEZT v 7 LET,

Request:

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
<lock>

<target>

<running/>

</target>

</lock>

</rpc>

Response
<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">|

<ok/>
</rpc-reply>
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<Unlock>

DRz v 7 ShiziRkEx )
J—2ZALEJ,

WDUWNFTIINDLAED true
DA . <unlock> FEIT

Fl—tyva roFThoREesn vy /8B
2 7 fRER L E9,

Request:
rpc message—-id="101"

g6)

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
BLZEd, <unlock>
<target>
- JE S 1 v 7 SBIE | <running/>
— N </target>
TIT 47 TR | untecks
o L </rpc>
* <unlock> fFE A FATT
b ard, |y |Response -
<rpc-reply message-id="101"
ZH. 3 NN N
%fﬁ?ﬁfl/f;ﬂz‘/ 3 “/&: xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
[ U TiE7auy, <ok/>
</rpc-reply>
<close-session> |z v v g VAT LET, |NETCONF v a v a# T LET,
‘Tj“——/\\(j:\ L v¥a \‘/W_E@@ Request :
fTiFrosncnsbdey 7 & | <rpc message-id="101"
o 01— SE A xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
Y—=A&YV—AL, BHEA <close-session/>
AV =3
o EKR T LET, </rpc>
Response:
<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"

<ok/>
</rpc-reply>

<kill-session>

BUEALER R OB EE IR L,
FOY g BT S
ncnsraeyrzel)Yy—X%
U U—2x1LT, BEfHT B
TR AR T LET,

DDy a L IDDOBREIT. By arkr

i LEY,

Request:

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base
<kill-session>
<session-id>4</session-id>
</kill-session>

</rpc>

Response:

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base
<ok/>

</rpc-reply>

:1.0"

:1.0"

% 7E 159 5 NETCONF i&1F
IZ, CDP ¥EBEIZ %145 NETCONF <get-config> B R OEIHEDH] 27~ L £ 9,

TIAT MIAYE—UREEL, V—F ETEITLTWS CDP DOBIEDRIE % B
HBLET, V—FITBAED CDPRETHRELET,
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<rpc message-id="101" <?xml version="1.0"?>

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> <rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">|
<get-config>

<source><running/></source> <data>

<filter> <cdp

<cdp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-cdp-cfg">
smlns="http://cisco.com/ns/yang/Cisco-I0S-XR-cdp-cfg"/

</filter> <timer>10</timer>

</get-config> <enable>true</enable>

</rpc> <log-adjacency></log-adjacency>

<hold-time>200</hold-time>
<advertise-vl-only></advertise-vl-only>
</cdp>
#22
</data>
</rpc-reply>
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DIERZER L, V—FOREEZLEL LT,

TR ETNEMHAT LT nER
T —H BT NERGELET,
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(NETCONF) . Google E%@ UE—h 7Ry =% a3—)L (gRPC) L7IIfEED YANG
R=Z2DxT—Vx b LT, I0S-XRFE~DERILHAIY /ZEXIALT 7 & A wFFO
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Client Application

Router

Load software image;
data models are
part of image

Y

Make YANG models available.
Download from Github or
use NETCOMF query

Enable protocol for
transport >
(NETCONF, gRPC)

A

Connect to router
over NETCONF

k.

For a configuration change

- in the router, NETCONF request

is sent using <edit-config=

Configuration changes are made;
NETCONF reply is sent

L

Far aperational data,
NETCONF request is sent
using <get= or <get-config=

NETCONF reply is sent
with information

(e

AEEMN3A

DRI a T, AT AT T—HETAEERAL OV—% 70 v 5% E L, NETCONF
tyovarEHEHLTI oy ZIREEZHERLET,
AEDON—FE1HEDOaY  a—F THERINDI Ry NT—7 FRe Y EEZXTCHAET, Fv
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LSR1 & LSR2 X7~V AAf v F 7 —HFTF, ;"A NI gRPC 7 747 v Faflif4 %=
v hr—FTY, arha—J 3TV FFTIR R Ry U= BN LTI RTOL—H &
ELEJ, LERI ZBR T RTOA—F L, WEIRIPT Ny 7 En—F 1 7 OEIEIC
Ko THEAMMIRESNTWET, V—FDA v F—T x4 AZE, /317 Ry 7 &ff
HALIERA Y N —FRAV FERERHVET, V— RN TV 7 47 A1%172.16.255.x/32
FEXEHEHLET,

WOKNZ, *v bT—27 rARar Y ERLET,
R 3:gRPCE vy a>DFxy bT—4 bROD

Controller Out-of-band network
[ netconf
NETCONF <
198.18.1.127/24
\d
198.18.1.11/24 198.18.1.111/24 198.18.1.112/24 198.18.1.12/24
g0/0/0/0 g g0/0/0/2 @ g0/0/0f0
o0 172.16.1.0/31 lo0 172.16.2.4/31 lo0 172.16.2.0/31 lo0
LER1 LSR1 LSR2 LER2
2
g
g

Cisco IOS XR Z‘/I) T A - :Eij/l/@ Cisco-IOS-XR-infra-clock-linux-cfg.yang BILWY
Cisco-I0X-XR-shellutil-oper ZfEHT B &, W—% Jav /70l 7 ATHRETEET,
pyang 72 & D YANG NV 7 —% YV — )L &2 FH LT, 7—4% ETNVOWEERIH LN T
£7.

48 HHEIIZ

NETCONF =% U 7 RPCH#HEA LT, L—X FOYANG EL 2—1DY A e FELE
T, FEMCOWTIE, T—F ETFTAA~DT 7B AZBRL T IEE N,

V=3 7099 NDERE
FIE

RATFYT1 VAT LOR—T)N BA LS = DRAT 4 THRETTFTNALZHRLET,
1 :

controller:netconf$ pyang --format tree Cisco-IOS-XR-infra-infra-clock-linux-cfg.yang
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module: Cisco-IOS-XR-infra-infra-clock-linux-cfg
+--rw clock
+--rw time-zone!
+--rw time-zone-name string
+--rw area-name string

ATV T2 VAT LA OXA T 4 TEERET T V2R L 9,
5 -

controller:netconf$ pyang --format tree Cisco-IOS-XR-shellutil-oper.yang
module: Cisco-IOS-XR-shellutil-oper
+--ro system-time
+--ro clock
+--ro year? uintlé
+--ro month? uint8
+--ro day? uint8
+--ro hour? uint8
+--ro minute? uint8
+--ro second? uint8
+--ro millisecond? uintlé6
+--ro wday? uintlé
+--ro time-zone? string
+--ro time-source? Time-source
+--ro uptime
+--ro host-name? string
+--ro uptime? uint32

ATw T3 JL—& LER]l OBIEOEZZBE L4,
B -

controller:netconf$ more xr-system-time-oper.xml <system-time
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-oper"/>
controller:netconf$ netconf get --filter xr-system-time-oper.xml
198.18.1.11:830
<?xml version="1.0" ?>
<system-time xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XR-shellutil-oper">
<clock>
<year>2019</year>
<month>8</month>
<day>22</day>
<hour>17</hour>
<minute>30</minute>
<second>37</second>
<millisecond>690</millisecond>
<wday>1</wday>
<time-zone>UTC</time-zone>
<time-source>calendar</time-source>
</clock>
<uptime>
<host-name>lerl</host-name>
<uptime>851237</uptime>
</uptime>
</system-time>

H AL —rurcld, B—HNVH AL = NERESN TN EERLTWAD I EILEER
LTL7ZE&E W,

ATw T4 KFEPEERER: (PST) 2 LERI O —H XA L) — L TRELET,
B -
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controller:netconf$ more xr-system-time-oper.xml <system-time
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-oper"/>
controller:netconf$ get --filter xr-system-time-oper.xml
<username>:<password>@198.18.1.11:830
<?xml version="1.0" ?>
<system-time xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-oper">
<clock>
<year>2019</year>
<month>8</month>
<day>22</day>
<hour>9</hour>
<minute>52</minute>
<second>10</second>
<millisecond>134</millisecond>
<wday>1</wday>
<time-zone>PST</time-zone>
<time-source>calendar</time-source>
</clock>
<uptime>
<host-name>lerl</host-name>
<uptime>852530</uptime>
</uptime>
</system-time>

JL—A2 Oy DERE

N—58 7 ay JPRPST A LY —VZRESNTWVWDSZ L &R LET,

controller:netconf$ more xr-system-time-oper.xml
<system-time xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-oper"/>

controller:netconf$ netconf get --filter xr-system-time-oper.xml
<username>:<password>@198.18.1.11:830
<?xml version="1.0" ?>
<system-time xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-oper">
<clock>
<year>2018</year>
<month>12</month>
<day>22</day>
<hour>9</hour>
<minute>52</minute>
<second>10</second>
<millisecond>134</millisecond>
<wday>1</wday>
<time-zone>PST</time-zone>
<time-source>calendar</time-source>
</clock>
<uptime>
<host-name>lerl</host-name>
<uptime>852530</uptime>
</uptime>
</system-time>

DFEY, B—HNEA AL = RRESN TV RVWL—HF LERL T, T—% £F/VEHEHL
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