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Create a ussr profile

Create a user group and include user
profiles that are to be part of this group

k.

Create and assign command
rules and data rules to user group
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J— % OYIEFEENRFIZER X472 XR VM O root-Ir —H1F, A7 L EL VM @ root-system
2—HlZw vy B 7 I ET, root-system L —FIZIL T AT LDEFLVM D A — /S — 2 —FHER
NHH7-0, T/ RFHBRBEINET A,

BEfFD AAA REEF T HIIE, VAT LEH a7 0 ¥ 2 L—3 3 “eonfig E— R T show
runaaa 2= RZFEHALET,

ZOETHMHATLIARIFIKRDO EEY TT,

e —HY T Ty A NVOER (2 3—)

o 2—W T —TDER (4 X—)

o <2 R L—LOERE (6 2—3)

« F—Z L—LOERK (8 R—Y)

e T AYPARAZ VANYD—WLERAT— ROEH (10 X—)

A—Y JAJ 74 IILDYER
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VAT LAEBRVM OB LW —FEER L ET, 2—WFIa—V I —TICE T, FFED
FERREID B THNFET, =—FITE D Y TONHERIZESNT, VAT LAEH VM o
V=N Dawy RERE~ORIBMNET 72 AMEEZFFDLE T,

N—Z T, MRTI24 HO2—Y a7 7 A AR HR—hENET,

GE)

AT LNEB VM TER L7 —H1E, XRVM TER L2 —HF L3R 3., Lo
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FOED, XRVMBLIORU AT AEH VM OXZA T — RARE U CARAWAREERH Y $3, £
72, =R XRVM THIBRENTH, AT AEH VM LR Sz a2—FITHBRES
Moo

XR VM @ root-Ir = —HF N A7 LEH VM IZT 7 2335121, XR EXEC £— FXR EXEC
EF— R TAdmin 2~ RZANLET, V»—F TlEa2—HFHLE AT —ROANEZRDDL T
oV MIEFRINNET A, XRVM D root-Ir 2 —H(21%, VAT L2AEH VM ~D 7 )V T 7%
AMENIRE SN E T,

FIE

admin

1 -

RP/0/RPO/CPUO:router# admin

T— REHBELET,

config

51

sysadmin-vm:0 RPOsysadmin-vm:0 RPO#config

VAT AEBa T 4 ¥ 2 L—1 3  System Admin Config E— F&BAtG L £,

aaa authentication users user user_name

1 -

sysadmin-vm:0 RPO (config)#aaa authentication users user usl

HLWa—FElER L, 2—F a7 s¥alb— gy F— FEBBLET, TR, =—
Y o Tusl) 2MERR S ET,

password password

&1

sysadmin-vm:0 RPO (config-user-usl) #password pwdl

VAT DEBLVM ~Or 7 A VEHC A —YRRRECHE T 5 N AT — Re AN LET,
uid user_id value

51 :

sysadmin-vm:0 RPO (config-user-usl) #uid 100
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BEEEELET, 328y hOEKAEANTEET,
AT 76 gid group id value
i -

sysadmin-vm:0_RPO (config-user-usl) #gid 50

Bz ELET, 328y FOBKEEANTEET,
AT w771 ssh_keydir ssh_keydir

i

sysadmin-vm:0 RPO (config-user-usl)#ssh keydir dirl
PR TFOMEEEELET,

AT 78 homedir homedir
i -

sysadmin-vm:0 RPO (config-user-usl) #homedir dir2
FETFOMEEREELET,

XTFv 79 commit
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c ZDAAY TR LT a—Y R G0 5a—Y SIL—TE2ERLET, 2—% JIL—TD
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admin

1

RP/0/RPO/CPUO:router# admin

ET— NZHBLET,

config

1 -

sysadmin-vm:0 RPO#config
VAT LEHRa L T 4 X2l —vary E— RERMBLET,
aaa authentication groups group group name

51

sysadmin-vm:0 RPO (config)#aaa authentication groups group grl
Frlwna—% Zr—7 (FEHFELTHWRWES) ZERLT, Zv—7 ar7 4 Fal—
varE®F—RERBLET, ZOHITE, =2—% 71— lerl) BMEERINET,

G¥) T 74/ FT, root 2—HFDIERFFIC—H 7 L—"7 [root-system| 7233 AT LI
Ko TR SN ET, root2—FXZD2—H TV —T DAL NTE, ZOTN—=T
BN E e 2 — P L root - —WHERR A B L £ 77,

users user _name

51

sysadmin-vm:0 RPO (config-group-grl) #users usl

=P IN—=TICED LA —F DA EfRE L ET,

B O —VF 4% “HE I HFCHATIET S Z LN TEET oL 21X, users "user! user? ...
"L ET

gid group id value

i

sysadmin-vm:0 RPO (config-group-grl) #gid 50

BEAERELET, 328y hOBEEZANTE LT,

commit
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Da—Y TN—TI BT 5T _XChOx—Fiz@mfInEd,

A~y NCOBEZFFAIT 20 EGRT 20 EEETHZ LT, 2w FA—A2ERKLET,
ORI, ARNRENELHEROMASDOEZRLET,

#h1E A ERHEMR EEHER

EARY R) | 1?2 ZERHLESEAICCLIICa~Y | 2] ZEALEEAICCLIICa<w R
%ﬂ%réniﬁo %réﬂiﬁmo

E£T X) CLIba~vwy REEITCTEET, |CLINbavy REETTEEREA,

FEAIRYE L SV/FWCH IFRREN., FETR | vy NI CLLICERENT., E177

UE1T (RX) |RETT, HIELTEXEEA,

T 7 4V T, TXTOMERD Reject (ZEXE SV TWVET,

Faxy F—d, BEMT O TV IR ZICE > Gl EnEd, 22— 71—
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LHELET, Inolioavy R — R La—W% ZV—7Z#M3 5 &, cmdrule 5 23
BREINDTZD, ZOTN—TOa—WF LAY 7T 7 A D £,

XA DEIE LT, [showplatform] =~ ROFAIY B L OFEITHEREZHET H1—
VAR L £,

1R BRI

2= TN—THERLET, 2—F ZA—T DR 42—) EBRLTIEE N,
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admin
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RP/0/RP0/CPUO:router# admin

T— NZBMH L ET,
config
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sysadmin-vm:0 RPO#config
VAT LAEHOaY T 4 Fal—vary - RERKBLET,
AT 73 aaaauthorization cmdrules cmdrule command_rule_number

1 -

sysadmin-vm:0 RPO (config)#aaa authorization cmdrules cmdrule 1100
avy R—NESE LTHIEZEELET, 328y NOBEAE AT TEET,
EE 1~ 1000 DEFHI L A I TTRIFELOZDEH LT IZE W0,

Zoawy RiZkoT, HriLna<wy F—ib (EEFEELTOVARWES) MERRSh, o<
YRA— a7 4 X alb— g RRRBENET, HITIE, w2 Kaa—1 11100)
PMERE SN E T,

G¥) T 7/ b T, root-system L —F DIEREIFIC Temdrule 1) 233 AT A2 X - THER
SNFET, ZOavr F—E, $_XTOa~xy Fo [F5EARY ) B8O 1917
BEICRT 2% 7GR MERZRIELET, L7 -> T lemdrulel] VAR Z4L7e W0 R
V. root —HITHE LNLHIRITH Y EH A,

AT v 74 command command name

1 -

sysadmin-vm:0 RPO (config-cmdrule-1100) #command "show platform"

VMR Z T 5~y REEELET,

command{Z 7 AKX U A7 [*] 2 AN L7ZGE, £TDOa<y KL—ARNTXTOa~r Rz
AEnsZ Ea2EWRLET,

ATv 75 ops{r|x|rx}
il -

sysadmin-vm:0 RPO (config-cmdrule-1100) #ops rx

MR ZFEET AN ENS 281EEZEE L £,
or gt AEY

*X I EAT
erx : aeAAHD B L OVFAT

AT w76 action {accept | accept_log | reject}
1 -

sysadmin-vm:0_RPO (config-cmdrule-1100) #action reject
=R EOMEDHE ZFF A SN LNEEINDINERELET,
caccept : L—PFIIZLDOEEDETEFFT SN E T,
e accept_log : = — XL DEWEDIATEFF RIS, 77 B ADORITNT XN TRRINET,
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AT 71 group user _group name

51

sysadmin-vm:0 RPO (config-cmdrule-1100) #group grl

a<Y R A— L EEAT2—Y FL—7% e LET,

AT w78 context connection_type

1 -

sysadmin-vm:0 RPO (config-cmdrule-1100) #context *

ZON—NEBAT IR A T ERELET, B X A T idneconf (v MU —IRET 1
fan) [ ci (A~ R RI7A4 A2 FZ—TxAA) . £721Txml (Extensible Markup Language)
T, 7AZ Y A7 ¥ OANBHRSNET, it TOa~< 2 KL= AW _TOH
fes A WA SN D Z EanRmLET,

AFv 79 commit
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admin
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RP/0/RPO/CPUO:router# admin

T— FEHBLET,
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config

1 -

sysadmin-vm:0 RPO#config
VAT LAEBaY T 4 X2l —Yar T— REBBLET,
aaa authorization datarules datarule data rule number

1 -

sysadmin-vm:0 RPO (config)#aaa authorization datarules datarule 1100

F—H = FGE L THEERRELET, 328y FOEKAE AT TEET,
EE 1 ~ 1000 DEFITT A T TPREFEALDOTZDFEH L2 T IEE N,

ZDawy RiZkoT, HILWTF—F b—)b (FFEHFEELTORWES) MER I, T—H
= a7 4 F¥alb—vary T— KRB EINET, HITIE, T—% L— T1100] 2ME
REnET,

G¥) T 74/ T, root-system L —H DIERLIFIC datarule 1| 233 AT LI K - THERE &
NET, ZOTF—=Z V=T, TRXTORET—FD [FHIY ) . [EHZRAR]
BLO 197 BEICRT2 R HERAREELES, L ->T ldatarulel] 23
EHINRWIRY | root 2 —IZFEE SN HHIRIZH W XA,

keypath keypath
£

sysadmin-vm:0 RPO (config-datarule-1100) #keypath /aaa/disaster-recovery

THEROX—NZAEZHELET, F— " RET—FEROYN % ERKRT HATT, keypath
T AR Y RT %] ZAS LSS, FOa<vy RA—ARTRTOBRET—XIEHAIN
HZEEEWRLET,

ops operation

1

sysadmin-vm:0 RPO (config-datarule-1100) #ops rw

HERAEET DMER S 2ELHE L T, FEMEXROCFTHII SN ET,
¢ fERk
o d : HIBR
cu: BB
ew FEIAL (ERR, BH. B L OHIBROMAE D)
o1 BERIATE

*x: FAT

action {accept | accept_log | reject}
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sysadmin-vm:0 RPO (config-datarule-1100) #action reject

S P RE DBIEE T AT SN B IMES S A EIRE LET,
« accept 1 = — VL Z OBIEOEIT LT SNET,
 accept_log : T—FIXZ DBIEDEATEFFA S, 77 & AORITHT_Cidk ST,
. reject : L —FILZOBIEOFITEHRENET,

group user_group name

1 -

sysadmin-vm:0 RPO (config-datarule-1100) #group grl

TR N—NEEAT LY TN —TERELET, BEROINV—TLHERETHI LD
TEFET,

context connection type

1 -

sysadmin-vm:0 RPO (config-datarule-1100) #context *

ZON—NEEAT A8 A T ERELET, X A T dnetconf (X NU—IRRET 1
hanw) [ ci (2~ RIA A H—TxAR)  £l2lTxml (Extensible Markup Language)
T, 7AZ VAT [*] OANBHERSNWET, it TOa~r RBRTXTOERZ A
FZEHEND L ERLET,

namespace namespace

&1

sysadmin-vm:0 RPO (config-datarule-1100) #namespace *

TAEYRY x| AN LT, T—F L— I BDLFILMOMETXEHINAZ 5L
ij‘o

commit

y > O »
JAN)DA—FZENRT—FDER
J—H DB, P root-system L — P4 ENXAT — REEHRTDH L, RU2—F4 LR
U— RV AT LAER L ) — VDT 4 FRZ YN 22— L BLUORNAT— RN LTy
vV ENET, 2L, INHIIEEREETT,
FTAYPREZ AN 2a—PFLBLONRAT— KX, RORMTEILBET,
s VAT LEHa Y — )LV TOBIEDT 7 /v b VY —ATHDH AAA T — X _X— AN L
BB AT AT VB8 AT 5,
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LT VB AT A,

GHEFDL—TLBLIONRAT — REGNEGEIL, T4V AX VAENY a—F4 LR
U—REFHL T AT LAE Y — 2T 78 AL, HiLWa—W 2 e+ 5,

\}

G AN—=2TiE. TA4FRZIVINY 2—FHRBIORAT = FE—EIC1DDHRETEET,

FIE

Z2F v 71 admin
1 -

RP/0/RP0O/CPUO:router# admin

T—FzfnL£7,

AT w72 config
i

sysadmin-vm:0_ RPO#config
VAT LAEHaY T 4 X2l —var T RERBLET,
AT w73 aaa disaster-recovery username username password password

1 -

sysadmin-vm:0 RPO (config)#aaa disaster-recovery username usl password pwdl

TAYFRAZ Y NY 2—=FHLRXZAT—=RERELET, BBFO2—FE2T7 4 F 2L U I
U 2—HL LTRRTIZMERHY £, ZOFITIE, TAFAZ VIR 2—H L LT

fusl) AR E I, NAT— K Tpwdl] BFV Y ToHNET, NAT— KX, FL—r 7%
A NEFIEIMDS ¥4 Y2 A MLFHNELTANTLHZ ENTEET,

TAYFRAEZ YBINRY 2—VFHE2HEHT 85515, username@localhost DFEXTA) L TL 72
X,

AT v 4 commit
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