SMERERTE 7 7 A JLDEEEL

WIET 7 A NVORGE (1 ~2—)
T—H DR (73—)

A =

2L
® X

NWERERTE 7 7 1 ILDEREE

CiscoESC U U — 2 4.0 LLRIClX, ESC X, TA B uiRE, T=%V 7 JEH. BLULCS
TIvarO—HE LT, WS ODPDOINTHEET 7 ANERAZ Y T MEdR— KL TWET,
ESCiZ. BEO—# L LT, RAFOHEZ)H DL T, VE— =50 ZN6D 7 7 A
NOEFGE P R—F L TWET,

ESC VU UV —R240L, 77 A rulr—2@MHRELr~ v, DEV Rz T T OE FCTE
FINFET, ZHICEY, BEHOVM I L—T L ZDFA P TEBLIOLCS T 7 3 a Vs,
BEWNOMERGHI TR vA v r—2 25T 5L o120 £,

BT —# T /LOFNIIRD LB T,

<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>sample-tenant</name>
<deployments>
<deployment>
<name>sample-deployment</name>
<file locators>
<file locator>
<name>post deploy alive script</name>
<remote file>
<file server id>http-my-server</file server id>
<remote path>/share/qgatest/vnfupgrade/lcspostdeployalive.sh</remote path>

<local target>vnfupgrade/lcspostdepalive.sh</local target>
<persistence>FETCH ALWAYS</persistence>
<properties/>
</remote_file>
</file locator>
<file locator>
<name>asa-dayO-config</name>
<remote file>
<file server id>http-my-server</file server id>
<remote path>/share/qgatest/day0/asa config.sh</remote path>
<local target>day0.l/asa config.sh</local target>
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<persistence>FETCH ALWAYS</persistence>
</remote file>
</file locator>
<file locator>
<name>scriptlocator</name>
<remote file>
<file server id>dev test server</file server id>
<remote path>/share/users/gomoore/actionScript.sh</remote path>
<local target>action/actionScript.sh</local target>
<persistence>FETCH MISSING</persistence>
<properties/>
</remote file>
</file locator>
</file locators>
<policies>
<policy>
<name>VNFUPGRADE_POST_DEPLOY_ALIVE</name>
<conditions>
<condition>
<name>LCS::POST DEPLOY ALIVE</name>
</condition>
</conditions>
<actions>
<action>
<name>post deploy alive action</name>
<type>SCRIPT</type>
<properties>
<property>
<name>file locator name</name>
<value>post deploy alive script</value>
</property>
</properties>
</action>
</actions>
</policy>
</policies>
<vm_group>
<name>ASA-group</name>
<image>ASAImage</image>
<flavor>ml.large</flavor>
<recovery policy>
<max retries>l</max retries>
</recovery policy>
<scaling>
<min_active>1</min_active>
<max_active>1</max active>
<elastic>true</elastic>
</scaling>
<placement>
<type>affinity</type>
<enforcement>strict</enforcement>
</placement>
<bootup time>120</bootup time>
<recovery wait time>60</recovery wait time>
<interfaces>
<interface>
<nicid>0</nicid>
<network>my-net</network>
</interface>
</interfaces>
<kpi_ data>
<kpi>
<event name>VM ALIVE</event name>
<metric value>l</metric value>
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<metric cond>GT</metric cond>
<metric type>UINT32</metric type>
<metric_ occurrences_true>l</metric occurrences_true>
<metric occurrences_false>5</metric occurrences_ false>
<metric collector>
<nicid>0</nicid>
<type>ICMPPing</type>
<poll frequency>5</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_alarm>
</metric collector>
</kpi>
</kpi data>
<rules>
<admin_ rules>
<rule>
<event name>VM ALIVE</event name>
<action>ALWAYS log</action>
<action>TRUE servicebooted.sh</action>
<action>FALSE recover autohealing</action>
</rule>
</admin_ rules>
</rules>
<config data>
<configuration>
<dst>ASA.static.txt</dst>
<file locator name>asa-dayO-config</file locator name>
</configuration>
</config data>
<policies>
<policy>
<name>SVU1l</name>
<conditions>

<condition><name>LCS::DEPLOY UPDATE::PRE VM VOLUME DETACH</name></condition>
</conditions>
<actions>
<action>
<name>LOG</name><type>pre defined</type>
</action>
<action>
<name>pre vol detach</name>
<type>SCRIPT</type>
<properties>
<property>
<name>file locator name</name>
<value>scriptlocator</value>
</property>
<property>
<name>exit val</name>
<value>0</value>
</property>
</properties>
</action>
</actions>
</policy>
</policies>
</vm_group>
</deployment>
</deployments>
</tenant>
</tenants>
</esc_datamodel>
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<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<file_servers>
<file_server>
<id>server-1</id> <!-- unique name for server -->
<base url>https://www.some.server.com</base url>
<file_server user>userl</file_server_user>
<file server password>sample password</file server password>

<!-- encrypted value -->
<!-- properties list containing additional items in the future -->
<properties>
<property>
<name>server_ timeout</name>
<value>60</value>
<!-- timeout value in seconds, can be over-ridden in a file locator -->
</property>
</properties>

</file server>
<file_server>
<id>server-2</id>
<base_url>https://www.some.other.server.com</base url>
<properties>
<property>
<name>optionl</name>
<encrypted value>$8$EADFAQE</encrypted value>
</property>
</file server>
</file servers>
</esc_datamodel>
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<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants><tenant>
<name>sample-tenant</name>
<deployments><deployment>
<name>sample-deployment</name>
<vm_group>
<name>sample-vm-group</name>
<config data>
<!-- exisiting configuration example - remains valid -->
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<configuration>
<file>file:///cisco/config.sh</file>
<dst>config.sh</dst>
</configuration>
<!-- new configuration including use of file locators -->
<configuration>
<dst>something</dst>
<file locators>
<file locator>
<name>configlocator-1</name> <!-- unique name -->
<remote file>
<file server id>server-1</file server id>
<remote path>/share/users/configureScript.sh</remote path>

<!-- optional user specified local silo directory -->
<local target>day0/configureScript.sh</local target>
<!-- persistence is an optional parameter -->
<persistence>FETCH ALWAYS</persistence>
<!-- properties in the file locator are only used for
fetching the file not for running scripts -->

<properties>

<property>

<!-- the property name "configuration file" with value "true"

indictates this is the
script to be used just as using the <file> member case
of the configuration -->
<name>configuration file</name>
<value>true</value>
</property>
<property>
<name>server timeout</name>
<value>120</value> <!-- timeout value in seconds, overrides
the file server property -->
</property>
</properties>
</remote file>
<!-- checksum is an optional parameter.
The following algorithms are supported: SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512 -->
<checksum>SHA256 (configureScript.sh) =
dd526bb2c0711238ec2649c4b91598fb9%a6cfl1d2cb8559¢c337c5£3dd5eal769e</checksum>
</file locator>
<file locator>
<name>configlocator-2</name>
<remote file>
<file server id>server-2</file server id>
<remote path>/secure/requiredData.txt</remote path>
<local target>day0/requiredData.txt</local target>
<persistence>FETCH ALWAYS</persistence>
<properties/>
</remote file>
</file locator>
</file locators>
</configuration>
</config data>
</vm_group>
</deployment></deployments>
</tenant></tenants>
</esc_datamodel>
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M55t S AVTAE DS ConfD IZPRAF S IVE T, EOKSALICEH S 415 ¥ —1F. confd.conf [ZFRAF
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choice input method {
case file {
leaf file {
type ietf-inet-types:uri;
}
}
case data {
leaf data {
type types:escbigdata;
}
}
case encrypted data {
leaf encrypted data {
type tailf:aes-cfb-128-encrypted-string;
}
}
}

Advanced Encryption Standard (AES) F—®D4K
AES F—DE XX 16 /34 T, 32 XLFED 16 EHLFHNEENTOET,
S b 2 HERE ¥ 5121, confd.conf T AES ¥ —Z2RETHMNENDH Y 97,

/opt/cisco/esc/esc-confd/esc_production confd.conf

<encryptedStrings>
<AESCFB128>
<key>0123456789abcdef0123456789%abcdef</key>
<initVector>0123456789%abcdef0123456789%abcdef</initVector>
</AESCFB128>
</encryptedStrings>

F 7 %/ k@ AES ¥ —1% confD TEHTE £9°,

0123456789abcdef0123456789%abcdef

confD ¥ —{IN— Ra— RFILTWET, escadm.py [T7 ¥ L7 AES F¥—% R L. confD
DGR T DRNZT 7 4L b @ confD AES ¥ — 4 E X2 7,
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