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. SNMPv3 % i L 7= Cisco EPN Manager & 7/34 XD EED#RIL

72 (BSS/OSS) "6 MDNBI bT 7 4 v 7 THERRE N E T,
HCTEEESNS7=6H, HTTPS (TLS THf

VT ANRNG RN T T 40T
R L CTEBEMGT A A 2B £
SSH %> SNMPV3 72 £ D7 m k= /L& Af#i il LT,
N T 4T

T B9

DT N—

,,—-—»/4

5T

Cisco Evolved Programmable Network Manager £ ¥ 2 7« |

Bib &7 HTTP) % Fi4k

ZDNTFT 4w ZIZHTTP#R

TOHOMENRDY 7,

7%, SNMPCHTTP 72 & DAV 1 k=L
HETHEBRNT 7 4 v 7 THERINLET,

ORI T 4y BR#ETEET,
T 2DWEN B DR E FIEOFHN OV TR,

ZD
[SNMPv3

ZA#i L 7= Cisco EPN Manager & 7 /XA A Di@E DL 2L T 7Z&E0,

BT VAT LMOKEF MO NTT 4T
DI-SIJALADEE‘H_\'—/\\'_ (TLS EAP Z J:O‘,Cf?%:

NhHAHT U r—ar7a ha Vsl <, B A
—MOTFY r—a L Fa halix

DT N—

71X, Cisco EPN Manager &, 4%

) °SMTP # —/L % —,3— (TLSIZ & » TiR#)
REDMDOEIFEIERTR—F VAT ABDO N T 7 4 v 7 THEASNET, RiETHINIE

b7 havpEHIET,
. B EPAAEN TN DLEELH Y £7,

*HARBRDO T F7 A4~ ) ==Lt B ) =N~ OKEFRD T T 4T . ZD

7 —

TE, TI9A<Y FE—REBHUHFY F—RTETLTNS?2

@ Cisco EPN

Manager #—/X—[HD N7 7 4 v 7 TR ESNE T, HH——1F bo5—FHDHI—,—
DIEFEMAZEG L, HTTPS TRESN TWAEEL AN L TTF—FR_XR—RA L ZDD 7 7

ANDaLrT Y DORMERELET,

SNMPv3 % {#FH L 7= Cisco EPN Manager & 7/\1 XA D@EIED &L

SNMPv3 i, SNMPv2 LV t, % 2 U T A HEENEmW T 1 h 2 /L TF, T34 A7) SNMPV3 %
PAR— b LTV BEAIE. SNMPv3 % f#iH L C Cisco EPN Manager % —/3— L @{F9 5 Xk 9 (T

TNA AR ELET,

BEIZOWTHIAL TWET,

WOFNEIL., FrLWT A ZAEBINT 5 & ZIZSNMPV3 28T+ 507

TINA XD HMIZOWLTIX, UTF
EBMAE  |SNMP3 #16E T A% ESRLTCEEEL,
LODT N | [T/34 ADEM (Add Device) 1 A 7R 7Ry 7 A | FENZL DT /34 ZAD
A ADIBM | T, [SNMP 7' 12,37 ¢ (SNMP Properties) |~— 2K B GHillT A A ¥
gL, N—Y a3 (Versions) | Ky Xy URN AT EET A AT
M V3] IR L ET, J—Xx)
BEDOT /N |CSV 77 A NEwRETDHEEIT WOLIITATILE |CSVT 7 A L ZE L
A ZDEM | T, =T N ADA VR—
(—H&1 >~ e . - ~
Fe 1) * [SNMP /X—<7 5 > (SNMP Version) ]%1C3% A7)
LET,
e [snmpv3 user name], [snmpv3 auth type].
[snmpv3_auth password], [snmpv3 privacy type]. ¥
X OY [snmpv3_privacy password] 4% Z Y] 72 fil
AT LET,
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cu A LssmziEons [

TINARD FHMCOLTIH. T
EBMAE |SNMPV3 Z18E Y 5 A% ESRLTCEEE,

T A ABNN[T 4 AANYERE (Discovery Settings) [ XA T 2T ARy | WAX <A XE iz
VEMEHL |7 AT, [Z VT Y /LOKE (Credential Settings) | |7 « AN FHETD
FEEOT | =Y TICBEI L, [SNMPv3 7 LT 3 ¥ /L (SNMPV3 | T 4 A B3 D FEFT
NA ADiB |Credentials) |#27 Vv 7 LET, [HidmadZ Vv s L
i T, TA AT LT Uy LaBIMLET,

48 HHEIIZ

SNMPV3 ZHR— rT 5%y hT—27 T4 2T, (HMAC-SHA-96 72 & Ot 7zt ¥ 2V
T4 TAITY XL LT) SNMPV3 BERNZ 2> TWAZ L 2R LET,

CLI Z{&FH L 7= 5} BREREE D EX TE

=P =T HT N ERRT— REFHT 521X, RADIUSR°TACACS+ 72 E DX =2 7 723
FEZ R b a L TRETLAEHO Y £ — MWE%—/\~%1E£H@“Z> EEHERLET, UTOF
NEIZAE > CREGEZRRET 2 2 LITINR T, AMMBERRAEN ¥ —ICHfE LT, ZoftiotFx 2 Y
T A LR ER WA DE T EE 0,

\)

GE) nm—bNa—VP -2 ERATDHIZ LI LEZGAIE. T 74V ORAU— R KR —%ff
BL., BT AMERHDNE I, %#UU?L“C< 7RV, a—HLEBIAED DD 7 a—3 L R
— R RV —OFREEZRL T I,

AR AAA Y — R —Z i L Ca—Y —%FEFET 5 X 9 12 Cisco EPN Manager 7% € L 77,
PN — %R TE I, Web GUI %1% F L“C%) av  RIA4 A X —T7 x4 A (CLI) %A
LTHITAET, VE— b 22—V —383F% GUI TRETDHEAIL. MTRGEORTEEZSR L
TLIZEW,

CLIZ A U CHOMIRRRE A T 2121, RO TFIEIZHEVF 9, EPNM I CLI %71 L 72 TACACS+
DRED I % R— b

AT F1 CiscoEPNManager h—/3— L DSSHY v ¥ 3V &fESLT D OFHBICES T, a2~ R IA4 &R LT,
Cisco EPN Manager (22 71 L £,

ATFYT2 a7 4 Xal—varyE— NERHBELET,
ATFv T3 koavr Rua AN L THEEREE TACACS ' —_—% %y 7 v 7 LET,

aaa authentication tacacs+ server tacacsIP key plain shared-secret

ZZ T,
s tacacslP 1%7 7 7 ¢ 772 TACACS+ H—/ X—D P 7 KL AT,

« shared-secret |X7 7 7 4 772 TACACS+ H— =D 7 L — 0T % X s OILFRUE T,
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B o —ror—=x8x0— rsEicsiT 5 ssH @ik

ATYvT4 ROa~vy FE AN LT, ERFHRELF O 2 —F—Z/ER L ET, Zoa—F =3, #ioRT v 7T
E LT — "=l Lo TRRAEENE T,

username username password remote role admin [email emailID]

ZZT7T.
« username (3= — % — ID DA H{TTY,
« password (XL —H—DF L —2FTF A FD/RAT— R TT,

eemaillD jZ2—HF—DA—/L T RLATT (7> ay) .

TJI— R ITA—R INRAT— FIRE(|Zx{9 5 SSH D3&1E

NAY — R R—=2AD SSHGBREL T Vv— b 7 4 — AT L THEss Td 5728, Cisco EPN
Manager DA > A h—/LiZIZ, EFBINTWEHABF—D X A 7 (PubkeyAcceptedKeyTypes)
DOWTINZEIV X5 Z L Z2B8)H LEF, Cisco EPN Manager THARE S LTV D AR % —
D H A7 (PubkeyAcceptedKeyTypes) DY A MIKD LIV T,

* ecdsa-sha2-nistp256-cert-v0l@openssh.com
* ecdsa-sha2-nistp384-cert-v0l@openssh.com
* ecdsa-sha2-nistp521-cert-v01@openssh.com
* ssh-ed25519-cert-v01@openssh.com

* ssh-rsa-cert-v01@openssh.com

* ecdsa-sha2-nistp256

* ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

* ssh-ed25519

G EZDIZIE, ROFIEZFATLET,

AT w71 Linux CLIFEEZ 22— —L L Tur AL, Y= UITZ7EALET,
ATY T2 BHEOL—F—%FERLET,
# whoami

RO, Linux/b— b 22— =TI <, Linx BHE L —THIEZ L2277 THERH Y 9,

AT 73 Cisco EPN Manager & #E = —H —DE 1T, KRS TWHAMF— ¥ A7 (PubkeyAcceptedKeyTypes)
ONWTNEMHFA L, 2048 By FLLEOFREZF>Y —/L (puTTYgen 72 ) % L CTxF— 27 & SSH
LFHN R L £,
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ATvT4

ATy TH

ATvT6

T— kT4 —R RRT— FIEIzx T 5 ssH ol [

72 zE, DX DT ed25519 A L T —Z A L ET,

$ ssh-keygen -t ed25519 -N ""

SSH SLFHNIRD K 512700 £,

ssh-ed25519 AAAAC3NzZa... ...... root@localhost.localdomain

Evk WEx—Z2 7 7 A NVIRIFLE T, TEX, SAT =2 LTk S o JBAUTR
fFLTLEEN, £, RATZ L —XEFRIZEN TN,

authorized keys 7 7 A /VAEVERL L., @ 8)7e 7 7 & AHERR % Cisco EPN Manager & B = —H —|ZH| D 4 T %

D

a) EHEHEL—F—OFR—LT 4L 7 FNUT, ssh7 4L 27 MUEERL, 207 4 L7 b OFAIY |
FEIAH, BLOETOHERZERE 2 —F —DRITHID B TET,

# cd ~
mkdir .ssh
chmod 700 ~/.ssh

b) AREINIZF— T ANVEERLET,
#
#

H= FH

cd .ssh
vi authorized keys

c) A7 w73 CTERK L7z SSH X541 % authorized keys 7 7 A WZ 2 B — LTV 1T, 7 7 A WV ERTTF
L/iﬁ‘o

d) authorized keys 7 7 A /L DFEARY | FHEIAL, BIOETOMHERZEHRT 22—V —DHITHIV Y TE
—é—o

# chmod go= ~/.ssh/authorized keys
# chmod u=rwx ~/.ssh/authorized keys

e) authorized kekys 7 7 A VT2 7 7 AMEEEIV BTl L 2R LET,

# 1s -al

FEROHINIRD K 512720 4,

total 6

drwx------ . 2 admin gadmin 1024 May 10 00:25 .

drwx------ . 6 admin gadmin 1024 May 10 00:24 .

—TWX—————— . 1 admin gadmin 398 May 10 00:25 authorized keys

Z oM, Linux FHE 2 —V —% adnin W ILRITTT

bash = /LD — F 2—HF— {2V B2 FT,
# sudo -1i
sshd config 7 7 A VA HH L E T,

a) letc/ssh7 4 L7 hUIZH D sshd config 7 7 A VDBAEDNN—T g L gEDNRA—V g v Eabe—LF
D

# cp /etc/ssh/sshd config /etc/ssh/sshd config.orig

b) vi =7 4 H¥IZsshd config 7 7 A VA E T,

# vi /etc/ssh/sshd config
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) MOF—LEORTEANLET,

Protocol 2

MaxAuthTries 3
PasswordAuthentication no
PermitRootLogin no
AuthenticationMethods publickey
PubkeyAuthentication yes

-3

7 7 4/ F® sshd_config 7 7 A /L TlX, T HDF—EEORT O—HMNREEICHE SN T
WHZEDRHYET, ZOHREE. ROVTNDLETHNET,

« FREOMEE —HLRWEEZZEE L ET,
BEFOF—LEORT A N T T ML, FILWTICSRER P Z2HEELET,

TO9THILET, FLHEOT OBEREBLS LN TEET,

d 77ANVERGFELET,
ATw T sshdz)Va—FRLET,

# systemctl reload sshd.service

IE

sshd [ZFEEE) L2 T 72 &0, AR O EFINEDOWT I @ YIZ5E T3, sshd 2 FLE)
L72BA0E, SSHIZT 7B ATE L 720 E9, BIEDSSH v v a VIR SN D720,
sshd # U — RT3 5BME N2 TT (WWEREEZITA5E21CLET) |

SSHRFEDEMRMTET Lk Lz, BEDKI L2 L2 HRT 5103, BFEOSSHE v v a v 2BV %
FIZLT I EBETLIVLENSL5EIMAT) . ZOFIEDART v 7 3 TER LB T — L3R
TL—RAEERLTHLWSSHE vy v a v 2 &E £,

NTP ?D5&1E

Network Time Protocol (NTP) (%, ¥ — "—D HfF ERFLOEFH ZZRIEL F 3, NTP TOREH)

R % 5473 572912, Cisco EPN Managerth—/"—%%ETHZ L azBEIHOLET, *v b
U — 7 2RO NTP [AHOE B CRaE N A LI GG, BE R RENBET RN £

T, Xy M=V EOERITMEBOR Yy NU—20 T—F% 7 7 F ¥ 2T LE8HOMET

HY, ZOHA ROHEANTT, ZO My 7 DOFFEMICONTIE, YA HRYA F X—s3—
['Network Time Protocol: Best Practices] 72 EE# ML T 72 &V,

ROFITEBE LT IZS N,

‘NTPEZEHT DL, EX 2 )T 4 RFICHET HEENKET L ARENER S D720, NTP
N— 3 4 (NTPv4) %fFH LT Cisco EPN Manager —/3—® NTP #5E % 583 5 &4
FNH Y 9, F£72. Cisco EPN Manager (% NTPv4 21X NTPv3 & Dtk HHMERSH 5 7=
W, NTPV3 bR — R LTNET,

» Cisco EPN Manager (23 K 5 BD NTP — —% R E T E 7,

« IPv6 DY R — MINTP TITRHCTE E A,
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Cisco EPN Manager 4 —/N\—TONIP Dt F7 v 7 .

Cisco EPN Manager +—/A\—TONTP Dty b7y 7

Network Time Protocol (NTP) ZfEH L T, NTP —R_—%fHT 5 —R_—L Ry FT—7
TNARAED Y a7 ZRMT 512X, £ 7 Cisco EPN Manager EICNTP Z&2 > b7 v 795
WERH Y EF, ZOFATHEICZOWTIE, —3—TONTP OFE S L T EE0,

feal s i= NTP OEFDE ML

D*(@illlﬁé’iﬁb ntunEé%Lﬁ_NTP @E%‘ﬁ%‘k/ }‘7/7 Ljﬁj«

AT w71 CiscoEPNManager —/3—L D SSHY v v a VU EZHELT 5 DOHIHES T, a~v>r I &AL T,
Cisco EPN Manager (22 71 > L £,

ATFwT2 a7 4 F¥al—aryE— RERBLET,
ATV T3 ROa<r RE AL THENTPvE —_"—%ty b7 v 7 LET,

ntp server serverIP ntp-key-id ntp-type password
ZZT,
e server|P (X, i3 2383 NTPv4 h— 3—D P 7 KL ATT,
s ntp-key-id (X, NTPv4 #—/3—@ MD5 %—ID T,
e ntp-type (F, TL—rFEI Ay aOWTANIT LI ENRTEET,
« password (% NTPv4 —/X—D MD5 'L —> TF A h /RAT— FT1,

I &R L ET,

ntp server 209.165.202.128 20 plain myPassl123

E S

ntp server 209.165.202.128 20 hash myPassl23

ATV T ROTAFEFITLTC, NTPFRENELSEELTWD Z & 2R LET,
a) NTP EHOFEMA MR L ET,

show run

b) NTP [RIHOFEM A2 MR L £,

show ntp
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B vsc—xossz b L— v——nE

NFS R—ZXDHERR b L— H—/IN—DERTE

NFS Hh—_—%, FRZT—Z /Ny 77 v 7 D4 Cisco EPN Manager DA > A |k —/L THES
xkv—v&bf@%f%i# NFS\ZIFHHAABDE X 2 U T 4 BIRND T, NFSH—s3—
EEXaTICT 50 /k@tﬂe;)74ﬁ%%f%éﬁﬁ<0§<% ETOMERH Y T,

s NFSH—N—DFHIZ T 7 AT VA —INEFELET, EEMZIFTINEIT O IZIE. NFSH
SFSERRET 7ANVTHATEIR—IEEEL, 774 T 74— LORETINLD
A—h E2BELET,

AR—=r <o X—%FEHLES, NFSHP— =T, BFEDIPT KL A%ZE&FNFS b7 %
JarDRFIFAILET,

J&YG U7 DNS R DOE A5 <121, NFS Z#ikT5 &&i2 (KAAL U4 Tid7e<) TP
T RVADODHRIEELET,

THANE DT AR — N ET HFRIT, Jetc/exports 7 7 A /L T [root_squash] 47> = >
2R L £,

Jetc/exports 7 7 A LV EFRET HERC, [BF 2T (secure) | A7 v az2HEHLET,

NPT T AT =V TERRN—Y TNV AR ETHEEIZ, nosuid 723 &
noexec mount 47> = & H L E9,

AT — 7 (backup-staging-url) D5 1%, no_root_squash 7 7 7 & —/N— L~ T
BRELTLIIEEN, THLRNWE, RNyl T v 7/REIT %W?éT MRS ET,
P R— 1LY (fetc/exports) TiL, "AZAT—I 7T BH72DITHRA k% Cisco EPN
Manager IP {ZHIfE9" 2 Z & 258 < HELE L £ 7,

\}

GE) AT—=VU 7 TANFERET DI LITIMEATIEHY A,

cARL—Y T NAE (BLOF TS arDRAT =07 THAK) K LT, 7740
77 ' AFFAME [755] (TRTO—HF—ZHAID I L OB X ALFEL ) Z2%E
L. userid [65534] (3 AT LMERRZFF > TR 2 — W — [nobody]) ZATAEHE & L TRE
LET,

¢ SSH F7-1% SSL/TLS D\ TN Z S/ LTNFS T 74w 7% b7 LET, SSH
ODiE/\\ :L‘—“]j“—um HE—( ifcﬁ < RSA ﬂ?*“\“—x muu ulT:%f'{%ﬁﬁ Lijﬂ

NFS R—=Z2DA h L=V DREMDT=HOIZIE, ZIHDRED 1 DORIZFHS 7N T2 S
VW, \ERIZ, RRICEDE TR ROMAEDYERETH L TT, £/, ZOIU R
NI L DO TIZZRWZ SICEELTLEEIY, A ML —U2ibd5 & X, mLrb
DIEFEAERT D721, FHHNZ Linux VAT L EHEB L OEX 2 U F 0 HPFE &Rz
WTHHRT 5 Z kzﬁ:io%b&b LET,
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gez1—s—okn ]

EEE1L—H—DERK

EFHE 2 — P —ZERT 5101, ROFIEEZFITLET,

ATY 1 Linx CLIF#HF 22—V —L L TrrM L, v=/WIT7E8ALET,
ATFY T2 WOa~<wr REAJLT, 2—F—%ERLET,
RIZH 2~ L ET,
admin (config)# username xyzabc password plain Textl1234 role network-admin
ENENOFRAITRO L BY T,
e xyzabe |Z1%, LERI—PF—FEHFETEET,
«plain Textl234 (JiX, L —VTFAMDRATU—REEETEET,

* network-admin (Z{%, =—VP—IZE Y Y CHNze—LEEETXET,

T4V FTIE, BRETH/NAT—RIZIL 6 LFULOEKTFEZEDAVNEND Y T3, KUFE/NLTFE
NENETN LT EMETT, RRTY— N la—P—4 £/ ldcisco L WO HEZEDDHZ LI TEEH
Ao RAT—RRY —%EELT, ROHIBRFE CHEXTEEDDLZENTEET,

e NMATU— RN TEHIAFTHEN TV DIHEAIL. BEXTO % X—kr ) ., (Br=) . < (Uh
eN) > (KRv) (| O 7) BFEHTEET, fl: TTestl23%]] .

RO (BIAS) L2 GME) N (RN 2xTyva) C BT 7B R) IX. SR T—
K7 4=V FTiIEVEAR—FENTHETA,

c ZOMOFEHRILT # (v a) (*F (TAZYR7) [ (mwy) &) 1T, ZHIIHAFTHES
WA TE £

CSDL 7O+ X

Cisco EPN Manager DBA¥§IL, A2 X277 A4 7% A 7/ (CSDL) 7=t A |ZHEHL
LCWET, Ziuk, BV A=A OtFa )T 4 &0 L5702, BRI DR
E COMIMEMEREXG L L TWET, Cisco EPN Manager OB EREHT, FrE O FEHEICKTT 2
X2 VT4 OBENO L Ea—S, BTt Xa VT 0 Y ET R MNFEEERLTT
A RNEET, I HIZ, Cisco EPN Manager IZ/MBDOEx 2 U 7 ¢ HIER AT A FOHY
FizkoTrEa—&nEd, (CiscoEPNManager DFFH DT A 7H A 7LD E LTD)

X2 U T A EEQRERMFEOHMNZONTL, [vAadtxa 7 ¢ MEEHR T 2t 2
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B xcowxau7 mEmrIioex

DAADEF2) T EEFERTOER
KBfE & MEFTHICIE, BENROT D E L RAaANER LI bDOD2ODXZ A THNH D £7°,
Cisco EPN Manager (Z DWW TV A BENLIZED L I TR L THD I OWTHBLE T,
BEMNRDIT-RMa &L a5

1. Cisco Technical Assistance Center (TAC) #ZffiH L CRAK A — B A EREZ{T5721%, Cisco
TAC I Cisco Defect and Enhancement Tracking System (CDETS) &= LA — M &2 Z &0
TELHAR—F F—L4 (FESCTERRS) L —2AZR&EET,

2. VAIIKRMEFHL L, & DXKMEH Cisco EPN Manager (2t X = V7 4 LDV A7 %247
LITMMEIDEHWLET, TORMPEX2Y T 412V A7 2872694, VAT
Megste & LT L ET, 2L DOGE. v AEXME Y 7 U =7 OMEE O K &
L CTHWET,

3. LR2aTiE, OWTUNEFETLET,

X2 U T 0 OMEFIHEIZ OV TIL, & 2 Cisco Product Security Incident Response

Team (PSIRT) (2% L. Cisco PSIRT HA R T A WL LIAEIET 1 7T L%z B
%& L C Cisco PSIRT 237 7 A 7 > b ~OWEHVEDBA/R & 2% F ORBLE D7 2 JLE T
D &I LET,

c RGOS, YAIZOERELZHIIL, BEET 7T L0 ) —RE A a—
LLET,

DRAOANFER LI-RHEMEEY

Cisco EPN Manager ®/3—37 5  OIRGEHE T A6 1], 2 A 21X TACS % 721 Cisco.com
Web A Rl U CHlE SNTCERRNT L vX 2 VT ¢ EOMIEIIHT 5N TEE, A
TFoA V=2 SR, 3Ny FERRELET,

. s

T EFRGREEAE X, Cisco EPN Manager (20 7 A 357200 2 BEGRIE Y v 2 2424 L
j—O

THERFFEIX, = — % —D PIN & HERNZ B Gk S 4172 RSA SecurlD h— 7 > D 2 BFE D IRGE THE
ENET, 2P —=NPIN L EHIZELW =7 v a—KEANTDHE, RIELEKL L.
ZL—#— | Cisco EPN Manager ~?D 12 7' A > 3 FFa] S E 7,
Cisco EPN Manager T E R ZEAMCT 5O DRHREH

» Cisco EPN Manager : 13— = > 3.0.1 LAR%

NIRRT AT AND D RSA —s3— 1 R—T 384

*RSA 7 AT 2 WY =)L fffis—Va v
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Cisco EPN Manager TO ZERZBIIDE L .

Cisco EPN Manager T — E?r?mnftw’ﬁ@]ﬂ:

Cisco EPN Manager C - Z R 7HRE % A @I Wi, RDE AT BEITLET,
THEREFRGEAT O RSA P N—DFRE (21 =)

« Cisco EPN Manager C® RADIUS $—/N—®DFEOEM (22 ~X—)

—gimu\nﬁm (7@ RSA H—/ \—D ;&fﬁ

Cisco Secure ACS 1%, AT —H# ~X— 2 & LT RSA SecurlD —_—%HR— K L TWET,
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