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%= 9: DHCPv4 Cisco Prime Network Registrar YE3RH#SRED T O/ F 4

IS4 Lr—I L FOES =V avk—% bOBE |

JanT4 4

Bl

/enrExtension/attributes ToReadFrom EnvironmentDictionary

Prime Network Registrar 38357 « 7 > a2 U B EGT %
VENDDLBEEOY A N ERELET

API EE{E

CNRExtensionSettingKeys.CNR ATTRIBUTES TO READ FROM ENVIRONMENT |
DICTIONARY

/enrExtension/attributesRequiredInV4Request

Prime Network Registrar 23K 7 1 77 <5 7V |ZIZ RDU (2%
TEARLD T2 DER 2 k15T D IRk e 2 & £ 722 fuids
LRWEMED Y X M ERELE T,

API E E{E

CNRExtensionSettingKeys.(NR ATTRIBUTES REQUIRED IN V4 REQUEST DICTIONARY|

/cnrExtension/attributes ToPullFromV4RequestAsBytes

XA F U # T Prime Network Registrar ZREEE ) 5 Bk
SENBEEDY A MERELET

API EE{E

QRExtensionSettingKeys QR ATTRIBUTES TO READ FROM V4 REQUEST DICTIONRRY |
AS BYTES

/enrExtension/attributes ToPullFromV4RequestAsStrings

CFFIET Prime Network Registrar Z3RT ¢ 7 3371
DORGENDEEDOY A M ERFELET

API E E{E

QRExtensionSettingKeys.QR ATTRIBUTES TO READ FROM V4 REQUEST DICTIONERY |
AS_STRINGS

WDORT T L r—7 7Faeya=7 @ DHCPv6 ® Prime Network Registrar (D HL7ERE

REOEMEL SIS D 7 m T 4 &

%% 10: DHCPv6 Cisco Prime Network Registrar #i3RHRED T O/ T o

A L £,

JanNT4 4%

B

D934T0 Ayte—o

B F5 ar—J0TnEYazd avk—32Y FOBRE
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Prime Network RegistrarD L3R #EAED ER E .

JanT4 4%

B

/enrExtension/attributesRequiredInV6Request

Prime Network Registrar DHCPv6 E k7 7 & = U IZIX,
RDU (ZF&E AR D ER 2 335 9 5 7o O DILRIERE & & %
RIFTRERVEMED Y X P ERELET

API E E{E

CNRExtensionSettingKeys.CNR ATTRIBUTES REQUIRED IN V6 REQUEST DICTIONARY|

/enrExtension/attributes ToPullFromV6RequestAsBytes

3A F U AT Prime Network Registrar DHCPv6 K7 1
svaFUnbBESNDBHEDOY X MERELET

API EIE{E

QRExtensionSettingkeys.QNR ATIRIBUTES TO READ FROM V6 REQUEST DICTICNARY |
AS BYTES

/enrExtension/optionsRequiredInV6Request

Prime Network Registrar DHCPv6 K7 ¢ 7 3 3 F U 735,
RDU (ZF&E DR A ER & 55 T DILRIERE 2 3 £ 7217
MEAR B2V DHCP A7 v a v DV A RMERKELET

API E E{iE

CNRExtensionSettingKeys.CNR OPTIONS REQUIRED IN V6 REQUEST DICTIONARY|

/enrExtension/optionsToPullFrom V6Request AsBytes

3A F U AT Prime Network Registrar DHCPv6 K7
72 aF UnbIESILHDDHCP A7 v a DY A b aky
ELET

API EE{E

QRExtensionSettingkeys.QNR OPTIONS TO READ FROM V6 REQUEST DICTIONARY AS |
BYTES

JL— Ayt—

/enrExtension/attributesRequiredInV6Relay

Prime Network Registrar DHCPv6 U L —H#Z15HRT 7 2 3
T VIZIE, RDU ICRREEMDER &2 MME T 2 72 D DOILE
HWREEZEERTNIERLRVEEDY A N ERELET

API EE{E

CNRExtensionSettingKeys.CNR ATTRIBUTES REQUIRED IN V6 REIAY DICTIONARY

IS4 65— FnEva=vy avik—2r roEE [}
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IS4 Lr—I L FOES =V avk—% bOBE |

JanT4 4%

B

/enrExtension/attributes ToPullFromV6RelayAsBytes

A F U AT Prime Network Registrar DHCPv6 U L —#ix
EEROY L—F 4 7 at UGS BED Y R
FERRELET

API E E{E

QRExtensionSettingKeys.QR ATTRIBUTES TO READ FRQM V6 RELAY DICTIONERY AS |
BYTES

/enrExtension/optionsRequiredInV6Relay

Prime Network Registrar DHCPv6 U L —H#REERT 7 2 3
T U723, RDU IZERIE DAL 2 B3R A 16153 2 ILoRHERE
GERTNUIERLRODHCP A 7> a DU A MEREE L
ESeD

API EE{E

CNRExtensionSettingKeys.CNR OPTIONS REQUIRED IN V6 REIAY DICTIONARY

/enrExtension/optionsToPullFromV6RelayAsBytes

31 F U AT Prime Network Registrar DHCPv6 U L —#ix
RERD Y L—F 1 7 v aF U inbEf5 3415 DHCP A
arDUAMERELET

API E E{E

QRExtensionSettingkeys.QR OPTIONS TO READ FROM V6 REIAY DICTICNARY AS BYTES

*— 5175

PacketCable Secure | Kerberos f 7 7 A T 7 F v |ZIKGF LT, MTAB L O B E Y 3 =
T VAT AEMAICEIELET, I L r—T N e ya =7 Tix, KDCi&Kerberos
P— L U THREL £97, KDC 2R —% > b OBEE|Z DTl Key Distribution Center  (3—

FHATR) ZZRLTIESY,

—

T7#4JLKKDC 7O/\TF 4«

KDCIZIX, 7IA Lr—TNTaeya=v7 OA A M—)LHIZ BPR_HOME/kdc/linux/kdc.ini
TanRT 4 T ANMIATTENDENLDODDT 74V Ta T o Rn"hbYET, o774
NEMREL T, EREfOEEZZEETEET,

B F5 ar—J0TnEYazd avk—32Y FOBRE
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T4 MKDC FO/8T 4 .

A\

Note SEFOEFNIERINTWAEE . Kdeini 7 7 A VOFEICEE LT E X, ME-S-EIT
KDC ZEfEL72WEHicL v F ) o7& Ed, 2E 358550, KDC 2HETLET,

TN DT aNNT 4 FROEEBY TY,

« interface address : KDC (T X ¥ %18 Kerberos A v & —V 2 F =X 4 50— 4 —H Xy
AV HE—=T 2 ADIPT RLAZRELET,

RICHZ R L ET,

interface address = 10.10.10.1
* FQDN : KDC 231 v A b=V ENH7ERMERM KA A 4 (FQDN) ZHiE L E7,
RIZH 2R L ET,

FODN = kdc.example.com

A\

Note ¢ 2 h—nHiz, KDC LVAAEENGA Y E—T A AT
R ZAB L FQDNEZ AT HME N H Y £7, FHHIIZONT
IZ. Cisco 7’74 L r—7 ) Fubela=r 761174 v7 A
Z— bk AR EZRLTIIEZIN,

« maximum log file size : KDC IZ X > THEREIN D1 T 7 7 A WD BIFERIRER | KT A X%
FBELET (Fu 1 k) , KDCIFHIED 7 7 A NVINZ DI R A XLz & XI2D
o FLwna 77y A VEERLET,

RICHZR L ET

maximum log file size = 1000

« nsaved log files : KDC 2MRIET D \V\e 7 77 A VOREFERLET, 7 7 4/V MHEIXT
TY, NERBEZEETEET,

RICHZ R L ET

n saved log files = 10

*logdebuglevel : 17 77 A DXL T LYULERELET,

log debug level = 5
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FSALE—TNL TREC A=V avR—Ry +rOEE |
. T 74U LKDC TO/RTF o«

WDFETIE, KDC Y 77 A NVOEARERT T Lo OW T LET,

Table 11: KDC O X4 L AL

asg LRIL Bl

0 TT—IRETT, T RXCOHOZT— A vk—
VE L VIEANBEBEOL DA TS X
VIBRBAERELET,

1 HIRIE T, T RTOEE A v L
L0 BEANBHEE DL DERFET s X7
HEREZRE L E T,

i Wt A v —2CF, HAMHERTRTO
X7 A=V ERFT DR X T
BEEHRELET,

{3-7} FRy T A yt—0 LoUL3nG LayLy
FT. SESERLULDOTRTDOT Ny
T A=V R RMET D e X TR
ELET,

« minimum (maximum) ps backoff : KDC 7% FQDN ZLRIZISE T D I 4 L r—7 ) e
VazmT aRET DR (R R 2B HBEALTHEE LT,

Il m L ET,
minimum ps backoff = 150

LRV TINADEEEA LT, YA IVINL T 7 A VTR OBNTRT L 5 T —F & de Al hE
PERH Y £,

BT kde.ini EET 74 I

interface address = 10.10.10.1
FODN = kdc.example.com

maximum log file size = 1000

n saved log files = 10

log debug level = 5
minimum ps backoff
maximum ps backoff

RYBIOBRKT 7 MIEORHZRE L, BETICRET D AEENH LT 7 v FERD
FHEZ RN A L— AT TE ET, ZORETMEROBBFFH TIHET DT LA EDR
BICREID T, Wl n —7F 1 VI PR T =~ L ATERE R 52 DR H Y F
R

150
300

B F5 ar—J0TnEYazd avk—32Y FOBRE



| 7546 —JnFoEYa=vy avk—3 FOBRE
O |

A\

Note <7/ o LNEEf]Z4E#ET D 2 & T, MTA 28 KDC 2% L C & W BHEICEEFET D & 9 (0l L £
T, T 74 =— T RRA > hOFEFETE Y @E2HI#2 /THEIZ 72 5 — . KDC 3 X O
ELizRry U2 FTT74 v 7 TROVAMDEWAvyE— 0— RIZRD 0BRSS £
T, \FEAEDIRIWT, T 74V MRENHEY THYVERTEERA,

« Ty FORKRMIRE  KDCIZ X > TEK ST 7y FORKMEERZLET, 77+
v REANT TR T, m £ 7213 d 2B LT, RIS EITHICHEMZER TE E
R

F7 4L MEIZ 168, £7-137 AT, = OffI1E PacketCable & 5 = U 7 ¢ fLEEIC HEHL
BI2DITHBEREFORE IR0, ZOEIIEETHZ E2BEIO LET,

RICH 2R L ET

maximum ticket duration = 168

o x/NF Ay NI KDCIZ Ko CERESN=ZF 7> o/ MIRE2EELET, T 74
JVRBNIZ LBERIC9, m £215d 2EBML T, NS ERITRICHEMNEEE TEFE
7,

T 74/ MEIX 144, F721X6 BREITY, ZOEEEET L Z EIFHERELEF A,
wIZH %R L FET,

minimum ticket duration = 144

KDC SFEAZ

KDC OFEFECHEH SN DFENEN 774 A r—7 N Trbeya = 7 IS LT ER
/s, Cable Television Laboratories, Inc. (CableLabs) 75 M EERFEAEZ RS T HZXLENH D |
IO DOFEHEDONEN MTA IZA VA M=V ENTWDREHEONE L —HT 20 E R H Y
7,

Note ZEHE(3 KDC BISIC BT,

PKCert >V — /L& LT, EHICHE/R KDC DIFFAEZ A VA F— L BLOEHTEE7,
PKCert> —/Li%, ZFBAE T 7 4 /L & L CCableLabs —E R 7 u XA X DIFHELZ 4 L X F—
AMLET, 2OV —IE2ETT L HEICONTIE, PKCert.sh DfFEH 2B L T &0,

PKCert > —/LiZ, KDC 2 VR —F% > haA A M=V LTWAEHRIZOAFEHTE ET,

IS4 65— FnEva=vy avik—2r roEE [}



IS4 Lr—I L FOES =V avk—% bOBE |
B ckcsctzorozi—n

KDCSA L2 ADA R =)L
Cisco DHY{FFETHH KDC 74 B AZES L, @27 4 V27 A A =L L E
bé‘o
KDC 74 R 77 A NVEA VA N—LT BT :

RAT9T1 Cisco HEEFETHL, T4 VA 77 A NVERGLET,
ATFYT2 L— e LTTIFA L r—T N Taela=r VAR ML LET,
RATw T3 BPR HOME/kde 7 4 V7 FUICTA VA 77 AV a bt —LET,
FE ASCI 77 A NVELTT7 7 AN Ea—LRNEIITERLTIEIN, 774 /1IZ1E, ASCII
FREHIZ LB RWVEEITONRT WAL Y F—2RNEENTNET,
R T B ANT 7 A MCHEEL B DARMENH D720, AX—T 4 7 VA7 ARTKDC
FAEBV A Ty ANV EaE—T&EERA,

ATy 4 KDCH—"ZHE# L, ZEEAHTT DHIE, fete/initd 7 ¢ L2 N U 52D bprdgent restartkde 21~ > R
ZFEITLET,

EBMOLILLDETE

TIAL =T N T a =7 KDCIIERO LV LAEH A R— L, £ LTH
%h7¢ PacketCable X.509 FERHE R L OVKDC fME X — D52/t v NOFET HILERH D £
T, ZNHOFEEIX, BPR_HOME/kdc/linux/packetcable/certificates 7 4 V7~V WICAFTET
DMEEND Y T,

TIA N —T ) T r ey a = 7 1L BPR_HOME/kdc/linux/packetcable/certificates 7 4 L 7
VOBV 77F 47 b %&EA A M=V LTEMOLLVLAEYR—NLET, EVTT L7 |k
VITHRFE D LIV L DORICHFIDTIT HIVE T,

WD FTIX, BPR_HOME/kdc/linux/packetcable/certificates 7 4 L7 s VIZAFET DRHET D7 7
AN EEHIT, BRDHHHAHE L —EIZLTVET,

% 12: PacketCable SIEAE

SFERE Certificate Filename

MTA /L — | MTA_Root.cer

H—t X Fu [ HF — |k CableLabs_Service Provider Root.cer
P —r R (X CA Service_Provider.cer

02—y AT A F XL —4% CA Local _System.cer

KDC KDC
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emoLrsnzz i

TT7A4<Y LVAIEKDC 2R =R bOA VAR ARHIRESNTNET, 7714~
D VLIV AITOWTIE, KDC GEBRE (KDC.cer) 5 BPR_HOME/kdc/linux/packetcable/certificates
T4V MVITFELET, TOME X — (KDC private key.pkcs8) 1L BPR_HOME/kdc/linux/
TA4LI RUIAFELET,

BINO LIV L EZFRET HIZIE, IRCTEMAZFIA L CW A FIEICHEVE T,

ATy T1 KDCIEFHENGENTWET 4 L7 R ICBEIL £,
ATw T2 KDCiFHENEESNTWAET 4 L7 U T, Y7547 FU BERLET,

() FEDLLVLAEYTT 4L NI E—BSEET, Y774 L7 MVICARTZMITD & X103
R FOHZMALET,

ATV T3 ERLEY 7T 47 FYDLILAIZKDCFFAE L LV AOREF—ZEE L £7,
ATFYT4 HLOWLLLARKDCIHAZELF U —ER P X F o — STV WESIT, SEFHES «
L7 RY CIZRR DT _RTCOE L~ VVBIGEHENE T E T,

GE) T RTCOLVNLVANRFELCIEAEF = — I —bENBH72D, KDCA v A b —/LTIIEE DR ST
1o r—no&HYR— bk LET (JhK PacketCable F 7= 1Bk PacketCable) .

wOEIX, 2HOEH Z Y LA (] : CISCOL.COM B L CISCO2.COM) &bz, 794~V L
v (ff] : CISCO.COM) DT 4 L7 MUESEL 7 7 AV EHBALET, BETIT. &LV-VLEHENRT T
A=) LLABIOZEDEI L FY LLVALELREETHD ERTELET,

RIBBEHBOLUILLOT 1LY LR

F4LY MY T4LY FIRAD T 74 ILAR
BPR_HOME/kdc/linux/packetcable/certificates 79 4<VU L /LA CISCO.COM :

* MTA Root.cer

» CableLabs Service Provider Root.cer
* Service_Provider.cer

* Local System.cer

* KDC

Directory /CISCO1.COM
Directory /CISCO2.COM

BPR_HOME/kdc/linux/packetcable/fiEH] E/CISCO1 &) LV CISCOL.COM :
* KDC

» KDC T % —
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B =soLrsokmess

FT4LIRY FTALYRMJAD T 7AILAE

BPR_HOME/kdc/linux/packetcable/certificates/CISCO2.COM | & J3 > %2 ) L)L 2 CISCO2.COM :
* KDC

* KDC b5 % —

BHDOLILLDKDC EBE

o7 varTiE BEOLLVLADKDC ARETHY—27 7R —IlOW AL ET, #i
179 DA, RDU, DPE., # L U Network Registrar JLIRFERED A A b — V& FATLET, A
VAR —=IVOFINAIZDOWTIL, Cisco 77 A4 L —7) Fabeya=r761174v7 A
Z— KA R EZRLTIEZN,

WwDT—r 7a—7TiX, BEDOLILLDKDC 2R ETDHHELZHAT IO, o7 Lo
LALET VI NI BEALEST, ZZCHEHASNDG T T4~ I//lx.M;tCISCO COM T®
D, FOE®HEY LILAECISCOL.COM B L T CISCO2.COM T,

DU —7 7un—CiHE Tnabdty b7 v 7iE, 3 2OMTAZ 7o Ya=7LET,
Motorola SBV 5120 MTA, Linksys CM2P2 MTA, SA WebStar DPX 2203 MTA, 4 MTA 73 1
DLAITrEYa=r 7 SET, CISCO.COM LV AD Motorola, CISCO1.COM L /L 2
|Z Linksys MTA, CISCO2.COM L /L A (D SA MTA,

G  WwoOFIERTHAFNX, TEAICRFI I V7SR TWET,

HEEDOLILAIZKDC ZRTET DT

ATwv 71 DPE CIROBEZMALL ET,
a) Showrun =1~ RZ{#f LC, PacketCable % —EANHRTHDH Z &L 2R LET,

PacketCable — B 2 Z G502 3 5H1Z1%, service packetcable /../ enable =~ > R&fHH L £,
Wi~ L ET,

dpe# show run
aaa authentication radius
dpe port 49186
dpe provisioning-group primary default
service packetcable 1 enable
snmp-server location equipmentrack5D
snmp-server udp-port 8001
tacacs-server retries 2
tacacs-server timeout 5

a<r ROFEMIZOWTIX, Cisco 7T A L r—7) 7aeya=r76120) 77 L0 A A K
LT EEN,
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ATy T2

b)

c)

saoLLLaokcEz

Showrun =~ > RZ&fH LT, KDC & DPE OB EIHEHT 22 T A RELHERLET,

tX a2 VT ¢ AR LERET HITIL, service packetcable /.7 registration kdc-service-key =~ > K%
fEHLET,

WA R LE T,

dpe# show run
aaa authentication radius
debug dpe events
dpe port 49186
service packetcable 1 enable
service packetcable 1 registration kdc-service-key <value is set>
snmp-server contact AceDuffy-extl1234

a<r ROFEMIZOWTIX, Cisco 7T A L r—7) 7abeya=r76120) 77 LA A K
LT EEN,

PacketCable SNMPv3 7 1 —=>"7|Z DPE & RDU Ot F 2 7 @EZFFAT 5% =2V 7T 4 F—»
HESNTWNWDZ L 2R LET, FE, showrun 2~ REEHLET, X2V T 0 24EKL
BET HITIL, service packetcable ../ snmp key-material =~ > RZHEH L £7,

WICHZ2 7R LT

dpe# show run
aaa authentication radius
debug dpe events
dpe port 49186
service packetcable 1 enable
service packetcable 1 registration kdc-service-key <value is set>
service packetcable 1 snmp key-material <value is set>

avy ROFEME, 2D a~vy REFITTHREDEX 2 U T 1 HERIZOWTIX, Cisco 77 A

Lr—TNTaeya=r76120 77 LA HA R ESRLTIZIN,

((¥)  DPE T PacketCable ZiX &9 25 & &2, BHEZHNTT 5729 dpereload =~ > REFEITL
£7,

Network Registrar JE3ER A > & (cnr_ep.properties) DFXE 7 7 A /VC. /ccc/kerb/realm /3T A —H 3T 5

A<V LILAIRESNTND Z xR LET, ZOHITIE, CISCO.COM T¥, FEIT7 5ITi%,
BPR_HOME/cnr_ep/conf 7 « L 7 U /5055 more cnr_ep.properties 2~ > R & FITLET,

RITH 2R L ETS

/opt/CSCObac/cnr_ep/conf# more cnr_ep.properties

#DO NOT MODIFY THIS FILE.

#Tue Aug 13 23:24:00 PDT 2013

/cce/tgt=01

/cceve/dssid/primary=£ff\: ff\:f£\: £f
/secure/keystore/file=/opt/CSCObac/lib/security/.keystore
/ccc/dhecp/primary=10.81.90.90
/secure/keystore/password=f2c2060fdbcale60ael864adb73155b9
/1lib/cpcp/ssllib=/opt/nwreg2/local/lib/libssl.so0.1.0.1
/rdu/fgdn=bactst-1lnx-4

/server/rdu/secure/enabled=true

/rdu/port=49188
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B szoLisokmeze

ATv73

ATy T4

ATy TH

/cnr/sharedSecret=fgL7egT9zcYHs

/ccc/kerb/realm=CISCO.COM

/provgroup/capability/both/packetcable/ipvé=enabled
/provgroup/capability/both/packetcable/ipvid=enabled
/1lib/cpcp/cryptolib=/opt/nwreg2/local/lib/libcrypto.so.1.0.1

/ccc/dns/primary=10.81.90.90

/cccve/dssid/secondary=£ff\:ff\:ff\: ff
/cnr/sharedSecret/digest=a3\:1£\:32\:6e\:57\:ed\:83\:b7\:68\:42\:£3\:31\:2b\:47\:d3\:36\:eb\:85\:93\:98
/cache/provGroupList=default

[root@bactst-1nx-7 ~]#

H L — R EETICADC LT, CMTS DERICHET A AL FIA L r—TL Fuela=v7
R LET,
Cnr_ep.properties 7 7 A JVIZFE#L E 4TV 5 DNS — 30D DNS LV AD Y — 2 ZERk L £ 7, [DNS] >

[Forward Zones (RIAY—2) |>["J R BEMMY —2 (List/Add Zones) ]| ~— T Network Registrar
Admin Ul ZfEH LT, Y —rZBINTE £,

GE) BT AY—ICKDCH— OSSRV La—RFEDNS TA] La— FKREEN, £/ —rD
(f5] : CISCO.COM, CISCO1.COM. CISCO2.COM) SRV L =1— % [ {Hd KDC IZHRA > F L
iﬂ—o

Admin Ul 2> 5 DY — U FREDFEMIZ DWW TIE,  [Cisco Prime Network Registrar End-User Guides) % £ H8
LTL7EENY,

PKCert.sh ¥V —/VZ i U CEEHEZHRE L £7,

a)  BPR_HOME/kdc/linux/packetcable/certificates?®D N2t XY LIV LADT 4 L7 MU Z{ERLET
(5] : CISCO1.COM *5 & X CISCO2.COM)

I &R L ET,

/opt/CSCObac/kdc/linux/packetcable/certificates# mkdir CISCOl.COM
/opt/CSCObac/kdc/linux/packetcable/certificates# mkdir CISCO2.COM

T4 L7 b OERICEIT 23MIE, Linux O~v =27 VESHLTIEEW,
b) ROFEAEEZIC—ARERT 4 L7 MY EERLET,
* CableLabs_Service_Provider Root.cer
* Service Provider.cer
* Local System.cer
* MTA Root.cer

* Local _System.der
WAz R LET

# cd /var
# mkdir certsInput

B ~ar7 4 v 7 MO FIAER LTz feertsinput 7« L7 NV IZBIOHTT, ZOMOT 1 L
RV TT 4 b7 PUBERT 2L 0ITBIRTE £, 70 L7 MY OFERICET 256
X, BEDANL—F 47 VAT LDV =2 T VEBBLTLIEEN,

B F5 ar—J0TnEYazd avk—32Y FOBRE


http://www.cisco.com/en/us/products/ps11808/products_user_guide_list.html

| 7546 —JnFoEYa=vy avk—3 FOBRE

d)

2

h)

saoLLLaokcEz

ATOFNE TR LGB ZER L7274 L7 RUICae—LET,
W DOFERE % BPR_HOME/kdc/linux/packetcable/certificates 7 4 V7 h VIZa ¥ —L £,

* CableLabs Service_Provider Root.cer
* Service_Provider.cer
* Local System.cer

* MTA Root.cer

T AN =T AT, op 2~v > RTLinux v~ =27 LZZR LT EEN,
7A=Y LIV ADKDCAEE EBEEMITONTWAREXT—ZER L E T,
I &R L ET,

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer
-r CISCO.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local System.der

Certificate File: /var/certsInput/Local System.cer

Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0O=Cablelabs\, Inc.,OU=ABC Cable Company,CN=Shared-01 CablelLabs
Local System CA

File written: /var/certsOutput/KDC private key.pkcs8

File written: /var/certsOutput/KDC private key proprietary.

File written: /var/certsOutput/KDC PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/linux/
packetcable/certificates)

Copy KDC private key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

Copy KDC private key proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

WV — )LD BT AEEIC DWW T, PKCert.sh O 258 L T &0,

KDC ZEHEDT 1 L2 F VIZKDC.cer 7 7 A V& a ™ — L £ 7 (BPR_HOME/kdc/linux/
packetcable/certificates) o 7 7 A ND A E—|ZET HFEMIZ, p 2~v > FTLinux v==a 7 V4%
LT ZEN,

Fii#% % — KDC _private_key.pkes8 % KDC 77 v k7 —2.L 7 4 L7 MU (BPR_HOME/kdc/linux)
WZabt—LEd, 77400 a b —|ZHT255MIX, cp 2~v > RTLinux v =27 /L2 LT
<IEEWY,

Fii# % — KDC private key % KDC 77 v 7 4+—A 7 1 L7 8V (BPR_HOME/kdc/linux) 2=
E—LET, 77 A0 — BT 55T, cp 2~v > FCLinux v == 7 VZ BB LT
S,

IS4 65— FnEva=vy avik—2r roEE [}
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. EHD LIV LD KDC

)

k)

D

IS4 Lr—I L FOES =V avk—% bOBE |

e}

axX ;e

v HY LV AOKDC AEHE L BEAT 5N TV DB —2ER LT, Z0%HE.
CISCO1.COM T,

RITH 2= L ET,

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_ System.der -c /var/certsInput/Local_ System.cer
-r CISCO1.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local System.der

Certificate File: /var/certsInput/Local System.cer

Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0O=Cablelabs\, Inc.,OU=ABC Cable Company,CN=Shared-01 CablelLabs
Local System CA

File written: /var/certsOutput/KDC private key.pkcs8

File written: /var/certsOutput/KDC private key proprietary.

File written: /var/certsOutput/KDC PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/linux/
packetcable/certificates)

Copy KDC private key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

Copy KDC private key proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

Y — LD B 2N DWW TIE, PKCert.sh Ol 2R L T 72 &0,

KDCcer #2812 LV AT 4 L7 MUICav—LET, &L,
BPR_HOME/kdc/linux/packetcable/certificates O T @ /CISCOI.COM T 4 V7 F ) CT¥, 77 A /LD
B2 AT, ep v FCLinux v~ =27 VEZZHR LT EEN,

FibgE % — KDC private key.pkes8 2 XU LIV AT 4 L7 RUIZav—LET, =& ziE,
BPR_HOME/kdc/linux/packetcable/certificates D F D /CISCO1.COMT 4 V27 N CT¥, 77 A /D=
E—|ZBAT A5EMIZ. p 2~ FTLinux v == 7 /L AR LT E &,

Fi% % — KDC private key proprietary 2 XY LV AT 4 L7 MIZab—LET, Lz
&£, BPR_HOME/kdc/linux/packetcable/certificates D F @ /CISCOI.COMT 4 V7 U T, 77 A /v
DA —IZETHEMIZ, cp 2~ FTLinux v == 7 VEZBL T EEN,

T Y CISCO2.COM L /b 50 KDC fEMIFE & BIEAT T bV TV D B FF— 2B L £ 77,

I &R L ET,

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer
-r CISCO2.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local System.der

Certificate File: /var/certsInput/Local System.cer

B F5 ar—J0TnEYazd avk—32Y FOBRE
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Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0O=Cablelabs\, Inc.,OU=ABC Cable Company,CN=Shared-01 CablelLabs
Local System CA

File written: /var/certsOutput/KDC private key.pkcs8

File written: /var/certsOutput/KDC private key proprietary.

File written: /var/certsOutput/KDC PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/linux/
packetcable/certificates)

Copy KDC private key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

Copy KDC private key proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/linux)

Y — )L DIZRET B 2 DWW TIE, PKCert.sh Ol 2B L T 72 &0,

KDCcer B8 h 2 HY LIV AT 4 L7 MUIZav—LET, =& 23,
BPR_HOME/kdc/linux/packetcable/certificates D F ® /CISCO2.COMT 4 V7 N CT¥, 77 A /D=
B2 5L, cp 2¥ 2 RCLinux v =27 VEZR LT E 30,

FAEE % — KDC private keypkes8 &V LV AT L7 FYIZat—Lxd, =& 2,
BPR_HOME/kdc/linux/packetcable/certificates D F D /CISCO2.COMT 4 V7 N T¥, 77 A /D=
BB BRI, ep 2~ RCTLinx v =27 LA LTS 7EE,

Fi% % — KDC private key proprietary 7 XY LV AT 4 L7 MUIZab—LET, Lz
X, BPR _HOME/kdc/linux/packetcable/certificates D F D /CISCO2.COMT 4 V7 N T, 77 A /b
DA —|(ZHT DML, ep 2~ FCLinux ~=a7 /L2 LT EEW,

KeyGen > —/ L& ffiffl L T, PacketCable —E A F—% 4k L E7,

G¥)

P—ER =24 T D OICHEHTH/3A T — K23, packetcable registration kdc service-key
g~ R&EMHALTDPE CRELENSAT—RE—HLTWD Z L 2R LET,

I &R L ET,

# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCO.COM changeme
# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCO1.COM changeme
# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCO2.COM changeme

FEHNZ DWW TCIE, PKCert.sh OfEAZ S L T2 &0y,

FlE 6 THRL L7-Y—E R 3—7» BPR_HOME/kdc/linux/keys directory \ZIFET D Z L R L £,
RIZH 2R L ET,

/opt/CSCObac/kdc/linux/keys# 1ls -1

total 18

—rw-r—--r-- 1 root other 2 Nov 4 09:44 krbtgt,CISCO1.COM@CISCO1l.COM

—rw-r—--r—-- 1 root other 2 Nov 4 09:44 krbtgt,CISC0O2.COME@CISCO2.COM

—rw-r—--r-- 1 root other 2 Nov 4 09:44 krbtgt,CISCO.COMECISCO.COM

-rw-r--r-- 1 root other 2 Nov 4 09:44 mtafgdnmap,bactest.cisco.com@CISCOl.COM
-rw-r--r-- 1 root other 2 Nov 4 09:44 mtafgdnmap,bactest.cisco.com@CISCO2.COM
-rw-r--r-- 1 root other 2 Nov 4 09:44 mtafgdnmap,bactest.cisco.com@CISCO.COM
-rw-r--r-- 1 root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@CISCOl.COM

IS4 65— FnEva=vy avik—2r roEE [}
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—-rw-r——-r—-— 1 root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@CISCO2.COM
—rw-r——-r—-— 1 root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@CISCO.COM

FEANZOWTIE, Linux v = =27 V&SR LT 7EEN,
ATy T8 SESERIEHEBB L OV —E A F—7 BPR HOME/kde 74 V7 NV BMFET D Z & 2R L £,
Wl =~ L ET,

/opt/CSCObac/kdc# 1s
PKCert.sh internal keygen lib pkcert.log linux bacckdc.license

/opt/CSCObac/kdc# ed /internal/bin
/internal/bin# 1ls
kdc runKDC.sh shutdownKDC.sh

# cd /opt/CSCObac/kdc/lib
# 1s
libgcc_s.so.1l libstdc++.s0.5 libstlport gcc.so

# cd /opt/CSCObac/linux/logs
# 1s
kdc.log kdc.log.1l

# cd /opt/CSCObac/linux
# 1ls
logs kdc.ini packetcable KDC private key proprietary.

# cd keys

# 1s

krbtgt, CISCO1l.COMERCISCOL.COM

krbtgt, CISCO2.COMERCISCO2.COM

krbtgt, CISCO.COM@CISCO.COM
mtafgdnmap,bactest.cisco.com@CISCOl.COM
mtafgdnmap,bactest.cisco.com@CISCO2.COM
mtafgdnmap, bactest.cisco.com@CISCO.COM
mtaprovsrvr,bactest.cisco.com@CISCOl.COM
mtaprovsrvr,bactest.cisco.com@CISCO2.COM
mtaprovsrvr,bactest.cisco.com@CISCO.COM

# ed ./linux/packetcable/certificates

# 1ls

KDC.cer

Local System.cer

CableLabs Service Provider Root.cer MTA Root.cer
CISCOl.CcoM Service Provider.cer
CISCO2.COoM

# cd ./linux/packetcable/certificates/CISCO1l.COM
# 1s

KDC.cer

KDC private key proprietary.

# cd ./linux/packetcable/certificates/CISCO2.COM:
# 1ls

KDC.cer
KDC private key proprietary.

ZEAIC OV T, Linx v~ == 7 A5 BR LT E X0,

ATwv 79 KDC ZHEHLET,
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BHO LILLDKDC BBE .

RIZH 2R L ET,
# /etc/init.d/bprAgent restart kdc

PN OWTIE, CLINSL T SA L r—7 ) Faela=ry FavX UvryF Ry V52T 5%
ZHLTLEE,

BEDOVIVLADT T4 L r—70 Fubeya =7 Admin Ul 2% E L £7,
a) A HY LV ADDHCP O&MFZBMLET, ZOFITIE, CISCOL.COM,
WITH 2w L ET,

1.

7.

[Configuration (5%%E) |> [DHCP Criteria (DHCP £54f) | > [Manage DHCP Criteria (DHCP £
HOEE) 1725, [Add GBI | R¥ %227V v 7 LET,

[Add DHCP Criteria (DHCP §:{:038M) [ X—YRFERSINET,
[DHCP Name (DHCP 44) |7 4 —/L RIZi&, ciscol & ATJLTL7ZE W,
[Submit| 7 U v 7 LET, °

[Manage DHCP Criteria (DHCP SO HE) | X— 2R Y | ciscol DHCP %227V v 7 L&
7, [Modify DHCP Criteria (DHCP &£{FDEH) | R—UNERRINET,

T NT 4 LD T D Jeeclkerblrealm w iR L, CISCO1.COM % 7' v /87 4 fHED 7 ¢ —/)V RIZ AL
LET,

[Add (GBAD) | B L [Submit GEIE) |27V v/ LE T,

FEAZ DWW TCIE, DHCP -0 EE SR L T Z &0,

b) kA HYU LLA®D DHCP O&MFAEBIMLET, ZOFITIE, CISCO2.COM,
I 2R L ET,

1.

7.

[Configuration (%) |> [DHCP Criteria (DHCP £{4) | > [Manage DHCP Criteria (DHCP 5
HOEE) | 725, [Add GEBM) | RF %27 Y v 7 LET,

[Add DHCP Criteria (DHCP &{h0BM) | _X—URFRRSNET,
[DHCP Name (DHCP 4) |7 4 —/L RIZiX, cisco2 & AL T X,
[Submit] #7 UV » 7 LET, °

[Manage DHCP Criteria (DHCP $&{FDEHE) | ~X— 2R Y | cisco2 DHCP %27 U v 7 L&
3, [Modify DHCP Criteria (DHCP SfFDEH) | RX—UNRERRINET,

T RT 4 4D FD /ece/kerb/realm ZIEIR L, cisco2.COM & 7' /X7 4 fHED 7 4 —/L KIZ AL
iba‘o

[Add GEAN) ]| B X [Submit GE{E) 1227V v 27 LET,

FEAIZ DWW TCIX, DHCP OB EE SR L TS &0,
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. EHD LIV LD KDC

IS4 Lr—I L FOES =V avk—% bOBE |

B

axX ;e

) FuEVa= I EINDIET A ADT RV an T r—T N Tue a7 (e L
TTFr7L—hE2BEMNMLET, ZOFIETIE. Motorola MTA T,

RICH 2R L ET

d)

e)

1.

5.

[Configuration (E%3E) |>|[Files (77 A JL) | Zi®R L £9, [ManageFiles (7 7 A /LOEE) |
NR=UNRERRINET,

[Add GBMD) 1% 27V v 27 45H&., [AddFiles (7 7 A /LDIBEM) | _X—=VNFERENET,

[File Type (77 AV 2 A7) ] Kmy 7 &Z 77U X Rpb CableLabs ik E7 7 L — M AR L
£
Motmta.tmpl 7 7 A V& BN L ES, ZDT 7 A /LE, MotorolaMTA D 7m0 g = ZIffEH]

SNLT T —RTY, T 7 L— OISV TIE, 5] Template Used to Provision a
Motorola MTA ZZ L TS 7230,

&5 (Submit) 127 U v 27 LET,

FEHIZOWNWTIE, 77 ANVDOEEABRBL T EE N,

Tuea T ENBET A, AT e a S =T ae Va7 A Ve L
TT 7 L—rZ2BMLET, ZOFIETIL, Linksys MTA T,

WA R L E T,

1.

5.

[Configuration] > [Files] % #4R L £ 9", [Manage Files (7 7 A /VOE) | RX—UNFRRINE
ﬁ_‘o

[Add GBAD) 112727V v 273 5&. [AddFiles (7 7 A /LDIBEM) | X—UNFERINET,

[File Type (77 AN X A7) | Rey XU A KD CableLabs 5 ET 7 L— M A RINL
ESr AN

Linksysmta.tmpl 7 7 A /L&A BM L £, ZO7 7 A Vi, Linksys MTA D7 1 B2 5 = ZITffi
MEns7 o7 —rTY, 77— FOWHILITOWTIL, i Template Used to Provision a
Linksys MTA ZZ ML T 72& 0y,

[iZ(§ (Submit) %7 Vv 7 LET,

FAIZOWTIR, 77 A NVOERESHRL TIZE0,

TR T ENAET AL AT e a=m S =T Fuaela = ST A E L
T7ry7r—h&EMLET, ZOFIETIL, SAMTA T,

WK Z2 7R LT

1.

[Configuration] > [Files] %3 L £ 3, [Manage Files (7 7 A LV OEH) | X—UNERRINE
—é‘o

[Add GBI 1127 Vv 27 925L, [AddFiles (7 7 A LDEBM) [ _X—VNERINET,

[File Type (77 ANV 2 A7) 1 Fry 7 Z U AR5 CableLabs iET v 7 L— b &3 L
ij‘o

B F5 ar—J0TnEYazd avk—32Y FOBRE
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Samta.tmpl 7 7 A L ZBIMLET, ZDO7 7 AL, SAMTADO Y rE Y a = 7T EIND
T — T, 77— FORESUZ DWW TIL, 5] Template Used to Provision a SA MTA %
ZHLTLIEEN,

[i%/§ (Submit) |27 Vv 7 LET,

FEZOWVWTIL, 77 A NVOEHEBZRBL T IEE N,

T4 <Y LILLADOY—ER T RAEEMLET, ZOHITiEL, CISCO.COM,
Wil ZR L ET,

1.

2.

6.

[Configuration (F%5E) | > [Class of Service (F—ERX U S5 R) | DIEIZER L £,

[Add] %27 Vv 7 LET, [h—E R 27T ADEN (Add Class of Service) ] ~— U NE RS E
‘a‘o

Motmta & L CISCO.COM VIV ADFH LW —E R 7 5 2ADOLRTHE AN LET,
PacketCableMTA & L TH—E R 7T A ZA FEHRINLFT,

TanRT 44 Ra v 7 E U R DB /cos/packetCableMTA/fileZ 3#4R L. (7°7 A ~ U CISCO.COM
LV T Motorola MTA D 7' m B2 g =2 ZIZAEH) 7% mot mtatmpl 7> 7' L— ~ 77 A V%
BEE A £,

[Add GGEAD) 1B L [Submit GEIE) |27V v 7 LE T,

FEAMZOWNWTIE, Y—E R 7T ADOREEZSRBL T ZE,

EHFY LLVLAOY—ERX 7T AEBMLET, ZOHITIEL, CISCO1.COM,
RITHZ7R L ET

1.

2.

6.

[Configuration (EZ3E) |> [Class of Service (Y—EX J 5 R) | DJEIZEIR L £,

[Add| 227V > 27 LET, [P—ERA 27 F 20BN (Add Class of Service) ] ~— Y NERIILE
TO

linksys-mta & L C CISCO1.COM LILLDOF LW —E R 75 2ADLEIEZ AT LET,
PacketCableMTA & L TH—bE R IV T A XA THERLFET,

TanRT 44 Ray T XY A NDB/cos/packetCableMTA/fileZ R L, (B> &Y
CISCO1.COM L /L A|Z Linksys MTA O 7' & £ 5 = > 7\ Z{# ) % linksys-mta.tmpl 7 > 7" L —
77 AV EBEEA T ET,

[Add (GBAD) | B L [Submit GEIE) |22V v 7 LE T,

FHEHIZOWTIL, =X VI 2DORELZSH LTSN,

v H Y LLADT—ER 7T AEZBIMLET, ZOFITiE, CISCO2.COM,
WIZHl R LU ET,

1.

[Configuration (%) |> [Class of Service (—EX 75 X) | DJEIZER L T,

IS4 65— FnEva=vy avik—2r roEE [}
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IS4 Lr—I L FOES =V avk—% bOBE |
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2. [Add]Z27 Vv 7 LET, [h—E R 7T 20BN (Add Class of Service) | — U MNFERINE
7

3. sa-mta & L C CISCOL.COM LV ADHFH LW —ER 7 T 2D4 12 AT LET,
4. PacketCableMTA & L TH—VE R 7T X XA FHIEINL FT,

5. 7anT a4 Ray T XYY R ND/cos/packetCableMTA/fileZ #iR L, (L1241
CISCO2.COM LV AZ SAMTA O 70 vy g = Z12if) 45 samtatmpl 7> 7 L—k 7 7
A vz BT £

6. [Add (GBM) | B L [Submit GEE) |27V v LET,

FECOWTIE, =R 7T XAOERTEESHL TIEEN,

AFYTN FALRAEFLTAL LT, FRLETREYa =0 S LEd, FrEYa=27 Fat24#H0\+ 5
OB LT TEEW,

i1

W OFTIL, Motorola SBV5120 7 u vV a = 745 HiEICHOWTERA L E1,

a)

b)

c)

d)

e)
f)

51 2

sample-bronze-docsis ' —E 2 7 Z A ZHHAT DL IICHEL T, T ADFr—T )V ET LDO—H
7o Ya=rTLET,

MTA #4537 ey a = 73579, [Devices (T/3A X) |>[Manage Devices (T7/31 XDE
) | —VICBBILEY, et Y a =275 PacketCable 7 /31 A& MFHE L, BIRLE T,
[Modify Device (7 /34 ADEH) | X—=UNERINFET,

RAA & Z2FELET, BITIE bacclab.cisco.com Z#H L £ 97,

BERFEHY—E R 7T RZHETH Fay X2 UARpDS, motmta Z3R LET, T,
FHE10-f CEM LY —ER 7T XTI,

Bk STV D DHCP R/FICxHET 2 Rey X 7 U 2 R b default 7' 5 2RI £,
[Submit| 7 UV v 7 LET, °

WOBL, Linksys CM2P2 270 B a = 745 FikaRLTHET,

a)

b)

©)

d)

e)

51 3

sample-bronze-docsis ' — B2 7 F XA FHT H I HICRHEL T, XELTT NS ADT—T)VET
LT ya=v 7 LET,

MTA a7 n ey a =79 2%7%D, [Devices (T/34 R) |>[Manage Devices (T/3f ADE
B) | = IcBEI LEYT, Yub¥a =795 PacketCable 7 /34 A& MBE L., ERLET,
[Modify Device (7 /34 ADZEH) | N—UNERRINET,

RAA 2 EFELET, BITIL bacclab.cisco.com ZHH L £7,

BEFEHDOY—E R 7T 2ZkGTH Ray 77Xy ARG, llinksys-mta 2538 LEJ, =
ux, FIE10-g TEM LY —ER 7T 2 TT,

Bk STV D DHCP #FICKHET 2 Rey X T U X Rk ciscol 73 3 2RI L £,
ZhuE, FE 10-a TEA U Z Y CISCOL.COM LV LB L 7= DHCP §ffic— L £ 7,
[Submit] # 7 U v 7 LE9, -
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WOWHIIE. SA WebStar DPX 2203 # 70 vy a = 743 FEA2RLTCWET,

a) sample-bronze-docsis —E 2 7 T XA AMHT H I HICHEL T, HELTT A ADT—T/NVET
Ly T aeYa=r 7 LET,

b) MTA#r%2 7 v ya=r7357-, [Devicess (T/34 X) |>[Manage Devices (T/31 ZDE
/) | = I LET, et Ya =772 PacketCable 7 /31 A& MK L, BIRLET,
[Modify Device (7 /34 ZADERE) | R—=URNERINET,

) RAAUA%EFHELET, BT bacclab.cisco.com ZfHH L £ 7,

d) BEEALAOY—ER 7 ZRZHIET D Ray 72Ty ARG, sa-mta Z3IRLET, T,
FhE 10-h TEMLIZY—ER 7T AT,

e) BERIIN TS DHCP KTk T D Re vy 7 H o U A R cisco2 473 a3 V&R L £77,
Zhu, FIE 10-b TEA Y CISCO2.COM L /L 2B L7~ DHCP &2 —8 L £,

f) [Submit] %7 Vw7 LET, °

Ethereal b L—ZAZHHA LT, BEOLIIL L BR—=FDREEL T AR LET, ZOFETHEMS
NTWDEY U TIRENS, ROEBY KDCEBLIURDPE 2/ 77 A LOH 2SR L TS &,

5 1

WOEITiE, 75 A4~V CISCO.COM L)L ATFrEY g =27 X7~ MotorolaSBV 5120 MTA @, KDC
CDPE ul 7y AN SHSEBIA L E I,

KDC B4 H > 7)LH 71 — Motorola MTA

INFO [Thread-4] 2007-02-07 07:56:21,133 (DHHelper.java:114) - Time to create DH key pair(ms): 48
INFO [Thread-4] 2007-02-07 07:56:21,229 (DHHelper.java:114) - Time to create DH key pair(ms): 49
INFO [Thread-4] 2007-02-07 07:56:21,287 (DHHelper.java:150) - Time to create shared secret: 57

ms.

INFO [Thread-4] 2007-02-07 07:56:21,289 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed AS Request:
1133717956 Received from /10.10.1.2
INFO [Thread-4] 2007-02-07 07:56:21,298 (KRBProperties.java:612) - Replacing property: 'minimum

ps backoff' 0ld Value:'150' New Value: '150'

INFO [Thread-4] 2007-02-07 07:56:21,324 (KDCMessageHandler.java:257) - AS-REQ contains PKINIT -
QA Tag.

INFO [Thread-4] 2007-02-07 07:56:21,325 (KDCMessageHandler.java:279) - PK Request from MTA
received. Client is MTA - QA Tag

INFO [Thread-4] 2007-02-07 07:56:21,365 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply AS-REP

Sent to /10.10.1.2:1039 Time (ms): 290
WARN [main] 2005-11-07 07:56:23,193 (KDC.java:113
INFO [ ] 2005-11-07 07:56:23,195 (KDC.java:121
INFO [ ] 2005-11-07 07:56:23,195 (KDC.java:121
INFO [main] 2005-11-07 07:56:23,196 (KDC.java:121
[ ] (
[ ] (

- Statistics Report ASREP's: 1
- /pktcbl/mtaAsRepSent: 10

- /pktcbl/DHKeygenTotalTime: 1043
- /pktcbl/mtaAsRegRecvd: 10

- /pktcbl/DHKeygenNumOps: 20

- /pktcbl/total: 60

INFO 2005-11-07 07:56:23,197 (KDC.java:121
INFO 2005-11-07 07:56:23,197 (KDC.java:121

DPE 04 ¥ > 7JLH 1 — Motorola MTA

dpe.cisco.com: 2007 02 07 07:56:24 EST: $BAC-DPE-6-4178: Adding Replay Packet: []

dpe.cisco.com: 2007 02 07 07:56:24 EST: %$BAC-PKTSNMP-6-0764: [System Description for MTA: <<HW REV:
1.0, VENDOR: Motorola Corporation, BOOTR: 8.1, SW REV: SBV5120-2.9.0.1-SCM21-SHPC, MODEL: SBV5120>>]

dpe.cisco.com: 2007 02 07 07:56:24 EST: $BAC-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM Received From
10.10.1.2.]

dpe.cisco.com: 2007 02 07 07:56:24 EST: $BAC-DPE-6-0688: Received key material update for device
[1,6,01:11:82:61:5e:30]

dpe.cisco.com: 2007 02 07 07:56:24 EST: $BAC-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent to 10.10.1.2]
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dpe.cisco.com: 2007 02 07 07:56:24 EST: $BAC-TFTP-6-0310: Finished handling [read] request from
[10.10.1.2:1190] for [bpr0106001182615e300001]

dpe.cisco.com: 2007 02 07 07:56:25 EST: $BAC-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning State
INFORM Received from 10.10.1.2. Value: 1]

51 2

KOBITIE, EH 4 Y CISCOL.COM LV AT R EY 3 =2 7 &§17= Linksys CM2P2 MTA @, KDC
EDPEZ 77 ANLEISNEFBLET,

KDC 04 # > 7)LH A - Linksys MTA

INFO [Thread-8] 2007-02-07 08:00:10,664 (DHHelper.java:114) - Time to create DH key pair(ms): 49
INFO [Thread-8] 2007-02-07 08:00:10,759 (DHHelper.java:114) - Time to create DH key pair(ms): 49
INFO [Thread-8] 2007-02-07 08:00:10,817 (DHHelper.java:150) - Time to create shared secret: 57
ms.

INFO [Thread-8] 2007-02-07 08:00:10,819 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed AS Request:
1391094112 Received from /10.10.1.5

INFO [Thread-8] 2007-02-07 08:00:10,828 (KRBProperties.java:612) - Replacing property: 'minimum
ps backoff' 0ld Value:'150' New Value: '150'

INFO [Thread-8] 2007-02-07 08:00:10,860 (KDCMessageHandler.java:257) - AS-REQ contains PKINIT -
QA Tag.

INFO [Thread-8] 2007-02-07 08:00:10,862 (KDCMessageHandler.java:279) - PK Request from MTA
received. Client is MTA - QA Tag

INFO [Thread-8] 2007-02-07 08:00:10,901 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply AS-REP
Sent to /10.10.1.5:3679 Time (ms): 296

WARN [main] 2007-02-07 08:00:13,383 (KDC.java:113) - Statistics Report ASREP's: 1

INFO [main] 2007-02-07 08:00:13,384 (KDC.java:121) - /pktcbl/mtaAsRepSent: 11

INFO [main] 2007-02-07 08:00:13,384 (KDC.java:121) - /pktcbl/DHKeygenTotalTime: 1141

DPE A% %> 7)LH 51 - Linksys MTA

dpe.cisco.com: 2007 02 07 08:00:10 EST: %$BAC-DPE-6-4112: Adding Replay Packet: []

dpe.cisco.com: 2007 02 07 08:00:12 EST: %BAC-DPE-6-4178: Adding Replay Packet: []

dpe.cisco.com: 2007 02 07 08:00:12 EST: $BAC-PKTSNMP-6-0764: [System Description for MTA: Linksys
Cable Modem with 2 Phone Ports (CM2P2) <<HW REV: 2.0, VENDOR: Linksys, BOOTR: 2.1.6V, SW REV:

2.0.3.3.11-1102, MODEL: CM2P2>>]

dpe.cisco.com: 2007 02 07 08:00:12 EST: $BAC-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM Received From
10.10.1.5.]

dpe.cisco.com: 2007 02 07 08:00:12 EST: %BAC-DPE-6-0688: Received key material update for device
[1,6,00:0£:68:£9:42:£6]

dpe.cisco.com: 2007 02 07 08:00:12 EST: $BAC-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent to 10.10.1.5]

dpe.cisco.com: 2007 02 07 08:00:18 EST: %BAC-TFTP-6-0310: Finished handling [read] request from
[10.10.1.5:1032] for [bpr0106000£68£942£60001]

dpe.cisco.com: 2007 02 07 08:00:18 EST: %$BAC-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning State

INFORM Received from 10.10.1.5. Value: 1]

i 3

WOBITIL, BH &Y CISCO2.COM LIV AT BBy a =7 &7~ SA WebStar DPX 2203 MTA D
KDC & DPE 17 7 7 A VB EIS 23080 L £,

KDC O%4 4> 7)LHEA: SA MTA

INFO [Thread-6] 2007-02-07 08:01:31,556 (DHHelper.java:114) - Time to create DH key pair(ms): 49
INFO [Thread-6] 2007-02-07 08:01:31,652 (DHHelper.java:114) - Time to create DH key pair(ms): 50
INFO [Thread-6] 2007-02-07 08:01:31,711 (DHHelper.java:150) - Time to create shared secret: 57
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ms.

INFO [Thread-6] 2007-02-07 08:01:31,715 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed AS Request:
575634000 Received from /10.10.1.50

INFO [Thread-6] 2007-02-07 08:01:31,727 (KRBProperties.java:612) - Replacing property: 'minimum
ps backoff' 0ld Value:'150' New Value: '150'

INFO [Thread-6] 2007-02-07 08:01:31,752 (KDCMessageHandler.java:257) - AS-REQ contains PKINIT -
QA Tag.

INFO [Thread-6] 2007-02-07 08:01:31,753 (KDCMessageHandler.java:279) - PK Request from MTA
received. Client is MTA - QA Tag

INFO [Thread-6] 2007-02-07 08:01:31,792 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply AS-REP
Sent to /10.10.1.50:3679 Time (ms): 292

WARN [main] 2007-02-07 08:01:33,423 (KDC.java:113) - Statistics Report ASREP's: 1

INFO [main] 2007-02-07 08:01:33,424 (KDC.java:121) - /pktcbl/mtaAsRepSent: 12

INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktcbl/DHKeygenTotalTime: 1240

INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktcbl/mtaAsRegRecvd: 12

INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pktcbl/DHKeygenNumOps: 24

INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pktcbl/total: 72

DPE O4 4> JJLH A: SA MTA

dpe.cisco.com: 2007 02 07 08:01:31 EST: $BAC-DPE-6-4112: Adding Replay Packet: []

dpe.cisco.com: 2007 02 07 08:01:33 EST: $BAC-DPE-6-4178: Adding Replay Packet: []

dpe.cisco.com: 2007 02 07 08:01:33 EST: $%BAC-PKTSNMP-6-0764: [System Description for MTA: S-A

WebSTAR DPX2200 Series DOCSIS E-MTA Ethernet+USB (2)Lines VOIP <<HW_REV: 2.0, VENDOR: S-A, BOOTR:
2.1.6b, SW_REV: v1.0.1r1133-0324, MODEL: DPX2203>>]

dpe.cisco.com: 2007 02 07 08:01:33 EST: $BAC-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM Received From
10.10.1.50.]

dpe.cisco.com: 2007 02 07 08:01:33 EST: %$BAC-DPE-6-0688: Received key material update for device
[1,6,00:0f:24:d8:6e:£5]

dpe.cisco.com: 2007 02 07 08:01:33 EST: %BAC-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent to 10.10.1.50]

dpe.cisco.com: 2007 02 07 08:01:38 EST: $BAC-TFTP-6-0310: Finished handling [read] request from
[10.10.1.50:1037] for [bpr0106000£24d86e£f50001]

dpe.cisco.com: 2007 02 07 08:01:39 EST: %$BAC-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning State

INFORM Received from 10.10.1.50. Value: 1]

BHOUILTTNARETOEDS 3 =9 95-00F0TL— FOERK

ZITHAISRTWDET 7 b= MEXEZHEM LT, FFED LV LATT A 22T nEya =
Y7 CEET, ZZIRTHITIX, MotorolaSBV5120 MTA, Linksys CM2P2 MTA, SA WebStar
DPX2203 MTA ¥fED LD TT, IrEva=r IR ENZNENOT 7 L— N &R
WZRLET,

\}

GE) Xy hU—Z7TMTA DHARICEDLETCINGDT L — 2B ETALERHY £9°,

Motorola MTA D FOES 3= HIZEAT ST T L— b+

Example PacketCable MTA template: mot-mta.tmpl

Note that this template is specific to the TI 401 MTA.
This template must be modified to the specifics of your MTA.

First, the start marker.

HH H FH o H H H H
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option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER, true
#

# Set CMS FQDN for each endpoint on the MTA.
# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11

.pktcNesEndPntConfigTable. pktcNesEndPntConfigEntry. pktcNesEndPntConfigCallAgentId. 9, STRING, CMS.CISCO.COM

option 11

.pktcNesEndPntConfigTable. pktcNesEndPntConfigEntry. pktcNesEndPntConfigCallAgentId. 10, STRING, CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by the
device.

#

# "CableLabs, Inc."

option 11
.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCO.COM', STRING, "CableLabs,
Inc."

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER, true

option 11

pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRING, CISCO.COM

#

# Finally, the end marker.

#

option 254 255
Linksys MTA D 7O EC 3 =V JICERT ST T L—F
ZOT T L— T, LLAN CISCOLCOM ICRHESN TS Z LICHEBE LT ZEW,

#

# Example PacketCable MTA template: linksys-mta.tmpl

#

# Note that this template is specific to the TI 401 MTA.
# This template must be modified to the specifics of your MTA.
#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER, true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11

.pktcNesEndPntConfigTable.pktcNesEndPntConfigEntry. pktcNesEndPntConfigCallAgentId. 9, STRING, CMS.CISCO.COM
option 11

.pktcNesEndPntConfigTable . pktcNesEndPntConfigEntry.pktcNesEndPntConfigCallAgentId. 10, STRING, CMS.CISCO.COM
#

# Set the realm org name. This MUST match that contained in the cert chain used by the
device.

#

# "CableLabs, Inc."

option 11
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.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCOL1.COM', STRING, "CableLabs,
Inc."

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER, true

option 11

pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRING, CISCOl.COM

#

# Finally, the end marker.

#

option 254 255

SAMTA®7JOESaZ Y IcERTS2TTL—F
T L— RTlE, LVAD CISCO2.COM ICEREENTWNWA Z LITHEELTL &N,

#

# Example PacketCable MTA template: sa-mta.tmpl

#

# Note that this template is specific to the TI 401 MTA.
# This template must be modified to the specifics of your MTA.
#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER, true

#

# Set CMS FQDN for each endpoint on the MTA.
# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11

.pktcNesEndPntConfigTable.pktcNesEndPntConfigEntry. pktcNesEndPntConfigCallAgentId. 9, STRING, CMS.CISCO.COM

option 11

.pktcNesEndPntConfigTable . pktcNesEndPntConfigEntry.pktcNesEndPntConfigCallAgentId. 10, STRING, CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by the
device.

#

# "CableLabs, Inc."

option 11
.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCO2.COM', STRING, "CablelLabs,
Inc."

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER, true

option 11

pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRING, CISCO2.COM

#

# Finally, the end marker.

#

option 254 255
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