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bac-test.example.com:2005 03 04 18:38:24 EST:%BAC-DIAGNOSTICS-3-4055: [##MTA-9a
Unconfirmed FQDN Request Received from [/10.10.10.5 ['kdcquery']. Client with IP
Address [10.10.20.2] and MAC Address [1,6,00:00 :ca:b7:7e:91]1]]
bac-test.example.com:2005 03 04 18:38:24 EST:%BAC-DIAGNOSTICS-3-4082:[Results of BACC
Lookup. FQDN: [1-6-00-00-ca-b7-7e-91.example.com MAC: 1,6,00:00:ca:b7:7e:91. Client
with IP Address [10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:91]1]1
bac-test.example.com:2005 03 04 18:38:24 EST:%BAC-DIAGNOSTICS-3-4070: [##MTA-9b FQDN
Reply Sent to [/10.10.20.2(41142) for MTA 1,6,00:00:ca:b7:7e:91. Client with IP
Address [10.10.20.2] and MAC Address [1,6, 00:00:ca:b7:7e:91]1]1
bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-4132: [##MTA-13
Incoming APREQ received from [/10.10.20.2:1293. Client with IP Address [10.10.20.2]
and MAC Address [1,6,00:00:ca:b7:7e:91]111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-4141: [##MTA-13 APREP
sent to [/10.10.20.2(1293) For MTA 1,6,00:00:ca:b7:7e:91. Client with IP Address
[10.10.20.2] and MAC Address [1,6,00:00: ca:b7:7e:91]1]1

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-0764: [ [##MTA-15 SNMPv3
INFORM Received From 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-0764: [[##MTA-19 SNMPv3
SET Sent to 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-1092: [Received a TFTP
[read] request from [10.10.20.2:1271] for [bpr01060000cab77e910002]; Client with MAC
Address [1,6,00:00:ca:b7:7e:91] and IP Address [10.10.20.2]]
bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-1155: [##MTA-23
Finished handling [read] request from [10.10.20.2:1271] for [bpr01060000cab77e910002];
Transferred [236] bytes to Client with MAC Address [1,6,00:00:ca:b7:7e:91] and IP
Address [10.10.20.2]]

bac-test.example.com:2005 03 04 18:38:27 EST:%BAC-DIAGNOSTICS-3-0764: [ [##MTA-25 SNMP
Provisioning State INFORM Received from 10.10.20.2. Client with IP Address
[10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:91]1]1

bac-test.example.com:2005 03 04 18:38:27 EST:%BAC-DIAGNOSTICS-3-0764: [ [MTA
Configuration Confirmed, Returned 'pass' as the final MTA provisioning state for
10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111
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WY — VBT 5 & BAC = "D/RT =< U ADRFHERERTED X A T OFEFHT E T
DT TIRET D ZENTEET, ZOYV—AVTEITINDF AT ZLIEBIOR 2 ) 7 2]
THE, ROEEEZETTEET,
o TWIERARIFIZINEET D (startDiagnostics.sh)
o DMz i CHIkd % (stopDiagnostics.sh)
o TWHEBROIERT —X A% Wi 5 (statusDiagnostics.sh)
WY — L, MERRE LTI N T TNy a—T 4 VT HOBINT — X NNEEIC sl b &
WZRIRFIZSAT L2 | cron ¥ a I Ko THRESNTE AT YV 2 — L TEMMIZIATIND L 9 ITi%
ELEZDTHZENTEET,

FE PWY — VBT AE. BT — X 2R T DO DR A= 2% VAT A THER LT
<TEEW,

S —VITIROBGETCH D £,

* RDU : BPR_HOME/rdu/diagnostics/bin
* DPE : BPR_HOME/dpe/diagnostics/bin
* Cisco Network Registrar : BPR_HOME/cnr_ep/diagnostics/bin

GE) INELZ2ZKEEIX. bundleStatesh A7 U &AL TV RALTE E9, FEMICOWTIL,
P.16-11 @ [HR—= b E2ZIFH72DDH— REEDO /NN Fv) 2L T X0,

startDiagnostics.sh Y — LD ER A%
startDiagnostics.sh > —/LIZR D 2 FEOE— RTETTE LT,

o KEE: ZOFT—FTIH, MERBMT X247 a DU R NPLBRBIRTEET,

o JEXIEE ZOF— RTH, BIBBRHBERAENTLIEE 7 7 AV ERINITAER L ET, RIZ,
startDiagnostics.sh A7 V)V 7 N2 EIT L ET, ZOY— MLV IGE 7 7 AV THESALTWY
LB ES VTR T — 2 B S E T,

R YY) ADIRA  startDiagnostics.sh [-r response_file] | [-g response_file] [-help]

o startDiagnostics.sh : X{FHE— N CR2MZ 3T L £ T,
o response file : [SET7 7 ANVERELET,

o -rresponse_file: FEXFEE — N TRWY — V2 FITT DT OICAERINTISE T 7 A VEFHL
EJrae

* -gresponse file : ZWiz IATHETITISE 7 7 A NV EAEK L ET,

o -help: YV —ND~NNVTEFRUET, -help 773 a VIIHHBENCHER T2 LERNH Y £3,
DA T arE IR LR T &N,
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¥ 85 E— F T® startDiagnostics.sh DE{T

513 M S FEE L 72\ T startDiagnostics.sh 2 A )92 & WY — VITEEE— FTEITI 4L,
RDU, DPE. I L U\ Network Registrar D45V — NInSINET HHEHERZIBINRT DL HRDD A v
T—UNERRINET,

A

FE VAT I RT F < VARG B R B 2 DAREMN S 5 0T, MEHERITEEICAEE L TL
7280,

LB YY AMIBA  startDiagnostics.sh [-help]

o startDiagnostics.sh : X}FHE— R CRWEFITLET,

o help: YV —ND~NVTEHFRLUET, -help 7 a ITPHBEE AT A 0EENH Y £, il
DTV arE—IEA LR T &N,

i # ./startDiagnostics.sh

Please enter directory where to put output files [] /var/CSCObac
Please enter the duration of the diagnostic (sec) [600]

Please select statistics you would like to gather on RDU

]
Process statistics (y/n/q)? [n]
I0 statistics (y/n/q)? [y
Memory statistics (y/n/q)? [yl
Network statistics (y/n/q)? [yl
RDU API traffic (y/n/q)? [y

1
RDU CNR traffic (y/n/q)? [yl
1

CPU statistics (y/n/q)? [y
)
1

RDU DPE traffic (y/n/q)? [y

RDU CNR extension traffic (y/n/q)? [yl
RDU SNMP traffic (y/n/q)? [yl

System Configuration (y/n/q)? [yl

Enter addition argument for RDU API traffic
Please enter RDU Server port [49187]

Enter addition arguments for RDU DPE traffic
Enter DPE ip addr if you want to capture traffic by ip addr [] 10.10.29.1
Enter DPE port number if you want to capture traffic by port number [] 49186

Enter addition arguments for RDU CNR_EX traffic
Enter Ip addr if you want to capture traffic by Cnr Extension IP addr [] 10.10.85.2
Enter port number if you want to capture traffic by Cnr Extension port []

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.
You could run bundleState.sh to bundle the output when diagnostics is complete.

GE) ROFTvarOEEA I —T I LT RWESE, Y —LidFlcdH 5 BIN5 3 OEE ER L E
A,
e RDU-API FZ77 4 v/
e RDU-DPE N7 7 4 v 7
* RDU-Network Registrar JE3E kT 7 ¢ » 7
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EXFEE—

VB YY) ADHHA

|

startDiagnostics.sh ¥V — /L & FT 35 L V— L E2ETFLET A L2 MU O FRLICHR L o h
T ANPERSIVET, 17 7 A V%N R/L L, Cisco Technical Assistance Center (ZH&5 LT
YAR— b EZTHZ b TEET, VAR — FE5%1F5HITIE, System Diagnostics Capture 712 7 b
Ty AALET,

RITH 2R L ET,

System Configuration (y/n/q)? [yl

HF— REDO AN RADEFEMIZ OV T, P16-11 O [HR— F2Z T 57200 F— N RiED
K 22RLTIIEEN,

T startDiagnostics.sh DE1T

FEXtEEE — R C startDiagnostics.sh > — /L &2 @1 TEITT DRI, BT 7 A V& ERT D HEN
HVET, TO%, 1 DO~ FEFEFETTLH L, WET 74 NMTH DS E SN TRENE
WoES L ET,

startDiagnostics.sh {-g response_file | -r response_file} [-help)

.« g AT P ANEERLET,
HERT 20BN DY £

o BB T s ANEHERHLTREY A EIATLET,
o response_file : J5ET 7 A NV DARIERELET,

o -help: YV —ND~NNVTEFRUET, -help 773 a VIIHHBENCHERA T2 LERNH Y 3,
DA TV arE IR LR T &N,

ZOF T a st WWE T 7 ANEYD THERT HEHEEIT

WWETZ7 7 ANEERT D EEDORRERISRLET,

# ./startDiagnostics.sh -g response.txt

Please enter directory where to put output files []
Please enter the duration of the diagnostic (sec)

/var/CSCObac
[600]

Please select statistics you would like to gather on RDU

CPU statistics (y/n/q)? [yl
Process statistics (y/n/q)? [n]
I0 statistics (y/n/q)? [yl
Memory statistics (y/n/q)? [y
[

1
Network statistics (y/n/q) v]
RDU API traffic (y/n/q)? [ n
RDU CNR traffic (y/n/q)? [
RDU DPE traffic n

RDU CNR extension traffic
RDU SNMP traffic (y/n/q)?

')
Y
Y
(y/n/@)? ly
(
[
System Configuration (y/n/gq

]

1

1

y/n/q)? [yl n
y]

)? [yl

Finished generate response file (response.txt).
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response.txt 1%, startDiagnostics.sh 27 U 7 N 2547457 4 V7 NUDTFMT V7 FUIZAER
SNET, ZOLAETE. BPR_HOME/du/diagnostics/bin T3, RDU ZWHIZERINBINE 7 7 A
NDY TN RITRLET,

test
test

test

test

test

test
test

EOF

.bundle.direcotry=/var/CSCObac
.bundle.duration.sec=100

test.
.process.enable=false
test.
.memory.enable=true
test.
.rdu_api_traffic.enable=true
test.
.rdu_dpe_traffic.enable=true
.rdu_cnr_ex_ traffic.enable=true
test.
test.
test.
test.
test.
test.
test.

cpu.enable=true
io.enable=true
network.enable=true

rdu_cnr_traffic.enable=true

rdu_snmp_traffic.enable=true
system config.enable=true
rdu.port=49187
dpe.port=49186
dpe.ip=10.10.29.1
cnr_ex.ip=10.10.85.2
cnr_ex.ports=

AR LIISE 7 7 A NVEFERLCREY — Va2 RfT LI e SO/ RZRISRLET,

# ./startDiagnostics.sh -r response.txt

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.

startDiagnostics.sh ¥ — /L & FT3T 5 L V— L E2ETLET A L2 MU O FRLICHR L o h
77 AN ER S E T,

statusDiagnostics.sh 'V — )LD {#EAA %
statusDiagnostics.sh > —/L A H L T, MERFFHEROZBINED 2T — & 224l L £,

R YY) ADIA  statusDiagnostics.sh |2 &0 | FREHER T &1

~

(F)

IOWIIED AT =4 A& FmR LET,

statusDiagnostics.sh >~ — /L ClL -help 7" 2 VEFEHATE EHA,

ﬂﬂ # ./statusDiagnostics.sh

CPU diagnostic is running.
Process diagnostics stopped.
I0 diagnostic is running.
Memory diagnostic is running.
Network diagnostic is running.
Rdu api traffic diagnostic is running.
Rdu cnr traffic diagnostic is running.
Rdu dpe traffic diagnostic is running.
Rdu cnr_ex traffic diagnostic is running.

Rdu
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stopDiagnostics.sh YV — )LD {ER A%

stopDiagnostics.sh > — /L &2 L T, SFHERD 1 D F 13T R TUCH T 22W0F T2 I L E
T TV, MEEE— REIFIERNGEE— RTEITTEET,

¥ 85 E— F T® stopDiagnostics.sh D E1T

il & 51 $x & $5 £ 771 stopDiagnostics.sh % X 5iE— R TEITT 5 & . T X TOMEEME 71T E
DWFHEROBZIM T ILTENE I NEIZND A vE—URNERENET,

DB YY) RAMFBA  stopDiagnostics.sh [-help]

 stopDiagnostics.sh : X35E— R TOZWIEEFIELE T,
o -help: YV —NDO~NTEFRRLUET, -help 773 3 VITPHOMICHER T2 LERH D 3,
DAT T a v E—EIER LN T IZEWN,

1 # ./stopDiagnostics.sh

This script allowed to stop specific diagnostic or all diagnostics.
If you would like to stop specific diagnostics, say no to question below.

Would you like to stop all diagnostics (y/n/q)? [yl

JExtEEE— K TO stopDiagnostics.sh DEST
stopDiagnostics.sh - JEXIFEE— N TETT D &, T RTORMEOZWAPR I IET,

DB YY) RAMOFBA  stopDiagnostics.sh -a [-help]

o ca: AvE—UNRERINDZ LR, TRTOREHNIHT 22WsFik S E T,
o -help: YV —NDO~NTEERRLUET, -help 73 3 VITPHEMICHER T2 LERH D 3,
DFAT v a & —fEIEA LR T TZEN,

B # ./stopDiagnostics.sh -a
#

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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HR— &2 D00 — KEDAVEL B

YR—F2ZTH=HDOH5—/\RED/N> FIL

YR YY) ADEBHA

#l

BPR_HOME/{rdu | dpe}/diagnostics/bin 7 4 V7 NV IZHDHBWY — L 2HEH LT, — RECM

OBWHEREERTEET (INBHOY— L DOFEFTHFIEIC OV T, P16-6 D [ M/—w £
FITNYa=T 47 ZBRLTSESY) , YR— 22T 570122 0OBWE# % Cisco
Technical Assistance Center |ZiE{59 5 121X, WY — Va2 FEH L TER SN LZHAIT L2 N %
WU RVULTT =0 A TEERTDMNERHY £3, ZOHX A7 %2F(TT 5121, bundleState.sh
Y= EMEALET,

bundleState.sh > —/LIZ L > TRWIERPBNE S D DT TIEH Y £ A, startDiagnostics.sh 72 &
DY — LS TWESIND T —FDzip 7 7 AV E tar 7 7 A VEAEKT B7217TI,

NPT HZEERICIE, PR E B VAT AREICEHELFREGO LLERDH Y 3, &
AT DEHRZ AR T 5123, ROWVTRLOY — L2 L £,

* captureConfigurationsh : vV F&T 4 AT DOFRE, A€V, BIOAXRL—FT 47 VAT
LEN=RY 2T DT =F R EOVAT AREFRENELET, ZORT VT M aRITTD
Beld, W74 v 7 N ERRET OLERH Y £7,

* startDiagnostics.sh : BAC ¥ — 3D/ 7 p—< U ZAMEHEREFWE L E T, ZOARAT Y TS FE2HE
TLTURT A EEZTY iATeA 1L, System Configuration 7’1 7" K Ty & AT A MEN
HYETF, WIHZRLES,

System Configuration (y/n/q)? [yl

FEABIZ DWW TIE, P.16-6 @ TstartDiagnostics.sh > — /L OFEH L] 2S5 L T 0,

R Lo T, BINOBZEIERAZIE L TV FVIZEMT 2 L5 v 2 apiR— MEYEENS
?aﬂ“éﬂé%/\#%@iﬁ‘o

bundleState.sh archive_directory output_directory [-help]

* archive_directory : /N> KVT 5T 4 L7 MU,
* output directory : /N2 RIVOWNET 4 V7 R,

o help: YV —IVDONNVTEFRLUET, -help 72 a IPHUICHER T2 08N/ H Y 9,
DA T arE IR LR T &N,

# ./bundleState.sh /var/CSCObac /var/CSCObac
/var/CSCObac/state-20071129-064042

Creating state bundle for Cisco support...

+ /var/CSCObac/state-20071129-064042.bpr

+ Compressing state bundle...

+ Size: 3736K compressed, 83776K uncompressed

DOCSIS XY FI7—9 DS TN a—TFa25

BAC 5 X U Cisco uBR7246 CMTS IZB4 2 DOCSIS 77 / u¥o—D T T a—TF 4 7 OFEM
WZOWTIE, RDOT KL RIZH D [Troubleshooting uBR Cable Modems Not Coming Onlinel %2 L
TLEEW,

http://www.cisco.com/en/US/tech/tk86/tk89/technologies_tech note09186a0080094¢eb1.shtml
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PacketCable eMTA 7RAEL 3 =25 D STV a—Fa4 25

AVR—R2 bk

eMTA

Z OIATIX, PacketCable =7 7 / 7 ¥V —DRHIZIVTE 2 b5 WE ORI SO # & 12
L EJ,

e "I TNVa—T 47DV —) (P.16-15)

o FNITNYVa—T 47 DTS VA (P.16-16)

o GEPAE(EEEPERE (P.16-20)

Z OIATIE, PacketCable Multimedia Terminal Adapter (MTA; ~/VF AT 47 X —IF )V T XS H)

FNRAL ZADTu Y g = FHEE (PKT-SPPROV1.5-101-050128) ONEZ B LT\ 5 = L 2Rl
L TWET, FEMICTOWTIL, PacketCable D Web Y1 F A2 L TL7ZE W,

7'm BY g =7 PacketCable #lAAA MTA (eMTA) &, WERAIGIHE/R 7 0 2 CTI 0, Y]
e — VR L, EHEABRE TR, SR eMTA 2+ 252 &3 TEET,

Z DIATIL, Network Registrar & BAC Oli G AMEHAF TH D Z L ZRifE L LTWET R, HlRoOZ
I OEMHERBEIZ Y TILE Y £, Network Registrar O FEEFEmGH (R=2—7 KAV —, HEK
HJ72 DNS V' — VR E, BL P =— F = V) B LU BAC OHEMERE (¥ —E A 7 X DHCP
HEHE 7740 BEIXORBACT 4 L7 M) BHDHZ EEFIHRELTHET,

PacketCable eMTA 7 BV a =07 v AL, tXFaT7R270—%ERTAH72DIT25DAT v
TTRERESNTOET, BER7 o —0FNERKITEN LY & RIEIZD 720 ETT, eMTA D 7 70
Y a—T 4 7 %47 91T, PacketCable 7 B B g = FHARIZH D 25 D AT v FIZONWTOH
TR E R T, 73 [PacketCable T AR #ZML T EEN,

ZOHETIE, RO ME Y ZIZOWTHHALET,

o ol AR—3% b (P.16-12)
o LYK (P.16-14)

eMTA D N T TNy a—T 4 VT EITIRNS, ROV AT A arR—3r hEHFELTIIEEN,
s eMTA

s DHCP #—

e DNSH—n

« KDC

e PacketCable 7u b3 =7 H#—
o o— LY — R

eMTA (X7 —7 /L 7 A& MTA THEL S, BOY 7 b =7 A A=V %2 THEY, 150
Ay 7 RAHAIAENTVET, CM & MTA IZZNEHIE O MAC 7 RL A ZRH, ZENH
DHCP #54TLCEADIP 7 L AZEH L ET, eMTA IZiX, HIETH 3 DOFGEAERH Y £
9, 1 DIEEA D MTA FEHETT, 2 DHOFFAEIZI MTA OfLEEE 2T LET, T34 R &
RLEEE OFFAET., W5 & LRAETHEHAT H72DIC MTAIZL > CTKDC IZXfEEanET, 328
DFEAEIT KDC 22 MTA IZEE SN HAERAELZRGET 22O ESNLD T L7 £ =— b— K
FERHETY, KDCREZEIIT V74 =— L— 2L — F T 5FEHETF = — ITHAAEN D T2
W, ZTDOT LT F=— )b— I, KDC FEHEDE YU ZMRFET 5 72D MTA ICTFET D L EN H
DET, MTA HS CTIHMBEOREZ 7 ANV EZEL, filflT5a—L =2—Y = NERET L7
DIZHEHLET,
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DHCP H—/\
~
GE)
DNS H—/\
KDC

PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

DOCSIS {1 CIZ.DHCP i L TH—7 NV EFLANEDIP T RL A2 RITL 2 — T4 X951
HELTWET, MTA If, DOCSIS %~ hU—27 DL A E D CPE L[REEIZ, DHCP 2 L T
IP 7 RLARMOEEZEHR (DNS ¥—3, Kerberos L/ A4 @D PacketCable Option 122, 7' & &
Ya=r7 ¥—/3DFQDN) ZHHETHMNERNH £,

=TV BT LTI, BEMNEE S5 DHCP 47y 3 > Oz, Option 122 D747 v =
V1 EBERLTCZETIHIVENGY T, F¥—T N BT LD, 77 —%2ZETDHELEEDIE
LWEEITEDHCP =D P 7 KL AL LT, 20OV 747 v a s MTAHDIZELET,

PacketCable 7" — MM & @ BAC AT 585415, BAC OFREMNIE LIFHE, ToD % —/3, DNS
P— X, TFTP P —X, B L Option 122 D7 4 —/)L FIZMENHBMICERVIATHET, ZhAbD
7 4 —)v K% Network Registrar 78 U & — CHURIIZERET AL EIIH D /A,

Domain Name System (DNS; KA A Rr—2L A5 L) $—,3L, PacketCable 7R E Y a =27 D
BARW) 72 B T T, PacketCable 7 m 'Y a =7 #— %, BAC 7 —F 7 27 F + T Device
Provisioning Engine (DPE) "C9~, Fully Qualified Domain Name (FQDN; 52 41&fifi K A A >4 ) 5> DHCP
P — 2 KL Y Option 122 T MTA ([ZHEE SN A 720, @YYy —2 D7 KL A (A) La— K&afio
TWARENH Y 9, KDC LV AT, Kerberos $-—230 FQDN MFEEk I LT 5 —/N (SRV)
La— REELLVIILVLL LRI CARIOY — U BIFEET DHNERD Y £,

SRV L 21— R TIFE S5 Kerberos — SBKIE, W7y —> D A La— RERoTNH0E
NV ET, FZMTAHREY 7 AV THE SN T2 Call Management Server (CMS; = — /L& H
P—X) b, WYRY DA La— RERFSTWAHILERHY £7, &5, CMS (X MTA ©
FQDN %#f#ik3 2 Z LIZL > TED MTA IZEET 720, MTA AR L#ED Y —r D A La—
REFSTVWARERH Y £9, MTAD A La— FaeEk+T 2L LT, #1473~ 27 DNS
(DDNS) #9252 288D LET, DDNS DBREB LN T Ty a—TF 4 7 OFEMICD
WL, Cisco Network Registrar D~ == 7 L EER L TL 72 S0,

KDC i%. MTA OFRIEEITWET, D7D, MTA OFHFFAZZHRETS & & 62, KDC BIEDEE
BHELZIER L TCMTA N KDC 2385 CE DL ICTH2HENHY £9, £/2. DPE (FrE V3=
V=) LBRELT. MITARR Y hU—7TFrEYa = T8N TWAZ EEMmAEL £,

PacketCable 7AEY 3 =>4 H—n

PacketCable 7R B2 a =7 H— NF, MTA HE T 7 A4 VDOYFTE MTA 262 L7220, SNMP
BMHETMTIA NI A—=Z %270 Va=r 7Lz LET, MTA ¢ 7oV a=r 7 — 0/
DF R TOIEE T, SNMPY3 2] L %97, SNMPv3 15 2 Bh3 5 72D F —(3, KDC & DR
72— AP MTA REELET, ubya =07 h—"OEEIL. BAC 7 —35 27 F + ® DPE
ko TRt ENET,
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J—LEBEY—N
a— VB —N (CMS) 1, BAMIZIEY 7 h A v T, DFVa— L -V FTT, B
M@ PacketCable BERE L LT, 72 & 21T —7 0 X FU—27® QoS ZHIHE L= LE4, MTA
I%. PacketCable 7R BV 5 = ZIZENT 5 &, Network Call Signaling (NCS; %> NV —727 =2—
v 7 F Y 7)) @ Restart in Progress (RSIP; FHEEIF) A v & —T% CMSIZEELET,

FELGEH

ZOHETIE, eMTA ZWIEIC R E Y a =0 7T 50BN ELE SN EREHICOWCHALE
‘j‘o

o GEHIE (P.16-14)

o Ra—T7@EIRNZ 7 (P.16-15)

o MTAREZ 7 A/ (P.16-15)

SIERE

MTA_Root.cer 7 7 A JWIZIZ, MTA b— hREBA#E (IEA72 PacketCable MTA /L— F & /L— &%
FERAE) BREFERTVWET,

TREVa =T ORNRERDS MTA THLEESINDT L7 4 =— )b— FEAEEZH 50U OHE
LCBLMENDY £T, EEBELX Y N U — 7 ~OEMEDERIZ, PacketCable D EB#/L— ~ &1 —
MedTBT L7 =—3EAELFEHLES, 7 X MREECEH S5 PacketCable 7 A b b—
g}) D iﬁ—o
KDC MZEILBR%Z MTA 2% L CRRIET B 7= DI 5 KDC FERAE D L— M X, MTA ITRTFE S
NTW5H/L— bk (PacketCable DEBEE/NL— FE£721ZT A~ b— 1) LEULT L7 4=— L—}IZ
o TWAKENRH Y 4, 1FE A LED MTA X ¥ —Id Telnet 721X HTTP & 7' A HERE A1 %
T AN AA=TYEFFR—FLTNDED, A F3—TNIR>TNDT L7+ =— b— k& H5]
L. HTHZLV—F2EETEET (ITEALEDHEE, BIRTE S DT PacketCable DFELE/L— b
LT AR L—FDELLNDORTT),
&b e Y ATk, (BPR_HOME/kdc/solaris/packetcable/certificates 7 4 L7 h U n5) Ik
DFEAE L —fIce— KL= KDC Z2#HL £,

* CableLabs Service_Provider Root.cer

* Service Provider.cer

* Local System.cer

e KDC.cer

* MTA_Root.cer
BAID 4 DOFEHET, TV 7 = —ifHEF = — 2 2% LE S, MTA Root.cer 7 7 A VIZIL,
MTA (2 & » TEEENDIEAEL AT H 72012, KDC 2MEHT S MTA L— F3ERR ST
i‘é—o

~

(GX) KDCREMEDA A h—/L EEBOZEMIC OV T, P.14-3 @ [PKCert.sh Y — /L O GEl %
ZRLTZEN,
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AIA—TERE T

MTASRE I 7ML

PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

PacketCable 7 A b Jb— h&HH L TWE 0 E S &2+ 5121, Windows T
CableLabs_Service_Provider Root.cer 7 7 A )V % [ & Subject OrgName = > | U 73 O = CableLabs (Z
7o TND T L MRS D, F 7213 Subject Alternative 4428 CN=CABLELABS GENERATED TEST
ROOT FOR EQUIPMENT TEST PURPOSES ONLY (272> CW\WA Z & 2R L E T,

KDC FfEHI#E (KDC.cer) 12I%, HEMT 5 LV AL NREIR STV ET, BAC (B L U%HET % DNS
V=) THHATLIEIICRESNTND LILLAIR, ZOLLVLLLE—BL TV LILENRDY F
T Flo. MTAREZ 7 A VDLV org 4ld, TV 7 4 =— b— MIEEN LA & —F L
TWALRERH D 7,

KDC FEFAEIZIE, RIST 2 BN TR &4 CH Y . BPR_HOME/kdc/solaris 74 L7 b VIZA >
ARN—VTEHEMENDHY T, @F. WMEHOLENL, KDC private key.pkes8 F 72 1%
KDC_private_key_proprietary T9°, FEHEAZZER T 25613, MERLEET T LIXLERH Y £7,

FEAEDTT U AFITEBNT, BAC 1F, Aa—T7&RY 7T OffW Tz A a—7 603 ~To DHCP
FUROMBIZBEERH Y £, Aa—78IRY JiF, BACEFHEO2—F S X —T A AD
DHCP Criteria X — ¥ T E SN A BRI —F L EF, A2 —7% BAC LHEICEHEfTIT 5729
W72 TAT Yy N7 ZAERTHIEHTEET, ZOMEMTIX, 6T T/ A% T rE Y3 =
T DHRNCAT o TLIEE N,

MTA BRET7 7 A /WiZlE, CMS OEFTATERINTWET, T2, LILAAO= 2 b BT R0
SNTWET, ZoMEE, FHFOMHETF = — > DOEE —ETH2UERH D £,

MTA RET7 7 A VHNOFED T —7 /L = b U %, MTA IZ Option 122 THUE S/ LV A4 I
SNWTA T w7 AT ENET, MTAREZ 7 A VAD Z D LV L4 R Y iE, Option 122 T
G SN L4 e =BT HMERHY £7, 72L& 21E, Option 122 THUF S 7z LIV AN
DEF.COM T o 7245H. MTA RE 7 7 A /LD pktcMtaDevRealm 7 — 7 /LD T bk UL,
68.69.70.46.67.79.77 72 ¥ D L 922 D LV 54 O ASCI 7 5L 3CFE (Cisco Broadband Configurator
AT 256F Ry FXEID O 10 B THEShLI P70 v 7 22 LTA T v 7 A
fHFShEd, Web LICiZ, ZOEBMAERGITITO 2 LN TE HEED ASCH EHAR— TR %<
HYET,

cSTILSa—TFa2TDY—)

=)

PacketCable MTA 7 /XA AD 7BV a = JHEETHEINTND 25 D eMTA E% 27 Y u
Cam T DAT T EXT-VIRLET, TOHETIE, RO MY ZIZOWTERY EiF$£1,

e 12 (P.16-15)

e Ethereal, SnifferPro. BLORFDOMD/ 7w k Fv 7FF ¥ V—/L (P.16-16)

HRERFFT D720k OBR 7 77 A VBMER S IVET,

» Network Registrar (21X, © 27728 2D (name_dhep 1 log 3 X U name _dns 1 log) HV £¥, Zih
H D1 7%, Network Registrar 70 G DFHORF 7 = b U A5k SLE T, DHCP £/
(L DNS (ZBHE LB OH AT, Z6DT7 7 A M EFH~NTIIZEN,

e BPR _HOME/kdc/logs/kdc.log 7 7 A /WIiZid, KDC & MTA OA > X Z 7 a2 3_TL, KDC
LDPEDA BT a rBNEREINET,
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* BPR_DATA/dpe/logs/dpe.log 7 7 A WIZIL, SNMPv3 @O MTA & DA 25 7 a T 5
FRFMENPERENET,

() =a~vrPFIAv A F=T=4Z (CLI) ZfMH LT, SNMP, BT — 3 B LR — 0D
A Y=V O L —AZFMTT DH L BAEZR PacketCable [ED N T TNy 2 —TF 4 7
WCRSLHET, W v T TNy a—T 4 VTR~ ROFERFIEOFERIZOWTIL, [Cisco
Broadband Access Center DPE CLI Reference 4.0] %2 L T 72 &0,

Ethereal, SnifferPro, 8L UFDHD/ Ty b ¥ FTF¥ Y—IL

Ry hFx7F v V=T . eMTAD N T TV a—TF 4 U ZIZARA RO Y —)LTF, CableLabs
MRy lr— Ak LT 5B Ethereal 73— 3 /213, PacketCable (Z[EA D /N7 v b T a—Z 3% <
EENTWET, 72L& 21F. Kerberos D AS 7347 v AP X7 v R EndH 0 £9°,

o FEFEDFKNA DHCPIZRHE L TWD L DN A EIZ.CMTS ¥ —T7 1V f VX —T = A AD IP
7 KL A& DHCP #— D P 7 RLAEZREFEILEITHE LT Oy a7 4 VvZ Y T
LN Try MaeXxy 7Ty LET,

o [EEDFIAN DHCP LD 25 D AT~ ZOWTINIZERE LTV 5 &bl 55413, eMTA
DIPT RVAZBRETLEIIL LT DTy b 2T RTCT4NHEZ VT LET, ZTDOFIEIZ
JO HT-1IRENB T Y a = TOART v 7 5~25 I EHICHHEIC b L—ATE £,
FSTNoa—TFa25DF)F
F 163 1TRT T VU AL, eMTA DEURT S ATHEMED & 5 [EE T,

%®16-3 +rSTILoa—FavT0oFF

FHEShIME EZbhdREA A&
KDC 23 E®) L7220, KDC FERENESIZIS L TWEY FEAE S RIS E T,
oo
KDC 74 > ZAOHBRNEN T\ D5, KDC 74 & A% BPR_ HOME/kdc 7 4+ V7 b
FITWEELTOET, VI LET,
MTA 7 /3A A7 BAC RIETRT =T )V S= T RUAPRGE ~3—T FLRZEELET,
Devices X—IZERIN SN TWDAREMERH D 97,
2% A —FEIRY 7D BAC 2—H A X — BRT S MTA IZOWT, MTA 2 21— F @R ¥
7z A ATERINS /- DHCP E#E L —F 723, 1ERL S 4172 PacketCable DHCP ¥ X
LEHEA, a—T@IRS 7L —E T H T & & BAC THERD
LT,
Network Registrar #E3ER A > A3IE L < A  Network Registrar #E3RER A > & FHA VA h—
VA R=LENTWERA, NV UET, [nstallation and Setup Guide for Cisco
Broadband Access Center 4.0] %2R L T2
W,
=7 BT LAESD Option 122 25245 77— 7V ET LS DOAT—T DX 7 ) BAC
LEHATLE, 2% L CERE &4V 5 DOCSIS DHCP FE:#E &
—TH L EMRLET,
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

£16-3 +rSTNoa—TFo2TDIF VA ($HE)

FRINhHHE EZZo0NnB5RE Pop b

MTA 7 /5A 2 DHCP A f&4h72 DHCP A 7' a VR ESIN TV Aa—F R Y T —IZDNS — 473 o)
Ty —%ZFANT, 7 BENTWDZ L EMRT D), F20X
DHCP 7 u—DH% A 7 V% cnr_ep.properties 7 7 A WIZ 77 4~ U DNS
AN P—EEh L F Y DNS »— "Dz U R

BENTWDLZ MR LET,
DHCP 47 7 —23, 77— )V 5 L¥Sy cnr_ep.properties 7 7 A WaEH_ AL &Ny
@ Option 122 ODH T AT a1 THE 77 v 7O DHCP y— "N ELLRESINT
SN TS DHCP =L 3R 50— WL T L2 LET,
NINBFEEENT-FREMERH D £,
kdc.log 7 7 A /v & Ethereal cnr_ep.properties 7 7 A /v & MTA A 32— cnr_ep.properties 0 DNS W — N2 fi8 £ 721357
NL—Z2DW G T MTAT 7 KU v—0O—FEEH ST, RiER ELET,
XA A3 KDC IZIWVEH DNS = "3 FE STV T,
TWRNIEDVRSHDe Kerberos LAADY =V BEELARVD, LA L LARIO Y —» BERENTHY
FLFELLERESNTOERE A, [ kerberos. udp 00 88 KDC FODN | D ISRV
La— KRR EENTWDLZ 2R LET,
KDC ® [A] Va— R = FUMNFEL Kerberos Y — D [SRV] L a— NIZEET

R, FITIELLS BV EH A, W5 FQDN @ TA] L a— RBPFHETH 2 L&
RLET,
DPE FQDN Zfifik CXx ¥ A, dpe.properties @ provFQDNs = >~ k U {Z DPE @

IELWFQDN & IP3® 5 Z L 2R LET,
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| PacketCable eMTA OB a=—V 5D ST a—F a5

#£16-3 +rSTLoa—TFa2IDIFIF §E)

FHhbMHEE Z#ZbhBRE Faplya e

Kerberos ™ AS ZR {2, MTA FEHIE KDC THEM S5 MTA MTA Rootcer B> AT ATHEA I TWH

KDC PREEEZRET 5,

N—hE—ELEEA,

DHEEAZE LT 5 Z L2 KV MTA Root.cer
DELWZ &R LET,

ELWEA MTA BIRCIEREORBENRAE L
TWAHHARRMER SV £, 2O L5 ZeRPLITIE
WIZENTT N, £ 9 o 5E121E. MTA ©
RUESEFERE LT IE &0,

KDCIZkAB 7 a=yF —_~D
FQDN V> 7 7 v IR LE LT, 2D
TA XX, BAC TERLETrEYa=v
7 ENTWRWATREME DN H Y £9,

FRAARFREND Z L EWRLET, ¥—
EA 7 Z AL DHCP EHEDOE HFRIFE I N T
WAMERH D F9,

ray s A¥xa— =T7—T7F, FEMCD
WX, P.3-7 @ TPacketCable 7 — 7 7
n—] ZBRBLTI7EE0,

FRTD BAC 1y MU — 7 BHEHMR, NTP 240
LC7mry RSN TNWDZ L afRLE
9, ['Broadband Access Center DPE CLI Reference
4.0] 2L T ESW0,

KDC & DPE ORI AR —E B TFET 5 al6E
MENRH Y £7,

S

()

HDOFTNSALANELL FrEY
=T ENTWAEAIE., AR
MEEORR & 1EE 2 SN T A,

BPR_HOME/kdc/solaris/keys 7 « L 7 b U IZIR
D3OSO M) RHDHI LR LET,

* mtafqdnmap,dpe.abc.com@DEF.COM

* mtaprovsrvr,dpe.abc.com@DEF.COM
e krbtgt, DEF.COM@DEF.COM

ZHEH D AT 50 DPE FQDN & LV A4 1T,
ZOFIDOHE L ITERVET, Zhbox b
U NI, dpe.properties @ KDCServiceKey |
x> U FE70E KeyGen = —7 1 U T 1 &£
LTARENTEF—DnThroz R &—
BTLTWDLRMERHY 7,

KDC 2LV, AS Zk /&
(X711 DAT w9 L
10) THE) & s S 415708,
TMA T34 ANAT v
9 Lz E e,

MTA CTua— REZFA F—T M ST
WAHTF L7 =— )L— &, KDClZHr—
FERTWET L7 3 =— L— FDIZ
FEAEDO AR =R H Y £,

MTA & KDC OFEBZEEfER L T 7E 30,

FEWICENRZETITN,. T LT+ =—F
HEF = —PE L WD AN &
DiTo

~

()

HDOFTNRAL ZANELL FrEY
=T ENTWAEA, ZHUEH
BOFKRTIEHY ¥ A,

MTA TIELWIEHENR o — £33 2 —7
NENTNDZ EEfERELET, EL 7 rE
Ta =T TEDLT AL AN WAL, KDC
W2 HROFEAEZR L T3 N,
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

%163 +rSTLoa—Fa250IFVF (HE)

FHINSME EZZbh3RE Faplya e

APER/IGE (K7-1 DA vyl Axa— TT7—T7, #MIZ> T3TDBAC Fv hT—7ERNR, NTP &2/
v 7 14) TREEMNIEAT W TIE, P3-7 @ [PacketCable V—72 7 LT/ vy ZRBENTNWSEZ L 4MHERLE

éO

a—] ZZRLTIEIN,

9, [ Broadband Access Center DPE CLI Reference ]
ZZRLTIIZEN,

TuvYa=r7 %—,30 FQDN % fifk
TEEHA,

Juevva=r7H%—s\ (DPE) ® DNS =
FURELWZ E2EERLET,

dpe.properties provFQDNs — > s U |2, 7' mr &
Ya=y7 %—,) (DPE) ®IE LV FQDN & IP
BodZerMRLET,

MTA 7% DPE ~®D/b— E23H 0 X A,

N—T 4 VIEEEELET,

MTA 73 A ZREGE T 7
A v® TFTP B3R & FAIT L
f:ﬁb\o

DPE THEITINTW5 TFTP —/3~D
=BV A,

N—T 4 VIR EEELET,

MTA T /3 A A5 TFTP &%
ET 7 ANEZE LR,

DPE TRIET 7 A VA F v v ¥a SHE
A,

kT a = IRRITENTT 7 AN
FrovrvaINLETHLET, INTHY v
TaENRWEAIT. MTAZ Uy FLET,

Network Registrar ® MTA A 22— K U
T FET D TFTP — R 7 g
DEFENTNET,

BAC 7% TFTP — 30 DPE 7 KL 2 ZHfi AT
L7280, R =S ZO0OF TV a 2L
HIFRCT&E £9,

MTA 7 /34 ZIRET 7
A N%5Zf53 505, DPE X
dpelog 77 ANIITHD
SNMP Inform (%] 7-1 ® A&
T 7 25) OEAFITRBT
%,

WONWT ORI EZ 5NET,

o FWETFANDONETOFE,

s TUVIx=—iEHETF =z —DOLIL
LS L DF)E,
e Option 122 TDO LIV A% & DFJE,

MTA RE 7 7 A MIZEAEERH D Z L &R
L7,

RSIP BEfE &< TH,
MTA T 34 ZNETh &
ETD @ T7-1oAT v
25),

MTA 73, MTA R 7 7 A VTHRE SN T
VW5 CMS FQDN @ IP 7 K L R & fi#ik ¢
TEHA,

CMS ® DNS = b UBNTFET D Z L 2R L
i‘a—o

MTA N CMS O IP 7 RL A |ZH|#ETx £
A, TIUE, v— FREE I TV
ZEERLET,

FTRTON—T ¢ 7 EE R L E T,

MTA 7 /34 A3, CMS
Y —EREZIT DI
KDC IZFF ORI WAER 51
Hb LT, K EWmE
T2 (K7-1 OAT v
25),

MTAFREZ 7 A VBT —T I 5
LERLTWET,

BRETZT7ANERTIET DN, HREZ7A/LDY
A MZdH 5 FQDN %3 5 X 912 Cisco BTS
10200 Z FE%E L E 7,

MTA EZ 7 A LD

pktcMtaDevCmsIPsecCtrl {723 f77E L 72\
M LICHREINTOVET, Zid, MTA
NEXF2T7 NCSa— )L 7 F U I a%E
74252 &, 7213 CMS FQDN @ ASCII
P74y RE—F LW ASCH W
T4 I AEFHT L EEERLET,

RETZ 7 ANETELET, BXaT7 V75V
VI RFATTHHEE. AR — FODIIHE
RFIEZEIT L CTKDC & BTS #3%E L E9,
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#%£16%E Broadband Access Center D FS TN a—F4 5 |
| PacketCable eMTA FOESa-—> /D S TNV a—F4 Y

£16-3 +rSTNoa—TFo2TDIF VA ($HE)

FRIhLHE EAbhBRA LT %

MTA T34 AT & MTA 73 Cisco BTS 10200 E T2 EY 3 CiscoBTS 10200 TMTA # 7 nbEya =7 L
EBL (K71 OAT v = 7ERTHRW, £72IFELL 7 9,

25) . RSIP Z#%(ET 52, EVa=r ZEnNTHERA,

VTR AL TFNEDN
BRI BT T —

eMTADNS = U IEE L EH A, eMTA OTELWDNS YV — iz h Y 2l
LET, X437 DNS DFEHZBEIO L E

MBS D, . DDNS DA 5 —7 MEOFERIC DU T,
Cisco Network Registrar D~ == 7 /)L & &M LT
STZEW,

SERAEEEEE

BAC PacketCable (Z B£% 9 % FEERE @ 121, 16-1 127" T XL 51T, MTA T34 AFEHAERE L
CableLabs —E & /X X —FFHHERED 2 223 H Y £97,

16-1 PacketCable SEEAERESE

MTA T84 R CableLabs +—E X
(=] TOnNA F—FEE
CableLabs
MTA JL— k

H—EX FO/NA4—

)l«‘—|~

MTA 1
flgxs || H—EX TR/ 5—
CA L
[ l
MTA ] O—AIL SRTL
FXRL—% CA

129909

][KDCM ’[DF M ’%@ﬁiﬂu

PacketCable % BAC |ZFEIET DHIIZ. RO FF =2 A > FORNFITHEBR L TBWTL7ZEN,

RFC 2459 Internet X.509 Public Key Infrastructure Certificate and CRL Profile

DOCSIS Baseline Privacy Plus Interface Specification (SP-BPI+-111-040407, 2004 44 A7 H)

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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GE)

sl BAE D IRELE

PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

Euro PacketCable Tl PacketCable D& ¥ = U 7 ¢ {14 [PKT-SP-SEC-108-030415] ZfEH L T\ E 5
73, Euro-PacketCable BRIECEH X157 U X GEHEIZEE L T, WS ODOEFEEIT H LERN
& 1 F9°, Euro PacketCable & PacketCable % TX 5 721 AL L 72 IKBEIZ R 7= Euro PacketCable
TIET X TD PacketCable ¥ = V7 4 HitaFH L TEBY., ZOHIZidtx= VT ¢ Hhk
[PKTSP-SEC-108-030415] DFT L WY BV a U EENE T,

PacketCable ZFHAE & 1372 % Euro-PacketCable FFHAEDBEZE AL FTOFRITR L ET,

Euro PacketCable T3, Euro-PacketCable FiFBHE A3 ME—F %N 725 FBH 2 TJ, PacketCable iFFHE % 24
9% PacketCable @ [PKT-SP-SEC-108-030415] (252 LTV H TR TOEAF X, Euro-PacketCable
FEAEOXHE T D BRI EE I NET,

Euro-PacketCable ¥l eMTA TiL, 77— 7/ €7 AOIEFEFEME A E Y OFIZ, DOCSIS CVC CA ®
ABIEED I VT, Euro-DOCSIS /b— |~ CVC CA OABBENRRESH TV ILERH D 7,
Euro PacketCable #EHLOIMNTHI MTA TlE. tComLabs CVC /— FEEFHE & tComLabs CVC CA FiFFA
ENRFEFERMEA TV IRFE SN TODLERSH Y £, 8EEE O CVC 1L, iFHEF = — 2 M
BTDHZETHRIESNET,

PacketCable FEFAEOMEEIZIZ, —#%IZ, FEAEF = — LV 2RORIENREENE T, =& 2. 7
BV a =27 =03 MTA 73 AGEAEEZRIET 2858 ROEAZETF = — U PRFESNE T,

MTA /L— FFEBE + MTA BLEZEHFEHE + MTA 731 RFEHE

MTA SEEZFEAFEOEL L MTA /L— FEAFIZ L - THRIAEES 7L, MTA 731 AZEE DO E4
IX MTA BUEEF T EDOBLAIC L > THRIES L E T, MTA L— hEFIEIZHCBA S, Y
Vazm = RNZHTb o THDL ENET, MTA /L— FEEHENOABEIL. Z D[R CAEHED
BAEBIET A OIS ET,

BE., T=— ORMIOFEHEL, BERKEZEL THESINHEHET = — VICHRMIZIEEE S
NTWEHEA, BPIOEHERHRICE ENTWAEAIL. BEETAHICH LN HHL SN T
WAHMEENRB Y | GEEO T Y TAES . AR, B X OEL OMEZR EOFINEBRNT, FERE
WCEENR Y20 X 5T 20BN H Y 9, BEEND CableLabs H—E & 7131 X —@/L— ME
B L i U ¢, BERK A L THESN CableLabs — B 2 7 a XA X —@/L— REFHE L
ENDHDE, WEEITD T A AMTFEHEBORIEICL TR L ET,

FEET = — U HREED EEE O /L —)L i, RFC 2459 IZ52 I HEIL L TW DSBS Y £ 47, RFC 2459
T, FEAET = — URFEZFEIAE S ARIEE FEA TV E T, —RIC, X509 FEFAEIX, FEBED
BITELN S ) —HOFEHEOY 7V NALE =B LT ENEINEHETHIOOHABR
=ty haEHR—FLTNET, ZOL—L &y NTIE, 22047 4 —/L KDL F U
WAL TNDZEE2RIRTH, TENOLDAHTT 4 =V EBR—HT L ELESINIGERH
W E$, RFC 2459 Ti, FERREICHWT, Bl ATV ka2 ER L C—KEIFA—8%
BHETHIENTEDHEIC, BEERTHRTT 4 — v ROFFLEHIRT 5 L 5 HELEL TWET,

PacketCable DX = U F 1%, ZOHIZHEIEITHESTWET, L7425 T. PacketCable FFHZED
DER %51k &+ 7= tbsCertificate.issuer 7 4 —/b A3, Z DIEFITH DFEHED DER 5k S i
tbsCertificate.subject 7 f —/L R ESERIZ—EH L TWAMENRH D £9, FEBRFE CTIX. DER 51k
S 7= tbsCertificate.issuer 7 « —/L K & tbsCertificate.subject 7 4 —/L KD/ XA F U Ll % EITT 5
ZEICE T, RITEA LY 7 V=) NABRWIRT D EMTEET,
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PacketCable eMTA 7OES 3=V 5D bSTLY2—F4 05

WROHETIE, MERIMAETF = —ZRELET, ZNOOFEAEF =— 2 Z2H L T, K 16-1 1T
7~KJ" PacketCable FIFFAEEHEMEE D Bk FALD) UV —7 /— RICIFET H5FEAE L MGET D5 %3
NHYET,

ANTFAZ 225> TV AZPHFIIRAE ST, MEICFATENTIVEEA, 20, SEAEOA
DI, T a3 AT LCREAEOAMMIRINIC AL BB H D THA,

MTA 5/3A REEEAERE

MTA JL— FEEBRE

TN AGEERESE X, DOCSISI.1/BPI+ Mg D7 A AGEAEMEZ EOEEIT—U 7 LT
WE 9, JL— ki CableLabs %17 PacketCable MTA /bL— hFEBHE T, Z®/b— hIEAEE, —#
OBEERTEEORITCREAE E LT S E 3, BUEEETEAEDT, B2 0T A AGEHE
WCEBLTHEDIHH SN ET,

DI DR IR TIERIZIX, RFC 2459 |ZHE > 7= ZH 7 4 —/V KD PacketCable [HH DA F E 4L T
£9, ZH 5D PacketCable [EA DL, % 16-4 DRI > THRET HLENH Y 4, 72771,
AEWHIRIOMEIL, ZNZFN DR THEE I N TV DHEIZ L E T, PacketCable TDOMIE T ¢ — L K3HH
TRENTRENTWRWEATE., RFC2459 DA KT A AZhl> T &,

Z OFREAEIL, MTA )V— hiEAE, MTA SEEFEAE, BLUMTA 734 AGEAETHE S
NAHEHETF =—2 O—8 L L THRIFT AXLERH D F5,

#16-4 12, MTA /b— MEAEICBIRTAEDO U A &R LET,

#%16-4 MTA JL— FEIEA=

MTA /L— EEBRE

Subject Name Form |PacketCable Euro PacketCable
C=US C=BE
O=CableLabs O=tComLabs
OU=PacketCable OU=Euro-PacketCable
CN=PacketCable Root Device Certificate | CN=Euro-PacketCable Root Device
Authority Certificate Authority
Intended Usage ZOFEAEIT, MTA BEEFTEAEICEA T D0 SN D & L big,

KDCIZL o TEHESNET, ZOMRTFIIMTAICL s TSNS Z &0
2=, MTAMIB IZIZFERSNER A,

Signed By HCOEA

Validity Period 204ELLE, ZOREAEEZHRITTHALENE LD RN E 1T, +o7k
EIORGPYFNREINTHET,

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]

basicConstraints[c,m](cA=true, pathLenConstraint=1)

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
0L-12296-01-J |
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

MTA S E(EIAE

Z OFREAEL, MTA L— MEEBE, MTA RUESEHTEHE, I L0 MTA 77351 ZGEHFE TR S
NWHFHET = — O & LTRIET 2L4ERH Y £9, M, M, BLOREEE OMERIX, &
TvarOEETY, WIEER I EROUEETMAELMAL I LnbHY, BEEHTLIT I
O EOFEAENAET 255G H Y £7, A CREEE OFEAET X CTh, BERE 2138 T
DT v 7T — FHIZE MTA IZRMET 5 2 &R TEEF, MTA 1L, MTA 731 AGEEICH 55
T84 % MTA BEEFTAEICH LY T V=7 N ERE LT, AT 2@ 72 5E 42 RN
HMLENH Y T, FET H%AEIL. RFC2459 THE SN TWD L DI, T35 AGEHED
authorityKeyldentifier 73 &35 FERAE O subjectKeyldentifier & —HT A M ERH D 3, O BLW
CN @ CompanyName 7 4 —v Rif, TD2ODA LV AL AWM TRGZDGENH D £9°,

#F16-512, MTA SEEEFEAEBICERTA2MEDO Y A 2R LET,

£16-5 MTA SLE¥EIA=

MTA SLEXERIAE
Subject Name Form |PacketCable Euro PacketCable
C=US C=Country of Manufacturer
O=CableLabs O=Company Name
OU=PacketCable [stateOrProvinceName = State/Province]
CN=PacketCable Root Device [localityName=City]
Certificate Authority OU=Euro-PacketCable
[organizationalUnitName= Manufacturing
Location]
CN=Company Name Euro-PacketCable CA

Intended Usage Z OFEAEIT, & MTA REEHEH (T8 L THIT S 41, PacketCable ¥ = U 7 ¢
fHEkO#E LB Y (BEREIIBMTOY v 77— M) BF 2T a—
R AT a—RO—BELTE MTA IZA VA M—LTEET, ZOHHE
IZ. MTAMIB HICFEARMD HEHANTG A =2 L LTRRAINET, ZOFEHHE
3. KDCIZ X DFFEFIZ, MTAT A ADT AT T 474 (MACT KL
A) EFBAET D 720IT, MTA 73 AGEAE & —fCEH S E 7,

Signed By MTA b— hRERIED CA

Validity Period 20

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m],

authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA

certificate), basicConstraints[c,m](cA=true, pathLenConstraint=0)

MTA T/\A REIEAZE

Z OFERAFEIEL, MTA L— MEEBA#E, MTA BEEFRFTEAE, BL O MTA 751 AFEAE THER S
NDFFAEF 2= O—E L TRIET 2L ERH Y 97, I, d. BLOREEE OfEaRiE, 4
T a v OFRMETT, MAC 7 FLAE, 6 loav K0 16 ##k (100:60:21:A5:0A:23] 7¢ &)
ELTHRETAMENDHY £, 16 EHOT LT 7y FXF (A~F) 1T, KXFTELT IS
ERH D ET, MTA T35 AGEAEE, BEREITFEH LRV TIESN,

# 16-6 {2, MTA 7 /31 AGEHFICERT 2D U X 2R LET,
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PacketCable eMTA 7OES =5 D

#16-6 MTA T/

FSITLYA—Fa 2T

\{ REEAE

MTA 7/341 REEFAE

Subject Name Form

PacketCable

C=Country

O=Company Name
[ST=State/Province]

[L=City], OU=PacketCable
[OU=Product Name]
[OU=Manufacturer’s Facility]

CN=MAC Address

Euro PacketCable
C=Country of Manufacturer

O=Company Name
[ST=State/Province]

[L=City]
OU=Euro-PacketCable
[OU=Product Name]
[OU=Manufacturing Location]

CN=MAC Address

Intended Usage Z OREAEIT, MTA SEEE T > TRITS N, WERFIZA VA b= X
NET, Freva=rr $—NF, ZOMHEEZT v ST - FTEER
ho T OFEHEIT, MTA MIB FUCFIAM Y AT A =5 & LTRRSH
F9, ZOFAEE, e Va =t SHIIMTAT AN, ADT AT VT 4
74 (MACT FLR) ZFFET D70 ENET,

Signed By MTA BGEEHFE & O CA

Validity Period 20 LI E

Modulus Length 1024, 1536, F7213 2048

Extensions keyUsage|[c,o0](digitalSignature, keyEncipherment)

authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA

certificate)

MTA 8% E0— FIREEEEAE
eMTA O =1— F#FEFFFAE (CVC) fH4£1%. DOCSIS {14 SP-BPI+-111-040407 TIEE SN TW 5
DOCSIS 1.1 CVC & Rl — D EREIC T 2 M ERH Y £,

CableLabs H—E X JFR/\Af 4 —SIEAEREE

P— R Fa (X —FFAEREO/L— X, CableLabs 347 ? CableLabs +— b 2 /oA & —
Jo— FREAE T, ZOREIEE, —EHOY— B R S aog X EORIT LRI E S L CEH
ENFET, —t R Fug X—0ERHEIL, A7V aron—h VAT AGEHEICEL TS
ORI NET, v—b/V VA7 AFEHENFET 25613, fMEEERECEL T 572D
WZZEOFEHENMEA SN E T, TFELRWEEIZE, —E R T uq X —0 CA BHBhFEHEIC
BEHLET,

#16-7 OIEMIZIT, RFC 2459 TOMHET 4 —/L RIHTHEAOENEENTHET, TLHD
A A S 2 BB B Y £, MHT 4 —L BN Y X MCEENTOREA L, RFC 2459 O
HA RT A RS BERH Y T,

0L-12296-01-J |
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

CableLabs H—E X 7O/,\4 #— JL— FEEBAE

Kerberos ¥ — & 4 FEITT& 5 X 5127 AI2i%. Kerberos 7' 12 b = /LiZ%4 % PKINIT #1558 % {#
LC, HFAfIC MTA & KDC THARFEAZ FEITT 20N H Y £, MTA X, KDC umﬁﬂifl—/
%% /T2 PKINIT Reply A v & — U & 5A5 L7212 KDC Z38FE L £ 7, KDC ORFEEIT 2 5

MTA [Z. CableLabs —E &2 711 /34 X — jJL— k CAINEL L7 KDC DY —E R T/ ( F—
&4 5T KDC AEET = —  ZMGE L £97,

# 16-71Z, CableLabs % —E R 7/ A X — )b— b GEHEICERTHEDO U A 2R LET,

% 16-7 CableLabs H—E R FO/3Af & — JL— EIA=

CableLabs +—E X FO/\f 4 — JL— FIEAE

Subject Name Form |PacketCable Euro PacketCable
C=US C=BE
O=CableLabs O=tComLabs
CN=CableLabs Service Provider Root CA |CN=tComLabs Service Provider Root CA

Intended Usage ZOFREEIE, =B R TS F— CAGEHAEICELT A -OICHEHS
F9, ZOFEAER, BERFICKE MTAIZA A =L E D0, £
PacketCable E¥ = U 7 LR OHAE LBV EF 27 a— K ¥urm— K
FoTA VA R—NLEN, FubPa=r = R_"B T v FF—T52 L
ETEERFA, 20— FMEFERL I ORET 2 A0, WIhvd MTA
MIBIZERRENDHZ LTHY EFHA,

Signed By HCOEA

Validity Period 20 FFLL L, ZOREAZEEFBITTOMLENELDZ ENRNE D, 7%
ESORGYFNRESINTHET,

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]

basicConstraints[c,m](cA=true)

H#—EX JFO/\4 54— CAGEHHE

TNV —E R eSS F =P REEFT S FEHE T, CableLabs h— B A 7’ /NA 4 — )L— | CA T
Lo TEBEL SN ET, CableLabs ' —E R /A X — L— FEHE, 774 =— P —ERX 7
BN F—FEAE AT a o= VAT LGERE, BRXOT Y Ry T 4T 4 P NGE
HENEENHIET = —rO—HE L TRIESNE T, Bt o= 7 07 4 1%, BHEIX
9" TIZ CableLabs —E R F'm XA F— Jb— hEAELZFTALTEY., ZOFEAERR, FEAE
Fx—r DY OIS E EBITIEEIND I EEHY A,

=R TS F— CAGEAENFICHTRMICGERET = — G EN TS e —Ee X 7
a3 A X —iL, BEOIEAELZZIRICETTE, ZOFAETF = — U ERIET 285V T 47 «
(7= & 21X, MTA I PKINIT Reply Mﬁ%.{ttiﬁ“) EFHRETALEEIHY A, P—ER T
A H— CAFEHEAEE T 57N, CableLabs —E A 7' m /A X — jb— hERAZEZHEH LT
FDELERFET HHERH Y i‘ﬁ“o 72770, MUY —Ex Fa g E—0H LWiEHETIE

SubjectName @ OrganizationName J&PE % LAl & [ CEICROMERHV T, O BLRCNIZH D
Company 7 4 —/)V RiL, £D22DA LV AX VAR TR DZGERH Y £7,

# 16-8 |2, CableLabs "—E & 7’1/ &' — CA FEHAEICEBZRTHHEO Y A FERLET,
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PacketCable eMTA 7OES 3=V 5D bSTLY2—F4 05

% 16-8 CableLabs —E X FO/ 4 ¥ — CARIEAE

CableLabs H—E X FO/\f 4 — JL— MEEBAE

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
CN=Company CableLabs Service CN=Company tComLabs Service
Provider CA Provider CA

Intended Usage ZOFEHFIL, VR Fuf X — CAGEAFICEAL T DI s
F9. ZOREHEFIL, RERFICE MTA ICA VA b= L&D, 720X
PacketCable ¥ = U 7 A fEEROHE LBV X 2T a— K F¥ovra— R
oA v A= EN, b Va=rd =BT v I T— b THI L
ETEERA, ZON— FEAEB LORIGT 2 A8, WIhd MTA
MIB IZERREND Z LITH Y FHA,

Signed By H O B4

Validity Period 20 AL, ZOREMEEZBIEITTOMLERELL Z LR RNE DL, Hak
BEIOFHIRARESNTVET,

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign

cRLSign), subjectKeyldentifier[n,m]

basicConstraints[c,m](cA=true)

A—AJ)L X T L CASEAE

=R Fa N, F—CAL, B—T)L AT L5 CA LI D HER OFRIER s+ % e —h
VAT LFEAEERITT D) ICREAEORITE2RIETHIEn’b0 T, Xy hU—27 =N
I, ALY —E R 7a g X —oHldRORGE R A2 B HIcBE cE 3, Lzi-> T, MTA MIB
WZida = VAT AFREICETAERITE IR TOERTA (B—0 VAT AFEREICL D,
MTA A3FEE RN O KDC IZHIBR S 415 fJREEDR H Y £97),

#£16-912, v—H/V VAT L CAGERAEICERT AMEDO Y A MERLET,

#1699 DO—AHJ PR 7L CARIRAE

A—Ah YR TL CAGEASE

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
OU=Local System Name OU=Local System Name
CN=Company CableLabs Local System |CN=Company tComLabs Local System
CA CA

Intended Usage Y —bE R Ta (X —CAIL, a—H/L AT L CA LM 5 MR DR

AER GRHGT 2 m—Hh0 VAT AGEAEERITT 5) ICREEORIT 2 ZT

THZERHVET, Xy hU—7 — [T WY —ER o/ F—0D

MU OFEFERM 2 HRICBEI CE £7, LA ->T, MTAMIB [ZiZr—7

/I/ /XTA AEEICETAERIZIEEN TWEEAL (m—Hh L V2T AFEH
ZX V. MTA 235 E U N O KDC IZHITR S5 alREMEN B 0 £97),

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

#1699 0O—H)L SRATL CASIAE (HF=E)

A—HhIL X T L CAGEHAE

Signed By P—E R Fra A F— CA FFE

Validity Period 20 4F

Modulus Length 1024, 1536, 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m],
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate), basicConstraints[c,m](cA=true, pathLenConstraint=0)

1Ef_EDwBNEERAE
ZOWITRTTR_RTOMHAET. o — IV VAT LACAFAITY—E X e X —CAIZL->T
BAINET, ZOMEREIT, BRI OMBIEEAENBINEND Z ENH D F3,

KDC fIBR&E
Z OFEAEL, CableLabs F—E & /(4 ¥ — jL— FEAZE, h—EB R 731 X — CA iFH
B OBLOHBT A AFERECTHER SNLEHET =— DL LTHRIET 2HERNH Y F
97, PKINIT {14 Ti%, KDC FFFAZEIC subjectAltName v.3 FEFENEEZ GO L BHEL TWET,
Z DFEAEILIEOMEILX., KDC @ Kerberos 7'V V27 VAT AMLENH Y £97,

% 16-10 12, KDC GERAEICEfRT AEDO Y X M &R LET,

% 16-10 KDC i[BR=E

RRETHIEAE

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company, O=Company
[OU=Local System Name] [OU=Local System Name]
OU= CableLabs Key Distribution Center |OU=tComLabs Key Distribution Center
CN=DNS Name CN=DNS Name

Intended Usage KDC ¥ — D7 A F T 4 F 4 % PKINIT Z#ad (2 MTA \ZxF U CERFET 5
Z &, ZOFEHET PKINIT JSZEOH T MTA IZES NS 72, MTA MIB IZ
HEENTELT, 7RV a7 =BT v 77— b BLORET S
ZEIETEERE A,

Signed By Y= R T aNfF— CAGEHEFEEZIIr—H )L VAT LFEMFE

Validity Period 20 4F

Modulus Length 1024, 1536, F7213 2048

Extensions keyUsage[c,0](digitalSignature)authorityKeyldentifier[n,m](keyldentifier=
subjectKeyldentifier value from CA certificate)subjectAltName[n,m]

Cisco Broadband Access Center 7 RS =—X kL—% HA K
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| PacketCable eMTA FOESa-—> /D S TNV a—F4 Y

ECfE#ERE (DF)

Z OFEHEL, CableLabs — B R Y/ Xf X — jL— hEEHE, —E X o 4( ¥ — CA iFHH
H, BXOHBT A AGEHETHERE SN SERAETF = — > O—HE LTRIET 2HNERH VY £
T, ZOREAFEE, (B —A4TF A THEHIND) DFEITO7 =—X 1 IKE R A A A H:
B4 T D7D & E 9, Local System Name (347> 5 > T3, v—h/ A7 A CA
N OFEAEICBL T IEAIISLATT, IP 7 F LA, 245.120.75.22 72 EOREAER R Ky M &
APTHNRLTHET OILERD Y £7°,

# 16-11 |2, DF fERAEICER T AED Y X N2 RLET,

%z 16-11 DF AR

DF REEAE

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
[OU=Local System Name] [OU=Local System Name]

OU=PacketCable Electronic Surveillance |OU=Euro-PacketCable Electronic

CN=/P address Surveillance

CNe=IP address

Intended Usage IKE ¥ —FHZHAT 27201, 1 O DF B TIPsec EX=2VT 4 TV
T—1a VEMNTAOIEREINET, ThoDeXa T4 TV vz —
Ta Uk, BEMNICERESNTWA Y 7Y =7 hS, #5 LU VERY — ) (DF)
WX SN DOINEOH L a— W EREGATEa— L Ayt —T AU
A=V ERET A EEIEHAINET,

Signed By Y=t R T uNfF— CAGEHEE 2T n—h L & AT 4 CA GEHFE

Validity Period 20 4

Modulus Length 2048

Extensions keyUsage[c,0](digitalSignature)
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate)

subjectAltName[n,m] (AINSName=DNSName)

PacketCable H-—/ 5[ EAE

G OFEAAEL, CableLabs —E R 7'm/3f X — jL— FEAE, —E R 7o/ X —FE
T B—IN VAT A AN E (EHENTODHEE) . BI OB T A AGEHETHE
RENDFEAET = —r O— & L TRIET 2 H4ERH D £3, 25 OFE#EIX, PacketCable ¥
AT LOZFEY—NEHATHDIFEHINET, &2, 72— X T IKERWBUICELT DT
B, F720F PKINIT Z¥ABEET A7 DICHEH SN D Z E83H Y £, Local System Name X4~
Ta s TIER, va—AN VAT L CA NI OFEREFIZEAL T HEEITNEATT, IP 7 RLADJE
I%. 245.120.75.22 72 E OREHER) 2 Ky RV 10 #RTLTHRET 2 SENH Y £, DNS Name D
filil%, device.packetcable.com 7 & DFERIES K A A 4 (FQDN) TIETAMLERH Y £9°,

3 16-12 12, PacketCable Server FEFHZEIZBIRTHHDO Y X hERLE T,

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

& 16-12 PacketCable H-—/\fIHE

PacketCable H—/\ZFEAE

Subject
Name Form

PacketCable
C=Country

O=Company
OU=PacketCable
OU=[Local System Name)]
OU=Sub-System Name

CN=Server Ildentifier|:Element ID]

Server Identifier OfEIX, H— 30D FQDN £72iX 1P 7
RLZIZT 20BN HY , A7 a T, ZDHEDOHR
iZamy () (HfRICA~N—A72 L) & Element ID %
FITAHZENTEET,

Element ID 1%, #f4 A X N A vbE—VIZRRTEIND
IDTY, AXVF A=V FERTEDHTITO
= ROFEAFICEGEEN TV DILERH Y T, 20D
X 97— 21X, CMS, CMTS, BL U MGC 2 dH
DET, B1iF. 547 Ty MERiAD, BHIFEBA
J1& =, ASCI 55 b fE 751 & L T Element ID
BERLET, AEECTHEHT 272 9IC Element ID %
A D & XTI, 22HSCTF%E ASCIL D 0 (0x48) 1Z
B DN H D £7,

7= & 21X, CMTS @ ElementID 73 311 T, IP 7 KL
AN 123.210.234.12 DA, CMTS OiEF 41T
123.210.234.12:00311] & 720 £,

Sub-System Name DfEIZ. IRDOWFT NI T 2 HLEMR

HYFET,

o R—=KF—7FuxT DA bp

o U—TNETLI—IF—Var VAT LDY
A : cmts

o T VEHY— OEE : cms

o AT 4T = Uz ADHE mg

¢ AT 4T F—bUxA 2 hu—TF DA mge

o ATA4T FL—Y—DLE i mp

e AT 4T Fl—F%— a3y bur—J0OHE  mpc

o Tubtva=rs =054 ps

o L a— Rt — DB E ks

o VIFV LT =R U A DYE s

Euro PacketCable
C=Country

O=Company
OU=Euro-PacketCable
[OU=Local System Name]
OU=Sub-system Name

CN=Server Identifier|:Element
ID]

commonName D BN TARIZ
DT,
[PKT-SP-SEC-108-030415]

EHZBLTLIEEN,

Intended S DFEFBHEIL, PacketCable ¥ AT ADEKFEY — N ZEHT DI S

Usage o 7ol 2, 72— X 1 IKE ZZMIZEA T 572, F£7213 PKINIT &L TT A
AERAET D72 DIER SN AR H Y £7,

SignedBy |7 L7 r=— % —t R Fu (M F—FEHEFEEIIr—I/L AT LGEFH

| oL-12296-01-J
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| PacketCable eMTA FOESa-—> /D S TNV a—F4 Y

% 16-12 PacketCable H—/\S[EA® (fiZx)

PacketCable Y—/\ZFEAE

Validity MSO RV > —IZ kW HE
Period

Modulus 2048

Length

Extensions  |keyUsage|[c,0](digitalSignaturekeyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA cert)

subjectAltName[n,m](dNSName=DNSName | iPAddress=IP AddressName)

KeyUsage # 7134 7> a T, T 2H5EF. 20F 7% 2 V7 1 e LT
~— 27T LHMERDH Y ET, FRCHADRWERY | RO subjectAltName TLIRIZIL,
BT D CN 7 4 —/b RTHRE IS T DA RMENE LTV D MERN
% D ‘i‘j‘o

CMS FEHI#E D CN BMAEIX, Element ID (2T 22N % Y F7°, subjectAltName JEIEIZ X, CMS @
IP7 FLURE7E FQDN OWTNOANE TN THDLHLENRH Y 3, CMTS FEBHED CN B
i%. Element ID (29 2 %323 Y £ 7, subjectAltName fE3RIZ 1L, CMTS @ IP 7 K L A £ 721X FQDN
DODNTNONEENTVWAILERH D T,

MGC FEFAE® CN BMEMEIL, Element ID (292 X%F 3% U 9, subjectAltName JEEIZ I, MGC
DIP 7 RUAEIZFQDN OWFHNBREENTWALERH Y 7,

REEAE K30

HIFF 5 Cld. PacketCable D1 EE&EPH AL T,

O— FHREIEEFAE RS

CableLabs = — NARFEFEAAE (CVC) PKI IZILAMEZM A THBY, CVC 2 HEEFT 5T XTD
CableLabs 7 v =7 MIEHTEET, 2FV, BERAS VT TANT I F v &2 &H 5 PD CableLabs
FuY=s NCHAMATS LN TEET, RELRDTY FLUT 4T AAERBEE TRV =2 |
WCESTERZGARHYETN, 2 R T 4T AAEAENREHEL TV AHEAIL. 1 DOx
R T 47 4 iFHEZFEH L CEOEHEZ YV R— T £,

CableLabs CVC /@ 1%, eMTA ICIZEHA SN EF A,

CVC DHBEH
FTARTO I — RIRGEAEAEICR LT, WOEHRHEH IET,
o FEHIEIE. DERFGFHEILSNTWDOIMENRH D,
o FFHAEIX. N—Va U3 ICTANERD D,

o FEHAEI. UBOERTHESN TV AILEZEA TV DIUNENRDH Y | FOMDOILEEZEA T
WTCIE 22 B720,

o ABIREUE. F4 (10 #H D 65537) THIULENRH D,

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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CableLabs O — F#&5if/L— + CA SEEAE

Z OFEWIFEIL, CableLabs = — FARFE/L— | CA GEWIF, CableLabs =1 — FHRFE CA FEMFE, LW
a— MR # TR SN AEAETF = — v 0L L TRIET 2 0B8R H Y 9, FEHHEOR
REFEDFEMIZOWTIE, P.16-21 O [REFEOKGE] ZZM L TL7ZE0,

# 16-13 12, CableLabs == — RKiFE/L— b CA FEAEICEAR T 2DV A &R LET,

52 16-13 CableLabs 71— F#&3F/L— + CA SEBRE

CableLabs O — Fi#R5E/L—  CA JIFAE

Subject Name Form |PacketCable Euro PacketCable
C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC Root CA CN = tComLabs CVC Root CA

Intended Usage ZOREAEX, o— FRIE CA FEAZEICBATH-OIERHENEST, 20
FERAEL, BIERFIC S-MTA OFEERMEA TV IRTFEINILERH D 7,
Signed By HOZ4

Validity Period 20 4L

Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)

subjectkeyidentifier [n,m]
basicConstraints[c,m](cA=true)

CableLabs 00— F#&:E CA SEEAE

CableLabs = — FH#FE CA FEBHEIL, CableLabs = — RHFE/L— b CA FEFHZE, CableLabs = — FIRFE
CAGEAE, BIL U0 a— FRAEGEHE TR SN AFEAET = —> O — L L THRIET 2 4R H
D £, AEHEBORIESTEOZEMICOWNTIL, P.16-21 @ [FEAEOKIE] 2R LTI EZEWN,
CableLabs == — NHRGE CA 1X, HEGFETAHENH Y £9, S-MTA X, [EIFIZ 1 -5 CableLabs
CVCCA ¥ R— T HX0ERH Y F7,

# 16-14 |2, CableLabs = — RIRFE CA GEFAEICBIR T HED Y A &R L ET,

% 16-14 CableLabs 01— F#2EF CA SIEAZ

CableLabs O — K23 CA ZEERE

Subject Name Form |PacketCable Euro PacketCable
C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC CA CN = tComLabs CVC CA
Intended Usage Z DFEBAFEIL., CableLabs = — FHaFE/L— b CA |2 L o T CableLabs [Z 51T &

NET, ZOMEREFN = — FHGEEHFZFRITLE T, ZoEREL, fE
IFIC S-MTA OIHEFEMEA TV ITRIFSNDBERDH D £,

Signed By CableLabs == — RfEEE/L— bk CA

Validity Period CableLabs N U v —IZ L 0 &E

| oL-12296-01-J
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PacketCable eMTA 7OES 3=V 5D bSTLY2—F4 05

5% 16-14 CableLabs O— Fi&E CA STEA®E (=)

CableLabs 01— Fi&3 CA FEEAE
Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)

subjectKeyldentifier[n,m]
authorityKeyldentifier [n,m]

basicConstraints [c,m](cA=true, pathLenConstraint=0)

BLEXE D — FIRGIIAE

CableLabs = — RHRFE CA X, BAl SN AWEEET I L CZOERAEERITLET, ZOEH
X, X TR T T Ao — ROEDIC CATV FEZICIVRESNTZARY —T
ERENET,

# 16-1512, WIEFEE = — FREEREAZFICER T 2O Y 2 M 2R LE T,

#16-15 SLEFEHI— FRGIERE

SLERE O — FIRGEEEAE

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company Name O=Company Name
[ST=State/Province] [ST=state/province]
[L=City] [L=City]
CN=Company Name Mfg CVC CN=Company Name Mfg CVC

Intended Usage CableLabs = — RHRFE CA 1%, 80 /- & REEF 1T L C 2 OFEHEZ %
TLET, ZOFEHART, X227 RY 7 hU=T ¥ura—ROedic
CATV HFEZICLVREINTAY v—THEHSNET,

Signed By CableLabs = — FHRAE CA tComLabs = — RIRFE CA FERHE
Validity Period CableLabs 7N U o —IZ LV &R E

Modulus Length 1024, 1536, 2048

Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

Organization ® Company Name (X, Common Name ¢ Company Name & 5722840350 £,

Cisco Broadband Access Center 7 KRS —X FL—% H4A K
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PacketCable eMTA 7OES3=VFD S5 TLa—F105 A

H—ER FO/NA ¥— 3— FIRGEEEHRE

P—b R Fu A F— a— FRFEIFAEIL. CableLabs &t — RiZFE/L— b+ CA FiFFH#, CableLabs
O— FREFE CAFEFAE . B IO —E X 7 u/ o ¥ — a— NRFEEHE CHE SN D EHET = —
YOI E LTHREET AMERH Y 9, FERAEDOKRIE T IEOFEMIZ oW TIE, P.16-21 @ [FEH
EOMGE] L TLTEIN,

#16-16 12, —E R T (¥ — a— FRFEGEAZBICEGRTHHEOV A FERLET,

#16-16 H—FE X JO/N4M #— a0— FRRIIIARE

H—ER FO/( ¥— 3— FIREEER®

Subject Name Form

C=Country C=Country

O=Company Name O=Company Name
[ST=State/Province)] [ST=State/Province)]

[L=City] [L=City]

CN=Company Name Service Provider CN=Company Name Service Provider
cvC cvC

Intended Usage

CableLabs = — NHFE CA 1. BB SN/-KV —E R a4 F—ZktL T2
OFERAEEZRITLET, ZOGEHEBL, EXaT7 Y7 =T Furo—
RO7=DIZ CATV HEFICIVREINT-ARY v—TCHEHINET,

Signed By CableLabs =@ — NH#3E CA tComLabs = — FH#FE CA FERIE
Validity Period CableLabs 7N U o —IZ X W &R E

Modulus Length 1024, 1536, 2048

Extensions extendedKeyUsage [c¢,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

Organization @ Company Name % Common Name ¢ Company Name & 72 255035 0 7,

CVC DOFEEAZEXRZN ) R k
CVC OFEWESRANY A b (CRL) ZHH— T BHEIC, SMTA IZRETT,

| oL-12296-01-J
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