e
CISCO.

FONA ADE

Z DI TIL. 0T FND TTF A R &S 5 HEC OV THHALET ROBEEZWY LT ET,

m L—ZDEH

B T2 RRA O

B~y Py R A—2OFEH

- OEH

B REOT A ZRME

B L LORE
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[ ] —H_R—=Z2B L NMS S — %4 2121, [Server] ~— ([Devices] > [Servers]) #ffH L £,

B L—ZDT A A TaXT 4 BLOME 2% E9 %121%. [Device Configuration] ~— <’ ([Config] > [Device Configuration]) %
EHLET,

JL—H DEH

JL— % OE L [Field Devices] ~2—< ([Devices] > [Field Devices]) TITW£ 9,5 7 # /L kT, _—1 [Default] = —TF /31
ABFRLET, ZOHETIT RO bEy ZIZOWTERDY BIFET,

B L—FZDKE2—D

B U7 F—F =Dk
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B L—% Xy va F—OHH
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B V=8 Ty7—LhU=T J—TOERR
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F A R DR

JL—H D& E 2 —Dff H

A—PRE(Ta2—H 7Y 77 L 2DRE] 2B M) T [Default to map view] 23R L TV 2ARWER Y [Field Devices] ~<— 135
T F IV N TT RS, ZADOFEARM T 08T 4 G T [List] B2 —TRRINET, ALV X NI¥ T EFRT DHI21E. [Browse
Devices] A v (FERA L) TU—F i —F FN—T5RRLETRINLIAL—F (1 DFFERICL VR REINEF T
WDIRED £,

() AT X FRmRe ¥ 7T,

®  Cellular-CDMA

®  Cellular-GSM

®  Config

B DHCP Config

L A I

B Ethernet Traffic

B TJy—AbLU=xT

®  [oRaWAN

®  Mesh

B Mesh Config

Y

®  Tunnel

B WiMAX

LRAYTOC 22— ENETNERR DT NA R TaT 0 By FRFRINET, 72 & 2if. [Default] £ = —I21ZT 31 2D IR
o7 a7 o PR SN [Cellular-GSM] B2 —IZi3' VT — Ry N =T IR DT A R T aT y NERINET,

N—BDEa2—% DAL A RTLHFHECONTIL TS A Ea—DHAZvA X | 2BRLTIIZEN,

B 2—IZFRENDIT AL A TaF f DFEMICONWTIE [T AL 2 TaF 4 2B LT EE N,
INSDOE2—THETTH@ET 72 a (& 21 TV DBINRT A A2 FaT o OET) OFMIC WL, [Hmo 5
A AEEIZ SR LT &N,

[Map] £ 2 —Th/)L—H DFIR

[Map] & = —i2/v—% 2 F£R79 5HiZ1%. [<user>] > [Preferences] T [Enable map]l = v /7Ry 7 A& A NI L ALY XL D
Map] #7 %27V v LET(Ta—% 7V 77 LU AOREIZBH) [Map] E=2—T . TNARE7 Y v 7 LTHLERK Y 7
Ty 4 RUEHLDZETAEEDORPL VY — %2 &R TCEEJ,RPL Y U —HHIIZ KO LY I HaEliIA L van
WMTTF—4 FF 74w 7u—puRENET,

B LU VBORT Y N~y IO EFEOT v TV T2 T T 4w Ju—ThbHI LERLET,

B FOOBRI VI N~y TOTHFROX ) =% N T 7 4wy 7ua—ThbILEr~LET,
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(ot g ZoomtoDevices [F] Grayscete - .].—EHWMIWLNI#.Hl

347275

=B DF R —F T AT LDOBAT

[0S O#&1T)DFNEZ#H L. [Config] > [Firmware Update] ~X— < ,CG-0S 75 10S {2 CGR DA RV —F 4 v F VAT L%
TLET,

T — 7 F—H—DOVERk
FONAL ZEDIZ DI T 4 —I)V FEHRE BB T 51213 00T FND TV —27 A —&—% 1Bk L £ 1, 7 1 —/L R 1%, 1oT-DM
AT bEEMLTIOTFND I8 L.V —2 A —F—% X7 u—RKLET,

(E) vV —7 F—F—kaeix. U U — 2 3.0 LIF&® Device Manager (IoT-DM) TO#AEH TX £9,CG-0S 1 ' X b —/L D7z Dt
B DOTFNEIZ WX, [Cisco Connected Grid Device Manager Installation and User Guide, Release 3. 11D Accessing Work
Authorizations] % 2B L T< 72 &, Cisco 10S DA v A b —/V 752\, [ Cisco Connected Grid Device Manager
Installation and User Guide, Release 4.0, F 7z1ZTNLBEDORI~ =27 WV E B L T ZE W,

)V —7 F—F—ZEET DIciE. 2 —Y% 7 H 7 kT [Work Order Management] HERRDS AN 72 > TWAMENH Y £,
n— L OEHESR LTI EIN,

CGR ©U —7 F—#—Z%AEpk7 5121, [Browse Devices] A o T/L—# £7213N—4% 7 N—F%ZER L [Default] = —TLLF
OFNEZFITLET,

1. EENEELTNS CGROF = v 7Ry 7 AZRIRLET,
2. [More Actions] > [Create Work Order] Z#4R L £,
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FEA FITLUET,

1. T D5 FARDOF = v 7Ry 7 AEBIRLET,
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2. Fay7¥ oy A==2—5 [More Actions] > [Refresh Router Mesh Key] % #4R L 97,

3. [Yesl#27 U v 7 LCHATL X,

Cisco C819 # X 1 Cisco IR829 ISR DFfAIALT 7 A RA v DE R
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B OEMIR A X R Y
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[Browse Devices] ~1 > ® [ROUTERS] ® F® [Up] FN—T% 27 U v I £3, 74 NZ %7 Y v 2735 & [Search Devices]
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[Browse Devices] <A » % L C.[ROUTER FIRMWARE GROUPS] ® FiZ VU A FHERENTWE 7 IL—TDNTRIET S
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RLET, ZOETIE RO FE Y ZIZO0TIRY EFEd,
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DSCP &% i

IR509 T DSCP & ET DITITRDOFNAE ET L ET,
1. [Config] > [Device Configuration] % Z&4R L £,
2. 75~A > ® [ENDPOINT] ® FIZERENTWDT 7 4L h® ir500 Z&N L £ 7,
3. [Edit Configuration Template] (¥ 2 B3 XX 3) #IR L £5°,
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] [] 12788 ] [ 4] = e
e Type T - Ml rade T - [="50 B B -
Party ] - S e - Fiow Cories taora: -
[Hﬁ‘rw s -
REICET 2 EREHE:

B TR_XTOAF—T A A(A—H¥Fy  DTE, LT DCE) TDSCP(Q0S) v —F LV EZHREL TSN, A7 a3 Low
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B DSCPiIAf v Z—7xAATHEHEINET.DCE B LUDTE ®F 7 # /L M. Low Priority (0) T4, A —% x> MIIIT 7+
IV MiEiEH v £ A, [Configuration Template] DIEZFRE L TWRWEE. F T 7 4 v 7 i3~ —F L Z7 SN TWRVWIRIET Y
n—L¥%7,

B DCEBIUDIEA Y Z—TxA ATIH, —EIZ12Draw Y7y M By aroh7n—T&E7,DSCP fEIL, &K% #H L
TELEEA,
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TR ZADEBR

raw Y 7 v kDR E

IR509 Traw Y7 v M&RET HITITROFIEE FITLET,
1. [Config] > [Device Configuration] % #4R L £,
2. /£~X4 > ® [ENDPOINT] ® FIZE RS TWAHT 7 4L b D ir500 B4R L E 7,
3. [Edit Configuration Template] %z 3R L £ 9,

(E)REAT v a v OBEICOWTILE 1 28R LTSN,

[ PR PR ER

TP i T Ot Cowwoind Tt Dl P B isiingsie Poer Poel Lol Poet Pt Ll Ppcket Tmee{ et} Special Charaetier | Covvatation Troe
FLTE o a L] s LEP I=
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e
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Bam e el Lesseee
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] ] s B ] 1] 500 TCP Sarew
=) Pare=2 .
BRECET A EETH:

B UDP V4 v hEaVR—FTH-0ICraw Y7y NOREEZBH LTI IZE W,
B VIUTNAVTNALADE Y MEAZFREL T EIWVfEIT 1 ~ 4 T,

B TS, 2T A EFN R BMOER/EREREL T IEEWMEIX 1~ 54T,

£1 IR509 DFRES S 3 v
A =T AR Settings
A =Py b 1. [Ethernet Settings] /X% L DA 7> g v (B LI OMERE) XKD & B Y TT,

B Enable Ethernet: I LE T (F= v 7 ZI13T9)
B Disable Ethernet on Disconnect: fZ0Z L9 (F = > 7 %#1379)
B DSCP Markings: /L& 7 A =a—75 [NONE] 23R L £,
2. [MAP-T Settings] /X% /LD A7 3 NIRD EBY TF,
— Default Mapping IPv6 Prefix:0:0:0:0:0:0:0:1

— IPv6 Prefix Length: 64
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B xa e Dovces Default = Tennell | Tunesl2 | 4
& ASRI000 (1) Libed = | Bk Import = | More Acsons = Displaying 1-1 | Fage 1 |5

u Up (1} | W Shshus Lt Heand Frmvsre. F Diper Tosues Lk
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F = FiREI%EIC L B HIETT,
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+ @ RoUTER (5.003) Label » | Bulk Import = | Mare Actions » | Export CSV | )
CGR1000 (5,001) 1 ltems selected (Max 1000)  Clear Sglection  Select Al
IRB00 (2) +| Mame Status. Last Heard Hosting Devic
71| IXM-LORA-800-H-V2+FOC20133FMM 21 minutes ago  IRB0GG-LTE-
© Down (5.001)
| - Iy pii] ! =

c. [More Actions] K=z » F# 7 A =2—T [Remove Devices] &R L £,

= ROE B
P — R EE 9 5121, [Devices] > [Servers] Z#4R L C [Servers] X—T % & £9,5 7 4/ h T, ~_X—1% [List] E:L—'C‘b‘~
NEFRLET, [Servers] *— % [List] £'=—T Bi< &.1oT FND % [Default list] B2 —Z2F R LFET, 2D 2 — i, P—

TNA ZADFERI IR T T ¢ BFEREINET, T—NICBET 2 EHRETSET DX 40227V v 7 LET,
MO 2—Z2BMT I TS A Ca—DIRAEvA R 2BRLTLIEE N,
B 2—ZFRENDIT AL A TaXT L IZONWTILTAAL 2 Fu T 4 28T EEN,

OB a2 —TOH@ET 72 g N HoNTIL HEEDOTF A 2B Z BB L T E &,
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F A R DR

NMS H— XD

[Browse Devices] 21 > T.NMS ¥— 3%, [NMS Servers] O FicF RSN ET, H—00 NMS $-— 30 A T, [NMS Servers] @
TIZ1 ODOP—NRETRRRINET, 7 7 AXE AT [NMS Servers] O FIZEED NMS H—_"BFRRINET, U AR XAV
DT ANE VT ETHITFEIROFIEEFTATLET,

B 5 _XTO NMS — 1\ %FKR$ 5213, [Browse Devices] 1 > T [NMS Servers] 27 U v 7 LE 7,
B BETOY—OhERRTHIIL[Upl 22 Y v 7 LET,
B B L T — 0L iR AT 5. [Down] 227 U v 7 LET,

T =N Y= NDEH

[Browse Devices] X > C.loT FND 7 — & ~X— 2 —,3\[1 [Database Servers] ® T} CFRMSNES DY — "DOEATI
[Database Servers] ® FiZ 1 O(DT“ HR—=Z = RPEFNEREINET, I F) T R=ZAPRESINTODIHE.FL
T MNIDOFICEA ) T—ER—AEFRINET,

B [List] E2—{ZT_RTHOT —HF_X—R H— % FRT 5|21, [Browse Devices] 2 > T [Database Servers] %27 U v 7 L
7,

B BHFOYV— RO EFRRTHITIL[Upl 22V v s LET,
BEIL W 20— _ohrkForT 512 [Down] #27 U v 7 LET,

BT A ZAHEE

COHEHTIENOTEND ZfH L TT A 2R B L2 7 ADERERTT 2 HECOW TR LET,ROEA 2 L
E3 8

FSNA ZADFEIR

FNRAZA Ea—DHAZZAR
B [Map] b2 —TOT /A ADFR
B Y TORE

B SRS ADY— MEFOEE

B T AFROT T AR — |

B 53 A ping

B TR AADL— Dk L—2A

B TSR TULOER

B T ADHIER

B TN ROFEMEROE T

B T NEEBH LT N AFRIR O

B AR —b T a rDFET

174



TN ADE P

T A A DIER

loT FND T, [List] Ea—% AL T B =V ETHER—VNET N, AEBRTEET, T3 ZZERTH L BEINL
TWABTNRA ZADR T v D ERTEABNAN—DNFRENET, 2D 3—Tid. [Clear Selection] 5 L 1! [Select All] #5FE T %
TR TE DT /3 ZADOHKREIE 1000 T, T/31 AERINT 22T KO FINEEFEITLET,

B 2=Vl dT A AEREIRT HI2iL. [Select Alll #7 V v 7 LET,

B 1 O0ON—VIZY A RRRINTWVETRTOT N, ZERINT 511X, [Name] DD T = 7 Ry 7 ZEERLET,

B —HOTNAA REBRT LT DERITEEAR—V T VA MERSN TV LEHE DT NA ADF = 7Ry 7 A&FRRL
FT. 7L ABRIRT B NCH T > R R 2= U ORRB R S ET,

FRAA L a—DHALZ~ AR

0T FND TIZ, 734 2 Ba—& W AKX <A ATE£7,[List] £ 2 — T3 ROBIEEZEITTE X7,

B X7 BN L OHIRT S

B BEa2—DNT KRR T DT 03T 4 ZH0ET D (HHAFERT n AT (IZONTE AT TVHIT AR TanT ()%
ZH)

B T ADIEFEEFTD

TN, A B a—DiBN
[List] Eo—T. T/ 2 R=VIIT A A Ea—DHAZ L X T ZEBNTHIIE ROFIEEZFEITLET,
1.[+1%7%2 Vv o7 LET,

Mep || Default v || Celulsr-GSM | CelllarCDMA | WMAX | Ethernst Traffic | Mesh | Mesh Config | Physical | Config | Firmwars

Tureel | DHCP Config ®

Label~ |Bull inport = |Mose Actions = Displaying 1-3 | Page1 | # | 200 > | &
Hame Stalus  Last Heard MeshCout  Firmware [
o«
CGR1120/K9+ JAF154BAMEE 21 mirntes ago 5.201)0G4(3) [ 2001:420.7016¢
52(1)CG4(2.18)) 5
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TS ADEH

2. [Add New View] #' A 7 a 7R v 7 ZZH LWWZ T OL4E T AT LET,

Add new View *

MNew Tab Name:

The labels of columns displaying in the selected tab are in the Active Columng pane.
To organize the view, select the columnn label and drag it or chick the arroves until the Active Columns pane lists the desired

display order .
Active Columns fvailable Columns
hlame EI Batt 2 Remaining Time (min) &
Status Batt 2 State
Last Heard [2) Batt Total Remaining Time (min)
Link Status [*] eBU Ready
Cellular Metwiork BSID
SiD Categary
MID Cellular APK
Cell ID Center Freg (kHz)
Cell RSSI (dBm) Certificate lzsuer Common Name
IMSI Chassiz Temperature
Cell Tx (bps) CIMR: (B}
Cell R (bps) Config Ervor Details
Cell B Per Cycle (hytes) Config Error Messages
Config Group
Config Last Status Date -
Cancel

3. [Available Columns] U A k2267 a7 4 ZIBIR U ERKAIRZ V%27 ) v 7350, 71X KF » 7 LT [Active Columns]
VA MNNICBEITAZLI2LY FRbn 785 ¢ % [Active Columns] U A MZEML £,

B U7 ADIAFEEES DI, ERATEZIITRAIR Z 21T 500 72130 FZ v 7 U CEYR A E IS B E
LT,

B [Active Columns] U A hinB 7 a 87 4 2HIBRT 212X, TN DT 0T ¢ BBIR U ARAIRZ V527 U v o
TEHN KT o7 LTY A MOIMIBEIL £,

by MEEONT A FAVEBERL THTRAD T A MIBBIT 5121E, Shift ¥—2f AL E5,

4. [Save View] %27 V v 7 LET,

TNA A B a—DfEtk

FTNA A B a—ERET DT ROFIEEZ EITLET,

1. HOZ 7Ry 74y KRBl ) v 7 LET,

2. [Edit/Delete View] #' A 71 7R v 7 AT IROBEEZEITTE £,

a. [Active Columns] U A b6 7 m T 4 ZHIBRT DX, FN6DOT BT 0 ZBIR L GRARZ V527 ) v 7350 R
Z v 7 L [Active Columns] U A FD4MZBEIL £9°,

b. 7'm /X7 ¢ % [Active Columns] U A MZBIT 2 IZIE, E b D7 137 ¢ % [Available Columns] U A b GHE-R L /2
KEHIREZ 22 ) v 7350, F121Z K5 w27 LT [Active Columns] V A2 FNIZHE L £,

C. 7ITATRATLDNEFEEET HITIE, ERIVEIITRIA Y 2T 20, 723 T v 7 L CEEIZRALEIC
BELET,
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Edit,/Delete Yiew

Mame (shown on the tab):

Turnel

Maote: this will copy the current view. IF you need to change the columns yvou can do so below,

Drrag from right pane to left ko add. Drag off screen bo remowe, Drag within the list ko re-arrange the order,

Active Columns

Available Columns

Mame # of Batteries o
Status Bandwidth (kHz) 1
Last Heard Bt 0 Leved (%) 1

Tunnel Source Interface 1
OSPF Area

OSPFw3 Area

IPSec Tunnel Dest Addr 1
GRE Tunnel Dest Addr 1

Biatt 0 Remaining Time (min)
Biatt 1 Level (%)
Batt 1 Remaining Time (min)
Biatt 2 Level (%)
Batt 2 Remaining Time (min)

Tunnel Source Interface 2 BEID

OSPF Area 2 Cell D

OSPFw3 Areq 2 Cell RSSI (cBim)

IPSec Tunnel Dest Addr 2 Cell B2 (bps)

GRE Tunnel Dest Addr 2 Cell TX (bps)
Cellular 4PN

Cellular Metwork

Save Yiew Delete Cancel

380512

3. [Save View] 227 U v 7 L7,

TN, A B 2—OHIER
TNRA A Ea—%HIBRT 5L RO FIEEZFETLET,
1. BIBRTH5T A A Ea—DF T TRENZZ ) v 7 LET,

Default || Tunnel

Tunnel 2 || o

Label = | Edit Current View |. antions =

Mame

cg-asr-1

IPSec Tumne!

Status | Last Heard :
Srouce Addr 1

ﬁ 54 seconds ago
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Dis

FSec Tunnel Dest
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2. [Edit/Delete View] # 1 7 1 778 v 7 2 ® [Active Columns] A > T, BHID T ~LZ @8R LE7,

Edit,/Delete Yiew *
Mame (shiown on the tab): Tunnel
Mate: this will copy the current wiew. IF you need to change the columns wvou can do so below,
Drag from right pane ko left bo add, Drag off screen to remowve, Crag within the list bo re-arrange the order.,
Active Columns Available Columns
Mame # of Batteries &
Status Bandwidth (kHz) L
Last Heard Bt 0 Leved (%) 1
Tunnel Source Interface 1 Batt 0 Remaining Time (min)
OSPF Area 1 Batt 1 Level (%)
OSPFw3 Area 1 Batt 1 Remaining Time (min)
IPSec Tunnel Dest Addr 1 Batt 2 Level (%)
GRE Tunnel Dest Addr 1 Batt 2 Remaining Time (min)
Tunnel Source Interface 2 BEID
OSPF Area 2 Cell D
OSPFw3 Area 2 Cell RSS1 (dBm)
IPSec Tunnel Dest Addr 2 Cell B2 (bps)
GRE Tunnel Dest Addr 2 Cell TX (bps)
Cellular 4PN
Cellular Metwork i
o
Save Wiew Delete Cancel g
L]

3. [Delete]l] 227V v 7 L&,

[Map] = —TDT /A ADFKR
loT FND i, HIERA 2L E I DWW TT A AEREZRTALT D720 [Map] B2 —%#f#t LT\ EJ,1oT FND (X [Map] £ =—T

HHIHEHR S AT L (GIS) v v 7 H#ERL.GIS v v 7 —EREMHH L T. T3 ZAORBEF R EREFRICKESE~ v T LITT A
AATA A EFRLET, ZOHERBT AL ATEZSNHTOARWEA 0T FND 1T~ v 7 EICTF S 22 F R LEE A,
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[Map] B2 —IZT7 A 22 FRT AT RO FIEEFATLE T,
1. [<user>] > [Preferences] % %R L C [Enable map] F= v 7R v 7 2% 412 L, [Apply] Z@H L £,

Ut Preferances X

Ehow char on everis page
Show sUMMarsy COUnS on eventzissuas page:;
Enakle map:

Dgfaul o map view:

LU I T UL Y

Show deica type and funciion on dewica pagas:
Dasplay Device Calogorios on lssues States bar
Soulers

Endpoinis

Head End Roubers:

b TG A Y

Seners:

2. [Devices] > [Field Devices] %Zi#&R L £,
3. [Map]l %7 %27V v LET,
T 74/ TUOTFND (. v v 7 EDOT —H R—= R IEFEINTNWD TR TDOT AR, AR R LET v T DRX—L LYL

BIOT AL R BT MZEoTUI A DT ANA A T A a U NERENBWIEENH Y £,V IZ 10T FND (37 /31 &
TN—F T A arzFrLET,
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Ex DT NA AEHRTDINET A AT A AV PRIDETCA—L A LET, E. T, A% 27 U v 27 LT [Zoom In]
VoI 280Ny 7T v 7 T4 RUEBFRL Ry TRIRET A A L-IVICBET 5 2L b TEET,
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TN ADE P

ke (= [ | et | Sy | onk | s | # |

—_— —
(L (9] Zoom o Dvics ] Grasle | setDetaun wap Losaton|

® [ETT|

loT FND (%, [Browse Devices] XA > (XA V)NDETNA A TN—TFE73Hh T TV ORIZT A A v hERRL
3

B TRTDOT A, ADY T v hEFERT BHI2E. [Browse Devices] A U XA RERRENTNE T 4 LEZD 1O
7V LET,

0T FND (X8RI SNV T v BV JHEEEER L. 7 A VXK DR ESNEZT A A2 F R LET 2 & 2R
[Routers] > [Up] Zf#H L T &ZE) L TEMEL TV DT XTD FAR % #nT& £9,[Quick View] ~1 > (FE~21 V)
TIRIFELDOHARZN T ANEZEFERA LT TR A Ca— 45T 4 NE VL TTHIELTEXET IAFL T 4

LB DVERRIZ- DWW T, T[Quick View] 7 4 L2 OFER I BB L TL E &V,

B TS AFRF N =TT 2 RERRT DL vy T L TREDT A a %27 Vv 7 LET,
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'_ Default [_'-.'-'f_][’l:-lhasﬂﬂ cmdrmujrmm‘irﬁ"r Mesh Config || Physial || m“rrmjrn:hl' DHCP Canfig m_

[ﬁl [¥] Zeom to Devices [f] Geayscam Sat Duf sk Map Locazion [g]
| [Nop [ Ssetee |
© CGR1170/K9+JAF1548AMBB ®
Cisea Connected Grid Router 1000-Sacies
2000: 420k Thf 6a8: 0 0: 0:9
[i] Detals  Ping  Traceroute  Creabe Work Order
Status up Last Heard 2013-02-27 16:48
Model Number CGRI1ZKS  Seriad Number JAF1S4S2MER
@ Config Group  default-cgr1000Firmmwane Groupdefsut-cgr1000
Tunnel Group  default-cgr 1000 tname CALABRIA-P2-NMS cmca.com

Firrrvsre Viersan 5. 2 1CG3(1)
Labels up_r

T259

10
Coogle |a:—|—| Meap ot 2013 Gngle - Tarms of Use |

TNA ZAEINZT N =T OIEARRRERD Y A PFRRENTER Y T T v 7 U4 RUPRKRENET,

B S AR A ERT 121, [Device] Ry 77 v 7 v 4 v R T [Details] £72137 /54 ADED V7 %7
Uy 27 LET,

DU 4 RUTIE . T/NA AD ping, h L —A L— FDET. BLONT—7 =2 —DERb TEE7,

4. T ATBEAHT STV S RPL Y U —%Fand 5 ICid [Device]l Ry 77 v 7 74 v R &ML E$,RPL Y U — H—1
YT OBREEBRLTIIZSN,

[ Detuun =) | cobiors || cobiarcomn | ik | Bhermt T || Wesh | Wesh onfy || hyscal || Confy || Frmre | Toms! | oxcpcanty | |

@El Zoomio Devices [7] Graystale

347275

RPL YV U =8N H O EIIA L PADBRTERENET T, HOOBIV V7R T HATHDL Z L ER L AL v UEORRIT
VRN ERRTHIZEERLET,

5. [Map] £ = —2FHT 21T EHRZ L (C)E2 2 ) v 7 LET,
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54 2 DS

<~ T DOKE
loT FND 1. [Map] £ = — T~ v ZIc M 5k O H 3 T% £

FRAL ZADHEN— L
~ DT V— A — VKR

FIFN IO~y alr— g (F7 40 hTAKICRE)

~ v T ERET DI ROFIEEEITLUET,

1. [Devices] > [Field Devices] R L £,

2. [Mapl #7 %27 Vw7 LET,

FNA A HE) A — L3 5121% . [Zoom to Devices] F= v 7R v 7 A% 4 A2 LET,
~ v T E T L —RAr—)VERT 5% [Grayscalel Fr v Ry 7 AE AT LE T,

TRTOEFEMTONTVETIA VLR =Y F )L =T Xy hU—27 (WPAN) Z~ v 7 EiIZA—_"—L A7
5L [Overlay] Ko w7 & 2 =2 —» 5 [Associated WPAN Endpoints] %% L £,

Overlay|Nnne |V

ENDHE
all
Associated Endpoints

390487

vy ar—rarEEICREOTY VIR L TA =T VICRET DL vy TDOEDZ Y TRT T4V N T
FREND L 91T L. [Set Default Map Location] (5 F) %27 U v 7 L,

3.[OKl 227Uy LET,

TR ZAD Y — MEFOEE

FRL 2D Y — NMEFE
F7,

EID - | IP Address -
00173BABO03C3100 Al Sort Ascending

00173BAB003C3101 Alv Sort Descending
00173BAB003C3102 U T T T

285999

TN, ANFWO T 7 AR — |k

IoT FND CiZ.[List] B a—TRIRLI=T NS ZADT AL R TaNTF 4 5T AR— K TXET.10TFND BTY AR — R TX 5D
X HEOE 2—D7 a7 4 ODHTT,

BEOE 2 — IR R INTNDHT NS AfF#RE 7 AR — T 51T, [List] B2 —TROFIAEZETLET,

1. WS AF 2w 7Ry 7 A% F AL T I AR— hTBF 5, ZAEER L ET,

2. [ExportCSV] #72 V v 7 LET,

3. MERAA TRy 7 AT [Yes| 227 Vw7 LET,
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F A R DR

loT FND |Z.CSV 7 7 £ /L™ export.csv Z1ER L £3, ZHIZiL, [List view] <A NNIFRENDIHERNEGENE T, T 7 41 F T,
OTFND (ZZ D7 7 ANET 74N OF T a—R T4 L7 MVICRIFLET W CARTIO 7 7 A VSTEET 5554 10T FND (%
F T F I DT 7 A IVEIE T ZIBI L £ 9 (export-1.csv.export-2.csv 72 ¥),

export.csv 7 7 A MEI T AR—FTD57 4 — IV REEFHRTD 1 2ORBULITE ., ZHUTKK T3 2AE2RT 1 L LT HE
% & E 7, [Field Devices] — VN SIEIN L2 F /34 ZADx 7 ZR— MilZRITR LET,

name, lastHeard, meshEndpointCount,uptime, runningFirmwareVersion, openlssues, labels, lat, 1ng

CGR1240/K9+JSJLABTES32,2012-09-19 00:58:22.0,,,,Door Open|Port Down, ,50.4,-130.5
sgbuAl_cgr0,,,,,., 42.19716359,-87.93733641
sgbuAl_cgrl,,,,,., 44.3558597,-114.8060403

T /34 A D ping

FNRA ZOMEE T TNy 2a—T 4 7 TEEBIT Ky N — 7 B ORMBE L2 PR T 5 72D BERFE T N1 2% ping LE
T T3 A% ping TENEL Ry NT—IRIETEDTNARIZT VT EATEET,

JBIR L7731 A% ping T 51213, [List] © 2 —CROFIEEETLET,
1. ping THT A ADF = v 7Ry 7 A BRLET,

(E) F 31 2D AT — & A [Unheard] D4 ping IZEE S TWERA,
2. [Ping]l #27 Vv LET,

ping OFERNT 4 > R lZFR S FE T, [Auto Refresh] F= v 7 R v 7 224N LEEHENoTFND i3V > RU L 5
F CHEAEHINZRR TT A 2% ping LET(EEOKH T, [Refreshl] R ¥ %27 U w7 LTF /31 A% ping LET,

3. % TL=5.[Closel#27 V v 7 LET,

F N ZA~DL— KDk L— &
Traceroute 2~ RIZX VD TNRA ZADIP T RV ARIZEZET D720 HT L — FE2RETDHIENTEET,

(3%) Traceroute =< K. Itron OpenWay RIVA CAM & ¥ = —/V % 721 Itron OpenWay RIVA EXK.T /A 233 X X Itron
OpenWay RIVA G-W (F A7KiB) 7731 A TIIMERATE E8 A,

BIR LTS Z~D)— & FL—ZF 5213 [List] 2 —TROFINEE FEITLET,
1. NLb—=R2FT BT, 2DF v 7Ry 7 ABRIRLET,

() 10T FND IZBERE L DT /A A~D)— (21T & L —AT&E£9, A7 —# A [Unheard] OF /34 ZA~D/L— M b
L—ATEEHEA,

2. [Traceroute] #7 V v 7 LET,
J—h FL—RADERN Y 4 v RUIZEREINET,
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FONA A DB

] Auts Radiach

Cravica

2000 cte A 58S DQT Ta

Hartad A2 =
SOAZ0EET 1200

L]

Paga i 4| * Bl |10 >

ftatur
I s Lo b 8] o i Oy

Rapn

Aragv poirbe o 20000085 88500908 1o A5 008 5th: 50550 00 T 45), 20 haga

1 2001 4207 60AE 710 QOO S0 TREL T 100,73 me 0.7 10 me 0.7 10 ms

2 200 A00T b1 ¢80 (200 A0 T R Bl 00 33 03T ma 30137 ma 3400480

3 2000 de a8 02 a0 0ol 4e S SO0 cary: 200 a D00 Pad B A3A B3 ma 580,117

[

Dlplaying 1- 1 af1

[Result] 11 7 L& BB L T 822N —T 4 V7 IEHREZRRLET,

[Refresh] R¥ > %27 U v 27 LT . Traceroute =~> RZHEELET, Vs FUEZAL L ETHEAIER LZMRET
Traceroute =~ R&HEET 5121%. [Auto Refresh] F= v 7/ Ry 7 252 F 1T LET,

3. #%&TL=S [Close]l 27 Vv 7 LET,

TN AT L DEH

TN ZADRER LT A ZOFHEEH T 2IE TNV EMHA L TT A ZAOWmI I N—T2FR L ET,

Z )L DE B

347270

[Label Management] 7 > RUEMEHL C T XCTOARAL L TUL TUL 7T 4 BLXOAIRAY LA TVORBERERL

i‘?—o

T YL BT DL AEE DT A A ~X— D [Browse Device] A » TIROFNEZFATL 7,

1. U A KA % [LABELS] LicfEE w7 2 (#F)er Vv s LET,

whialie (or Hold Network Director

Cisco
Dashboard Field Devices Head-End Routers £
Browse Devices Quick Views
& All FAN Devices
Map Dx
)
& ROUTER (8) [ zoomto
CGR1000 (5)
IRS00 (1) ~
< 2
status ~
@ Down (1)
Up (5) |[ﬁl‘
4 W EMDPOINT (1)

METER (1)
status

Unheard (1)

4 LABELS

myrouter (4)
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B HEOT L EBRERT DI [Search] 7 4 —/L RIZT VD4R E AT LET,

Lalbses] Maragermeant x
= B4 Fage 1 of 1 50 || |
Shares Labiel
Label = Skabusts) on Field
Cevice Page
Liowg RS51 Mo
R Ho
audff Mo
bbbbb
q Lipdate Cancel Ho
=24 Mo
Closa

By b TULE DY — NMERFEZHIZT SHI1Z0E [Label] A7 2R ELEZ YV v 7 LET,

B T anRT g 2 EBETHNE.TIWMTEL TN v 7 LTSV ABELOT N, A AT —H ADRIRHE
EELEI,

2. [Update] #27 U v 27 LTTYL a7 4 OEENEE AT H0.E721d [Cancell #27 UV v 7 LTI~V T as87 ¢ 24
BLET,
3. [Close] #7 Vv L%ET,
7LD
BIR U278 RS T V% BIT 220X, [List] B2 —CTROFIREZFATLET,
1. TRLVEBINT AT AL ADF =y 7Ry 7 ARBRRLUET,
2. [Label] > [Add Label] Z &R L £9°,

Add Label ®

Lzbal: Type new label or choosa from balow w

m
m
7]

1]

| Add Label |

347143

3. TNV DARTEANTITE0, Fay T Xy VA RNOREFED T~V EERLET,
4. [Add Label] #27 VU v 7 LT,
By b1 DDOT S, ATERO T NV aIBITE £,
5. [OKI 227V v 27 LET,
T E—FE L TBINT 256 [ 7~ o —f5BIN 23R LT3,
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7~V DOHIER

BRLIZT S, 2005 7Lz flERd 51203, [List] €2 —TROFIHEZFET L E T,
1. AV EHIGRT DT AL ADF 2 7 Ry 7 ZAEBIRLET,

2. [Label] > [Remove Label] Z3&K L £,

3.[0KlZ27 Vv LET,

7V E— i L THIBRT 25813 T 7 L O —fEHIER) 2 S L T2 En,

T3 2D HIBR

HEE:FAR ZHIBRT 2 & IoT FND 1, 26D F Ao AZBE T 5N TV DT _XTHO U —2I7 IP 7 KL 2% Cisco Network
Registrar (CNR) —/NZiE L HER 22 B9~ 5 h v R VA HIBR L 9,

T8 A& HIBRT D121 [List] B2 —TROFIEZ FEITLET,
1. BT 2T A 2ADF = v 7Ry 7 A@RLET,
Default |+ Cellulzr-G5M Cellular-CDMA WiMaX || Mesh Mesh Config || Phys

|Map | Ping | Traceraute | Label = | Bulk import = | More Actions = | Export CSV |

2 Items selected (Max 1000)  Clear Selection Create Work Crder
[[] Mame Stat Refresh Router Mesh Key Firm
[ CoRr1240/KS+skinny 02 Block Mesh Device 5.2
.20
_— Remove Devices ‘
V| CGR1240/K9+15115380000) T =g o 5.2(1
5,201
i b
V] CGR1120{K9+1AF1548A MBE 13 minutes ago a2 52015
+
)

2. [More Actions] > [Remove Devices] %R L 97,

3. [Yes] &2 Vv LET,

T NA A DFEME WO ETR

0T FND X, TR TOT A AT DGR A VAT LITHREF L E 3, 731 RICBET 23MIERICT 7 82T 212,72
A ADLHIEIZED 27V v 7 LET,

B RR SN D

B [Detailed Device Information] X— UM B FEITTEHT 7 v a v

TR SN D FEMIE

®  Server Information

B HER.FAR B LU= KFRA v b Ol

(FE)IOT FND (X, ~—Y% U m— R L7&< T HBIICFEMEREZ T L7
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Server Information

0T FND /Z,NMS #— "B LT —F X—2 = _PBE L TNDH VAT MO T IROEREFR R LET,

#z 2

[NMS Server] X1 > D=V 7T

TVTHET 4=V

il

Host System Information

Hostname

10T FND #— D7k A 44,

RARN ARV —T 4 T VAT A

IRV —T 4 T VAT A,

CPU CPU D#ifk,
AE Y EF AT LTHEHTTREZ RAM A E Y O5FHE(GB),
Current System Time HAIED Y AT A

Host Disk Information

Ty AN VAT A

T AN VAT A,

P A 2 T7AN VAT LEDT 4 A7 FERDOY A X (GB),

Used FRENTWDE T 740 VAT LDT 4 A7 fHEBOE (GB).,
Available HERRIRER 7 7 A )V AT LDT 4 A7 81 (GB),

Use % FHENTWE T 7 AV VAT LDOT 4 A EK(S—& > K),
Mounted On Tr7AN VAT ARREINTHDET L7 Y,

loT FND Application Information

EID

H—30D EID,

Start Time

10T FND H— 323 Bilhh S AU 7= Rg4,

Number of Restarts

IoT FND 7 7"V 7 —< a 3 i ARl L 7= B3,

Memory Allocation

IOTFND 77U 77— 3 > @ A€ U fEROE| Y 24T (GB),

HER.FAR. B X O RAKRA v b D5
[oT FND |Z.HER.FAR. B LWV KA v MIBL CTERT DR T A A ERE RO T IV I A—TIk LET,

i oY ak=i)!
Device Info

Event
Config Properties

Running Config (FAR)
Mesh Routing Tree (FAR 3 £ U ME)

Mesh Link Traffic (FAR)
Router Files (FAR)

AL
T AMEROFHEMEF R LET (T AL 2 T a7 4 |25 M),

FAR 35 LU ME [ZDOWTIEIOTFND 1227 7 7 b KR LET (17 3A 2 7T 7 0FR %
ZH).

TS ZCBHEAT DT DA Ry MIBET AR ER R LET,

TNA ADREFRRRTONT 4 2RRLET((TFAA R T a T 11 25H),
INHDOTaRT (T BRET DT RNT 4 LZDOH LVMEEIEE L TS CSV 7 7 1 /v
EAUVR— T HZETRECEETUTAAL ZARET 0T ¢ OET |2 5H),
THAADFITAY T 4 Fab—a U ERRLET,

Avva =T 47 V) —%EKRLET,

FAR D354 [Mesh Routing Tree] ~X1 /121 ME 7> 5 FAR ~OfFEHAIHE/R T X CDO /L —H
MFERENET,

ME ®355 . [Mesh Routing Tree] A 2T FAR ~D A v &2 b— FRFRSNET,
Avva Vo7 N I7T74 v 0 DFATR2Ey MNIPBEA TRFIICRRLET,
.../managed/files/ 4 L7 hVIZT v 7 ua—FR&NFE7 7 A VE D A MERLET,
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EHROIT I Bl

Raw Sockets (FAR) TCPraw V7 v b (3 29(252 X—) 2BH)DA N v/ BL Oy vay T—%%1
A MR LET,

Embedded AP (IR829) B INTWAT IR RAL L FDOA X M) GRE)DFEMBLOA N w7 %) 2 b
FoRLET,

AP Running Config (C800 ¥ Xt HBRINTWET 7 ERA RA LV FNOFATRET 7 ANVE Y A RERRLET,
IR800)

[Detailed Device Information] X—YWHETTEAHT 7 a v
[Detailed Device Information] X— Y TlI,. T34 A X A FIZX > TRDT 7 v a v EREITTEET,

Action EE|

Show on Map TNRAADV T alr—varvkgZhRy 7Ty 7 U4 NuERRLET [Map] B2 —T
W7 4 — Ricleid:Device_EID] & A LTH. R UHERICAR Y £97,

(ME & 72)

ping TRA A ping ZERFEL.ZOFRy NI — 7R EHRLET, 734 A0 pingz & L TL
7ZEW,

traceroute FNRAA~NDNL— 2 N —ZALET . TN ZA~ADNL— D ML —2EFBR LTI,

Refresh Metrics TNA ZZNIOTFND ~D A MY v 7 2R ET 5 K2R LET,

(HER & FAR D7) () 10T FNDET NSA AD A MU » 7 IZBEEEZHI D B TTL I W, A MY v 7 ORREEIZT

7 & 29 % 121%. GetMetricHistory North Bound APl = — /L Z{# fH L £,
Refresh Router Mesh Key =4 ME X —%2HFHLET N—F A via F—DOFHFEER LTI,

(FAR D7)
Create Work Order J— 2 F—H =% LET, TV — 7 F—H—DIERE SR L T &,

(FAR & DA 7 — D = A DH)
Sync Config Membership ZTOFNRAL ADBEA L A= TERBLET. T REAL L F A= o 7ORE 25

BLTLZEN,
(ME D7)

Sync Firmware Membership  [Sync Firmware Membership] 227 UV v 7 LTZDF A ZADT 7 —L T =T AL N_N—2 v
ZREML. Z0%. [Yes] #27 ) v 7 LT T utvx&25%T LET,

(ME ®72)
Block Mesh Device ME SNA 2 &7 1y 7 LET,
(ME ®72) EE: UL BERN 2 B E T,

(#%) [Block Mesh Device] 1. Itron OpenWay RIVA CAM & ¥ = — /L % 72 1% Itron OpenWay RIVA
RT3 AF L Itron OpenWay RIVA G-W (Gas-Water) 7 /31 A TIIfH T £ A,

T A4 NHEER LT N A AR OHFIE

HAZE > TLIOT FND (2 L W B I DT /31 ZAOENIERIZR D560 H D £9 (loT FND (F# K 10,000,000 OF /34 2 %
FELET)[Map] B2 —FB LU [List] E2—TOT A 2D ERLR TR EEH T H720DIZ 10T FND L7 4 L Z 24 L T E
T HAF~A XENTZT 4NV EBINTDHZEETEET, 7 4 /0% 1L, [Browse Devices] ¥ 7% X O [Quick View] # 712 &S
nET,
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[Browse Devices] 7 « /L%

[Browse Devices] A NIUL FHAABDT NA A T 4 )V ERFRENET, T H DT L& % [List] £ = —8 L O [Map]
Ea—TOTNAADRFERHLET  F7 4% = FUIZKLIOTFND (X7 31 A U v bad y apIZR R LET,
[OT FND (2. =Y %2 U m— R LA CTH HEMICT A Z AT FE2THLET X 5 OFITIT R bfizoT 2 RRA » F T
PRI INTEY , 2T LY IROMIIAI T 1 /L% )3 [Search Devices] 7 «+ — /b I A &4 E ¥ : deviceType:cgmesh
firmwareGroup:default-cgmesh,

5 ME 2R T B 72D DIIAIT 4 IV EF

.'alllltélﬂ". ToT Field Network Director Devices Operstions , Config Adwin mot v  Time Zore: Amenca/Los_Srgeles

Dashboand Furld Deaces Head-End Routers Senmrs

Hrvwse DEvies Quack ey devicaCalngony andpoid Saarch Devices | Srow Ftors | Quch Ve Rl =
& aFaN
- Cwica Map | Confiy | Defsul ~ | Fmese | PLCMesh | RF Mesh | Seouty | 4
@ ROUTER 18) Label = | muli gt = | Move Actions = = Dinplayieg 1 -3 Page 1 |
COR1000 (3} Mash
=041 b Shanes  Fundbon (P4, Heter 1D PANID Hops Mesh Parents  Mesh Childnen Frm
TR0 (2 T3E T B cuesar e Tymener
: 7 ] e
H w=EmE e
B unheard (2 7 e
B uew B e ——
H w=mr e
« Hl ENDEOINT (8)
B wemen e
METER {8} 0 B s=mEn P
GATEWAY (1) DY 7 3bab(r 300007 B v e
B unheara iy
L4 >
& H0E2-2015 Checo Systerms, Inc. Al Rights Resansad, (version 2.2.0-88) [r— -1 Yo an

[Quick View] 7 ¢ /v &% OVERLE L OVRtE

[Quick View] A NCIZ HAZ L T ANERERINET ZORL L TIANEZE IV v I THE T4 NABTERINTND
RBIAER T2 T A ANRFREINET,

[Quick View] 7 « L% DERK
[Quick View] 7 « /v & ZAERLT HICIZ RO FIAZ FAT L £
1. EEDT /NA A ~X— T [Show Filters] %27 U > 7 L.[Search] 7 + —/V RIZ7 4 V¥ ZBMLET,
T A NVE DBIMOFEANZONWTUE 7 4 V2 OB ZS LT 7ZEN,
2. [Quick View/Rule] kv v 7 &Z v A =a—) 5 [Create Quick View] % ER L £ 77,
3. [Save Quick View] 1 7 1u 7R v 7 2@ [Name] 7 4+ — L FiZ.[Quick View] 7 4 /v % DL RiEZ AST LET,
4. [Save (R 227 Vv 7 LET,
[Quick View] 7 « /L & Offte
[Quick View] 7 1« V& Zimd E 72 3 HIBR T 21X RO FIRE FZIT L ET,
1. [Quick View] # 7% 27 U v 7 L kT 57 4 V2 @R L £,
2. [Quick View/Rule] kv v 7 & 7 A ==— 5 [Edit Quick View] Z 3R L 97,
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3. [Update Quick View] #1471 7R v 7 AT MHEREF {7\ [Save] #27 U v 7 LET,
4. [Quick View] #HIkx3 521X, [Delete] R& > %227V v 7 LET,

7 4V Z DB
[Search] 7 4 —/V RIZ7 4 VX ZBINT AT ROTFNEEZ FEITLET,

1. [Search] 7 4 —/v KO TFIZ [Add Filter] 7 4 —/v K372 W41, [Show Filters] 227 U v 7 L £,
2. [Label] Kry 7 H Ty URARNLT 4 VEEBRLET,

Ry 7F 0 A=a—THE TR TOT AL ZERIT IV DT A NVEBREHRZEINTWET, ZNHDOH T TV OFEMITHON
T N—HDEE2—DfH I B L T ZE0,

3. [Operator ()] Fr v 7 Xy A=a—bEATEZEIRL T,
ERFOFEMCOWTIE. R 32BR LT EE W, [Label] A =2 =268l A bV v 7 (7= & 1% [Transmit Speed]) &R
5L BINT 27 4V EZ I —ERHOEAETEE T £9,Date/Time D7 4 /L Z IO\ T, Between ERFAHFHLET, H L
V= REERFERLT, 7 VZOAFHRIZEELET,

4. [Value]l 7 4 — /L RIZ, — B S A F73 B A Y v 7 OBSIEO#RFAEZ ANT A0 7k ke y 7F o A=a—h
DFEHFRE A SR L E 9,

5. 8M([+])R& %27 U~ L.[Search] 7 4 —/L RNDEAED 7 4 VEZRELIZ T 4 L Z EBIMLET,
BB ANV EEBINURTAHAIE. 07 A& BVIELF9,
7 4 VX TEE A
#* 3T T A NVEOERIEATE DA T2 R LET,
% 3 T4 NVEEET

GRS B

: L

> FoREW
>= Lk

< X/
<= T

<> FLLIRWD

ENL 3

loT FND i3tk Dfi e 7 =V SFEM LY AR— L ET,

Search := filter [filter ...]

Filter := fieldname operator value

operator:=<|<=|>|>=|<>|=]:

[Search] 7 4 — /v R332 7 4 M ZZAERLT H & L RO BITIER LT IZI 0,

B K7 —)b RiZi%, 5 —# % (String, Number, Boolean, 1 X O} Date) M5 & SNV E T,

B [String] 7 4 —/V RIZIIXFHNEED D ZENRTE . ZNDEMRBT DI SCFFFEME (M) ZEH L ET
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TN ZADEH

B [Numeric] 7 4 —/V FIZi3. 10 3 ((E RS NG L LTIRESN D) B2 EHDD Z ENTE . IO ZMHBRT 2120 Bl
WA T (1> I>=) Ty T<=) Te> ) BHEHLET,

B [Boolean] 7 .t —/V RIZi, ltrue | £ 721X false ) DXLFHN 2 & D Z LN TE £T,

B [Date] 7 1 —/V KiZiX.yyyy-MM-dd HH:mm:ss:SSS DI THM A EH 5 Z LN TEX F9, B MR T 510, S b
BHYEHERLET,

RAWLTANEZOHERLET,

* 4 7 4V F D

T4 INF B

configGroup: "default-cgrl000" default-cgr1000 7 /L —7 2@ T 5T _XTOF A 2 &M LET,
name:00173* 4|75 00173 THAE S TTd FAR ZH L E T,
deviceType:cgrl000 status:up FE) L CEIfE L TV % Nevada 7 /L —7HNDF =T CGR 1000 %
label: "Nevada" *ﬁ;’:lj Li@_o

—fEA VAR — K T v a Ly OFELT

loT FND CTiZ . KO—FfiA VR —F T/ v a v EFETTEET,
B T AO—FEBN

B TN RO—FEHIR

B SRR S ansT o O—GEE

B SULO—FEEM

B S5 O—FEYIER

T INA AD—FFIBIN

[Bulk Import] K v 7 &7 X =2—7T [Add Devices] + 73 a v Z#IRJ25 & .CSV 77 AL %H LT FAR 8L O'HER % —
#5 L T loT Field Network Director |28 T& 9,

T A —fELTEMT 213 ROFIRZFATLET,
1 AEE DT A A <=2 T [Bulk Import] Km v 7% 7 *==—i»b [Add Devices] Zi#IR L £,

Default |« RF Meash || PLC Mech Security Config | Firmware security o=

Map Lab=l = | Bulk Import = Maore Actions = |

|_ Name Add Devices t Heard Hops

[] 000781080030 2600 Add Label inutes ago 1

[F]| ooo7s108003C2601 Remove Label minutes ago 1

[ o0007E10B003C2602 Change Device Properties mminutes ago 1

[} ooo7E10B003C2E03 Remove Devices minutes ago 1 o
[7] 00O7E108003C 2604 = T rminutes ago 1 E
T e L et T Tl o W! [ 17 mmimitkme =me 1 o0

2. [Browse]l %7 U v 7 LA vR— b TDT14 ZADEREET CSV 7 7 A V& HRFE L. [Open] 227V v 7 LET,
HER OEMDFEEANZ W TiL. [loT FND ~® HER OEMIZ SR L T 72 &0y,
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FAR DBHIOFEMIZ DUV TIL, ToT FND ~® FAR OB # S L T 72 &0,

(IE)FAR IZOWTIL, v A 1 X— =239 % Notice-of-Shipment XML 7 7 £ V& H L CFAR 21 ViR— 452 &

3. [Add] %27V v 27 LET,
4. [Close] #7 Vv LT,

loT FND ~@ HER @3B/

loT FND ~®DiB/fjD HER DR E
HER % loT FND |Z3BM3 AR KD & 512 .SSH T Netconf 1/ L CT.HER % IoT FND T TX 5 L 9B/ ELE T,

hostname <her_hostname>

ip domain-name <domain.com>
aaa new-model

no ip domain-lookup

ip ssh time-out 120

ip ssh version 2

crypto key gen rsa

netconf ssh

netconf max-sessions 16

Z DA <her_hostname> 13 10T FND — DA A "4 £721X IP 7 R L A, <domain.com> % HER 3 X ' loT FND 23 & EE4 %
RAAL L DARTTT, KBEE Y hT—27 Tl 2 A L7 7 ME 120 D HE T,

HER % IoT FND IC X VI CE D L ORRE LD RO ENTED Z L AR L ET
B HER OEHA ¥ —7 A A% ping TX 5,
B SSH THER OFHA v 4 —T = AT VLA TE ZOMHAHETHD,

HER DiBN

HER Z3B/03 21213, A LT & Thuichi < £ HER 24 1 DU EOIT Ok S o IROBID & 5 72 CSV 7 7 A V& Ak
L ET,

eid,deviceType, lat, 1lng, ip, netconfUsername, netconfPassword
ASR1001+JAE15460070,asr1000,40.0,-132.0,172.27.166.57,admin, cisco
ASR1001+JAE15460071,asr1000,40.0,-132.0,172.27.166.58,admin, cisco

#BIZ.CSVIZ7ANMZEDDLT 4 — IV FERLET,

(X)) TS, ABRET 4=V ROZTLRIZOWTII TS 2 FaF 1 28R LT IEE N,

#5 HER f VR— DT 4 —/L K
74—V K G|
eid TN ADOEFZHA T (EID) L ID(PID) , 77 AFi 5 B8 L VHER O3 U 7 L% 5 (SN) 7> S Ak
S E 3 (5 : HER_PID+HER_SN) ,
deviceType TN A XA 7 1F.asr1000 £ 7213 isr3900 (2T HMERH Y 97,
lat (£ HER D357 (L & #R ) .
Ing

193



F A R DR

#5 HER 4 VB — FD 7 4 —) K (R X)

74— K Wi

ip HER D IP 7 RL A, ZD7 KL A 10T FND — "0 L RIFERBECTH A MENH Y 97,
netconfAddress

netconfUsername [oT FND 7% HER 128zt T~ 5 7= DI T2 SSH =2 —HF 4B L UOVIA U — R,
netconfPassword

HER %iB/13 % & 1oT FND @ 27— 4% XX [Unheard] &£ HAR SN E T, HER OFR—V > 7% 1oT FND O X7 —# A% [Up] IZE &
SNETUOTFND (X155 2Ly 7 7T 9 RCHER ZR—Y VT L TCT NN, ADA M) v 7 ZINELE T, LIz T,
HER % loT FND (2B L 728212 HER O AT — % AN {Up} 1272 D ETIZ 15 DL ED0 D 2 E13dH 0 £8 A, 7272 L. [Refresh
Metrics] (Refresh Metrics) #7 Y v 7+ 252 T HERDFR—Y 7% N H—T& £,

loT FND ~@ FAR @3B

% . 10T FND {2 FAR B3 DITi%, v A 2 78— = b —H 2215 S5 Notice-of-Shipment XML 7 7 A L& L £
T DT AT, 22— PFICHFTENTZTRTOFAR DR La— RREENTVWET.CGR DR L a— Foplz R LET,

<AMI>
<Relays>
<DCG deviceClass=?10.84.82.567?>
<PID>CGR1240/K9</PID>
<R>
<ESN>2.16.840.1.114416.3.2286.333498</ESN>
<SN>FIXT:SG-SALTA-10</SN>
<wifiSsid>wifi ssid 1l</wifiSsid>
<wifiPsk>wifi psk 1</wifiPsk>
<adminPassword>ppswd 1l</adminPassword>
<type6bPasswordMasterKey>secret 1l</type6bPasswordMasterKey>
<tunnelSrcInterfacel>Ethernet2/3</tunnelSrcInterfacel>
</R>
</DCG>
</Relays>
</AMI>

XML ET 7 b— b &AL TRIEARER T X TOT A A T T (DY A MI TSR TanT 4,239 =V i %
LTS IZEW,

ZOFTHEHEINTWVWSL RLI—FTERINTWDS FAR DT a7 4 &% 6 1IIRLET,

&6 FAR A VHR—bD7 4 —)V K

74— K Bl

PID VAT IR E TSRS ID, B IITEIRI S TV ER A,

SN FAR DLV 7 L&,
(¥#) 10T FND i%.PID & SN %A+ T FAREID Z{ERL L £,

ESN VAT =k F—I2L Y FARIN®O WPAN 2 v = Z—RiZElv 4 Tonzy ) 7%
B ZD7 4 —/L KL loT FND TidEH &N EH A,

wifiSsid ZOoBERIT Ea T4 Fal—va DT AP A X— hF—|2X - TFAR

wifiPsk gj; L CRESNET 10T FND &, 2O A REROBER D2 0ICT —F = AR AF L

adminPassword
adminUsername (3#)CG-0S CGR Tl .fixk 2 2D SSID NFFAI S E T,

type6PasswordMasterKey

tunnelSrcinterface
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FAR ® HER ~®O~ v &' 7
o RADTaEY g =0 0B FAR O HER ~D~ v B0 7 &2 RE L7213 10T FND T KD 2 DD FIEDWT )%
LC~v Y BV ERETEET,

B Notice-of-Shipment XML 7 7 A AINOFTXTOD FAR L 22— RiZ~ v B 7IEREBINT 5,

B FARDHER ~O~ v VBV 7 EIEET S CSV 7 7 A WEIEKT B,

Notice-of-Shipment XML 7 7 A /L ~® FAR ® HER ~D~ v ¥ 7 DB
FAR % HER |2~ v ¥ 79 % |Zi%. Notice-of-Shipment XML 7 7 £ LN D FAR L 22— RIZ HER 7' 2 /%7 ¢ ® tunnelHerEid 5 X
N ipsecTunnelDestAddr1 B0 L £,

B tunnelHerEid 7 =35 ¢ L. HER @ EID ##5&E L £,

B ipsecTunnelDestAddr1 7 v/ X7 I HER D h > RV IP 7 RLAZEELET,

Wizl Zr LET,

<tunnelHerEid>ASR1001+JAE15460070</tunnelHerEid>
<ipsecTunnelDestAddrl1>172.27.166.187</ipsecTunnelDestAddrl>
</R>
</DCG>

FAR ® HER ~D< v ¥ 7D CSV 7 7 £ L ~DiBN
CSV 77 A V&M LT FAR # HER I2= v ' 74 AIZ1Z.FAR @ HER ~D~ v BV ZDZFNENIZONTDOITEEBM L £9,
Z DT TIE RIZRT CGR Ol X 512 FAR @ EID. %)t~ 9 % HER ® EID.BXTHER ® F > %)V IP 7 KU A IFET D MLEN

HYHET,

eid, tunnelHerEid, ipsecTunnelDestAddrl
CGR1240/K9+FIXT:SG-SALTA-10,ASR1001+JAE15460070,172.27.166.187

T INA A D—FEHI R
BT 2T A ZADOED 2V A RERLTWS CSV 77 A NLEHEHLT. TN, A2 —FELTHIRT 2 Z N TEET,

HE FAR ZHIBRT 25 L 0T FND 1, 26D T A AZBE#EMF T 5N TV TR TOUV —2AEZN7=IP 7 R A% CNR I L,
HER 2>5%t 45 b o RV ZHIBRL £,

TNA A% —FE L CHIBRT 212X RO FIEZ FEIT L ET,
1. [Devices] > [Device Type] &R L £,

2. [Bulk Import] > [Remove Devices] %R L £,

Default |+ RF Mesh || PLC Mesh Security Config | Firmware sacurity -

Map Label = | Bulk Import = More Actions = Export G5V

174 ltems selected (Max 1000)  C Add Devices

[¥] Name Add Label t Heard Hops

[¥] Doo7B10SDOZC 2600 Remove Label inutes ago 1

[¥] DO07B108003C2601 Change Device Properties minutes age 1

/|| DDOPE108003C2602 Remave Devices minutes ago 1 e
[¥]| ooo7etoso0zcas0z = T | E
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3. [Browse] #7 U v 7 L HIBRT 5T A ZADEHE &L CSV 7 7 A V&2 #HFE L. [Choose]l #7 U v 7 LET,

DT PHEEND CSV 74—~y bOBIZRLET, ZOHBA.CSV 7 7 A /LiE.3 2D CGR & 1 2D HER Z##HE L T\
iﬁ—o

eid

cgrl000-CA-107

cgrl000-CA-108

cgrl000-CA-109
asrl000-CA-118

4. [Removel #7 V v 7 LET,

[Remove Devices] 7 1 > Ko ® [Status] &7 ¥ 3 2, ZOBYED AT — & ANFRE N FE T, [History] 7 > a i, 2o
BEICEE T ZF OO FRPI R ENFE T EENH - 725E 1L [Failured] 7 7 2NOXfINT 2V v 7% 27 ) w7 L. =7 —|ZT
DEEIE R BUS L E T,

5. T L7=5.[Closel #7 VU v 7 LET,

TNA A TaRT 4 O—FFER

[oT FND TiX.CSV 7 7 A VEFHH L TT A A 7 a7 4 2—fFEL THRETEET . 2L 21X %KD CSV 7 7 A Vid FRE LT
HER Of&fE L REAET L E T,

eid, lat, 1ng, ip,
ASR1001+JAE15460070,42.0,-120.0

TNARATaNT =L THRET DT ROFIHEFITLET,

1. fEE DT /XA A ~2—C, [Bulk Import] > [Change Device Properties] %R L £9°,

Default [+ | RF Mash || PLC Mesh | Securty | Config | Fimware || securty | &

Map Label = | Bulk Impart = More Actions =
|_ Hame Add Devices t Heard Haps
[} ooo7ei0e002C2800 Add Label inutes ago 1
[} ooo7eioeo0zC2e01 Remove Label inutes agp 1
[} ooo7eiceonzczen: Change Device Froperties tinutes aga 1
781 3 . i i
[} ooo7eioeo0zC2e0s ErrraT inutes ago "
[} ooo7eioe00zC2e04 -~ — rrminutes ags 1 T
o
T NRMONDANTN ICNC m Fa 17 minntae ann L] o

2. [Browse]l 27 U v 7 LBRETDHIT NS AL TH7 0T DY A 25T CSV 77 A L& KRF L. [Open] 227V v 7 L
F9,

3. [Change] #7 V v/ L&,
4. T L= [Close]l #7Y v 7 LET,

7L O—FHIE

T AT AR HTH 2 LT T ARRIC S V=T TEET, TIMAT A 2 5 A TIIEBUF T Y LD
B4 TDF AL AT NEEDTAAEEID B TH 2L RTEETEE DOF A AHHD TV EHDHTH L NTEE
TREIN—TBECT 7= by =T J =T LIERRY TSR 5 TODHY =R 5 F— S 1 ) E A,

loT FND TiZ.CSV 77 A &M LTI~ N& —FEL TBMTEEF,CSV 7 7 A VT T EBINT 57 /3 ZAD Y A b Zfi
ELET,
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FTNA A TV EBINT AT ROFNEEZFITLET,
1. [EE DT XA A R_X— T [Bulk Import] > [Add Label] Z &R L %7,

Default |+ RF Mesh || PLC Mesh Security Config | Fimware security o

Map Label « | Bulk Import = | More Actions =
| Name i t Hes ops
B w Add Devices Heard Hep
[ 0DO7E108003C2600 Add Label inutes age 1
[C] 0DO7E108003C2601 Remove Label inutes ago 1
[ 0007S108003C2602 Change Device Properties inutes ago 1 g
[C] 0DO7E108003C2603 Remove Devices inutes ago 1 £
[[] 0D07S108003C2604 1= | T T inutes ago 1 5

2. [Browsel 227 U v 7 L.~V EBMTHT AL ZDY X b a2E&te CSV 7 7 A V&K L. [Open]l 27V v 7 LET,
UTFIZFHEREINDCSV 74—~y OB ERLET,

eid

cgrl000-CA-107
cgrl000-CA-108
cgrl000-CA-109
asrl1000-CA-118

3. [Label] 74—V RC.T_XNEANT L RR YT H T Ama—nb 7L ERIRLET,
4. [Add Labell #27 V v 7 LE7,
[LABELS] @ o [Browse Devices] ¥ 7 (ZE~A ) IZT _XANFERENET,
5. % TL~=b.[Close]lZ27 Y v 7 L%,
7~V D —FEHIER
[oT FND TiX.CSV 7 7y A V&AL T~ —fE L THIBRCTE £ 7,
TANA R TV ERIRT D123 ROFIRZ FITLET,

1. =EDOT A A ~— T, [Bulk Import] > [Remove Label] Z3#R L £,

Default |« RF Mash || PLC Mesh Security Config | Firmware security o

Wag Lsbsl = | Bulk Import = | More Actions =

|_. Name Add Devices t Heard Hops

[} 0D07E10B003C2600 Add Label inutes ago 1

[F1| oDo7E108003C2601 Remove Label inutes ago 1

[C] o0DO7E108003C2602 Change Devic & Properties inutes age 1

[ 00078108003C2603 Remove Devices inutes ago 1 ©
[C] 0DO7E108003C2604 = T rominutes ago 1 E
- S = = = = L]

. [Browse] #7 VU v 7 L. 7~ NVEHIRT DT A ADU A MeET CSV 7 7 A V&R L. [Open] #27 U v 7 LET,

N

@

Fey7Hy s A=a—THIFRT 27 V2R £,

H

. [Remove Label]l 7 V v 7 L£7,

(4

. [Close] #27 VU v 7 L&,
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F A R DR

JL—ILDHRE

0T FND O —UE, 7 4 NV Z BEOA R MEETLII T 4 VX TERSIN TV IMRBREEIC KT DA N v 7 OZERIC
0T FND N EATT 27 7 v a v ZEHRLET A—MTED ARV MRUEBEIOA MY v 7 LEWEZIHERTE ST,

e REITN—THNDO FAR DAT—X AN [Up] IZEH L7ZHW0WDThH,—N 1 7 (serverlog) IZH A X b A vb—T %A
MU TCT A A 72T~V aBINT 52 ENTEET, ZIUCED TS ATV EBNT 570 A2 k452 &0
TXFE7,

N—VEERT DRI T 2ITO 2N TEET,

B LTI g EETL—EBNT D,

B 7T AN I TT A, AERESEDLT A, ARB 2 2R LT &2 E0V— L2 EHET D,

B TN AERE BT DAR D EEETIEIT AL R TNVEBINTLT 7 vaveab—NEERT D,

B —BIE57 A RAEE—BT AR M ETET AL AL TN EHIRT DT 7 v a v aE0V—VEERT D,

B 2—YPEZEORA =T useralert A XV b BT AT /Y arEEl— LV EEET D,

L=V DFERE L OWRE
N—VEFRRT HITIE RO FINEEFATLET,
1. [Config] > [Rules] Z3&IR L £,

0T FND |Z, 7 —# RX—ZZREFEINTWHHAL—LDY 2 " E2FRLET R 712,20V A MIEREIND T 41—V RERL
*7,

x 7 WN—DT 4 —)V
74—V F B!
4 JL— L D4 i,
Active? N—IWRT IF 4 TINEIDETRLET A—I. T 7T 4 TLENBRWRYEH SN
FHA,
Rule definition JL— )L DFEL,

2L ZIB ROV —IE T AL ADN YT Y 0 LUV B0 % Kl Fdo7z & &I
lIoT FND THEITESNET,

batteryOLevel<50
AT 7 vav N— N LS TETEINDT 7 v a v RICHERLET,

Log Event With: CA-Registered , Add Label: CA-Registered

ZOBITIRROT 7 v a URFATENET,

B O MY AERERTZL—L £ X hD eventMessage 7 BT (&
CA-Registered [ZRET 5,

B CA-Registered 7~V % —ET 57 /A ZTEMNT D,

Updated By NV % BT LT 2 — D2 — 4,

Updated At =V BRI T S iz B R,

2. L=V ERET ST LEIE 7Y v LET,

=)V OFFE ST IED RO W T L= L DB 2B B L T E S0,
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F A R DR

JL— )L DB

=V BINT D IR RO FIRZFAT L E T,
1. [Config] > [Rules] Z &R L £,
2. [Add] 227 U 7 LET,
3. V=V DAFT A LET,

() B 72307 (=) T+ 1 T~ 72 ) 2 AT)4 % & 0T FND I3READT T — b 7 A 2 v 2R LS T 257 4 —/V REREAT
HAFFR L S 512 [OK] R4 v 2RI LS

4, V=)V ET T 4 72T B [Active?] Fo v IRy I At Al LET,
Create Rule %*%| |

Mame:

[] Active
Construct Rule

example: deviceType:cor1000 statusiup ..

Actions

[7] Log evert with:

Severity: -
Ewvent Matme:
[ Acidd Lakel: L%
|:| Shiow lakel status on Field Device page
[7] Remaove Label: L%
Save

5. V=V OWXEALET,
7 4 N OAERUTAE L7 L R U2 L £ MBS e 2L T2 an,
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TNA ADEH

6. ROT 7> a0t b 1 2o0F v IRy I RAEF AT LET,

Log event with: — " 1 7/ HRKE BLPA X MDA X s ry = MICEBINT A2 A vy E—VAEEL
F7,

—  Severity: £ XY MIEID Y THERELLEBRLET,
— EventName: A XY MIEIV Y THA XU MEASTLET (L X M TOMRMEK, 327 X—TE2HH),

7= 21X, 2D 7 4 —/ FiZTRed Alert] & AJ7 L. [Severity] % [CRITICAL] (25 7E L C.[Event Name] (2 TCHECK
MNEMEAﬁLtﬁuﬂﬁ%/*ﬁfé%&/%LOwTD%/7éﬂti/h)Ti%—Amy
(server.log) 6 DOWD T kb U HIZART X 92, eventMessage 7 -+ —/L K3 Red Alert IZRRE SN E T,

16494287: NMS-200-5: May 02 2012 22:32:41.964 +0000: $CGMS-7-UNSPECIFIED:

% [ch=EventProducer] [sev=DEBUG] [tid=com.espertech.esper.Outbound-CgmsEventProvider-1]: Event
Object which is send = EventObject [netElementId=50071, eventTime=1335997961962,
eventSeverity=0, eventSource=cgrl000, eventType=UserEventType, eventMessage=Red Alert,
eventName=CHECK ROUTER, lat=36.319324, 1ng=-129.920815, geoHash=9n7weedx3sdydvlbé6ycjw,
eventTypeId=1045, eid=CGR1240/K9+JAF1603BBFF]

loT FND Ti%.[Log event with] 7 + —/L K CTEF L7z A v &— 2, [Events] ~— < ([Operations] > [Events]) |2
VA RERENDE T BHA_ k= b D [Message] 7 1 —/L RiIZF RSN H LV [Event Name] 238i7-
BT 4 VAT 1,

Add Label: i LW 7~V D4 RTE AJ1T 57 [Add Label] Ray 7 X7y A=a =06 7L EBRLET,

Show label status on Field Devices page: [Browse Devices] ~XA > @ [LABELS] &7 v 3 2, ZD/L—/L % b
UH— LT ADAT—H A% TR LET,

Remove Label:[Remove Label] ke vy 7 ¥ 7 2 =a—nbHIBRT 2 7L ERIRLE7,

7. [Save (1A ] 227 U v 7 LET,

L=V DT 7T 4 T4k
0T FND TiX. 77T 4 7L EN TR WEAS L—/LITEA S EE A,

N—I&T 7T 4 7T DT RO TINEEFZITLET,

-

N

w

Ea

a

. [Config] > [Rules] Z3#&R L £,
TITATIT DN N DF =y IRy 7 AERIRLET,
. [Activate] #27 YV v 27 LET,

[Yes] #27 U v 7 LTA—NET VT 4 7L LET,
[OK]Z27 U v LET,

I—IVDIET 7T 4 Tk
V= IFET 7T 4 7 Ei D & loT FND T SN EH A,

N—=NaIT 7T 4 TALT DT ROFIEEZFATLET,

1. [Config] > [Rules] Z#&IR L £,

2. TV T AT TAN—NDF =y IRy 7 AEEIRLE9,

3. [Yes] 22V w7 LTA—ARET VT 4 7L LET,

4. [OKl =27V v 27 LET,
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54 2 DS

JL— L DR

= EHIER DI RO FIRZ EITLET,
1. [Config] > [Rules] Z &R L £,
2. HIBRT 2N —NDF =y 7 Ry 7 A BRLET,
3. [Delete]l 7V v 7 LT,
4. V= VEHIBRT A 5AIE [Yesl 227 U v 7 LET,
5. [0K]%#27 YV vy 27 LET,

TN ADFBE

Z DI TIL 0T FND TTFNA R &R ET HHECOWTHHALET ROBERZRY LFET,
B T, R T N—TORE

B ROUTER #E7 v 7 L — h DOtk

B ENDPOINT #&%/E7 v 7' L — b Otk

B FAR ~OFEDT v =

B Ayya T RRAV DR EDT v =

TNA A T N—T DERTE

[oT FND TiX. 7 /3A 2 & —§E L CEBT 57227V —7 % L £, 10T Field Network Director (Z FAR Z BT % &,

loT FND i FAR %) 725 7 # /L ks @ ROUTER %€ 7' /v — 7 (default-cgr1000) |2 H #1191ZE 00 L £ 97, Me (X — % 35 L (' Range
Extender) B4 2% & . loT FND 1315 %5 7 /L @ ENDPOINT 7% & 7 /L — 7 T& % default-cgmesh (ZiBIN L £,

B TSR T N—T DIERR

B TAAARET 0NRT  OEE

B O TN—T DT A ADKE)

B RETN—TADTNA ADY A FER

B EHIR A R MBI E = F U A v —DRGE

B TN ARET N—T DHRTER

B SR S(R T —T DY
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F XA R T —T DOVERE

7 7 4L K T.loT FND 1% [Devices] > [Field Devices] ~=*— UMDY U —IZFEH I TWBRDT NA ZATN—TZRO X S ITE
%% Lij‘o

T I— T4 BiCs!
default-act 7 4V kT3 TCOD Itron OpenWay RIVA BXT 734 A (METER) 1.2 D 7 v —
TDRA L N—TF,

B [Group] REHLOTIZY 2 b EN 5l 4 D RIVA BEZRT /3 AIKRD L 9 (2%

RENET,
OW Riva CENTRON

default-bact 77 %)V kT, 9 XTD Itron OpenWay RIVA G-W (F A7Ki&) 7 /34 A (METER) 1%
ZDITN—T DAL N—=TT,

B [Group] RHLOTIZU A &N 54 D RIVA KiEA —F —ITRD L H IR

REINFET,
OW Riva G-W

B [Group] RHLOTIZU A RSN D% D RIVA HA A —Z—[FRD K HIZFR

REINFET,
OW Riva G-W

default-cam 77 4V kT, §XTD Itron OpenWay RIVA CAM E ¥ = —/L (ROOT) i Z D7
=T DAL N=TT,

B [CAM] AAHILOTFIZY A hxibE 4 D RIVA CAM £ =2 —/WFIRD X 512

FRENET,
OW Riva CAM
default-c800 F 74 h T T RTD C800 BLUNISRUL—Z) X Z DI N—T DAL R—TT,
default-cgmesh F 74/ h T T TO cgmesh =2 RAA > b (METER) X Z D7 /v—F D A
N—=T7,
default-cgr1000 F I3 T TRTO CGRUV—=Z)ZZ DT N—T DA L R—T1,
default-ir800 F 74N R T FTRTO IRB00 (VL —Z) I Z DI N—T DA L R—TF,

BT THIE TN—=T1F . FDITN—THNOTRXRCDT NN, AT v a i T 74V NRET VL — b eEHRLET.27EL
—FEDTNA RBNOT T — b EBATOINERS LD GEIT I LI AT EER L LEIE LT ZEDOT 7 4V NRET
VT U— b EEELET,

)T 74N IA—T TR CTEERAN . TOARNMIEFE CEE 4,2 L. 2RSS ETA . T 74V D
ROUTER 7 v — 73 XU ENDPOINT Z L —FICiZm U7 A v MER S —H HAX N TA—FI3 R BT A I U MERS
NET TAILDEZBIZONVTIE.EK 5 2R LTLLIEEN,

B  ROUTER 7 /L — 7 D{ERk

B ENDPOINT 2 /L — 7 DOAER

ROUTER 7 /L — 7 D{ER,

() CGR.IR800, 5 L T*ISR800 (% 1 DXy bV —2 RICHFTEES L L TN TON—F IA T2 ERN AL L T
L— b BT DRERH D T,

ROUTER &% & 7 /V—7 2 BT DITIX RO FIEE FEITLE T,
1. [Config] > [Device Configuration] %34 L £,

2. 77 /v Z)L—7® default-cgr1000default-ir800 % F4R L £ 9,
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54 2 DS

3. [Add Group] "% > %27V v 7 L£7,

cisco 10T Field Network Director

App Management Device Configuration Firmware U
est?

CONFIGURATION GROUPS E GroupMen

Assign Devices to Group | Change Device Properties

- ROUTER
B defaultc200 (0)
B default-cgri00o (3)
B defaultir200 (2)

E5 test (o) =
E5 test2 (1)
a ENDPOINT
B default-cgmesh (8}
B default-irs00 (1)
N o S
4. T NV—TD4HIEANTILET,
Add Group ®
Mame:
Device Category: router

Add

391263

TNARARTIUNRT 74/ FTEIREINTNET,

() #2072 305 (T=) T4 ) T~ 172 8) B AN 5 L JoT FND READT T — b 74 3 &35 LN T 57 4 — FaRET
AR L, & BIC [OK] R4 o 2 i LE+,

5. [Add] 227V v 7 LET,
[ROUTERS] U A k (ZEAXA NIZH LW —T = N RFRRENET,

B AN —T ORI ERET LT A, ARE T N—T OAFIER | 2 2R LTS,
B A —TEHIRT 2 TS R T A—T ORI ZBRL T IEE N,
ENDPOINT 2 /v—7 D 1Ejk
ENDPOINT 7 /L — 7 2Bl D ITIT RO FIEZ FEIT L E T,

1. [Config] > [Device Configuration] %4 L £,

2. 774V Z—7 %8R L ¥ 9 (default-cgmesh, default-act, default-cam)

3. [Add Groupl(@)RZ > %227V v 7 LET,

4. I V=T DA A LET,
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TN ADE P

Add Group ®

Mame:

Device Categony: router

Add

391263

(B gy 72 e (T=) T+ [~ 172 ) B AT19 D & JoT FND IIHREDT T —h TA 2 2 FR L ST D7 4 —/V NERAET
FRFHE R L, S HIZ [OK] R ¥ v 2 Bhiz LET,

5.[Add] &2V v/ LET,
[ENDPOINT] U 2 ~ (EE_A NITH LW A—F = N RERINET,
B UN—TOLEIEEFETLERIL T AL ARESN—T DLRIERE | BB L TLEEND,
B L —7EHIET AT T A T —TDlEI 2B LT TE &,
TN, ARET 0 RXT 4 DEH

F A ZADfEAZET L 7= Device PropertiesCSV 7 7 A L& 7 v 7 — R4 A2 L T TN, ADOREFRER T 0T 4 #ERTX
7,

TNAARET AT 4 BRI DL ROFNEEZFATLET,
1. [Config] > [Device Configuration] &R L £,

2. [Change Device Properties] %27 UV v 7 L %7,

imniin
CIsCo

AppManagement  Device Configuration

IoT Field Network Director

Assign Devices to Group || Change Device Properties ‘ te

CONFIGURATION GROUPS %

4 &% ROUTER
B default-ca00 ()
3. [Browse] #7 U v L.7 v 7' u— K325 Device Properties CSV 7 7 A /L &R L £,

4. [Changel 7 U v 7 LET,
5. %TL7=5.[Closel 27V v 7 L&,

B 0T FND O EFRERT /SA A a7 4 DU A MIOWTL TS 2 T aT 4 28 LT EE0n,

BD T N—=T DT N A ADFEHE)
FRA A% I N—THTBE:T DT RO 2 SOHERD D £
B JIORE T N—T ~DF A ZADOFINC L HBH)

B MOFRET IN—T ~DFT XA AD—FEKH)
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TN ADE P

BDOFRTE T N—T ~DFT 3 ADFEN L 58
FNRA ABWNOBRE T N—TNBBT 5L ROFIEE EITLET,

1. [Config] > [Device Configuration] 4R L £,

2. REIN=T(FERA)DY A RN T N—T 2R L ET,
3. BT HT AL ADTF =y I Ry 7 REBRLET,

4. [Change Configuration Group] %27 U v 7 L£7,

Group Members Edit Configuration Template Push Configuration Group Properties

Change Configuration Group

1 Iterns selected (Max 1000)  Clear Selection

[] sStatus MName IP Address Last Heard
Ll CGRI120/KS+IAF1548AMBE 2001:420:Tof F8-0:0:0:9 043022, B
o CER1240/K3+15]1538000Q 2001:420: Thf :628:0:0:0:3 2013-D2-2.. 2

5, XA 70l Ry 7 AD KR v THE T A=a—nh TNA ZAOBEE I NV—T 2R L ET,
6. [Change Config Group] #7 V v 7 L £,
7.[0Kl %27V >y27 LET,
M DBIE S N—T ~DF /34 AD—{FHB)
ZHOTNA A TN —THTEEIT HHAILBETHT A ADY A NEETLCSV 77 A Ve A ViR— N LET,
72 & 21ERD CSV 7 7 A &3 5D CGR @ EID OB#&#HE L T\ ET,
eid
CGR1120/k9+JS1

CGR1120/k9+JS2
CGR1120/k9+JS3

TNA A% —FE L THORE 7 V—TIZBEIHT 22T RO FIEEZFATLET,
1. [Config] > [Device Configuration] % #&R L £,
2. [Assign Devices to Group] #7 V v 7 L7,

NN
CIsCco

App Management Device Configuration

IoT Field Network Director

Assign Devices to Group | | Change Device Properties I te

CONFIGURATION GROUPS %

4 ROUTER

BN default-ca00 ()
3. [Browse] #7 V v 7 L BEITAHT A ADIY A MEETL CSV 77 A L &HRFI L. [Open] 227 U v 7 LET,
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F A R DR

4. [Group] ku v T X T A=a—5 T, ADX =4y b TNA—TZRIRLET,
5. [Change Group] #7 U v 7 L¥7,
6. [OKIZ27 VU7 LET,

RE T N—THNDT A ADY X MR
RIETN—TNDT A 2% Y A FFRT DI ROFIEEZEITLET,

1. [Config] > [Device Configuration] % 3R L 9,

2. RETN—T (A L)DY ARSI N—T 2 RR L ET,

3. UAMADT A AZONWT S HICHERETGT DT ED 227 Y v 7 LET,

EM A R M@ E~—7 X X< —DRIE

FAR O TE 7 N—71ZxbT 2 @I /e A X2 b U@ %E loT FND 23245 ® FAR % [Down] & L C~—F% 7 52T 5D
AT Yy 7 IR RS TIETETHZENTEET L L ZNEFERT DL FAR 70— 712kt 2 EMBY 75k
EWHOHE L ~—0 Aoy ZA<—L 0 D07 BB L HICHEMETHHLERHD £,

7' )L—=7"® [Group Properties] % 7% 2 U v 7 L. [Mark Routers Down After] 7 ¢ —/\ RKOMEEEF 5 LItk . ~—27 ¥y
VAT —HRETEET,

B OEHM A Ny N VRO E

B ~—J Fyr I —DRE

EHI 72 A X N VRO E

ROUTER it 7 /v — 7 DEMIHIA 2 b V@M 2 e+ 213 RO FIEEZFEITLET,
1. [Config] > [Device Configuration] %2 U v 7 L £,

2. ROUTER BREZ NV —F Z iR L E 7,

3. [Edit Configuration Template] #27 U v 7 L9,

206



F A R DR

Group Members | Edit Configuration Template Push Configuration | Group Properties

Current Configuration revision #10 - Last Saved on 2014-05-D7 14:05

<#if farisRunninglos()>
e
If 2 Loopback( interface is present on the device {normally configured
during tunnel provisioning) then use that as the source interface for
the HTTP client and SNMP traps. The source for the HTTP client is not

to the loopback interface are only accessible through the tunnels.

Waiting insures the tunnel is configured correctly and comes up.
—

<#— Enable periodic inventory notification every 1 hour to report metrics, —=
cgna profile cg-nms-periodic
interval 15
axit

<#— Enable periodic configuration (heartbeat) notification every 15 min. —>
cgna heart-beat interval 5

callhome
periodic-inventory notification frequency 360
exit

<#— Enable periodic configuration (heartbeat) natification every 1 hour. —>
<#if far supporisHeartbeat()=
callhome
periodic-configuration notification frequency 60
exit
</#if=

4. ZOFIEZ OS ICEGDH DT,

changed during funnel provisioning because usually the addresses assigned

D S—

<

=#elseif far.isRunningCgOs()> <— <
<#— Enable pericdic inventory notification every € hours to report metrics. -->

— CG-I0OS CGRs

CG-OS CGRs

347219

B Cisco I0S CGR ®#413. cgna heart-beat interval 0/35 A — Z (A 758 L £ 4, R OflI3 45 HAL T,
72 & 213, 10S CGR TEMMA > _ FUBHMN 20 3 Z LA MY w7 2 LAR— T D995, 77

L— MZROITEEBIMLET,

<#-- Enable periodic configuration (heartbeat) notification every 20 min. -->

cgna heart-beat interval 20
exit

B CG-0S CGR ®¥#;413. periodic-inventory notification frequency ™35 A — Z {48 LUMEIZZE L £ 4, KRR

DTS AL T,

5. [Save Changes]l #7 U v 7 L £,

~—0 B A —DRE

ROUTER R EI/N—T D~—I X7 A ~—%RETDINT KROFIEEFEITLET,

1. [Config] > [Device Configuration] 22 U v 7 L %7,
2. ROUTER R EZ/ N —7 %8R L £1,

3. [Group Properties] %27 U v 7 L £,
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F A R DR

Group Members | Edit Configuration Template Push Configuration | Group Properties

Mark Routers Down After (s=cs): | 1800

RPL Tres Puling Cycle {in number of periodic | 2
notfication ntervals):

RPL Tres Puling Maximum Time (in minutes): | 480

347231

Save Ehanges.

4. [Mark Routers Down After] 7 1 — L FIZ EHIRVEEEEEN (x— b E— B) BHIF T 1oT FND IZ35F S vZe < 72 o T b ffd
FBIZIOTFND IZXE Y FARZX D E L TCw—F 7302 AN LET,

E)N— b= EES~—27 00 XA~ 1:83 DERICTHZ L 2RO LET,
5. [Save Changes] #7 UV v 7 L7,

6. RET 7T L— MNOEYIHIR EBESEE )Y [Mark Routers Down After] 7 4 —/L RIZAN LTZEL D RS RESN TN D
TEEMERLET,

a. [Edit Configuration Template] 227 U v 27 L %7,
b. EHARIFREEEBEE D /3T X —Z )y [Mark Routers Down After] D LV HIES BEESNTWD Z & 2R L ET,

BAIOMEIZIZ KTy — I XU DED 3501 OEEFEALET . L XIX. v—27 XU DOfEL LT 3600 B (60 77) %%
R UT=HE EHHIRR EBEEFE DT A — 5' 1% 20 FITRELET,
<#-- Enable periodic configuration (heartbeat) notification every 20 minutes.-->
<#if far.supportsHeartbeat ()>
callhome
periodic-configuration notification frequency 20
exit
</#if>

() BRI A > b U bR ds X OVE I RIREE @ AL & 9~ D BEREIZ.CGR A A —¥ N—Ta » 3.2 ([Tl s E T,
TS ARGE T IN—T DARIEH
TNA ARE T N—T DA EELT DT IROFIEELFEITLET,
1. [Config] > [Device Configuration] %341 L £,
2. REIN—T(ESALL)DY AP ITN—T 2R LET,
3. [EditGroup] 7 A 2 %27 U v 7 LE 1,
YA RND I N—TZD LI~ T ARA o Z %8 & [Edit Group] RZ ANIEET A a0 & LTERRENET,
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TS ADEH

N
Cisco

App Management Device Configuration Firmware Upd

TIoT Field Network Director

Assign Devices to Group | | Change Device Properties ‘ test2

CONFIGURATION GROUPS % Group Membe

4 ROUTER

B defautc800 (0)

B default-corionn (3) I sttus Na
B defaulti300 (2)

2l test 0) /= - =
L test2 (1) Delete

Group

F FRMPOIMT

4. [Rename Group] # A 71 7R v 7 ZTH LWARTEZAS LIOK] 227 U v 7 LET,

)RR (=] T+ [~ 12 )2 AT D ENOTFND 1ZREDT T — b T A AL wF R L YT D7 4 —/b RERETHHA
FRLU,EHIZ[OK] R¥ 28z LET,
FRA R T —T DN

) TN —TEHIET AR F DT N—THNOTRTOF A A MO T NV—FIZBE L TL FE W, BTN —713HIRT
EES IR

BRE I N—T HHIBRT DL RO FINEE FATLE T,
1. [Config] > [Device Configuration] Z3#&R L £,
2. REIN=T(FERAL)DY A RN T N—T 2R L ET,
3. V=T NRETHL LR LET,
4. [Delete Group](en %27 U v 7 LET,
YR NANDTN—THD EIZ~ T ARA L Z&EL & [Delete] 74 a 3RO~ A FAEEE LTERSINET,
5. [Yes] #7 Vv 7 LTCHEEL.[OK] %2 Vv LET,

T RRA VR A=y DR
ME (. 2B T 25 10T FND 74— 12T 2R 2R LE T, 7V —TERPEF D &  ME IZFERIBIORREIZ /2D 7,
72EZIEME A —T DT EER L TH I NA—T DA R_—X (72 21X 7 v MEEPFEIKT) T ITEEFE IR WEER
HDET T ZAREENTHARNE JoT FND I & 0 70— F125% UTFEIT LEEEMENT S A ZIZBEL £8 A ME ZEE O
IRBEICHERF 92 121X, [Sync Membership]l R Z v ZHH L T 7V —THERE T NV—T A= ZF v a2 LET,
T N—T 1% ME IZEET 2 I3 RO FIEZ FZITLET,

1. [Config] > [Device Configuration] %z &R L £,

2. ENDPOINT 7 —7 (Je_A V) B8R L ET,

3. AT 27 N—THNOA L NN—DF = v 7Ry 7 AFRLET,
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F A A DR

4. [Sync Membership] Z27 V v 7 L %7,
Sync Membership

Group Members Edit Configuration Template Push Configuratio

[ status = Mame IP Address

347278

r = P e LY BT T T L.ooo

5. JV—TDANR—=yTEREMTLEOROENTZS [Yes] 2 U v 7 LET,
6. [OK]ZZ7 Uwv 7 LET,
TS ANRANCFE &5 D% loT FND (288 L7-#% T,

ROUTER X ET v 7 L — b Offitk
[oT FND T &RET 7L — b Z2H L T FAR Z—fE L TRIET D Z LA TE E9,FAR % loT FND (2 %4%3 % & (loT Field
Network Director I37 7 4/ b 7 7L — h TEZSNTVWIREET A AT v va L ERNEENV—FDAZ— T v
BEIZ = T M LEF RIS 0T FND 13— 2 i b FEATHOBIEL G L L DRT A ADAT =4 A% [Up| ICEE L £,
ROUTER /' V=7 ORET > 7 L — F i+ 21T KOFIEEZETLET,

1. [Config] > [Device Configuration] 3R L £,

2. [CONFIGURATION GROUPS](fiA v ) T T 57 v L — e /N —7 % @IRL £ 7,

3. [Edit Configuration Template] #27 V v 7 L9,

Group Members || Edit Configuration Template | Push Configuration | Group Properties

Current Configuration revision #10 - Last Saved on 2014-05-07 14:05

<#if farisRunninglos()=

<H..
If a Loopback interface is present on the device (normally configured
during tunnel provisioning) then use that as the source interface for
the HTTP client and SNMP traps. The source for the HTTP client is not
changed during tunnel provisioning because usually the addresses assigned
to the loopback interface are only accessible through the tunnels.
Waiting insures the tunnel is configured correctly and comes up.

—

=<#-- Enable periodic inventory notification every 1 hour to report metrics. —>
cgna profile cg-nms-periodic
interval 15
exit

<#-- Enable periodic configuration (heartbeat) notification every 15 min. —>
cgna heart-beat interval §|

<felzeif farisRunningCgls()> <—
<#-- Enable pericdic inventory notification every 6 hours to report metrics. -->
callhome
periodic-inventory notification frequency 360
axit

<#-- Enable periodic configuration {heartbeat) notification every 1 hour. --=
<#if far.supporisHeartbeat()=
callhome
periodic-configuration notification frequency 60
exit
<[Hit=

47218
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4. 77— M ERELET,

7 7 L — hi& FreeMarker 3 C#E R &N E 9, FreeMarker O OWTIZ [ b Ve la=v 7 5071 —hD
By A EBRLTLLTIEEN,

FEN—ZDOBRET > T —MI AN LERET — X 2R L EEAETIANCREEHER LTI EEN,
5. [Save Changes]l #7 U v 7 L7,

0T FND [ZATEANEET —F_X—AZa3 vy h L. 77— FDOR—=V g VESEHESLET,

AP RET L — N OFRE

[oT FND T RET 7L — b2 LT AP 2 G L TRETAHZENTEX ET,AP %a IoT FND [Z¥8k3 2. T 740~ 7
VL= P CERINTVDARENT A AZEHINEENENRASY — T v 7EHEICaI vy PENET,KRIZ. 0T FND % AP
NOETTORELZREB L. FOBRT AL ZADAT—% 2% [Up] ICEE LET,

AP V=T DRET v 7 b— P EMRET DT RO FIREFET L ET,
1. [Config] > [Device Configuration] & & L %,

2. [CONFIGURATION GROUPS](7E~3A ) T itk T 57 v 7 L — b &2 FTMAAT: AP 731 X & & T C800 7 /54 A JL—
TeBRLET,

3. [Edit AP Configuration Template] 227 U v 27 L£7,

default-c800

Group Members Edit Configuration Template Edit AP Configuration Template Push Configuration Group Properties

Current Configuration revision #1 - Last Saved on 2015-07-21 19:31

=#- Defadlt Acess point Configuration --=

4. 77— M ERELET,

7 7 L — hi& FreeMarker # 3 C# R &N E 9, FreeMarker O OWTIZ [ b Ve la=v 7 5T 7L —hD
By A EBRLTLLTEEN,

AP T 7 L — kD

ip dhcp pool TEST_POOL
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
lease infinite
|
dotll ssid GUEST_SSID
authentication open
authentication key-management wpa
wpa-psk ascii 0 12345678
guest-mode
|
interface DotllRadioO
no ip address
encryption mode ciphers aes-ccm
ssid GUEST_SSID
|
interface DotllRadioO
no ip address
encryption mode ciphers aes-ccm
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ssid GUEST_SSID
AP OFET 7L — MI AN LTERET — X 2R LETAET RN EZHER L T 2SN,
5. [Save Changes] #7 U v 7 L7,

IoT FND |37 —# N— X ZEHHNEZ 21y b L .77 L— DY eV a UFSEHEPLET,

T 27V PHY iR — s DAL

CGR v AX—BIVAL—T 4 LA —T a2 A AERETDHIENTEET, T 27 /L PHY WPAN A X — 7 = A ZADFRE DFEAM
{22\ TiE, [Cisco Connected Grid WPAN Module for CGR 1000 Series Installation and CG-Mesh Configuration Guide (Cisco
I0S) ]S ML T IZEV,

—% GPS b7 v X7 DHENME

GPS N7 v T EAMET HI LIZE D A—F DO L EVME RO LEWE, 232 0M G288 LA A X & B
UHN—T&ET LR O LEWEEZE=FTIEEDR— v 7 CGR Zf%E L C.BHEEIIR—L £ T T
EAE X AR T 200, FTITTAA NN A—F OBEIL. W HDO L WEEZRE L CHERR 22 BERE A HE L E 3, HER S h A EERED
L& VMEE 100 7 4 — K (30 m) T,

GPS N7 v T EEMITAITIE. T 7 ANV IEKET T L — FORDITET a A NLET,

<#--

Enable the following configurations to generate events that track if the router
moves by a certain distance (unit configurable) or within a certain time (in minutes)
-——>

<#-- cgna geo-fence interval 10 -->

<#-- cgna geo-fence distance-threshold 100 -->
<#-- cgna geo-fence threshold-unit foot -->
<#-- cgna geo-fence active -->

BV F:GPS + Ty IR e VR T R AR T D720 @V EKRE ([CRITICAL] 72 &) DL—b R=ADA X MR L T —4
DOENE ZEHEICHOEDLZEZHRLET, 20X A TON—d7z & 2RO X 9 I2EE S E 7 : configGroup:name
eventName:deviceLocChanged ([ /v — VDB & &) ,

SNMP v3 {F#A <> b DOBGE

Cisco I0S L —% T . SNMP v3 [ A X hERELT. 774/ FOSNMPV3 F5 v Fa@E&#ix £4.,CG-0S TIZF 7+ /4 b
T N—F FIZ Ty T H2ART 5 10T FND A X FEHEDOEEICR L TSNMPV3 5 v 7 RBRESNETIoTFND X, 2o
Ny FERIGT DAY My B LEd,Cisco l0S /b—Z Tk, 25D SNMP V3 + 5 v 7% SNMP v3 A~ M2
BT A LICED NA—E AR RN ESET AN — X RN EEZESNET, hicky Av—2 T F T v 7N
IOTFND IC L D ZIE&N=Z L R L E T, SNMP V3 51 X b2 FRNCTBIE. T 74V FORIET 7 A IV TIROITH T v
AAV LT LWRET 7 AN E I N—FHNOT R TONL—ZIT T v 2 LET,

<#-- Enable the following configurations for the nms host to receive informs instead of traps -->

<#-- no snmp-server host ${nms.host} traps version 3 priv ${far.adminUsername} -->

<#-- snmp-server engineID remote ${nms.host} ${nms.localEngineID} -->

<#-- snmp-server user ${far.adminUsername} cgnms remote ${nms.host} v3 auth sha ${far.adminPassword} priv aes
256 ${far.adminPassword} -->

<#-- snmp-server host ${nms.host} informs version 3 priv ${far.adminUsername} -->

ENDPOINT 2% 7E 7 > 7 L — k Offitk
ENDPOINT &7 > 7' b— b &4 2 IS RO FIHZ EIT L E T,
1. [Config] > [Device Configuration] 3R L £,
2. [CONFIGURATION GROUPS] (/i1 ) T T 57 v 7' L — M & & ir ENDPOINT 7L — 7 %8I L £,

3. [Edit Configuration Template] %2 V v 7 L £,
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7S RO

Sync Membership
Group Members || Edit Configuration Template Push Configuration
Current Configuration revision #12 - Last Saved on 2014-04-01 18:10

Report Interval any

(seconds):
(For metrics:
Interfacenetrics, Grouplnfo,Firmwarelmagelnfo Uptime, RawTCPForwarderStatus RawTCPForwardert
1

BBU Settings: Enahle e

Enable Ethernet: |«
Map-T Settings

Defaultapping  2199:0:0:0:0:0:0:0:0:0:0:0:0
IPvE Prefix:

IPvE Prefix Lenagth: 64
IPvd Prefix 2260

IPv4 Prefix Length: 24

EA Bits Length: 8

Serial Interface 0 Settings (DCE)

Media Type: RE232 R
Baud rate: 19200 e
Data Bits: g 7

Farity: Mone e
Stop Bit: 1 w
Flow Contral: Mone R

TCP Raw Socket Sessions

TCP Idle Time ©ut  Conneck Time Qut Peer IP Address Peer Port Local Port Packet Length
20100 o 2.2.6.10 S000 S001 o

Serial Interface 1 Settings (DTE)

Media Type: Disahle e
Baud rate: 115200 e
Data Bits: g ==

Parity: Mone —
Stop Bit: 1 —
Flow Control: MNone e

TCP Raw Socket Sessions

TCP Idle Time Out  Connect Time Out  Peer IP Address Peer Port Local Port Packet Length
o o 127.0.0.1 o o o

Save Changes
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4. 77— M ERELET,

7= & %X, [Report Interval] 7 1 —/V RiZ, T — X OBHFRERE TANTEET. 7 7 4/4 b T.ME 1% 28,800 £ (8 Wfi]) &
LIZHLWA RN v By hEEELET,

[Edit Configuration Templates] % 7 CTlZ kK OEEZEETX £4,

Report Interval: 7 — & O 5 Eif#kE O R,

BBU Settings: ZOA 7> a v 2T 5L Ny 7Y RNy 7 v o=y NMIZL% Range Extender ®» BBU
REERECEXET,

Enable Ethernet: 3R L 727 NA ZADA —H 1y FEHANITH0 EFFLEEBIRLIZDAS — bV oA T84 2T
NAT 44 HEERET DL ZOF = v IRy I Ak A AT LET,

(FE)NAT 44 % ETIE.CSV 77 A LNOFTRTD 325D 74—/ RICEEIEET ALERHY 9.7 741 b
fEIXFNEN.127.0.0.1.0.0 TTHED~ Y 7 4 T v 7 ATIHOBREILEDH Y A, 2N HOFRET,
P T AT v I ATEHIRGE REDT v v a FICEH I ET,

MAP-T Settings: 7 /34 Z® iPv6 35 L 1N iPv4 &% 7E,

() Cisco I0S CGR Ti%.MAP-T /L' —/L1Z MAP-T IPv6 O A~ » > 7 )L—/L (BMR) .IPv4 ® BMR. B Lt
IPv6 DT 74V k v~ v BT L—L(DMR) 21 ET 2 Z &I1T L > THE S E T, Cisco IR509 7 /34 2 T,
MAP-T IPv6 |Z.MAP-T BMR IPv6 /L —/L IPv4 7 ¢ v 7 ZfE. B L O'BMREA E SEICHKESS EESEZHRET
IPv6 7'V 7 4 v 7 AT,

Serial Interface 0 (DCE) Settings: 884k L 727 /XA A DT — ¥ 1815 %5 (DCE) #8{8 D% &,

12DV TN A B —T A AT 1O0y > a r TOREATEET EIRLE-DASF—F T A FA
A AZAD (BARAEERREE Y TN R —=FD)FTXTCHOTCPraw V7 v kB g A L IRDIINT A —H ZHRET
HVENHY £,

A=VE—H TNNARET T TV MNP—_"ELTHELET,

TCP 74 Kb HA LT 0 N(53) T A BAEHREMERFT D X O MM ARE L ET,
a—H ) Rm— TR, ZADR— NEEERELET,

BT R — R TS ACER I TV T4 T 2 MNP —R"OFR— MEFEHRELET,
ETIP T RLATF AL AR ENTWDHRARDIP 7 FLAZRELET,

i A LT U M A= 2—FDDAT = T =A TRAADTCP 7 7 AT > MERIA LT U MaitE L
=7,

Ny MEITCP X7y MIZEWT 5L ) TV T—H DR KEEZHRTE LET,

Ny b ZA<—(ms):TCP /X7 v N OFAERRM OREMEZ % E LE T,

BEERSCFTCP X7 MERRDT U I Z % FELE T,

Serial Interface 1 (DTE) Settings: 4R L 727 /31 2D T — X iR E (DTE) B3 D% E,
(HEIPV6 7L 7 ¢ v 7 AFA THHIMER D ET KT LT 4 v 7 ARITKRDO LEBY TT,
- IPv6: 0-128

— IPv4: 0-32

5. [Save Changes]l #7 U v 7 L £,

0T FND IZIZEFHNEEZT —FZ RX—R 2323y F L A=V a VFBEEEPLET,

FAR ~DOFRED T >+ o

(£)CGR,C800,IR800, 35 L TN ISR 800 # v bV —72 LICFEESH L Z ENTEET LE LM ST ONV—F I A TGl AL
LRET T = b ERERT DRERH Y £T,
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FARIZERELX 7 v+ 2T HITIF KDOFIREZETLET,
1. [Config] > [Device Configuration] %R L £,
2. IN—TERFIN—T DOV Ty FEBER L, #&E %L [CONFIGURATION GROUPS] <A 7 v a LET,
3. [Push Configuration] # 7% 7 U v 7 L%,

Group Members Edit Configuration Template Push Configuration Group Properties
Fush Raouter Configuratio | ¥ | Start

Pushing Config Version: 10 Status: Stopped

Pushed Data: Config Push with termplate revizion 10

Start Time: 2015-10-26 0417 Finish Time: 2015-10-26 04:20
Completed Devices: 0z Error Devices: 22

Device Status

Displaying 1 - 2 Page 1 s w2
Mame Push Status « IP Address Error Message Error Details
CGR12Z409+JAF 161 BAQCE ERRCR 66,660,134 Operation was canceled before this element was processed
CGR1 24009+ JAF1 71 5BJDMN ERRCR 10,197.73.200 Operation was canceled before this element was processed

4. [Select Operation] K= > 7% 7 * == —"C,[Push Router Configuration] %33R L £ 7,

HLIRA IR AP T34 R &E e C800 3 L N IR800 7' /L— 7 DA 1%, [Push AP Configuration] 23K L CT.APRET > 7 L —

a7y LET,
5. [Start] #7 V v 7 LET,

[Push Configuration] ~— 2, 7 —FHNOT X TCOTNSA ZADT vV 2B fEO AT —FZ ANFRENFE T, T /31 A
Ty al TWLEERZT—NRETDHE 27 —BLUOZEOFEMBBED N 7 MIRFINET,

[Status] 7 T LT KDWTHRDERERENE T,

NOT_STARTED: SR ED 7 v ¥ 2 NS TOEH A
RUNNING : % ED " v ¥ 2 {7 TY,

PAUSED: % ED T v v a BN —HHEIEINTWET, 77 T 4 T RREBETRE T LETHR, F 2 —IT@EIPNTRE
%%f’ﬁiﬁﬁﬁ‘éﬂiﬁ/u

B STOPPED:REDT v 2B LE LT, T2 T 4 TRREERIEIIZE T LETH F 2 — BN R CHEREZ
BtE SN EH A,
FINISHED: TR TOF A A~DEBREDT v a5 T LE LT,
STOPPING: R ED T v ¥ 2 (HEILOELF TS, 7 7 T 4 TR EREIIE T LETH. F a2 —ICBEMNTEE
Ts%{”EziFﬂ%JﬁAéniﬁ/uo

B PAUSING:REDT v ¥ 2 i3MRIEOWBH T, 7 7T 4 TR EBETRE T LETHA, F 2 —IC@EIN TR EE
TEEBIth S N E R A,

By b AT —H AERE LT HI1L [Refresh) R¥ %227 U v o LET,

CGR SD #— RO R T — R{EHEDA LML

TROE

CGRSD 1 — FD/NAT — R LY RIET 7B A%PIEL.CGRSD 1 — R&fMD/SAT — R THO L AT MIEMT 22 &

wHSZENRTEET,
() Z#1%.C800 F L TN IR800 (& JH S EH A
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[Device Info] XA > ® [Inventory] £ 27 3 2 I .CGR SD 7 — RO /XA T — REH#ED AT — X AN FER EN £ 7, [Config
Properties] # 7' ® [Router Credentials] =7 3 2 12i1E.SD 1 — KORAT — RRFRENE T,

CGR SD 1 — RO/ AU — Rgi# 2 AT DT ROFIREZ FET L E T,
1. [Config] > [Device Configuration] % 3R L 9,
2. CGR 7' /v —7"%721% CGR %&N L 7% E % [CONFIGURATION GROUPS] <A 27 v 2 LET,
3. [Push Configuration] % 7 % &R L £,

Group Members Edit Configuration Template Push Configuration Group Properties
FPush SO Card Password [¥ | | Start

Pushing Config Version: 10 Status: Stopped

Pushed Data: Config Push with termplate revizion 10

Start Time: 2015-10-26 0417 Finish Time: 2015-10-26 04:20
Completed Devices: 0z Error Devices: 22

Device Status

Displaying 1 - 2 Page 1 s w2
Mame Push Status « IP Address Error Message Error Details
CGR12Z409+JAF 161 BAQCE ERRCR 66,660,134 Operation was canceled before this element was processed
CGR1 24009+ JAF1 71 5BJDMN ERRCR 10,197.73.200 Operation was canceled before this element was processed

4, [Select Operation] K v 7% 7 % =2 —7T, [Push SD Card Password] % 3#& L £,
5. [Start] #7 V v 7 LET,

6. [SD Card protection] > [Enable] Z %4 L £,

SD Card Password Configuration ®

SO Card protection: @ Disahle

("1 Enahle
Push 50 Card Passwaord Cancel
7. BRORED S IEZ R L £,

B Property: 2D/ /XA T — K, CSV F721Z XML 7 7 A /L. & 5\ i Notification Of Shipment 7 7 A /L &2 L T
REINET,
Randomly Generated Password: /$2 U — KE&# AN LET,
Static Password: /X2 7 — K& A LET,

8. [Push SD Card Password] #7 U v 7 L %7,

Ay a T RKRA L PA~DREDT v =
Ay va TURRA U MIEEE T v 2T DI ROFIEEZETLET,
1. [Config] > [Device Configuration] %34 L £,

2. IN—TFWIIN—T OV Ty FEBIRL.ZEL [ENDPOINT] U A M7 vy a LET,
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3. [Push Configuration] # 7% 27 U v 7 L9,

(#%)[Push Configuration] % 7'1%. L FIZ#ME 2 7~4 cgmesh =2 RRA > b OH T Xy b Ba—%PR—KLET,

Pan ID T RARA L N —R) DT I—F D)=V F ) Y7 x>y hT—27 ID
(PAN ID) Z/r L ET,

Subnet Prefix ITURRA L FDIPVE YT Ry b T 4w 7 AERLET,

Nodes in Group TIN—TND ) — RO, LOFITIE 7 A—TRNITIEEE 51 O/ — )b
DN . FNHIE3OOERRDZY TRy MIGEIENTWET,

Total in Subnet BT Ry FAD ) — RO, LOFTIE TRy FRIZIZ 19 D — F2H
nET,

Config Synced Pan NOE /) — RO H FRED T v ¥ a MR THEDFZITKT LT

W5 PanID WD/ — Koz R LET,

alualn
cisco

App Management Device Configuration Firmware Update Router File Management Rules Tunnel Provisioning

IoT Field Network Director Devices Operations Config . Admin

Assign Devices to Group | | Change Device Properties \ defau|t_cgmesh

CONFIGURATION GROUPS 5 Sync Membership
4 @ ROUTER Group Members Edit Configuration Template Push Configuration
K default-c800 (3) Push Endpoint Configuratio | v | Start|
.—3 default-cgr1000 (1) Pushing Config Version: 1
B default-irg00 (2) Device Status

Ei test-config (1)

2 wean (1)

Panld Subnet Prefix Nodes in Group (Total in Subnet) Config Synced
4B\ ppoNT 0 200a:0:0:0:0:0:0:0 11 (19) 11/11
= 1 200b:0:0:0:0:0:0:0 20 (19) 20/20
lj ARt () 2 200c:0:0:0:0:0:0:0 20 (19) 20720

Sync Membership

aroup Members || Edit Configuration Template || Push Configuration

|F'ush EndpuimCDnﬂgurai|V Start

Pushing Config Version: 2

4. [Select Operation] K= v 7% 7 * == —C, [Push Endpoint Configuration] % 3%#R L £,
5. [Start] 227 UV v 7 LET,

[Push Configuration] X— 2, 7 —THNOTXTCDTNA ADT v v aBEO AT — X ANFIRINE T, T /31 RTHE
7y val TWNA LI T —NBAETHE T —BLOZEOFMMBEED Y 7 AR RINET,

[Status] U 7 DT IKOWTNDLDERRRINET,
NOT_STARTED:ED T v ¥ 2 BBHIA S LTV ER A,
RUNNING: &R ED T v ¥ 2 BN EITH TT,

PAUSED: R ED T v ¥ ad—RifE L SN TWET . T 7 T 4 TR EERZE T LETHD . F a2 —ICE MR E
BIEZRB SN EEA,
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B STOPPED:REDT v ¥ aldMFIlb LE LTz, 77 7 4 TR ERIEIIT T LET N, F 2 —ICEPNLERERIFD
Blte Skt A,

FINISHED: 9" XTDT /A ZA~DRED T v v a B2 T LE LTz,

B STOPPING:RED Y v ¥ 2 (IMFILOMBER T, 7 7 7 4 TR ERIEIFE T LETH, F 2 —ICEIPNERE
BEIRBEShEEA,

B PAUSING:FRED 7 v ¥ 2l 3KIE DB R T, 7 7 7 4 77 CEMEIIE T LE T F 2 —ICEPN TR T
TEIIBRE S L ER A,

AT — & ZEREEEH T HI121L [Refresh] R& %227V v 7 LET,

~ Vor
7 A~ OS OB
Cisco I0S CGR |I{gfi~ > % ¥ 4— | L. Cisco I0S {ifh~ > v DR THEITFT DO H A2 F OS(GOS) A V AX LV ATT U —3 3
U EFLTLET,GOS iL.Linux T3,GOS ETEMET AT U r—va VFEE E=F ) BT Ay T 40 BT,
74—V R OREHMEHAINEE L Ed,CiscolOS 7 7 —AL U =7 N FLTIL.CGR LD VM A v 2 & ZZH M GOS 254 A
F—LERNEF 10T FND 1%.GOS T. kD1 —/L_X— 2D FEZ R —F LE T,
B GOS AT—HADE=HY
B GOST77VU/r—va o
B CiscolOS 77— U =T N KAVNDOER GOS O7 v 77 L—FK

() 10T FND 1%, > 2 a3 2t L TV BB GOS O X% R — ~ LET,

GOS i%.[Guest OS] # 7 ™ [Config] > [Device Configuration] *— Y CEHEHBLIPNE=F LET,
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TN ADE L

X 6 [Config] > [Device Configuration] ~X—3’ [Guest OS] % 77 ® [Restart GOS] R Z
'.':IIHH' ToT Field Metwark Director Deviss ,  Opersiors , Conlg ,  Adwn | mok  Time Zone: LS Packic

AppManagoment  Deveo Configwaton  Fimware Updale  Aouer Fie Management  Rues  Tunned Provisioning

Assign Dewioess o Geouap | Change Device Propertiss | = Harl
o, IRBOSG-LTE-GA-K3+JMX1915X01D0

Y PRy Traerade  Refiesh Melno
& 8 Devcninds | Bvents | CoofigProperter R Coofy  Bouter Bles | RowSockelr  GmestOS
BE ALPS ) —

RE ALPS2 (1)
: Name | JMX1EAEN010-008-1
&L ARTP 1) Ktabus: up
1P Addriss; 5552
B0 £-B800 (1) 08 Viersion: 128
D8 F : Lingt
i dutaum ez i) —
I detaul-ori000 (2) A Name Version a0
I cetaun w500 (1) iy
&0 FimsaraTER (1]
&L BOS(1)
BL NXT-BOCA (1)
AL fest-condig (1]
i test1zasi)
i
I detaus-cgmesh 1)
I detausrs00 1 ¥
€ 2012-2015 Chco Systerms, Inc, Al Rights Resarvad, e 00 Iidum - 1] Yo a0

TOETIE KD R ZIZOWTEY BT ET,
B GOS DA A F—)v

B GOS TV —va D

B 52 OS OFEH)

GOS O A A b—)b

CGR O LG DR EIZ L - TIE.GOS 1T VM A » A X L ANIZIEE L £9,.G0S 13.Cisco 10S 77— =7 N Rk
BIZA VA R—LENFET(FAR 77— AU =T D7 v 77— kB9 (-259—) % %M),Cisco I0S A A— RN KL
DA LAN—=NEZEXT v 7T — RERETT D E.GOS, /NA /83— 31 Cisco I0OS £ A—TV NI _XTT v 77 L—RFEINET,

loT FND /%.Cisco I0S ® A > A b —/VE 2137 v 75— MEIZ GOS M2 & MERREET ) BICEE OB ENET L
TWDIMWEIPETF 2y 27 LET.CGRIZ.DHCP 77—V BELOIP 7 FLAZRILLFZFA N OS D7 — 7oA & LTHRET D X
ICEESNTWAETEY b A =Xy O A F—T 2 A AEMATNDERLENRH Y £9,CGR DFEEDFEMIZ DN TIL,
CISCO 1000 Series Connected Grid Routers Configuration Guides Web ;R—# LB L T 7ZE 0,

(FE)VM A > A h—1iZ Cisco OS LIAk XA VA F— L ENTWAZ L% IoTFND BT 5 L. 77— 0 =T N RLVDT v
7 — REB LW Cisco DR GOS O A A h—J/UTETEN T A,
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TN ADE L

GOS 77U r—a v OEH

TV —va i ZVM A Vv AZ VA ETEITENE TR CiscolOS 77 — A0 =7 N2 RUZIEHAAENEEAGOS 77V
T—a UL EERED app-<appname>-ver-<version>.zip 7 7 A /L & L THAR L [Config] > [App Management] ~— < O ffi HIC
. 7o 7e— R A A M=V BGIEILEBIOT A A =L LETLI0TFND ONEIN Y 7 7 v 7B I OEILA T =X A
L Ty 77— R BFDT 7Y r— 3 RS E T,

(##) 10T FND @ GOS i#f5 (SSH #fH L7z GOS ~D 7 7'V r— 2 > D7 v 7 u— K/ &) Tid,gosPassword %2 CGR 7'z /X
TA Tr7ANMITDIRENHYET, 70T 4 77 A40% CSVIXML 7 v 7’ r— KNIZT v 7 r— K L%7,gosPassword 7' 12
INT A7V ENOTFND X GOS 127 Y r—vav a7 v 7ra— R CTEEHA,

[GOS Application Management] = — /L322 > TS 2—Hid, r v hU—Z7N®D Cisco IOSCGR T, 77V 7r—v 3 U %
Ty7ua—RAVAR— NV BIOEATLZENTEET,

X 7 [Config] > [Apps Management] XR—T DEH DY a TD AT —F R
'M‘ TaT Field Network Director Devkes . Opersions , Conlg . Adwn moty  Tme Zone: LE/Fackic
App Management  Dewicn Configuabon  FimwareUpdate  Router Fip Management Ruies  Tunnel Provisioning

Trmport A

# Mo group
i BFL
i cam i)
& COOS-ALPS [1)
i debauit-c 080 (1)
i detautcpriddd i)
I detau 500 [7)
iR Frov-Ugat (1)
ol FTXABIREIZE desl (1)
&8 1R800 (1)
Ry W3O
i oo (1)
i NXT-BOCA (1)
i st ARTP (1)
& e (i)

# configurabion groug
R
i ALPS D)
i APz (1)
i ARTP (1)
ge ©-B00(1)
I defaut <800 2)

Adtivity Stabius | Upbsd  Deployment

Cance Cvent Actty | U B St

Slart Time :
App:
Success Devices:

Devie Hame 305 ot Hame

IRBOSGATE-GR M9 SN D-G051

E3+ BMEIS15DID

)
£

€ 20022015 Cisco Sirsberms, Inc. All Rights Resarvd, (version 2.2.0-10)

FinishTime:  2015-07.21 1406

Action Stalus:  Finishad

Error Devices: [

o5 Type Lop Name
el

L

220

op Version

15
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GOS 7V or—ary 777487 4 DEH

[Config] > [App Management Activity Status] # 7 C. 7 FU DT 7T 4 5T 4 (P a 7)) 2EFHTEET, —FLDOS L (FA 2
URA MDD REDOT 7T 4 BT 4 OY a ZICET RO L D RERNFTRENET,

B REOT T 4 BT OBRARIRER] &5 1L RER,

B TS r—v a4,

B TIT4ET A DARAT—H A,

B R LTeT S ZAOE LRI L T=T 3 ZDH,

# 8 IZ.[Activity Status] # 7IZH DT NA A YA MIRREND T 4 — NV RERLET,

* 8 [Activity Status] % 7

74—V K G|

T34 24 (Device | IR L7=T /34 ZDLHI,

Name)

GOS Host Name GOS & A D4R,

App Name T 7V — 3 DA4HI,

App Version TV = a AZEID S THERTNDANN—Ta
Start Time BIRLTZT 77 4 €7 1 OB,

Last Status Time %D AT —F 2D,

TIT 4 77 iREE WIN L7777 4+ €7 1 ,Upload, Set to Run. Install, Start, Stop. Uninstall, 33 J: O* Delete Remote

Package,

Activity Status WBIRLIE-T 7T 4 ET A DAT—H X,

Progress SETLENT 75 4 BF 1 0¥,

Ayl— TIT A ET LI Lo TERENTZ AT,

Error Details TITAET 4 DBEPTERA LT — DM,

[Activity Status] # 7 Tl . IKDOEIEBITH Z &N TEX £7,

B [Cancel Current Activity] R % > %227 U v 7 LCAEBRDT VT A ET 4 52X ¥ VT 5, ETHOEBEDOT VT A T 4 %
Xy L TEET,

B [RefreshStatus] R¥ > %27 U7 LT . T7T 48T 4 AT —FAEFHLET,

GOS 77U or—va D7y 7r—R

GOS 77U &r— 3 % loT FND |21 v " — b L7=#1%. Cisco I0S CGR # X OV IR800 (2 A3 5 7= 12, [Config] > [Apps
Management] ~X—"® [Upload] # 7 %# il L TGOS 77V r—var s 7 v7ua— KR35 R TEET(X 8), 77V r—
Ta T O0S ICEADLDTT,GOS 2 Linux DFE. 7T v 7 a—RL7=2dT_XTOT U 7 — g 0 Linux L TCTEITESN DM
NHYET,
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X 8 [Upload] # 7

"e'.'ii';' TaT Field Metwork Direclor Devices ,  Opersios . Conlg Adwin motw  Time Zone: AmencLos rgeles

App Managemaent [evice Configurabon Frmware Lipdaie Router Fie Management Rues Tunnel Provissoning

ot Apoe Acteiy Stos Upleaed | Deployment
# \ITaie grouy Selechsd ADD . Salect an App
@um;s::-:-:m T TR 3
:::::-::[:ﬂn::h Dervce Mame (305 Most ame 506 Type i Name
i o8CoR 3) CGRIT4NS+MFITIZA0E  mardtamontm-1G051  Lin
o lemg (1)

77U r—var% loTFND (27 v 71— R LT Cisco I0S CGR ¥ X 0' IR800 (2 A9 % (21X, [Config] > [Apps Management]
R=U TROFIEZFATLET,

1. ERA VT 77 =AY =7 $REAREIN—THZBRRLET,
2. [Upload] # 7 %27V v 7 LET,
3. [Select an Appl 7 V v 7257, £7213 A > D [Import Apps] RZ > %27 U v 7 LET,
[Import Apps] # A4 7Ry 7 AT TICNMS =T v 7a—RENTWLT 7 r—ya ryBERanEd,

Filaalacdea s 4 ada Masea

Import Appe »

Add App
Displaying1 -20f2 |4 | |Page1 ot1 | » o] 10 » | &
App Mame - App Wersan GOS Type Size Fil Mame patiie
Upload?
DaCapo 9,12 LINUR 159.4  app-DaCapo-ver-9.12.2p 1] L
1B
sersorbat 7.5 LML 5.6KE  app-sensorbot-ver-7.5.21p Mo C

4, [Import Apps] A 7 7Ry 7 AT, [Add App]l 27 VU v 7 LET,

5. [Add App] ¥4 7 a /Ry 7 AT [Browse] #7 UV v/ L.BHOT 7V r—varvazET o V7 NI ICBEILET,
)77V r— g NIEHED <appname>-<version>.zip 7 7 A MERTHHLENH Y £,

6. [Open] A 707 Ry 7 2T T7F Y r—vay 774 VEERL [Openl 22 U v 7 LET,

7. [Add File] 27 V v 7 LE7,
() —EIEMTE 27 7V r—va i3 1 DOARTT,

T7Vr—vay 77 AMMEINMS —NI27 v 7 e— RS, [App Name] U X MZFERENET,
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8. [Add App] ¥ A TR IRy 7 ATCGRIZT v 7r—RK+57 7)) r—var%7 ) v7 L. [AddtoUpload] #2 YV » 27 LT
Mo [OKlZ27 Yy 7 LET,

[App Name] VA MZT7T 7V r—2a v D7 7 A VADRERINET,
9. [AppName] VA N C. 7 v 7 ue—R3B37 7V r—vara2@mRLET,

[Upload] @ [Selected App] 7 « —/V Rz, 77V r—ya v D7 7 A V4 ROFITIE, sensorbot 7.5) 13 Y > 7 i+ & THRR &S
nET,

Ackivity Skatus Upload Deployment

Selected App . sensorbot7.5 |yplpad

Device Name ~ GOS Host Name ¢
CGR1240/K9+)AF1609AKD) GO5-1 L

10. [Upload]l "% > %27 U w7 L. ZDT7 7 A NL% I0TFND IZ7 v 77— R LE,
77T 4T 4 AT —H A (UPLOAD_OP_COMPLETE F 7=1% UPLOAD_OP_WAITING) ° [Upload] # 7IZE RSN FET,

GOS 77 r—a rDEA
[Config] > [App Management Deployment] % 7 % H L T, 81 L 7= CGR B3 LWV IR800 TIRDT 77 4 BT 4 2 FATTHZ &M
TEET,

B Setto Run: > A b—/L#fE L BGERIEOM A G HE T,

B Instal: YV E— K Ny =V A A=A LTT Y r—va v afRIRLET,

B Startand Stop: 7 7V r— g U EBMEEAIEEIELE9,

B Uninstal: 7 7V 7r—va &7 A A =L LET,

B Delete Remote Package: U ARY MU 2O URIOT v 7 a— K Ry b —U%HIBRLET,

BINL7Z CGRIZGOS 77U r—a U ZEATHITIL ROFIAZFETLET,
1. [Config] > [Apps Management] X—Y DENA VT 77 —Ab T =T EHITREIS NV —T2FIR L £,
2. [Deployment] # 7% 27 U v 7 L£7,
3. [Select an Action] kY X T A=a—00 BRI NV—TTETTEHT 7 a v EERLET,
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Activity Status Upload Deployment

Selectan Action: iBetTn Run | Selectan App: sensorbot7.5 > |Set ToRun|

‘SeiTo Run ; -
Install Displaying1 -10f1 |4 | Page 1 of 1 SR

_.. : Start _ ; App Package

| Device Name i Type App Mame « | App Version  App Status
Stop Mame

C | CERLIZ40/ES4IA Uninstall X sensorbok 75 Uploaded app-

sensorbot-

Delete Remote Package ver-7.5.zip

BIR LT 7 varBDHEUOT 7 ay RE2ACKBRENET (DED [Installl 07 7 v a VERIRT D E .77 a v KA
D Z~ L Nnstall iz 72 v £97),

4. [Selectan App] kr vy XU A=a—T 1207 7V r—yal 33X To7 7V r—vare2@ERLET,
5. 77vav REEIY v LET,
TIT 4 T 4 BBME L E 3, [Activity Status] ¥ 7 TT 7T 4 BT 4 OEITTIRLEE =X TEE T,

GOS 77V r—< a DXk
NMS =N 57 7Y r—3 g &2 HIER$ 51213, [Config] > [Apps Management] ~— Y CROFNEEZFET L £,
1. AT 77— =7 FERESNV—T 2 #R L ET,
2. [Upload] # 7 %27 Vv 7 LET,
3. [Selectan Appl 27 V v 7957, £ 721324 D [Import Apps] RZ > %27 U v 27 LET,
[Import Apps] # 4 7 a /ARy 7 A, T TIZNMS = N7 v 7a— RENTWAT U r—ra rBERINNET,

4. [App Name] UV A F THICAZ a—)L L. i#Z4 DT 7V r—3a v 2g&iitd [Delete] V27 %27 ) v 7 LT NMS H—305
HiIER L E£9,

Import Apps x

Add App
Displaying 1 -2 o 2 page 1 of1 10 | ||
Agp Mame App Viersion 05 T Size File Name Active
P 2] wpe Uplsd?
DaCano .12 LN 159.4  spo-DeCapo-ver-3.12.2ip No Cielete
MB
Senisarkat 7.5 LINLE S.BEE spo-sardorbol-ver-7.5.20 Mo Delate
I
I
1 ]
I
App to Upinad

5. MRF AT RS Ry 7 AT[OK %22 U v 7 LET,
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AN OS OFFELE)

GOS % HiLtEh¥ % (21%. [Config] > [Device Configuration] ~— 2 TRk D FIEA EIT L £,
1. [CONFIGURATION GROUPS] X o C B EI§ %5 GOS BENNTT A A% TR L ET,
2. [GuestOS] # 7 %27 U v/ LET,
3. [Restart] R¥ > %27 VU7 LEST (X 9),

X 9 [Config] > [Device Configuration] ~X— 3’ :[Guest OS] % 7' ® [Restart] K ¥ >

Ping || Traceroute || Refresh Metrics |
Rzt

Device Info || Events | Config Properties | Running Config | Router Files | Raw Sockets | Guest 0S5

Name : JWX1915X01D-G0OS-1
Status: up
IP Address: RBAR2
085 Version: 1.28
05 Family: Liruzx
App Mame Version Status

No Apps available

GOSHKED T v =

OTFND &R ET 7L — F 2 L CT.CGRIZCGOSEHEX T v 2T HZ M TEET, ZNIE DHCP F— /L 28k ET HME—DF
ETT,

77 A VDB

[Config] > [Router File Management] X— Y ZfH L C.FAR L C. 7 a7V Ny 7 Rh— LB L OMAIALRAL R v v~ 32—V %
(EEM) 2 7 ) 7 F iz B L OFEITLE 3 Template €22 — L TlE. 7 7 A VOREFZ EITLET, ZOETII RO FE Y 725
WTHRY B ES,

B Ty ALDEAT LR

B 0T FND ~® 7 7 A )L DB

B 77 A VRS

B Ty ANLDOFERR

B Uy ANDE=FY T

B T varOE=2J7

B Ty A LD

)7 7AN 3=V —MUEFE L TR TO2—FRNEATE 2D THEHL Y FHA m—VOFHESH LTI XN,
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TrANDEA T L ENE

FAR TIZ fHAAHRT 7 L b &l % 12 FAR THEITE 5 Tool Command Language (TCL) A7 U 7 k@ 2 2D X A 7 ® EEM A
TV M ENET, 77— 02T DT v 7T —FE LR THFAR ETHLWEEMTCL A2 V7 v &7 v 7a— KL
TEITCTEET.EEM 77 Al eem T 4 L7 RVICFAR 7T v v a A€V 2T v 7a—RLET, 2D RT7 U7 M,
[Import File] ~—® [File Type] 77 7 A2 eem script & L TEREINET EEMTCL 227 V7 FEAMNZT DX RET v 7
L—h 77 A NVERETILERH Y £ (ROUTER R ET 7 L — FDIFEEZ B I) , - OBEREIZE/E JoT FND THR—F&n5
T RTDFAROS N—V g o THEHTE £,

Fo. 7 A NVEHBERED N LTI DT AN XA T H FAR ICHZIETHZ L TCEFET FARICTZ 7 AV ET v a— R4
HAIE AN T 7 A L% 10T FND 1A > AR— b T2 05ERH Y £9,10T FND 127 7 A L &E LB L kO JFEM: A ] LT loT FND
IR LET,

B Ty A4
i

B |mport Date/Time
B YA

B Shal Checksum
®  MD5 Checksum

B File Content

0T FND ~®D 7 7 A /L DB
loT FND (27 7 A V&2 BN DX RO FIEEZFAT L ET,

1. [Config] > [Router File Management] ~<— " C.[Import Files] 721 [Upload] 27 U v 7 L GBIR L7277 A V&R E £7,
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Lol Field Network Director

: Fanigh Time
B ot Flla Status Het Sartad
E defaut-cari 000 (1) E:'II::W Devices: 0D EnonDevices: 00
B artauttiznn (1) ___|
Devirels) Slzus SdiH IED |
L 10SCER {3y el Drepiayeg 13003 14 4 Pago o1 ¢ K] vl”ill
0 e (4] Sl | Hew Sl T Laed Rl Tivw | Acthaiy | il Salsk Presjiess Harssn L":t
4 Ceup ALAATO BROUP B CORIZOKD AT 1547AGER WGHE b ™ |1
T B s E R HHE W [
B CORIZAIKDJAF1T12ADE HOKE Hare: i
B cotau cany
i detutgronn i)
I etautirann (1)

E new_CGH Goup (1)

d TKKRL RANLIE
B default-c20010)

I detautcgringn 3
B cetutraog 1)

B @0 1 40

2. [AddFile] #27 UV v 7 L. 7 7 A VDOBFT BB L ET
) A B —bt 774/ O KY A XX 200 MB T,

select Fite from List

3l
=
|Add File
Displeying 1 - 100125 (4« |Page1 of3| b bl 110 ||| &
Hame « Fie Type Size Description Active File Transfer?
1.ZRegression besk 2.1KB No Delete
100FARs bd besxt 13.0K8 Mo Delete
Smeters_secure_bry2.bin binary 2.0k bin file Mo Delete
ASR_Migration.csy bt 100 B Mo Delete
audaciky-win-2.0.5.ex2 binary 21.2M8 schnirtz o Delete
sugustingr 1.jpg binary S.O0KE Mo Delete
cg-mesh-dagw-5.5, 3554 3chac-RELEASE-bishoprodbin binary 304.5K8 No Delete
cg-nms-tasticl @B SCrpt Q01 B ] Delete
CENMS_Test. b bk 1.9MB o Delete
cor 1000-ukS-bickstart.5.2.1.0G4.2.35.5PA b binary 27.5M8 No Delete
« I
8
File b Upload §
51
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() [Select File from List] # A4 72 2/ Ry 7 A TR T 7 ANVNT 7T 4 TR T 7 A UREF TRWEAIE. loT FND 5 —#
R=ANHA VR — b NEHDT7 7 ANVEFHIRT DI EHTEET, ZNUCEY 77 AT 10T FND 77— X—2Z2 0 L HIBR S 1
FIN. 77 AN EET FAR DOITHIBRENERA T v 7 —RENTETX AR 77 ANV EFERTDHITILLRIDONNA 3=
VIRV I LET (T AL A XL 100KB RiETHHIMNENH D £9),

3. (ER) 7 7 A VOBHEANLET,
Add File X

File: Select a file from local directory... Browse

Description: | optional

Adld File

380496

4. [AddFilel 22 U v 7 L%,
7 v u— RKNFE T4 5 & [Select File From List] A 72 7R v 7 A7 7 A VAR FRENET,

5. A7 v 7 20 A BBV L THO 7 7 A VEBINT 20, 7 7 A ViEE Z5MLCRIRLEET A AE T INV—T1C7 7
ANET v 7 a— K450, £721% [Select File From List] #4 7 a7 R v 7 A% B L E£9,

7 7 A JVERIE

NMS 5 —F R—=2ZANE T 7 — AT 2T JI—TF REITN—TF b FaePa=rr F—7F F7213 x4 D FARIZT 7 A
NEETEET A VAR —F 774 VOHRKY A X% 200 MB T7,

T 7 ANMEREE FITT AT RO FINEEFEITLET,
1. [Config] > [Router File Management] ~<—°® [Browse Devices] ~1 > T, 7 7 A L DERETED T N —T % TR L E4,

2. [Import Files] % 7-13 [Actions] % 7' ® [Upload] 27 V v 7 L£7,
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T ADER

litlte 1 Fiehd Network bircctor e T R
 S—
App Managemant  Dewice Confgurson  Fimeasrs Lpdate  Router Flie Management  Rulss  Tunnal Prodsioring
Acinns | Mgl R
RRARE SROLIP @F- e
r Slart Time - Fanish Time
defaul-cadd |
B cetaut o0 0 Fis: st Hot Starti
B defaut-egri 000 £1) Compleled Devices: W0 EnoniDevices: 04
Filz Path:
B st 1)
= Direls) Siz | Ll
i inscan iy 5] Sletus Drpayeg 1 dofd (40 Page o1 ¢ H |2
& tamp i1) Qi | Hasw Gl T ik Sl Tine | Benily | Rl Qb Prenpiiss. Moo f:::-k
A FEORE KURGTIOR BHOUF ﬂ COR1240%9: JAr 1847A00R HOHE Hiane: i)
ﬂ MR (Y] u CERTAKA+ JAF1TINAMFR HitHF Hunree P
B CORIZAIKDJAFITI2ADE HCHE Hare i
B et oo
B ceumgroon i)
I atautinn (1)
o2l new_CGR_Group (1)
& TR RRDR
n Uefaultce00 0
I cetautiegrionn 3)
B et ez )
8 20132015 Chzco Systas, Inc. All Rights Reserad, [versin 2.2.0-74) - Qo L B A0
[Select File from List] # A 70 7R v 7 ARFREINE T,
Select File from List x ]
g Fie
Displaying 1 - 100125 | | |Page1 o3| b M| 10 v ||&)
Neme ~ | File Type size Desaription ctive File Transfer?
1.2Regression td bk 2.1K8 Mo Delete
100FARS bd besk 13.0KB No Delete
Smeters_secure_bryZ.bin binary 2.0K8 bin file No Delete
ASR_Migration.csv bext 100 B Na Delete
audadity-win-2.0.5.exe binary 21.2MB schrirtz No Delete
sugustiner1.jpg binary 5.0KE No Delete
cg-mesh-dagw-5.5.35-543chac-RELEASE bishoprock.bin  binary 3045 KB o Delste
cg-nms-testicl e script Q01 B Mo Delete
CGMMS_Test. bt (=4 1.9MB Mo Delete
cgr 1000-ukS-kickstart.5.2,1.0G4.2.35.5PA bin binary 27.8M8 Mo Delete
4 1 3
Fﬁ %
to Upload 8
(]

3. BRLCWA I N—7T.FAR ICERET B 7 7 A L ERIR L E,
4. [Fileto Upload] #7 V v 7 LE7,
[Upload File to Routers] %1 7 u 77K v 7 ARFERENET,
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Upload File to Routers

File to upload (Change Fil2
File Path:
Qrvarride;
isplaving1-5¢15 (4 4 |Page1 ot1 | » bl 10 >/ &
£ ems selected (Max 1000 Clear Selection
¥ Mame Start: Time Finish Time: Bckiviky File: Status Frograss
|| CGRIZ40/KS+I51200204 2015-12-04 14:52  2013-12-04 14:53 LFLOAD cigr 1000-Uk3- UFLOAD_COM...  100% *
kickstart.5.2.1.C64.2.27-
5.2.1.£63.3.5PA.bin =
V| CGRI240/KS+I5200203 2003-12-04 12:12  2013-12-04 12:12  UFLOAD cgr 1000-uka- ERROR J0ars
kickstart.5.2.1.0G4.2.27.5...
/| CGRIZH0/KI+IAF 1 T25AKGE 2013-12-06 15:03  2013-12-0615:03  LFLOAD MANIFEST UPLOAD COM... 100% ~
4 n »
o
]
Uipload 8
&=
o

5. 77 A NDEEIGE L DL FAR DF = v 7Ry 7 A A LET,
6. [Upload] #27 V v 7 LET,

TN—TWZHRK L TEITHTO 7 7 A NHEEE L7 7 ANEIR BRED T v v a2 77— =T D7 v7a— R E£72FA A b—
NEZR) Taeya = TEMER 2T IE. T vy T e — RRBB LET,

BIRLIZIN—THNOTXTOT 7 A N a kT 25 2 L 2R D50 EE3 7NV —THNO FAR OV 71 v MET 23R 2 2 &
WCEET ELMDOIN—T LT 7 A NERBIRLTBIOT 7 A WERE LT T 7 A VHIBRZRIRHZ AT T2 2 & b TE X T,

0T FND 72 S H5% SN 5T TH 7 7 A Vi, Cisco I0S CGR Tl flash:/managed/files/.CG-OS CGR Tit
bootflash:/managed/files/ N® FAR (Zi&D L E T,

BHEDT7 7 A MRED AT =2 AE BYE (77— 20 =T Ty 7T — MNREDT v v af ) BRI NVN—TDAT =2 2L LY
W 7 N—TI R L TRFESE T,

77 A NVDRR

AVR=FSNTETHRARN 77 ANVONEEERT DITNZROFIREFATLET,

1.EID V> 27 %21 v 2 LT [Device Info] A v &#F R~ LET,

2. [Router Files] # 7% 27V v 27 L¥7,
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T ADEE

R R r— e s o oo s e e

App Devce G Fh-—m Aputer Fig Management Fuses Tunne! PFrovisioning

[re—— wx Back

* FIRMAARE GROLE CB19HGW-S-A-IK9+FTX1T74685vE
I setaunc200 (1 (@ Srow on Map || Ping | Tracercute | | Refresh Metrics |
M detaum-coriD00 (3) Devce Infs | Events | Config Propertes mm:w.ﬂ_nmm.
I detaus 800 (2) |
& e Dwplaying 1-2082 (4 4 Paga 1 of1| » i 70 :I_Q_J
= m e |File Type: |EEM Status Sizm Time: ‘e in Config

ap_mgmt tcf e it eradatic 18 KE 0506~ 1D 1743

SO TIORGOS anec ule_ap_commands el T STipt regestered 28 KB I01S-06-14 21:32  runming-oonfig starhup-
B i cans i config before-registration-
M detau-coriD0D (3
0 detaun-#500 (2)
B2 tes2 om
EE tese2 (1)

P
M detaun-co00 (1)
0 detausi-cori000 (3)
i detaumiesnn (2)

| & I0L2-P005 Cleco Sysbems, Inc. Al Righlts Resensed, (s o aus L1 T 't

3. 77 ANKLDY &I Y v 7 LIFILWY 4 RUONEEZRTFLET,

() IoT FND iX.100 KB KD 7 L—r THF AR E L TREFESNTWDE 7 7 A NDHREERLET, TNV RKREWVTF R B
T AN BILOY A REHRRLS AT 7 A NWVERRTEERAEZNLDT 7 AN XA TFEIANAR=V 720 F

TA,
: ToT Field Metwork Director Devices Operstors ., Confg . Agmin
App M it Device Configuraty Firmwars Uipdaie FRouler Fig Managemaent Aules Tunnal Provisioning
et Fles = Bk
# s caoLe CB19HGW-S-A-KI+FTX174685V8
I8 cetaun-cz00 (1) @ ow on Map | Png | Tracercute | | Refresh Metrics
I dotau 971000 D ke || B || iy L e Coofio. . asstes Falex. | ko Scckats. | Fmbackied A2 || A Bunwing Enc
I detaus #500 2) ap_mgmech
R testr800 (0 @ import - cisoo; b
| ap_mgmtict namespacs import - cisco eem:
& COMPRILRATION GR00UP A Ul _ 30 OOmETunds ol IR YR
' - i
I cotau 500 (0) mﬁwmuﬂmumm
:m'"' S0 sroe Sreac Samoin
delaul-rB00 () ol -
Juisa |
EE tes2 0y ]mﬂmm
EE tesz2 (1)

@ TUMNEL RO

I detsum-£800 (1)

W jcatch [chi_meenc §ciiid) “enabie’) resull] |
ervor Sresull Bairodinke
ol -1

1
WEInG e P 300ness of The embeaded AF

T ANDE=HKY T

[Config] > [Router File Management] ~<— "¢ [Managed Files] # 7% 27 Y »~» 27 L C.FAR ® U A b L .../managed/files/
FALZ PV T v a—RLETZ 7 ANVEFRLET ALY A V) A PFRREND T AL ZIFGRIR LT N—T DA

N—=TT,
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X 10 [Managed Files] # 7

lélllﬁ'alﬂ"l TaT Field Metwork Director Devices . Operafions . Config . Admin ot v  Time Fone: LE/Facfic

App Managemaent Devaca Configuraton Frmware Updain Foarer F i Managemant Ruses Tunned Provisioning
oo Fiss Acticns | Managed Files

# FIRMWARE G IO By File Mame Al -
) Disglaying 12042 1 1 | Page 1 a1 LI
E C800 (1)

BE COOS-ALPE (1)
I detaus500 1)
W cetaus-cgr1000 (3)
I cetaus-#000 2)
&8 Frme-Upd (1)

EE FT1SOBEAT T dest (1)

i

e Pz Rames
1 check_sem_new.sh

ZOU A MIFKROERNEENET,
® [Device Info] X—Y~D EID U > 7
B TS RARESNTND T 7 A LD
B 7 o7u—RENTWET 7 A LOLAR]

BEDT 7 A NVEELT N ZADHrEFKrT 54 1%. [Filter By File Name] K vy 74y A=a—%FHLET, 7 L—FHD
FTRTCOTNA REEOHGEIL AN ZRIR L ET, 7 7 A Rk FIFHIBRPICY A 2T A0 . BHR Y5220 v

LET,

TIaryDE=K) T
[Config] > [Router File Management] ~<— <" C.[Actions] # 7% 7 U v 7 L COBIRL7Z27 /L —7F® FAR TOHRED 7 7 A Nfinik
FITEBICHIBR L7 AV EF R LET, [Cancel]l R¥ %227V v 058 BBEOT VT 4777 A NVBRIEERK T TEET,

X 11 [Actions] # 7

motv Time Zone: U FPacfc

|Iei.hlh| ToT Field Network Director Devices . Opersfors . Config . it
App Darvacas Firmware Lipdaie Router Fie Managemant Rulns Tunnal Provisioning
Irngert Files Actions | Maraged Fies
# EIRAAMAS GF o Ugos || Deiste
B BrL(m) Start Time : 2015-07-13 15:00 Finish Time 2015-07-13 1512
ey Y Fila- cori0D-uk 5 2 1055 0 95 5PA bin Shaius. Finished
BB caso0 1) Complsted Devices: 112 ErorDeviess: 12
2 File Path: managedfies
B2 COOS-ALPE (1)
I detaus<800 (1) Davcals) St Disglwying 1 - 202 Page 1 &1 50 e |gd
I detauncgr1000 (1) Shihs  Mame Skt Time: Last Status Time Aty Fie Status Progress Hessage ;‘:
an RBODG-LTE-GA- J015-07-13 1500 JO15-07-13 15:11  UALOAD g 1000 ERROR 100% Error = |

[Actions] # 71T O BHENR Y A hFRRESNET,
B REOEXEORAH K

B REOEEOKT HE

B Ty AN

B ot ADAT—4% A :UNKNOWN,AWAITING_DELETE,DELETE_IN_PROGRESS.DELETE_COMPLETE, CANCELLED,
NOTSTARTED, UPLOAD_IN_PROGRESS, UPLOAD_COMPLETE,STOPPING, STOPPED

B 77— RKRETLETAL A E X —F v N T A0
B 7 —DREZT—RRELET A A0

B Ty AR
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B [Device Info] *—Y~D EID U > 7

B FTINZT /T 4 BT ¢ :UPLOAD,DELETE,NONE

N

e

|
R

B oA SN EMEICET A A vy E—Y

B T —OFEM

7 7 A NV OHIER

7 7 A V% FAR 2 HHIBRT 21213 RO FIEEZFAT L E T,
1. [Config] > [Router File Management] ~<—<"® [Browse Devices] A > C. 7 7 A VDEREN D T N—T 28R L F7,
2. [Actions] # 7' [Delete] Z &R L £,
3. [Delete file from List] # A 7 2 7 T HIBT 257 7 A L AETIR L £,

Delete file from List B
Displaying1-100f10 |4 | |Page1 of1 | » bI| 10 v | &
Mame Size Number of Devices
1.2Regression.txt 1448 1
1 2Regreszion tx 21 KB 1
100F AR = Tt 13.0KB 1
3meters_secure_try2 bin 20KB 2
CGNMS_Test zip 533 HB 1
cori000-uks,5.2.1 CG4.2.16.SPA bin 1367 M8 1
eori000-uk9.5.2.1 CG4 216 SPA bin part BEMB 1
config tar.gz 30.0KB 1
Sample txt 848 1
Tepdurnp_backofi txt B2KE 1
B~
File: to Delete §
: : 2

R 72/ N—FDOFT_RTD FAR, £721Z 7 V—7HND FAR DY T v b b7 7 A VEZHIBRTE £7°,
4. [FiletoDelete] #7 V v 7 LE7,
[Delete File from Routers] %1 7 v 7R v 7 ZARFRENET,
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Delete File from Routers *
File to delete Change File
File Path:
Disploying 1 - 1011 (4 4 |Paget of1| » bl 10 » | &
1 Rems sedected (Mo 10000 Clear Selection
W Mame Start Time Finish Time Buctivity File « Status Progress
V| CERIZ40/K9+IAF1 TI5AKGF 2013-12-06 15:03  2013-12-06 15:03  UPLOWD MAMIFEST UPLOAD_COM..  100%:
‘ m 3
&
Delete
]

5. 77 A NVEHIBRT S FAR DT = v 7Ry I A4 2 LET,

6.

B [ChangeFilelZ 27V v 27 LTOBIR L7 FARDBHODO 7 7 A VEHIRT S Z ENTEET,
B B3O FAR Z@IRTX £,
B ECHIBRTEX A0 1O T 7 A V2T T,

[Deletel] #27 V v 7 LET,

TN—TTHITHhO 7 7 A NEREFE T T 7 ANEIR RED T v v 2, 77— =T DT v Fa—F £33 A h—b
F03Y e Y a = FEER T IE HIRERED B L E 9, 10T FND X, 5 /34 2 ® .../managed/files/ ¥4 L 27 U
THELE7 7 ANVEERBLET,

(FE)HIBRTIZ 00T FND 7= XR—=2Z N5 TR B IR LT AA ANETRTOT 7 AV a7 Y BNEEINE T, &R
LIz N—TDI V=0T T T7ANDAT —HZANKRINET,

ZDOITN—TTT 7 ANVEREETILT 7 A VEIBRPAE I TW LIS BIO T N—T L 7 7 A W EEIR LT BIO T 7 A V|
FREEITTDIENTEET, 7 7 A NVHIBRDE T T HRNCHIBRLE Z X v L35 & BIESEITHO 7 7 A VHIBRLEE X 5E
TUL.ITRTCOFEFD 7 7 A VHIBRR T Y BV ESNET,

J—7 F—X2—DEH

U= F—H—DFR
Device Manager (IoT-DM) = —¥ D =2—4% 7 7 >k DVEKL
U= A= —DfERk
U—7 F— 5 —Ofitk
V=7 F—2—DH|kk

() U —7 A—F—#teiE. Y U —2* 3.0 LD 1oT-DM TEMEL 3, $& O FIEIC- 2V i [ Cisco Connected Grid Device
Manager Installation and User Guide, Release 3.1]MD [ Accessing Work Authorizations| . % 7-13[ Cisco Connected Grid Device
Manager Installation and User Guide (Cisco 10S), Release 4.0 and 4.1]? T Managing Work Orders|. & %\ X[ Cisco loT Device
Manager Installation and User Guide (Cisco I0S), Release 5.0]% M L T 72 &\,
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TS ADEH

(JE)CGDM U U —2 3.1 LIEZ R L TWAEAIEZ. 10oT-DM & 1oT FND & O#EGRIED 72 DI RO FINEIZ L SSLv3 B/ 2z
THMERHY T,

1. IoT FND &5k L E 9,

service cgms stop

2. 1oT-DM V U — 2 3.x LI TIZ KD 7 7 1 /L C protocol="TLSv1" Btz EE# 1 £7,

B /opt/cgms/standalone/configuration/standalone.xml
B /opt/cgms/standalone/configuration/standalone-cluster.xml

CGDM 3.x D4

m JE{:% protocol="TLSv1,SSLv3" (CE & #x £,

CGDM 4.x 1 X U 1oT-DM 5.x D4

® JEVt% protocol="TLSv1.x,SSLv3" (ZE & #ix £,

3. [oTFND Z &) L £,

service cgms start

U —7 A= —DFER

0T FND TU —7 *—X —% "7 %1213, [Operations] > [Work Orders] i8R L £ 7,

':'.'.2'; 10T Field Metwork irector Devices Operaions. . Confg . Admin oot v Tima Fome: Amenca/Los_Angeles

Everss Issums Tunnel Status Work Crders:

Gmaeth wiore Ceter

# 912.[Work Orders] X—JIZERTDH7 41—V RERLET,
F9 [Work Orders] *—2 D7 4 — K
74—V K it
Work Order Number U— 7 F— X —D—E DT,
Work Order Name U— 7 F—X—D4 i,
—)L (CG-0S ©H) T —27 A —H—IZEI ETona—VDr—/, tech,admin, F 7= viewer,
FAR Name U — 7 F—Z—CMEfF 57z FAR @ EID,
Technician User Name | |V X4-C b n 7= HiliE O —H 4,
Time Zone FAR NENPNTWDE XA LY = 2= DX A L —2 T/EH D EF WA, Z OEITENRLT
L. 2—HFDFA L=l —HSHDHENTEET,
Start Date 74—V FEIFEIZEID Y ToN=7ry =7 FORGHE &K TH,
End Date
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&9 [Work Orders] ~—Y D7 4 —nN RK(Fx)
74— K ALl
Last Update T — 7 =D D AT — X A TP ORI,
Status (A 57— & ) T = F—=H—=DAT—H A, Fhig A7 — % AEIL.New, Assigned. InService, Completed,
Incomplete. % 7= 1% Expired T,

U —7 F—H—DHR
R &9 51213, [Search Work Order] 7 ¢ —/v K TR O % L £ 9 ([Operations] > [Work Orders]) .

INT A=K B
workOrderNumber U — 7 F—X—D—EDAF,
role (CG-0S OH) U —2r F—F—ZE ) BT ohiza—F Do —1L, %720 —/LiX, tech, admin,

F 7213 viewer TT,
technicianUserName U — /7 4 —4%— |28 0 ¥ CHNHFED 22—V 4,

workOrderStatus J—0 F—H—DAT—H A FhIp AT —H A Z L%, New, Assigned. InService,
Completed. Incomplete, & 7- 1% Expired T7,
eid U— F—Z—|ZBHEAT 57z FAR @ EID,

&z admin B — L 2 FOa—FRED Y THATWLE T LItV —7 =X — &R T 21T ROML2EH L ET,
role:admin workOrderStatus:Completed
IoT FND TU—7 A =4 —Z BRI DT RO FIREZETLET,

1. [Operations] > [Work Orders] %R L £,

2. [Search Work Order] 7 4 —/L FiZHi 4 3C% A F1 L. [Search Work Orders] #27 V v 27 L £,

Device Manager (IoT-DM) t—H D —4% 7 h 7 > h OERL

U—7 F—F =T DA 10T-DM 2 A L CTIoTFND 22b UV —2 A —F—%F v a— RT 57 4 —/b FEIREHE O 2 —F
THY Y MR D RER DY £,

Device Manager = —% 7 # U > b BT A1 RO TFIEEFAT L E T,

1. EBEINTWARWEAIT ROFIEIC X v  [Device Manager User] = — L& 1ER L £7,

[

. [Admin] > [Access Management] > [Roles] %R L £ 7,
b. [Add] %2 VU v 27 LET,
c. (CG-0S ®#)[Role Name] 7 4 —/ Riz. m— L O4RTE AT LET,
d. [Device Manager User] 7= v 7R v 7 A% 42 L [Savel 7 U v 7 LET,
2. 2=V THhHyr N EERLET,
a. [Admin] > [Access Management] > [Users] &K L .[Add] #27 U v 7 L £,
b. 2—HF4 NAT—=R BLOFA L V= ERERELET,
c. [Monitor Only] 58 X X2 7~ 7 1 TERk L 7= [Device Manager User] B — /L DF = v 7 Ry 7 At 2 LET,
d. [Save(BRF)] %227V v o LET,
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TN ADE L

7 — 7 F—E—DVERk
i IC L 0B AFEAD FAR(CGR 1120 £721% CGR 1240) £7-1% DA #— + 7 =1 (IR509) % 7 .t —/L N CHEFRT 5 Z L LB

REGRIT. V=0 A—F—%ER L ET, UV —7 A== ERE PN —Z IR T D DOICRE R WIF 7 LT Uy AR EER
TWVWET,

XL BRI
B o—% 77 T [Work Order Management] HERIS AN 72 > TWDMERH Y £7,

B |oT DM ~DERIZELEHT — 7 A —F —Zt+2121Z, =4 U 7 X cgms ZfEH L T.cgms_keystore |2 loT DM FiEH]E
EAVR— T ALERSY 7,

B UL REEO—Y T R &1ER L £, (Device Manager (IoT-DM) . —H . —4 7 w7 o ks OVER &2 B R),
)YV —7 A —H—1F.CGR B LWIR509 T /34 A TOAERTE 9,

FIEDOTEA
—% (CGR1000) £7-1F= > FRA > |+ (IR509) DU — 2 A —F —Z AT 2ITIE RO FIRZFITL LT,

1. [Operations] > [Work Orders] ##{R L £,

Iltlluu. ToT Field Metwark Director Devices . Opersions . Config Admin motw  Time Zose: Amencallos Ageies

Everits Issums Tunnel Status. \Work Cedars

Samech Work Qrder

k| Work: Orcler | Ecit Work Orgier | Dashebe 'Work Order Deplaying 1-Tol T Page 1 of 1 50 = | ¥
| Wiowi Onder Mame  Rusie Device Type FER Hame/ETD ¥ st Time Tone Stewt Disbe End Dk Last Lipelske: - Slahus
W TWIMNE 0E0S51 BT CER1000 OISR L2005+ 1AF | TA1BAFR [ Coofdnated 2015-05-12 2015-11-06 20150513 Asgigned
Universsl Time D000 D000 01:1%:58.0
UQAWCWOZ Workorderd [ CER 1000 R 1 a4 JAF | T 2ADET bahaman Coondnated 20150430 2060306 2005-04-20 In Sarvicn
Liriwersal Time it 2] D000 2351370
BEHAWSYD Wiioriorder T L] CER1000 OO 205+ A | TLZADED behame Coordinsbed 20150410 2015-D8-08 2050410 In Servioe
Urrowresd Teme i) A M-I

2. [Add Work Order] #27 U v 7 LE,

llﬁllu';. ToT Field Network Director Devices Opesalions , Config Admin ot Time Zone: AmercafLos e

Evenls  Ismms Torrwl Staius Work Orders
Work Cirler
Work Order Mams
Fisdd Device MamesEIDs
Erter comma- separaied vaues

Device Type (@) Router
End Point

DOR OF Version CG-08
® 108

Technician Liser Name  bahamas

Stalus.  New
Siart Date & 000000
Eradl Date & D000

X EEEE

Device Time Zone.  Amencalos_Angaks

3. [Work Order Name] 7 .t —/V RiZ. U —2 F—F—D&4Hi# AT LET,
4. [Field Device Names/EIDs] 7 .t —/\ FIZ . FAR A RTEIZED @ Ao ~XG0 U X F &2 AHLET,
A RMNDOTRTO FAR IZ%F L. loT FND (Zfé@iBllo v — 27 A — X —Z4Efk L £,
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5. [Device Type] ([Router] % 7=1Z [Endpoint]) 3 & 0" [CGR OS Version] ((CG-0S] £7-1% [IOSD iz HBIA T &£,
6. [Device Username] 7 4 —/L FIZ [0T-DM v AT 24 &2 AN L ET,

Fa v 7H v A=a2—75 loT-DM @ [Technician User Name] 28R L £9°, Z D A = = —(Z1%.10T-DM = —FHERR A A %h
Ra—YFORrNY A FENET,

7. [Status] Ke v 7 XU A=a—0b U—7 F—Z—D AT —4% X (New, Assigned. In Service, Completed. F 721
InComplete) #R L £4, [New] 7> a IHEIATENET,

() IOTDM 2 — YN Y — 7 F—X —Z 5T 51 i IoT FND TV —7 F—%—M»RZ 02— |Zx LT [Assigned] DIKEET
HAHAVENRHY 9, U —7 F—F—DOREDOHE JoT DM IZBLAFEHLDO T — 7 F—F—52BETEXEEA,

)V —7 A== 10T DM 22— LV EFICERIND L TV—2 A—F—DAT—% AL [In Service]| LEH SN FET,
8. [Start Date] B LN [End Date] 7 4 —/L R T U—7 A —F —Na807BME LK THEZRTELET,
TU—7 7a—0NFRTRNE FINEPRL—FIT 78 ATEEREA,
9. [Device Time Zone]l 7 4 —/V R C, R v T X DY A=a—NETNA ADFA L = EBIRLET,
10. [Save (A1) 227 U v 7 LET,
1M.[OK] %27V v7 LET,
U— F—F—=13 U= F—F =Dk T4 2 &L 9 I [Field Devices] ~*— <’ ([Devices] > [Field Devices]) T. B L
[Device Info] ~—Y THIEKTE £7°,
V=0 A—=H—DFyra—F

0T FND TIEfk Si= VU —2 F—X—% 7 ¢ — /)L REFENRZ 7 n— R4 4580213, BB—® Cisco CGR 1000 /L — & 2 & B4 %
A7 4= REHEIMERHT 5 Windows X—ADT 7Y /r—3 3 > CTH b Cisco loT-DM A & F 3, HiffiE 1
[Assigned] DIRFED T RTHOY—F F—F—% Xy n— RKTEET,

74— FEHRE L I0T-DM 2 L TV —27 =X —DRAT—F A2 FH L . BEHF SN AT —HF AT 1oT FND ISEEESNET,

E)FEAFEILY —2 A= F =B ENDD TR T FND NSV —27 A—F—% U rua— 35 LY ENZ IoT-DM 7 1 — /L F
FyT by AT A A=A ENTVET,

[0T-DM DFERIZ ST [ Cisco loT Device Manager User Guidel M 1L T 72 &0,

U—7 F—X— DRk
U— 2 F—Z =Dl A RET DT ROFIRZFITLET,
1. [Operations] > [Work Orders] % 34R L £,
2. WHET DU~ A —F—%EIR L [Edit Work Order] 227 V v 7 L£7,
FE T A= —FHE2I Vv I LT I~ A—F—DFMEFR L TNV EHE LT,
3. [Save (R &2V v 7 LET,

U —7 F—X—DHIx

U—7 A= —EHRT I ROFIEEFETLET,

1. [Operations] > [Work Orders] Z %R L £,

2. HIfR 32V —07 =X —DF v IRy 7 AEBRIRLET,
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F A RO B

3. [Delete Work Order] #7 V v 27 L £,
4. [Yes] #27 Vv 7 LET,

TONA A T asnT 4

ZOETIENOT FND TEIRTE LT NA ADT R T 4 IZOWVWTHALET, 2o D7 a7 [ B EARRLDEZEH T
BNLORH Y F9,

B TSR TanRTADEAT

B T AVRT AL R T AT

TNLATANRT A DA T
0T FND |, ZDF — X _X—Z NI D 2 DT AL 2 Fa T o 2 RELET,
B ETANARTaRT 4P T RUAEFHE SSID 72 8 TS AL o TEREIND T /"7 1,

B 10T FND 7734 X 18T 1 :GIS ~ v 7 TOF A DL & E R 512912 10T FND AT B MR 7 18T 1 72
LT SA AZBE LT IoT FND I & » CEH SN D 7157 1,

) [Keyl BT 2E. 7 4 VHTHEHTE B 10T FND T —# X=X {IBF DT 0T 4 4D —V g Uafft LET, 72 & 20,
IP7 FL A2 10.33.0.30 DDOF /31 2R &/ 5 I2i%. [Search Devices] 7 4 —/b KiZ ip:10.33.0.30 & A LE7,

BT AVMF AL A T aT 4
ZOHETIHRKISRTHTIYBD 1oT END 554 2D 7 a 857 4 #FH R LET,

TN T— VT DERE

CGROENLT— V7 ALY w7

B DAS—hLUxADTaNRT 4

B 7 =7 /L PHY WPAN O 7 137 ¢

B HRABRT JVARASLS b 7 LTy
B AR AP DT RT 4

LI i a= S NIV S VR4

B SANOSDOT a7 4

B [Head-End Routers] > [Netconf Config]
B [Head-End Routers] > [Tunnel 1 Config]
B [Head-End Routers] > [Tunnel 2 Config]
B Inventory

B Ayva VU ORE

B Ayia TS AR

B Ayl VT F—

239



F A R DR

B Ayva VU ORE

B Ao Y7 ARy 7

B NAT44 A LY w7

B PLC A vy =l

B raw VY vy M AN v I BTy a s

B L—% NNyT

B L—XDORE

B L—F LT Tyb

B L—%®DHCP 7 u ¥ DORE

B Router Health

B L—% RV OBRE

B L—% bRV ORE

B L—X bRV 2 ORE

B SCADA 2 [V w7

B o—PEROT T

B WiFi f v ¥ —7 = f ADFHRE

B WIMAX O%E

B WIMAX VY2 A hU w2

B WIMAX U > 7 OFE

IoT FND O F R TOT /A AL, T A AORBICHEAEIND 7 4 —/L RO U A MBS TOE T, T /540 A THMAFREZR
7 4 —/V RiZ.[Device Type] 7 + —/V RTEFRENFE T, 7 4 —/b NIZRETR TS 25 E7TERA T RE TR 7 1 —L
RIZ XML BEUNCSV 7 7 A L&A L CRIE S, T /31 R EID BSREXF—I272 0 3 WA 7 4 — /L RIX T8 R L0 2
ENET, 74—V FITEFAR DT NA ARET L — bbb T 7 EATEET,

v T— U T DORE

£ 102, T_XTOEALT— A% —T = A AD [Device Detail] ~—® [Cellular Link] =V 7D 7 4 —/L R&ERLET,

() I1oT FND 3.2, 3 %2 =1 /L—# |R829,.CGR1240,.CGR1120. 3 L T* Cisco 819 4G LTE ISR(C819) LA Tld. T 2 T/ EF L L E
FLRILIL 200, L A —T 2 A AL LA —T A R0 1A E—Tx2A 22, EVR— T EH LT 2T ATV
TATHREY 2 —NEPFR—FLETHRD SKU 2L T ZEN,

®  |[R829GW-2LTE-K9

®  CGR 1000 /L—# @ CGM-LTE-LA
B C819HG-LTE-MNA-K9

TaTIVETLEZNLD 2 OOYHA L X4 —T 24 ZA(BLON 4 DOmEA v X —T7 24 A 0,1.2.3) THR—FrEh kL
F—TanRT A IFRO LI IFEREINET,
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AV H—T o fRAQ LAV
'L T— U DEE H—T oA A1

A HE—=T A R2 A
H—T A4 A3

FIEAGLTE T a7 AT 77 4 7TEREY 2—/LF.E 10ICELONTWNETRTOT 4 —L FEYR— 9 ERLERA

* 10 [Cellular Link Settings] » 7 1 —/V K

74—V R Key RERRED | A
E9m

Cellular Network Type ML Yes GSM %7213 CDMA 72 ¥ &1 5 —
Iy NT—I DEA T EERLET,

Module Status cellularStatus Nl LT — A H =T 2 AT 2—)b
WXy NT—=TTT I T 4T THDHN
EIYDERLET, EV2—MTL-T
IIREN TR E L H Y £7°,

Network Name _ Yes AT&T X° Verizon 72 £ r—E R 7'm
A X —DAHIEERLET,

APN cellularAPN AT TN T— A H—T oA AT D
AP DT 7z ARA v +4 (APN) % R
LET,

Cell ID cellularlD ] YN T— A H—T A AD &)V ID
EFRRLET AL H—T =2 A RET
T4 7T BITIE, ZOERLETT,

Cellular SID cellularSID ] CDMA B/ Z— = U7 DO AT Ailkhl
HFRraeRRLET,

Cellular NID cellularNID AH] COMA &LV T— U T DRy hU—7
WE T ER N LET,

Cellular Roaming Status cellularRoamingStatus AA] ETLANE—L Xy NI — T 18R L
TWH» a—I 7 LTI NEFRR
LET,

Cellular Modem Serial Number ML FEXT I BRmESNTCWAET LDV Y TILES
ERRLET,

Cellular Modem Firmware Version | cellularModemFirmwareVersion | 7] CGRIZA VA F—VENTWAE
Ca— NV EDETLA T7r—bTU T D
N—= a2 RLET,

Connection Type connectionType ARA] e A A TIIRDO L HICFREINE T,
B Packet switched
B Circuit switched
m LTE

Location Area Code locationAreaCode N R 2AF— gl ko Tt sh
bpualr—ay V7 a— K(LAC) %
FrLET,

Routing Area Code routingAreaCode NG| N—2R AT =g k- THitEh
DNV—T 47 YT a—ReFRRL
7
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54 2 DS

# 10 [Cellular Link Settings] ® 7 .t —/ R (&)

74—V KR Key B FIRED G|
E 9 M

IMEI cellularIMEI Nl GSM %y U= NEZITFDELT —
A VB —T oA ZADEBEBEMRIEE R
B (IMED) # &R L E 9, IMEHEIZ &
NFG— A B—T oA A T—BDOES
2720 £,

APN cellularAPN NG| YT — [ B —T A ADNET D

AP OT 7t ARA 44 (APN) 2 o=
L/ij—o

Cellular Modem Firmware Version | cellularModemFirmwareVersion | 7]

CGRIZA VA P—LEZNLTWBHENL
F—FVa2a—VEDOET L Ty —LA
T 2T DONRN—V g EFRLET,

Connection Type connectionType ASH] Biee 2 A I3k Lo lIcFREnE T,
B Packet switched
B Circuit switched

IMSI cellularlMSI N [E BBV AN A T35 5 (IMSI) 1,
GSM 3L TCDMA % v NU—Z7A®D
e Dty T —27 a2—%% 10 H10
i & UCERBI L E 9,
fEIZRD L B TF,
B 10 Hro%fE
B (Unknown)

IMEI cellularIMEI ARw] GSM %> NI —J NI DE'LT —

A VB —T = A ZADFEEBE AL E
B Z (IMEI) 2375 L %9, IMEl 13+
NTG— A B =T 2 AT—REDES
2720 £,

CGROENVT— V7 ARDv7

# 11 (2. [Device Info] ¥ = —® [Cellular Link Metrics] = U 7ND 7 4 —/L R&ERLET,

£ 11 [Cellular Link Metrics] =V 7D 7 4+ —/V N
74— K Key A
Transmit Speed cellularTxSpeed EHRLEHMB(- 2T 1) Ic.erd—T v 7YV o7 brers— 10
H—T 2 A AL > TEEINET X OBEOHE (B y MNP Z#FRR L
9,
Receive Speed cellularRxSpeed EFZLEHM e 2T 1R EALTF— T o7V s Xy hU—7 A

\ij—O

VE—T 2 A ALK TRESNZT —F OV HRE (B y M) ZRRL
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£ 1 [Cellular Link Metrics] =V 7 D7 4 —/L K (§ &)

74—V K

Key

Wi

RSSI

cellularRssi

TANT— T v 7Y 7 ORI (RF) OfF SIRE 2R LES, AAMEOH
PHIZ 0 ~ -100 T,

TN T— A H—T =4 AD LED DIREE & kb5 RSSIEIZK D X 91
FRENET,

B A 7:RSSl<=-110

B L UfBOELT:-100 < RSSI <= -90
B RO EE A -90 < RSSI <= -75

B RO A -75 < RSSI <= -60

B RO RLT:RSSI > -60

Bandwidth Usage
(Current Billing Cycle)

CellBwPerCycle (bytes)

BUEDREY A 7 W TORED /N — + OBAED R (A - HALD) 2R
ALET,

Cell Module cellModuleTemp 3G E Y 2 — /L DONEREEE,
Temperature
Cell ECIO cellularEcio il 2 D¥ 7 % — L~ ThH CDMA D8,

Cell Connect Time

cellConnectTime

HAED a— B W= OR S, 20 7 ¢ —/L RIZ.CDMA IO A &
nEJ,

DA 7 — FD A DT X7 4
[[DA Gateway Metrics] =V 7 ® 7 .t —/L K JiZ,[Device Info] £ =—® [DA Gateway] =V 7NDO 7 1 —/L KERLET,
* 12 [DA Gateway Metrics] =V 7D 7 4 —/V F

74— R Key G|
SSID - A v =2 ® SSID,
PANID - Y7 x> k@ PAN ID,
EEES - A2 DFEEE,
Security Mode - Ay aDEFaVT 4 B— RIkDLEEBY T,
B 03 EX=2VUTF 4 TE—FBRRESNTWARNI EERL
iﬁ—o
®1%.802.11i F—FHZET 802.1x ZR LE T,
Meter Certificate meterCert A—HFHEOY T2 M,

Modulation

Mesh Tone Map Forward

toneMapForwardModulation | X v a2 h—Yr = 7O T+ T — REFHIIKDO LBV T,

®H 0 =Robo

m 1 =DBPSK
B 2 =DQPSK
® 3 =D8PSK
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* 12

[DA Gateway Metrics] =V 7D 7 1 —/L F (e &)

74—V K

Key

B

Mesh Tone Map Reverse
Modulation

Avyva b—r 2y T7 OV N=ZEHRIRO LB TT,

®H 0 =Robo

® 1 =DBPSK
® 2 =DQPSK
® 3 =D8PSK

Mesh Device Type

A va TANA ADEIERE (72 & 21, A —# Range
Extender. £7-1Z DA 7¥— v = A1),

Manufacturer of the Mesh
Devices

TNRA RV VIR— S Ay v T ADRIE T,

Basic Mapping Rule End
User IPv6 Prefix

HEARI 2L — IV DTN, A~D v E THOT Y Ra—F
IPv6 7 N L A&,

Basic Mapping Rule End
User IPv6 Prefix Length

TV Ra—FIPV6 7 RLADIBED T LT 4 v 7 AL,

Map-T IPv6 Address

Map-T &% EHD IPv6 7 KL A,

Map-T IPv4 Address

Map-T BZEH D IPvd 7 KL A,

Map-T PSID

Map-T @ PSID.

Active Link Type

F XA A8 10T FND Z& T N4 2 L BET 2 0IEAE T
DY DY Y BAT,

7 2 7LV PHY WPAN & 7 1135 ¢
# 1312, [Device Info] £ =— [Dual PHY] = UV 7ND 7 4 —/L RERL£7,

# 13 [Dual PHY Metrics] =V 7 D7 4 —/L K
74—V K Key =5
SSID ssid A w3 2® SSID,
PANID panid #7 %> h® PAN ID,
EEES txpower Ry a DREEES.
Security Mode - AyaDdxaVT 4 T— RIKkDOLEEBY T,
B 03 E¥=2UT 14 E—FBRESN TRV EERL
£7,
B 10%.802.11 F—FHAEET 802.1x /R LET,
Meter Certificate meterCert A—REAEOHY TV N,

Mesh Tone Map Forward
Modulation

toneMapForwardModulation

Ayva b=V ~<=v 7 D75V — R FEHRIIKRD LB TT,

®H 0 =Robo

® 1 =DBPSK
® 2 =DQPSK
® 3 =D8PSK
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= 13

[Dual PHY Metrics] =V 7 D7 1 —/L K (fi &)

74—V K

Key

B

Mesh Tone Map Reverse -

Modulation

Avyva b—r 2y T OV N=ZEHRIRO LB TT,

®H 0 =Robo

® 1 =DBPSK
® 2 =DQPSK
® 3 =D8PSK

Mesh Device Type -

A va TNAL ADEIERE (72 & 21, A —# Range
Extender. £7-1Z DA ¥— b+t = A1),

Manufacturer of the Mesh -

Devices

TNRA LRV VR—= S d Ay v a T80 A0RIE L,

Basic Mapping Rule End -

User IPv6 Prefix

HEARI2 L — IV DTN, A~D v B THOT Y Ra—F
IPv6 7 N L&,

Basic Mapping Rule End -

User IPv6 Prefix Length

T Ra—HIPV6 7 RLADIEED TS VT 4 v 7 A,

Map-T IPv6 Address -

Map-T &% EH D IPv6 7 KL A,

Map-T IPv4 Address -

Map-T BZEH D IPvd 7 KL A,

Map-T PSID -

Map-T @ PSID.

Active Link Type -

F XA A8 10T FND Z & DT 34 2 L BET 2 0IEAE T
DY DY Y BAT,

WAABRT JBARA L N 7 LT vy b

# 14 1Z.[Device Info] £ =—® [Embedded Access Point Credentials] = U 7ND 7 4 —/)L REZRLE T,

= 14 MIRABT JRARA L N I VT X VDT 4 —)V R
74— K Key | BEmfen & | FiA
A
AP Admin Username - Yes TR BRA L FOBEEEHT D2 —F 4,
AP Admin Password - Yes TR KA FOBFRMERT HIRT— R,
FAIAT AP DT T ¢

# 151{2.C800 F721% IRB00 ? [Device Info] £ = —0¢ [Embedded AP] ¥ 71ZH 57 4 —/V RERLET,

£ 15 A AP DT /8T 4
A —NVE Key k!
AR - ZRIEID, KA A > REE(IP 7 R LA 7R A R4, KA A 4 First Heard, Last

Heard, Last Property Heard. Last Metric Heard, €57 V&5, v U T LVE S, 7 7 —
AT =T OR— 3 > B OB O FE O EAY,

Wi-Fi 7 247 b -

2547 hMAC 7 KL% SSID.IPv4 7 KL 2 IPv6 7 KL A 5 /34 2 % A
TR AR BX O AR ELET

Dot11Radio 0 Traffic -

BHERAT =R A(T v F|ZT) BHERAT —FZA(T v T X)) T KL A,
Tx #E (bps) . Tx FE#E (bps) . 35 L O Rx 3 (bps) #fEE L £,
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# 15 $BFGAT AP D7 T 4 ()

74— K Key A

Dot11Radio 1 Traffic | - EEAT—F (T v T4 0 0) ERT =5 A (T v 7|50 ) BT FL A,
Tx 3# 2 (bps) . Tx FE3E (bps) . 35 & O Rx 342 (bps) #f5E L5,

Tunnel3 - BEAT — 2 A (T v P[ZT) WERAT— % Z (T v 727 ) Tx HEE (bps) .
Tx 3z (bps) . 3 L Y Rx 3 (bps) Z48E L £,

BVI - BHAT —H A (T v FIHE T BERAT—2 2 (T v FIZ 7)) P T FLA Y
PE7 R LA Tx 3 (bps) . Tx BEHE (bps) . 3 L O Rx S (bps) #HE L7,

GigabitEthernet0 - BHAT—H (T v SIZ ) BNEAT —F A (T v LI FZ 7)) HHET FL A,
Tx 3# 2 (bps) . Tx FEFE (bps) . 35 & O Rx 3# 2 (bps) #f5E L3,

A=y b V27 AR v
# 16 2. [Device Info] ¥ = —® [Ethernet link traffic] = U 7HN®D 7 4 —/L K& R LET,
& 16 [Ethernet Link Metrics] = U 7 D7 4 —/V

74—V R Key i

Transmit Speed ethernetTxSpeed | &% L7 WIfIC, A —H kv b A 2 X =T = A ATEREINTZ T 7 4 v 7 DV
PIHEE (2 M) Z2FRLET,

Receive Speed ethernetRxSpeed | £ L 7= HIfIC, A —% R v b A U H =T = A ATZIEENTZ DT 7 4 v 7 DF

PR (B M) &R LET,

Transmit Packet Drops | ethernetTxDrops | &EF = —N D L X Fur vy X377y FoE(Fe vy I 2= LE
1;_‘0

A KNQOS D a7 g
# 17 1Z.[Config Properties] ~— " ® [Guest OS Properties] =V 7RO 7 4 —)L RERLET,
£ 17 [Guest OS Properties] D7 4 —/L K

74— R Key Bk

GOS Password - GOS IZ7 7 B AT H DN AT — |,
DHCPv4 Link for Guest OS Gateway | - DHCPc4 7— FU = A 7 KL X,
Guest OS IPv4 Subnet mask - IPv4d 7%y b w27 7 RLA
Guest OS Gateway IPv6 Address - IPv6 7 — bV =A 7 RLATT,
Guest OS IPv6 Subnet Prefix Length | - IPv6 7 %y hDT VLT 4 v I AR,

[Head-End Routers] > [Netconf Config]
# 18 |Z.[Head-End Routers] > [Config Properties] ~—<"® [Netconf Client] =V 7 ND 7 4 —/)L K&k L 7,
* 18 [Head-End Routers] > [Netconf Config Client] ®~7 .t —/L' F

74— R Key FERRENE |
RN
Netconf Username | netconfUsername | Yes HER C NetconfSSHt v a » %FSiT 5 & X I AT H2—V4
EHRELET,
Netconf Password | netconfPassword | Yes HER T NetconfSSHt v a v 2T A L X AT AR T —
NEHELET,
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[Head-End Routers] > [Tunnel 1 Config]

# 19 12, [Head-End Routers] > [Config Properties] ~—"® [Tunnel 1 Config] = U 7ND 7 4 —/L K& LET,

#F 19 [Head-End Routers] > [Tunnel 1 Config] D7 1 —/V K
74—V KR Key FIERRENE | A
bR

IPsec Tunnel Source 1 ipsecTunnelSrc1 Yes IPsec bRV 1 DEFETA L F—T = A AFEZTIP
7 RLVRERELET,

IPsec Tunnel Dest Addr 1 | ipsecTunnelDestAddr1 | Yes IPsec ho /v 1 DA v A —T 2 A AE-IZIPT
NLUAZFRELET,

GRE Tunnel Source 1 greTunnelSrc1 Yes GRE bV 1 DEETA v E—T =2 AEIZIPT
RUAZEELET,

GRE Tunnel Dest Addr 1 greTunnelDestAddr1 Yes GRE Fo b 1 DA v Z—T 2 A4 ZAFITIP T R

VAZRELET,

[Head-End Routers] > [Tunnel 2 Config]

# 20 1z, [Head-End Routers] > [Config Properties] ~—"® [Tunnel 2 Config] = U 7ND 7 4 —/L K& LE T,

#F 20 [Head-End Routers] > [Tunnel 2 Config Device] ® 7 ¢t —/V K
74—/ K Key BREARENE | LA
9 7

IPsec Tunnel Source 2 ipsecTunnelSrc2 Yes IPsec bRV 2 DEFETA L F—T = A ZAFEIXIP
T RUVAEZRELET,

IPsec Tunnel Dest Addr 2 | ipsecTunnelDestAddr2 | Yes IPsec N> IV 2 DSESEA v B —T =2 A AFETITIP T
FL2AZBELET,

GRE Tunnel Source 2 greTunnelSrc2 Yes GRE F o RN 2 DFEETA LV HE—T = A AEZITIPT
NLUAZFELET,

GRE Tunnel Dest Addr 2 | greTunnelDestAddr2 Yes GRE Fr 3L 2 %A v 2 —T 2 A AFEZIXIP T K

VAZRRELET,
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Inventory
# 2112, [Device Info] ~—® [Inventory] = U 7ND 7 4 —/L RERLET,

Cleco IoT Field Network Director Devices . | Operations . Config .
Dashboard Field Dewi Head-End Routers Se
1 a e avices n Ol Dashboard
Browse Devices | Quick Views functionroot’ de Field Devices
& All FAN Devices Config ~ g Head-End Routers eh | Security | 4
4 &5 ROUTER (2) Servers ictions = | Ex Vg
CGR1000 (2) : -
Name Status  Fum
] siatus
00078109013C17DF ROC
Bu@ -
00078109013C1TEA ROC

4 ™ ENDPOINT (17)
ROOT-OW Riva CAM (2)

[Device Info] ~=— Y F TD /)2 DH:[Devices] > [Field Devices] > [ENDPOINT] > [ROOT-OW Riva CAM] > [Name] GRS % /LD
ALY T BEIR),

F 21 [Inventory] ® 7 4 —/V K
74—V Key AERRED | R
E 9

Config Group configGroup Yes TNRA ANE L TWBERE T IV—T D4R,

Device Category deviceCategory N ZDT4—=NVRIE TR, ADEA TH) A RERLET,

Device Type deviceType RA] DT 4=V FIZED MMDOFTRTDT 4 —)L KIRRTE S
T, A EDHEHE.BIOI0T FND TOT /314 2D
FRFEBRESINET,

Domain Name domainName Yes ZDOTNRAL RZRESNTND RAAL 4,

EID eid AH TNRARA Y TC—EDOTITA~) F—L LTHEHIN
2T ADT T4~V EFE D,

Firmware Group firmwareGroup Yes FRAZBBLTND T 7 =L =T T A—T D4R,

Firmware Version runningFirmwareVersion | <] FNRAATEITENTWA T 7 —L 7T RN— 3,

Hardware Version vid RA] FRAL ADN—RT =27 N—T g,

Hypervisor Version INA I XA AR (7" A k OS 23l L <5 Cisco I0S CGR D)
Hypervisor ®/N— 3 >,

Hostname hostname RA] FORA ADKRA N,

IP Address ip Yes FRAZDIP T R A, b RUEH O loT FND #5512 2
OF KL AZMBAHLET,

L label Yes TR RZBID B TEHENEH AT L TYL T DDT A
AN DTN EEY L THZ ENTEET, 70T,
XML 77 AL CSV 77 AV T7< Ul £721F APl I X
DEIDYBTHENET,

Last Heard lastHeard NG TN AT loT FND (2855 L 7= H i,

Last Metric Heard MM L Nl EthOR—Y 7 GEMP @) OREZ,
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54 2 DS

£ 21 [Inventory] 7 4 —/ F (e X)
T 4= R Key REFRED | T
9 »

Last Property Heard 7L Nl FAR O % DT 137 ¢ WH OB,

Last RPL Tree Update B AR ST EPL VU —OR—1U 7 GEMRIEE) Otk O T DI
s

Location AL ANE] TN A DR &R,

Ry — - NG| T RRA 2~ TS ZDRIE T,

Mesh Function cgmesh ARw] A v a DTN ZORERE, A #h72M1%. [Range Extender]
B X O [Meter] T9,

Meter Certificate meterCert NI A —RBNZHE SN D 7 — L T X E A OZERE,

Meter ID meterld RA] ME O A —% D,

TTINE S pid Aa] T3 ZADR D,

4 name Yes F AL ZZENY YT HENTWDEA DL R,

SD Card Password Lock | - Yes (CGR ®#)SD 1 — KD /2T — K a v 7 OIREE (on/off)

Serial Number sn KA] TNA ADY Y T IVEE,

Status (25 —# ) status AT TNA ADAT —H A,

Tunnel Group tunnelGroup Yes THNAZARBLTND R T —T D4R

Ay Y I7d

=t

A AL

# 22 1Z.[Routers] > [Config Properties] ~*—"® [Mesh Link Config] =V 7 ® 7 —/L K&RLE T,

x 22 [Mesh Link Config] ® 7 4+ —/V K
74—V R Key BRERREMNE | B
PRI

Mesh Prefix Config meshPrefixConfig Yes BVTxy N LT 4T ADT RLA,

Mesh Prefix Length Config | meshPrefixLengthConfig | Yes PTRy N TV T4 T ADT R AL,

Mesh PAN ID Config meshPanidConfig Yes Y+ 7%~ h® PAN ID,

Mesh Address Config meshAddressConfig Yes A2 Vo IDOIPT RLA,

Master WPAN Interface masterWpaninterface Yes (27 )L PHY CGR D) T /A AM~S AHX —THh
HAUE—T A A,

Slave WPAN Interface slaveWpanlnterface Yes (T 27/ PHY CGR O&) T /34 ZANAL—TTh
HA B —T AR,

Ay va T ZADIREE
# 23 |Z.[Device Info] ¥ = —® [Mesh Device Health] =V 7N®D 7 ¢t —/L KZRL £,

#* 23 [Mesh Device Health] 7 ¢ —/ K
74—V K | Key G|
Uptime uptime | %O 7 — N EAREIZERE AR M L TR oA (7).,
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Aya Vol F—
# 2412, [Device Info] £'=— [Mesh Link Keys] =V 7ND 7 4 —/L R&ZRLET,
*x 24 [Mesh Link Keys] ® 7 .1 —/V K

74—V K Key

BOEFREINE D7 | B

Key Refresh Time

meshKeyRefresh | K#f

Avia Vol F—NERREBEICT vy Fe— RSz H,

Key Expiration Time | meshKeyExpire | Yes

Ay va Vs F—OFMMIRBEIND A,

Ao U DOBRE
# 25 12, [Device Info] £ = —@ [Mesh Link Settings] =V 7N®O 7 1 —/L R&RLE7,
* 25 [Mesh Link Settings] ® 7 4 —/ F

7 4—I)L K Key S

Firmware Version meshFirmwareVersion ME 77 —AL T =7 DOR— 35 0,

Mesh Interface Active | meshActive ME D AT —% X

Mesh SSID meshSsid ME %> s U —7 ID,

PANID meshPanid Y7 x> h® PAN ID,

Transmit RF Power meshTxPower ME Di%k1E%E7) (dBm),

Security Mode meshSecMode ME Dt&FXx=U7 1 E— K,

Transmit PLC TX Level | tx_level dBuV ltron OpenWay RIVA CAM £ ¥ = —/L 3 L O Itron OpenWay RIVA

BRT A A (dBUV) (ZDu=~A427127T¥)DPLC L~L

RPL DIO Min

meshRplDioMin

DODAG 1A 7> =27 F(DIO) D MY 7 )V Z A <—O Imin %3 E
FTLDIEM SN D557 LI,

RPL DIO Double

meshRplDioDbl

DIO 1Y 2k %4 ~—0 Imax &i/ET 5 DITHI Sh B/ L
3,

RPL DODAG Lifetime

meshRplDodagLifetime

HMHEER 7T 7 (DAG) & LTOTRTOF Y /L— FDERT, T
7 F v ORI (53) ZRET DT-DITHEH SN D/ 57 LB,

RPL Version Incr. K|

meshRplVersionlncrementTime

RPL /=2 = > O (57) 48 ET 57O S o #5742
LU,

Ayia V7 A

NV

#% 26 |Z.[Device Info] ~*— ™ [Mesh Link Metrics] =V 7ND 7 4 —/V R&ERLET,
*= 26 [Mesh Link Metrics] 7 4 —/ K

74—V K Key i AH

Meter ID meterld ME & A —%4 D,
PANID meshPanid ME @ PANID,
Mesh Endpoints meshEndpointCount | ME ® ¥k,

Mesh Link Transmit Speed meshTxSpeed HWEREAWIM (- 21 ) CEY L Ty 7Y v
Fv NT—0 AU H—T A ATOT — X EEDOBIEDEE
(By M),

Mesh Link Receive Speed meshRxSpeed BWEFEEAYM (& 21V CEYLE Ty 7TV 7 Ry
NI =0 A B =T 2 ATOT —FZEOHE (B M),

Mesh Link Transmit Packet Drops | - ToTV 7T Ray T EN5T—X Ny FO,

Mesh Route RPL Hops meshHops EENRPLILV—FT 47 V) —D— I NOBMBEND Y 745,
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#* 26 [Mesh Link Metrics] ® 7 4 —/L K ()

74— R Key A

Mesh Route RPL Link Cost linkCost BERLZOT v TV T ZANRX—=LDOBEDY 27 @ RPL =2 2 M,

Mesh Route RPL Path Cost pathCost HELN—T 47 VY —D)— kDM RPL /SAD A
M E,

Transmit PLC Level tx_level dBuV PLC # X O Itron OpenWay RIVA E% 7T /31 28 L O Itron
OpenWay RIVA G-W (H A /KiE) T /34 ADFTHR— b (dBuV
Du=~<A4717TT)

NAT44 A + VU v 7

# 27 12, [Device Info] ~—T D [NAT44] =V 7T ND 7 4 —/L RERLET,
*x 27 [NAT44 Metrics] D7 1 —/V K

74— K

Key |

NAT44 Internal Address

nat44internalAddressO | NAT 44 CTE SN2 T A ADONET KLA,

NAT 44 Internal Port nat44InternalPort0 NAT 44 TEEINTF-TNA ZAONEHF— T8,
NAT 44 External Port nat44ExternalPort0 NAT 44 TRESNT-T A ZDHNEBR— N FE-,

PLC A v = E#

% 28 1Z.[Device Info] £ =—® [PLC Mesh Info] = U 7HND 7 4 —/L R& R LET,
¥ 28 [PLC Mesh Info]l] ®7 4 —/V K

74—V K

Key

il

Mesh Tone Map Forward Modulation

toneMapForwardModulation

Avia h—r v 7D7F+TU— REFIEKDEEBY
<9,

® 0 =Robo

® 1 =DBPSK
B 2 =DQPSK
® 3 =D8PSK

Mesh Tone Map Forward Map toneMapForward

F v FLNOFERAATRER Y 7 ¥ UV T O A R L. 2
BoAxs7 T v (2L Z2FE 0011 1111) & LTERS
FI N IFEET vy XL ERLET,1 DEBLZWVIELE,
F X FNVOFERENDRKEL 72D F7,

Mesh Tone Map Reverse Modulation

toneMapRevModulation

AyPa b= 2y T DY N=2ZERIKRDLEY
-’C\‘jﬁo

B 0 =Robo
B 1 =DBPSK

® 2 =DQPSK

® 3 =D8PSK
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#= 28 [PLC Mesh Info] » 7 4 —n F (§EX)

74—V K

Key

u}LFDq

Mesh Tone Map Reverse Map

toneMapReverse

F v FNVHNOFERAARER Y 7 %5 ) 7 O%E R L. 2 i

¥oFr 7w b(J2E 12,0011 1111) & LTEREN
FI, 1 IFEETF vy 2L ERLET, 1 OBERLNIFE,
F v RIVDOEENKREL 20 EF4,RSSI & & &I

ENBYN—R <y FEREMBEDETEHET v X
IVERTELET,

Mesh Absolute Phase of Power

BIED A 3 =2 ORI AR PLC / — KD
BB L OBERTE O EIALE T,

LMAC Version

PLC €Y 2—/VDSP Fut vz kW& D
LMAC 7 7 — A = 7 ®N— 7 > IEEE P1901.2
PHY HE¥E(ZHEHL9 5 PLC BIEIC. FALOAT 47 77
T AMREE SR L 9,

raw Y7 v b A M) v 7 BLOEYy 3~
# 29z, [Field Devices] > [Config Properties] ~*—"® [TCP Raw Sockets] = U 7ND 7 4 —/L K&ERLE T,
* 29 raw Y7o F A NI w780y Yaryota—

74— K | Key B

AN w2

Tx Speed (bps) | rawSocketTxSpeedS[portNo] | < U 7L F—2 D 34 v MEA R Y —ADZHEE (> M),
Rx Speed (bps) | rawSocketRxSpeedS[portNo] | < J 7L F—Z D 347 v MEA R Y —ADZAZHE (B M),
Tx Speed (fps) rawSocketTxFramesS[portNo] | 2 V) 7L F—% D 8w MEA R U — AOEEFE (7 L— A1),
Rx Speed (fps) rawSocketRxFramesS[portNo] | ~ U 7L F—&% D47 v MEA N Y — ADZIEERE (7 L— A7),

Tyvayv

Interface Name -

raw Y7y hOBTBIMEBICEREINTWDLY I TV AV F—T = A
A DA,

TTY - VITN A E—T oA AZHEEMT STV D A—Z EOIERBIT Y
7 V[ElRR,

VRF Name - RNV —T 4 v T BLOR T+ T —F 4 T AV AH 2 ADLHI,

Socket - 32 DEHD D HD 1 DEREET HE R,

Socket Mode -

7747 M ETF— SRR A o F =T oA ABBE ST
5E— K,

g—HIPTER |- P — "R BFEDOT=DIZ (=R V7Y B F—RT)ZITY v AT DM,

LA, FNFT TAT IRV DRER AT DD (T TAT N Y
Ty EF=RFTO)ALFTHIPT FLZ,

Local Port - P — NGO DIZ (= Vo b = RKT) Y v AT 50 2T

U FAT 2 DS DB R T B T20I (2 FA T S
T F0O) 8 v FF2H— b,

Dest.IP Address | -

UE—h TCPraw Yo v b —D5Ek IP 7 FL A,

Dest.Port - UE— b ="~ DOT-OIEHNT D50 — b EE,
Up Time - BEGE DN L TN I,

Idle Time - Ny MRG0 T I,

ZA LT T b - BIERESNTWD By ay TA RV ZA4 LT 7 4,
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J—252 Ny 7Y

# 30 (2, [Device Info] ~—"® [Router Battery] = U 7 NDO 7 1 —/L RERLET,

% 30 [Router Battery] 7 /31 2 Bz —
74—V KR Key FERRENE | B
9 M

Battery 0 Charge batteryOCharge | A<w] NyTFU 0 DREBEBOEE(I—EL ),

Battery O Level (%) batteryOLevel N NoF 0 DREOHEE(OS—X ),

Battery 0 Remaining Time batteryORuntime | <7y NyF Y OBREDA LA N—LERITREDY By MU
IZEME L T2 i,

Battery O State batteryOState AH] FRAL 2D YT Y 0 OBIEDIREE,

Battery 1 Level (%) battery1Level NG| NRyTF ) 1 OFBEORE(OI—FEL M),

Battery 1 Remaining Time battery1Runtime | A<a] NyTF U 1IREFEOAL LA N—)LEFITREDOY v K
IZENE L TV 2 IR,

Battery 1 State battery1State ARaf FNA AN T Y 0 OBIEDIKEE,

Battery 2 Level (%) battery2Level N NoF 2 DFREOHEE(S—XL ),

Battery 2 Remaining Time battery2Runtime | f<7] NRyTFU2NZEFDA LA N—)LVEIIHRKEDOY By FUAKE
IZEME L T2 i,

Battery 2 State battery2State AH] FRAL ZADNN YT Y 0 OBIEDIREE,

Battery Total Remaining Time | batteryRuntime | Raf TRTON YT Y OKY OFERHOEHE,

Number of BBU numBBU NG IW—BIZA VA N=ILENDERNTY Ry 7T v/ =
= ;(BBU) ¥, V—Z 1L K3 >DBBU(N» TV 0,
Ny F U1 RNy TV DEZTFTANDZENTEET,

IR powerSource N N—& OEJR:AC £ 721 BBU,

JL— 2 DR IE

# 31 12, [Field Devices] > [Config Properties] ~*—"® [Router Configl =V 7ND 7 4 —/)L R&ERLET,

# 31 [Router Config] /31 2 B =2—
74—V Key BOETTRE N E | W
2
Use GPS Location | useGPSLocationConfig | Yes B GPS & ¥ 2 — U3 — & O FT GRE L) 2R LE9,

JV—Z T LT v

# 32 2. [Field Devices] > [Config Properties] ~*—<"® [Router Credentials] =V 7ND 7 4 —/L R&ERLET,

* 32 [Router Credentials] D7 1 —/V K
74—V KR Key | @& nlfgmE | i
2
Administrator Username | - Yes N— NOFREEICFE R SN2 — V4,
Administrator Password | - Yes J— R OFREEITHEH SN SR T — K,
VAL — F— - Yes T ZADBIEMEH END v A — F—,
SD Card Password - NG SD H— KD A T — RREED AT —F A,
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# 32 [Router Credentials] ® 7 .t —/\ F (e %)
74— K Key | BEnlfenE | i
DR/
Token Encryption Key - Yes h—2 VB —,
CGR Username - Yes CGR OD=z—H4 ¥ v b,
CGR Password - Yes CGR T.BHEfIT LN TWE 2 —P AR L CRESND/SAT— K,

JL—% O DHCP 1§ #
% 33 1Z.[Device Info] ~*—<® [DHCP Info]l =V 7D 7 4 —/L R&ERLET,

* 33

[Router DHCP] 7 4 —/V F

74—V K

Key

B!

DHCP Unique ID (DUID)

hex 3¢50 DHCP DUID (OXHHHH 72 &),

JL—H% @ DHCP 7' 11 % o D% &
# 34 |Z.[Field Devices] > [Config Properties] ~— "™ [DHCP Proxy Config] =V 7IND 7 4 —/L K&~ L E T,

* 34 [DHCP Proxy Config] 7 4 —/V F
74—V K Key PERRE | A
INE D

DHCPv4 Link for Loopback Interfaces | dhcpV4LoopbackLink | Yes N—T Ny A H =T AT —RA&EHRK
35 & |2, DHCP DISCOVER # v E&—WNTHE
HAT25IPva Vs 7T RUVAEZEKRLET,

DHCPv4 Link for Tunnel Interfaces dhcpV4Tunnellink Yes FoFN A B —T 2 ATY —RAEFRTH
L % |Z . DHCP DISCOVER # v t&—NTHH
T5IPv4 )7 T RLVAEZERLET,

DHCPv6 Link for Loopback Interfaces | dhcpV6LoopbackLink | Yes N—T Ny I f v BZ—T A ATY —AZERS
% & % |2, DHCPv6 Relay-forward A vt —YNT
T2 IPv6 V7 7 RLAZBWLET,

DHCPv6 Link for Tunnel Interfaces dhcpV6TunnellLink Yes IR RNV A B —T oA ATY —RAZBRT
% & %2, DHCPv6 Relay-forward #* vt —YHN
THEHTDIPE V7 7T RUVRAEERLET,

Router Health

# 35 |Z.[Device Info] ¥ = —PWN® [Router Health] ®~7 4 —/L K&/~ L E£9,

* 35 [Router Health] 7 /34 2 ¥ 2 —
74— R Key BRERRENE | LA
IR

Uptime uptime ASH] =N %DV &y FUBRICEE L TEIEL THWAHIM ) 25 L
3

Door Status doorStatus N DT 4=V ROF T g AIRD ERY T,
B Open:/L—H DO KT REANTNS & &
B Closed: /L —4# D KT RHEH-TWNB L &

Chassis Temperature | chassisTemp | <7 N—F OEWERE ZR R LET, EREDNBEENER L IR E
BT ZWZT 79— aeRRTHLOBRETEET,
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J—% K RIVDERTE
# 36 |Z.[Field Devices] > [Config Properties] ~— "™ [Router Tunnel Config] =V 7ND 7 4 —/L K&Z/RLET,

#* 36 [Router Tunnel Config] /N1 A B2 —
74—V KR Key FERRENE | A
9 M

Tunnel Config tunnelHerEid | Yes FAR 73 % = 7 78 b o U CTHEGE L TV 5 HER
D EDHFEZEZRRTLET,

Common Name of Certificate ARwA] SERERITEHE DA R R LET,

Issuer

NMBA NHS IPv4 Address Yes F 7o — Ky XA h~/LF T 7t A(NBMA)IPvA T
FLRAERRLET,

NMBA NHS IPv6 Address Yes NBMA IPv6 7 RL A& KR L ET,

Use FlexVPN Tunnels Yes FlexVPN b R VEREZ R LET,

JL—% KRV 1 OFRIE
% 37 IZ.[Field Devices] > [Config Properties] ~—"® [Router Tunnel 1 Config] =V 7D 7 1 —/L K&Z/RLET,
* 37 [Router Tunnel 1 Config] 7 /34 2 ¥ = —

74—/ K Key BRERRENE | BHA
DY

Tunnel Source Interface 1 | tunnelSrcinterface Yes WAN TUEMZ T 2 7DD b o RV Z2ER T
HAVHE =T A AEERLET,

OSPF Area 1 ospfArea Yes (IPv4 ZFEITLTWD)L—H R A L AN—Th D
OSPFv2 Area 1 ZE&EL £,

OSPFv3 Area 1 ospfV3Areal Yes (IPv6 ZFEITL TWB)IL—H R AL NN—Th 5D
OSPFv3 Area 1 # €& L £,

OSPF Area 2 ospfArea Yes (IPV4 % FEFTLTWB) L—F B A L R—Tdb %
OSPFv2 Area 2 #E&H L £,

OSPFv3 Area 2 ospfV3Areal Yes (IPVv6 ZFEITL TCWAB)IL—H N AL R—Th D
OSPFv3 Area 2 #E&% L £,

IPsec Dest Addr 1 ipsecTunnelDestAddr1 | Yes IPsec tunnel 1 ®%E5E IP 7 RL 22 E:RLE T,

GRE Dest Addr 1 greTunnelDestAddr1 Yes GRE tunnel 1 %65 IP 7 RLAZEFRLET,

Jb—H KRV 2 DFRIE
# 38 |Z.[Field Devices] > [Config Properties] ~— < ® [Router Tunnel 2 Configl =V 7HND 7 4 —/V R&E/RLET,
* 38 [Router Tunnel 2 Config] /31 A ¥ =—

74—/ K Key RRERRENE | WL
37
Tunnel Source Interface 2 | tunne2Srcinterface Yes WAN TCEMZREET 572012 2 BH O k2B
THEAH =Tz A AEEHRLET,
OSPF Area 2 ospfArea2 Yes (IPv4 ZFELTL TWB)IL—H IR AL NN—Th 5D
OSPFv2 Area 2 # &L £,
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#* 38 [Router Tunnel 2 Config] /34 2 ¥ = — (%)
74— R Key RETRENE | P
/A
OSPFv3 Area 2 ospfV3Area2 Yes (IPV6 #EFT LTV L—H N AL NR—Th D
OSPFv3 Area 2 # &€& L £,
IPsec Dest Addr 2 ipsecTunnelDestAddr2 | Yes IPsec tunnel 2 ®%E5E IP 7 RL A ZEF L E7,
GRE Dest Addr 2 greTunnelDestAddr2 Yes GRE tunnel 2 o465 IP 7 RL 22 EFL F T,

SCADA A N w7
# 39 |Z.[Device Info] X—® [SCADA] # 7D 7 4 —/)L K&RLE T,

% 39 [SCADA Metrics] Dt = —
74— R Key HERRENE | il
DR/
Channel Name channel_name | <7 FAR D> U7/ iR— k& RTU ERBIETDZF v LERLET,
Protocol Type protocol Aaf 7 baVEBDO XA T ERLET,
Messages Sent - NG FAR NEfE LIz A v E—T 0¥,
Messages Received | - N FARIZE D ZFEENA v E—TVDH,
Timeouts - NG| PEREHE LD X A AT U MEZFRRLET,
Aborts - N HL ENTHERARITOREER R LET,
Rejections - NG| loT FND (28 S o #mal T OB E R R L ET,
Protocol Errors - AH] FARIZk o THmREN=7a bal =T —DHEFR R LET,
Link Errors - AH] FARIZL -~ CTAmENZY vy 2T —DFEFRRLET,
Address Errors - AH] FARIZCX o THENZT FLA =257 —DA2F RLET,
Local IP - AH] FAR Du—B/)VIP 7 RLAEFRLET,
Local Port - NG| FAR Du—h R— 2R RLET,
Remote IP - ANR] FARDUE—RFIP7 FLRAEZFRRLET,
Data Socket - NG| FARIZXZVERESNT-raw Y7y b —R"EFRLET,

ZI—PEFROT BT ¢
[Routers] > [Config Properties] ~*—<’® [User-defined Properties] = U 7IZIX JEENEE L7 0T o NFERENET,

WiFi A v % —7 = A4 ADFKE
# 40 1z, [Field Devices] > [Config Properties] ~2—"® [WiFi Interface Config] =V 7D 7 4 —/L K& R L £,

& 40 [WiFi Interface Config] D7 1 —/V K
74—V K Key RENRENE | BB
5
SSID wifiSsid NGl FAR ® WiFi f v Z—7 = A AZE VY THINTWNWAY—E R
v N%BIT-(SSID),
Pre-Shared Key | type6PasswordMasterKey | <7f FAR |[ZfRIEF SN TV A MO R A F— 2K 5{LT 572D
fERENDx—,
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WIMAX D&% E
# 4112, [Device Info] ~—® [WIMAX Configl =V 7ND 7 4 —/ F&ERLET,
= M [WIiMAX Config] 7 4 —/V K

74— K Key A

PkmUsername PkmUsername

PkmPassword PkmPassword

WIMAX U > 7 A N w7
# 42 |z [Device Info] _*—® [WIMAX Link Health] =V 7ND 7 4 —1 K& R L E9,
* 42 [WiMAX Link Health] » 7 ¢ —/ F

74—V K Key A

Transmit Speed | wimaxTxSpeed | VW EEFEBEAEAM (72 & 21X 1 ) TEBHLEZWIMAX 7y PV v 7 2y hU—2 A v
H—T 2 A ATOT —ZEFEOBEDHEE (v M),

Receive Speed | wimaxRxSpeed | &\ VEHZEAGIF (72 & 21F 1 BB TEHYLEWIMAX 7y 7V v 7 Xy hT—2 A
B =T 2 A ATODT —FZZEOBIEOEE (Y y M),

RSSI wimaxRssi WIMAX RF 7 v 7V > 7 Ol RSSI i (dBm),

CINR wimaxCinr WIMAX RF 7 » 7 U 7 @il CINR {# (dB)

WIMAX U > 7 D% E
# 4312, [Device Info] ~— T ® [WIMAX Link Settings] =V 7D 7 4 —/L F&Z R LET,
* 43 WI[WiMAX Link Settings] ® 7 4 —/ ¥

74—V R Key AL

BSID wimaxBsid WIMAX 34 A CEE SN TNAR—R A 57— 3 >0 ID,
N— Ko =7 7 K | wimaxHardwareAddress | WIMAX /34 ZD/— K7 =7 7 KL X,

LA

Hardware Version | wimaxHardwareVersion | WiMAX /34 ZAD/N— R 7 =7 RN— 5 2,

Microcode Version | wimaxMicrocodeVersion | WIMAX /34 ZAD~< A 7 a2 a— R X—I g 0,

Firmware Version wimaxFirmwareVersion WIMAX 7R ZADT 7 =L =T N—T g,

5,34 24, (Device | wimaxDeviceName WIMAX 7731 A D44 Hil,

Name)

PISPAOEN wimaxLinkState WIMAX /54 20 U > 27 R FE,
Frequency wimaxFrequency WIMAX 7 /34 2D DR,

HEf5f et wimaxBandwidth WIMAX 773 A Z A3 2 i delbi,
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