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SYN 79 v RIFEEIZ., IRD 25D E A FITHHEINET,

e IRANTZ7T Y RISYNT7T v KAy "RE—OFRZ MIEESN, TOFA N EOT
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cTTAT VA= Ny a T =TI NT Ty RISYNT Ty Ry NRT 7 AT Ut —
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TJ7AT7 04+ —ILDEKRTE
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FIEOHE

©OENOGHRWN A

N VNN VNV VIVVODN e m md md e oed ed oed
NOURWN_ROCOLONDIARN=D

T TFAT U F—NERELET,
X2 U T 4 RELY — BB L ET,
X2 VT 45— B LET,

RESNT-EET S —r ey — v a2ERAL T2 T4 V=0 RXTE2ERLET,
AV BE—T a2 AA AE S =0 A= LTRELET,

enable

configureterminal

class-map type inspect match-any class-map-name
match protocol {icmp |tcp | udp}

exit

parameter-map type inspect global
redundancy

exit

policy-map typeinspect policy-map-name
classtype inspect class-map-name

inspect

exit

class class-default

drop

exit

exit

zone security security-zone-name

exit

zone security security-zone-name

exit

zone-pair security zone-pair-name sour ce source-zone destination destination-zone
service-policy typeinspect policy-map-name
exit

interface type number

ip address ip-address mask

encapsulation dotlq vian-id

zone-member security security-zone-name
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28. end
29. V—rEHDAE =T A AT F v FTHITIE, AT v T2 ~25 %20 IRLET,

FIED FEH
ARV RFEREETO3 Y B#)

AT 71 |enable Rt EXEC E— RE A LET,
15 : e NAT—=REANLET EREnHE) .
Device> enable

25y 72 |configureterminal JH—r YT 4 K b v T Rk
1 - LETS
Device# configure terminal

AFw 73 |classmap typeinspect match-any classmap-name | 77U r— g VEEDOHRES A T VT A < T
i ZERLL., QoS 7 F A vy ar 7 4 ¥al—
Device (config) # class-map type inspect match-any] va Q/QEb—}s%EEﬁﬁﬁL,giifO
ddos-class

25w 74 |match protocol {icmp |tcp | udp} EE LT b I ESNT, 2T <y T D
15“ : #ﬁ%“ﬁ%%%ﬁ Lij‘o
Device (config-cmap) # match protocol tcp

ATy T5 | exit QS/ I A~y a7 4 F¥al—grEF—FR
#l - ERETL, ZJu—arr s Fal—ia s E—
Device (config-cmap) # exit ]\%Bﬁﬁébi‘a}

ZFw 76 |parameter-map typeinspect global Ta— R URENRT A= vy TEREHRL, T
- AP T AL TR T 4 Falb—Tay
Device (config) # parameter-map type inspect global] %}“—]5%Eﬁﬁﬁéljiiﬁfo

A5y 771 |redundancy TrAT VA= NOE A AEEAEICLET,
{1
Device (config-profile) # redundancy

ATy S8 |exit NRIGA—E < T I THEAL T 4 X2l —T 3
I - VE-RERTL, = ar 7 g Xal—
Device (config-profile) # exit vay e ]\%‘}Eﬂﬁébijﬁo

AT 79 |policy-map typeinspect policy-map-name 7u haVEEORESA T R v— <y T EAE

1 -

Device (config) # policy-map type inspect ddos-fw

L, QSAY v—vyF ar7Falb—3
v E—FZRMLET,
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ARV FFEREETIVa Yy
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AT 710 |classtypeinspect class-map-name T arDIATRHEERD VT T4y I TA
Bl - EREL, QSHKY V=~ T 7T R2 a7y
. . . Xal—varET—RERBLET,
Device (config-pmap) # class type inspect
ddos-class
ATy 11 |inspect ATF—=hIN Ry b AV ART v a kA R—
Bl T LET,
Device (config-pmap-c) # inspect
ATy 12 |exit QSAKV =~y TV IFRAar74F¥alb—ra
i - VE—REKTL, QSHRY v—~wvy S arry
. . . Fal—varyE—REMHBLET,
Device (config-pmap-c)# exit
AT v 713 |classclass-default T varDITHRERDT T ANV 7T Ak
B - BEL, QSR v—~v T IIFRA a7 4Fa
NN N e L
Device (config-pmap) # class class-default bovas® }\%%Bﬁﬁn L&,
AT F14 |drop ALY —=r D200 B —T 2 ZABTHT
Bl - 7 A w7 ORZFHELBNAREC 2D T
Device (config-pmap-c) # drop
AT T15 |exit QSHRIV v —~vw T IVIFRary74F¥al—a
il - YE—FEKRTL, QSR v—~vy TS arry
. . . Fal—rvaryE—RFEBLET,
Device (config-pmap-c)# exit
ATy 716 |exit QSAV v —~wv T ar7Fal—valE—
#l - RaTL, Zm—\ a7 ¥alb—vay
: T .
Device (config-pmap) # exit T REMRLET,
AF v 717 |zonesecurity security-zone-name X2 VT4 V-V ERERL, X2 VT4 Y —
i - varzZ4Xalb—varE—RKelBLET,
Device (config) # zone security private o (FEBETLY—r b —r b b) S—
NRT KT DI, 22008X 2T V' —
CBBETT,
ATy 18 |exit X2 VT4 ar7 4 Xal—va s E—
15 - FE#&TL, ZJao—)l a7 4Fal— gy

Device (config-sec-zone)# exit

ET— REHBELET,
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S

Z 5w 719 |zone security security-zone-name X2 VT V= BERL, EXa2 VTV —
B - varyZ74Xal—yaryET—RFelBLET,
Device (config)# zone security public o (BEL—r b —r b D) S—

NRT BAERT DR, 220X 2T 4V —
\‘/z))“/lz‘g/@j—o

ATy 20 |exit X2 UT Y ar7 4 Fal—v gy T—

. KEHKTL, ZJe—L a7 4 F¥al—va
— K Ly

Device (config-sec-zone) # exit T F %fgﬂﬁul/EE7fo

R w21 |zone-pair security zone-pair-name source source-zone | ' — > X7 E{ERK L. X2 U5 4 S —r Ry o
destination destination-zone V74X 2L — gy B REBBLET,
i
Device (config) # zone-pair security private2public|
source private destination public

AT w722 |service-policy typeinspect policy-map-name RV v— <o 7% by 7 LrUL R o— (TR
15“ . aj‘jz—g«o
Device (config-sec-zone-pair) # service-policy type|
inspect ddos-fw

ATy 23 |exit X VT 4 S XT a7 4 FXal—va
Bl - F—REKETL, ZJe—bar7 Fal—g
beus . . . v E= NERALET,
evice (config-sec-zone-pair)# exit

AT F24 |interface type number YT —=T 2 A AR EL, A F—T AR
i - ar74F¥al—varyE—RERBLET,
Device (config)# interface gigabitethernet 0/1/0.1

RTw 725 |ipaddress ip-address mask PTA B —T oA AZIPT RVAEHRELET,
i -
Device (config-subif)# ip address 10.1.1.1
255.255.255.0

R T 726 |encapsulation dotlq vian-id A B =T 2 A ATHERT 50 72U TR ERE
15“ : L/ij‘o
Device (config-subif)# encapsulation dotlg 2

AT w727 |zone-member security security-zone-name AR —T oA A% = A N—L LTHRTEL

1 :

Device (config-subif)# zone-member security
private

B S8Ry —ERBERECHT RE
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* security-zone-name 515t D& . zone security
avy Rl L TREFADY = D1o%
RETDMERDHY £,
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ARV RFERETI Y S

A UH =T 2 AAREF2 VT 4 =T H
D6, TOAUH—T oA Aki@D bT

T4 v ELLOHMTHTRT (T3 A
SEETNITNNA ZAEDO N T 7 4 v 7 &) 1%
TI7HN R T RayFENEST, V- A
N—=THBA L H =T A A "NTT 4 v TN
WRTE L LT 5zid,. KU > —iwEH* 5
DS =2 XTI EDYS = G b D BN D
DE9d, RY T —Dinspect F7-1% pass 7 7
VAl EoT I 7 4 v I BFFR SN GG
X, ZDA =T 2 A AZBUTET T 4

T INPEAIVE T,
ATvw 728 BT A —T e AT 4 Fal—T g F—
RE#&T LT, ¥4 EXEC E— FEZBRB L £,
Device (config-subif) # end
ATFvT29 | V=B BE—T oA AT E v TFTHIT | —

X, AT w721 ~25 IR LFE T,

2747 94—ILEySaDT7ILyo T I—00DHETE

TV T 2= IR, Ry 2 AHL (Ry 7 ABALEIEX, T AT U+ — Lty
varv TF—TNANREKEERLET) . T 74NN VRE, BEXORVRFEMOT 7 A 7 7 —/L
Ty aVICRETEET, T/ Ly 7 o=V SRENIMET DI, T AT UL
YL arOT Ly T 2= UL S BEOE—U LS Ty M ERET D LERD Y E
‘340

TrAT ANy a DTSy y T TP T EFRET DI, ROEEEFTL
ES

RV RBRHDTILYYT T—DUTDERE

FIEDOEE

Ry 7 ZHELE X, 77 AT Ur—bEyyalrT—7 AR VW) B TY, parameter-map
typeinspect-global =~ & RIZHEi< T RTORENA v 7 ZZ#EH I ET,

1. enable
2. configureterminal

3. wkowTnroa<wr KEAHDLET,

* parameter-map type inspect-global
* parameter-map typeinspect global
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4. per-box max-incomplete number aggressive-aging high {value low value|percent percent

low percent percent}

exit

© o N

end
10. show policy-firewall stats global

per-box aggressive-aging high {value low value| percent percent low percent percent}

par ameter-map type inspect parameter-map-name
tep synwait-time seconds [ageout-time seconds]

FIEDEEHE
AU RFEREFETIVaY B

ATwv 71 |enable FiME EXEC E— REAINCLET,
i e MAU—REANLET FERENTHE)
Device> enable

AT w72 |configureterminal ya—sL ar 7 4 ¥al—v gy E— Rk
i - L%,
Device# configure terminal

ATy T3 | konFhhroa~vr REAHLET, B LEVWMERB L OF A LT U b a—r0L X

* parameter-map typeinspect-global
* parameter-map typeinspect global
i -
Device (config) # parameter-map type inspect-global

Device (config) # parameter-map type inspect global

TA—B 2T HEREL, NTA—HF S 2 A
a7 4 X2l —v gy F— REBBLE
KR

o U U —RZHEHSWT, parameter-map type
inspect-global =~ > R & parameter-map type
inspect global =~ > RV R—hInE7,
INBWFDa~wy RE—fEICRETHZ &
TEEH A,

parameter-map typeinspect-global =~ K%
RETHHEIE, FHA L FIES 2 2% v 7 L
TLIEEN,

GE) parameter-map typeinspect-global ==~
v RERIET D% E1E, per-box =1
T4 F¥ 2l —a B R—bENE
HFh, ZHIEX, T 74V ETTRTO
per-box 2> 7 4 F 2 b—3 g TR
TOT77ATUF—)bk v g Al
HAEN572HTT,
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RAFw 74 |per-box max-incomplete number aggressive-aging |7y A4 7o —L bty gy F—T LD N—T
high {value low value|percent percent lowpercent| y——~> v g0 FRBIOT /Ly 7 =—
percent; P L= EBRELET,

i)
Device (config-profile)# per-box max-incomplete
2000 aggressive-aging high 1500 low 1200

RFw 75 |per-box aggressive-aging high {value low value| |t a7 7Ly L7 m— 0 VHIRE3%
percent percent low percent pexcent} ﬁ;[/;{—;k
1)

Device (config-profile) # per-box aggressive-aging|
high 1700 low 1300

ATv76 |exit NIA=B =y T I T T Fal—a
i - Y E—FRERKTL, Fe—bary7 4 ¥al—
Device (config-profile)# exit vay ' FERELET,

Zj_-\y707 parameter-map typeinspect parameter-map-name Tﬁf‘ﬁﬁb%b\fﬁ\ 2ALT T M, BIXOFOMD
B - inspect 77 ¥ 3 NZBHET 58T A — X Ot ¥
e . B . ATNRNTGA=L =y THEREL, W"TA—LE= v

evice (config) # parameter-map type inspect pmapl R . .
AT T 4 X2 b— gy EB— FEBA
L¥ET,

23w 78 |tep synwait-time seconds [ageout-time seconds] Yy ark KEy7THRNC, TCPE v gy
Bl - ISHENTIRIEIZ 72 5 0 2 A5 T B 2 3E L 27,
Device (config-profile)# tcp synwait-time 30 T TV T = TN, =TI o
sgeontTrine 10 Tete, Jeb il TCP D SYN F#HE 2 A ~ —

N T 7 H N EDOREFHT—T 0 MRFH]
Wty hShET, ZOfITIE, #Eing A
LT U ML ETI0 BRSO YIC, &
HEHWTCPHERLD X A L7 U A 10 FITRRE
SNET, TRy +—F—~v—7 2 TH5
EL TV T 2= IR T 4 =T
(2720 97,

AFv79 |end NIA=B 2y T EA TR T4 Fal—a
B - v REMT L, $HE EXEC T— R&BtG L %
Device (config-profile) # end kK

A7y 710 |show policy-firewall stats global Ja—rIv 77 AT U —aHERE FR L E

1

Device# show policy-firewall stats global

ﬁ_o
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=L

ax AE

max-incomplete aggressive-aging command, it applies to the default VRF. Z#iE

To5E
FIEDHE
1. enable
2. configure terminal
3. ®konwFhroa<wr REANLET :
* parameter-map type inspect-global
* parameter-map typeinspect global
4. max-incomplete number aggressive-aging high {value low value | percent percent low
percent percent}
5. session total number [aggressive-aging high {value low value|percent percent low percent
percent}]
6 exit
7 par ameter-map type inspect parameter-map-name
8. tcp synwait-time seconds [ageout-time seconds]
9. end
10. show policy-firewall statsvrf global
F g o> %48
ARV RERETI3 Y E):Y
RTw 71 |enable FitE EXEC £— REFMIC L E T,
i e MAT—=REANLET FERINTEHA) .
Device> enable
25w F2 |configureterminal Ja—s9v ary 74X alb—vay ®— Fekh
i - LET
Device# configure terminal
ATvT3 |[KOWTNIrOa~vr REANLET Pt LEWMEB L OX A AT U b7 m—r3L 3

* parameter-map typeinspect-global
* parameter-map typeinspect global
i
Device (config) # parameter-map type inspect-global]

Device (config) # parameter-map type inspect global]

P ARy —ERGERECHT SRHE

FGA—B 2 THEREL, NTA—E T HA
Thtary 7 4 ¥l —v a3y B— REEBLE
‘a‘o

o U U —R|ZFESWT, parameter-map type
inspect-global =~ > K & parameter-map type
inspect global ==~ > RAYHR—hSnEd,
INBWEF DAy Re—fICRET D Lk
TE XA,
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FIrLrREDTF Ly T 1—ovin%E [

ARV FFEREETIVa Yy

E:)

* parameter-map typeinspect-global =~ > K%
BRETHEHAE, FIESZAX Yy L TLEE
VY,

GE) parameter-map typeinspect-global =~
v REBRET D561 per-box =2

T4 X2 —Ta DY R—bMENE
Hh, ZhiE, 774V FTTRTO
per-box 227 4 F o b—3 3 TR
TOT77AT UFr—NtEyia il

AEns=dTT,
R TF w74 |max-incomplete number aggressive-aging high IN—TF—F Y T AT I+ — Lt arob
{value low value | percent percent low percent BEBLIOT Ly 7 2L JHIRERELE
percent} +
i
Device (config-profile) # max-incomplete 3455
aggressive-aging high 2345 low 2255
ZFw 75 |sessiontotal number [aggressive-aging high {value |28~ 7 4 7o 4 —/ v a L O&8HHIRE L O
low value|percent percent low percent percent}] |7 'L o7 = —U L VHIBAREL T,
i
Device (config-profile) # session total 1000
aggressive-aging high percent 80 low percent 60
AT 76 |exit IWNIA—G =T I THEA T4 Fab—T g
B - VE—RERTL, Fe—_ a2y 4 X al—
3 N — K Ly
Device (config-profile) # exit VT ]\%Eﬁﬁubi—g—(’
AT w1 |parameter-map typeinspect parameter-map-name Pt LEWME, A4 L7 7 b, BEXOZEOMO
il - inspect 7 7 ¥ a VNIBET 58T A — X O X
v . ) . ATNRNTA—L <y THEREL, NTA—LF< v
evice (config) # parameter-map type inspect pmapl R . .
AA Tty 7 4 Xal— gy B— R&Hth
LET,
Z5 w78 |tcp synwait-time seconds [ageout-time seconds] tyvark ey 7T AENT, TCPE v gy

&1

Device (config-profile)# tcp synwait-time 30
ageout-time 10

ISHESTARRRIC 72 2 D 2 DIFH 2 F5E L £

Ty T =D TN =TT o
e, B b aTWTCPHHED SYN &7 A ~—
D, T T AN NI HREFHST—UT T MR
WUty FERET, ZOHITIE, BN XA
LT T T LETI0MHET 2ROV, &
HHWTCP D Z A 2T U R 10 BITRE
SINFET, SR Y +—F —~—7 & FE5

SRy —exyEngcxt 5RE I
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FYEY—ERGERRICNT 5RE |

AR RFEREFT7TIVa Y

S

LTy T = NE T o —T
2720 F£9,

ATFv79 |end
1 -

Device (config-profile)# end

WRIRA—E < T HATHE L 7 X2l —T3
Y E— REKT L., FiHEEXEC E— RE2BIA L E
KR

show policy-firewall statsvrf global
1 -

Device# show policy-firewall stats vrf global

ATy 710

Za—/8VVRF 7 7 A 7 0 4 —L WY v—Hiit %
FRLET,

T27A4AT7 94— Ly a3 oDI—S00 7O MDETE
ICMP, TCP, F721ZUDP 7 7 A T U=y a L Do—T 07T U MeRTETCEET,

FIEDHE
1. enable
2. configure terminal
3. &konwFhmroavwr REANLET,
* parameter-map type inspect-global
* parameter-map typeinspect global
4 vrf vrf-name inspect vrf-pmap-name
5. exit
6. parameter-map type inspect parameter-map-name
7 tep idletime seconds [ageout-time seconds]
] tcp synwait-time seconds [ageout-time seconds]
9. exit
10. policy-map typeinspect policy-map-name
11. classtypeinspect match-any class-map-name
12. inspect parameter-map-name
13. end
14. show policy-firewall statsvrf vrf-pmap-name
F gD ¥4
ARV KRFERETIVaY B#)
ATw 71 |enable FibE EXEC E— RZ A LE T,
Bl : « NRT—READLET (@ERSNHE) .
Device> enable

B S8Ry —EABEREICHT HRHE
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Ir479 =L tyiarnT—sus 7o roEE

ARV FFEREETIVa Yy

E:)

5w F2 |configureterminal ra—sYb ar7 4 Xab—ay ®— FaBkh
1§| : L/jzﬁﬁo
Device# configure terminal
AFvT3 |[kRoOoWTFhroavwr READLET, Ta—N)L RTG A= <= PEREL, /NT A—
« parameter-map type inspect-global ﬁ?vz&47ﬁﬁzy74%;v—v§y%—
* parameter-map typeinspect global FEP L £
Bl - o U U —R|ZFSUWT, parameter-map type
Device (config) # parameter-map type inspect-global] mSpeCt_gIOba] 2 I\& paroameta_map type
beviee (contia) § . . , otobal inspect global =~ > RV R—hFInEd,
evice (conri arameter-ma e 1lnspec opa _
gre P ype Anspeety INLT DA~y R —fICRET S Lt
T&EEHA,
* parameter-map typeinspect-global =2~ > K%
RETHHA, FlE4Z AT T LTS
AN
GE) parameter-map typeinspect-global =~
v RERET DAL, per-box =
T4 F¥ 2L —Ta DN YR—bMENE
A, ZHUE, T 74NV B TTRTO
per-box 27 4 F a2 b— 3 URT
RCDODT7 AT O —Ey g0
WHINBZDTT,
AT F4 |vrf vrf-name inspect vrf-pmap-name INT A=K < FIZVRF 314 FLET,
1 -
Device (config-profile)# vrf vrfl inspect
vrfl-pmap
ATy S5 |exit INFGA=B <y T HEA TR 7 4 Fal— 3
1 - VE—FREKRTL, o= a7 4 X2 b—
Device (config-profile) # exit vay Ee ]\%Bﬁﬁébiﬁ‘o
AT w76 |parameter-map typeinspect parameter-map-name B LEWE, 24277 M, BIXUOZEOMD

&1

Device (config) # parameter-map type inspect pmapl

inspect 7 7 ¥ a VNIBHET 58T A —F Ol
ATRGA=E Yy THEHREL, WIFTA—E~ T
ATy 7 4 X2l — gy T— RERG
LET,

SRy —exyEngcxt 5RE I
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AEEY—ERGEREICHNT 5RE |

aAv U RFERET7TIVaY B#)
25w 77 |tepidletime seconds [ageout-time seconds] TA KWVIKEED TCP Yy a DX A LT D b,
- BLXOTCPEy a7 /vy T == )
Device (config-profile)# tcp idle-time 3000 7 U bR & ROE L E T
ageout-time 100 « £7-. tepfinwait-time 2~ RZRETH L.
T (FIN) 287 7 A4 7 74—/ T E
NIZ%IZ TCP & v i a v A BT A 0 &
SERETEET, £7iL tep synwait-time =
< RERETDHE, Byvarra Ryt
BHREIC TCP & v a W NHENTIRFBIZ /2 D D %
R T DREM A FEE CTE £ 7,
Z5 w78 |tcp synwait-time seconds [ageout-time seconds] YvvarkRay 7T 5HNc, TCP vy
Bl PSHENTIRIBIC 72 5 O & R4 2 B 246 L 7,
Device (config-profile)# tcp synwait-time 30 T TV T = TN, RX—T IR A
RosontTEne 10 L. bV TCP B0 SYN i 5 A ~ —
W, T 7 AN ENOEREFHST—TT U M
WUy hEnET, ZoFITIE, ERpy A
LT T T LETI0MHET 2RI, &
HEWTCPHER DO ¥ A 57 7 R 10 ICEHE
SNET, #RY +—2—~—27 % FE%
EL T TV VT 2= T NA R—=T I
0 ET,
AFyTFe et NGRA—H vy T I TR 7 (K al—T g
i YE—REKTL, Ju— b ar7 4 Falb—
Device (config-profile) # exit vas e ]\%Eﬁﬁébi—gﬁo
AT 710 |policy-map typeinspect policy-map-name 7a haVEEOBRESA T R — <y T EE
Bl - ML, QSAHRI v—~vwyFar7 4 Xalb—3
N - Ly
Device (config)# policy-map type inspect ddos-fw - ® b éfgﬁﬁul/EE7fo
X TF w711 |classtypeinspect match-any class-map-name T aryDETHBERBNT T4 T TR
il - ZIEL, QSKI v —~v T 7T a7y
>4 — N — K Ly
Device (config-pmap) # class type inspect match-any] Falb—vars b %Fﬁﬁu Li‘a—o
ddos-class
AT F12 |inspect parameter-map-name IWNTRA=B 2 TDAT—K TNV Ry b AR

1 -

Device (config-pmap-c)# inspect pmapl

Ny arET 4= M LET,

B S8Ry —ERBERECHT RE
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WEEEDT Ly T I—svsnnE [

ARV FFEREETIVa Yy E]:g]

AFwv 713 |end QSHIVv—~y T VTR a7 4 Fal—s
il - v REMT L, $HE EXEC T— F&BitG L %
Device (config-pmap-c) # end R

5w 714 |show policy-firewall statsvrf vrf-pmap-name VRF L~ R o — T 57 A T 74— L eHER %
15'] : i“%ﬁ_\‘ L/ij—o

Device# show policy-firewall stats vrf vrfl-pmap

£l
&IZ, show policy-firewall statsvrf vrfl-pmap =~ FOHE IR L ET,

Device# show policy-firewall stats vrf vrfl-pmap

VRF: vrfl, Parameter-Map: vrfl-pmap
Interface reference count: 2
Total Session Count (estab + half-open): 270, Exceed: 0
Total Session Aggressive Aging Period Off, Event Count: 0

Half Open
Protocol Session Cnt Exceed
All 0 0
UDP 0 0
ICMP 0 0
TCP 0 0

TCP Syn Flood Half Open Count: 0, Exceed: 12
Half Open Aggressive Aging Period Off, Event Count: O

VRFEMDTI LY T I—SUTDETE

FIEDHE

enable

configureterminal

ipvrf vrf-name

rd route-distinguisher

route-target export route-target-ext-community

route-target import route-target-ext-community

exit

parameter-map typeinspect-vrf vrf-pmap-name

max-incomplete number aggressive-aging high {value low value | percent percent low
percent percent}

session total number [aggressive-aging {high value low value | percent percent low
percent percent}]

alert on
exit

©WONOSORAEWN-=

=y
°

- -
N—\

| SRy —exyEngcxt 5RE I
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13. koW Tnhroa~vr REAHLET,

* parameter-map type inspect-global
* parameter-map type inspect global

14. vrf vrf-name inspect vrf-pmap-name

15. exit

16. parameter-map typeinspect parameter-map-name
17. tcpidletime seconds [ageout-time seconds]
18. tcp synwait-time seconds [ageout-time seconds]

19. exit

20. policy-map typeinspect policy-map-name
21. classtypeinspect match-any class-map-name

22. ingpect parameter-map-name
23. end

24. show policy-firewall statsvrf vrf-pmap-name

FIEDEFH
ARV EEEEFET7Ia Y B#)

RTFwF1 |enable BHE EXEC E— REAZIZ L ET,
1 - e NATU—REANLET (FERSNTEHE)
Device> enable

5w J2 |configureterminal ZTa— )L a7 4 X2 b—3ay — FEELG
1 : LET.
Device# configure terminal

AFwv 73 |ipvrf vrf-name VRFA U AH L AZTEFR L, VREI L7 F =2 lb—
i - TaryE—REBBLET,
Device (config)# ip vrf ddos-vrfl

ZF w74 |rd route-distinguisher VRE A > A4 AD— higAll 7 (RD) Z487E L
15'] : ij—o
Device (config-vrf)# rd 100:2

AT w5 |routetarget export route-target-ext-community J—NE—4y ’NEaI =7 1+ #/Ek L. /L —
i - T a4y TRE S =7y D VPNIERA I 2 =T o
Device (config-vrf)# route-target export 100:2 (=7 AR— F L/§E7fo

RATFw 6 |routetargetimport route-target-ext-community J—NE—Fy ’NiEaIa=F s #/ERk L. ¥—

&1

Device (config-vrf)# route-target import 100:2

Fy FVPNIEEEa S 2 =T 4 b —TFT 4 U7 1F
WaA LA R LET

P ARy —ERGERECHT SRHE
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WEEEDT Ly T I—svsnnE [

ARV FFEREETIVa Yy

E:)

23y TFT | exit VRF 2> 7 4FXal—gy B— REKETLT,
Bl - Ja—srb ar7 4 ¥alb—ar ®— etk
Device (config-vrf) # exit L/jf7fo

RTS8 |parameter-map typeinspect-vrf vrf-pmap-name VRFRES A T NIGA—F vy TEHREL, /X7
Bl - AR T AL TREA T Falb—a s

— K Ly

Device (config) # parameter-map type inspect-vrf ® b %f%ﬂﬁu113£7fo
vrfl-pmap

AT w79 |max-incomplete number aggressive-aging high N—T F—TF o arDFBRBELIORT Ly
{value low value | percent percent low percent T T SRR AERE L E T,
percent}
i :
Device (config-profile) # max-incomplete 2000
aggressive-aging high 1500 low 1200

RTw 710 |sessiontotal number [aggressive-aging {high value|fat v o UHlIRB L O E v g U cBT 57 7
low value |percent percent low percent percent}] | o2~ = — 0 ZHIRA2IRE L ET,
B Sy VHIRIE, MR E S
Device (config-profile) # session total 1000 F—L Lf%&ﬁf% ij—o
aggressive-aging high percent 80 low percent 60

AT 711 |aerton AT —=b TNy B AL ART 2 a DT T —
Bl - M Aye—YDary—LFRrEAX—T ML
Device (config-profile)# alert on EEij

ATy T2 |exit NRIA=B T RATHREA L 7 4 Fal—a
B - VE—RERTL, Fr— b a7 4 FXal—

3 > — K Ly

Device (config-profile) # exit vavsE R %—_’Bﬁﬁn Lié—o

ATYvT13 | RKOWTNIrDOa~vry REAHLET, Ta—/NV RTRA—=8 2y THEREL, /XT A—

* parameter-map typeinspect-global
* parameter-map typeinspect global
1 -
Device (config) # parameter-map type inspect-global

Device (config) # parameter-map type inspect global

BT A THREa L 7 4 Fal— g F—
FEBRIEL £ 9,

o U U —R|ZFESUT, parameter-map type
inspect-global =~ > K & parameter-map type
inspect global =1~ > KA HHR—F S,
INBWGFDa~vy FaE—fEICRETHZ LI
TE XA,

parameter-map type inspect-global =~ K%
WETLHHEIE, FIH14EZAXy 7 LT
Sy,

SRy —exyEngcxt 5RE I
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ARV FFEREETIVa Yy

S

GE) parameter-map typeinspect-global =~
v RERET DAL, per-box =
T4 X2 —Ta BN R—bMENE
Hh, ZhiE, 774V FTTRTO
per-box 27 4 ¥ =2 b— 3 URT
RTCDOT7AT U —/ty a3l

WHEND72HTT,
RFw 714 |vrf vrf-name inspect vrf-pmap-name IRFTA—K% < FIZVRF &34 > RLET,
1
Device (config-profile)# vrf vrfl inspect
vrfl-pmap
ATy 15 |exit WIA=B =y T I TR T4 Fab—T g
ol - L E—FEKTL, Fr—bar 7 Fal—
Device (config-profile)# exit va s Ee ]\%Bﬁﬁé\bij—o
AT 716 |parameter-map typeinspect parameter-map-name P LEWE, 242707 M, BELOZEOMOD
5l - inspect 7 7 ¥ g VNIBHET 58T A —FZ Ol S
Device (config) # parameter-map type inspect pmapl A7 /\17 A—I= e 7\%§£E L/‘ /\07 A=I= >
A THREI 74X alb—var B— NeBth
Li—g—o
25w 717 |tepidletime seconds [ageout-time seconds] TA RVRIEED TCP £ v v a v DF A LT 7 b,
i - BXOTCP Ry a7 /Ly T m—
Device (config-profile)# tcp idle-time 3000 7 U bR & ROE L E T
ageout-time 100
2T v 718 |tcp synwait-time seconds [ageout-time seconds] tyvarze ey 74500, TCPEy v a v
Bl ISHESTARIEIC 72 5 D & A5 T 2 A FRE L £ T,
Device (config-profile)# tcp synwait-time 30 T T VLT = TN R —T TR D
ageout-tine 10 b B L TCP BERED SYN F#I 5 ~—
R T 7 AN RINOREFRHT—TT T MR
WUty hahEd, ZOfITIE, #Ens A
LT NTHETI0RMFETLIRDVIC, &
HEHWTCPEERD X A LT U A 10 FPIZRRE
SNET, #ERNRY +—F—~—27 2 TS
EL TV T 2= T 4 =T
(2720 £,
AT T8 |exit RIRA—=H 2y T HATHFEAL 7 4 Fal— =
i - VE—FREKTL, Ju—)L a7 X2 b—

Device (config-profile) # exit

vay E®—REREBLET,

P ARy —ERGERECHT SRHE
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WEEEDT Ly T I—svsnnE [

ARV FFEREETIVa Yy

E:)

AT 720 |policy-map typeinspect policy-map-name 7Ta haVEEORES AT R v— vy TEAE

Bl - KL, QSAKIV v —~vvFar7 s ¥alb—a
N N VA

Device (config) # policy-map type inspect ddos-fw - ® b %f%ﬁﬁu L/jfifo

RTFw 721 |classtypeinspect match-any class-map-name T arvOETFHBERBNT T 4w (T
- ) HEEL, QSR v—<v T 7T A ar

> —3 N — K L

Device (config-pmap) # class type inspect match-any A Falb—varst R %"Fi'ﬁﬁm Lij—o
ddos-class

AT w722 |inspect parameter-map-name NG A= By FDATF— KTy kA A
Bl - Ry varET 4= LET,
Device (config-pmap-c)# inspect pmapl

AFv723 |end QSAKRY v—~vw T VTR a7 4Fal—3
B - V= REMT L, $HE EXEC T— F&BiiG L %
Device (config-pmap-c)# end Tro

T 724 |show policy-firewall statsvrf vrf-pmap-name VRF L~V R Y — T 7 A4 T 74— Ve ER %

1 -

Device# show policy-firewall stats vrf vrfl-pmap

FRLET,

il

Iz, show policy-firewall statsvrf vrfl-pmap =~ > ROHAFI 2R L ET,

Device# show policy-firewall stats vrf vrfl-pmap

VRF: vrfl, Parameter-Map: vrfl-pmap
Interface reference count: 2

Total Session Count (estab + half-open):
Total Session Aggressive Aging Period Off,

Half Open
Protocol Session Cnt Exceed
All 0 0
UDP 0 0
ICMP 0 0
TCP 0 0

TCP Syn Flood Half Open Count: O,
Half Open Aggressive Aging Period Off,

Exceed: O
Event Count: 0

80,

Exceed: 116
Event Count: 0

SRy —exyEngcxt 5RE I
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T27A4T794—ILAREF L—FEZRYDTDERTE

FIEDHE
1. enable
2. configureterminal
3. parameter-map type inspect-zone zone-pmap-name
4. alert on
5. threat-detection basic-threat
6. threat-detection rate fw-drop aver age-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
7 threat-detection rate inspect-drop average-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
8. threat-detection rate syn-attack average-time-frame seconds average-threshold
packets-per-second burst-threshold packets-per-second
9. exit
10. zone security security-zone-name
11.  protection parameter-map-name
12. exit
13. zone-pair security zone-pair-name source source-zone destination destination-zone
14. end
15. show policy-firewall stats zone
F gD F¥H
ARV KRFERETIVaY B
RATwv 1 |enable FiME EXEC E— REARICLET,
il « NRT—READLET @ERSNHE) .
Device> enable
RFw 72 |configureterminal ra— ) ar7Z4Xal—ay T— N2
11 LETS
Device# configure terminal
R w3 | parameter-map typeinspect-zone zone-pmap-name | — G NNT A —F v v FEHBREL. NT A —
B - B2y T BATEI L T 4 Fal—va s B
> YN
Device (config)# parameter-map type inspect-zone }‘%ﬁgﬁﬁnl/§57ro
zone-pmapl
RATwv 74 |aerton V=T HAT— TN Ry b A AR
Bl - vardDTTI—h AvE—UDar Y —NVEKRE

Device (config-profile) # alert on

Bz LET,
slogza~r R+, 79— horFX
7 % Syslog 71T = #7— (HSL) OV
NPITRETEET,

B S8Ry —EABEREICHT HRHE
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I7 479t - A~k L—kE=ayv508%E [

ARV FFEREETIVa Yy

E:)

Z 5w 75 |threat-detection basic-threat V= DEEAEBR EBE L E T,
11 -
Device (config-profile) # threat-detection
basic-threat

RXF w76 |threat-detection rate fw-drop average-time-frame T AT T4 —)L Ray 7 A MOk L —
seconds average-threshold packets-per-second FERELET,
burst-threshold packets-per-second )

» threat-detectionrate =~ > K& ET HHIIC,
i - threat-detection basic-threat =~ > K& & E9
Device (config-profile)# threat-detection rate DA N
fw-drop average-time-frame 600 average-threshold zblégz})% g iﬁ‘o
100 burst-threshold 100

RFw 77 |threat-detectionrateinspect-drop average-timeframe| 7+ 4 74—/ 4 L AT g L _X—AD R E v
seconds average-threshold packets-per-second T ARy MIET BB L — M ERELET,
burst-threshold packets-per-second
£
Device (config-profile)# threat-detection rate
inspect-drop average-time-frame 600
average-threshold 100 burst-threshold 100

X w78 |threat-detection rate syn-attack average-time-frame | TCP SYN K#&.1 ~> OB L — 2R EL
seconds average-threshold packets-per-second E
burst-threshold packets-per-second
11
Device (config-profile) # threat-detection rate
syn-attack average-time-frame 600
average-threshold 100 burst-threshold 100

ATy 79 |exit WIA—=B =TI TR T4 Fab—T g
11 YE—REKTL, Fu—bar7 4 Xal—

N > N Ly

Device (config-profile) # exit varE ]\%Bﬁﬁubi@—o

AT w710 |zone security security-zone-name X UF s V= EER L, BEX2UT 4 V) —
i - yarZ4Xal—yaryET—REHBLET,
Device (config) # zone security public

AT 711 |protection parameter-map-name S U RENT A= v T = NIT A T
1l - L, Y—VBENTA—F =y T TREINT

%Lk S -

Device (config-sec-zone) # protection zone-pmapl %ﬂ%ﬁb% 7 /k@ﬁﬁ LiTO

ATy T 12 |exit X2 lFgy S —rar74¥al— gy E—
151 - FE#TL, ZJao—\)l a7 4Fal— gy

Device (config-sec-zone) # exit

T— FEBLET,

SRy —exyEngcxt 5RE I
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ARV FFEREETIVa Yy

S

T v 713 |zone-pair security zone-pair-name source source-zone| >’ —> X7 EER L. EFXF 2V F 4 VS —1 T
destination destination-zone VI 4 X2l —T gy B REBBLET,
11
Device (config) # zone-pair security private2public|

source private destination public

RTwv 714 |end XV Ty = X7 ar74Xal—vay
Bl - T— N T L, FHEEXECE— F&Bils L £7,
Device (config-sec-zone-pair)# end

AT 715 |show policy-firewall stats zone V=2 LYV TORY v— 7 7 A T 7 4 —UHiE

1

Device# show policy-firewall stats zone

HHEFRRLET,

Ry Y RBRMDN—TF—T v a VFHIRD

FIRDEE

F IR D

Ny ABALEX, 77AT U4—bEY

=L =

ax AE

ary T =T NAEREN D EWTT, parameter-map

typeinspect-global =~ > FIZHE< T XTORENR v 7 AT S ET,

enable
configureterminal

wKOWTNIHO <y REAHLET,

* parameter-map typeinspect-global

* parameter-map typeinspect global

alert on

per-box max-incomplete number
session total number

end

show policy-firewall stats global

o No o

ARV RFERETOVa Y

=)

RTw 71 |enable M EXEC =— F& AT LET,
1 - e NRAT—REANLET (FEREINEHE) .
Device> enable

R 72 | configureterminal JTa— )L a7 4 X2 lb—3 gy ®— RERLG

1

Device# configure terminal

L/iﬁ—o

P ARy —ERGERECHT SRHE
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Ry ZBEON—TH—T 1y aviiRozE [

AU RFERETIVa Y

B8

ATy T3 | koWFnroavr RE A LET, B LEWVMERB I ONZ A AT U DT a—s3 X5
« parameter-map type inspect global BEa 7 4 X2l —varE—RERBLET,
%l - o U U —R|ZHS T, parameter-map type
Device (config) # parameter-map type inspect-global mspect-global Y ]\k paorameter—map type
bevioe (cont ia) & . . . ¢ elopal inspect global =~ > KB ¥HR—rEhEd, =
evice (conri arameter—-ma e 1lnspec opa -
e PP nepeet NoHMFDa~vy Rae—fICRET S 2 LI1ET
xFEHA,
* parameter-map typeinspect-global =~ > K%
RETLHAIE., FIHSBLXOFIE 2 A% v
ZFLTLTEEN,
GE) parameter-map type inspect-global =~
v RERET DAL, per-box =
TA4FXalb—varNrR—rEINnFEHE
Ao ZHUE, TT7HNFTTRTD
per-box 2> 7 4 F 2 b—T a3 URTAR
TOT7A T IF—LE v g U mi
INDHT=HTT,
AT w74 |aerton AF—=RIN Ry N AVART a0 DT T —
il - MAvyE—vDaryy—LERref F—T M LE
Device (config-profile) # alert on iro
R T w 7§ | per-box max-incomplete number T75 AT O+ —)vEySarT—T)vDON—TF—
Bl 7R DB BOE L E T
Device (config-profile) # per-box max-incomplete
12345
AT 76 |sessiontotal number TrAT I F =y ary T—7LOKiHE Y
5l - v HIRERE L ET
Device (config-profile) # session total 34500
ATy J1|end WNIA=E 2 T AATRHREAL T 4 Fal—T3
i - v = REM&T L, FH EXEC T— F&Blia L %
Device (config-profile)# end ?ro
A7y 7 8 | show policy-firewall stats global Ta—rv 7y AT U —REHERE FR L&

1 -

Device# show policy-firewall stats global

¥
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VRFREE/NS A —A Ty THO/IN—IA =T v g 4IRDETE

FIEDHE
1. enable
2. configureterminal
3. parameter-map typeinspect-vrf vrf-name
4. alert on
5. max-incomplete number
6. session total number
7. exit
8. WkowFhhoa<wr REANLET,
* parameter-map type inspect-global
* parameter-map typeinspect global
9. alert on
10. vrf wvrf-name inspect vrf-pmap-name
1. end
12. show policy-firewall statsvrf vrf-pmap-name
FIEDEFH
ARV EEEEFET7Ia Y B#)
RATvF1 |enable B EXEC E— REAZIC L ET,
i e NRAT—FEADLET (FERSNFHD) .
Device> enable
5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay B— FEELG
15'] : L/ij‘o
Device# configure terminal
RTw 73 |parameter-map typeinspect-vrf vrf-name VRF RAENT A —HF v THREL, /"T A —H
B - ~ v EA T T 4 X2l —v gy EF—F
Device (config) # parameter-map type inspect-vrf %Egﬂﬁé[/EEjfo
vrfl-pmap
ATw 74 |aeton AF—= R TN Ry M A AT a DT F—
- M Ayt —=T0ary—NEKREAF—T NI
Device (config-profile) # alert on ji?fo
AT w75 | max-incomplete number VRF & D=7 =T U BHR OR K AR E L

&1

Device (config-profile) # max-incomplete 2000
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VRERE/S A —4 Ty TRON—T4+—Tv £y aviiRozz [

ARV EEEET7Ia Y B
AT w76 |sessiontotal number VRF O#t v a UHIRZREL 7,
51
Device (config-profile) # session total 34500
ATw 71 |exit NRIRA—HE = T A THEI L 7 K2l —a
il - YE=FEKTL, ZJu—rUb a7 4Fab—

Yar E— REBBLET,

Device (config-profile) # exit

ATYT8 |[kOWTNIrDavr REANLET, B LEWVEBLOZ A LT 7 hDO T a—r3L R
TA—B 2y THEREL, WNTA—F vy T 54
THEaL T4 Fal—ary T— FNEHKBLE
ER

o U U —R|ZFSUT, parameter-map type
inspect-global =~ > R% 7213 parameter-map
typeinspect global =< > DWW U ]
TEET, INbliFoavy ReE—HEICRE
THILILITEERA,

* parameter-map typeinspect-global
* parameter-map typeinspect global
11
Device (config) # parameter-map type inspect-globall

Device (config) # parameter-map type inspect globall

parameter-map type inspect-global =~ > K%
BRETHHAIE, FIE10 2 A%y 7 LT
é I/\O

GE) parameter-map typeinspect-global =~
v REBRET D561 per-box =2
TA4FXalb—varBNR—rENnE
A, ZHUE, T7HNV B TTRTO
per-box 27 4 F a2 b— 3 URT
RTCDOT7AT U —/Ltwa il

HWHIND72HTT,

ATwv79 |alerton AT—=R NIV Ny NAVART g DT T —
Bl - A=V Dar V= VEREA F—T ML
Device (config-profile)# alert on ji?ro

AT w710 |vrf vrf-name inspect vrf-pmap-name Ta—N) RT3 A—KF < FIZVREEZ AL R L
i ESE
Device (config-profile) # vrf vrfl inspect
vrfl-pmap

ATFv71 |end NIA—G 2y T I T T 4 Fal—T 3
i - ¥ E— R&MT L, FiHE EXEC £— R&Bith L%

R

Device (config-profile)# end
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AR RFEREFT7TIVa Y

S

ATvT12

show policy-firewall statsvrf vrf-pmap-name
1 -

Device# show policy-firewall stats vrf vrfl-pmap

VRF L~V RY o— T 7 A4 7T U4 — Ve ER %

FoRLET,

' a—/\)LTCPSYN 75 v FHIFED

FIRDEE

F IR D

=n
A

enable
configure terminal

=

X AE

RONTNNDa~vy Re A LET,

* parameter-map typeinspect-global

* parameter-map typeinspect global

alert on

per-box tcp syn-flood limit  number
end

show policy-firewall statsvrf global

No oA

ARV RFEERETIa Y

=)

AT w1 |enable FiHE EXEC E— REHIZ L E T,
{5 e NMAT—REANLET (FERINWTEHE) .
Device> enable

2w 72 |configure terminal Ja—)L a7 4 F¥alb—g )y T— K&K
1 - LET.
Device# configure terminal

AT T3 | ROVWTRHDOa~r REANTLET, Ta—r ) RGA—8 <y TEREL, RTA—

* parameter-map type inspect-global
* parameter-map typeinspect global
fi
Device (config) # parameter-map type inspect-global

Device (config) # parameter-map type inspect global

B S8Ry —EABEREICHT HRHE

By T A THREI L 7 4 X2l —a ) F—
KZBAtR L £7,

o U —R|ZHASWT, parameter-map type
inspect-global =~ > K% 7213 parameter-map
typeinspect global =2~ > ROWF N ERET
xFET, om0 a~vy Re—HEICRET
HZEIFTEEREA,

parameter-map typeinspect-global =~ N %
RET AR, FIES 2 A%y 7L TLES
U,
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so— TP SN 75y kiiRoRE [

AU RFERETIVa Y

B8

GE) parameter-map type inspect-global =~
v RERET DAL, per-box =
T4 X2l —Ta DY R—hENES
o ZHUE, T7 ANV FTTRTO
per-box 2> 7 4 ¥ b— a3 URTAR
TOT77 AT U4 —Ibtvia A
b= TY,

ATvT4

alert on

1

Device (config-profile) # alert on

AT =K TN RXTFy A VAR a DT T—
MAvEe—VDaryy—LFKrrik A Fx—7 M LE
7,

ATvTh

per-box tcp syn-flood limit number

1

Device (config-profile) # per-box tcp syn-flood
limit 500

HLUWSYN 224w @ SYN Cookie WLFRA R U H—
TAHTCP N—7 FA—TF v vy arOzifRL
ij‘o

ATvT6

end

1 -

Device (config-profile) # end

INTGA—B 2 T EATHREaA L 7 4 Falb—3
VE—REERT L, FHEEXEC E— F&BBLE
—é—o

ATy T17

show policy-firewall statsvrf global
fi

Device# show policy-firewall stats vrf global

UEE) Ja— S VRF 77 AT U4 —/LRU T —
DATF—HF A%FRLET,

cFIETATCP N—7 F—F v v aro¥
bELavr PR REINET,

1

Iz, show policy-firewall statsvrf global =~ > RO I Z R L E7,

Device# show policy-firewall stats vrf global

Global table statistics
total session cnt:
exceed cnt:
tcp half open cnt:
syn_exceed cnt:

o O O o
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Router# configure terminal

Router (config) # class-map type inspect match-any ddos-class
Router (config-cmap) # match protocol tcp
Router (config-cmap-c) # exit

Router (config) # parameter-map type inspect global
Router (config-profile) # redundancy
Router (config-profile) # exit

Router (config) # policy-map type inspect ddos-fw
Router (config-pmap) # class type inspect ddos-class
Router (config-pmap-c) # inspect
Router (config-pmap-c) # exit

Router (config-pmap) # class class-default
Router (config-pmap-c) # drop

Router (config-pmap-c) # exit

Router (config-pmap) # exit

Router (config) # zone security private
Router (config-sec-zone) # exit

Router (config) # zone security public
Router (config-sec-zone) # exit

Router (config) # zone-pair security private2public source private destination public
Router ( (config-sec-zone-pair) # service-policy type inspect ddos-fw

Router ( (config-sec-zone-pair) # exit

Router (config) # interface gigabitethernet 0/1/0.1

Router (config-subif)# ip address 10.1.1.1 255.255.255.0

Router (config-subif) # encapsulation dotlqg 2

Router (config-subif) # zone-member security private

Router (config-subif) # exit

Router (config) # interface gigabitethernet 1/1/0.1

Router (config-subif)# ip address 10.2.2.2 255.255.255.0

Router (config-subif)# encapsulation dotlqg 2

Router (config-subif)

Router (config-subif)

# zone-member security public
# end

Bl : 2747 94—y a3 DTILYyS T I—SUFDHRTE

Bl : RO RBEDT I LY T I—DUTDEE

Device# configure terminal

Device (config) # parameter-map type inspect global

Device (config-profile) # per-box max-incomplete 2000 aggressive-aging 1500 low 1200
Device (config-profile) # per-box aggressive-aging high 1700 low 1300

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp synwait-time 30 ageout-time 10

Device (config-profile)# end
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Device# configure terminal

Device (config) # parameter-map type inspect global

Device (config-profile) # max-incomplete 2000 aggressive-aging high 1500 low 1200

Device (config-profile)# session total 1000 aggressive-aging high percent 80 low percent
60

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp synwait-time 30 ageout-time 10

Device (config-profile) # end

Bl : 2747 94—y a>DI—05 7 MDETE

Device# configure terminal

Device (config-profile) # exit

Device (config) # parameter-map type inspect global

Device (config-profile) # vrf vrfl inspect vrfl-pmap

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp idle-time 3000 ageout-time 100
Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # exit

Device (config) # policy-map type inspect ddos-fw

Device (config-profile) # class type inspect match-any ddos-class
Device (config-profile) # inspect pmapl

Device (config-profile) # end

Bl VRFEMDT7 I Ly T IT—2 0T DRE

Device# configure terminal

Device (config)# ip vrf ddos-vrfl

Device (config-vrf)# rd 100:2

Device (config-vrf)# route-target export 100:2

Device (config-vrf) # route-target import 100:2

Device (config-vrf) # exit

Device (config) # parameter-map type inspect-vrf vrfl-pmap
Device (config-profile) # max-incomplete 3455 aggressive-aging high 2345 low 2255
Device (config-profile) # session total 1000 aggressive-aging high percent 80 low percent
60

Device (config-profile) # alert on

Device (config-profile)# exit

Device (config) # parameter-map type inspect global

Device (config-profile) # vrf vrfl inspect vrfl-pmap

Device (config-profile) # exit

Device (config) # parameter-map type inspect pmapl

Device (config-profile)# tcp idle-time 3000 ageout-time 100
Device (config-profile)# tcp synwait-time 30 ageout-time 10
Device (config-profile) # exit

Device (config) # policy-map type inspect ddos-fw

Device (config-pmap) # class type inspect match-any ddos-class
Device (config-pmap-c)# inspect pmapl

Device (config-profile) # end
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Device> enable

Device# configure terminal

Device (config) # parameter-map type inspect zone zone-pmapl

Device (config-profile)# alert on

Device (config-profile)# threat-detection basic-threat

Device (config-profile) # threat-detection rate fw-drop average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # threat-detection rate inspect-drop average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # threat-detection rate syn-attack average-time-frame 600
average-threshold 100 burst-threshold 100

Device (config-profile) # exit

Device (config) # zone security public

Device (config-sec-zone) # protection zone-pmapl

Device (config-sec-zone) # exit

Device (config) # zone-pair security private2public source private destination public
Device (config-sec-zone-pair)# end

Bl . Ry RBEEEDN—TFA—T> 2y a HENETE

Device# configure terminal

Device (config) # parameter-map type inspect global
Device (config-profile)# alert on

Device (config-profile)# per-box max-incomplete 12345
Device (config-profile) # session total 34500

Device (config-profile) # end

Bl : MEVRF /NS A—R2 Iy T2 THN\—TFA—To vy
HIFRDEETE

Device# configure terminal

Device (config) # parameter-map type inspect vrf vrfl-pmap
Device (config-profile) # alert on

Device (config-profile) # max-incomplete 3500

Device (config-profile) # session total 34500

Device (config-profile)# exit

Device (config) # parameter-map type inspect global

Device (config-profile) # alert on

Device (config-profile)# vrf vrfl inspect vrfl-pmap
Device (config-profile) # end

%l : 7 B—/\JLTCPSYN 75 v FHIEDELTE

Device# configure terminal
Device (config) # parameter-map type inspect global
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Device (config-profile)# alert on

Device (config-profile) # per-box tcp syn-flood limit 500
Device (config-profile) # end
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Sy — B AR EL T | CiscoIOSXE U U — R | /38— B AR E BRI %k 5 PRtk
Xt % it 3.48 BEIX. Ry 7 ZHL L~V (TRTDOT 7

AT Ox—N g lxtii) & VRE
L~UL T O DoS BT 3t 5 PRt A F 41k
LEd, DDoSHEZT-DIT, 774
TUF—)L o a7 LT

T T TrAT U=y
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T F =T IR, BT m—0
TCP SYN Cookie fri#EZ R ETE E7,

WO~y RPEAFIIAERINEL
7=, clear policy-firewall stats global.,
max-incomplete, max-incomplete
aggressive-aging. per-box
aggressive-aging. per-box
max-incomplete, per-box max-incomplete
aggressive-aging. per-box tcp syn-flood
limit, sessiontotal, show policy-firewall
statsglobal, show policy-firewall stats
zone, threat-detection basic-threat,
threat-detection rate, 35 O udp
half-open,
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