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Procedure

Step 1 EzPM 70 7 7 A VEAVER L £7,

Device# configure terminal
Device (config) # performance monitor context context name profile flow-level-visibility

Device (config-perf-mon)# exporter destination local-controller source NullO
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Step 2

70—
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Device (config-perf-mon)# traffic-monitor flow-level-visibility-stats
Device (config-perf-mon) # end

Device# configure terminal

Device (config)# interface interface-id

Device (config-if)# performance monitor context context-name
Device (config-if)# end

NI F— LV AET=H— AV THXRARNEA, =T oA AZHWHLET,

Device# configure terminal

Device (config)# interface GigabitEthernet interface-id
Device (config-if)# performance monitor context context-name
Device (config-if)# end

E=-4A—%F{FEHLE=70—LAJLFlexible NetFlow
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Procedure

Step 1

Step 2

Ju—F=F—%HLT78— L UL FNF #RET AL, WOFEERITLET,

FNF 70— 7 AR —HEZ{EF L C7n—La— FEERLET,

Device# configure terminal

Device (config)# flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

exporter-name

destination local controller
export-protocol ipfix
template data timeout seconds
option interface-table

option vrf-table

option application-table
option application-attributes
exit

IPvd hS 7497 D7a—L~YbEa—D7a—La— RFEERKLET,

Device# configure terminal

Device (config)# flow record flow level visibility ipv4

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # collect application name
Device (config-flow-record)# collect connection id long
Device (config-flow-record)# collect connection initiator
Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
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Step 3

Step 4

Step 5

Step 6

collect flow end-reason

collect interface input

collect interface output

collect ipv4 dscp

collect timestamp absolute first
collect timestamp absolute last
collect transport tcp flags

end

Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record

) #
) #
) #
) #
) #
) #
) #
) #

IPv6 N7 7 47 D70 —LLE=2—D7a—La— REERLET,

Device# configure terminal

Device (config) # flow record flow level visibility ipvé6
Device (config-flow-record) # match routing vrf input

Device (config-flow-record match ipv6 destination address
Device (config-flow-record) # match ipvé protocol

Device (config-flow-record) # match ipvé source address
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # collect application name
Device (config-flow-record) # collect connection id long
Device (config-flow-record)# collect connection initiator
Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect flow end-reason
Device (config-flow-record) # collect interface input
Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect ipvé dscp

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect transport tcp flags
Device (config-flow-record) # end

) #
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
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ITLET,

Device# configure terminal

Device (config)# flow monitor fnf-flow-level-visiblility-v4
Device (config-flow-monitor)# exporter fnf-1

Device (config-flow-monitor) # record flow level visibility ipv4
Device (config-flow-monitor)# end

Tu—F =X —EH{MILTC IPv6 b T 7 4 v I DXy NIT—T T T 4w 7 D7 a—L~YLOn[ %5
ITLET,

Device# configure terminal

Device (config)# flow monitor fnf-flow-level-visiblility-vé
Device (config-flow-monitor)# exporter fnf-1

Device (config-flow-monitor)# record flow_ level visibility ipvé6
Device (config-flow-monitor)# end

Tu—F=HF =AU B —T oA AZHEALET,

Device# configure terminal

Device (config)# interface GigabitEthernetl

Device (config-if)# ip flow monitor fnf-flow-level-visiblility-v4 input
Device (config-if)# ip flow monitor fnf-flow-level-visiblility-v4 output
Device (config-if)# ipv6é flow monitor fnf-flow-level-visiblility-v6 input
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Device (config-if)# ipv6 flow monitor fnf-flow-level-visiblility-v6 output
Device (config-if)# end

What to do next
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Procedure

Step 1 EzPM 70 7 7 A VERELET,

Device# configure terminal

Device (config) # performance monitor context context name profile security-unified-logging
Device (config-perf-mon) # exporter destination local-controller source NullO

Device (config-perf-mon)# traffic-monitor sul-fnf-config

Device (config-perf-mon) # end

Step 2 NI F =RV AEF=ZH— AV TXANEA L H—T = A AZHEHLET,

Device# configure terminal

Device (config)# interface interface-id

Device (config-if)# performance monitor context context-name
Device (config-if)# end

What to do next
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SUMMARY STEPS

1. SULO 7 —=7 ZAR—ZZEH LET,

2. Ju—La—KRERELET,

3. SULO7 e —FE=F—%HILET,

4, Tu—F=R—F A B —T oA ATHWHLET,
DETAILED STEPS
Procedure

Step 1 SUL D7 v —x 7 ZAR—H ZAER LET,

Device# configure terminal

Device (config)# flow exporter sul-1

Device (config-flow-exporter)# destination local controller
Device (config-flow-exporter)# export-protocol ipfix
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Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# option
Device (config-flow-exporter)# exit

Step 2 7ur—La— RzRELET,

Device# configure terminal

Device (config)# flow record sul-sul
Device (config-flow-record)# match ro
Device (config-flow-record) # match ip
Device (config-flow-record) # match ip
Device (config-flow-record) # match ip
Device (config-flow-record) # match tr
Device (config-flow-record) # match tr
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect
Device (config-flow-record) collect

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

interface-table
vrf-table
application-table
utd-category-table
utd-file-type-table
application-attributes
c3pl-class-table
c3pl-policy-table
fw-zone-pair-table
fw-zone-table
fw-proto-table
utd-drop-reason-table
sdvt-drop-reason-table

-monitor-v4

uting vrf input

v4 protocol

v4 source address

v4 destination address

ansport source-port

ansport destination-port

ipv4 dscp

transport tcp flags

interface input

interface output

flow cts source group-tag

flow cts destination group-tag
counter bytes long

counter packets long

timestamp absolute first
timestamp absolute last
application name

flow end-reason

connection initiator

connection id long

ulogging fw-zp-id

ulogging fw-zone-id-array
ulogging fw-class-id

ulogging fw-policy-id

ulogging fw-proto-id

ulogging fw-action

ulogging fw-src-ipv4-addr-translated
ulogging fw-dst-ipv4-addr-translated
ulogging fw-src-port-translated
ulogging fw-dst-port-translated
ulogging utd-ips-pri

ulogging utd-ips-sid

ulogging utd-ips-gid

ulogging utd-ips-cid

ulogging utd-urlf-url-hash
ulogging utd-urlf-url-category
ulogging utd-urlf-url-reputation
ulogging utd-urlf-app-name
ulogging utd-amp-dispos
ulogging utd-amp-filename-hash
ulogging utd-amp-file-type
ulogging utd-amp-file-hash
ulogging utd-amp-malname-hash
ulogging utd-drop-reason-id

SD-Routing 7 /34 XM 7 B— L AL Flexible NetFlow H7K— k .




SD-Routing 7734 X 7 A— L AL Flexible NetFlow # 7R — + |
B s0-Routing 7754 2D T B— L AL Flexible NetFlow D &3 .

Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record

( )# collect ulogging sdvt-drop-reason-id

( )# collect ulogging utd-ips-policy-id

( )# collect ulogging utd-ips-action-id

( )# collect ulogging utd-urlf-policy-id

Device (config-flow-record)# collect ulogging utd-urlf-action-id

Device (config-flow-record)# collect ulogging utd-amp-policy-id

Device (config-flow-record)# collect ulogging utd-amp-action-id

Device (config-flow-record)# collect ulogging utd-urlf-reason-id

Device (config-flow-record)# collect ulogging flow-direction

Device (config-flow-record)# collect ulogging fw-user-name

Device (config-flow-record)# collect ulogging fw-src-ipvé6-addr-translated
Device (config-flow-record)# collect ulogging fw-dst-ipvé6-addr-translated
Device (config-flow-record) # end

Step 3 SUL D7 u—F=X—%HGLET,

Device# configure terminal

Device (config)# flow monitor sul-sul-monitor-v4

Device (config-flow- monitor)# exporter sul-1

Device (config-flow- monitor)# record sul-sul-monitor-vi4
Device (config-flow- monitor)# end

Step 4 THR—FE= A U H—T oA AT L ET,

Device# configure terminal

Device (config)# interface GigabitEthernetl

Device (config-if)# ip flow monitor sul-sul-monitor-v4 output
Device (config-if)# end

What to do next
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L, ISR TFIREFITLET,

'ﬁ'nl—‘—l N (o] LY
SXTET IL— T DVERK

BT N—T AT BIZE, IROTFNEEFITLET,
Procedure

N

Step 1 Cisco Catalyst SD-WAN Manager D A = = —2>5, [Configuration] > [Configuration Groups] D JIHIZER L,
[Solution] K2~ 7 & 7 ) X hH 5 [SD-Routing] V' U =—3 3 &I L £,

. SD-Routing 7/34 XM 7 O0— L AL Flexible NetFlow H7Kk— k
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Step 2 [Create Configuration Group] 27 V v 7 L, XA 7 VR v 7 ATHH L&l & N7 L. [CLI Configuration
Group] # 1% L T [Create] 7 U v 7 LE 7,

Step 3 [Load Running Config from Reachable Device] K12 v 7' X U X b, T3 ZA&#I L ET,
Step 4 CLI 7° [Config Preview] 7 ¥ a3 v ice—R&hi 6, [Save] 227 U v 7 LET,

TINA ZADEE T ERET IV — T DRE

TS ZAOFGE & BIEANT TR 21213, ROTIHEFITLET,

Procedure

Step 1 BEIN—TZOMIZHD () Z7 V7 L, [Edit] IR L ET,

Step 2 [Deployment] A > C, [Add] %27 V v 7 L, BE#A[IT 5T A ZZEIRL 7,
Step 3 1 DL EDT A ZA%IER L, [Deploy] 7 U v 7 LET,

Step 4 [Save] 27 U v 7 LET,

—

SD-Routing 7 /N f ATHOIA—LARILT—EDE=_S—
FNA ADFEEIP, Bigs el — b, SELIPARED 7o — L~ LR EZ R EB L T2 —
T 5121, MOFEEETLET,

Procedure

Step 1 Cisco SD-WAN Manager M A = = —7>5 [Monitor] > [Devices] DJIEIZEER L, U A FH 5 SD-Routing 7 /34
AN L E T,
Step 2 JEfll D1 T, [SAIE Applications] > [Filter] DJEIZIER L £,

Step 3 [Filter By] #A 7 11 Z'7R v 7 AT [VPN] Z 4R L, [Search] %727 U v 7 LT, R L7174 L FIZHSNT
Zu—la— REHRRLET,

Step 4 [Export] #27 Vw27 LT, 7u—Lba—Razua—H )T AT LI AR—KLET,

SD-Routing 7 /34 X T® Security Unified Logging T— 2 DE=4 —

TNA ATSUL T —X %=X —F5I121F, ROTFINEEZEITLET,

SD-Routing 7 /34 XM 7 B— L AL Flexible NetFlow H7K— k .
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Procedure

Step 1 Cisco SD-WAN Manager ® A = = —7> [Monitor] > [Devices] DJIEIZER L, U A FH>5 SD-Routing 7 /34
Az ERLET,

Step 2 LD~ A 5, [Connection Events] > [Filter] OIEIZIER L 97,

Step 3 [Filter By] # A 7 12 Z'7R v 7/ A C[VPN] Z#4 L, [Searchl| Z 7 U v 7 LT, R L7 4 L FIZHSNT
7o—La— REBRRLET,

. SD-Routing 7/34 XM 7 O0— L AL Flexible NetFlow H7Kk— k
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