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FlEEZFITLET,

AT TN TARAL AL R R ZFEYILET, SD-WAN Manager C [Workflows] > [Quick Connect] (28 L. [Get

Started]| 27 U v 7 LET, ROWT LD T aZEH LT, T4 AZBMLET,
task_pdf_choices

11
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ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

12

cAX—FrT7AhDNZIOTAY 0 () v oo UEHREATIL T, T34 A% SD-WAN Manager (&
BIILET, T30 A1E#HIT PnP Connect 7K — & /L7 & [ S 41, [Configuration] > [Devices)~<— ¥ ®
Tle—EBRRENET,

F20%

VYT ILBBEEZETTI7AIILDT Yy TA—F : PnPConnect "H X 7 v — K L7273 AE#RE G Te
serial.viptela 7 7 A /L% 7 v 71— R LE£J ([Controller Profiles] {Z& ¥ . PnP Connect 7~ — % /LD
[Download the Provisioning file] % 7 U 27 L'£¥) , 7 /31 A3 [Edge Devices] D FIZRRINET, .

1 FAUR—=FT57 M 228N, Next] 227 Vv 27 LET,

2. [Add and Review Device Configuration] # A 7 2 7R v 7 AT, %A FID, VAT AIP (WZH) |
RARNLZEATIL, [Applyl 227 U v 7 LET,

3. TAAL ADFEMAMERR L T [Onboard] 27 U v 7 LET, BINSNToT A A ZfERT DITIE.
[Configuration] > [Devices] > [WAN EdgeList]ic®I L £, X hU—27HNDOL—F DU R MZ
B— B BT D EEMIE A E R S, AT —Z A [Unreachable] & xSV ET,

TUH =TT RGEHEEZHEH L 05845 1%, [Administration] > [Settings] > [Trust and Privacy] >

[Controller Certificate Authorization](Z# &) L, [Enterprise Root Certificate] Z3R L T, = ¥ —7 T4 X

N— FEHFEEZE D T ET, 2k, 7= AT v T T 7 AN X —T T4 X)— MNiEHE

ERERIZBMTE T,

[Configuration] > [Devices|lIZBE L, 77— b A RN T v T HERT LT A AZFIRL FT,

74 RTDOEHEMDNA T[] %Z Y v L, [Generate Bootstrap Configuration] %R L T/ 5, VPNO

A B —T A A4 L LT GigabitEthernetl E A LET, =% —7 7 4 XFEPERFEH ST 5

BlE, FBESNEZT 4=V RICHEREAS LET,

[j BRI X —7 = A AT DHCP WA > TH Y, Cisco Catalyst SD-WAN Validator &
o) Cisco SD-WAN Manager (ZEZEFRETH D Z & B LE T,

[OK]Z 27V >y 7 LT, A ACA A=V &F T ra— RLET, RIZ, GEFELZERT 256 AL

BRWGEDY TN T 7 A NI A T O R LET,

1 -

ciscosdwan_cloud init.cfg

ciscosdwan cloud init with ent cert.cfg

T—hANT v T T 7 AV dscosdwan.cfg & VD 7 7 A VL TT AL AW T — 7 T v allat—
L\i—a—o

Foyra— RSN 7— AN T 77 AV FTa—Y—F—2 7 —/L N LTEMSh, SDV—T 4
V7 E— R TT /3 A% LH) L, Cisco Catalyst SD-WAN Validator 33 J U8 Cisco SD-WAN Manager & O $%#5¢
ZRENLLE T,

T34 A% Day-0 IRBEIZ T 5 121E. controller-modereset 7213 writer erasewith reload =~ > R&fH L
TT AL A% r—RLET,

TNRAATRO 2~ FEEH LT, Hl#EsEea Gt LEJ,

1 :



Router# show sd-routing connections summary
Router# show sd-routing system status

Router# show sd-routing local-properties summary

AT w79 Catalyst SD-WAN Manager C[Configuration] > [Devices|(ZfEE) L T, T /34 AD AT —H ZH [In Sync] F &
Y [Reachable] L RARSINTND Z & ZFER L ET,

BEDODN—F2zT7 B) W—T 42T T/\14 ADFEHF > KR—
FTa4Y

ZDOFIR—T 4 T AT a TlE, Quick Connect V—27 7 1 —%ff ] L C PnP 7R — ¥ /L) 5 Catalyst SD-WAN
Manager |ZN— R =7 V—7 4 7 T XEREFETEBML, V—T 4 V7T A ZTBIMOREZITNA
RN—=T 4T LET, O)jﬂf%ﬁfﬁﬁ“%’)@ I, T APGEES TV S E . Cisco SD-WAN Manager A /257/
A DS Cisco PnP AR — ¥ )W TE W46, 7213 Cisco SD-WAN Manager & A~— c7 A0 > M ERMT 5729
%%&Eﬁﬁ%ﬁfya/%ﬁmbﬁw%éfﬁ PnP 7 4 AN ZAEIR L 7A4xcx&~k7/7n/74
Fal—vary (FRIFIEEORE) B"HYV., Day-0RETIT /W I L 2R TILERLY £,

o T/NA AN PP AR —HZ VIZIBIMEN TS Z L 2R L E 9, Cisco PnP AR—X /LZiE, FFEDO 2 hua—F |23
AT HNTODET AL ZADY A MPREENTHVET, PaPAR—Z I T A ZA&BINT 2 HFIEIZ OV TIE, Plug
and Play Connect N — X /L ~D/V—T 4 T T3, ZADEN (6 X—) #ZMRLTIZI0,

A== ARy N =T R LET, FElFHE
e A —/3— LA 7 Ciscopki, Symantec/Digicert D& 1%, /b— b CAFEEZEML TA A h—/1 T 508X
bV EFEA,
AN AP =TT Ry N =T OFR, A~y FEFHLT, ST %/10— b CA EEANT
TEEHEE A VA =V LET,

Router# request platform software sd-routing root-cert-chain install bootflash:cacert.pem

IN=RT 2T V=T 4 T TR, AEFETET U R— RT3, ROFIEZFEITLET,

ATV TN TN AL R MY ZRBILET, SD-WAN Manager C [Workflows] > [Quick Connect] (ZE L, [Get
Started]| 27 U v 7 LET, ROWTNNOLFT v aZEH LT, T4 AZBMLET,
task_pdf_choices

cAX—hrT7AhDMZIOTAY 0 (HESE) v oo UEHREATIL T, T34 A% SD-WAN Manager (&
iJJI] LE9, T /31 AE#IZ PnP Connect N — L7 & [RI# & 41, [Configuration] > [Devices]~2— 3 D
C—HERINET,
F7oZ

VY TLNBBEZETCI7AILDT Yy TA—FK . TS AERE G csv 77 ANV ET v 7 r— R L%
T ZOHREIUETHICIE, V—FT 4 v FNNAATCLLa~v>y REANLET,

13



ATy T2

ATvT3

14

Device# show crypto pki certificate CISCO_IDEVID SUDI

csv 7 7 A NVDBIE LI TIR LET,

Dy —I 8BS HEID SERAED Y TFIL |SUDI YT mode
&5
ISRUGIKIFDUI3IMSOW | ISR4461/K9 0215ZS7X FDUI1231M56W ER3

T34 A )N [Edge Devices] D FIZERENET,
1. FVAR—=FT5T7 A AERIRL, Next] 227 U v 27 LET,

2. [Add and Review Device Configuration] # 4 7 2 7R 7 AT, %A FID, AT AIP (WZH) |
RARNLZEZATIL, [Applyl 227 U v 7 LET,

3. T ADFEMAZHEF LT [Onboard] 22 Y v 7 LET, BINESNTT ASA A EMEZRT HITIE,
[Configuration] > [Devices] > [WAN EdgeList]ic®I L £, X hUV—27HNDOAL—FD YU A KMZ
BL— 2T DRI MN TR S, AT —Z A [Unreachable] &R S E T,

Cisco SD-WAN Manager & Ol & HNZT D12 O DER/NRD/INT A —R FV—T 4 T TN, AT
ELET,

51

router (config) # netconf-yang

sd-routing
no ipvé6-strict-control
organization-name "%Your Org. Name%"
site-id %id%
system-ip %system ip%
vbond name %vbond name or vbond ip%
vbond port 12346
wan-interface %uplink interface%

ip route 0.0.0.0 0.0.0.0 %next hop ip%
interface %uplink interface%

ip address $dhcp or static$%
no shutdown

[j A B =T 2 A ARFHFIP T RLUAETIEZDHCP ZEH L CRRESN TVWD Z L AR L £
- 7, Cisco Catalyst SD-WAN Manager & Cisco Catalyst Validator O /7 (2%t L C IP B9IZ 2= A HE
B chaBERHYET, £, A H—T7 oA AlEnoshut IRIETH 5 LENH Y £,

N—T 4 T TNA A, NYF—%_ 3L Catalyst SD-WAN Manager O[] CHillfE R SN S E T,
SDIV—F 4 VT TFNRA ATIRO A~y R LT, Sl 2R £,
1 -

Router# show platform software yang-management process status
Router# show sd-routing connections summary

Router# show sd-routing system status

Router# show sd-routing local-properties summary



AT 74 Cisco Catalyst SD-WAN Manager "C[Configuration] > [Devices| I E) L T, 7 /34 AD AT — 4 A3 [In Sync]
¥ L UV [Reachable] L BARINTWNWDHZ L 2R LET,

article_task_postreq

FITar 7 4 Xalb—a VOMR : ZTRETIZE, T AOKIZHDL[(.IE7 Vv 7 LT, A=a—%iEEIL
e

FNRAADE=HZ Y 7« ZHELT O IZiX, [Monitor] > [Devicg|lIZBEI L £3, T35 ZAZ2@8IRL, [(L)]E22Z YV 7
LTA=a—%lEHL, TI7—L, AU, NTTNVa—T 4 T ELMRLET,

TJ— RSy TEFERLEBREDON—FDT7 W8) IL—T 4
SHTINARDAVR—T 425

oA N T = AT T TavRIZE, 7 — MAEEAR USB K7 A 7 EIIIWEHT — 7T v ahb SD L—
TATEFR— T HT AL R —RTEHT— AN THET 7 A VOERPEENET, T35 AOEJHEN
ANb L, SDNAV—T 4 U ITREPBEFOREICEMS, 730 X2V n—REFIicry hUV—27 TEEILET,
PP 7 4 ADNY BT IMLENLY FT, T4 A ZE, AFA— T v 7 ar74Xa2b—raryERidffizD
AT 4K 2L —a YBRNMETT, £, Day-0RETH - TE/Ae /A, ZDFHIEIF, Cisco PnP SA/VA (27T
WCIBIMENTWDEIL—T 4 T TR, A THEREL £97,

T—=h AT TFH TV a e LTEFEON— Y =27 (W) 7, 220 R— R4 51203, ROFINAZ FET
LET,

AT TARAL AL R b ZFEYILET, SD-WAN Manager C [Workflows] > [Quick Connect] (28 L. [Get

Started] 27 U v 7 LEd, ROWTNNOAT v arZEH LT, T4 2A&2BMLET,
task_pdf choices

cAX—hrTHDUZRTA Y () v s U AFERE AL T, T34 A% SD-WAN Manager |Z
BALET, T34 A1E#HIL PnP Connect 78— 4 /L2 b [AI#] S 1, [Configuration] > [Devices|~=— ™
IERRESNET,

ER e
Y FIBEEELITI7AINDT Yy TO—FK : AL AFEREET csv 77 ANVET v 7 ua—RLZE
T ZOHEREIETHITIE, V=T A P FNNAATCLLa~vy REANLET,

Device# show crypto pki certificate CISCO_IDEVID SUDI

csv 7 7 A NOHEE LTI R LET,

y—LBE 2R 1D SEFAZED 7L |SUDI YT mode
&5
SRUGIKIFDUIBIMGW | ISR4461/K9 0215ZS7X FDU1231M56W ER

15



ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

ATy T17

16

T /34 A )% [Edge Devices] D FIZRRINLET,
1. FAUAR—=FTEHT A RAEEIRL, Next] 27 U v 7 LET,

2. [Add and Review Device Configuration] # A 7 27 R v 7 AT, %A FID, VAT AIP (WZH) |
RAREANIIL, [Applyl 27 U w7 LET,

3. T ADFEMAZ M L T [Onboard] 27 V v 7 LET, BIMENTT A A EMERT DI,
[Configuration] > [Devices] > [WAN EdgeList]icBI L £, X hUV—27HNDOL—F DU R KMZ
B— 2T DEEE MmN TR S, AT —# A [Unreachable] & RS ET,

Cisco SD-WAN Manager ® A = = —7> 5 [Configuration] > [Devices|IZBE L, 7 — M A N7 v 7 &4k T 5
TN, AZFIRLET,

[Export Bootstrap Configuration] ¥ A 72 /ARy 7 A% 7 U7 L, WANA VA —T A REZ%= AL T
T—h AT T T 7 ANEBARLET, T—FA ST T 77 A4 00E, #if4 . CiscoSD-WAN Validator
DIP, BRUL— b CAGEAENGENET, = —TIFTA XXy NU—=T7 DOEEIT, =2 =754
A— b CAGERENPEENET,

[j BHA LS —T = A ZAZIE, CiscolOSXE T /31 ADET /ML > TRRDGEEN B 7,
- F R — R B5EFT I HSW T, Cisco SD-WAN Validator 33 X U Cisco SD-WAN Controller (2
B S Cx i —T oA ABRBRELET, V=T 4 L TF AL ADA v H—T = A A
Bl MFICHER SN TWDZ 2R LET,

N R 2T TS AZHEA AR fgIERONHT — AN T v 72X ra—RLET, 774 V%
iR L. 7 7 A L4 % ciscosdwan.cfg I E L £,

T—hANT v T T 7 AV dscosdwan.cfg & VD T 7 A VL TT AL AW T — 7 T v allat—
LET,

NV—T 4 7T 734 AT sd-routing bootstrap load bootflash:ciscosdwan.cfg =~ > K& AL 7,

1

Router# sd-routing bootstrap load bootflash:ciscosdwan.cfg
Located the file. Beginning to extract the data

Extraction summary

-Organization name - "testb2"

-Interface - GigabitEthernet0/0/0

-vbond - 99.99.1.51

Successfully extracted root-cert info

Do you want to proceed and apply extracted

parameters to enable sd-routing feature?? (yes/[no]): yes

Successfully configured bootstrap extracted parameters

Router#

*May 10 08:56:11.159: %SYS-5-CONFIG_P: Configured programmatically by process Exec from console as console
*May 10 09:05:11.751: %DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from
201.201.201.1:41902 for netconf over ssh. External groups

XY, SDV—T 47— RTT /3 ZAHEHE) L, Cisco Catalyst SD-WAN Validator 35 & Uf Cisco
SD-WAN Manager & O#EREMEL SIVET,
TNAATRO A~y REMH LT, filEskz i LET,



ATvT8

1 :

Router# show sd-routing connections summary
Router# show sd-routing system status

Router# show sd-routing local-properties summary

Catalyst SD-WAN Manager C[Configuration] > [Devices|IZE) L T, 7 /314 AD AT — & A3 [In Sync] 35 &
U [Reachable] L BRSINTWNWHZ E&xERLET, £/o, SDIV—T 4 7T 31 X & LT [Monitor] >
[DeviceliZ b FRR S IVET,

DRy FTAOES I Z VI FFERALEBREON—FO7 (U
BY L—TF AT TFNARDAVR—TF 425

IDHEATTIX, Vo ¥y Fraeya=vT%EHLTL—T 17T /31 A% Catalyst SD-WAN Manager (24 >
R=F A 7T HFICOVTHIILET, Do ¥ v F TRV a=0VIch) | FAL 24y R—F 4 v 7 5
\ZV—T 4 7T /34 R % Cisco PnP SA/VA IZIBAI L, 7 /3A AU A | % Catalyst SD-WAN Manager ([Z[R# £ 72137 »
T — RTLMENRRL IR0 T, BAFEOT NA ARLNKBIER R Yy N —7 OFAIEL, ZOFEEERLET. 7
WA ADF U RN—=T 4 7 ZBEIET DANZ, PaP 7 4 AT ANY 2451 LTS EE W,

FRAZADU L E v FTabya = 7 E2ETT 5%, ROFNEIZHENET,

ATy I

ATy T2

I R—=F 4 TFTBHSDIN—T 4 TTNAA AT, WOa<vw FeATTLET,
5 -

Router (config) # netconf-yang

sd-routing
no ipvé6-strict-control
organization-name "%Your Org. Name%"
site-id %id%
system-ip $system ip$%
vbond name <FQDN> or vbond ip <ipaddress>
vbond port 12346
wan-interface %uplink interface%

ip route 0.0.0.0 0.0.0.0 %next hop ip%

interface %uplink interface$%

ip address $%dhcp or static%

no shutdown
ZOT 7 a XY, Cisco Catalyst SD-WAN Validator & Di@{E23BAsA XL, 7731 A3 [Cisco Catalyst
SD-WAN Manager] > [Devices] > [Unclaimed WAN Edges|® U A MBI EE T,

Cisco Catalyst SD-WAN Manager C [Configuration] > [Devices] > [Unclaimed WAN Edges]~X— (2B 8 L |
TNAADY ) T NE MR L THH, [Validate the uploaded vEdge List and send to controllers] 7 = » 27
Ry 7 A% F ATLTSD =T 4 I TF AL AR LET,

17



ZHUZ LY T 3A A [Unclaimed WAN Edges] %77 = U 725 [WAN Edges List]) 77 = UV IZB#) L, SD
JV—T 4 > T T 734 A3 Catalyst SD-WAN Manager & Ol =2 L C, AR —TFT 477 ak A
EETTEDHEIICRDET,

ART9 T3 SDIV—T 4 U TTNA ATRO A~ RaEH LT, CiscoSD-WAN Manager ~D il {Hl#2f5t 2 fle7d L £ 9,

&1

Router# show sd-routing connections summary
Router# show sd-routing system status
Router# show sd-routing local-properties summary

Router# show sd-routing connection history

AT 74 Catalyst SD-WAN Manager C[Configuration] > [Devices|(ZfEE) L T, T /34 AD AT —H ZH [In Sync] F &
Y [Reachable] L RARSINTND Z & 2R L ET,

BEDY IO T (B38) W—T 420 T/\4 ADFEHF 2 KR—
FTa4T

ZDFVR—T 4 T FH T 3 > TlE, Quick Connect 7 —7 7 u—%A{#i ] L C PnP 7R — % /L7 Catalyst SD-WAN
Manager (Y 7 b7 =7 (RAR) V—T 4 VT T A AEFRETFEHTEML, V—T 4 T T34 A TEMOKE ZIT
WA R—=T 4 T LET,

TNA AW PP AR —F /VZIEMENTWD Z & 2R L E T, Cisco PnP AR— % /LIZiL, FED 2 b r— 7 (B}
FHNTNET A ADY A MNEENTWET, PnP R —F VI T NA ZAZBINT 5 HIEIZ-OWTIE, Plug and Play
Connect =K L ~DAL—T 4 ¥ T AL ZDBM (6 =) £BRLTIIEE, ZOF /A AD PP 7 AH
WY BEIETHIHERDY 9, THAAAZFAY - T v 7ar74Xalb—ya UARETY, £7-. Day-0ikKHE
ThHhoTIEFERY EFHA.

BEFDOY 7 Ny =T V=T 4 7 TNAA R FETEHUA— RT 5, ROFIEEZFATLET,

ATV TN TNRAL AL R MY ZRBILET, SD-WAN Manager C [Workflows] > [Quick Connect] (ZFE) L, [Get
Started] 7 U v 7 LET, IROWTINOA T a rZEH LT, 754 A& BMLET,
task_pdf_choices

cAX—rTHDUZRTAL Y () v s A UNERE AT LT, T34 A% SD-WAN Manager |Z
BIMLES, 7734 AE#HIE PnP Connect 78— % /L) 6 [AI# < 4u, [Configuration] > [Devices|~<— ™
Tle—ERREINET,

F0x

cVYTLNBEEELT7AILDOT Yy FA—F : PnPConnect/»H ¥ 7 — K L7oT /3 AEHE BT
serial.viptela 7 7 V% 7 v 72— R LE T ([Controller Profiles] (2% ¥ . PnP Connect /R — 4 /LD
[Download the Provisioning file] #7 V w7 L£¥) , 7 /34 A3 [Edge Devices] D FIZHERINET,

1. AU AR—=FKTDHT A RAEHEINL, Next] 27 U7 LET,

18



ATvT2

ATvT3

2. [Add and Review Device Configuration] # A 7 12 7Ry 7 AT, %A KD, VAT AIP (WZH) |
KA NZEADL, [Applyl &7 U v 7 LET,

3. TAAL ADFEMA MR L T [Onboard] 27 U v 7 LET, BINSNToT N1 A2 MRS 2121,
[Configuration] > [Devices] > [WAN EdgeList]ic®I L £, X hU—27HNDOL—FD U R MZ
B —ZZBT DRSO TR &L, AT — X A1 [Unreachable] & /RS LET,

Cisco SD-WAN Manager & Ol 2 BN T D 12O DERNRD/INT A — R FV—T 4 T TN, AT
ELET,

51

Router (config) # netconf-yang

sd-routing
no ipvé6-strict-control
organization-name "%Your Org. Name%"
site-id %id%
system-ip %$system ip%
vbond name %vbond name or vbond ip$%
vbond port 12346
wan-interface %uplink interface%

ip route 0.0.0.0 0.0.0.0 %next hop ip%
interface %uplink interface$%

ip address %dhcp or static%
no shutdown

A= T A ADEFRIIPT R LA EIIIDHCP 2l L TRIES TV D Z & &g L £ 4, Cisco
Catalyst SD-WAN Manager & Cisco Catalyst Validator O lj 7 1Z%f L C IP BIZRIZERRE CH LM ENRH D
FT, Flo. A X —T oA AT noshut REETHLMLERH Y £7,

* Validator @ IP % 7= (% Validator D4 HiZ % E L £,

« VAT ALIP, A MID, M., BIXOWANA VX —T oA AZRELET,

vdaemon D AT —H 2% F v 7 LT, ZOBENENI > TNWAHZ L A2MHRLET,
51

Router# show platform software yang-management process state
Confd Status: Started

Process Status State

nesd Running Active

syncfd Running Active

ncsshd Running Not Applicable
dmiauthd Running Active

nginx Running Not Applicable
ndbmand Running Active

pubd Running Active

Router#show platform software process list r0 name vdaemon
Name: vdaemon

Process id : 29075

Parent process id: 29070

19



ATvT4

ATy TH

ATvT6

20

Group id : 29075

Status : S

Session id : 8829

User time : 263002

Kernel time : 347183

Priority : 20

Virtual bytes : 405110784

Resident pages : 12195

Resident limit : 18446744073709551615

Minor page faults: 716496

Major page faults: 9130
Cisco 7 /34 AlX, 7 7 # /L hTPKI ¥ L ¥ Symantec /L— hiFAE L L bicn—RanEd, A——1
ARy NT—=I R B =T 74 ZHDOGEIL, = =TT A4 A— FNiEAEZ A VA b= T D 0B
BHYFET, L— MEFEEZFEIER (CA) 75 Cisco 8000v {22 B— L ¥ 9, scp root-ca-chain.crt
cisco@<c8kv>:root-ca-chain.crt 33 & O} request platfor m software controller-managed root-cert-chain
install<path-to-root-cert> =~ > K& AN L£7,

1 -

Router# scp root-ca-chain.crt cisco@<c8kv>:root-ca-chain.crt

1 -

Router# request platform software sd-routing root-cert-chain install bootflash:root-ca-chain.crt

IITATY MO E—T T4 X)— FiEHEEZA VA = LET,

a) request platform software sd-routing csr upload bootflash: tmp_cert_dir/C8kCsrFilecsr 2~ > RAa&fEA L
T, T ADFEHEB AT EER (CSR) 24 LET, tmp_cert dir/7 ¢ L7 hUNIZIER S LD
TANZIIE, EROATIZIRE T ET,

b) BkTNA AN E =T FTAXCAVRHDLT 4 L7 MUIZ, ERESNTZCSR 77 AV Ea—L
F9, —bFF—L— b CAGEAEZMH L CREAELZ B4 L, pem/ert BROFEHET 7 A V&4
RCEET,

e U H—T7F 4 X CA : scp cisco@<c8kv ip>:tmp_cert dir/C8kCsrFile.csr

» openssl x509 -req -in C8kCsrFile.csr -CA root-ca-chain.crt -CAkey rootCA key -CAcreateserial
-out C8kCsrFile.crt -days 3650 -sha256

c) AiEnizet 77y AN (BLAAE) & 8000V T NNA AZabt—LET, =X —T T4 XCA:
C8kCsrFilecrt cisco@<c8kv ip>:C8kCsrFile.crt

d) request platform software sd-routing certificate install bootflash:C8kCsrFile.crt =~ K& fEH L T, =
E— LR EZ T A R VA =L LET,

SEAED A VA = VAT —H AR L E T,
B -

Router# show sd-routing local-properties summary

certificate-status Installed
certificate-validity Valid
certificate-not-valid-before Apr 25 00:55:28 2023 GMT
certificate-not-valid-after Apr 24 00:55:28 2024 GMT
dns-name Validator

site-id 100


mailto:cisco@%3cc8kv%3e:root-ca-chain.crt
mailto:cisco@%3cc8kv%3e:root-ca-chain.crt
mailto:cisco@35.85.94.32:tmp_cert_dir/c8kraji.csr

tls-port 0

system-ip 172.16.255.11
chassis-num/unique-id C8K-aal079cal-cl41-4ac6-9b76-05864005f94e
serial-num 12345707

ATYTT CLUEEMLTY 747 v FEAEEZA VA M=V T 256, 72T NDEH T CSR DAk & FER &
DA VA=V ER0 ETHEND > 25A X, CiscoSD-WAN Manager (27 731 AfE#H 4B L T, Cisco
SD-WAN Manager & Ol 2 bits L £3, FIHIZLLFD &L B0 TH,
a) VX —UESGEVITAESEIGLET, Yy —IFHLVITARSERIGT 511X, show
sd-routing local-properties % 7- 1% show sd-routing certificate serial =~ > FKZH L £9°,

Router# show sd-routing local-properties summary
chassis—-num/unique-id C8K-aal079cal-cl41-4ac6-9b76-05864005£94e
serial-num 12345707

b) SD-WAN Manager ¥ J ' SD-WAN Validator T request vedge add chassissnum <Chassisid> org-name
<Org Name> serial-num <Serial number fromc8kv> =< > RZEH LT, ¥ ¥ —> D %27 v Fu—K

L/ i—a—o
ATV T8 SDIN—T 4 T T, ZADHIBER AT — X A 5MER L ET,
1 -
Router#show sd-routing connections summary
PEER PEER
PEER PEER PEER SITE PEER PRIV
PEER PUB
TYPE PROT SYSTEM IP ID PRIVATE IP PORT PUBLIC
IP PORT STATE UPTIME
vmanage dtls 172.16.255.22 200 10.0.12.22 12446
10.0.12.22 12446 up 12:05:29:3

AT 79 Cisco Catalyst SD-WAN Manager "C[Configuration] > [Devices||IZEE) L T, T /34 AD AT — 4 A3 [In Sync]
F LM [Reachable] & RARSINTND Z &2l LET,

= UEFERLEVY—DT7 9 T4 TIRICEKBEFEDY 7 F
D7 RE) W—FT 42T TNARADA >V R—T4 5

ZDOFR—T 4 AT 3 TlE, Quick Connect V—7 7 12— (SyncSmart ¥ 723 serial.viptela 7 7 A /L) Z{#
L T PnP 7R — % )L/ &5 Catalyst SD-WAN Manager (2B —T ¢ > 7T A AEHEEBIML, b—2 %7277 474k
LT AT TAREF R —T 47 LET,

B op

Z OJFIENE. Cisco SD-WAN {RAHT /XA 2 (Cisco c8000v) TH LT £,

« Cisco Catalyst SD-WAN Manager | A~ — h 7 H 72 b0 Z A ANERMEESNTND Z EZHERLTLEE W,
Cisco Catalyst SD-WAN Manager T Z 4% 17T 9 (21, [Administration] > [Settings] > [Smart Account Credentials] DJIE
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WWERINLET, A=— T T bOu s A F#RIE. Cisco SD-WAN Manager CA~— hT7 7 72 hoN—F
NT T b OEREFRT 2 72DICBTHERSET,

A=A Ry P =7 BB LET, FRLHE
« A —/3— LA 73 Ciscopki, Symantec/Digicert D355 (3, /L— F CAREAEZBINL TA v A =T 50T
HYEHEA,
cHA NV ANT U Z =TT, XD, a~y REMHA LT, fhd 20— CA L EBEARMEFEEL A
VARV LET,

Router# request platform software sd-routing root-cert-chain install bootflash:cacert.pem

AFAEBA TSR (CSR) 24 L CTEBLTAMNEIHY FHA, b= ZHHALTT S RE2T 7T 4 74k
T5L. CSRIPAERENET,

VX —IEFGET I T ATIULTT A, A F AR — FT210%, ROFIHEZFEITLET,

ATV TN TNRA AL R MY ZRBILET, SD-WAN Manager C [Workflows] > [Quick Connect] (ZE L, [Get
Started]| 27 U v 7 LET, ROWTNNOLFT v aZEH LT, T4 AZBMLET,
task_pdf_choices

cAX—bTFTHIMIOTA Y (D) o s A AE#RE AT LT, T3 A% SD-WAN Manager (Z
BMLET, T34 Z1EHIL PnP Connect 78— & /L7 5 [AH & 41, [Configuration] > [Devices]~— 2 D
Tle—ERRINET,

F720%

cVYTILBBEZETITI7AIILDT Yy TA—F : PnPConnect "H X 7 v — K L7=T 3 AR EGTe
serial.viptela 7 7 A /L% 7 v 71— R L'E£J ([Controller Profiles] {Z& ¥ . PnP Connect 7~ — % /LD
[Download the Provisioning file] #27 U >~ 7 L£7) ., 7 /34 A3 [Edge Devices] D FIZRRINLET,

1 FAUR—=FTL57 A 228N, Next] 27 U v 27 LET,

2. [Add and Review Device Configuration] # 4 7 27K 7 AT, %A FID, VAT AIP (WZH) |
RARNLEZATIL, [Applyl 227 U v 7 LET,

3. TAA ADFEMA MRS L T [Onboard] 27 U v 7 LET, BINSNToT A A& 2121,
[Configuration] > [Devices] > [WAN EdgeList]ic®I L £9, X hUV—27HNDOL—FD YU R MZ
Z— BT D MM E R S, AT —F A [Unreachable] &R SHVET,

ATFYT2 V=T 4 TTFNRA AT, ROa< REETLTRIREZEA L X9,
5 -

Router (config) # netconf-yang
!
sd-routing
no ipvé6-strict-control
organization-name "vIptela Inc Regression”
site-id 500
system-ip 172.16.255.15
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vbond ip 10.0.12.26
vbond port 12346

wan-interface GigabitEthernet?2
|

ip route 0.0.0.0 0.0.0.0 10.0.5.13
|

ip interface GigabitEthernet2

ip address 10.0.5.11 255.255.255.0

no shutdown
|

AT 73 Cisco SD-WAN Manager ® #* = =—7>5, [Configuration] > [Certificates] DJIEIZEIR L, 4> R—K+55
NAZDUUID &V B A L8 AT—F (OTP) #HUSGL %7,

ATy T4 T AL AL o TER SN2y — v FFE EEET DT, AELV—T 4 7T A ZATCLLa~
Y REFATLET,

i -
request platform software sd-routing activate chassis newly uploaded chassis id from vmanage
token token generated by SD-WAN Manager

ATy TS ROavwy REERALT, V=T 4 TN A ZADO#IEEERAT —Z A B LET,
B -

show sd-routing local-properties summary
show sd-routing local-properties wan ipv4
show sd-routing connections summary
show sd-routing connections history

AT v 76 Catalyst SD-WAN Manager C[Configuration] > [Devices|\ICBE L T, SD /L —T 4 7T NRA ADAT—H
A7 [In Sync] 3 L TN [Reachable] & £RINLTWAH Z & AR LET,

FoR—T4 JICEISEED S TN a—TFTa2T

N—T 4 YT TNRAADF L IR—T 4 > TIPS 5 — A7 R & R 2 LR IOR L R4, RIBEOMREN Z 21
RSN T RNGEIE, YA Y R—FTHR—FF 7y FaRITTL 22 HRL £,

TINARARTORBAFIVY
EZZbNBEEA SD/V—T 4 U ITREREDA DT> TOER A,
fRREx TN AOEEE— FZMBERLE T,

Router#show version | include mode

cisco ASR1002-HX (2KH) processor (revision 2KH) with 6756077K/6147K bytes of memory.
Processor board ID FXS23040345

Router operating mode: Autonomous (SD-Routing)

Crypto Hardware Module present

8 Gigabit Ethernet interfaces

8 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

29401087K bytes of eUSB flash at bootflash:.

@Rk confd NS N TWDINE I D E R LE T,
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https://mycase.cloudapps.cisco.com/start

Router#show platform software yang-management process state
Confd Status: Started

Process Status State
nesd Running Active
syncfd Running Active
ncsshd Running Not Applicable
dmiauthd Running Active
nginx Running Not Applicable
ndbmand Running Active
pubd Running Active

fERE vdaemon NEHEI L TWAMME I M EHER L E T,

Router#show platform software process list r0O name vdaemon
Name: vdaemon

Process id : 29075
Parent process id: 29070
Group id : 29075
Status HE

Session id : 8829

User time : 263002
Kernel time : 347183
Priority : 20
Virtual bytes : 405110784
Resident pages : 12195
Resident limit : 18446744073709551615

Minor page faults: 716496
Major page faults: 9130

fAR%E show =~ RAMAH L CHER L £,

Router#show sd-routing local-properties summary

personality vedge
sp-organization-name vIPtela Inc Regression
organization-name vIPtela Inc Regression
root-ca-chain-status Installed
root-ca-crl-status Not-Installed
certificate-status Installed
certificate-validity Valid
certificate-not-valid-before May 8 17:49:38 2023 GMT
certificate-not-valid-after May 7 17:49:38 2024 GMT
enterprise-cert-status Not Applicable
enterprise-cert-validity Not Applicable

enterprise-cert-not-valid-before Not Applicable
enterprise-cert-not-valid-after Not Applicable

dns—-name vbond

site-id 100

tls-port 0

system-ip 172.16.255.11
chassis-num/unique-id C8K-7d921537-5402-4c3c-a3b5-a273dafc44d9
serial-num 12345707
subject-serial-num N/A
enterprise-serial-num Not Applicable
token Invalid
keygen-interval 0:02:00:00
retry-interval 0:00:00:19
no-activity-exp-interval 0:00:00:20
dns-cache-ttl 0:00:02:00
port-hopped FALSE
time-since-last-port-hop 0:00:00:00
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embargo-check success
numpber-vbond-peers 2
number-active-wan-interfaces 1

WAN A V2 —TJ A REIPIZRIZETEHL
EZZONBER WAN A L Z—T A ZAICHZRIP T RLARH Y X5 A,
fBRE WANA U F—T A ADWRREL IP ZHER LET, T A~ K

Router#show sd-routing local-properties wan ipvi4

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE Ipv4 PORT IPv4 PORT STATE
GigabitEthernet2 10.0.5.11 12386 10.0.5.11 12386 up

fEiRiE WAN A VX —T = A RZENRIPT RLARHY, UPIRRETH D Z & ZMER L E7,

Cisco Validator B5:&E 0 R 8
Cisco Validator (vBond) fH#2 D725 720

EZBNBEREE N—T 4 7T /31 AN Cisco Validator (vBond) (ZBIESFIT BTV ER A,
figiRi%  Cisco Validator (vBond) A HER L £,

Router#show sd-routing local-properties vbond

INDEX 1P PORT
0 10.0.12.26 12346
1 2001:a0:c::1a 12346

fRikix SDIL—T 4 T TFNRA AN Eh 1O Validator IR SN TWAZ L 2R LET,

HEEGEOBBED FS IV a—TFTa 05
TR —T 4 U TRRIZIN—T 4 > 7T 3, A SD-WAN Manager (Z82#5i T & 720
fRRE ROa< REEH LT, V=T 4V TT 1, ADEGRAT —F AR L £7,

Router#show sd-routing connections ?
detail Display connections in detail
history Control connections history
summary Display connections summary
%8 sd-routing connectionssummary =~ > KOFERMN 222725
EZz2 5N 5REA SD-WAN Manager (ZHEE S AL TV WRTEEMER U £97,
Rk ROaA~xy REMALT, V=T 4 VI T A ZADHHRAT —F A&l LET,
iRk 70T 4 TR NES. CLINGOHIEH Y EE A,

Router#show sd-routing connections summary
Router#

iRk TV T A T RERBDDEAIE, TRROE2—IZZD I AR ENET,

Router#show sd-routing connections summary

PEER PEER
PEER PEER PEER SITE PEER PRIV PEER PUB
TYPE PROT SYSTEM IP ID PRIVATE IP PORT PUBLIC IP PORT STATE

UPTIME
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vmanage dtls 172.16.255.22 200 10.0.12.22 12446 10.0.12.22 12446 up 0:00:14:58

Rk ROaA~xy REMALT, V=T 4 VI T A ZADHHRAT —F A& fifggd LET,

Router# sh sd-routing connections history

PEER PEER
PEER PEER PEER SITE PEER PRIVATE PEER PUBLIC
LOCAL REMOTE REPEAT

TYPE PROTOCOL SYSTEM IP ID PRIVATE IP PORT PUBLIC IP PORT STATE
ERROR ERROR COUNT DOWNTIME

vmanage dtls 172.16.255.22 200 10.0.12.22 12446 10.0.12.22 12446

tear_down DISTLOC NOERR 0 2023-04-26T17:08:13+0000

vbond dtls 0.0.0.0 0 2001:a0:c::1a 12346 2001:a0:c::1a 12346

connect DCONFAIL NOERR 18 2023-04-25T01:04:08+0000

vbond dtls 0.0.0.0 0 10.0.12.26 12346 10.0.12.26 12346

connect DCONFAIL NOERR 8 2023-04-25T00:59:09+0000

%8 show sd-routing connectionshistory =~ > K& 54T L THAERDE R I L7
EZ oM BREA Validator & HHE S AV TWRWAREMEDR B D £ 97,
Rk V—T 4 7T /34 AT pingvbond 2~ > RZEH LT, Validator ~OF|ZERIREM: 2R L 9,

Router#ping vbond
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:A0:C::1A, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/29/30 ms
Router#

DTLS ##EfE= (DCONFAIL)

AU D — LR 1> TH Y | BN SN E A, SAONDENIE, 774 T UV —/VEL
(3 DO EERED RIE T,

EZZONDREA —HELITT_NTORT Yy MREZNTRay 174NV TINTWAHAREERH Y 77,
ZZTIiE, REO Xy M X D608, tcpdump @%%&:%éﬂfb\ij«o

cEZOLNBER R A RKyT (NH) L—HIZRFETEEFA,
cEZLNBERE T I/ANNT— b T A BN —T 4 TEHRS—A (RIB) 24 AR =L SN THERA,

cEZZHNAHEEA = k11— T Datagram Transport Layer Security (DTLS) AR— FRBHWTWER A,

fRRix T 74/ N GW O ARP T — 7 LA FER L ET,

Router# show arp

@Rz 7 7 A4/ b GW |2 ping ZFE(TLFE T,

ping <...>

fi#iki%x Google DNSIZ ping & FEfT L £,

ping 8.8.8.8
figikix vBond T ICMP 233 ] SV CTWAEE 11X, vBond I ping 23T L £ 7,

ping <vBond IP>

f@RiE vBond DNS |2 h L—ZL— N2 FETLET,
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traceroute <...>

Board-ID A #J 31 AL TLVAELY (BIDNTPR)

Z AT D — R RO 1 S TH Y | HilEEE S L SN E YA, BAONDIERIE, 77 AT U —VE
(3T DO EERED I T,

EZONBRERA NV—T 4 T TNA AD Y ¥ —FH/EAE ID/> U 7 AEEN Validator IZ L > THEEINZZ &
R LUET,

*EABNBEE F7 ARy (NH) —ZICEETS EEA,
cEZDNDEE T 7 AN ST NT oA BNV —T 4 U TIEHRN—AZ (RIB) IZA4 VA F—LENTHERA,
«EZZ5NBFRE = k= —7 T Datagram Transport Layer Security (DTLS) R— F23BAWVTWEH A,

RRE V=T 4 VT TRAADV Y TINE G EHERLET,

Router#show sd-routing certificate serial
Chassis number: C8K-b596f134-0fa6-445f-9275-23f76ba90de0 serial number: 12345707 Subject S/N: N/A

fRRE  Z OIEHR Cisco Validator DB N2N—F 4 V' TTFNSA ZADY A MIFET A 2R LET,

vBond# show orchestrator valid-vedges
HARDWARE

INSTALLED SUBJECT

SERIAL SERIAL
CHASSIS NUMBER SERIAL NUMBER VALIDITY ORG

NUMBER NUMBER
C8K-AAO079CA1-C141-4AC6-9B76-05864005F94E 12345707 valid vIPtela Inc Regression
N/A N/A N/A

BRE V=T A TTNRAADT L b U BFELRWGEIE, RO Z L &R LET,
cfBiRE A~ — NT AT MIAV—T 4 VT TF A A LB
o f#iR% SD-WAN Manager |25 %A 7 v 7' 0 — R A
« f23R;% [Configuration] > [Certificates] > [Send to Controllers]> % Validator (2 Z DEHE 7 ¥ = 3 7
fRiRiE VU T NESNDIEET HHAIL. A7 vEdge 7 — 7 /VICEBET D=2 b U B2 0 )RR L. Cisco Technical
Assistance Center (TAC) IZHEKE L TCEIOIC N T I NY a—T 4 VT HBITWET,
)7 ILEBESMNTFEE LA LY (CRTREJSER. BIDNTVRFD)

N—=T 4 T TN AD Y X —FEH/EA D/ U T V&S ) Validator 12 X » THEEG ST, Hil#EsEIc R L= 2
LERLET,

EZONBEE T A ALy b —FHOBEBRNP—F L TWEEA,

CEBRE N—T 4 T TNRAADY x—V DIV TNEFEZMHR L E T, Router#show sd-routing local-properties
summary 22 RA2MEH L CERZ B L. vBond#show Orchestrator valid-vedges 2~ R&fEH L CTH&E L
{54 % Validator THER L £7,
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BiRE R EAHLIGAIE. ELWEREZMERL, A~— 7 H 72 hFEIE SD-WAN Manager (27~ 72— R
L\ij—o

cBRE TANARLary br—T THEHIN TV OHBEPFA L THLZ L AR LET,

SEEAEREDRE

N—F 4V TFNAADY ¥ —FE/EHA D/ U T AR Validator 12 X > THES ST, #l#EEEE I LKL Z
EEIRNLET,

EZZoNBFRE TAAA ALy b —FHOBEEN—F L TWEFEA,
fRRE oo~y RE2EA L CIFHEL2FRRL, MEZEBEL £,

Router#show sd-routing certificate installed
Router#show sd-routing certificate root-ca-cert
Router#show sd-routing certificate serial

Router#show logging process vdaemon internal

A7 %#EALEREEGEOMED T/ v T
fERE WO a~ > R A LT vdaemon BTrace 2 7 %/~ L, FELZHEL £,

Router#show logging process vdaemon internal
Logging display requested on 2023/05/09 14:38:32 (UTC) for Hostname: [vml], Model: [C8000V], Version: [17.13.01],
SN: [9HP3SG7HKUU], MD SN: [SSI130300YK]

Displaying logs from the last 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis local

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2023/05/09 14:29:18.917119471 {vdaemon R0-0}{255}: [vdaemon-cert] [18612]: (note): Validating certificate..

ou_check enabled

2023/05/09 14:29:18.917189711 {vdaemon R0-0}{255}: [bss] [18612]: (note): not found
"/C=US/CN=b6ebadlf-43b6-4900-b355-€699449c84ac/0=Cisco Systems":307542112 at idx -1

2023/05/09 14:29:18.917387747 {vdaemon R0-0}{255}: [bss] [18612]: (note): x509 verify cert Success crl loaded
0

2023/05/09 14:29:18.993555137 {vdaemon R0-0}{255}: [vdaemon-cert] [18612]: (note): Validating certificate..

ou_check enabled

2023/05/09 14:29:18.993572400 {vdaemon R0-0}{255}: [bss] [18612]: (note): not found

"/C=US/CN=bb6ebadlf-43b6-4900-b355-699449c84ac/0O=Cisco Systems":307542112 at idx -1

THOZALYR—FrDYHI IR

N—T 4 7T RA A Trequesttech-support =2~ > REEHT 5L, vr, 27, BLWshow 2~ RO &= ET
tar 7 7 A VEERTE ET,

Router#request tech-support

11:51:06.396 UTC Thu Jul 20 2023 : Collecting 'show tech-support'...

11:51:42.549 UTC Thu Jul 20 2023 : 'show tech-support' collected successfully!
11:51:43.798 UTC Thu Jul 20 2023 : Collecting binary traces...

11:51:43.965 UTC Thu Jul 20 2023 : Binary traces collected successfully!
11:51:43.967 UTC Thu Jul 20 2023 : Collecting platform-dependent files...
11:52:39.007 UTC Thu Jul 20 2023 : Platform-dependent files collected successfully!
11:52:39.013 UTC Thu Jul 20 2023 : Generating tech-support bundle...

11:52:46.873 UTC Thu Jul 20 2023 Tech-support bundle file
bootflash:core/vml-debug bundle 20230720 115143-UTC.tar.gz [size: 22358 KB]

28



11:52:46.873 UTC Thu Jul 20 2023 : Tech-support bundle generated successfully!

Router#dir bootflash:/core
Directory of bootflash:/core/

186 —-rw- 10849 Jul 20 2023 11:52:46 +00:00 wvml-debug bundle 20230720-115143-UTC-info.txt
192 —-rw- 22893633 Jul 20 2023 11:52:44 +00:00 wvml-debug bundle 20230720-115143-UTC.tar.gz
38 drwx 4096 Jul 18 2023 20:33:36 +00:00 modules

5173313536 bytes total (3922272256 bytes free)
vml#

ERES

*ixt 7 7 A VIR, targz IZN FAZINTNDTRTOT7 7 A LD Y AR EFENLTHNET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



