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Cisco SD-WAN Manager & L=T/\1 X7V £ AR O —DHE .

BT DR EDRY > —IUSE U T, BED I v R—% > bERITTRITOa v R—F > b &t

FRLET, av R = FaAXy 75100, K~ (Next) |[R¥ %227V v 7 LET, =

VIR MIREDITIE, EE FEICHD [RD (Back) |RF &2 7Y v 7 LET,

FRA AT 7B AR O —DORE

1. Cisco SD-WAN Manager A == —7>6, [Configuration] > [Policies] DJIEIZEIN L F 5,

2. [@—H T A ABAKRY 2 — (Localized Policy) (%27 Vw7 L, [BAXLE T ar

(Custom Options) | K v 7 X d[v—Hh T A ABAK Y — (Localized Policy) ] T

[7 7 & Al ) A ;b (Access Control Lists) ] # 3N L F 9,

3. [TRAATIZER®ARY —DiBEN (Add Device Access Policy) ] Ku v 7# U & K
N, [IPVAT A AT 72 AR Y 2 —0i8 (Add IPv4 Device Access Policy) | &£ 721

[IPV6T /NA AT 7 & ARV 2 —@;B1 (Add IPv6 Device Access Policy) ] 47+ a v %
BIRLTT A RAZBIMLET,

() Cisco IOS XE Catalyst SD-WAN U U — 2 17.9.1a 33 X U Cisco vManage Y U — % 20.9.1 L& TR

Vo= = A%EAET, 7740 8T 7 ard [ZF AR (Accept) | 72T [Fe v
7 (Drop) 1 D& T IPv4 £7-12IPV6 DT A AT 7 ¥ AR =2 RETHHE. T/ A
T 7 EARY > —ILSSH & SNMP #RZER LET, T 74V T 7 v a OBz L,
RY ==l A EMHETICT NS AT 72 ARY —%&EK L C, SSH & SNMP D i

F DT A AFRTE E 7213 Cisco SD-WAN Manager ¢ EZER TZ 5L 512720 £ L7z,

SNMP Y — _—#E 2B L2 WS, T AT 78 AR Y o —IC ko THERL &7z SNMP

R S EEA,

Cisco I0S XE Catalyst SD-WAN U U —2Z 17.9.1a 35 & U Cisco vManage Y U —% 20.9.1 L D R T
F. F7ANRNT 7 a v D[ZIF AR (Accept) 1E72IZ[FH v (Drop) 1OAZHEML,
R == U AT TICT AL AT 78 ARY =% RET 258, T AT 7k

AR 13T A AFRTE F 7213 Cisco SD-WAN Manager i E & 1Bk L FHA TLTZ,

4. Ry ZHZ ) ARG [IPVAT A AT 78 AR 2 —0E0 (Add IPv4 Device
Access Policy) ] %3 L C, [IPv4 ACLAK U > — (IPv4 ACLPolicy) | ZEBML E£3, [T
NA AIPv4 ACL7R U > — itk (EditDevice IPv4 ACL Policy) ] S— U NERINET,

5 HLWKRU—DARTEHBAZ AN LET,

6. [ACL>—7% > A®DiE/ (Add ACL Sequence) | %27 Vv 27 LT, ¥~V AZBMLE
T, [T/ AT 7 Al Y A b (Device Access Control List) [_X— U NHRRINFET,

7. [Sequence Rule] %7 V v 7 LET, [vvTF Match) | & [T 7 3 (Actions) 147
TaUNFRRINET,

8. [>T (Match) ]2 V27 L, ACLRY U —DRDOFMEBRINL TRELET,
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A taJL (Device |SNMP. SSH 7 &G,
Access Protocol)

(78)

BEXTT—2TL |REELIPT RLRAZANLET, 72& 213, 10.0.0.0/12 T,
T4 X (Source

Data Prefix)

EETR—F PETLR—FDY A NEANLET, EOHPFHIL0 ~ 65535 T
j—o

Destination Data 59 IP 7 KL AZ AN LET, 72& 21E, 10.0.0.0/12 TT,

Prefix

VPN VPNID # AJJ LE$, #iPHIE 0 ~ 65536 TI,

9. [7Z7var (Actions) |7 Vw27 L, ACLRKRY v —DROFEHZHELET,

Ve EWVE I HL:l
hHooia4 Z TR BB EANTILET, KK
T20 XF T,

HIB%x (Drop)

N LEE, Moo 7 danyw sk AN LET, B
KC 20 LFTT,

10. [wyTF LT 7 aOfRMF (Save Match And Actions) %27 VU~ 27 LC, ACLAKY v—
DF_NTORMEZRFLET,

1. [TAA AT 7 'AGEIY A2 RHRY > —0DOFR{F (Save Device Access Control List Policy) ]
7 Uy 7 LT, BRLIE~YyTFREET 7 a VITHEALET,

12. —FT5%7 v bRRWEES., WOl —h R v— —F A )b—Ll ) £
T, EOXAL DT 74/ 8T 7 a s (Default Action) | Tk, X7 v & Fr v
FLET,

Y

GE)  IPv6 7'V 7 4 » 7 A—FX, Cisco I0S XE Catalyst SD-WAN 7 /34 A TiEHhHR— F I TWE
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Configuration:

ip access-list standard snmp-acl
1 permit 10.0.1.12 255.255.255.0

11 deny any
|

snmp-server community private view v2 ro snmp-acl

ip access-list extended ssh-acl

1 permit tcp host 10.0.1.12 any eq 22
11 deny tcp any any eq 22

|

line vty 0 4

access-class ssh-acl in vrf-also
|

\)

GE)  IPv6 7'V 7 4 v 7 A—EX, CiscolOS XE Catalyst SD-WAN 7 /XA A TIIPR— I T E
TA,

ACLffET &A™V 232 DB

YANG Zifi L CACL#EFE D T o X ERET HIIE. WOFNEEFITLET,

Yang file: Cisco-IOS-XE-acl-oper.yang

grouping ace-oper-data {
description
"ACE operational data";
leaf match-counter {
type yang:counter64;
description
"Number of matches for an access list entry";

}
YANG T /VEMEA LR EDOH -

Router# show access-lists access-list ACL-1

ACCESS
CONTROL
LIST RULE MATCH
NAME NAME COUNTER
ACL-1 1 0
2 0
Router# show access-lists access-list ACL-1 | display xml

<config xmlns="http://tail-f.com/ns/config/1.0">

<access-lists xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-acl-oper">
<access-list>

<access-control-list-name>ACL-1</access-control-list-name>
<access-list-entries>
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<access-list-entry>
<rule-name>1</rule—-name>
<access-list-entries-oper-data>
<match-counter>0</match-counter>
</access-list-entries-oper-data>
</access-list-entry>
<access-list-entry>
<rule-name>2</rule—-name>
<access-list-entries-oper-data>
<match-counter>0</match-counter>
</access-list-entries-oper-data>
</access-list-entry>
</access-list-entries>
</access-list>
</access-lists>
</config>
Router#

CLI Z#ffH L CACL #it & H U 2 Ford HI100E, ROX I a~vr RefLET,
show ip access-list [access-list-number | access-list-name]

CLI ZfEH L 7=#cit o /141

show ip access-list [access-list-number | access-list-name]

Router# show ip access-list ACL-1

Extended IP access list ACL-1

10 permit ip host 10.1.1.1 any (3 matches) 30
30 permit ip host 10.2.2.2 any (27 matches)

To clear counters in ACL stats:

clear ip access-list counters {access-list-number | access-list-name}

SNMP H—/\—[Zxt9 % ACL 7R 1) > — DR

Cisco 10S XE Catalyst SD-WAN U U —2Z 17.2.1r U U — A LI, Cisco IOS XE Catalyst SD-WAN
TS, A TIESNMP == |2t T 5T N, AT 78 AR —HREE AR — L TWET,
SNMP D54 SNMP #ERET > 7' L — R D3RR E S TUVRUNE Z (T, Cisco SD-WAN Manager
DHERE LT, TXAATT U T — IRy vadidbDa7ay 7 LET,

N

GE)  SNMP OG5, 5867 —4% 7 L7 ¢ » 7 AU A b Cisco I0S XE Catalyst SD-WAN 7 /31 A |Z
WHENETA, T ADSNMPEEZEH L TCZour—h 74 XRRY >—%i#H LT
b, AT —F T VT 4y 7 ATEHINET,

Configuration:

snmp-server community private view v2 ro snmp-acl

snmp-server community = > KD YANG E7 /b, LLFiX, YANG £7 /L@ ACL & E % 7~
L7=bDTT,
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container community {
description
"Configure a SNMP v2c Community string and access privs";
tailf:cli-compact-syntax;
tailf:cli-sequence-commands;
leaf community-string {
tailf:cli-drop-node-name;
type string;
}
container access {
tailf:cli-drop-node-name;
tailf:cli-flatten-container;
leaf standard-acl {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type uint32 {
range "1..99";

}
leaf expanded-acl {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type uint32 {
range "1300..1999";

}
leaf acl-name {
tailf:cli-drop-node-name;
tailf:cli-full-command;
type string;
}
leaf ipv6 {
description
"Specify IPv6 Named Access-List";
tailf:cli-full-command;
type string;
}
leaf ro {
description
"Read-only access with this community string";
type empty;
}
leaf rw {
description
"Read-write access with this community string";
type empty;

}
PUFIZ, snmp-server ACL X EDH > FNT A bu &R LIZHDTT,

Device# sh sdwan ver
16.12.1

Device# config-t

admin connected from 127.0.0.1 using console on the device
Device (config) # snmp-server community TEST 1 RO 80

Device (config) # end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

Device#
*Mar 13 21:17:19.377: %SYS-5-CONFIG P: Configured programmatically by process
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session_id for dmi vty 100001 from console as NETCONF on vty31266
*Mar 13 21:17:19.377: $DMI-5-CONFIG I: R0O/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 518

Device#
Device# sh sdwan run | 1 snmp
snmp-server community TEST 1 RO 80

Device# sh sdwan run | 1 snmp
snmp-server community TEST 1 RO 80
Device#

admin connected from 127.0.0.1 using console on the device
Device (config) # snmp-server community TEST V6 ipv6 acl-name-1
Device (config)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

Device#

*Mar 13 21:18:10.040: %SYS-5-CONFIG P: Configured programmatically by process
session_id for dmi vty 100001 from console as NETCONF on vty31266

*Mar 13 21:18:10.041: $DMI-5-CONFIG I: R0O/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 535

Device#

Device# sh sdwan run | 1 snmp

snmp-server community TEST 1 RO 80

snmp-server community TEST V6 ipvé acl-name-1
Device#

Device# sh run | i snmp

snmp-server community TEST 1 RO 80

snmp-server community TEST V6 RO ipv6 acl-name-1
Device#

SSH (x93 % ACLKR1) o — DR

Cisco 10S XE Catalyst SD-WAN U U —2 17.2.1r U U — A LI, Cisco IOS XE Catalyst SD-WAN
T XTI T LV Z A7 (VTY) [E#E -T2 SSH $—/3— [T device-access-policy
BEREA AR — N LT E 9, Cisco SD-WAN Manager X, /Ny 7 =2 R CHEHAIRERTXTO
VTY BE#E#EA L, 2RI TRY =527 v 2 LET,

Configuration:

line vty 0 4

access-class ssh-acl in vrf-also
|

PLAFIX, YANG 5 /L0 ACL REFIZ R LIZH D TT,

// line * / access-class
container access-class {

description

"Filter connections based on an IP access list";
tailf:cli-compact-syntax;
tailf:cli-sequence-commands;
tailf:cli-reset-container;
tailf:cli-flatten-container;
list acccess-1list {

tailf:cli-drop-node-name;
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tailf:cli-compact-syntax;
tailf:cli-reset-container;
tailf:cli-suppress-mode;
tailf:cli-delete-when-empty;
key "direction";
leaf direction {
type enumeration {
enum "in";
enum "out";

}

leaf access-list {
tailf:cli-drop-node-name;
tailf:cli-prefix-key;
type ios-types:exp-acl-type;
mandatory true;

}

leaf vrf-also {
description

"Same access list is applied for all VRFs";

type empty;

}
Iz, line-server ACLFREDY L FNT A ha s LET,

Device# config-transaction

admin connected from 127.0.0.1 using console on Device
Device (config)# line vty 0 4

Device (config-line)# access-class acl 1 in vrf-also

Device (config-line)# transport input ssh

Device (config-line) # end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

Device#

*May 24 20:51:02.994: %SYS-5-CONFIG P: Configured programmatically by process
iosp_vty 100001 dmi nesd from console as NETCONF on vty31266
*May 24 20:51:02.995: $DMI-5-CONFIG I: RO/0: nesd: Configured from NETCONF/RESTCONF by
admin, transaction-id 227

Device#

Device#

Device# sh sdwan run | sec vty
Error: Licensing infrastructure is NOT initialized.
Error: Licensing infrastructure is NOT initialized.

line vty 0 4

access-class acl 1 in vrf-also

login local

transport input ssh

line vty 5 80

login local

transport input ssh

Device#

Device# sh run | sec vty
Error: Licensing infrastructure is NOT initialized.
Error: Licensing infrastructure is NOT initialized.

line vty 0 4

access-class acl 1 in vrf-also

exec-timeout 0 0

password 7 11051807

login local

transport preferred none

transport input ssh

line vty 5 80
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login local
transport input ssh
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