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action accept
set service netsvcl
default-action accept
apply-policy
site-list custom-service control-policy netsvcl-service out

CORY—REICLSTHROZ BTN ET,

« apply-policy 2~ RTRIEIN, ZORY U —RNEHINDTXTOYA hEFIZE
3% custom-service £V YA R U R R EIERT D,

1 DD —4 v RBHE L IROSN A 2 T netsvel-service & W 9 L RTOHIFIAR Y 2 —
EERT D,

*VPN30 &% A R 2 D&% THLV— FERET D,
sy T LIEEEIF. V= EZT AN, WAX LY —EA~NIEAL LT "5,
s T LRWEAIX., NI 74 v ERITTAND,

. custom-service ) A b, DFE VWA F3INOHA MIRY > —%HHT 5, CiscovSmart

arvhue—JF, TU ST RER, 2FEDHA b 3ICHEMATDHAL— MR
—%HMALET., TNHDNA— FTIERKROEEREZ Y 9,
¢« TLOC 23, A F 2 D TLOC 2> T 2 )—F D TLOCIZER SN 5D, T,
Cisco SD-WAN =2 b0 —F AT 2 V= NLZE LI —EAL— 2@ D
THELETLOC TY, ¥ A F25ETHO T T 4 v 7 RAT 2 V—FIZERFE SN
5 TLOC DEFEMNEZ > 7205 TY,

#y—eExFz—=v5 |}
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H—EXRFz—=4 |

e TV N sve-id-4 (77 AT 4=V —ERZEBTIHHD) ICEEIND,
TDTYUIZLED  NT 21, BAZ LY —ERERARMLTWAT A AT b
74w BEELET,

INT2AN—BF T T4 v I BZETHE DAX LY —ERAEZHFARLTNDET/NA A
DYATLIPT RURA, 22221Z8% LET, T 74 v 71T EIN=%, ~NT 20—
HIZREN, HEER3EETHI VA P2 ik s E T,

J— R EIZEHDY—EARHEIY—ERFI—2FNLEVWPNE RS 74099 DIL—T 4
2

P—bERAF ==L ) — RSN TW A —E AR EEL L2568, 2Vl Y—
EANRI LT A ZADOERICH LG5, IR o— 57 —2 R o—%fAabETHM
DY —EAF = — U ZERLET, ZOBNL, BiDE 7 > a OFNTEITWET A, BH—o
TN—BDERICT 7 AT T —L e AX L —E R (netsve-1) WD AN F7°,

Z 2T, VPN20 D F34 2135 VPN30 DT RA Z2DF LT 4 v 7 A xx.0.0/16 56T D
TRTDF—Z T T4 IWB, BONINATIDT 7 AT I — L Z@mEL, FO®%EUCNT
1125 D HAH LY —E A netsvel Z i@l L T ORKRSERICERESND L HICTHE L
£7,

ZORY —EERE S D MESMEE L TFIORLET,

*« VPN 10, VPN20, BEXOVPN30IL, 4 TA v Z—XF v MpEDx2 7 A NT %y b T
T 5,

* VPN 1013, #%9 VPN20 B KO VPN30 A b/b— b & A U AR— 95, /— MILEIE
U CIRANIC A >R — b AlE,

« VPN 20 1Z. 4T VPN30 25 /L— bhEA viR— b5, /b— MBI L TRIKIZ
A AR — KATHE,

« VPN30IZ, T VPN20 B /Lb— b & A ViR — b5, b— MILEIZEG U TERICA
VAR — ~AfHE,

ZOTFIVAOEE, WOLIITHELET,
cNTN—=HT, T7AT T F— IV DAA LY —EREERELET,

«CiscoSD-WAN =2 h B —F T, 77 A7 U —NAZNLTHA M1 YA F2I12mh
VIT—=H N NT T 4w 7B VEA VLT NTHHIBEIRY O —%2FELET,

B r—cxFz—=%




Y—EFRFz—=U45

y—exFz—rues |

*CiscoSD-WAN 22> b e —F T, T—Z "N T T 4 vV HZNAZ LT —ERIZY XA LT K
TLHT—HR) —ERELET,

HETFNEE LTI R LET,
L. ANTA—FT, T7 AT T — N HAZLF—EZERELET,

sdwan

service firewall vrf 10
ipv4 address 10.1.1.1

service netsvcl vrf 10
ipv4 address 2.2.2.2

ZDORETIL, NTI—HFD OMP X2 DD —E A /L— k% Cisco SD-WAN =2 k72—
FGWET RREALRALET, 120F7 74T U=, &9 12030 AZ LY —E Anetsvel
ATYd, EBE50P—EAL—MIbH, AT 1A—FDTLOC &, V—ERADX A T &
BT —EATXAREENTVET, 774 T VAL —ERADLEAEOH—ERT
~UE sve-id-1 T, B AZ A —E XD AL sve-id4 & 720 F£77,

2. Cisco SD-WAN =2 v —F T, VPN30 (A4 +2) 58 CDOMT T 4w T EBNT 1 (FA
F3) I SNTWA T 7 AT U — Y —ERIFNL—T 4 735 X9 IZHIEARY
v—aryhp—J%REL., ZORY—EROIHITHA F1LIZEHALET,

policy
lists
site-list device-1
site-id 1
control-policy firewall-service
sequence 10
match route
vpn 30
action accept
set service FW
apply-policy
site-1list device-1 control-policy firewall-service out

3. CiscoSD-WAN 2> ha—F T, 77A T UA—NT A ANGZE LT X2 N7 7 4>
T NAE LY —E ZAnnetsvel IV XA VY NERIFF=2—0T55 2R V—%RTE
LEd, I, ZORV—2 AT 1WHEHALET, 2OF—ZRY —i%, vy hU—
7 xx.0.0/16 DFEIAZNH 2N FEIPT KL A2222 L W) W AHX AP —ERAEKRA
FLTWAET AL ZADYATLIPT RLAIZAV—T 4 T 50D DT,

policy
lists
site-list device-2
site-id 2
site-list Hub-1
site-id 3
prefix-1list svc-chain
ip-prefix x.x.0.0/16
vpn-list vpn-10
vpn 10
data-policy netsvcl-policy
vpn-list vpn-10
sequence 1
match
ip-destination x.x.0.0/16
action accept
set next-hop 2.2.2.2

#y—eExFz—=v5 |}
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apply-policy
site-list Hub-1 data-policy netsvcl-policy from-service

Y—ERFz—V&FEALET7 I T4 FVFFERENVIT7vTOFUF

setservice 77 v arvaALT, y—ERTFT == FIT 7T 4 7 E7213 3y 7 7 > Tl
RV o—%BETHHEC, FEHRERANAOEHE (T 7T 4 TRALRAZ N NRADE
) DMERE STz send-path-limit Z# 2 2 L 9706, b— MO EHEHRERREILLRNT
LIEEW, BAREZITHIHAIL, settloclist 727 v a & setservice 7 7 v a v aHHT 5
FNTLTLKEE N, ZHLRWE, TIT 4 TRAOIR, ERITI NN I T v TR ADHHE
EDAR—=I N—ZIZT RNRNEALAXINDZERHY £,

72& z21E. CiscoSD-WAN 2> b2 —F OMP 7 — 7 VIZiE, 8 DDT VT 4 T /RAL Ny
T o TRARHY £9, XA MRROHEAIZESDNT, XRFKkDIEFTY—FESNET,

backupl, backup2, backup3. backup4. activel, active2, active3, active4

send-path-limit 4 X E SN TV DA, 1 Z\EHORY O—%HT L, 450y 77 v
WNRADHBPIEEENET, 2FBHORY —%HHTLHEL. 22007 7T 4 T/NREL2ODNy
I T o TIRANEG S NET,

send-path-limit 237 7 7 4 7 /XA LNy 77 v TRZADOEFHE LD L/ S WA ICRREENRAE
LRTWARY =Dl Z L ISR LET,

control-policy SET SERVICE ACTIVE-BACKUP
sequence 10
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_PRIMARY
tloc-list INTERNET_ TLOCS
!
action accept
set
preference 200
service FW vpn 10
|
|
!
sequence 20
match route
prefix-list AnyIpv4PrefixList
site-list HUBS_SECONDARY
tloc-list INTERNET_ TLOCS
!
action accept
set
preference 100
service FW vpn 10
|
|
!
default-action accept
|
|

RY —FUC TR, #HEFREIE > TEELFAZUTIORLET,

policy
lists

B r—cxFz—=%
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tloc-list HUBS_ PRIMARY INTERNET_ TLOCS

tloc 10.0.0.0 color biz-internet encap ipsec preference 200
tloc 10.0.0.1 color biz-internet encap ipsec preference 200

tloc-list HUBS_SECONDARY INTERNET TLOCS

tloc 10.255.255.254 color biz-internet encap ipsec preference 100
tloc 10.255.255.255 color biz-internet encap ipsec preference 100

control-policy SET_SERVICE_ACTIVE-BACKUP_FIXED
sequence 10

match route
prefix-list AnyIpv4PrefixList
site-list HUBS_PRIMARY
tloc-list INTERNET_ TLOCS
!
action accept
set
service FW vpn 10 tloc-list HUBS_ PRIMARY INTERNET TLOCS
|
|

sequence 20

match route
prefix-list AnyIpv4PrefixList
site-list HUBS_SECONDARY
tloc-list INTERNET_ TLOCS
!
action accept
set
service FW vpn 10 tloc-list HUBS_SECONDARY INTERNET TLOCS
|
|

default-action accept

H—EXFI—2DEZF—

NTT U RAR—IFNRYL AT, y—bERFz— 03 FSEllHmHErE=F) L/ TxF

B

N

G¥)

P—ERT A 2P —ERAT == O—fE LTEET L ICRETHZ L&, h—EX
DA EFFET,

CNTTNRAAT, RESNY—EREZRRLET,
* Cisco SD-WAN Manager D A =2 —/n 5, IROFNEEZFEITLET,

(VTN A LE=4Y 2 (Real Time monitoring) | ~~— T, iXEI NP —E X
ZFR/;ELET ((E=%— (Monitor) ]>[7 /34 A (Devices) ]>["T7 T /31 A

(hub-device) 1>[VU 7 /L% A 2 (Real Time) 1) , [T/3A A4 7 2 (Device
Options) ] T, [OMP#—t & (OMP Services) | Z&EIR L 7,

#y—eExFz—=v5 |}
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Cisco vManage Y U — % 20.6.x LAR : [V T /A A LFE=4 VU 7 (Real Time
monitoring) ] X—Y T, FESNZI—E2A%EFRLET ([F=%— (Monitor) ]>
[Fy hU—2 (Network) ]1>[/"7 5 /34 & (hub-device) ]>[V 7/ %A A (Real
Time) ]) . [T /3 A4 7 3 (Device Options) ] T, [OMPH#—tE A (OMP
Services) ] iR L £,

¢ AR—TFTNA AT, P—ERAF =2 — 2 RADFFEMEFR T LET,

« Cisco SD-WAN Manager Z{# 8 :

[ L —R/b— | (Traceroute) | ~—Y TH—ERXAF == "RAEZFRLET ([(F=
% — (Monitor) ]>[7 /31 A (Devices) |>[AHR—72 7 /31 A (spoke-device) >k
Z TN a—T 47 (Troubleshooting) ]>[#56¢ (Connectivity) ]>[ b L — A /L— k

(Trace Route) 1) , AAIDO/SZAD5E4 IP, VPN, BLXORETA v 4 —T =A A%
ATTLET,

Cisco vManage Y U — A 20.6.x LAf{j : [ F L —A/L— k (Traceroute) ] X—Y CH—t
AF =R A% FR LET ([(BE=%— (Monitor) ]>[%> kU —2 (Network) ]>
[AR—2 T /31 A (spoke-device) |>[ kT 7/ 2—F 7 (Troubleshooting) ]
>[#E%¢ (Connectivity) ]>[ b L—A/L— K (TraceRoute) ]) ., HIJD/SADSEYE TP,
VPN, BLOEEILA v ¥ —7 = A A AT LET,

CLI Z{#H :

traceroute =~ > RZ&FEH L9, MOV TIX,  [Cisco Catalyst SD-WAN Command
Reference] ZZH L T 7Z 30,

Bl : 2 D2DAR—Y TNA RABDY—ERF 1 —URRERRT B

R OFL, Cisco SD-WAN Manager £ 721X CLIZEH LT, 2 DD AR—7 IIZH—EZAF = —
VEBMTARTEHIC, AR—THONRNZRERFETEHEEZTRLTOET,

PR T LT AHEDIT, ZOFITIE. 2ODAR—TFNRAL A NTFAL A BLOT 7
AT T =P = RERMIT I —ERT A, ADTF VA ER L, V7 AT U —/LHP—

A F =

—VERET OHEETRLET,

TV FDET N ADFEMTKRD LBV TT,

TINA R Address
NT A B —T A A ge0/4 fRH 10.20.24.15
AR—7 1 10.0.3.1
AR—7 2 10.0.4.1

A)

3ODT A ZADFHRIE -

. HY—EXFz—=V

5


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book.html

| 49— ExFz—=v¥

g—ezxFz—rnr=s— [}

vm5# show running-config vpn 1
ven 1
name ospf and bgp configs
service FW
address 10.20.24.17
exit
router
ospf

router-id 10.100.0.1
timers spf 200 1000 10000
redistribute static
redistribute omp

area 0

interface ge0/4
exit

exit

interface ge0/4

ip address 10.20.24.15/24
no shutdown

interface ge0/5

ip address 10.30.24.15/24
no shutdown

vpen 1

name ospf and bgp configs
interface ge0/1

ip address 10.0.3.1/24
no shutdown

vpen 1
interface ge0/1

ip address 10.0.4.1/24

no shutdown
|

H—EREALL :

OB ETIEY—EAHARY U—IREINTWRW=H, AR—2 1 T traceroute %
FITLTAR—7 2 (10.04.1) ~DNNADFMERRTDHE, AR—7 2 ~OHHM /A
NEREINFET,

— AR—4% 2 (10.0.4.1)

vm4# traceroute vpn 1 10.0.4.1

Traceroute 10.0.4.1 in VPN 1

traceroute to 10.0.4.1 (10.0.4.1), 30 hops max, 60 byte packets
1 10.0.4.1 (10.0.4.1) 7.447 ms 8.097 ms 8.127 ms

#y—eExFz—=v5 |}
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[EREIC, Cisco SD-WAN Manager T [ b L —Z/L— k (Traceroute) ] ~—ZFrd 5 &
AR—=T 1 INBAR—T 2 ~OHEMRSARFIRINET,

Y—EXBAHY :

KD Cisco SD-WAN =2 hr—F ORY > —I, RO 77 A4 7T 7+ —/L —E X FN
A2ABFERALTC, 77 AT V4= NP —EAOY—EAHFAEZRE LTI,

vm9# show running-config policy
policy
lists
site-list firewall-sites
site-id 400
|
!
control-policy firewall-services
sequence 10
match route
site-id 600
|
action accept
set
service FW vpn 1
|
|
!
default-action accept
|
!
vm9# show running-config apply-policy
apply-policy
site-list firewall-sites
control-policy firewall-services out
|
|

P AAZRE L2, AR—2 1 (10.03.1) Ttraceroute #F4T7 L TAR—7 2
(10.04.1) ~DSZADFMEFRT B & RONSABFRENET,

—/\7J (102024.15) — 77474 —IL H—ERX T/84 R (10.20.24.17) — /T
(10.20.24.15) — R7RK—% 2 (10.0.4.1)

Traceroute -m 15 -w 1 -s 10.0.3.1 10.0.4.1 in VPN 1

traceroute to 10.0.4.1 (10.0.4.1), 15 hops max, 60 byte packets

1 10.20.24.15 (10.20.24.15) 2.187 ms 2.175 ms 2.240 ms
10.20.24.17 (10.20.24.17) 2.244 ms 2.868 ms 2.873 ms

2
3 10.20.24.15 (10.20.24.15) 2.959 ms 4.910 ms 4.996 ms
4 10.0.4.1 (10.0.4.1) 5.045 ms 5.213 ms 5.247 ms

[AREIC, Cisco SD-WAN Manager C [ b L —Z/L— k (Traceroute) | ~~—ZFKRd 5 &

NTBIRT 7 AT Od— b F—ERAFNAL ZAERBETIAR—7 1 HAFE—2 2~
DINADHZEFNERFERSNET,

B r—cxFz—=%



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



