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4. exit
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1. setidentity
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10. end
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*2:1024 £ h DH (FEHELD) |
*5:1536 £~ h DH (FEHELE) |

*14:2048 £ N DH 7 —7 %45 EL 7,
*15:3072 8 DHZ A—7%EELET,

*16 : 4096 £~ h DH 7/ v—7 %45 E L £7,

*19 : 256 £ > b Elliptic Curve DH (ECDH) 2 /L—7
ERELET,

*20:384 £y N ECDH 7 V—7 % RELET,

*24 :2048 £ k DH/DSA /' V—7ZIEELE T,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



DMVPN #2810 IPv6 |

B omveNEBO IPERONTOEE

AU REREETO V3 Y =]

ATy 710

end

51
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enable

configureterminal

interfacetunnelnumber

ipv6address {ipv6-address/prefix-length | prefix-namesub-bits/prefix-length
ipv6addressipv6-address/prefix-lengthlink-local

ipvémtubytes

ipvénhrpauthenticationstring

ipvénhrpmapmulticastdynamic

ipvénhrpnetwork-idnetwork-id

. tunnelsourceip-address | ipv6-address | interface-typeinterface-number

. tunnelmode {aurp | cayman | dvimrp | eon | gre| gremultipoint[ipv6] | greipv6 | ipipdecapsulate-any]

| ipsecipv4 | iptalk | ipv6| ipsecipv6 | mpls | nos | rbscp

CRONWT D EFEITLET,

* tunnelprotectionipsecprofilename [shared]

* tunnelprotectionpskkey

bandwidth {kbps | inherit [kbps] | receive [kbps]}
ipvonhrpholdtimeseconds

end
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ATy 1 enable F¥iHE EXEC E— R&EA X—7 ML ET,
Bl *RNAU—KREANLET FEREINTHE)
Device> enable
ATFv T2 configureterminal Ja—N)Lar7 4 Xal—raryEF— 2B LE
j—o
1 -
Device# configure terminal
ATFvT3 interfacetunnelnumber o BNV A L E—T oA RAEHEL, A X —T =A%
a7 4 F a2l —ar ET— RERBLET,
1 " . s R
* number S1ECIE, TERRERITRET D b A
Device (config)# interface tunnel 5 :/&__7:‘:/( X@iﬁ%?ﬁff Li'@—o ﬁzﬁkﬁfﬁgii ]\ o
KA Z—T =2 A ZADBITHIRITH Y FH A,
2Ty T4 ipvbaddress {ipv6-address/prefix-length | IPv6 D— IR T L7 > 7 RSV TIPV6 T KL A
prefix-namesub-bits/prefix-length EREL. A B —T = A RICHT B IPv6 AL % A 5 —
T LET,
1 -
Device (config-if)# ipvé address
2001:DB8:1:1::72/64
XTFwTH ipvbaddressipv6-address/prefix-lengthlink-local | 4 > % — 7 - f ZDIPv6 ) > 7 a—H )L T KL RAEZHE
L. ZDA v H—T A ATOIPV6 LI A A F—T VT
11 - LET,
Device (config-if) # ipv6 add fe80::2001 . > - ~ —
?incke_l%?al g pvo address te (DMVPN % v kU —27 NDOFTXTD DMVPN_/
KT) —EBEDOIPv6 V7 ua—L 7 RLUAERE
THOMERH Y FT,
ATvT6 ipvémtubyres FA L H—T 2 ATBOWTRESNDHIPV6 /37 v b D
WARIREHAL (MTU) A ZE2RELET,
{1 -
Device (config-if)# ipvé mtu 1400
ATFwT] ipvéonhrpauthenticationstring NHRP 2T B A X —7 = A AFHDORIE T4 53

1 -

Device (config-if)# ipvé nhrp
authentication examplexx

ELET,

GE) [[—®DMVPN % v s U— 27 NIZIFEET BT
BIOAR—=7IZx L TIE, 93TCJHE U NHRP

FORE L FHNE R ET DRERDH Y £7,
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ATFw T8 ipvonhrpmapmulticastdynamic NHRPIZEW T, L—FZBNHENIZ</LF X+ A h NHRP
vy BT ~NBEIMEND XD LET,
B (¥)  CiscoIOS XE Denali 16.3 T,
Device (config-if) # ipv6 nhrp map multicast ipvﬁnhrpmapmulticastdynamic ﬁi\?j7 7+ IV ]\ <
d i N .
e A F—=T IR > TVET,
ATv79 ipvénhrpnetwork-idnerwork-id AV H—=T =2 A AZK LTNHRP 2 A X —7 M L&
j—O
Bl - Cisco I0S XE Denali 16.3 i, ipv6énhrpnetwork-id 737
Device (config-if)# ipvé nhrp network-id |7 4 /L Kk CA R —T /LT > TWET,
99
2T 710 tunnelsourceip-address | ipv6-address | MoV A L BZ =T oA ZADKEILT RLAZRELE
interface-typeinterface-number 3+,
fAi) :
Device (config-if)# tunnel source ethernet
0
ATy TN tunnelmode {aurp | cayman |dvmrp [eon|gre|| > )L A % —7 = A 2D 7 E/NALE— K% mGRE
gremultipoint[ipv6] | greipv6 | WZHRELET,
ipipdecapsulate-any] | ipsecipv4 | iptalk | ipv6|
ipsecipv6 | mpls | nos | rbscp
i
Device (config-if)# tunnel mode gre
multipoint
ATv 712 WONT NN EFATLET, Mo A B —T x4 A% IPsec 717 7 A JVIZE
* tunnelprotectionipsecprofilename (R
[shared] * name 51502 1%, IPsec 72 7 7 A VDA EEE L

* tunnelprotectionpskkey

11 -

Router (config-if) # tunnel protection ipsec
profile vpnprof

1 -

Router (config-if) #
tunnel protection psk testl

¥4, ZDOfEIL, cryptoipsecprofilename =~ KT
B L7z name & —HT 20 E R H Y £7,
Eele

F 74 hD IPsec 717 7 A )L EVERR LT, FRidH
%— (PSK) D b+ R AR T 2kt LE9,
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aAv U RFEEET7I 3y Br
27w 713 bandwidth {kbps | inherit [kbps] | receive FfirvvFa harof o F—T7 = A4 AR D BHE
[kbps]} DHARNE 23 E LE T,
i - * bandwidth-size 51 3021%. ¥ 1y NI EALL ORI
WAERELET, T 74/ MEIZ9 TT, HIED
Device (config-if)# bandwidth 1200 ﬁﬁﬁ%ﬁﬁfﬁ 1000 ELJ:TF?%
ATy 714 ipvénhrpholdtimeseconds [EH#ECT& % NHRPJG&IZ L W NHRPNBMA 7 R L ARNAH

NELTT RN RENIPHEEFLET,
11 -

Device (config-if) # ipv6 nhrp holdtime 3600

2T v F15 end AV B —Tx A AT 4 Fal—arET—ReikT
L. %54 EXEC E— FIZREY £7°,
I -

Device (config-if)# end

INTTONHRP Y F ALY ELUa—rhy FMEREDERE

FIEDHE

enable

configureterminal

interfacetunnelnumber

ipvéaddress {ipv6-address/prefix-length | prefix-namesub-bits/prefix-length
WONTNDEFATLET,

+ ipvonhrpredirect [timeoutseconds]

R W=

* ipvénhrpredirect [interestac/]

6. ipvénhrpshortcut
1. end
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DMVPN #%F O IPvé

FlED M
aAv U RFERET7TIVaY B#)
ATy I enable FibE EXEC E— K& A R—7 M LET,
5l - *RAT—REANLET (FERINEHE) .
Device> enable
ATy T2 configureterminal sua—s ) ar7Z 4 Xalb—yaryE—RERBLET,
£
Device# configure terminal
ATFvT3 interfacetunnelnumber hoxV A B —T oA AEHBTE L, A F—T A2
V74X 2l — gy B— REBEBLET,
1 - " . B N
* number 51EUZIE, TERCETZITREET D o A
Device (config) # interface tunnel 5 & — :E/f 7\@?&’2??7@ LiTo {’Eﬁkﬁfﬁéﬁ ]\ :/*/1/
A Z =T 24 ZOBITHIRIZH Y £ A,
ATy T4 ipvéaddress {ipv6-addressiprefix-length | |IPv6 D—#xf72 7V 7 4 v 7 A ZFSNTIPV6 7 KL A2 %
prefix-namesub-bits/prefix-length BEL. A F—T oA ATBIT 5D IPv6 AL % A 32— T L
WZLET,
1 -
Device (config-if)# ipvé address
2001:DB8:1:1::72/64
ATYT5 RONTNNEETLET, NHRP V ¥ A L7 haA x—T WM LET,
« ipvénhrpredirect [timeoutseconds] | £ 721X
« ipvénhrpredirect [interestac/] Z2—PNRACLZHETELHEIICLET,
G¥) /N7 C ipvénhrpredirect =~ > R &R ET H M E
N ET,
i) :
Device (config-if)# ipv6 nhrp redirect
i
Device (config-if)# ipvé6 nhrp redirect
interest
ATvT6 ipvénhrpshortcut NHRP Y a— Uy b AL v F U A X —T M LET,
Bl - * A7R—7 T ipvénhrpshortcut =~ > K& RET 5 MHE

Device (config-if)# ipv6 nhrp shortcut

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

NV ET,




|  DMVPN 0D IPv6

pmveN 2o IPve DR R—2 0%E I

ARV RFERRETI VA Y

El:)

GE¥) Cisco I0S XE Denali 16.3 TlX, ipvénhrpshortcut
T TV FTAR—=T VIR > TVET,

ATy IT1 end

1 -

Device (config-if)# end

AV B =T a2 A AT A FXal—arET— a7
L. ¥ EXEC E— FIZREY £,

DMVPN 2D IPv6 FHD XA R—9 DEXTE

DMVPN Z /) L72 IPv6 D AR — 7 ZRET HI121E. ROEEEZFEITLET,
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B owPNEEO IPBEORR—Y DRE

FIEDHEE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipveaddress {ipv6-addressiprefix-length | prefix-namesub-bits/prefix-length
5. ipv6addressipv6-addressi/prefix-lengthlink-local
6. ipvémtubytes
1. ipvonhrpauthenticationstring
8. ipvonhrpmapipv6-addressnbma-address
9. ipvonhrpmapmulticastipv4-nbma-address
10. ipvonhrpnhsipv6-nhs-address
11. ipvonhrpnetwork-idnetwork-id
12. tunnelsourceip-address | ipv6-address | interface-typeinterface-number
B konWFhmk ETLET,
* tunnelmode {aurp | cayman | dvmrp | eon | gre| gremultipoint [ipv6] | greipvo6 |
ipipdecapsulate-any] | ipsecipv4 | iptalk | ipv6| ipsecipv6 | mpls | nos | rbscp
+ tunneldestination {Aost-name | ip-address | ipv6-address}
B koOWFNNEFITLET,
+ tunnelprotectionipsecprofilename [shared]
* tunnelprotectionpskkey
15. bandwidth {interzone | total | session} {default | zonezone-name} bandwidth-size
16. ipvénhrpholdtimeseconds
17. end
F g &4
ARV RFEREETIVa Y E]:g]
AT 71 enable F#HE EXEC E— F& A R—7 /M LE T,
- *RAT—REASLET ERSUEHE) .
Device> enable
ATFv T2 configureterminal Juo—nN)ar7 4 FXal—aryET—R2lHBLE
—a—o
i

Device# configure terminal
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|  DMVPN 0D IPv6

pmveN 2o IPve DR R—2 0%E I

aAvY RFERET7TII Y

E[:)

ATFvT3 interfacetunnelnumber o A B —T oA RAEZREL. A FZ—T = A
a7 4 X2l —ary T— RERBBLET,
151 " . B s
* number 51 EUTIE, VERRETZITRRET D b A v
Device (config)# interface tunnel 5 K7 I/f =z @@%‘T’EE Li'@‘o ﬁzﬁkﬂ‘ﬁgiﬁ ]\ :/*
VA B =T A ZDEITHIRITH Y FHEA,
2Ty T4 ipv6address {ipv6-address/prefix-length | IPv6 O— {727 V7 4 > 7 AZFHESWTIPV6 7 R LA
prefix-namesub-bits/prefix-length AREL. A B —T oA ATBIT S IPv6 LA A F—
TN LET,
{1
Device (config-if) ipv6 address
2001:DB8:1:1::72/64
XTFwTH ipv6addressipv6-address/prefix-lengthlink-local | 4 > % — 7 = 4 ZDIPv6 V) 7 a—H )L T KL R EHRE
L., ZOA X —T A ATOIPv6 WLBLE A X —T V|Z
41 - LET,
Device (config-if)# ipvé add fe80::2001 . > o — 2 —
Tr e jconltaTE) T ApvE address te (DMVPN * > h U —27 NOFTRTD DMVPN /
RT) —EDOIPv6 U 7 a—h T KL AZHRET
DULBENHY FT,
ATvT6 ipvémtubyres A2 =T x2A A LETHEET D IPv6 /37 v FD MTU H
ARXERELET,
i :
Device (config-if)# ipvée mtu 1400
ATy 71 ipvénhrpauthenticationszring NHRP ZfEf 354 % —7 = A4 AHOFRIELTHN % 5% E
LET,
I : \ o
- GE) [f—@® DMVPN * v kU —27 NIZFET DT
Device (config-if)# ipvé nhrp BILOAR—=7I1Z% LTI, 7XCJA L NHRP
h i i 1 = - .
authentication examplexx E‘ggﬁyiﬁu%gﬁﬁzﬂ_ég\%b)% @ i_j_o
27wy T8 ipvénhrpmapipv6-addressnbma-address NBMA R v b U — 7 |28kt S 47z IPv6 58550 1IPve 7 K

Bl :

Device (config-if)# ipvé nhrp map
2001:DB8:3333:4::5 10.1.1.1

LAENBMA T RLADV v B T HALT 4 v 71T
ELET,

GE)  IPANBMA 7 R LA AH A — b &i, ATM
E3A =Y Ry b7 PRI R—-b s E

A,
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DMVPN #Z2E1 0 IPv6 FAD R R—9 DERE

DMVPN #%F O IPvé

av Y RFEEREF7TII Y

E[:)

ATvT9

ipvonhrpmapmulticastipv4-nbma-address

{1

Device (config-if) # ipv6 nhrp map multicast
10.11.11.99

SEHEIPV6 7 R A% IPVANBMA 7 RL X2~ v B 7
L/i—é‘o

ATy 710

ipvénhrpnhsipv6-nhs-address

{1

Device (config-if)# ipvé nhrp nhs
2001:0DB8:3333:4::5 2001:0DB8::/64

1 DL E® IPv6 NHRP — DT RL 2 &FEELET,

ATy

ipvénhrpnetwork-idnetwork-id

i :

Device (config-if)# ipv6é nhrp network-id
99

A B —T 2 A AR LTNHRP A R2—T /M LET,
GE) Cisco I0S XE Denali 16.3 TiZ.
ipvénhrpnetwork-id 237 7 + /L h TA X —7 /L
272> TWET,

AT T12

tunnelsourceip-address | ipv6-address |
interface-typeinterface-number
i -

Device (config-if)# tunnel source ethernet
0

RV A B —T oA ZADEETLT FLAZERELE
9,

ATv 713

ROWTIINZEFETLET,

* tunnelmode {aurp | cayman | dvinrp | eon
| gre| gremultipoint [ipv6] | greipvo6 |
ipipdecapsulate-any] | ipsecipv4 | iptalk |
ipv6| ipsecipv6 | mpls | nos | rbscp

* tunneldestination {host-name | ip-address
| ipv6-address}

i :

Device (config-if)# tunnel mode gre
multipoint

&

Device (config-if)# tunnel destination
10.1.1.1

Ko A B —T A ADH FENE— F% mGRE
WCRRELET,

* tunnelmode =~ > K&+ 20D1%, 5—% b7
T A TWEFATIVT AR—T I —RAR—7 T
T4 v EHEHTE LA TY,

F7-0x
MRV A H—=T o ADFEERELET,

* tunneldestination =~ R&ZfEHT 5 DIL, T —#
NTZ 747N T TV RAR—7 b pV %
TXH5EATY,
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pmveN 2o IPve DR R—2 0%E I

aAvY RFERET7TII Y

E[:)

ATV 718 |[ROWTNEIATLET, cop A B —T 2 A A% [Psec 7' 17 7 A /WA BET
* tunnelprotectionipsecprofilename RESE
[shared] * name B 1E, Psec 710 7 7 A L DA4RTEFEE L
« tunnelprotectionpskkey F9, ZODOfHIE. cryptoipsecprofilename =~ > KT
F8E LTz name & —ET HMERH Y 7,
i Foi
Router (config-if)# tunnel protection ipsec T 74/ RO Psec 7007 7 A NEER LT, Faijdts
profile vpnprof F— (PSK) JHD b L fhiak & & gt L E 7,
fA
Router (config-if) #
tunnel protection psk testl
ATFwvT15 bandwidth {interzone | total | session} {default| -{i; L ~/L 7o ha /DA ¥ —T = A ZZ%T B HAE
| zonezone-name} bandwidth-size DEIE 22 E £,
i - * bandwidth-size 515U Z1E, F 0 Ey MFYEALO IR
EHRELET, 7740 MEIZ9 TY, HImilEOHE
Device (config-if)# bandwidth total 1200 ﬁ%ﬁﬁfi 1000 ELJZTFTf
* AR— 7 ORIERIERE L. DMVPN /7 OHASIER
EELERUTHAMNEILHY EHA, BFEIX. TC
DAR—=ZIZKkF LT, [Rl—F 7 I 3FA L e & 4
W32 DMEFRI T,
AT w716  |ipvonhrpholdtimeseconds ST 2 NHRP IS 2L Y NHRPNBMA 7 K L A3
e LTT RREAXINDIBEELELELET,
fA)
Device (config-if) # ipv6 nhrp holdtime 3600
AFw 717 |end AVH =Tz A A AT 4 Fal—TalrET—RFeiT
L. $#HE EXEC T— RICKED £7,
i

Device (config-if)# end
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DMVPN $2E10) IPv6 |
B OMVYPNfor IPve EE DR

DMVPN for IPv6 5% F DHEEE

FIROWME
1. enable
2. showdmvpn [ipv4 [vrvrf-name] | ipv6 [vrivrf-name]] [debug-condition | [interfacetunnelnumber |
peer {nbmaip-address | networknetwork-mask | tunnelip-address}] [static] [detail]]
3. showipvénhrp [dynamic [ipv6-address] | incomplete | static] [address | interface | [brief | detail] [purge]
4. showipvénhrpmulticast[ipv4-address | interface | ipv6-address)
5. showipnhrpmulticast [nbma-address | interface]
6. showipvénhrpsummary
1. showipvénhrptraffic [ interfacetunnelnumber
8. showipnhrpshortcut
9. showiproute
10. showipvé6route
11. shownhrpdebug-condition
FIRORM
ARV KRFERETI VY B#)
ATy T enable ¥t EXEC E— R A R—7 M LET,
_ CNRAT—=REANLET (BERESniz
i PN
a) .
Device> enable
XTFw T2 showdmvpn [ipv4 [vrivrf-name] | ipv6 [vrivrf-name]] |DMVPN EH D& v a VIEREFE R LE
[debug-condition | [interfacetunnelnumber | peer +.
{nbmaip-address | networknetwork-mask |
tunnelip-address}] [static] [detail]]
i
Device# show dmvpn 2001:0db8:1:1::72/64
ATvT3 showipvénhrp [dynamic [ipv6-address] | incomplete | [ NHRP ~ v &°> J{E# A F R LF 1,
static] [address | interface | [brief | detail] [purge]
i -
Device# show ipvé nhrp

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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pmvPN for IPvs e nieE I}

AR RFEREETOVa Y

E[:b)

25y T4 showipvénhrpmulticast[ipv4-address | interface | NHRP v /L F ¥ ¥ & b~ v Vo I iEREFER
ipv6-address) LE,
{1
Device# show ipvé6 nhrp multicast
RFvTH showipnhrpmulticast [nbma-address | interface] NHRP v /L F ¥ ¥ Ak~ v Vo I EREFER
LET,
i
Device# show ip nhrp multicast
2Ty T6 showipv6nhrpsummary NHRP v v &> 7 Y~V —fEfERRLE
R
1 -
Device# show ipv6é nhrp summary
ATy T1 showipvénhrptraffic [ interfacetunnelnumber NHRP N5 7 4 v 7 #EHE®WAE2FR R LET,
51 -
Device# show ipvé nhrp traffic
ATvT8 showipnhrpshortcut NHRP > a— by MEHRERRLET,
11 :
Device# show ip nhrp shortcut
ATvT9 showiproute IPv4 V—T 4 7 T—T IVOBEDIREE
FRLET,
£ :
Device# show ip route
ATv710 showipvéroute IPV6 V—T 4 7 T —T VOBIEDNE %
FRLET,
i
Device# show ipv6é route
ATvIN shownhrpdebug-condition NHRP &M & Ty iR E R R LET,

151 -

Device# show nhrp debug-condition
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B OMVPNfor P OBEEBEDE=S Y 2T B & Ui

DMVPN #%F O IPvé

DMVPN for IPv6 MDERTE EBMEDE=2 ) VT E X UHEH

FIROWME
1. enable
2. cleardmvpnsession [interfacetunnelnumber | peer {ipv4-address | fqdn-string | ipv6-address} |
vrivrf-name] [static]
3. clearipvénhrp [ipv6-address | counters
4. debugdmvpn {all | error | detail | packet} {all | debug-type}
5. debugnhrp [cache | extension | packet | rate]
6. debugnhrpcondition[interfacetunnelnumber | peer {nbma {ipv4-address | fqdn-string | ipv6-address}
| tunnel {ip-address | ipv6-address}} | vrfvrf-name]
1. debugnhrperror
F g 48
ARV REEEFTIVa Y BHY
ATy enable ¥t EXEC £ — F& A X —7/WICLE T,
_ *RAU—REANLET (EREShi
i -
58 o
Device> enable
ATFv T2 cleardmvpnsession [interfacetunnelnumber | peer DMVPN v a %7 U7 LET,
{ipv4-address | fqdn-string | ipv6-address} | vefvrf-name]
[static]
i -
Device# clear dmvpn session
ATFwT3 clearipvonhrp [ipv6-address | counters NHRPX % v ahb T _RTOXAFI vy
T U EHIBRLET,
i
Device# clear ipv6é nhrp
ATy T4 debugdmvpn {all | error | detail | packet} {all | F Xy ZODMVPNt v 3 U EREFRL

debug-type}

1 -

Device# debug dmvpn

\gz—g_‘O
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pMVPN 20> IPve o EEsl I

ARV REEEFTIVa Y B
RATFwSH debugnhrp [cache | extension | packet | rate] NHRP 7\ 7 %A X —T M LET,
i
Device# debug nhrp ipvé
XTvT6 debugnhrpcondition[interfacetunnelnumber | peer NHRP St X5 R VA4 F—T VI LE
{nbma {ipv4-address | fgdn-string | ipv6-address} | tunnel | 4-_
{ip-address | ipv6-address}} | vrfvrf-name)
i -
Device# debug nhrp condition
ATy 1 debugnhrperror NHRP =7 — L~UL T8y FIERAEFR L
7.
£ -

Device# debug nhrp ipv6 error

il

debug nhrp 1< > KD H A1)
WIZ, ipv6 ¥—7 — K& }5/E L 7= debugnhrp =~ > ROl Z R L ET,

Device# debug nhrp ipvé

Aug 9 13:

- 2001
Aug 9 13
Aug 9 13
Aug 9 13:
Aug 9 13
Aug 9 13
Aug 9 13:

13:41.486: NHRP: Attempting to send packet via DEST

:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32
:13:41.486: NHRP: Encapsulation succeeded.
:13:41.486: NHRP: Tunnel NBMA addr 11.11.11.99

13:41.486: NHRP: Send Registration Request via TunnelO vrf 0, packet size: 105

:13:41.486: src: 2001:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32,

dst: 2001:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32

:13:41.486: NHRP: 105 bytes out TunnelO

13:41.486: NHRP: Receive Registration Reply via TunnelO vrf 0, packet size: 125

DMVPN #ZH D IPv6 )% E

5l - IPsec 707 7 A IJLDETE

Device (config)# crypto identity routerl

Device (config) # crypto ipsec profile examplel
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{5l : DMVPN D/ T D& E

Device (config-crypto-map) # set transform-set example-set
Device (config-crypto-map) # set identity routerl

Device (config-crypto-map) # set security-association lifetime seconds 1800

Device (config-crypto-map) # set pfs groupl4

5] : DMVPN HD/\T DETE

Device# configure terminal
Device (config) # interface tunnel 5

Device (config-if)
Device (config-if)
Device (config-if)# ipv6é mtu 1400

Device (config-if)# ipv6é nhrp authentication examplexx
Device (config-if)# ipvé nhrp map multicast dynamic

( ipvé address 2001:DB8:1:1::72/64
(
(
(
(
Device (config-if)# ipv6é nhrp network-id 99
(
(
(
(
(

#
# ipv6 address fe80::2001 link-local

Device (config-if)# tunnel source ethernet 0

Device (config-if) # tunnel mode gre multipoint

Device (config-if)# tunnel protection ipsec profile example profile
Device (config-if)# bandwidth 1200

Device (config-if)# ipv6é nhrp holdtime 3600

WIZ, /"7 Tipve B L Wdetail ¥ — Y — K& F5E L7z showdmvpn 2~ > ROz~ L ET,

Device# show dmvpn ipvé detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Interface Tunnell is up/up, Addr. is 10.0.0.3, VRF ""
Tunnel Src./Dest. addr: 192.169.2.9/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "test profile"
Type:Hub, Total NBMA Peers (v4/v6): 2
1.Peer NBMA Address: 192.169.2.10
Tunnel IPv6 Address: 2001::4
IPv6 Target Network: 2001::4/128
# Ent: 2, Status: UP, UpDn Time: 00:01:51, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
2.Peer NBMA Address: 192.169.2.10
Tunnel IPv6 Address: 2001::4
IPv6 Target Network: FE80::2/128
# Ent: 0, Status: UP, UpDn Time: 00:01:51, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
3.Peer NBMA Address: 192.169.2.11
Tunnel IPv6 Address: 2001::5
IPv6 Target Network: 2001::5/128
# Ent: 2, Status: UP, UpDn Time: 00:26:38, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
4.Peer NBMA Address: 192.169.2.11
Tunnel IPv6 Address: 2001::5
IPv6 Target Network: FE80::3/128
# Ent: 0, Status: UP, UpDn Time: 00:26:38, Cache Attrib: D
Pending DMVPN Sessions:

Interface: Tunnell
IKE SA: local 192.169.2.9/500 remote 192.169.2.10/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.10
IPSEC FLOW: permit 47 host 192.169.2.9 host 192.169.2.10
Active SAs: 2, origin: crypto map
Outbound SPI : Ox BBOEDO2, transform : esp-aes esp-sha-hmac

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| DmvPN 0> IPve
# :omveN Aoz A—205E I

Socket State: Open

Interface: Tunnell
IKE SA: local 192.169.2.9/500 remote 192.169.2.11/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.11
IPSEC FLOW: permit 47 host 192.169.2.9 host 192.169.2.11
Active SAs: 2, origin: crypto map
Outbound SPI : 0xB79B277B, transform : esp-aes esp-sha-hmac
Socket State: Open

{5 : DMVPN FHD R R—9 DEETE

Device# configure terminal

Device (config) # crypto ikev2 keyring DMVPN
Device (config) # peer DMVPN

Device (config) # address 0.0.0.0 0.0.0.0
Device (config) # pre-shared-key ciscol23
Device (config) # peer DMVPNv6

Device (config) # address ::/0

Device (config) # pre-shared-key ciscol23vé
Device (config) # crypto ikev2 profile DMVPN
Device (config) # match identity remote address 0.0.0.0

Device (config) # match identity remote address ::/0

Device (config) # authentication local pre-share

Device (config)# authentication remote pre-share

Device (config) # keyring DMVPN

Device (config) # dpd 30 5 on-demand

Device (config) # crypto ipsec transform-set DMVPN esp-aes esp-sha-hmac
Device (config) # mode transport

Device (config) # crypto ipsec profile DMVPN

Device (config) # set transform-set DMVPN

Device (config) # set ikev2-profile DMVPN

Device (config) # interface tunnel 5

bandwidth 1000

ip address 10.0.0.11 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 2001:DB8:0:FFFF:1::1 multicast
vip nhrp shortcut

delay 1000

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) # ipvé address 2001:DB8:0:100::B/64
Device (config-if)# ipvé mtu 1400

Device (config-if)# ipv6é nd ra mtu suppress
Device (config-if)# no ipv6é redirects
Device (config-if)# ipv6é eigrp 1

Device (config-if)# ipv6é nhrp authentication testvé

Device (config-if)# ipv6é nhrp network-id 100006

Device (config-if)# ipvé nhrp nhs 2001:DB8:0:100::1 nbma 2001:DB8:0:FFFF:1::1 multicast
Device (config-if)# ipv6é nhrp shortcut

Device (config-if) # tunnel source Ethernet0/0

Device (config-if)# tunnel mode gre multipoint ipvé

Device (config-if)# tunnel key 100000

Device (config-if)# end

RIZ, AR—7 Tipve 3 L detail ¥ — U — RZ457E L7z show dmvpn =~ > ROH A2 R L
7

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Dynamic Multipoint VPN 3> 7 4 ¥aL—> 3> A4 K
|



DMVPN #% D IPv6
B 5 ATTONHRPUSA LY FEEUYa— b hy MEEDRE

Interface Tunnell is up/up, Addr. is 10.0.0.1, VRF ""
Tunnel Src./Dest. addr: 192.169.2.10/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "test profile"

IPv6 NHS: 2001::6 RE
Type:Spoke, Total NBMA Peers (v4/v6): 1
1.Peer NBMA Address: 192.169.2.9
Tunnel IPv6 Address: 2001::6
IPv6 Target Network: 2001::/112
# Ent: 2, Status: NHRP, UpDn Time: never, Cache Attrib: S

IPv6 NHS: 2001::6 RE
Type:Unknown, Total NBMA Peers (v4/v6): 1
2.Peer NBMA Address: 192.169.2.9
Tunnel IPv6 Address: FE80::1
IPv6 Target Network: FE80::1/128
# Ent: 0, Status: UP, UpDn Time: 00:00:24, Cache Attrib: D

Pending DMVPN Sessions:

Interface: Tunnell
IKE SA: local 192.169.2.10/500 remote 192.169.2.9/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.9
IPSEC FLOW: permit 47 host 192.169.2.10 host 192.169.2.9
Active SAs: 2, origin: crypto map
Outbound SPI : 0x6F75C431, transform : esp-aes esp-sha-hmac
Socket State: Open

Bl : NTTONHRP ) ZA LY FELUa—bhy FMEBEDERTE

Device (config) # interface tunnel 5
Device (config-if)# ipvé address 2001:DB8:1:1::72/64

Device (config-if) # ipvé nhrp redirect

Device (config-if) # ipV6 nhrp shortcut

5l - /NT & RAR—%2 TD NHRP DEXE
INTD

Device# show ipv6é nhrp

2001::4/128 via 2001::4
Tunnell created 00:02:40, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.10

2001::5/128 via 2001::5
Tunnell created 00:02:37, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.11

FE80::2/128 via 2001::4
Tunnell created 00:02:40, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.10

FE80::3/128 wvia 2001::5
Tunnell created 00:02:37, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.11
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zotnssas W

AR—=Y

Device# show ipvé nhrp

2001::8/128
Tunnell created 00:00:13, expire 00:02:51
Type: incomplete, Flags: negative
Cache hits: 2

2001::/112 via 2001::6
Tunnell created 00:01:16, never expire
Type: static, Flags: used
NBMA address: 192.169.2.9

FE80::1/128 via FE80::1
Tunnell created 00:01:15, expire 00:00:43
Type: dynamic, Flags:
NBMA address: 192.169.2.9

ZTDMDSEEH

EEE N
BEEE R=aTFILBA L
IPv6 7 R L w7 b e [1Pv6 Configuration Guide
HAF Iy <w)FHRA ~ VPN [ Dynamic Multipoint VPN =1 >
T4 X2l —var HA K]
CiscoIOS 2~ R [Master Command List, All
Releases]
IPv6 =~ K [1Pv6 Command Referencel
Cisco 10S IPv6 FiE [TPv6 Feature Mapping.]
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