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Admin context:
Saved

ASA Version 9.1(3) <context>

|

hostname admin

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names

ip local pool outside_pool 10.1.2.2-10.1.2.10 mask 255.255.255.0
ip local pool inside_pool 10.1.1.2-10.1.1.10 mask 255.255.255.0
ip local pool mgmt-pool 172.16.1.241-172.16.1.245
|

interface Management0/0

management-only

nameif mgmt

security-level 0

ip address 172.16.1.240 255.255.255.0

|

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

ospf hello-interval 1

ospf dead-interval 2

|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.1.2.1 255.255.255.0

ospf hello-interval 1

ospf dead-interval 2

|

same-security-traffic permit inter-interface
access-list global extended permit icmp any any
access-list global extended permit ip any any
pager lines 24

logging console warnings

logging buffered debugging

logging asdm informational
mtu mgmt 1500
mtu inside 1500
mtu outside 1500

icmp unreachable rate-limit 1 burst-size 1
icmp permit any inside

icmp permit any outside
no asdm history enable
arp timeout 14400
access-group global in interface inside
access-group global in interface outside
access-group global global

|
router ospf 1

network 10.1.1.0 255.255.255.0 area 0
network 10.1.2.0 255.255.255.0 area 0
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spf 1 1
lsa-group-pacing 1

log-adj-changes

route outside 0.0.0.0 0.0.0.0 10.1.2.200 200
route inside 10.10.140.0 255.255.255.0 10.1.1.200 200

timeout
timeout
timeout
timeout
timeout
timeout
timeout
timeout

xlate 3:00:00

pat-xlate 0:00:30

conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
sip-provisional-media 0:02:00 uauth 0:05:00 absolute
tcp-proxy-reassembly 0:01:00

floating-conn 0:00:00

user-identity default-domain LOCAL
http server enable
http 0.0.0.0 0.0.0.0 mgmt

no snmp-
no snmp-

server location
server contact

crypto ipsec security-association pmtu-aging infinite
telnet timeout 5
ssh timeout 5

ssh key-exchange group dh-groupl-shal
no threat-detection statistics tcp-intercept

class-map inspection_default
match default-inspection-traffic

policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect ip-options
inspect netbios
inspect rsh
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect xdmcp
inspect icmp

service-

policy global_policy global

Cryptochecksum: 0e8178abl8e3d553aabeee98£2192418

end
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admin# show running-config

hostname admin

enable password 2KFQnbNIdI.2KYOU encrypted
xlate per-session deny tcp any4 anyéd

xlate per-session deny tcp any4 any6

xlate per-session deny tcp any6 any4d

xlate per-session deny tcp any6 any6
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xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eqg domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eqg domain
passwd 2KFQnbNIdI.2KYOU encrypted
names
ip local pool outside_pool 10.1.2.2-10.1.2.10 mask 255.255.255.0
ip local pool inside_pool 10.1.1.2-10.1.1.10 mask 255.255.255.0
|
interface GigabitEthernet0/0
shutdown
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
ospf hello-interval 1
ospf dead-interval 2
|
interface GigabitEthernet0/1
shutdown
nameif outside
security-level 0
ip address 10.1.2.1 255.255.255.0
ospf hello-interval 1
ospf dead-interval 2
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/4
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/5
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/6
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/7
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/8
shutdown
no nameif
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no security-level
no ip address
|
interface Management0/0
management-only
nameif mgmt
security-level 0
ip address 172.16.1.240 255.255.255.0
|
ftp mode passive
same-security-traffic permit inter-interface
access-1list global extended permit icmp any any
access-list global extended permit ip any any
pager lines 24
logging console warnings
logging buffered debugging
logging asdm informational
mtu mgmt 1500
mtu inside 1500
mtu outside 1500
no failover
icmp unreachable rate-limit 1 burst-size 1
icmp permit any inside
icmp permit any outside
no asdm history enable
arp timeout 14400
no arp permit-nonconnected
access-group global in interface inside
access-group global in interface outside
access-group global global
router ospf 1
network 10.1.1.0 255.255.255.0 area 0
network 10.1.2.0 255.255.255.0 area 0
log-adj-changes
|
route outside 0.0.0.0 0.0.0.0 10.1.2.200 200
route inside 10.10.140.0 255.255.255.0 10.1.1.200 200
timeout xlate 3:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00
timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
http 0.0.0.0 0.0.0.0 mgmt
no snmp-server location
no snmp-server contact
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy
telnet timeout 5
ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
|
class-map inspection_default

match default-inspection-traffic
|
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|
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect dns preset_dns_map
inspect icmp
|
service-policy global_policy global
prompt hostname context
no call-home reporting anonymous
call-home
profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly 8
subscribe-to-alert-group configuration periodic monthly 8
subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:ab49a0b37aall997ffb6cadaaf2c5fed
: end
admin#

517810 VPN TORE

BATORIC, RO 2 DOBEHEMHILENTV ST LEHALTIEE L,

o ek ZERORFIHA F—ICHBEDOF—DHET B

e vCPU B &K U AnyConnect Essentials BEEED T 1 2 2 ADBEMEN TV %,

TSR DIE. ASAv NDOBITHID ASA 5515-X 5D VPN i LIz 70 2> 7 4 Fa
I/'—\‘/H Nz 774}1/‘(‘\@‘0
ciscoasa# show running-config

Saved

ASA Version 9.2(0)3

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted
xlate per-session deny tcp any4d any4d

xlate per-session deny tcp any4 any6

xlate per-session deny tcp any6 any4d

xlate per-session deny tcp any6 anyb6

xlate per-session deny udp any4 any4 eqg domain
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xlate per-session
xlate per-session
xlate per-session
passwd 2KFQnbNIdI

deny udp any4 any6 eq domain
deny udp any6 any4 eq domain
deny udp any6 any6 eq domain

.2KYOU encrypted

names
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ip local pool RASSLVPN 10.20.20.101-10.20.20.110 mask 255.255.255.0

|

interface GigabitEthernet0/0
nameif Outside
security-level 0

ip address 10.30.30.1 255.255.255.0

no shutdown

|

interface GigabitEthernet0/1
nameif Inside
security-level 100

ip address 10.20.20.2 255.255.255.0

no shutdown

|

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

|

interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

|

interface GigabitEthernet0/4
shutdown

no nameif

no security-level

no ip address

!

interface GigabitEthernet0/5
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/6
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/7
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/8
shutdown

no nameif

no security-level

no ip address

!
interface Management0/0
management-only

nameif management
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security-level 100

ip address 10.0.0.152 255.255.0.0

|

ftp mode passive

domain-lookup management

domain-lookup Outside

domain-lookup Inside

access-list ACL-OUTSIDE extended permit icmp any any
access-list Inside_cryptomap extended permit ip 10.30.30.0 255.255.255.0 10.10.10.0
255.255.255.0

bla extended permit ip any any
access-1list block extended deny ip any any

pager lines 23

logging enable

logging console debugging

logging asdm informational

dns
dns
dns

access-list

mtu management 1500

mtu Outside 1500

mtu Inside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

access-group block in interface Outside

route management 0.0.0.0 0.0.0.0 10.0.0.1 200
route Inside 10.10.0.0 255.255.0.0 10.20.20.1 1
route Inside 192.168.0.0 255.255.0.0 10.20.20.1 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

aaa authentication ssh console LOCAL

http server enable

http 10.0.0.0 255.255.0.0 management

http 0.0.0.0 0.0.0.0 Outside
http 0.0.0.0 0.0.0.0 management
no snmp-server location

no snmp-server contact

crypto ipsec ikevl transform-set
crypto ipsec
crypto ipsec
crypto ipsec
crypto ipsec
crypto ipsec

ESP-AES-128-SHA
ESP-AES-128-MD5
ESP-AES-192-SHA
ESP-AES-192-MD5
ESP-AES-256-SHA
ESP-AES-256-MD5

esp-aes esp-sha-hmac
esp-aes esp-md5-hmac
esp-aes-192 esp-sha-hmac
esp-aes-192 esp-md5-hmac
esp-aes-256 esp-sha-hmac
esp-aes-256 esp-md5-hmac

transform-set
transform-set

ikevl
ikevl
ikevl transform-set
transform-set

transform-set

ikevl
ikevl

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl
ikevl

transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set
transform-set

ESP-AES-128-SHA-TRANS
ESP-AES-128-SHA-TRANS
ESP-AES-128-MD5-TRANS
ESP-AES-128-MD5-TRANS
ESP-AES-192-SHA-TRANS
ESP-AES-192-SHA-TRANS
ESP-AES-192-MD5-TRANS
ESP-AES-192-MD5-TRANS
ESP-AES-256-SHA-TRANS
ESP-AES-256-SHA-TRANS
ESP-AES-256-MD5-TRANS
ESP-AES-256-MD5-TRANS
ESP-3DES-SHA esp-3des

esp-aes esp-sha-hmac
mode transport

esp-aes esp-md5-hmac
mode transport
esp-aes-192 esp-sha-hmac
mode transport
esp-aes-192 esp-md5-hmac
mode transport
esp-aes-256 esp-sha-hmac
mode transport
esp-aes-256 esp-md5-hmac
mode transport
esp-sha-hmac
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crypto ipsec ikevl transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS mode transport
crypto ipsec ikevl transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5 esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS mode transport
crypto ipsec ikev2 ipsec-proposal DES

protocol esp encryption des

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal 3DES

protocol esp encryption 3des

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal AES

protocol esp encryption aes

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal AES192

protocol esp encryption aes-192

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal AES256

protocol esp encryption aes-256

protocol esp integrity sha-1 md5
crypto ipsec security-association pmtu-aging infinite
crypto map Inside_map 1 match address Inside_cryptomap
crypto map Inside_map 1 set peer 10.20.20.1
crypto map Inside_map 1 set ikevl transform-set ESP-AES-128-SHA ESP-AES-128-MD5
ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-256-MD5 ESP-3DES-SHA ESP-3DES-MD5
ESP-DES-SHA ESP-DES-MD5

crypto map Inside_map 1 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map Inside_map interface Inside

crypto ca trustpool policy

crypto ikev2 policy 1

encryption aes-256

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 10

encryption aes-192

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 20

encryption aes

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 30

encryption 3des

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 40

encryption des

integrity sha

group 5 2

prf sha
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lifetime seconds 86400
crypto ikev2 enable Inside
crypto ikevl policy 10

authentication crack

encryption aes-256
hash sha

group 2

lifetime 86400
crypto ikevl policy 20

authentication rsa-sig

encryption aes-256
hash sha

group 2

lifetime 86400
crypto ikevl policy 30

authentication pre-share

encryption aes-256

hash sha

group 2

lifetime 86400
crypto ikevl policy 40

authentication crack

encryption aes-192
hash sha

group 2

lifetime 86400
crypto ikevl policy 50

authentication rsa-sig

encryption aes-192
hash sha

group 2

lifetime 86400
crypto ikevl policy 60

authentication pre-share

encryption aes-192

hash sha

group 2

lifetime 86400
crypto ikevl policy 70

authentication crack

encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 80

authentication rsa-sig

encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 90

authentication pre-share

encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 100

authentication crack

encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 110

authentication rsa-sig
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encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 120

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 130

authentication crack

encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 140

authentication rsa-sig

encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150

authentication pre-share

encryption des

hash sha

group 2

lifetime 86400

telnet 0.0.0.0 0.0.0.0 management

telnet timeout 5

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 5

ssh key-exchange group dh-groupl-shal

console timeout 0

threat-detection basic-threat

threat-detection statistics port

threat-detection statistics protocol

threat-detection statistics access-list
no threat-detection statistics tcp-intercept
webvpn

enable Outside

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-3.1.05152-k9.pkg 1
anyconnect enable

tunnel-group-list enable

internal-password enable
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ikevl 12tp-ipsec ssl-client ssl-clientless
webvpn

url-list value Bookmark

group-policy "GroupPolicy AnyConnect RA SSL VPN" internal
group-policy "GroupPolicy_ AnyConnect RA SSL VPN" attributes
wins-server none

dns-server none

vpn-tunnel-protocol ssl-client

default-domain none

group-policy GroupPolicy_10.20.20.1 internal
group-policy GroupPolicy_ 10.20.20.1 attributes
vpn-tunnel-protocol ikev2

username admin password 2KFQnbNIdI.2KYOU encrypted privilege 15
tunnel-group "AnyConnect RA SSL VPN" type remote-access
tunnel-group "AnyConnect RA SSL VPN" general-attributes
address-pool RASSLVPN

default-group-policy "GroupPolicy_ AnyConnect RA SSL VPN"
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tunnel-group "AnyConnect RA SSL VPN" webvpn-attributes
group-alias "AnyConnect RA SSL VPN" enable
tunnel-group 10.20.20.1 type ipsec-121
tunnel-group 10.20.20.1 general-attributes
default-group-policy GroupPolicy_10.20.20.1
tunnel-group 10.20.20.1 ipsec-attributes
ikevl pre-shared-key Ciscol
ikev2 remote-authentication pre-shared-key Cisco?2
ikev2 local-authentication pre-shared-key Cisco3
tunnel-group ClientlessVPN type remote-access
tunnel-group ClientlessVPN webvpn-attributes
group-alias ClientlessVPN enable
|
class-map inspection_default
match default-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect rtsp
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect esmtp
inspect sglnet
inspect sip
inspect skinny
|
service-policy global_policy global
prompt hostname context
no call-home reporting anonymous
call-home
profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly 2
subscribe-to-alert-group configuration periodic monthly 2
subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:7359004446ef826e734dc5413elc669d
: end
ciscoasa#

B{T%D VPN TOHRTE
RICTRT DX, ASAV NOBITHED ASA 5515-X WHD VPN B LY )V a7 0Fa
L—y3ay 77A4)VTC9,

ciscoasa# show running-config
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Saved

ASA Version 9.2(0)3

hostname ciscoasa

enable password 2KFQnbNIdI.

xlate
xlate
xlate
xlate
xlate
xlate
xlate
xlate

per-session
per-session
per-session
per-session
per-session
per-session
per-session
per-session

deny
deny
deny
deny
deny
deny
deny
deny

tecp
tcp
tecp
tecp
udp
udp
udp
udp

2KYOU encrypted

any4
any4
any6
any6
any4
any4
any6
any6

any4
anyb6
any4
anyb6
any4
any6
any4
any6

passwd 2KFQnbNIdI.2KYOU encrypted

names

eq domain
eq domain
eq domain
eq domain
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ip local pool RASSLVPN 10.20.20.101-10.20.20.110 mask 255.255.255.0

!

interface GigabitEthernet0/0
nameif Outside
security-level 0

ip address 10.30.30.1 255.255.255.0

|

interface GigabitEthernet0/1
nameif Inside
security-level 100

ip address 10.20.20.2 255.255.255.0

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

|

interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface GigabitEthernet0/4
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/5
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/6
shutdown

no nameif

no security-level

no ip address

!
interface GigabitEthernet0/7
shutdown

no nameif

no security-level

no ip address
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interface GigabitEthernet0/8

shutdown

no nameif

no security-level

no ip address

|

interface Management0/0

management-only

nameif management

security-level 100

ip address 10.0.0.152 255.255.0.0

|

ftp mode passive
dns domain-lookup management
dns domain-lookup Outside
dns domain-lookup Inside

access-list ACL-OUTSIDE extended permit icmp any any

access-list Inside_cryptomap extended permit ip 10.30.30.0 255.255.255.0 10.10.10.0
255.255.255.0

access-list bla extended permit ip any any

access-1list block extended deny ip any any
pager lines 23

logging enable

logging console debugging

logging asdm informational
mtu management 1500
mtu Outside 1500
mtu Inside 1500
no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400
no arp permit-nonconnected

access-group block in interface Outside

route management 0.0.0.0 0.0.0.0 10.0.0.1 200

route Inside 10.10.0.0 255.255.0.0 10.20.20.1 1

route Inside 192.168.0.0 255.255.0.0 10.20.20.1 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

aaa authentication ssh console LOCAL

http server enable

http 10.0.0.0 255.255.0.0 management

http 0.0.0.0 0.0.0.0 Outside

http 0.0.0.0 0.0.0.0 management

no snmp-server location

no snmp-server contact

crypto ipsec ikevl transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-128-SHA-TRANS esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-128-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-AES-128-MD5-TRANS esp-aes esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-128-MD5-TRANS mode transport
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crypto ipsec ikevl transform-set ESP-AES-192-SHA-TRANS esp-aes-192 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-192-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-AES-192-MD5-TRANS esp-aes-192 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-192-MD5-TRANS mode transport
crypto ipsec ikevl transform-set ESP-AES-256-SHA-TRANS esp-aes-256 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-256-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-AES-256-MD5-TRANS esp-aes-256 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-256-MD5-TRANS mode transport
crypto ipsec ikevl transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS mode transport
crypto ipsec ikevl transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5 esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS mode transport
crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS mode transport
crypto ipsec ikev2 ipsec-proposal AES256

protocol esp encryption aes-256

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal AES192

protocol esp encryption aes-192

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal AES

protocol esp encryption aes

protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal 3DES

protocol esp encryption 3des

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal DES

protocol esp encryption des

protocol esp integrity sha-1 md5

crypto ipsec security-association pmtu-aging infinite

crypto map Inside_map 1 match address Inside_cryptomap

crypto map Inside_map 1 set peer 10.20.20.1

crypto map Inside_map 1 set ikevl transform-set ESP-AES-128-SHA ESP-AES-128-MD5
ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-256-MD5 ESP-3DES-SHA ESP-3DES-MD5
ESP-DES-SHA ESP-DES-MD5

crypto map Inside_map 1 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map Inside_map interface Inside

crypto ca trustpool policy

crypto ikev2 policy 1

encryption aes-256

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 10

encryption aes-192

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 20

encryption aes

integrity sha

group 5 2

prf sha

lifetime seconds 86400

crypto ikev2 policy 30

encryption 3des
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integrity sha
group 5 2
prf sha
lifetime seconds 86400
crypto ikev2 policy 40
encryption des
integrity sha
group 5 2
prf sha
lifetime seconds 86400
crypto ikev2 enable Inside
crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha
group 2
lifetime 86400
crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha
group 2
lifetime 86400
crypto ikevl policy 30
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha
group 2
lifetime 86400
crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha
group 2
lifetime 86400
crypto ikevl policy 60
authentication pre-share
encryption aes-192
hash sha
group 2
lifetime 86400
crypto ikevl policy 70
authentication crack
encryption aes
hash sha
group 2
lifetime 86400
crypto ikevl policy 80
authentication rsa-sig
encryption aes
hash sha
group 2
lifetime 86400
crypto ikevl policy 90
authentication pre-share
encryption aes
hash sha
group 2
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lifetime 86400
crypto ikevl policy 100

authentication crack

encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 110

authentication rsa-sig

encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 120

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400
crypto ikevl policy 130

authentication crack

encryption des

hash sha

group 2

lifetime 86400
crypto ikevl policy 140

authentication rsa-sig

encryption des

hash sha

group 2

lifetime 86400
crypto ikevl policy 150

authentication pre-share

encryption des

hash sha

group 2

lifetime 86400

telnet 0.0.0.0 0.0.0.0 management
telnet timeout 5

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

threat-detection basic-threat
threat-detection statistics port
threat-detection statistics protocol
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
webvpn

enable Outside

no anyconnect-essentials

anyconnect enable

tunnel-group-list enable
internal-password enable
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ikevl 12tp-ipsec ssl-client ssl-clientless
group-policy "GroupPolicy_ AnyConnect RA SSL VPN" internal
group-policy "GroupPolicy_ AnyConnect RA SSL VPN" attributes
wins-server none

dns-server none

vpn-tunnel-protocol ssl-client
default-domain none
group-policy GroupPolicy_10.20.20.1 internal
group-policy GroupPolicy_ 10.20.20.1 attributes
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vpn-tunnel-protocol ikev2
username admin password 2KFQnbNIdI.2KYOU encrypted privilege 15
tunnel-group "AnyConnect RA SSL VPN" type remote-access
tunnel-group "AnyConnect RA SSL VPN" general-attributes
address-pool RASSLVPN
default-group-policy "GroupPolicy_ AnyConnect RA SSL VPN"
tunnel-group "AnyConnect RA SSL VPN" webvpn-attributes
group-alias "AnyConnect RA SSL VPN" enable
tunnel-group 10.20.20.1 type ipsec-121
tunnel-group 10.20.20.1 general-attributes
default-group-policy GroupPolicy_10.20.20.1
tunnel-group 10.20.20.1 ipsec-attributes
ikevl pre-shared-key *****
ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key ****x*
tunnel-group ClientlessVPN type remote-access
tunnel-group ClientlessVPN webvpn-attributes
group-alias ClientlessVPN enable
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
|
service-policy global_policy global
prompt hostname context
no call-home reporting anonymous
call-home
profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly 2
subscribe-to-alert-group configuration periodic monthly 2
subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:96fc251e97beab6ad223f8f3d2de3ael5
: end
ciscoasa# %ASA-7-111009: User 'enable_15' executed cmd: show running-config
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