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WFRAIIZ SSD ZHR Y f501F B 7 iEDFEMIZ Wik, [ASA Hardware Guide] ZZMR L T 72 &0,

XL 58T

o 77 v a (disk0) DZEXMEIKIZIE, PRt b, T VYT by T DY A XIT3GB
ZMZTZREEDMETT,

o YNANTF AUTFANE—FTH, VAT LETAR—ATZIOFRIAEFEITLET,

o ETLTWVDOFRUENRDLZDMDY 7 T 2T EVa—NEY Yy T T H0ER
HBVET, TAATIH, ~HEIZ12DOY T My =T FVa—VEFETTEET, ZiUd
ASACLI B FETTHMEND Y £9, 2L 21X, WO~ FIZIPSEY 22—/ V7 b
VT Yy AU LT AU AR— AL LTHL, ASAEZYr—RLET, CXE
Va—)VEHIRT S~ KT, ips OOV IZ exse ¥F—TU— REHEMT25 2 L 2R\ T
Zoavwy REFLTT,
hostname# sw-module module ips shutdown

hostname# sw-module module ips uninstall
hostname# reload

~
() msitiCX%/z%w@F774/7%)&4V7F¢677747# A
R —0b o556, TORY v —%HIRT HLENRSY £3, & 21X A
“/“*iﬁ Ju—sL R —D%4A . no service-policy ips_policy global % i [ L &
T, KUY —IE, CLI £721% ASDM % L CHIBRCTX £,

o EVa—NDAA—TVEFENRTOHGEIE. ALy yy N UIT oA A=) av
FEHEHLTHEWA A=V EEIBRLET, 728 21%. sw-module module sfr uninstall % fif
ALET,

¢ ASAFirecPOWER D7 — K f A—T LV AT A VT v o7 RNoylr—UD0 5%
Cisco.com " HE&EH L £,

FIE

279 F 1 T—h ARAXA=TETNRAAZF Yy ya—RLET, VAT AL V7 by =T 3EE LR TL
ZEW, ZHEBTSSDIA Y rya—RENET, ROBRERH Y £97,

e ASDM: £F', V=K A A—VEU—I AT —Vva Xy ra— KT 5), FTP,
TFTP, HTTP, HTTPS., SMB, %7213 SCP ¥ — NIZEE L £9, &KIZ. ASDM T [Tools] >
[File Management] DJIHIZi4R L, [Between Local PC and Flash] % 7z |3 [Between Remote
Server and Flashnd] DWW e% 2 35 [File Transfer] 2~ RZ@®RNLET, 77—~ V7
N =7 % ASA L0 disk0 (ZH5E L £ 9,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1
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Bl ASAFirePOWER £V = — L DR E

AT 9T 2

AT/ 3

277 4

AT/ b

AT/ 6

e ASACLI: £9, 7— K A4 A—% TFTP, FTP, HTTP, F£7-/% HTTPS #— SIZHLE L,
copy 2~V FEFHLTED T — M A A—Vh2 7T v allF v re—RRLET, ROHI
TIL TFTP # 1 L T4, <TFTP Server> B VDOH— "D P T R L A £ 213K A
MAICEZHZ T I,

ciscoasa# copy tftp://<TFTP SERVER>/asasfr-5500x-boot-5.3.1-58.img
diskO:/asasfr-5500x-boot-5.3.1-58.img

ASA FirePOWER BHE A L X —T = A4 A5 T 7 & A A8/ HTTP, HTTPS. 721 FTP ¥—
N2, Cisco.com 75 ASA FirePOWER VA7 A V7 N T 52X oo —RNLET,

WD a~< RuE AL T, ASA disk0 T ASA FirePOWER E¥ 2 —/)L 7 — ks £ A=V O %
HELET,

hostname# sw-module module sfr recover configure image diskO:file path

>

() ERROR: Another service (cxsc) is running, only one service is allowed to run at any time | @
EOBRAyE—URKRINDIGAET, TTIXHDOY 7 by =T £V 2 — VRRES
NTCWET, 2OV 7 =27 FEVa2— %3 vy MU LTHIBRL, B L7=R
BREMEDHEHOFRIFIKE > THLVWEY 22—V E A VA M= LT H5LERNHY £,

%1 :

hostname# sw-module module sfr recover configure image
diskO:asasfr-5500x-boot-5.3.1-58.img

WD a< RuE A LT, ASA FirePOWER 7 — ks f A—2 A2 — R LET,

hostname# sw-module module sfr recover boot

ASA FirePOWER & = — VN EET 5 E TS5 ~ 15 0FF-> THs, BIEEITH O ASA
FirePOWER 7 — s f A —Y~paryV— Lty a v BEXE4, vl Furr v 42%
RTBIIE, By a v EBWEKZIZ Enter 2SR TNIEROBRWEERHVET, T4
vk DOL—H41F admin T, T 7 4/ FDO/SZA T — NiZ Adminl23 T3,

hostname# session sfr console

Opening console session with module sfr.
Connected to module sfr.Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

bbb EVa2a— DT — ERET L TWRWEAIL, session =~ ROVEML, ttyS1 #£H
TR TERWVWI LTI A ve—URERENET, LIESLL Fo T D HIT
LTL7E&E,

VATAEA YT NI 2T Rylr—Uk A VAR TELL91IT, setup 2~ REHFHA LTS
AT LERELET,

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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ASAFirePOWER ¥ = — 10z M

WKOHEBZBET O LIk ONET, EELRREHEBIX, BT FLALF— T = A,
¥ L U'DNS [E# T,

o RAR 165 LFETORYFT, ARN—AIMHATEEEAL, AT EHHTEET,

o Xy RNU—Y T RLZA: AZT v 7 IPv4d 721X IPV6 7 RL A HET L0, £7-1%
DHCP (IPv4 OA) F7-1X1Pv6 AT — L ZAHBRELXFENT 52N TEET,

o DNSTIHE#H : < b 1 DDODNS H—REHR/ETILERHDET, RALS L ERER
AAVERETHELTEET,
o NTPIEH#H : VAT AL ERET 72D, NTP 2 A X —T7 MIZ LT NTP % — &R ET
HTEMWTEET,
2597 1 systeminstall 2~ REFH LTV AT LA YT 2T A A=V A VA=V LET,

system install [noconfirm] url

R A=V 2F R LA2VWE HICT AI21L, noconfirm F 7> =3 2 EL£4., HITP,
HTTPS. F72IXFTPURL #fH L £¥, 2—F 4 L AT — RRMEREAIF. T b i
ETHEICKRDENET,

AVAP=NAMETTDHE, VATARFEEHLEST, 77V r—vary aryim—xr DA
v A h—/L & ASA FirePOWER W — B ZADEENZIL 10 /7 LL E0 Y £3 (show module sfr O
HAOT, §RXTOTav AR Up THDLEERSNDLENRHY £9),

WICHI R L ET,

asasfr-boot> system install http://asasfr-sys-5.3.1-44.pkg

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.3.1-44 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade.Press 'Enter' to reboot the system.

(Enter Z#LET)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

2527 8 ASAFirePOWER £V 2 — /Ll ~Dt v g 2HEXFET, 7AMEOE 22— Licua sl (L
TWAED, BlouaZ 4y a7 vnErEnE7,

asa3# session sfr
Opening command session with module sfr.
Connected to module sfr.Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.3.1 (build 44)
Sourcefire3D login:

25 w7 9 2—W4 admin B LR/ RA T — K Sourcefire ZfE L Ca /4 LET,
27970 Tar T M-S TV AT AREXTET LET,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



#18% ASAFirePOWER (SFR) E¥=2— |

Bl ASAFirePOWER £V = — L DR E

2797 1N

AT o7 12

F9, 2 K a2—Y T4 2K (EULA) Ak, THICRETLIXLERHY £, K
W2, 7y M- TEHE AV —-REEHL, BH7 L AL DNSHREEZXELET,
IPv4d & IPv6 O T OB T KL AZRETEE T, RITBEZRLET,

System initialization in progress.Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <FHLWWIRTU—F >

Confirm new password: </SAU—RKOBAS >

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [v]l: ¥

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

(RTAVREBICEREINSIETTHELET)

This sensor must be managed by a Defense Center.A unique alphanumeric
registration key is always required.In most cases, to register a sensor

to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname \ ip address ] [registration key 1'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

configure manager add =~ > RZHEH L T, 2 D7 A R % E 83 5 FireSIGHT F it o ¥ —
TTIAT v AEREELET,
ﬁﬁ%—%&@iﬁo:®%~m\fﬂ42%4VNVh):LM#%&%’F@M@H%@
o — THEMALET, KIC, @ERFZRLET, NATEARH 55T, 3~ KR
ﬁ@iﬁgHmwKMT%ﬁky5~»wmwAmmmmmR@EMJ@18%)%,mbf<t
é l/ \O

> configure manager add 10.89.133.202 123456

Manager successfully configured.

ETANLIZAA M ERET RURAZMEH L, 77 79 T HTTPS #t% HH L T FireSIGHT
Bt —ltun A LET, /2L 2E, https://DC.example.com 72 & T,

[Device Management] ([Devices] > [Device Management]) ~X— 3 TT /3 A ZBM L ET, HM
WZDOWTIE, A T4 v~V FE721X [FireSIGHT System User Guidel ¢ [Managing Devices |
DEEZZHRL TSI,

Je

v b F7z, FireSIGHT H#t ¥ — TNTP L RZIE HRE L E 9, ReZIFRHELE X
[System] > [Local] > [System Policy] “X— Y 0bHr— /v R o —%iwmET D551 Jﬁ
)EH L/ \i TO
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ASAFirePOWER ¥ = — 10z M

ASA FirePOWER HH IP 7 NL ADEH

TN NOEBRIPT RVAZEHTERWEAE ASANLERIP T RLAZRETEET,
BHIP T RURAEZRE L-BILBNREZFEITT H7-9IZ SSH %] L T ASA FirePOWER
T2 — VT I B ATEET,

AT LDOYHIRERIZ TASA FirePOWER CLI TO AR 72 ASA FirePOWER % EfE D% )
(P.18-15) DFHAIZHE > T ASA FirePOWER CLI TEHL T FL 22T TIZHRTE L TWBEEIT.
ASA CLI £7-1X ASDM TEH7 RL ZZHETHMLEITH Y FH A,

VI T 2T BV 22— DA, ASA FirePOWERCLI I 7 7 A LT, ASACLI/»HDE v
arvHERICL o TREZFEITCEET, £2O%, HED B L LT ASA FirePOWER & # P
T RLVAEZRETEET, "—~RFRU =27 EVa2—LOEHIT, a2V — L R—F E2HEHLT
MR EEE T TEET,

ASA TEHIP 7 FLAZZEET 510013, ROWFRNEETLET, w1 F aLFF 2k

F— RTIE, VAT AEFTAR—ZACZIOFIAEFEITLET,

e CLI CRD=a~> R&fH LT, ASAFirePOWER HH.IP 7 RL A, v~ 27 BLOF—
N2 AZRELET, "— R =7 EV2a—LOBREEL, VI =T EVa—LD
Laidstr #FEH L E T,

session {1 | sfr} do setup host ip ip_ address/mask,gateway_ip

72 & 21X, session 1 do setup host ip 10.1.1.2/24,10.1.1.1 £ f5F L £9°,

e ASDM Ti, [Wizards] > [Startup Wizard] DJIEIZEIR L, 7 ¢ % — KT [ASA FirePOWER
Basic Configuration] |Z# A ET, ZOX—YTiE, IPT RV A, vRA7 BLOT 74+ /L
M= T2 AERETEET,

ASA FirePOWER CLI T D HAH) 72 ASA FirePOWER 5% EfH DEXE

X2 VT4 R U—%RETHANC, ARy NI BREBIPZOMD T A —4
% ASA FirePOWER £V =2 —/V ECHETHIMLENHY £9, ZOTFIATIE, BERVAT A
VTR T2T (T—=F A A=VETTRL) DA VAP—=ALEINTNAHI L (HEA A b—
VLT, N—RU =T BV a— VA VA RN—VERTHDHI L) ZRifgE LTWVET,

|

AT oA

ZOFIMETIE, IR ELZEITLTNDL I EbHMRE LTWET, FIFRERIZ, 2 b0
EZATO LI ROBNET, TNOLORELXH CERT DIMEND LGEIT. KO
configure network =~ > R&4fli ] L Tl % O EAZHE L £7, configure network =~ > KD
FEARICOWTIR, ? v REFEH LT~V T 2 EKR L, [FireSIGHT System User Guide) %7z
IX FireSIGHT E#lt o ¥ — OA L T4 v ~VTEBR L TIIEEN,

FIE

WDELBMNEETLET,

o (FXTOET /) SSH %#fliH L T ASA FirePOWER B IP 7 N L A |2kt L £77,

e (ASA 5512-X ~ ASA 5555-X) ASACLIMHEY 2—L~DE v a & ET (ASA
CLI ~D7 7 ZIZHOWTI, [ Eoa Ly 7 4 X2l —var A4 R] @
[Getting Started] DEEZZSRL TLLEIW), vV TF 3 TFA N F— RFTlE, VAT AE
ITAR—2A0 by va vzl Ed,
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AT T 2
A7 o7 3

A7 w7 4

hostname# session sfr

2 —4 admin B X X R T — R Sourcefire L Tr /1 LEd,

Fa S NS TV AT ABREERET LET,

9. =K a—% T4 28K (BULA) %A, ZHICREBETHARLERHD £7, K
W2, 77 Mo TEBERATV—REZZET L, HEHT7 N AL DNS HEZRELET,
IPv4 & IPv6 DOl DOEET R A& ETEET, & —I% FireSIGHT H 8t ¥ — TH
HILZUERHDLENI A v E—URFRENTES, REIFET T,

Wl 2R L ET,

System initialization in progress.Please stand by.

You must change the password for 'admin' to continue.

Enter new password: < LUVWSRTU—FK >

Confirm new password: </SAU—KDODBAS >

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'nmone' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

(YRT LD HBMICERESNDIETHELEY)

This sensor must be managed by a Defense Center.A unique alphanumeric
registration key is always required.In most cases, to register a sensor

to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

‘configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

Z ZC. IFireSIGHT # 8t > % — ~® ASA FirePOWER ®iB/J (P.18-16) DOHBIZHES T,
ZDTNA A&EHT 5 FireSIGHT H¥lt o ¥ — 2 ETHHLERH Y 77,

FireSIGHT &2 > % — ~@ ASA FirePOWER D;E N

EDa— VIR Y V=R ETDHOOT Y r—3 3 Th b FireSIGHT EE > ¥ — |2,
ASA FirePOWER € ¥ = — V&2 %56k 2 M E N H Y £9°, FireSIGHT EH & % — (3B
=L LEENET

T NA A& BERT 5L, configure manager add =~ K& L £, FireSIGHT E ¥
B — T NA ZAERET DI, —BOFTFOBREEF —NEICLETT, Zhix=—2E
ETHEERF—T, 4BV XA F—LFELTIIHY XA,
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AT o7 1

AT w7 2

AT 973

AT oS 4

ASAFirePOWER ¥ = — 10z M

1EFL A EDYA . FireSIGHT @t 2 — OFRA M EFITIP 7 L A B — L —fEIcis
ETOHMLENDY 7T, WICHERLET,

configure manager add DC.example.com my_reg_key

7277 L. 5314 AL FireSIGHT ¥ L % — N NAT TN 22 Lo THEES N TWAHEA.
—E D NATID Z8F— & — T AL, mA MO Y 2 DONTRESOLVE #f8%&E L %
T, WIZHIZRLET,

configure manager add DONTRESOLVE my_reg_key my_nat_id

FIE

WDOELLNEFEITLET,
o (T RTOEF/) SSH #ff ] L T ASA FirePOWER HH IP 7 KL X |24 LE 4,

e (ASA 5512-X ~ ASA 5555-X) ASACLIMNHEY a—/b~DE v ar#&ET (ASA
CLI ~D7 7 ZZHOWTI, [ Eoa Ly 7 4 X2 —var A R] @
[Getting Started] DFEZZML T ZEW), v F a0 TF A = RFTlE, VAT LHE
ITAR=—ANDLEy v arewlEEd,

hostname# session sfr

a—H 4 admin 72X CLI 2 7 4 X al—ay (BFHE) 7782 L-ULEESRO
a—FHTrITAA L LET,

7'm 7 » T, configure manager add =~ > K% il L C FireSIGHT E# ¥ ¥ — ([ZT /31
AEBEHLET, Z0a~vr FOMBUIRD EBY TT,

configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key
[natr_id]

ENZENOHAITIRDO LB T,

o {hostname | IPv4_address | IPv6_address | DONTRESOLVE} Ti%, FireSIGHT &8t % —
DOFEBEMAA NG ETZITIP T RUVAEZIEE LE T, FireSIGHT F#HE L % — D7 FL &
ZEPERE TE WA 1%, DONTRESOLVE %4 fl L £,

o reg_key I%. FireSIGHT EHE ¥ — [ZT A A& BT 52 DICH T — B ORETOX

e nat_id 1%, FireSIGHT FHl¥ L ¥ — LTS AMOBE T o AFIZHERAIND AT > 3
VDOFEFEOLFHTT, Tk, A A 475 DONTRESOLVE I[CE SN TWAIEAID
‘/[Z‘gwc\‘j—o

ECABNLIEFRANAERIET RV AZMA L. 77 U9 T HTTPS #ft % i ] L T FireSIGHT

B 2 —lcurs A4 LET, =& xiE, https:/DC.example.com 72 & T,

[Device Management] ([Devices] > [Device Management]) “X— 3 TT /3 R & B L E 9, #EM
WIZOWTIE, A>T A 2~V FE720% [FireSIGHT System User Guidel @™ [Managing Devices
DEESZRLTIEIN,
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Bl ASAFirePOWER £V = — L DR E

ASA FirePOWER £ 22— /L TOEFXF 22U T 4 R > —DH/E

ASA FirePOWER £ 2 —LiZEFx a2 VT 4 R —%FET AT, FireSIGHT EFH &
F—FEHLET, X207 0 FY—id, WIRIPS 74 V2 ) 77 ) r—va v
TUNE) TR BV a— ko TRt EN A —E R A L E9, ASA
FirePOWER CLI, ASACLI, £7/ZASDM #fEH L TCHRIY v —2RETH I LITTETERA,

FireSIGHT &# ¥ o % — ZB<IZi%, Web 7T U H 2 #FEH L TRk URL % £,
https://DC_address

DC_address 1%, [FireSIGHT % #it& o % — ~® ASA FirePOWER ®iEN1] (P.18-16) TEF L7~
VAR =Y ¥ DDNSAHFEIXIP T RLATY, 7=& 21X, https://dc.example.com 72 & T,

X2 UT 4 R —OREFEITOWTIE, [FireSIGHT System User Guide (FireSIGHT =X 7
A z—H g )] £7213 FireSIGHT FH > ¥ — DAL T A4 v ~ATEBRL TS0,

>+ FireSIGHT EH & o % — (Z.ASDM O [ASA FirePOWER Status] % v > 2R — K50 2 &
T F9, [Home] > [ASA FirePOWER Status] ZiZIRL T, ¥ vy v aR—FO FEIcHD ) 7
7V v LET,

ASAFirePOWER EV 22—V ~D 77 4 v 7 DI XA L7 |

N2 7 4 v 7 % ASA FirePOWER T o2 — /1 ~U XA L7 T 5I120F, HEDNT T4 v I %
WAl AV —ER RY —ZE L £7,

FRA 2L, Ny 7 (T2=2FHH]) BRERIEA T4 VEBHOWTNNTRETE £,

o RNRyVTRHTIE, N7 749 7Dabt—RNF 4 RTEEINE T, ASAITITEREN
FHA, Ny T ET— FTHE ?ﬂ41ﬁF?74yﬁmﬂbfiﬁbkﬁﬁé5ﬂﬁ%
FRL, XY NI —JICEBLZEZPTICNT 74 v 7 ONELZFMTHZ ENTEET,

o AUTAVEHTIE, EBED RN T 7 4 v I BT NA RTEEFE S, T35 ADKRY —N0
N7 7 4o 7k THNBICEELET, RER NI 74y 7R FuyrXEh, A o—
WX THEHEINDIZDOMDT 7 v a v NFEITEINTHB, b T 74 v 71X & 67008
AR E DT DIZ ASA ITIRENE T,

() ASA L TE=FHHET—RELEHFDOA T4 T— ROMFEZRIFFICHRETEEHA, &
X2V T4 RV —D1OOFATOHENHFRIENET, vAVTF arTFA M E— FTIX
%ény%%xhmowf%:&ﬁﬁ%~P%§EL\%nuﬂwny%%thowf@ﬁ
DA TAY T—RERETDHZ LITTEERA,

X AR

e (ASA FirePOWER s AZHALT7-)IPS TR CX BV 22— " I 74 w7 B VA AL LT T
A7 05747 B—ERRY I —0HAHHEIL. ASA FirePOWER ' —E 2 R o — %R TE
TAHRNCFDORY o —ZHIBRT 2 0END D 17,

e ASA B LV ASA FirePOWER (2%, T —BEMHOHBHRY —2FZEL T LI
(FireSIGHT Bt v % — ZFEH), WMFDORI > —IZ, "I T7 497Dy 7T F—RF
TiEA T4 T— REXBMEIEAIVLENRDHY £9,

o TAFALTFHXARNE—RTIE, HEX2VTF 4 20 FXRANTCIOFIEEETLET,
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AT 71

AT 9T 2

AT/ 3

27w/ 4

AT w7 5

AT o7 6

AT o7 1

AT/ 8
A7 79

277 10

2797 1N

ASA FirePOWER &V = — gz I

FIE

[Configuration] > [Firewall] > [Service Policy Rules] DNEIZER L F 57,

[Add] > [Add Service Policy Rule] % #8fR L % 9", [Add Service Policy Rule Wizard - Service Policy]
HATa TRy 7 ANRTRRINET,

WEIZ)G U C [Service Policy] # A4 70 7 AR v 7 A AT LET, 5 OMWEOFEMIZONT
IZ. ASDM 4 T4 v ~LVTEBRLTLTEE N,

[Next] &7 Y » 27 L%79, [Add Service Policy Rule Wizard - Traffic Classification Criteria] % A 7
BRI ANEKRRINET,

WBEZ S U C [Traffic Classification Criteria] ¥4 7 2 7R v 7 AW ASILET, ZHEDOHEEHD
PRI OWTIL, ASDM A 74 ~LVT 2B LT IZE0,

[Next] %27 U w7 LT [Add Service Policy Rule Wizard - Rule Actions] % A 7 B 7' 7R v 7 A % KR
LET,

[ASA FirePOWER Inspection] ¥ 7% 27 U v 7 L £,
[Enable ASA FirePOWER for this traffic flow] = v 7R v 7 A& 4 N LET,
[ASA FirePOWER Card Fails] f8i% T, RkOWIThnrz s U v 7 LET,

e [Permit traffic] : EY 2 — AIMEHTER2WGEA, T XCONT 74 v 7 OEBERER L
THAT DL HI1C ASA R EL £,

e [Close traffic] : EV a2 — /A RFEHTERVWEGES, TXTONT 747570y 7 T5K
I ASA ZERELET,

(A7vay) VI 74y 0HAERYEH I —%2T Y 22— VITHEET DI,

[Monitor-only] Z 4 IZLET (Ry v 7 £—R), ZOFFar2BRLEEAE, T

T4 TFATA 2 F— RTEEINET, FEMIZONTIX, TASA FirePOWER /3> &7

(E=%EH) £—F) (P.18-3) 2L L&,

[Finish], [Apply] DNEIZZ U v 7 LET,

COFEEBYVELT, BMO T 74 v 70— B L0 TRELET,

ASA FirePOWER & = — /L DEH

ZOHHIZIE, BV a— VOEBICESOFIENEENET,
o NXRTU—FKDVU+Ev | (P.18-20)

o [EVa—NOVur—KREZIEZYEY b (P.18-20)

e [EVa— DYy vy & 7] (P.18-20)

e T(ASA 5512-X ~ ASA 5555-X) Y7 "YU =T FVa— b A A—VDT A AR—)1]
(P.18-21)

e [(ASA 5512-X ~ ASA 5555-X) ASA B EY 2 —)L~D¥ v g ] (P.18-21)
e [5585-X ASA FirePOWER N— R =7 EV 2 —/L DA A — OF{ER] (P.18-22)
o [SAFAN YT NI=2TOT v 77 L—FK] (P.18-24)
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#18% ASAFirePOWER (SFR) E¥=2— |

Bl ASAFirePOWER £ = — L DG H

INAT—FKDIUEv k
BHI—PORAT— ReENnT-HmE1%. CLIREHERLZFEO O —Y 2R /1 LT, X
AU~ FEEETEET,

VB MER ZF OB O — P RIFEE LR WAL, sessiondo =~ R&EMHF LT ASA 6%
HENAT—RE2V Yy hTEET,

Y F  ASA ® hw-module 35 £ OY sw-module =~ > R® password-reset 47 2 3 >3, ASA FirePOWER
TITHEEE L £ A

2 —H% admin DE Y 22—/ /NAT— K%&5 7 /L b ® Sourcefire |2V &~ b3 25121F, kD=
<~V REHEALEY, A= Ry =7 V2= LOBRRIEL, YT F YT BV a—LOBRAR
sfr #fiHLET, VT I TFFA RN ET—FTlE, VAT LAETARN—=ATIOFNE% LT
L\i—é’_ﬂo

session {1 | sfr} do password-reset

7= & 21X, session sfr do password-reset % fif [} L %37,

FTVa2— DOV e—FREAZVEy b

FVa—NEYVe—R, F3VtEy PLTHBEY r— KT 521X, ASA CLI TROWT N
ODavry REANLET, v LF 2o F5F AN BF—RTE, VAT LFETAN—ATIDOFE
g A 5247 L EJ,

e "N— Ry =7 EY2—/L (ASA 5585-X)

hw-module module 1 {reload | reset}

o V7 uxT EYV=2—/ (ASA 5512-X ~ ASA 5555-X) :

sw-module module sfr {reload | reset}

FVa— DTy NETY

LR BRIZEY 2= NVOEREAZICTEDLXI)ICEHT L2720 TY, EVa—Es
L—AT vy bE TSI, ASACLI TROWTRAD 2~y READLET, b
FarFFAh EFT—RFTIE, VAT LETAR—ATCZIOFELETLET,

(FE) ASAZVE—FRTHREEIL. T2 WZEBEINIZIZY Yy ME DU ENZRNVD T, ASA D
Je— R EPa— a2 vy N YT AL E2HELET,

o N—FRU =7 FYVa2—/L (ASA 5585-X)

hw-module module 1 shutdown

o V7 bhyxT EYVa—/L (ASA 5512-X ~ ASA 5555-X) :

sw-module module sfr shutdown
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| 5518% ASAFirePOWER (SFR) £V =—/)L

ASA FirePOWER &V = — gz I

(ASA5512-X ~ ASAB5555-X) V7 b= T TV a— VA RA—=DT v
A VA R—)L

AT 71

AT S 2

VIR x2T FVa— I A A=V BIOEET L 2 7 X2 —a 2T oA A R—IL
TEEF, AT AT XA R T KT, VAT AETAR—ATIOFMEALETLET,

FIE

VI 27 FEVa— A AXA—VUBIOHEET 2 7 X2 —a BT 0 A R—
A LET,

hostname# sw-module module sfr uninstall

Module sfr will be uninstalled.This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASAZYVEa—RLET, FLWVWEY 2— & A A M—LTBHEIT, ASA % o— K9 5%
EHRHD F9,

hostname# reload

(ASA 5512-X ~ ASA 5555-X) ASA /> HEY o — )b~k v a

HARB Ry NT—VEBREEER L, TV a2—NLE NG TN a—TF 4073 5HI21%. ASA
FirePOWER CLI Z i ff L £,

ASA FirePOWER ¥V 7 F 7 =7 £ 2—/L CLIIZ ASA O 7 7B AT 51215, ASA bty
varviEBBLET, EVa—~DOy g BB TAIED (Telnet 24 H) ., (RiE=
V= arEERTAIELTEET, a Y-y ariE, arbte— 7
L—yMA L, Telnet By v a v ZLCTERWEAICHEAN T, ~VF a0 TF R b
F— RTlE, VAT LAE[TAR—ADnbEyvaryzlEEd,

Telnet 721X Y — By a Tt 2—PFL LAV ROANEZRD LN ET, ASA
FirePOWER [ZEXE SN TWAHEED 22—V HZTr 7 A T ET, &ML, admin 23ME—DF%
ERHL—HLTT (ZO2—FHITEIHEHFETT), RIOT 7+ bO2—F 41T,
TN A A=V DAL Sourcefire, 7 — F 4 A —T DAL Adminl23 T,

e Telnet v 3
session sfr
ASA FirePOWER CLI IZ\ 5 & ZIZ ASACLIWCEDIZIE, EVa—Aboul 7o 5
a< 2 K (logout X exit 72 &) % AJ13 %7, Ctrl+Shift+6, x Z L £,
o VYV —)LEyiagl:
session sfr console

aryy—btyaref T oM OFEIT, Crl+Shift+6, x 242 & TH, *
Ca—Ahbul TNt hE, EVa—ADul Ay T MIED £,
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#18% ASAFirePOWER (SFR) E¥=2— |

Bl ASAFirePOWER £ = — L DG H

()  session sfr console ==~ > R, Ctrl+Shift+6, x X% —IF /)L Y — D7 7 MNIREDHT A
=T = ATHLZ—I TN Y= EHIEHA LTS E SV, Ctrl+Shift+6, x
IX. ASA FirePOWER = YV — )L BT A —7 LT, ASA Va7 MIRBDT-HDD v —4 R
TbHbHVET, LEEN-T, TR T, ASAFirePOWER 2 Y — L &aZ KR TLLO T8 L.
A= F B =N Tar P hETERTTLHIECRDET, ASAICH —I L h— a2 HHE
ﬁfék<MAEMDMR2//%”?//3/ﬁi?77?4?&iif&b\MATG
YT MIRDZ kﬁf%iﬁh<ﬁA7D/7F@3//%W%%T B T VG
AT MLERHD £, TOWRMBIELELZLEAIL. console 2+ ]\ @{Jtib Y |Zsession
sfr a2~ REMFHLET,

5585-X ASA FirePOWER N— R 7 =7 EV 22— /LD A A —TY DEAERK

i 5 22D FLH T ASA FirePOWER ASA 5585-X 7 7' 7 A TV ADN— Ry =7 £V 2 —/LDA
A=V EPERT AU ERHLLEIE, 77— M AA—TEVAT A YT N =T Ny h—
Dl fi% ZDNEFTA VA RM— VT ERERHY ET, AT LABHERET 221X, WDy
=T EkA VAN AT OILERHY EF, BEORRTIZ, 7y T T b—F RNy =% A
VZ\~WTék (2. VAT LDA A=V EFERTOILETH Y A,

— N ARA—VEA LA P=ATHIE, EVa— LD —)LR—hIu A LT,
ASAFlrePOWERSSP@Management0T MPBA A=Y % TFTP 7 — h T 50 E R H D 7,
Management-0 78— M SSP ODFAID A 1 MIdH 572, Managementl/0 & & FEITILE T3,
ROMmon Tl Management-0 ¥ 72 (% Management0/1 & L TRk E 3,

TFTP 7' — R 24T 9121, ROFNEEFEITLE T,

o VYT7 L yxT A A—T%, ASA FirePOWER @ Managementl/0 f % —7 = A ANHT 7
& AA[HEZR TFTP Y — NICELE T 5,

e Managementl/0 # % v MU —JIZHfi T H, ZDA L F—T A AEFEH LT, 77— KA
A=V % TFTP 7 — M 2B RH Y £7,

e ROMmon Z# %% E 7T %, ROMmon B %% ET 521X, Esc 2L TCHEH 77— K 7rntk
A EHlr LE T,

— N AR—=UBDA VAR ENTED, VATALA VT NI 2T RNohb—T% A4 A R—JL
L9, ASA FirePOWER 75 7 7 & A ®[fE72 HTTP. HTTPS. F 721X FTP — |, /Xy
T—VERETOIVNERH Y FT,

WKOFEIETIZ, T— " A A—EBA A=AV LTMBIATA I T NT=2T Nuhr—%
AVAPM=NTDHHEEEZHHLET,

FIE

25y 1 ary—/LR— MIERLET, ASA BN ED Y Y — v r—T VA2 L, 9600 R —,
8§85 —X Ew b, RUT472L, 1 Ay 7 By b, Z7o—Hl#lRLIZRESNZZY—IF 1
T2l —HEHWTPCEZaV Y — VIl LET, 22— F—TILOFEMMZ DN TIL,
ASA DNN—KRT =T HA REZRLTLIIEIN,

A7 97 2 systemreboot 7~ R AL TV AT Lz r—RFLET,

2Fy S 3 TulrZIRERENTZH, Esc ZMLTT—r0bikiFHLET., GRUBB Y AT L& T —
M2 T500RRINZHAE. FHTXTT,

ZHIZX Y, ROMmon 7 a > 7 ~MZUlY &by £,
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AT 7 4

AT 97 5
AT o7 6

AT/ 1
A7 o7 8

A7 979

277 10

ASA FirePOWER &V = — gz I

ROMmon 7’27 T, set E AL TIRDNT A—HEZHRELET,
e ADDRESS : EY a2 — /VOEFIP 7 KL &,
e SERVER : TFTP " — 1D IP 7 KL A,

e GATEWAY : TFTP % — D7 — 7 = A 7 KL A, TFTP ¥ — /3% Management1/0 |Z[H %
B SN TWAESIZ, TFTP Y — O IP 7 FL 2 &ERA LE T, TFTP — 3% L OV Bl
T RUVABRR LY 72y b EIZHDZHERIT. F— PV A ZRELBRNTLLEEIN, RE
5L, TFTP 7 — bR L £ 97,

e IMAGE : TETP h— N ED T —h f A=V D/RRA LA A=, T2& 21E, TFTP H—N
® /tftpboot/images/filename.img (Z 7 7 A /L & &\ 72354, IMAGE O
images/filename.img & 720 £,

wichl =R LET,

ADDRESS=10.5.190.199
SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfr-boot-5.3.1-26-54.img

sync & AL CRREEZRIELET,
thtp AN L CH U ya—RELORT— b a2 &6 L 7,

BTN E RT Vv — I BRERRINET, BOBRICT—IMRETTDHE, v sy a7 b
DERRINET,

RAT— K Adminl123 ZfEfl L Cadmin & LT/ A LET,

VATAY TR =T RNoylr—Vhk A VAL TEL X9, setup 2~ REfEHL T
AT AERELET,

WOHEHZRETD LR oNET, BEERZTHEHIZ, BHT FLAEF—F T =1,
B L OVDNS [HH T,

o RAM 165 LFETORKFT T, A=A IEHATEEFAL, "M 7o EFEHTEET,

o Xy MU=V T RLVR: AZT 47 IPvd £721XIPv6 7 RV AZHRET D0, £721%
DHCP (IPv4 OE) F£7-13IPv6 AT — ML ZAHEIRERXFEHNTLIZ N TEE7,

o DNSHE#H : D7 &b 1 DODNS b—NREZHETLHILENDD ET, RAAL A ERER
AAVERETHIELTXET,
o NTPE#H : VAT ARZ AR ET H72DIT, NTP ZA X —7 /WIZ LT NTP —"Z&ET
HTEMWTEET,
systeminstall 2~ > RZHH LT AT L VYT M =2T A A=V VA=V LET,
system install [noconfirm] ur/
e A v b—V2F R LARWVWE HICT AI21L, noconfirm 47> 3 v ZIELET,

AVAP=NAMETTDHE, VATAREFEHLEST, 77V r—vary aryi—xr DA
v A h— L& ASA FirePOWER ¥ —E X OEENZIE 10 25LL By £

Wizl &=~ LET,

asasfr-boot> system install http://asasfr-sys-5.3.1-54.pkg

T— F"NETLES, 2XZ2TU— K Sourcefire Z{# ] L Cadmin & LTu /1 LET,

T NS TV AT AR ERZ T LET,

T3, 2 K a2—¥ T4 28K (BEULA) ZHH, CHICRETLAXLERHY 3, &K
W2, 7R 7 M- TEBEZE ATV —RE2ERL, HHE7 L AL DNSEZEEZHXTELET,
IPv4 & IPV6 O T OERT FL A ZHETE £,
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#18% ASAFirePOWER (SFR) E¥=2— |

W ASAFirePOWER EV=2—DE=F Y L 7

2797 1

AT o7 12

configure manager add =~ > RZ{EH L T, 2 DOF /A A% &7 % FireSIGHT F#t > ¥ —
TIIAT U AERRELET,

Bk —%ROET, ZOF—1X, TNA R%EA X2 M UICENT 5 & ZIZ FireSIGHT & #
v —TCHEMLET, RIZ, GELHZRLET, NATEAROL2GE61F, 2~ RRE
720 £, [FireSIGHT & #& > ¥ — ~? ASA FirePOWER O3B/ (P.18-16) Z&M L T 72
W,

> configure manager add 10.89.133.202 123456

Manager successfully configured.

ETANULIEARA M EZTT RV ZMEM L, 7 F 7 T HTTPS #6i % L T FireSIGHT
B o2 —lcus A4 LET, =& xiE, https:/DC.example.com 72 & T,

[Device Management] ([Devices] > [Device Management]) ~X— 3 TT /34 X &BM L E 9, HM
IZDWTIL, [FireSIGHT System User Guidel] @ [Managing Devices] D&, %7213 FireSIGHT
EHEL Y — DA TA 0 ~VTEBRLTIES N,

VATA TN 2TDOT T T L—FR

FireSIGHT & #it > # — % i/l L T ASA FirePOWER E¥ 2 —/LICT v 77 L— K f A —T %
WHLET, 7y 77— FR&ZEMAT 500, ASADBH LW A= g NIE/DRSGER Y U —
2HFITLTWAZLZHERLET, BAICL-oTiE, V2= 2T v 77 L — KT 5HIC
ASA 2T v 7 7L —RTHMERDY T,

7 w77 L— RO OFEMIZ DWW TIX, [FireSIGHT System User Guidel ¥ 7213 FireSIGHT &
e 2 —DF T4 ~VTHBR LTSN,

ASA FirePOWER &> =2 —/VDOF=F ) o F

KOK Ry 7 TE, FEVa—VDOE=F I ZICEHT 20X X 2RmLET, ASA
FirePOWER BHH D syslog A > & — 20T, [syslog A v E—Y A4 R 2L T
S\, ASA FirePOWER O syslog A v tE—I0%, A vE—U% 5 434001 2 HIaFE Y £7,

TV F o<y RE#EHAT 5120, [Tools] > [Command Line Interface] ZfEH L £97,
o [EVa—)L AT —HADFKR] (P.18-24)
o [EVa2—NLOFFHERDOER] (P.18-25)
o [EVa—N#EEgOE=4%1 7] (P.18-25)

FVa—)V AT —H ADF R

[Home] ~X— T [ASA FirePOWER Status] % 7 # 18I J % & | £ a2 — VBT D IERNER
ENFET, ZhiE, BT, VIUTAEE, VTR T RXR=U g R EDEY 2 —/LIER
L TTV = a v DLARIEART—H AR, T—H TV DAT—H A BIROAT —H A
REDEY2a— )L AT —ZANEENET, T =2—/ L7 FireSIGHT &Rl o ¥ — T8 X
NTWBEEIX, Vo2& 70yl LTCT 7Y r—2arzZlE, S0 eEET 22—
WEEITHO Z ENTEET,
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ASAFirePOWER £V = —L0E=5J .7 I

TV 2 —/VORMEHERODORT

sfr A~ FEGFLAY—E 2 R O —OfaHERB L OAT =% 22 FKRT 2121, show
service-policy sfr 2~ > REZMEH L E 4, WU Z% 27 U 73 5ITIE, clear service-policy % fif
ALET,

WIZ, ASA FirePOWER —E 2 R U v — L BTEDOFHHERB L ONEY 2 — VD AT — X A%
RRT A ERLET,

ciscoasa# show service-policy sfr

Global policy:
Service-policy: global_policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied 0

Wi, E=FHEHARY) —2RR-TH0ERLET, ZOHE. Ty NAOA T Z3HEmL
FIMN, ASAIWLHREND N T T 4 v 713720 T, Ny "AOA v 2P uentE T,
hostname# show service-policy sfr
Global policy:
Service-policy: global_policy
Class-map: bypass
SFR: card status Up, mode fail-open, monitor-only
packet input 2626422041, packet output 0, drop 0, reset-drop 0, proxied 0

EV2—VIEROE=FY) T

ASA FirePOWER € ¥ = —/V &l T 28t R RT3, ROWThuroa~vr ReEAh
Lij—o

e show asp table classify domain sfr
N7 7 4 v 7 % ASAFirePOWER “E ¥ = — UIZE(E T 5 7o OICHERK S 4172 NP L — /L & £oR
Li‘d‘o

e show asp drop
Fay 7SNl ry haRRLET, FryZOX A4 72O T, LFTaHBLET,

e show conn
[X - inspected by service module] 77 7&K RTH I LICR Y| DT Y 2 —/VITHAE S
NTWLENEIMERLET,

show asp drop =~ > KiZiX. ASA FirePOWER € = —/LIZBHET 2RO Fe v 7OHEE 5
OHZENTEET,

ZVv—A Fuv7:

e sfr-bad-tlv-received : ZILFAET S DL, ASA 2 FirePOWER 72525 L71- 347 v MIAR
Y —IDTLV e & & TY, FHHE A7y b7 7 a7 14—/ R T Standy/Active
Ey FRARESNTOARAWESIT., 2O TLV BFEEL TWALERH Y £7°,

o sfr-request : FirePOWER EDRY =2 T, 7L —A% K v 7925 X 9 FirePOWER
MHERENELZ, ZORY T —IZ2L-> T, FirePOWER (X7 7 ¥ 2 > % Deny Source,
Deny Destination, F721% Deny Pkt ICFXEL £ T, 7L —LAN Ra vy 7 INHXE TN
HAE, 7e—ZEGRLTVAEEYa—LORY U— R LET,
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#18% ASAFirePOWER (SFR) EV=2—2

Bl ASAFirePOWER £ 2 = — L DEE

sfr-fail-close : /X7 v b2X R v 7 ENT=D%, — RREMEFR TR, BEFEHLDRY
=% Tfail-close] THo7=MDH T (RFRAJIC, Tfail-open] OHFAIE, I— RBRF T~
LTWTHEAT y hOBBAFTFASNET), V—FORT—Z A% L, Y—E2X%H
BRI 22>, FEEILET,

sfr-fail : BEfFD 7 0 —|Z%7 % FirePOWER 2> 7 4 ¥ a2 L—3 3 UBHIRENLTED .,
FirecPOWER CTRLEITX 720280, Fa vy 7E&nEd, TR RAET LI LI, 1ZEALED
D FEH A,

sfr-malformed-packet : FirePOWER 7> 5 D /37 MBS 7p~y X —RNEFENET, 7L x
X, Ny X —ERELS RWAREEDRH D £77,

sfr-ha-request : E¥ = U7 4 77747 2 AH FirePOWER HA Z R/ v R &5 L7ER
LT E R ot ZOATEREMLT ATy FA Ry 7EnET,
sfr-invalid-encap : ¥ X = V7 4 T T7A T VAR Ie A v —T ~y X —&FFD
FirePOWER /N7 v b &2%2(54 0L, ZOB T ZPHEMLT ATy bR Rr vy T ENET,
sfr-bad-handle-received : FirePOWER £ = — /L5837 v N CRIEZ B — N> RV &5
Licle, 7m—% Fr vy 7 LE L7z, FirePOWER 7 12 —®D/ 2 RV 7 o —HfE s 28
BEhd e, ZOBTEREML, 7a—L37 v b3 ASA TRy 7 ahET,
sfr-invalid-encap : EX =2 U7 4 7774 T UV ANRE=HXEHE— KO & X|Z FirePOWER
Ny NeZETHE, 2O UEAREMLT ATy R Ry 7ENET,

7ur— Kay7:

sfr-request : 72— & T S5 Z &% FirePOWER " ER LE L7, 77var By O
WREINET,

reset-by-sfr : 72— D& T L Ut h% FirePOWER WERLE L7, 77var By k1
DREINET,

sfr-fail-close : 7 B =& T SEOLN/TZDIE, A—FRF T RETHY | REFRHDORY
= Tfail-close] ToH o722 bH T,

ASA FirePOWER & = —/V D JEPE

s

I N T F—
LY Y—R FERETE

ASA 5585-X (T _XTOEF/L) T ASA9.2(2.4) ASA FirePOWER & ¥ = —/UiZ. &AL IPS (NGIPS) .

9 % ASA FirePOWER SSP /~— F |ASA Application Visibility and Control (AVC), URL 7 4 /L% I

U7 BV a— LAk R— b, FirePOWER YU mERS VT =T REK (AMP) 72 EORMRT 7
— — H A - R -

ASA 5512-X ~ ASA 5555-X T ASA > AT AP ERERPELET, 0TV — /L,

FirePOWER V7 b 7 =7 £V a2 —
NV aR— b,

SUTNERFINTFT 2 TFARNE—REAL—T v R
FLEFTART L N = R THATE £7,
WOEHENEAIIE LT,

[Home] > [ASA FirePOWER Status]

[Wizards] > [Startup Wizard] > [ASA FirePOWER Basic
Configuration]

[Configuration] > [Firewall > Service Policy Rules] > [Add
Service Policy Rule] > [Rule Actions] > [ASA FirePOWER
Inspection]
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