CHAPTER 6

Xy NU—27 7Y =7  NAT (ASA 8.3
LLRE)

Fy NT—=0 ATV "ONRT A= L LTREINTWNDHTRTOH NAT L—LiE, K>
AD—2 G722 FNAT V=)V ERSNNET, Xy hU—27 7V =7 FNATIEL, 1D
DIPT RVA, 7 RLAOHEH, 37 %y MIK L TNAT 2&ET 272D ORE N>
REGRFETT, Xy " NIV—F 3TV bEaRTELEDL, 20T V=27 DO~y T
T RUVAEBBITEET,

IOETIE, Fv hI =27 7V FNAT R ET HHIECHOWTHHALET, 2oL,
RO THER I TWET,
o [ Xy NU—2 &7V F NATIZBAT D1EH (P.6-1)
o [ Xy NU—J AT V=7 FNAT DT A& AE M| (P.6-2)
o [ Xy hU—Z A7V =2 k NAT ORi#EEM:] (P.6-2)
o [HARTA L EHIBREE] (P.6-2)
o [FT7 4L T (P.6-4)
o [Ry hU—2 7V x7 ks NAT O%E] (P.6-4)
o (XY FNU—2 A7 V=7 FNATDE=XY 7| (P.6-21)
o [Xy bU—Z A7 V=2 F NAT OF%EH (P.6-22)
o [ Ry U= F7 V=7 b NAT OERERE] (P.6-47)
N

(#) NAT OBEEOFEMIZOWTIE, & 5= [Fy hU—27 7T KLU AZLH (NAT) (ASA 8.3 LIKE) |
EHLTLLZEN,

¥y hT—2 F7 V=7 + NATICHET % 5

N7 RISASAIZAD ELIEEIRIP T RLALSEHLIP T RLVADE N Ay NI —2 7T =
7 ENAT V—/L ERESINET, [HROMENTONLHEE, /X7y NNOREEFEILIP T RLA
LS TIP 7 R AE, @B — iz k> TEBTEET, Zb D —/uik, FHAEICKE O
FToNTWERA, FTF 74 v 2780 T, BARZMAEDEOLV—LVEFEHTEET,
L=V WRTICR D EEHY FHA, LR T, 5658 X ITHD D BEITEETT RLan
ALEHI, 5B Y IZHNIGEEIEB EEBREIND L IICHRETH I LI TEEHA, 2D
FEOMEREIZIL., Twice NAT 2 L E 3 (Twice NAT Zffif45& . 1 DDNL— L TEETLT
R ABLOSET LA E#BITEET),
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B Xotv—2 47V FNATO S A &y AEH

Twice NAT & % h U —27 727 F NAT OEWVOFEMIZOWTIL, INAT O FEIEFHE]
(P.5-15) #&M LT IE&EW,

Xy NU—20 727 N NAT L—JLid, NAT )V — )L T—T )LDk 7 > g 2 I0BMEnE
4, NAT DONEFEAHT ORI OV TIZ, INAT L— L DJEF] (P.5-20) BB LT EWN,

Xy hI—0 ATV FNATD T A & REH

WDFIZ, ZOBRED T At ABZRLET,

=TV S Ay REM
ASAv PEEE 7~ 1 Premium 7 1 &2 A
MOFTXTOET IV | HKAT A2

Xy NU—27 F7V =7 + NAT ORHRSA:

AT 4 F 2l —valilEioTiE, MBS L Ty EVY T T RLRAEAL VT4V TREL
720, ~ v BT T RLADHOX Yy NI —0 A7) "VERIIXY VI —F FT V=0
N IN—TEAERR LT TEFET, Xy bT—F FT V=T b TA—T%, HEEFRRIPT
vaﬁliti@ﬁ®TXF%#7*/FT%&%M%?/E/77FVX%WWT59A
WCHRHIZMERI T, 2y N =2 AT V=7 NERIZITNV—TZ2AERT BI12i%, [ 72 e
DaryT7 4 FXalb—ary A4 R] 25 L TN,

F T2 FBLOITN—T T EEEDOHA RTA 220 T, RET D NAT XA 7
DOREDHEELBLTLTIEE W, [HA FT A4 LHIBFEHE] (P.6-2) bR LTLIEEN,

HA R4 v & HIBEIE

aAVTEXAME—ROHAL RTA
TN ATHFARNEFT—RETALF I LTFARNEFT—RTHR—FEINTWET,

T7AT T —IVE—FOHTA 5L
o N—TFT R IT7AT I —NVE—RENTUVART LU N T7AT U4 —)b E— RTH
—FENTWET,

e NFUARTULUFNE—RTIE, EBEOA LV EF—T oA ABLV~w v T A F—T =
AARBETHMLENHY 3, —-Any-- [TfEHTEEHA,

o "I UARFTLUPNE—RTIE,. AV F—T2A APATERETCEEH A, FT AT
LYy M E—FRDA v 2 —T 2 A AL, IP T RLARKEI N TN T, EHIP
TRLALwo 7 T RLAELTHEATEEYA,

o NI UART LU PN E—RTIL IPv4 X2y hTU—Z7 L IPv6 X v NU—27 L O OZERIT
PAR—FINTWVWEEA, 220D IPv6 X FU—7 8, F72132 5D 1Pvd X hU—7H
OEHNY R — F SN ET,
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| 6% Xy bhU—2A47Y=2 k NAT (ASA83LIKE)

HA RS54 eipEr B

IPv6 DA KA

IPv6 Z VR — F LET, INAT & IPv6] (P.5-15) ML T &,
—F v K E— FOEAIT, IPvd & IPv6 & O OEH Y T& £4,

NIV AT VL N = FROEEIT, IPVA Xy hU—27 L IPV6 Ry N T —7 L DRIDOZE
I AR — SN TWERA, 2ODIPv6 Xy hT—Z ], £721E2 25D 1Pvd rv U —
W OERNYR— FENET,

NI AXRT L2 b F— ROBFAIL. PAT 7—LL IPVv6 I L TIT AR — &N FEFE A,

ART 47 NAT DAL, 164 ETOIPV6 Y 7%y FEAEETXET, XV bR
WY TRy NI AR—FENFERA,

FTP % NAT46 & & HICfEHT 58581, IPVAFTP 7 54 7 > 73 IPv6 FTP — N2 $5#:
THEXIIT, VAT MIWENSy 7 F—F (EPSV) F7/2I13¥EER— N =—F
(EPRT) AT 24N H Y £4, PASV 2~ RBX W PORT =~ > Kif IPv6 TlI¥
A—hShEHA,

FOMDITA KA

EFRTEDLNAT V= VE 1 2OFT V=7 MIX LTI 2T, 1 20F7 V=7 b
2 L CTHEED NAT L — V2 RET 551, BEOFT V=7 M EERT 208N H Y
£, TNTIICRR D401 %M41T, IP7 FLRAEFR L bOEEELET, & 2,
object network 0bj-10.10.10.1-01, object network obj-10.10.10.1-02 72 & & L F 7,

NAT a2 7 4 F¥alb—vara2BE L&, BEOEBNAA LT 7 M5 E TR
FTICHLWNAT 2 7 X2 b—a URNEHIND L9127 5I21E. clear xlate =~ >
REMALCEBRT —T NV EHELET, L, BT —TNVEHETD L, BHh
AL TWAEEOERE N T TR INET,

N

() FA4FIvZ NAT EF-IZPAT V—AFHIEL, WICHIERLEAL—AMIZEENDT
RLREEET Lo E L T RLAZERH LWL —LEZBNT 5 &, HLW
—iE, BB E N2 — VBT SN2 T _RTCOERN XA LTV T 5
7>, clearxlate =2~ FEZFEHAL T V782 ETHEHAENETA, ZOFBF
BEOBNF T, AUT7 FLAPNEEOR A MZE Y ThHhnksicTcE £,

NAT THEH SN ATV 7 NBEOAT V= N IV —TERERICT L2 LT TEE
Hho IPT FLRAZEDLMERD Y £,

12oDOF Tl b ZTA—TIZIPvd & IPV6 O T DOT KL AR ANDLZ LIXTTEEHA,
FT 2 N TA—FIF 1 ODEATOT FLAFITREENTWALERH Y 7,

R~y 727 R N—T %8O NAT V— )V CEA & £,

2 TIPT RLA =3, IROT RLAZEGHRIENTEXERA,

- YYBE T A E =T A ADIPT RV A, =L —-Any-- f VX —T7 = A A&7
ETBHE, T_XTDOA L E—T A AZADIPT RLABREEEINET, AV F—T A
APAT V=T v RE—FKDHR) OPE. IPT RLAORDLVICA v F—T = A A4
PREALET,

- (FFARTLYFE—FR) BHEHIPT FL X,

- (F14F I v 7 NAT) VPN XA X —TNVDEHIT. AZ AL LB —T A ADIP
7T KU A,

- D VPN F— )LD 7T7 KL A,
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

W o e

F7 )V K

ALT 4 v I BIOEAFTI v NAT R O —TIFEBET FLAZHH LARANWTLEE
W, 72z BEETRLRERHATSE. PPTPOE A VX VERNZ A F I v 7 xlate
TR AET 4 v 72 v b LT25A . PPTP Bt ORENLIZ RIS 2 AlREMEN H V £97,
NATRPATIZfE Y TV — gy L VAT a VOHIBRBIZOWTIX, & 82 (7
Viy—varvriArv 7abanr 027 a3 O8] © [F7 308 A A
a vk NAT (BT 5 iflREHE] (P.8-6) #ZHL T ZEN,

X TE

A

NW=T 9y FE=NF) TT7FNVIFDOEEDA L F—T A ZABIPv v BT (04—
7z A AT Any T, TRXTCDA U F—T = A ANV—AREHENET,

(8.3(1). 8.3(2). 84(1) TAT T 47 4 NAT OF 7 )L hEI{ET, 7%+ ARP T
Tak—TricENET, THIEHRECTEEEA, BA4Q) LK) TAT T 47 4 NAT
DT 7+ )V NEET, 7'BH T ARP IFA F—7 LIS, O AX T ¢ 27 NAT L—/L
E—ELET, MBI L TTBR U ARP 27 4 E— 7 M TE ET, s OV TR,
INAT X7 > bONV—T 427 ] (P5-22) #ZRL T 7EIW,

F T arDAE—T oA AERETHLE. ASAIZESTNAT 27 4 F a2 b—
arnERENT, HOA v H—T =24 ANPRESINE T, (8.3(1) ~ 8.4(1)) M— D4
NITAT T 4T 4 NAT TY, 74T T 47 4 NAT Tl. NAT =2 7 4 F 2L —
va BB, Wl — b vy 2 T o TRERENET, 84Q) LK) TAT T 4
F 4 NAT DA, 74V FEMWEIEINAT 20 7 4 X a b—3a L OFERATTN, D
W= vy 2T o T2 T 247 a rRNdH 0 £9, #FMMconTIiE, INAT 28
iy hONV—T 4 7] (P5-22) EHLTLIEEN,

X NI —27 7= b NAT DHRIE

COETIX, Ay hU—27 727 FNAT R ET D HEICOVTHALET,

(%43 w27 NAT £721L PAT 7=V &M L72# A X v 7 PAT O&E] (P.6-4)
%4527 PAT (BRik) OFE] (P.6-10)

(22T 4227 NAT £7213R— NEWERE LI AZT 4 v 27 NAT Oi%iE] (P.6-13)
(7 A5 47 4 NAT D% &) (P.6-17)

[Per-Session PAT /L—/L D% E ] (P.6-20)

AL FI v NAT E721ZPAT — V2 ERLT-F A4 F I v 27 PAT

DR

K

DOWETIZ. X141 FI v 7 NAT F721TZ PAT — N AT AL A F I v 7 PAT DT25HDF
7

— 2 A7V =2 b NAT ZRET D HECHOVTHALET, FFMIcO >N TIE, 447

I w7 NAT) (P.5-8) F£7-1% ¥ 453 v 7 PAT) (P.5-10) 2L T Z&EW,
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Xy hU—2r #7V=7 F NAToRE A

HA RTA

PAT 7 — /L DA -

o HHTEXDZLE., EEBOEELR— FNEEFR~v v R— ML THEHASNET, 7=
7L, EEOR— PR TER20GEIT. 774V T, vy 7 BR— MIEED
R—T+HESLEUAR— P (0~ 511, 512 ~ 1023, BL 1024 ~ 65535) 7 HER I
F9, LR ->T, 1024 KO R— MEHTE D1, /INE72 PAT 7 —)L 1 D721 T
9, (8.4(3) LAKE, 8.5(1) £7218.6(1) ZF&<) ThA— MEHZHEHT DL N7 7 0 v 7 M
¥ < HDHHEAIEL. PAT 77—k LT, VA ARELRDE350BORbLYICT T v Mg
A— bMEHEZEHT AL OICHEETE ET, 1024 ~ 65535 £721% 1 ~ 65535 CTT,

e WMUPAT /=N A7 V=7 "NE200RBLV—NORTHEATLHEIX, TR EAT
VarvEEZEAL—NMHEELTLLEZN, 22, 1 2O —NLVTHEEPAT B LT T v
MR NEEINIEASIE. b)) —FHONL— AL THIEPAT BL VT T v F 72 ®iPHI s
EINDILENRDHY £7,

PAT 77— Vx4 B HE5E PAT DA -

o DT TV =gy AU ANT Y g Tk, HEEPAT IV A— SR TWER A, ¥
K= IR DA ARSI g v DORER—BIZOVWTIE, F 8T [TFVr—var L
A Fabhaly 42X g D] O TF 73V k£ ARXT 2 gL NAT I
T HHIREE] (P.8-6) ML T ZEW,

o X AF w7 PAT L— LI L TR PAT & A 2 — 7 /W B84 1%. PAT 7— /LN D
T RLRAE, R—=FEHL— LV ERELTENOAZT 4 v 7 NAT DPAT 7 FL 2 & LT
LT LiETEERA, 28 21E. PAT 7—/LIC 10.1.1.1 BDEENTWDHEA,
PAT 7 KL AL LTI10.1.1.1 ZifH+5, R—= b EHL—NEZRELIZAZT v 7 NAT
IERRCE 8 A,

o PAT 77— V&AL, 7+ —NA RNy DA v EZ—T A AEIBET LA, WEE PAT 2 {#
HTEFEFHA,

e ICE F72/% TURN Z{#H 3% VoIP E2E Cix, JEEPAT #EH LT W, ICERB &
NTURN 1E, TR TOSEEICK L TR L TH DO PAT A U F 4 TIHEFE L TV E
7,

PAT 7— VDT 7 Kur s .

o BAMIBEFOERIDN D L5 A1E, LORA NP HOLOEKELR U PATIP 7 KL A%
FEALET (F—FBEHATRTHLIEAE), E: 20 THEEME] 1T, 72— 24— /=N
RAETHERDNET, ASAN T =— A —_"—F 3L HR IO DOEKOEER Tldk
HOIP T RLUABMEFA SN WGEERH Y £,

o T UL RuEB YT, BFICHLE PAT CHASDOETLEAIL., KEOAET Y NHEINE
T, NAT F— i~ v B 7 SN5 78 haIP 7 R AIR— MG = L ICER S h b
720, Ty Ra by Tl < ORI NAT 77— AR ER S, AEUNEHINET,
JEIE PAT TiE, & 5124 < OFEENAT 7 — LOMER S E T,

FNEDFEAM
27971 FHREFIIEFEORY NU—2 72 =7 M NAT Z2B8INL£7,

e HLnxXy NU—2 7=y MEBEIT HITIE, [Configuration] > [Firewall] > [NAT
Rules] Z#&4 L. [Add] > [Add Network Object NATRule] #7 U v 7 L £,
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B Xxorv—247Y=2 k NATORE

[T Cisco ASDM ~  for ASA - 10.86.94.87
Fila View Tools Wizards Window Help

| (4 tome| 9% confguraton) [ ] mantorng | ) 5= =
Device List & 8 % | Confiquration > Firewall > NAT Rules

*f?':m* oo ; @ Add| @ edt (Jockte + & % MEL- QFd B0
B 1722320402 -
B vfel 93443 "'| b Add NAT Rule...

S 10.86.194.225 - Add NAT Rule After "Matwork Object” NAT Rules...
i;;—;“—"’.:?{‘ w| | |59 _add "Network Objsct” NAT Rule... |
rirewal s [ (3 .
[ =g Access Rules =

5 AT Rudes: 2

o BEFORXy NU—Z FT7 V=7 MINAT 2B 5I2i%. [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] ZER L, F> NT—F AT V=7 "X TNT U v
7 Li@—‘o

FHEHIZOWTIX, TR BED a7 4 Fab—ary HA4 R 28R L TLFEFEN,
[Add/Edit Network Object] # A 7 1 7R v 7 ANFRENET,
ATy 72 FHLWAET V2l NOBEIX, RO 4 —/V RIZEEATILET,

a. [Name] : A7 ¥ =27 b, a~z. A~Z. 0~9, UL R AT, hr~., £/21%7
VHE AT OXFEMBHL T ZE, ARIX 64 CFUTICTOLERH Y £,

b. [Type] : RA b, Ry MU =2 ET|THiPH,

c. [IP Address] : IPv4 £721X1Pv6 7 KL A, 7 V=2 ks XA 7L LT [Range] Z %N L7-4;
A1, [IP Address] 7 4 —/L R, BAGAT RL ALK TT RLAZ AN TEDL L HICEFEX
ﬂij—o

d. [Netmask/Prefix Length] : +7 x> b v AV E37 V7 4 v 7 AREZANLET,
e. [Description] : (A7 a ) xvy hU—27 7V =7 MO (HK 200 X7F).,

) Add Network Object
Mame: m'.'lnsufzt
1P Address:  |10,1,2.0
MNetmask:  |255.255.255.0 [*]
Description: &
NAT k] g

27973 [NAT] BZ v a URERINTWHWARWEAIZ, [NAT] 227V v 7 LTk 7 a2 EBIALE
7,
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| 6% Xy bhU—2A47Y=2 k NAT (ASA83LIKE)

Xy hU—2r #7V=7 F NAToRE A

8N Add Metwork Object
Mame: MylnsMet
Type: Network
IP Address: 10.1.2.0
Metmask: 255.255.255.0 hd
Description:
(NAT £

¥| Add Automatic Address Translation Rules

Type: D'!rr'lal‘l'll_f_

Translated Addr:

aja

PAT Pool Translated Address:

Fall through to interface PAT(dest intf):
s PA

Advanced...

Help Cancel 0K

|awa

2797 4 [Add Automatic Translation Rules] = v 7Ry 7 A& 412 LFET,

25975 [Type] K w7 & URARME, [Dynamic] Z3#R LET, PAT 7= V&2 EHT 54 A7
2 w7 PAT % ETHHETH->TH, [Dynamic] 2R L T 7ZE 0,

27976 HAT Iy NAT., F/HIEPAT 77— Va2 EHTAHH AT I v 7 PAT 2R ELET,

e X AF 3 7 NAT : [Translated Addr] 7 4 —/V RKOEDEMARZ % 7V » 27 L. [Browse
Translated Addr] ¥ A4 7 2 7Ry 7 AT, BHfFOFRy NU—07 7V =7 N EERINT 5050
LWAT7 V=7 bEERLET,

Hame a1 [P Address Netmask

=I-IPwd Metwork Objects o
S oa_101.11 10.1.1.1 255,255.255... [~
) DMZnetwork1 29.165.201.0  255.255.255... 3

(B ATV b NERFIV—TE, T xy hE2ELI LI TEETA, IPVAT KL 2 L
IPv6 7 RLADW i NV —T I AND Z EIETEERA, 1 DDOZ A TEIFNEEN
TWDAHRERNH Y 7,

e PAT 7 VZEZHA LA AT I T PAT: 74—y 7D PAT 77—V EHHIT LET,
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B 5o v—2 379z F NATOBE

AT/ 1

MAT *
M Add Automatic Address Translation Rules
Type: Oynamic %]
Translated Addr: D
™ PAT Pool Translated Address: . D

__ Round Robin

[Translated Addr] 7 4 —/L NIZIZMEZ AN £, ZHOFEFICLTIEIN,

[PAT Pool Translated Address] &= v 7 R v 7 A4 L Thb, SRAX 27V v
L T. [Browse Translated PAT Pool Address] ¥ 1 7 2 7R v 7 ATBRRHEDO Ry hU—2 F 7
Ul NEBIRTIVDHLWRY NT—2 T2 FEERLET,

N
() PAT 7/ AT V=l FEFFINA—TFI2F. YT Ry haEhrl b id T d

Ao IPVA T RLALIPVO 7 RLADE HZ TN —TIZAND I EIETEERA, 1
DDEZA TIETNEENTWVWALERD Y 97,

(FFvay) TRVRA/FR— 2702 Fr b UTEHE D Y T5IZiE, [Round Robin]
Frxv IRy I A% LET, TN TE TV Rr eI HERT, 150
PAT 7 RVADR— IR TRTEDETEND EROPAT 7 RLABMER SN ET, 7V
Y RevEr AT, VRO EPAT 7 RLANG 1 DT O7 RURAIR— FBREID BT
LD ERPOT FLRIZEY, WIZ2FBHOT KL AL WH Ko IZJEIZEA I ET,

(B, 8.4(3) LAFE, 72721 8.5(1) & 8.6(1) &Fr<) JLiE PAT 29 24415, [Extend
PAT uniqueness to per destination instead of per interface] &= v 7 R v 7 A% A4 LET,
fIL8R PAT T EHEROHET RUAER— E2ED, IPT7 FLAZTETERL, #—
EXT LT &ﬁS@@T MAMER S NET, @%i]%TE@%WWTé&%’ e
— hET FLRIEIBEB SRR WZD, PAT 7 KL A Z L2 65535 [HOR— MZHIR S
£, 728 20E, $EE PAT 24 LT, 192.168.1.7:23 (Z[A1 7> 9 A D 10.1.1.1:1027 DX
i, 35800 192.168.1.7:80 (Z[AA> H HED 10.1.1.1:1027 DL A {EK TE £ 77,

(EE. 843) LB, =721 8.5(1) & 8.6(1) #fx<) R—F&EHEV HBTH L X(T1024 ~
65535 OAR— MiFHZ 1 D07 Z > M & LT T % 121E, [Translate TCP or UDP ports
into flat range (1024-65535)] F = v 7R v 7 A% F I LET, BD~ v 7 R— &
FaREIRT DL EIT, ASAICE T, HRERGAILEROREE IR — FESHEH S
NEd, 2720, ZOF T arERELRVWE, BEOR— MBIEH T& 208548101,
FTT7H I NT, v BT R— MIFEBOR— FEZ LR UAR— M (1~ 511, 512 ~
1023, k;Umm«wﬁ%)#%EméniﬁaT&ﬁﬁfﬁ—kﬂﬁﬁ#é@%@ﬁﬁ
HIE, ZOREEITWVET, 1 ~ 65535 O %3 5121%, [Include range 1 to
1Mﬂ%my7T/71%ﬁ/ LET,

(fEE, V=T v R E—FDHR) ho~ o B 7 7 RLARTRTE Y Y THELDEAICA
=T xAAXIPT RV A&y 77 v 7 )L LTHEMNT 5I21%, [Fall through to interface
PAT (destintf)] F= v 7 Ry 7 A% AN LT, A X —T A A& Ry Xy JARDN
LBIRLET, /2 F—T A ADIPv6 7 KL AEEH T HIZ1E. [Use IPv6 for interface PAT]
Frv IRy 7 AEFITUET,
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Xy hU—2r #7V=7 F NAToRE A

Extend FA I uniguensss to per gestinalion iInstead ol per interrace
Tranzlate TCP and UDP ports into flat failif

managerment
E Fall through to interface PAT(dest intf):

|_| Use IPvE for interface PAT
Advanced... |
e §
=]
A7y 78 (A7 ar) [Advanced] %7 U 7 L, [Advanced NAT Settings] % 1 7 12 7R > 7 A TRD A
TvarERELET,

M?EE.E;E'-: Hetwork 35'_1.15'_:. l__, 0.0
Any test
D) Advanced NAT Settings

[[] Transhate DNS repbes for rule

Interface
Source Interface: Tncide

x| |%]

Destination Interface: | - Any -

— Aniy —
(Inside
management
mgmt
outside

2

]

&
240704

e [Translate DNS replies for rule] : DNS JSENOD IP 7 KLU A &2 Z# i L EF, DNS A AT
AVYMBAR—T NI o TNDL I EEERLTLESW (F 74V FTlEA RXR—T LT
), FEAIZOWTIX, [DNS BLONNAT) (P.5-32) 2B LT &N,

e (RTVAXRT VLY N T7ATUA—)VE— ROLAEIZHIE) [Source Interface] : & D NAT
N—NEFEHTHEBEOA L H—T A AERELET, 774/ M TiE, A—ET
TOA U H—T A AZHWHEINET,

e (hFVARTVLU N T7A4T U5 —/LE— ROBPEIZWE) [Destination Interface] : = D
NAT V—AREHEIND~ v BT A F—T 2 AZRBELET, T 74V FTlE,
N— I TRTCOA v F—T = AP SNET,

ANk o7=5, [OK] 27 Y v 7 LE7, [Add/Edit Network Object] ¥ A 7 1 7R v 7 R|Z
E D i@—‘o
27979 [OK]ZZ7 Vw7 L, SHIZ[Applyl 227 Vw7 LET,
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B 5o v—2 379z F NATOBE

ZAF v 7 PAT (Eikk) DXE

FNEDOEEH

AT o7 1

AT 2

ZOHETIEH, XA T v PAT (Bik) OF-oD%y hU—27 7V 2 b NAT ORE 1A
WCOWTHEH LET, PAT 7— V2T 54457 v 7 PATIZOWTIEL, ZOHETIEHARL,
[(ZAF v 27 NAT £721X PAT 7 — N ZHEH L72X AT v 7 PAT ORE| (P.6-4) 5L
TLEEY, iz W TIX, [ A4+ v 27 PAT) (P.5-10) 2L T EE0,

FHEFIIEOR Y NU—27 727 MINAT 2B L £,

o LWy NU—Z FT7 V= MEBIMT 5HIZiE, [Configuration] > [Firewall] > [NAT
Rules] #&4 L, [Add] > [Add Network Object NATRule] #7 U v 7 L ¥,

[@ Cisco ASDM/  for ASA - 10.86.94.87

|| File wview Tools Wizards Window Hsip

| a"ms.h )
@m\@%c«mm]ummhgman | Qesac ) =

|| Drewice List & B % | Confiquration > Firewall > NAT Rules

|Ee=mEee | @A) |Ees oee + ¢ L ME- QFdED

B 1722320402 e
B w9443 3l E‘ Add NAT Rule..,

[| —= 1088194225 || |83 agd st Rute Afer “etwerk Object” NAT Rulks...

=l 10.86.194.224 | .

4 10.86.94.87 2| |'i' Add "Natwork Objact” NAT Rule... |
e — (o e S e .
‘ =g Access Rules - 3

=39 NAT Rubes %

o BEFEOXy NU—Z7 F 7T =7 MINAT 2B 512i%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z#i&IR L, Xy NV —2 7= NEXT VT
7 LET,

ZEMICOWNWTIL, [ EEO a7 X2 —ar A F] 28 LT TEE N,
[Add/Edit Network Object] ¥ 4 7 2 7R v 7 ANFRINET,
FHLWAT V=7 FOGEIX, ROT 44—V RIZEEZATLET,

a. [Name]l: A7 V=2 b, a~z, A~Z, 0~9, BUF K N7, Hr~, 237
VHE—=A2aTOXFEMBHL T ZE, 41T 64 CFUTICT OLERH Y £,

b. [Type] : RA b, X U —2  F7oI3HH,

c. [IP Address]: IPv4 £721XIPv6 7 KL A, &7V =7 § ¥ A7 L LT [Range] &N L7
A%, [IP Address] 7 « — /L Rif, BHtET RV R EKTT RLAZANTEDLLHICEEX
nET,

d. [Netmask/Prefix Length] : 47 3y b AV 37 V7 4 v 7 AREADLET,
e. [Description] : (A7 a ) xy hU—27 7V =7 FOFH (HK 200 X7F).,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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71 Add Network Object &
Mame: my Insiat
Typa: Matwork: :|
1P Address:  |10,1.2.0
Mebmad:  |295.255.255.0 |
Description:

NAT k-

240750

Xy hU—2r #7V=7 F NAToRE A

27973 [NATI®Z7 v a UBRRRINTORWEEIE, INATI 227 Vv 7 LTke7 va v ERERHLE
R
8ano Add Netwaork Object
Name: M.flnsNel
Type: Metwork s
IP Address: 10.1.2.0
MNetmask: 255.255.255.0 ¥
Description:
NAT 2
E?l‘] Add Automatic Address Translation Rules
Type: :Dynamic PAT.(Hide). .3
Translated Addr: | [3
P P I 1 Add (:]
| rd Ts M s
T F iU T lat r 1024-65535 ide g€ L
| ] ace Tid
] for 4
Advanced...
3 He!p g ; Cancel Tj
25 w7 4 [Add Automatic Translation Rules] ¥ = v 7R v 7 A& A4 I LET,

AF 97 5

~

[Type] Ku > 7% 7 U A Kb, [Dynamic PAT (Hide)] Zi&R L £,

B 1207 FLRAODRDVIZPAT 77—V ZEHLTEAF I v 7 PAT R ET D FTIEIC
SWTIE, A4 F I v 7 NAT F721F PAT P — 52 ERA L7E-XAF I v 7 PAT D%

Bl (P.6-4) ZZRL TSI,

DODHET, v~ v LT IPT RLAZEELET,
e RANIPT FLAZANLET,

~ BT T RLRA%E 1 DEFEELET, [Translated Addr] 7 4 —/L RIZIE, ROWT I

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B 5o v—2 379z F NATOBE

AVE—T 2 A R{ZBZANTIT DD, FlFBRAZ %27 Y » 7 L, [Browse Translated
Addr] XA T 0 TRy JATA U E—T oA A EIRLET,

= Interfaces
B inside
B outside

240775

AV B =T oA AR EIRETIHHERT., 7> — 724 XPAT A X — 7 NI LTLEE
VW ZOLEHELIEA LV EZ—T2A AIPT RLARY B 7 RLALE LTHAE
NET, IPV6 A F—T A AT FLAZfEHT HIZIE. [Use IPv6 for interface PAT] & 4
VICTAMERDLY ET, £ v F—7 A APAT 20T 58413, NAT L— /L33 i &
NADIFBE LYY E L T A EZ—T a2 ADIRERVET (L F—T = A PAT %
BERHLZRWGAEIZ, V=T 74V R TTRTOA U F—T oA AZHEHINET), &
BEDA 2 —T 2 A A b [-Any--] TERLSFEDA U EZ—T oA RELRDEDITHET D
FHEZOWTIEK, A7 v 7 TESRLTIEEN,

N
B I IUAXT LN E—RCIEE, AV EZ— T2 AR ETHZLIITEERTA,

WAL %2 U w7 L. [Browse Translated Addr] # A 72 7R 7 A TEHEDRA N T
FLURAZRINL £,

ZWARZ %2 U w7 L. [Browse Translated Addr] A 7 & 7R v 7 2 TH LW4A I &
TV FEAERRLET,

257w 71 (X7 =3 ) [Advanced] &7 VU 7 L. [Advanced NAT Settings] ¥4 7 2 7R v 7 ATRO A
TrarERELET,

Any - " 0.0
Any test
Any Mo Mulncidat i
) Advanced NAT Settings &3

[] Translate DNS rephes for ruls
Interface

Source Intesface: Insde ﬂ
Destination Interface: | - Any -

1
finside
Imanagement
pmpmi

kGide

[ox J[ concst J[ neo |

240704

) lonat) [t )

[Translate DNS replies for rule] : DNS JEZEWND IP 7 KL A2 L E T, DNS A A
VaUMAR—T NI o TND I EEERLTLZSW (F 74V FTlEA RX—T LT
T)o FEAIZOWTIX, IDNS B L OYNAT) (P.5-32) 2L T 7Z&W0,

(RF AT LY N 7747 Ut —)LT— FOLLEIZWHIE) [Source Interface] : Z 0 NAT
N—NEBHTDEREOA L F—T oA AERELET, 774/ FTEH, A—ET R
TOA Vv H—T A AZHEAINET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2r #7V=7 F NAToRE A

¢ (RFUVART VLU I7 AT U r—/LE— ROBEIZWE) [Destination Interface] : = D
NAT L= ABEHEND Yy B S A v 8 —T = A AEHELET, 7740 b T,
N—ETRTCDOAS v F—T = AZHHAINET,
AR T- 5, [OK] %27 U v 7 LET. [Add/Edit Network Object] A 7 1 7K v 7 A|z
R ET,
27978 [OKlZZ7 Uy L, SHIZ[Applyl 227 Vw7 LET,

2ET 47 NAT 73R — PEBRERE LR ZT 1 v 7 NAT

=l 2
DX TE
ZOETIEH, Ay NI—2 A7V =27 "NAT A LTAXT 4 v 7 NAT V=V 2R ET DN
HBIZOWTHA LET, M Wi, T2 5 1 v 7 NAT, (P5-3) #2BRLTL7Z&EN,
FNEDFEH

27971 FHELEIEGFOX Y NU—27 7V =7 MINAT ZBMLE1,

e LRy U= FT7 V=V FEIBMT 521X, [Configuration] > [Firewall] > [NAT
Rules] Z#4R L. [Add] > [Add Network Object NAT Rule] #7 V v 7 L ¥ 7,

r@ Cisco ASDM  for ASA - 10.86.94.87
|| File Wiew Tools Wizards Window Help

| G oy crboms) | ] s e Qe Qo ()| P o)

[| aeMiceLls @ 8 » | Configuration > Firewall > NAT Rules
I":”T.]M‘r & Connect | & add-| @ Ew odete + & % M- QFd EHD
172,23,204.12 s
B vl 49443 | 5‘ Add NAT Fule...
3l 10.86.194.225 | | | B3 Add NAT Rule ARer "Metwork Object” NAT Rules...

Al a7 || |2 add Metwork Object” NAT Rule... ]
410869487 1) | 2 = '
([ESTTI—- g
P Access Rules * =
£ NAT Rildes 3

e MEFOXRy NU—2 A7 V=7 MINAT ZiBIT 5I21X. [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Zi®IR L, *v NV —2 A7V NeX TNV Yy

7 LET,
SR OWTIE, TR BREDay 7 4 X2l —var HA K] 22 L TLEE0,
[Add/Edit Network Object] ¥ 4 7 2 7R v 7 ANFRINET,
ATl 2 FLWAT V=7 NOBGEIL, ROT7 44—V RIZEE AT LET,
[Name] : 7Y =7 b4, a~z, A~Z, 0~9, UL R, "M 7> hr~, 237
HE—=AAT OXFEMEM L TIEEN, 4L 64 LFUTICTHHERHY £,
b. [Type]l : *» NU—2  AA L, FITHA,

c. [IP Address]: IPv4 £721XIPv6 7 KL A, 7V =7 § ¥ A7 L LT [Range] &N L7
A%, [IP Address] 7 4 —/V Rit, BHtET RV R EKTT RLAEZANTEDLLHICEEX

nNE7T,
d. [Netmask/Prefix Length] : 47 3%y b v~ A7 137 V7 4 v 7 AREADNLET,

a.

CiscoASA YV —RX 75 AT7y+—/VASDM a7 4 Fal—vary 4K
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B X rv—7 47Y=7 F NATORE

e. [Description] : (A 7'+ a ) Xy hU—27 A7V =7 FOBBH (H&K 200 7).,

MName: MyLBHost

Type: L Host E
IP Address: {10.1.2.27 ]
Description:

NAT '
27y 73 [NAT]BZ ¥ a UBERRINTORWGAIEL, INAT] 227V vy 7 LTk varZREBLE

T
Name: ' MyLBHost |
Type: Host 3
IP Address: 10.12.27 |
Description: | |

E Add Automatic Address Translation Rules
Type: | static 3|
Translated Addr: | :E.J

PAT Pool Translated Address

Extend PAT unigueness ta per destination Instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PATidest intf) failif
Use IPvE for interface PAT

. Advanced...

[ Help [ cancel | [Froka]

A5 w7 4 [Add Automatic Translation Rules] ¥ = v 7 R v 7 A& A4 I LET,
27975 [Type] Kuy 7 X o 2 URXR)b, [Static] Z#INL 97,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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AT o7 6

AT o7 1

Xy hU—2r #7V=7 F NAToRE A

[Translated Addr] 7 4 —/L R T, IROWTNNEEITLET,
e IP7T RLAEZANLET,

IP7 RLAZANTDHE, v B TEINDIRYy FT—T DRy b~ A7 O0/mFIL, ERE
DIy hT—=7DOLDOLER—IZRY FT, & 20E, BEEOXR Y hT—7BNERA FDOEE,
ZOT7 RLVAE, mRAN T RLVATY, @HORE. ~ v 7 7 RLRAIZIL, EBoO#
FHLERICEDOT FLAREGENET, & 2iE, EEOT FLA2 10.1.1.1 ~ 10.1.1.6 OF
PHE L CERZSN, 1722011 2~y B 7 7T RLALE LTHRET ARG, v v 7#
PHIZI%, 172.20.1.1 ~ 172.20.1.6 &£ FET,

o (R—=F"EBMEBRELILAZT 4 v 7 NAT DBFEDHR) A VB —T =2 A A% 5 AT Dh,
SR Z %27 Y v L., [Browse Translated Addr] ¥4 7 2 /Ry J ATA VX —T = A
AL EBIRLET,

=i Interfaces
S inside
B outside

240775

IPv6 f > X —T =24 AT KU A& T 5121, [Use IPv6 for interface PAT] 4 129 %
VBN B Y £9, [Advanced NAT Settings] XA 7R V7R Y 7 ATOF—EZADHREH LT
ToTLEEW (A7 v 7 8B, (FTFUVAXRT LN E—RTIE, /1 ¥ —T =1
AERBETHIEITTEXERA),

o BMRHZ %Y v L., [Browse Translated Addr] ¥4 7 1 /R v 7 A THEOT LA
FERLET,

o BMRHZ %Y v L., [Browse Translated Addr] ¥4 7 a2 /Ry 7 ATHFLWT FL R
EERRLE T,

Mame: i TP Address Metmask

= IPvd Metwork Objects
S oa_10.111 10.1.1.1 455, 255.255...
(nff} DMZnetwork1 209.165.201.0  255,255.255...

- e

240775

BE AR IO~y BT, EBOT FLALEI UKD~ YL T RLZAEZRELET,
L2, 7 RVAODEN —EL2WEELH Y £3, SEMMICOWTIE, TAX T 1 7 NATJ
(P.5-3) LT &,

(A7 3 2) NAT46 DA . [Use one-to-one address translation] %4 212 L £ 9, NAT 46 D
HC IO IPVA T RLAZHFEHOIPV6 7 LA 2HFHDIPvA 7 KL A% 2 &KHD IPv6 7 R
VA, DUTFRERIC L &1 CIRICE#T 2 L5 ICHELET, 2047 a v EEELRVWEGS
X, IPv4 DAL SN EH S ET, 131 BHBROGAIL, ZOF—U— REflHT M
NHY EF,

(A7 a>) [Advanced] #7 U v 7 L. [Advanced NAT Settings] ¥ 4 7 2 7 KR v 7 A TIROA
TarvERELET,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B 5o v—2 379z F NATOBE

CNel: Advanced NAT Settings

_| Disable Proxy ARP on egress interface

| Lookup route table to locate egress interface

Interface

Source Interface: | insidel

ar

Destination Interface: | check

Service

Protocol: | BB tcp 8
Real Port: ssh

Mapped Port: ssh

Help ) [ Cancel ) ( OK

e [Translate DNS replies for rule] : DNS J&ZEND IP 7 KLU A% L E7, DNS A > ALY
TAUNA R =T NI o TWDHZ EEHERLTLIEEWN (F 74V MTHEA X—7 LT
). FEHICOWTIE, IDNS B L OVNAT) (P.5-32) &ML T Z&W,

» [Disable Proxy ARP on egress interface] : ¥ B> 7 IP 7 KL A~DERFE Ny b7 aXx
VARP 27 4 =7 NI LET, HMIZOWTIEE, [y BT T RLRAEL—FT 1T
(P.5-22) ZZMLTSIZEN,

o (FTUVAXT LU E T77AT Ug—)bE— FOFH/IZHZE) [Interface] :

— [Source Interface] : Z® NAT Vv — LV EZEHAT HHEEOAL VX —T =4 AEBELET,
T 74N RTIE, V= VETRTCOAS U F—T = ATHH SN ET,

— [Destination Interface] : 2D NAT L— A RNEHEINEZ~ v B T A A —T =2 A%
FBELET, 774V FTIHE, = METRTOAS X —T oA R ZHHINET,

e [Service] :

— [Protocol] : " — NEWEHRTE LIZAX T v 7 NAT 2% E L E T, [tep] F 721 [udp]

PR E T,
- [Real Port] : IR— h&E S LT FRFELAR— LA (72L& 21X Tftp) OWTFhnk
ANTEET,
— [Mapped Port] : R — FEESEIXTREAR— FOLARET (oL 21F Tfp)) OV an
EANITTEET,
A& o6, [OK] 27 Y v 7 LET, [Add/Edit Network Object] ¥ A 7 1 7R v 7 R|Z
Eoi‘j‘o

257979 [OK]|ZZ7 Vw7 L, SHIZ[Applyl 227 Vw7 LET,

AET A4 w7 =N HRATHD BthE EEORA NOMTHRT5) 72O, NAT L—
VT =T NI ARAEZT 47 = VZH LT, EHEIC 1 OFT o2 o072 E R LET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2r #7V=7 F NAToRE A

Configuration = Firewall > NAT Rules
dadd - Fedt [Jocete + § 4 B3 W - Q Fnd B Disgram < Packet Trace
Hatch Criteria: Original Packet Action: Translated Packet
Source Intf | Destintf | Source Dies tination Sarvice Source Destination Service
1 insde ‘outsde  Ssmbcr M HTIPSERVER reoservicel  Estatica(s) M HTIPLSERVER 1w servicel
. ouiside inside & HTTP_SERVER M staticZ HE service 1 B HTTP_SERVER (5} M stabtci p- service 1
= Metwork Object” MAT (Rule 2) &
2 insde outside Bl HTTP_SERVER & any e http 2 209.165.201.3(5) -~ Original ~ e hitp =
outside inside @ any 3 209.165.201.3 Ep- http = Original - & HTTP_SERVER e hittp %

TAT T 4T 4 NAT DK E
COETHEH, Xy hU—7 ATV FPNATZHEHLTCT AT T 47 4 NAT V— V&R E
T B IFECHOWTHHALET, FEMCONTIE, 7 A5 7 47 4 NAT) (P.5-12) #&MRL
TLIZEWY,

FIEDFEH

27971 FHELEIEGFOX Yy hU—27 £ 727 MINAT ZBMLE1,

o HLWRy NU—Z FT7 V= M&IBIMT BHIZiL. [Configuration] > [Firewall] > [NAT
Rules] % 8&4R L, [Add] > [Add Network Object NAT Rule] %7 VU v 7 L7,

Eam!cn ASDM "  for ASA - 10.86.94.87
File View Took Help

& Add [ Delete 8 Connect
|" Harzzaiaz [
B vfwl 49443 E

dp Add(~| B Ect [ociete + 4 | % B M- QFud BHo
Add NAT Rule...

= 10.86.194.225 | Add NAT Rule After "Metwork Object” NAT Rules...

B 10.86.194.224 Add "Network Object” NAT Rule...

2 10869487 ] 2 ICENATRY |
| B8 Access Rules — |
| £ ATRds

e

240705

o BEFORXy NU—Z FT7 V=7 MINAT BT 5I2i%. [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] ZR L, Ry NT—F AT V=7 "X TNT Uy
7 LET,

FHEHIZOWTIX, TR BEO a7 4 Fab—ar HA4 R 28R LTLEEN,
[Add/Edit Network Object] # A 7 1 7R v 7 ANFRENET,
AFv 72 FHLWA TVl FOEFEIL, ROT 4 — )V RIZEEZ A LET,

a. [Name] : A7 Y=V v, a~z, A~Z, 0~9, UL K, A7, hor~, F2E7
VHE=AaT OXFEMEHLTLIEEN, AL 64 LFUTICTH2HERHY £,

b. [Typel: x> hU—27 HA b+, F=I3FA,

c. [IP Address] : IPv4 £721X1IPv6 7 KL A, 7 V=2 ks XA 7L LT [Range] Z %N L7-4;

A1, [IP Address] 7 4 —/V Ri%, BHIAT RL ALK TT RLAZ AN TEDL L HIICEEEX
ﬂij—o

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1
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B X rv—7 47Y=7 F NATORE

d. [Netmask/Prefix Length] : +7 R N AV ERIZT V7 4 v 7V AEEZAN LET,
e. [Description] : (A7 a ) Xy hU—27 7V =7 FOFEBH (HK 200 XF).,

Name: MyLBHost

Type: [ Host E
IP Address: |10.1.2.27) |
Description:

CNAT s
27973 [NAT] &7 v a v RNEREINTHWRWEGEAIE, INATI 227 Vv 7 LT varaERLE

T

800 Add Network Object
Name: : MyLBHost |
Type: _Host )
IP Address: 10.1.2.27
Description: '

E Add Automatic Address Translation Rules
Type: | static 3|
Translated Addr: E-j

PAT Pool Translated Address

Extend PAT unigueness ta per destination Instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PATidest intf) failif
Use IPvE for interface PAT

fdheancaidin

[ Help | [ cancel | [ oK ]

A5 w7 4 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,
27 w75 [Type] Fuy 7 X7 U X Fhb, [Static] 2L E7,
25 w7 6 [Translated Addr] 7 4 —/V KT, IkROWTNNEFETLET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Fv hU—r F#7 =7 + NAT (ASA 83 LL%)

Xy hU—2r #7V=7 F NAToRE A

o EEOT FLAHHLEZOLERLUIPTY RLAEZ AN LET,

o ZWRHZ %27V w2 L, [Browse Translated Addr] A4 72 /Ry 7 AT, —HT+25IPT
RLAEHREZROR Y NU—7 A7V FEERLET,

o BWARHZ %7 U w7 L., [Browse Translated Addr] ¥4 7 a7 KRy 7 AT, —HTHIPT
FLAEZREZFHFORY hU—2 A7V =7 FEERLET,

Hame -3 1P Address Hetmask

=i IPw4 Network Objects o
B oA 10.1.11 10.1.1.1 255,255.255... [
nff) DMEZnatwarkl 209.165.201.0  255,255.255... E

25971 (A7 =3) [Advanced] &7 U w7 L. [Advanced NAT Settings] Z 4 7 2 77K v 7 A TRDO A
TrarERELET,

[ EaN: ] Advanced NAT Settings

_| Disable Proxy ARP on egress interface
| Lookup route table to locate egress interface
Interface

Source Interface: | insidel &

an

Destination Interface: | check

Service

Protocol: | B tcp >
Real Port: . 5sF1-

Mapped Port: ssh

Help ) [ Cancel } [ oK

* [Disable Proxy ARP on egress interface] : ¥~ v B> 7 [P 7 KLV A~DEF X7 v b7 ¥
VARP 2T 4 =T NI LET, FHMICOWTIE, [y BT T RLRE V=T 4 7
(P.5-22) ZZML TS ZE,

e WW—T v RE—F, £ ¥—7=AA%FEE) [Lookup route table to locate egress
interface] : NAT 2~ > RIZHE LA v X —T7 = A&HEHT H{bVIc, r—F vy
Ty EFHLTHIIA V2 —T oA ABRELET, FFMICOWTIER, THIIA ¥ —
72 A ADOPE] (P.5-25) #BZMML T XN,

o (FTFUVAXRT LUK T AT U4 —)bE— NOEEIZNZE) [Interface] :

— [Source Interface] : =D NAT V— V& HTHEEOA VX —T =4 AEEELET,
T 74N NTIE, V= METRTOAS o F—T oA AZHHINE T,
— [Destination Interface] : 2D NAT L — A NEHAINDI~ v B T A X —T A A%
BELET, 7L EFTIEE, V=TT R_XRTOA VX —T oA AZHEHAINET,
IDHATRT Ry 7 ADEDMOBRTEIZETLRNTLLEIW, ANBKDb-7n, [OK] &
7V w7 LET, [Add/Edit Network Object] ¥ A 7 a7 ARy 7 AR £,
27978 [OKl|ZZ7 Vw7 L, SHIZ[Applyl 227 Vv 7 LET,

AET A4 w7 =N HRATHD BthE EEORA OB THRT5) 72O, NAT L—
VT =T NI ALT 47 = VK LT, EHEIC 1 DT o2 o072 E R LET,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1
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Configuration > Firevrall > NAT Rules
dadd - Fedt [Jocete + § § B3 W - Q Fnd B3 Disgram < Packet Trace
Match Criteria: Original Packet Action: Translated Packet
Source Intf Dest Intf Source Destination Sarvice Source Diestination Service
|1 insde outside =} staticl =\ HTTP_SERVER  fr senvicel =t static2 (5) = HTTP_SERVER ur servicel
| ouiside inside &l HTTP_SERVER. S| staticZ b service 1 = HTTP_SERVER (5] M stabci e servicel
= Network Object” NAT (Rule 2) &
2 inside outside B HTTP_SERVER @ any 25 hitp 2| 209.165.201.3(5) ~ Original - bty
outside inside @ any B 209.165.201.3 & hitp = Original - B, HTTP_SERVER. e hitp %

Per-Session PAT L — /L DR E

T 74N T, $XTDOTCPPAT b7 7 4 v 7 EBL O XTDOUDPDNS 77 1 v 77
Per-Session PAT Zffif L £, F 7 7 ¢ v 712 Multi-Session PAT % 13 5 {21, Per-Session
PAT V=V 2B E L E T, #FA[/L—/L T Per-Session PAT Z{#fH L. fE&H/1L—/L T
Multi-Session PAT Z{# ] L 9, Per-Session PAT & Multi-Session PAT O FEHIIZ DWW T,
lPer-Session PAT & Multi-Session PAT (/13— = 2 9.0(1) LK) | (P.5-11) 2R LT &
AN

F 7V bk

F 7 F T, RONL—IABDA A =L ENET,

e any (IPv4 BL O IPv6) 725 any (IPvd 38 LV IPv6) ~D TCP %3 r[ T 5
e any (IPv4 BLIPV6) 726 KA A L ~D UDP #§FH[§ %
INHDON—E, =V T =T NICERINER A,

) NHONL—ITHIBRTEEEA, ZNEDNL—LTEIZ, FEIER SN2V — L DB ITIFEE
LFET, V—WTIEFIFHMENADT, T 74V N—NEEHITDHZENTEET, =
L2, INHDONL— L ERBIINEIELITIE. ROLOEBMLET,

e any (IPv4 BLIPv6) 7°5 any (IPv4 B L OVIPv6) ~D TCP Z4EET 5
e any (IPv4 BLWIPV6) 705 KA A ~D UDP BT 5

FNEDOEEH

A5 w7 1 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] #i#R L, [Add] > [Add
Per-Session NAT Rule] #7 U v 7 L9,

- O Configuration > Firewall > Advanced > Per-Session NAT Rules
LT R + 4 Jmm- 9
[ 4 Add Per-session NAT Rule... Destinatic
|. rvice Address
-?- I'I: ._"'
‘ ¥ Insert After

AT v/ 2 [Permit] £721% [Deny] #7 YV v 7 LET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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A7 97 3

AT o7 4

AT/ 1
A7 o7 8

*y hU—2 F7Vx7 FNATOE=4U>7 M

8nea Add Per-Session NAT Rule

Action: A=) Permit Deny

Source

Address: | any4

Service: | udp

Destination

Address: | any4

Service: | udp

Cancal | oK ]

Help

FFRIV—/LiX. per-session PAT Zfi ] L. fE75/L—/ V13 multi-session PAT Zf£H L £ 7,

T RVRAREZANT D, FRELIARF 227Vl L, A7 V=27 REERIRL T, #ELT
RUAZELET,

EEILY —EAIZ UDP £7213 TCP Z#fE L3, @F IR — N E2BE L T2, T+
BECRELR— NE2EETE £ 9, [UDP/port] £ 721X [TCP/port] ICASIT 50, [L]RZ %
Uy 7 LT, HBOEFRIFA TV FEBBRLET,

T RVRZANT D0, EFTREF[LIARF 27 V7 L, A7 V27 MERRLT, %66ET R
LVAZEELET,

SESE—EXIZUDP £721X TCP 245 E LE T, ZAUTKE T —ER L —HTHULENRH Y
F9, (LB THER— M2 ETE £9, [UDP/port] £7-1% [TCP/port] IC AT 50, [L]AR
ZraE7 Yy LT, HBEOMELIFIFT Vs FERIRLET,

[OK] %#7 Vv 7 LET,

[Applyl 27 VU » 27 LET,

X NIV—7 F73 =7 FNATOE=ZV T

[Monitoring] > [Properties] > [Connection Graphs] > [Xlates] XA > TlZ, 777 4 7 72% v hT—7
T RVAEWAE 7T 7 4 v VR TRRTEET, 1 2OV T 7 U4 RUICRKRT DHEHEHR
DEA T NL4DETEBRTEET, E#HEOI/ 77 U4 U FUERFRRKFICHAS 2N TEET,

T AL —IVEK
e [Available Graphs] : 77 7k T&EHarR—xxr b —HERLET,
— [Xlate Utilization] : ASA ® NAT ORI &2 F R L E T,

o [Graph Window Title] : 7’7 7 44 T&BMT D777 74 RukzfrLEd, BEFEO
T4 R A MEMEHTLICE, FrRy X7 UZX R NTANERIRL £7,
LW 4 U RO 775K RTDHIE, il s Ry 24 MvE ATTLET,

e [Add] : [Available Graphs] U A F TR L7z kU % [Selected Graphs] UV A MNMZIBE#T 5
IZid, 207 4—NVF &7V v 7 LET,

¢ [Remove] : [Selected Graphs] U A b HEIR L7== > b U ZHIFRT 511X,
7 Vv T LET,

ZD7 44—V K
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B X rv—2 47Y=7 F NATOZEH

[Show Graphs] : HILWI'F 7 74V Ry, FREFEH LT T7 V4 FUERRTHIC
X, 207 4= FEZ VI LET,

[Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] XA > TlX, /N7 + —~< AR %
TI77 4 v IR TERTEET, 1 DDV T77 Uy RUILERTIREROZ A 71T 4
DETERINTZET, DT T77 U4V RUERBFCHS ZENTEET,

TA4—IVF

[Available Graphs] : 77 7{b C&x barvFR—x v M —BRRLET,
— [AAA Perfmon] : ASA O AAA X7 3 —< V AFREF R LET,
— [Inspection Perfmon] : ASA ORENT +—~v V AFEREEFRLET,

— [Web Perfmon] : URL 7 7 £ A3 L OV URL $— B3R 72 B D ASA D Web /N7 o —<
AEMER T LUET,

— [Connections Perfmon] : ASA DEEFi/ N7 +—~ LV AFREFR R L ET,
— [Xlate Perfmon] : ASA @ NAT X7 +—~ v ZERAFRLE T,

[Graph Window Title] : 77 7 XA T %2BINT 2777 v 4 v RutuER R LET, BEFO
4Ry ZA F/V%fiﬁﬁﬁ“é X, Fay 7 H o JARMNLWTUNERNLET,
LW U R T 7%RRTHIE, il Ry 24 MvE A LET,

[Add] : [Available Graphs] U A F T#IR L7c=> kU % [Selected Graphs] UV A MIBHEIT 5
W2k, 07 4=V FRE2 70 v 7 LET,

[Remove] : [Selected Graphs] U A k253 L=t # A4 7 ZHIBRT DX, 27 0 —v
Fa7Y vy 7 LET,

[Show Graphs] : HFILWWI' T 7 U 4> RO FREFEH LI T77 U4 RUERRTHIZ
X, 207 4=V KEZY v LET,

2y NU—27 7= 7 ~ NAT O EH

ZIZTIE. ROBER ERLET,

[NEL Web — " ~DT 72 ADIM (AX¥ T 4 v 27 NAT) | (P.6-23)

TNERAS A R D NAT (XA F 3 v 7 NAT) B ELUHHE Web —/3D NAT (RF T 1 v 7

NAT) | (P.6-25)

DO~y 7 7 RLA (RZT 4 v 7 NAT. 1 %%) 2EoNEHa— R 5 3]

(P.6-30)

[FTP. HTTP, BLXUSMTP D72 DH —~7 KL A (R— MEMARELTZAZT 4 v/

NAT) | (P.6-34)

[~ A2 —TxAAEDDNS H—s3 EREOAL X —T7 x4 A LD Web $—
(DNS ETEARELI-AZT (v 7 NAT)] (P.6-37)

(o7 A H—TxAAEDDNS —BLORFIP ¥—/3, FTP b — "N EH I
% (DNSIEEZHRELIZAHXT 4 v 7 NAT) | (P.6-40)

(o7 A% —TxAAEDIPv4DNS — B LOFTP — 2, EEDOA ¥ —
Tx A ALEDIPv6 R A (DNS64EIEZRELTZAXT 4 v 7 NAT64) ] (P.6-42)
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Xy U—2 F7V=7 FNATo%=E B

NER Web 3 — S ~D 7 7 & 2D (X &Z 5 1 v~ 27 NAT)
WOFITIX, NE Web — RIZxf LTAFXT 4 v 7 NAT 2T LET, EEOT FLRi3”
FTAR—hK Xy N7 FIZHDHDOT, TV w7 7T RUVANRKETT, AXT (7 NAT
X, EET RLAIZHD Web — "D T 7 4 v 7 HBFRA NP TED L5127 57201C
VETT (K 6-1 #BH),

& 6-1 5 Web #-— 3 DX 471 »» 2 NAT

E! 209.165.201.12
_—

Outside

209.165.201.1

Undo Translation .I )
Security
10.1.2.27 —> 209.165.201.10 Y [ opiiance
—— |
10.1.2.1

| myWebServ

m— 10.1.2.27

A

248772

27971 WNE Web — D%y FTI—27 77 FaERRL £,

EC‘lﬂ:u ASDM ' for ASA - 10.86.94.87

b add [ Dsiete ﬂcﬂm S Add[|Eec odete + ¢ L MM QFdED

B 172.23.204.12 sl

B vil:49443 E Add MAT Rule. .,

&L 10.86.194.225 B Add MAT Rule After "Network Object” NAT Rules...

= 1086194 22:1 |g Add "Matwork Objact” NAT Rule... I

- J A ‘-!. ..I

Yy :'|F%

2
(=]

257972 WebV—_OTF7 RLAZERLET,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



H6E Xy U—2 F7 V= FNAT (ASA83LIE) |

M Xy rv—2 47Y=2 | NAT ORER

240707

NAT ¥

2Ty S 3 ATV VDAXT 47 NAT &R TELET,

L£.0.8 Add Network Object
Name: !mw.‘ebierv |
Type: _ Host =
IP Address: 10.1.2.27
Description: Inside Web Server

I?I Add Automatic Address Translation Rules

Type: [ Static B ]
Translated Addr:  209.165.201.10 B
PAT Pool Translated Address: iD

Extend PAT uniqueness to per destination instead of per interface

Translave TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) Tailif -
Use IPvE for interface PAT

| Advanced... |

Help | | Cancel | [ Ok |

27 w7 & [Advanced] 7V v 7 LT, EBEOA v F—T oA Ao T AL E—T x4 ZAZHEL
i—a—o

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy U—2 F7V=7 FNATo%=E B

anD Advanced NAT Settings

Translate DNS replies for rule

Disable Proxy ARP on egress interface

Interface

Source Interface: inside

Destinatini Interface: | outside

Service

Protocol: LU (4]

Real Port:

Mapped Port:

Help Cancel oK

[awm2

25 w75 [OK] %7 U w27 LT [Edit Network Object] ¥4 72 7R 7 AZREY., b H—E [OK] &7
Uo7 L, [Applyl 7 U v 7 LET,

NEFAR A R D NAT (43 v 27 NAT) B L USE Web 3-— /3 NAT
(A&7 1> NAT)

KOFITIE, T4 =K Xy hT—27 EORE2—FBHNEICT 7 AT HEE, 20—
PIZHEAF L7 NAT R ELET, £/, W —F 09N Web — 2R T 2545,
ZDOWebV—DT7 RLUARNE R Y NT—JIZFETDHEIICARZDT FLARILEHRINE
T (K 62 25M),

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

W %o tv—2 #7Y=7 |k NAT OREH

& 6-2 REED A F 3 2 NAT, HE5Web #— DX 557 1 2 NAT
I:l Web Server
==Y 209.165.201.12
?

Qutside
209.165.201.1
Translation
10.1.2.10 —> 209.165.201.20 \ )
@l Security
Undo Translation ._f; Appliance
209.165.201.12 <— 10.1.2.20 =

10.1.2.1

mylInsNet
10.1.2.0/24

248773

27971 WlFRY hT—IDFy hT—2 A7V =7 R LET,

r ASA - 10.86.94.

 Add [Joclte S comect | (@il e oses + & % MM - QredED

B 1722320412 v
Bl vl 49443 E Add NAT Rule...

'_j. 10.66.194.225 B | Add MAT Rule After "Network Objact” NAT Rulss...

B et o | |2 aad metwerk object” NAT Rue... |

P ﬁ

240705

AFvS 2 HNHERY NO—I DT RLAZEHRZLET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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AT w7 3

AT w7 4

P Address: (10120 |
Metmask:  |255.255.285.0 [>]
NAT 2

240750

Xy hU—2 7=/ + NAT DR EH

WHRy NT—7 DX AT I 7 NAT A 2—T7 VI LET,

800 Add Network Object
MName: ‘MylnsNet
Type: Metwork B
IP Address: 110.1.2.0
Netmask: 1255.255.255.0 -]
Description: |

(¥ Add Automatic Address Translation Rules

| Dynamic :

Type:

Translated Addr:

_| PAT Pool Translated Address:

o
U

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports Into flat range 1024-65535

_| Fall through to interface PAT(dest intf): | failif
Use IPvE for interface PAT
Advanced...
|  Help | cancel |

Include range 1-1023

*

[Translated Addr] 7 4 —/V R T, WE7 RLADERIE L 7255 4 F 3 v 7 NAT 77— L& FHT

Ly NT—7 7V MEIBIT 5T,

WAL 27 ) 7 LET,

a. HLWAy NUV—7 FT7 V=7 FEBMLET,
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

W %o tv—2 #7Y=7 |k NAT OREH

C) Browse Translated Addr

4k add :i W W ), Where

8 Metwork Object... |

il Metwork Object Group... g

(= 1Pw4 Natwork Objects
o myweb... 10.1.2.27 258,29
w8 networkl  10.9.1.0 255,25
b test 16,110 265,29
3 test3 10.10.1.1 mag
= pests 10.90.57.2 295,29 E

b. NAT 7— VD7 RV AEZERLT, [OK] 27 Vv 7 LET,

[Z) Edit Network Object %]
Name: mryNatfaal
Twe  [Range ]

Start Addre... |209.165.201.20
End Address: |209.165.201.30
Description:

NAT ¥

[ ok J[ comel J[ ree ]

240753

c. TLWRXY NT—0 AT V=20 "aXTNI 0 v 7 TERIRLET, [OK] 227V v 7 LT,
NAT 2 7 4 Falb—a R £,

Selected Translated Addr —
Translated Addr -> myHatPocl

Lo J e |5
257975 [Advanced] 7 Vv 7 LT, EEDA LV Z—T oA A~y T A Z—T oA AZHEL
ESc
8 N0 Advanced NAT Settings

|_| Translate DNS replies for rule

[_| Disable Proxy ARP on egress interface
Lookup route table o locate egress interface

Interface

Source Interface: | inside *

Destination Interface: | outside :

k

Service

ar|

Protocol: e tcp

Real Port:
Mapped Port:

[ Help | | Cancel | | oK

nar2

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2 #7V=7 FNAToRep B

27 v7 6 [OK] %22 U 27 LT [Edit Network Object] # A 712 7Ry 7 ZIZRY, &9~ [OK] &7
Y > 27 LT [NATRules] 7—7 VIZEYD £97,

257971 HEHWeb V—"DFy NT—7 3TV =27 FEAERLET,

[#add[-| et Modete + ¢ % M- QFcd@ED
B 172,23 204.12 . -
Bl vFwl 49443 (3] Add NAT Rule...
— 8 10.86.194.225 | 3| Add NAT Rule After "Netwerk Object” NAT Rules...
55: e ity o1 [[B 2dd Metwork Object” NAT Rule... |
- — Imsart..
W M reertaner. L8

2F 78 Web—1_"O7 RL2AZEFRLET,

80606 — g
Name: |outWebServ |
Type: | Host .

IP Address: 1209.165.201.12 i
Description: [ |

257979 WebV—"DORAXT v 7 NAT ZHELET,

800 Add Netwpek Oblact
MName: | outWebServ |
Type: _ Host 2l
IP Address: ??D’B._lﬁS.ZUl.lz |
Description: | l

¥ Add Automatic Address Translation Rules
Type: [ Starc 3]
Translated Addr: | 10.1.2.20) B

PAT Pool Translated Address: _
2797 10 [Advanced] %7 U v 7 LT, BEOA L F—T A AL~y BT A X —T oA AEREL
7,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B X rv—2 47Y=7 F NATOZEH

’""Ea.:.,_'; Network Object _-__-lm
——— LR -
[0 Advanced NAT Settings
[[] Translate DNS rephes for rule
Interface
Sarce Inbarfaca: lautside El
Destination Interface: | Insida El
Sarvice
Prokocol: | o tep :]
Real Pork:
Mappad Port:
ot J[cma J[C e |
-
]

25 v 7 1 [OK] 27 U w27 LT [Edit Network Object] ¥ A 7 0 /Ry 7 AZREY, &9 % [OK] &7
Uo7 L, [Applyl &7 U v 7 LET,

B DO~ 7 RLR (REZT 4 v 27 NAT, 154%) ZEOHID
a— K NZ %
WOFITIX, BEOIPT RLRAIZEBINOINGHE— K XT7 P EZRLTWET, SEE A
MRy BT IPT RLAD 1 DIZT 7 8ATIHAE. 1 20a—RK XT3 07 FLRITIE

E#INFHA, BREND URLICHLET, P 774 v 7 FIELWWeb P—NIZU XA 17
FLET (X 6-3 22H),

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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& 6-3

Host
A
1)

—

Xy hU—2 7=/ + NAT DR EH

ABIE — R NS Y DI LT w2 NAT (1 44£)

Undo Translation

Undo Translation
209.165.201.5 > 10.1.2.27

209.165.201.3 > 10.1.2.27

-

N\,

m——
Undo Translation

209.165.201.4 —> 10.1.2.27 @

Load Balancer
7 10.1.2.27

Web Servers

248633

240705

27y 71 B—RKRZUHOXy VT —27 707 MEAERRLET,
-l-:dﬂm Scomet | [ @ex Modete + ¢ 3 MM - QFdED
172,23, 204.12 A
B vFwl 49443 | AT ke,
5 10.86.194.225 B | Add NAT Rule After "Network Object” NAT Rules...
I i 10.86.194.224 il =] f.d:i-'lﬂehmrkm}ect'NATRule... ]
M—ﬁ e Insert Afte
SN
2FvF 2 B—RARATUHOT RLAZERLET,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

W %o tv—2 #7Y=7 |k NAT OREH

Bkt vk oRj 5]
{| Mame: MyLBHst |
Type: Host. El

IP Address: | 10.1.2.27
Descripbion:

&
AT S5V

27y S 3 B—RR_NFUYDAET 4 v 7 NAT ZRELET,

/T3 Add Network Object %]
il vame: MyLBHost |
Type: ot ]

P Address: | 10.1.2.27
Descriphon:
NAT 2
[] Add Automatic Address Translation Rules
Type: T
Transiated Addr: | B =

2
|
&

2527 4 [Translated Addr] 7 4 —/V R T, B— R RNF % 7 RL2ADERIE L 72 B 225 (v 7 NAT
T RVAIN—T2EKTH LRy NT—27 A7V x7 NEBINTHICE, B2RRY %27
Vo7 LET,
a LWy hNU—2 A7 V=7 FEBMLET,

e

[C) Browse Translated Addr

T EEEE | o

|8 Metwork Object... |

iﬂ Matwork: Object Group... etz

[=-1Pw4 Natwork Objacts
= myweb... 10.1.2.27 255,25
a8 networkl  10.9.1.0 268, 25!
al test 16.1.1.0 28519
& rest3 10,110,110 2555 ﬁ
5 rests 10.90.67.2 Pty E

b 2XF 4 v 7 NATT7 KL A L —7%EHEL, [OK]ZZ Vv 7 LET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy U—2 F7V=7 FNATo%=E B

1| Hame: myPublciPs

] : :

j| Tvee: Range ] i
i| Startaddre... [109.165.201.3

’ End Address: | 209.165.201.6]

::. Descripton:

=f

 L{Bpal 2|
; |
| = |3
.= — | o

c. ILWXy NT—27 A7V hA2XTALI Y w7 TERLET, [OK] 227 U v 27 LT,
NAT 2> 7 4 Fal—a lREZD £1,

J b . L
Selected Tronsisted Addr

Transiabed Addr - > myPublclPs

(= Je |3

2797 5 [Advanced] 7V v 7 LT, BEBEOA L Z—T 2 Abwo T AL Z—T x4 ZAZHEEL
i‘é—o

[@ Edit Network Object E3

T2 Advanced NAT Settings Bl
[] Transiate DNS repbes For rule

Interface

Source Inkerface: | Inside [>]
Destination Interface: | Utside’ 1]

Sarvice -
Protocol: imu:n v

oc [ come J[ oo |

248700

o J[ concel J[ tep |

2797 6 [OK] %2 U w2 LT [Edit Network Object] # A 712 77K v 7 AZRY ., & 9 —JE [OK] %7
Uy Z L, [Applyl 27 U v 7 LET,
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

W %o tv—2 #7Y=7 |k NAT OREH

FTP. HTTP, BXOSMTP D7D DE—7 FL A (A— NEBREPHRTE
L7=A&ZT 1 7 NAT)

WDOR— NEWARELIZAZT 427 NAT O T, VE—F 2—FIZHE -7 FL AT
FTP. HTTP. BXOXSMTP IZ7 7 A TE 5 X920 3, o0V — N IHEEBIZIE, *
NENRRAETAA AL LTEBEOR Yy NUY—7 FICEFEELETN, R— M E#HERT LA
274y NAT V=LV EBETDHE, FHT I~y E L7 IP T FLRIIFR LT, EEA]
OR— b EFEHTIEnTEET, (X 64 ZHH),

X 6-4 WN— N BHRERIELERSZ T 1 2 NAT

Undo Translation
209.165.201.3:21 > 10.1.2.27

Undo Translation
—I 209.165.201.3:25 > 10.1.2.29
‘I

Undo Translation >

209.165.201.3:80 —> 10.1.2.28 =

FTP server /=== SMTP server
0.1.2.27 Dl 10.1.2.29

130031

HTTP server
10.1.2.28

257971 FIPH—R_RT RKLADORy NI—7 TV =7 EERLET,

7 Cisco ASDM~  for ASA - 10.86.94.87
File Wiew Toals Wizards Window Help

| 9 Home o coniuration| [ ] eckorng | | swve et
Device List g 8 % Configuration > Firewall > NAT Rules
& Add [ Delete ¥ Comect ] Sadd-| st osee + & % M- QFed Boi
B 172,23.204.12 ”~
Bl vhwli99443 "'| Add NAT Rule...
Bl 10.86.194.225 = Add MAT Rule Aftsr "Network Object” NAT Rules...
B 10.86.194.224 Add "Matwark Objact” NAT Rule...
| #310.86.94.67 i |F: : i 2 |
ﬁmunuﬁ I~
|| Eo AT Ries z

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2 #7V=7 FNAToRep B

27w 72 FIPYV—_"DOT7 RLAZEHRL. TATT AT 4 R—"EWERELIZAZT v 27 NAT
Z FTP H— IR ELET,

@ Add Network Object E‘\J
Name: [FTP_SERVER
Type: |Hﬂ5l :]
Paddes: |10.1.2.27 |
Description: |
HAT 2
[#] Add Automatic Address Transation Rules
Typa: | stabe "
Transiated Addr: | 209.165.201.3 [
()= )= |3
=]

25y 73 [Advanced| 7 V v 7 L, FTIPDEEOA LV X —T 2 A ABL R~y T A v X —T 2 R
EAR—MEHAERELET,

i@ Advanced NAT Settings @
[ Transiate DS replies for rule
Interface
Source Interface: | mside E]
Destination Interface: | outside v
Service
Protoool: {ﬂ-n:p L
Resl Port: ™ N

257y 7 4 HTTPH— T RLADOFXy NU—7 77 MEERLET,

% add [ Delete & Connect B Add-| et osete + & % M- QFed EHO
 172.23.204.12 T! AT R -

Bl vFwl:49443 (3]
5 10.86.194.225 B | Add NAT Rule After "Network Object” NAT Rules...
Aoty ‘o | [ 2dd Metwerk Objact” NAT Rue... |

240705

27y 75 HITP YV — DT RVARAEEHZEL. TAT T AT 4 R— b EWEFRTLIZAXT 4 v 7 NAT
Z HTTP YV — IR EL £9,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

Xy hU—2 ATV =2  NAT OFRER

_
Type: |Fost >
IP Address:  [10.1.2.23 |
Description: |
MAT -]
[#] Add Automatic Address Translation Rules
Typa: Stabic w
Transiated Addr: | 205, 155.201.3 EH
=
o J o J[Cree ] g
(Y]

A2F w7 6 [Advanced| %27 Vv 27 L, HITP DEEOA L X —T 2 A AB LR~y T A v HZ—T = A
ALR— I EHRERELET,

[ Advanced NAT Settings E’ﬂ
[ Translate DS replies for rule
Interface
Source Interface: | inside E.]
Destination Interface: | cutsde E|
Service
Real Port: http

Mapped Parts [http

T | =

2400085

27971 SMIPHV— R T RLADFy NU—7 7 V=7 FaAERRLET,

"';“1!"** & cannect @ k-] eck Modete + & L BM- QFdEo
172.23.204.12 o
B vFwl 49443 | Add NAT Rule...

— B 10.86.194.225 B | Add NAT Rule After "Network Object” MAT Rulss...

= 10.86.194.224 1| B 20d Wetwerk Object” NaT Rue... ]

g ||| ESSEE :

240705

2797 8 SMIPH— DT RLAZEHBRL.TAT T AT 4 R"— "EWERELIZAZT 4 v 27 NAT
Z SMTP Y — TR T L E7,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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277 10

Xy U—2 F7V=7 FNATo%=E B

7} Edit Network Object

Name: SMTP_SERVER

Type: Host :]
IP Address:

Description:

10, L.2.29

HAT 2
[#] Add Automatic Address Transiation Rules
Type: Stabc v]

Translated Addr: | 209,155,201, 3 (J

Advanced...

[ ox  J[ cance |

Hep | %

[Advanced] 27 UV v 27 L., SMTP ODEBEDOA v X —T =2 A ABI VN~ T A 0 X —T = A
ALR—MEBEFRTELET,

[] Translate DNS replies for rule
Interface
Source Interface: inside :|
Destination Interface: | outside :'J
Service
Protoool: ke bp :_l
Real Port: mip
Mapped Part: smitg|
(e
o) Cos ) =] g
o

[OK] #7 U » 7 LT [Edit Network Object] ¥ A 7B 7Ry 7 ZAIZRD | b 9 —J [OK] &7
Uo7 L, [Applyl 27V v 7 LET,

<2 oS A E—T A A EDODNS — N, EROA X —T <
A A LD Web J—/% (DNSIETEEZRELI-ZAHT 1 v~ NAT)

72& 21X, DNS = RPN, v X —T =2 A APBT 7B ARETHDL ELET,
ftp.cisco.com &\ — PN A X —T = A X EIZH Y 7, ftp.cisco.com DEFEDT K
LA (10.1.3.14) %, 4Ny b —27 ETCRflo~ vy B 7 R A (209.165.201.10) I
ABT ALy VIWCEBRTHEIIC, ASAZBRELET (K 6-5 %22, Z0HAE, ZOARH
T4 w7 =)L TDNS JEEELEEZA X —TNVIZTHLENHY T, ZHICEY., EEOT
KL 2% LT ftp.ciscocom (27 7 B AT 52 L2 SN TWVWEINE2—FE, ~v BV
7T RUATIERLS EBEDOT KL A% DNS b —"IMBZETE L1270 9,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1
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B X rv—2 47Y=7 F NATOZEH

R A K23 ftp.cisco.com D7 KL A %K 5H DNS ERAZEFT 5 L. DNS — N [FRE T
~v b7 7 R A (209.165.201.10) ZRrLE4, ASA L, WEH—"ORET (v 7 )L—
NEZB L, DNSIGENDT R 2% 10.1.3.14 IZZ8#: L £3, DNS IWEEEA A Rr— 7T
L7aWga, WEIAR 2 M ftp.cisco.com ITEEET 7 & 24 500V IZ, 209.165.201.10 (T  Z

T4 I EERETHIEERALET,

& 6-5 DNS J5EAEIE
DNS Server
|
L)

DNS Query
ftp.cisco.com?

Security
I Appliance
H—

DNS Reply
209.165.201.10

DNS Reply Modification
209.165.201.10 > 10.1.3.14

@ Inside
DNS Reply P R
CEPN Y-
V] 4

User ftp.cisco.com
10.1.3.14
Static Translation
on Outside to:
209.165.201.10

®

FTP Request
10.1.3.14

130021

AF9F1 FIPY—R_T RLADOFRy NT—7 7= FaAERL £,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K



| 6% Xy bhU—2A47Y=2 k NAT (ASA83LIKE)

Xy hU—2 #7V=7 FNAToRep B

*f“"*"' o S adds|EHec odete + & S MM- QFdBo
172,23,204.12 ~
B vFwl 49443 | Add MAT Rule...

— Bl 10.86.194.225 B | Add MAT Rule After "Natwork Object” NAT Rules...

B 10.86.194.224 o1 | 2 2dd Network object NaT Rue... ]

B Access Rules | bl i

= r omow

240705

2Fy 72 FIPYV—_"OT7 KL RAZEHEL. DNSEBEEEZERELIZAZT v 7 NAT ZRELE7,

_
Type: | ost >
IP Address:  [10.1.3.14 |
Description: |

HAT a

[#] Add sutomate Address Transiation Rules

Type: Stabc -

Translated Addr: | 205, 165.201, 10 EH
e lle=JCm] |3
[a}

2AFvF 3 EEOAL L H =T 2 A AL~ BT A F—T 24 ABLIUDNS EEEZRTT HITIE.
[Advanced] 7 U v 7 L ¥ 9,

[ Advanced NAT Settings E:j
[#] Transiate DS replies for rule
Interface
Source Interface: | inside E]
Destination Interface: | cutsde E|
Service
Protocol: I”"m E
Real Port:
Mapped Port:

o) Com ) ] %

25 w7 4 [OK] %7 U 27 LT [Edit Network Object] ¥ A 712 7R 7 ZZKRY, 9 [OK] &7
Uy Z L, [Applyl 27V v 7 LET,
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B X rv—2 47Y=7 F NATOZEH

v oA E—T A A LEDDNS Y — B ILOFIP —,3, FTP
P—_"NEHEINS (DNSBEEEZRELEZAZT ¢ v 27 NAT)

AT o7 1

6-6 |2, #MED FTP #—/3& DNS —"Z/R L ET, ASA ([ZiF, AV —HDOR ¥
T4y I ERPD Y ET, ZOHEIC, WE—Y D fip.cisco.com DT KL A% DNS #—/3C
giRk4 5 &, DNS — NJUs& s LTEBEOT KL 2 209.165.201.10 ZiK L £9,
ftp.cisco.com D~ v B> 7 7 KL & (10.1.2.56) DA —HFIC Lo THEHIND LT
WX, AET 4 v 7 EHITK L T DNS IWBEIEARET HLEND D £7,

&7 6-6 A #8 NAT 2(&/5 95 DNS i BEIE

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

DNS Server

Dest Addr. Translation

—_— 10.1.2.56 —>» 209.165.201.10
Security
Appllance

DNS Reply Modification

209.165.201.10 > 10.1.2.56 @
10.1.2.56 |EI|
2

10.1.2.27

FTP Request
10.1.2.56

C
[
[}
=
130022

FTP — X 7 KL AD Ry hU—27 7=/ MEERLET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2 #7V=7 FNAToRep B

*f“"*"' o S adds|EHec odete + & S MM- QFdBo
172,23,204.12 ~
B vFwl 49443 | Add MAT Rule...

— Bl 10.86.194.225 B | Add MAT Rule After "Natwork Object” NAT Rules...

B 10.86.194.224 o1 | 2 2dd Network object NaT Rue... ]

- B access Rules L Surcikbub fil
59 NAT Rudes.

240705

2Fv 72 FIPYV—_"OT FLRAZEFZEL. DNSEEZRTELIZAXT 4 v 7 NAT ZHRTEL £,

Iﬁ Edit Network Object E.g
me: e |
Type: |Fost >
IP Address:  |209.165.201.10 |
Description: |
MAT -]

[#] Add Automatic Address Translation Rules
Typa: Stabic w
Transiated Addr: | 10.1.2.55 EH
a
Celle=JCm] 3
(o]

257973 EEOA LA —T AR~ E LT A =T 2 ABLIODNS EEZRTT DT,
[Advanced] 7 UV v 7 L ¥,

{3 Advanced NAT Settings E’.ﬂ
[#] Transiate DS replies for rule
Interface
Source Interface: | cutside E"]
Destination Interface: | nside E|
Service
Resl Port:
Mapped Part:

[ J[ comd J[ ree ]

240044

25 w7 4 [OK] %7 ) v 2 LT [Edit Network Object] #A 70 7K v 7 21250 . 9 —fE [OK] % 7
Uy Z L, [Applyl 7V v 7 LET,
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W6E Xy rU—2 A7 V=2 FNAT (ASAB3LIKE) |

B X rv—2 47Y=7 F NATOZEH

2o T A E—T A4 Z LD IPVADNS Y — 3 L OFTP — X,
EBEOAL L EZ—T A XA LEDOIP6 A (DNSAEEEZHRELT-AF
5 4 > 77 NAT64)

6-6 |2, A D IPv4 > R T —2 LD FTP %—/3& DNS ¥ — % /R L E£7, ASA [ZiL, 4+
WYy —SHORZT 4y 7 EWRH Y £, ZOFEIT, PEL IPv6 — 73 fip.cisco.com DT
KL A% DNS % — NZE KT 5 &, DNS — NJe% & LTEBEOT R LA 209.165.200.225
ZIK L Ed, ftp.cisco.com D~ v 7 7 KL A (2001:DB8::DIA5:C8EL) AWNHEE=L—H I
KXoTHEHEND LT AHITIE, AFT 4 v 7 EHIZK LT DNS IWVBEEIEEZRET D5 E
NdHYET, ZOFINZIE, DNS = "DORZ T 7 NAT ZH#i, 38X O IPv6 78 A h D
PAT V=V b HENTWVET,

& 6-7 S8 NAT 2 &/ 75 DNS i BHEIE
ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1

Static Translation on Inside to:
2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification

209.165.200.225—>2001:DB8::D1A5:C8E1 @
DNS Reply
2001:DB8::D1A5:C8E1

User:
2001:DB8::1
PAT Translation on Outside to:
209.165.200.230

333368

A7 971 FIPV—XD7=dD, DNSIEEZRELIZAFT v 7 NAT #RELFE T,
a. FTPH— T RLADEDOOXRy NU—7 7 V=7 baERLET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy hU—2 #7V=7 FNAToRep B

200 Device List MY Con
% Add [] Delete & Connect
Find: | | Go

= 10.86.194.224
3 10.86,194.225

@ Home [gl Mnnring | Q Sau- thn!sh o Bacl: Forward i ? Help I vu

e 4+ 4 & @@l - Q Find B Diag
Mdataark Object” NAT Rulles... |

ect” NAT Rules... P
@

b. FTP —"D7 FL A% EH L., DNSIEEARELTZAXT 1 v 7 NAT i E L E7,
TN IS I ERTH DT, NATL6 1% LT one-to-one R ZH T LET,

]
' = Insert...
(alla) Firewall # Insert After...
B Access Rules
NAT Rules

€, Service Policy Rules

800 Add Network Object
Name: FTP_server I
Type: Host H
IP Version: (s)IPva () IPvE
IP Address: 309765_255225 ]
Description:

I_ﬁ Add Automatic Address Translation Rules

Type: [ Staric 3]

Translated Addr: | 2001:DBS:D1ASC8E1 G

O

Round Robin

Extend PAT unigueness 1o per destination instead of per interface
Translate TCP and UDP parts into flat range 1024-65535 Include range 1-1023
Fall through ta interface PAT{dest intf} management v

Use IPvE for interface PAT

Advanced...

| Help | Cancel | oK |

c. EBEDA L =Tz AR E LT A =T 2 ABLODNS BELEEZRET HITIE,
[Advanced] #7 U v 7 LE7,

CiscoASA V'V —RX 77 AT U 4—/VASDM a7 4 Fal—vary HL4F 1



BEE Xy hU—2 A7V + NAT (ASA83 LIRE)

W %o tv—2 #7Y=7 |k NAT OREH

a8ano Advanced NAT Settings

@Translale DNS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress Interface
Interface

Source Interface: | outside *

Destination Interface: | inside s

Service

Protocol: LI (o] .

Real Port:
Mapped Port:

| Help | | cancel | [Eok| i

d. [OK] #7 U v 27 L T [Edit Network Object] ¥4 7R 7R v 7 XKV £,
25 w72 DNSHT—"ONAT ZRELET,
a. DNSYV =T RLADDODFy NI —27 A7V =7 FEAERLET,
b. DNSH— D7 RLA%ZEF L, oneto-one FREZEH L TAXT v 7 NAT AR ELET,

800 Add Network Object
Name: DNS_server
Type: _Host .
IP Version: (&) 1Pva () IPv6
IF Address: _209_1552m_15
Description:

@ Add Automatic Address Translation Rules
Type: | staric a4
Translated Addr: | 2001:DB8::D1A5:C90F

™ Use one-to-one address translation

Reound Robin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) management :
Use IPvi for interface PAT

Advanced... |

| Help [ cancel | [EOKE]

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K
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Xy U—2 F7V=7 FNATo%=E B

c. EBEDOA L X —T A AL LT A0 F—T x4 ABRTET DHITIE. [Advanced] & 7
Vo7 LET,

ano0 Advanced NAT Settings

|_| Translate DNS replies for rule

|| Disable Proxy ARP on egress interface
Lookup route table 1o locate egress Interface

Interface

Source Interface: | outside .

Destination Interface: [ inside .'-—I

Service

ar|

Protocol: = wp

Real Port:
Mapped Port:

[ Help | | Cancel | [FOK]

d. [OK] #7 U » 7 LT [Edit Network Object] ¥ 4 7 2 7R v 7 ZIZKEY £,
A7 w73 WHIPV6 Xy hT—2 2T 572D IPVAPAT 7'— VAR E L ET,

8N0 _Add Network Object
Mame: |IPva_PoOL
Type: | Range

Start Address: | 203.0.113.1

End Address: 203.0.113.254

Description:

[NAT] T. [Add Automatic Address Translation Rules] &= v 7R v 7 A& A4 712 LET,

Description:

__| Add Automatic Address Translation Rule
T .

vpe

2RF 7 & WNESIPV6 Ry hU—Z7 D7D PAT &K TE L £,
a. WEBIPV6E Xy hU—2 DO XRy NI —2 79207 FE2ERKRLET,

b. IPv6 XY hU—2 T RLZAZEHR L, PAT F— NV E2FHTAHEAFI v 7 NAT 2R EL
7,
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W %o tv—2 #7Y=7 |k NAT OREH

800 Add Network Object
Name: IPvE_INSIDE
Type: Network s
IP Address: (2001:DBS::

Prefix Length: 96

Description:

™ Add Automatic Address Translation Rules

Type: | Dynamic 2]
Translaved Addr: [3
(¥ PAT Pool Translated Address: | IPvd_POOL E]

|| Round Robin
| | Extend PAT uniqueness to per destination instead of per interface
|_| Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
_| Fall through to interface PAT(dest intf): | Inside .
Use IPv6 for interface PAT

Advanced...

|  Help [ Cancel | [N

AT

c. [PAT Pool Translated Address] 7 4 —/V ROMIZH D, [LIAX %27V v 7 L, LAENZHE
L7 PAT 77— L Z#IR LT, [OK] %27V v 7 LET,

8no Browse PAT Pool Translated Address

% Add - & Edit [ Delete €, Where Used

Filter: [Fiiter[Clear]
Name a1 |P Address Meimask Description Object MAT Ad..
¥ Network Objects
5 DNS_server 209.165.20... 2001:db&::d...
B FTP_server 209.165.20... 2001:dbB::d...
a8 |Pvd_POOL 203.0.113....
a8 obj_any 0.0.0.0 0.0.0.0 outside (P}
a test 2001:dbl:: 96

¥ Interfaces
s

Selecred PAT Pool Translated Address

|' PAT Pool Translated Address -> | IPv4_POOL

Cancel | | OK |

d EBEOA X —T oA AL~ BT AU F—T 2 ABRTET DL, [Advanced] & 7
Vo7 LET,

B CiscoASAYV—X 77 AT U4+—/VASDM a7 4 Fab—vav HA K



| 6% Xy bhU—2A47Y=2 k NAT (ASA83LIKE)

N 3]

Xy hU—2 #7Uz7 F NAToiegE N

Advanced NAT Settings

Translate DNS replies for rule

Interface

Source Interface: inside

Destination Interface: | outside

g

e. [OK] %7 U v 2 L T [Edit Network Object] Z A 7 0 77K v 7 AZRED £,
279785 [OK]ZZ7 Vw7 L, SHIZ[Applyl 227 Vv 7 LET,

Xy NU—27 37T =7 b NAT OESREERE

T 6-110, BRELE L, ThANEEINE-7T7y b 74— V) —2%3- L% 7., ASDM
. BEOTT o h 74— VY —REDTFNEBERD D720, VAR — MR EBIMEINT-FE
D ASDM V) —RA 3 —EIZIFEENTWERA,

# 6-1 Ry hD—2 F7x 2 b NAT DEEREER
VA ANV
HREA AHYY—2 AR

Zy NU—27 F 77 FNAT

8.3(1)

T NT—2 ATV FOIPT RLAD NAT ZiE L
i hj‘o

WOBmE N EAEIIEEINE L,

[Configuration] > [Firewall] > [NAT Rules]

[Configuration] > [Firewall] > [Objects] > [Network
Objects/Groups]

TAT T 4T 4 NAT O ED Al
BEZ2 71 ARP B L UUL— |k
N 7T T

8.4(2)/8.5(1)

TATYT 47 4 NAT OLEIO Y U =2 T, ¥y
ARP [I7 4 E—T7izsiv, A v 2 —7 oA ADWRTE
WIS — b vy 2 Ty IREH SR THWELE, 2R
LERETDHZLITITEEREATLE, 84Q) LI, 74
FoT 4T 4 NAT OF 7 3V "R DO 2 25 ¢ v 7
NAT 207 4 X2 b—2 g VOBEIC 8T 25 X5 I2E8H
SNFELFE, ZHIZEY, 774V FTT 2% ARP (34
=TV E N, NAT a7 4 X2 lb—a izl v
AVE—T 2 A ABPREIND LIV ELE FEES
NTWDHEE), TNOLOREXZFOEFERT L TEE
L. @A XF—TNEREIT 48— TEH LD
TEET, BEOAXT 7 NATO7 1% ARP %
TAE—TNCTDHZIEHLTEDLLIITR>TWVET,
8.3(1). 8.3(2), 84(1) 5 84T v T /L —RT5H L,
BEFHERE A IR FF T 2720, T _TOT AT T 47 4 NAT
a7 4 ¥ =2 L—3 =3 T no-proxy-arp ¥ —VU — R &
route-lookup ¥ — 7V — RNEFEND L IR TWVET,
WOEENEE INE L7z, [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit Network Object] > [Advanced NAT
Settings],
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B X rU—2 +7Y=7 b NAT OREER

# 6-1 Ry PU—2 372z 2 F NAT DEGERE (Fe&)

e

A ANV
5 YY—2R

RS

PAT 7= VB IO T v Koy
7 RLAEY YT

8.4(2)/8.5(1)

1 2DOT7 FLADRDDIZ, PAT 7 RLAD S — L& HRIE
TEAL5ELE, £, A7 a T, PATT R
VADTXRTOR— ML T —VNDOIROT R
LRAZMEHATE20TIEARLS, PATT KRLADOT T Fay
VEIDETEARX—TNMICTHIELTEET, ThHD
KEBEIZ. 1 DD PAT 7 RL A TEHEOEEEEZIT> TV 58
BINZFND DoS WBOXHR L7052 L &HIET 2 D&KL
HET, FLOBREICKY, 25O PAT 7 FL A&l
IR ETEET,

WOEHNEE I E L7z, [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit Network Object],

S Ru vy PAT F—/LE DY
TC. BHEOFRAMORULIP 7 K
VAT 5

8.4(3)

T Ra v BN YT TCPAT =242 & xI(C,
KA MIBEFOBGRH DEGE. TDRANNDLDERD
B i, A— FOMEHAIRETHAULFE U PATIP 7 KL A
NEEH S ET,

EEINT-EEIZH A,

" DEEFEIL, 8.5(1) FE1E8.6(1) TIHEH TE EHA,

PAT 77— /LD PAT R— D7 F v
I 72 s R

8.4(3)

fEHTE 55,6, EBEOERELR— MEER~vy BT
A= MR LTHEHSNET, 2720, EBEOR— M H
TELVGARIE, T 74V T, v~ v BV R— MIEE
DR— "5 & CUAR— MG (0~ 511, 512~ 1023, B
LTV 1024 ~ 65535) MHBINSNET, TOD, 1024 X
DHTFOR—MIIX, /NEWPAT =L DOBNH Y £9°,
THAAR— FNREEZGEHT D 8T 7 40 v I RN EEL HDHGEA
1. PAT 77—V &2EHT A L &I, VA ABRRD 35D
BORDVICT Ty bpdR— F&RAZFEHT S L5 ICEE
TEEJ, 1024 ~ 65535 £721F 1 ~ 65535 T,

WO E N SFuE L2, [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit Network Object],

" DEEREIL, 8.5(1) FE1E8.6(1) TIHEH TE EHA,

PAT 7 — /L OYELIE PAT

8.4(3)

£ PATIP 7 RV ATIL, &K 65535 DR — M & T
F9, 65535 DR — N TEBRBAR+43 7285513, PAT
T =X LTHEE PAT 24 X — T NMIZTHZ ENMTEE
T, PRAE PAT Tid, BHEHROEHLET FLALR—N&dH
O, IPT7T RLVAZTETIEERL, #—EXZ L2 65535 @D
A= B HEHINET,

WOEEHNEE I E LTz, [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit Network Object],

" DFEFEIE, 8.5(1) FEIE8.6(1) TIHEHN TE EHA,

CiscoASA 'V —X 774 T7U4—/VASDM 27 4 X2 L— 3> A K

6-48



| 6% Xy bhU—2A47Y=2 k NAT (ASA83LIKE)

Xy hU—2 #7Uz7 F NAToiegE N

# 6-1 F PU—2 F7x 2 b NAT DIEEEE (Fe)

75y R T 4—
¥EHEA A YY—2R HEetE
VPN ETOr—Hh/LIP T RL A% |84(3) Fhic, NEfxry hU—27 T, #lo¥Ccobniza—ha/LIP
THLTETOEBEOIP T L& 7 RLATIERL, VPNETOEEOIP 7 KL X Z21{FH
I3 B E) NAT L—/L THHEENHY F£9, VPN TlIETE. NExy hU—7Z

TIRATHEDIZ, VY THENI-a—ANLIPT KL A
NETICHRESNET, LEL, W —SBX0% v b
U= X2 T ANETOEBROIPT KL AICH IS
B, a—HNLIPT RLAZEHRL TE T OERED
ZYUy 7 IPT FLRZETHENHD £,

ZOMREIZ. R T A—F Tl oA v E—T =
A ATAF—TNMITTHZENTEET, VPN Y 3~
DELE7-1TUr S D &, A7 Y27 b NAT L— L3 H)
FNBEIMB X OHIBRENET, L—/1iL shownat =2~
FHEHLCERRTEET,

@& N—T 4 7 OREDIZD, ZOEENLIE TR
BAE., oMo AIHEL YA, THHAD
X T — 27 L OMSRED FHE A RS 51T,
Cisco TAC IZBMWEHLEL 7Z XV, IROFIFREIE
FHERL TL &0,

e Cisco IPsec 3 &L TN AnyConnect 7 7 A 7 > b D FH75
PAR—FIHET,

e NATRUVIL—BLIORVPNRY T —NHEHEND X
I, RXTY T IPT RLA~DY Z—r T
T4 IIXASAWCNV—T 4 VT EINBVLENHY
F7,

e B—RRATZUVUTEYR—FENERA OL—
T4 T OREDTY),

e T—3IVF (RTY I IPERE) IV ER—FZh
FH A

ASDM TlZZa<wy Rig¥vR—rInEHA, 2w F

FAL V=N EHEHLTCavry REANLTLLEE N,

IPv6 1D NAT O Y R— k 9.0(1) NAT N IPv6 N T 7 4 v 7 B R— 1T DL,

IPv4 & IPv6 D OE#H LV R— s &N FE9, IPv4 & IPv6

OBEOERIT., FF L ART LY kN F— RTIEHFE— F &

NEH A,

WOEENEE INE L7z, [Configuration] > [Firewall] >

[Objects] > [Network Objects/Group],

W5l & DNS Vv 7 7 v 7o NAT [9.0(1) NAT LV — B3 A % —T T ENTZDNS A VAT g v~

DY HR— b {9 5 IPv4 NAT. IPv6 NAT. B X N NAT64 Z 15 -9

A4 NAT 38| % DNS /v 7 7 v 7 H® DNS PTR L

a— ROEWHEYR—FTHL9170 F LI,
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BEE Xy hU—2 A7V + NAT (ASA83 LIRE)

B X rU—2 +7Y=7 b NAT OREER

Z# 6-1 F PU—2 F7x 2 b NAT DIEEEE (Fe)
A ANV
MEES A YY—=x HeretE @
Per-Session PAT 9.0(1) Per-session PAT #%HEI2 L > T PAT D A7 —F B U 5 1 A

FEL. 727XV TOHFRITEA N 2=y MIMB®
PAT i 2 C& 5 L 912729 £9, Multi-Session PAT
BRL, vAX— 2=y NZEBREL T AY— 2=y b %
FiEHE LT ALENRDY £9°, Per-Session PAT v 3
DETIREZ, ASA DB Uy b23E(E &4, BIELZ xlate
BHIFRENET, 2oV kY MkoT, = F /=R
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