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1 cLi |

IPS6.0 CLI

CLI 4

o

CLI

. CLlI
bash shell Bourne-again shell

EREEE R R RS EEEEEEEEEEEEEEEEEEEEEE S WARNING RS S S S EEEE SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEE]
UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.

This account is intended to be used for support and troubleshooting purposes only.
Unauthorized modifications are not supported and will require this device to be

re-imaged to guarantee proper operation.
R R R S RS RS R SRR SRR R R SRR E R R R R RS SRR R SRS EEEE SRR R R EREEEEEEEEEEEEESEEEEEESEEESEES

CLI
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cul u

IPS  CLI
e CLI
L]

Enter
o ?

?

sensor# configure ?

terminal Configure from the terminal

sensor# configure

Y

?
o ?
? ambiguous command

sensor# show c ?

% Ambiguous command : “show c”

sensor# show c?

clock configuration

sensor# show c
L]
L]
. Tab
L]
. Ctrl+P

Ctrl+N

Cisco Intrusion Prevention System 6.0
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N cu

e CLI

sensor# CONF

Tab

sensor# CONFigure

® —More—

Enter 1
. Ctrl+C
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1-1 CLI

1-1

Tab 1
Tab

Backspace

Enter Enter
-—-More--- Enter

---More---

Ctrl+P

Ctrl+P
Ctrl+N

Ctrl+A

Ctrl+B 1

Ctrl+D

Ctrl+E

Ctrl+F 1

Ctrl+K

Ctrl+L

Ctrl+T

Ctrl+uU

Ctrl+V

Ctrl+W

Ctrl+Y
10

Ctrl+z EXEC

Esc+B 1

Esc+C

Esc+D

Esc+F 1

Esc+L

Esc+U
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W s

IPS
IPS  CLI
. EXEC CLI

. EXEC configure terminal
sensor (config) #
service Service-name

sensor (config-ser) # ser 3

service Service-name log-instance-name

sensor (config-log) # log
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||
[0-9] 1
0 9 - 0 9
0 9
\
\* *
POSIX Extended Regular Expression
L1 [= [-]
16 \x61
a \x61 a
1-2
1-2
n A A
" [
["0-9]
$ abc$ abc
| ab a b
* 0
+ * + 1
? 0 1
0
(]
\
\xHH HH 16 [0-9A-Fa-f]
BEL  \x07 BS W08 FF \xOC LF \OA CR \xOD TAB
\x09 VT \x0B
c \c c
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CLI

L] ax*x a
® a+ 1 a
® ba?b bb bab
L] \** *
* (ab)* ab
* ([a-Za-z][0-9])+ 1
* 4 ?
A9b3 9ADb3
\
\1 2 2
e a(.)bc()\1\2 a bc
2
aZbcTZT z T
z
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CLI

CLI IPS 6.0

configure terminal

1
sensor# configure terminal
sensor (config) #
service
event-action-rules host interface logger network-access
ssh-known-hosts  trusted-certificates web-server

sensor# configure terminal
sensor (config) # service event-action-rules rules0
sensor (config-rul) #

end
EXEC

sensor# configure terminal
sensor (config) # end
sensor#

exit
EXEC

sensor# configure terminal

sensor (config) # service event-action-rules rulesO
sensor (config-rul) # exit

sensor (config)# exit

sensor#

cLi ||

analysis-engine authentication

notification

Cisco Intrusion Prevention System 6.0
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1 cLi |

N cu

CLI

no no
ssh host-key ipaddress
no ssh host-key ipaddress

no
default default
service
default
default
1-3
1-3
display-serial IDSM-2 NM-CIDS IDS-4215 AIM-IPS AIP-SSM-10 AIP-SSM-20
IPS-4240 1PS-4255 IPS-4260 IPS 4270-20
clock set IDSM-2 NM-CIDS AIM-IPS AIP-SSM-10 AIP-SSM-20
show inventory IDSM-2 NM-CIDS AIM-IPS IDS-4235 1DS-4250 AIP-SSM-10
AIP-SSM-20
show interfaces management |IDSM-2 NM-CIDS 1DS-4215 1DS-4235 1DS-4250 AIM-IPS
AIP-SSM-10 AIP-SSM-20

Cisco Intrusion Prevention System 6.0
oL-8825-01-J |



CHAPTER

IPS 6.0

e anomaly-detection load P. 2-3
e anomaly-detection save P.2-4
e banner login P.2-5

e clear denied-attackers P.2-6

e clearevents P.2-7

e clearline P.2-8

e clear os-identification P. 2-10
e clockset P.2-11

e configure P.2-12

e copy P.2-13

e copy ad-knowledge-base P. 2-16
e copy instance P.2-17

e display serial P.2-18

e downgrade P.2-19

e end P.2-20

e cerase P.2-21

e erase ad-knowledge-base P. 2-22
e exit P.2-23

e iplog P.2-24

e iplog-status P.2-25

e list component-configurations P. 2-27
e more P.2-28

e more begin P.2-30

e more exclude P.2-32

e moreinclude P.2-34

e packet P.2-35

e password P.2-37

e ping P.2-39

e privilege P.2-40

e recover P.2-41

e rename ad-knowledge-base P. 2-42
* reset P.2-43

Cisco Intrusion Prevention System 6.0

[ oL-8825-01-J



* service P.2-44

e setup P.2-48

e show ad-knowledge-base diff P.2-61
e show ad-knowledge-base files P.2-63
e show ad-knowledge-base thresholds P. 2-64
e show begin P. 2-67

e show clock P.2-69

e show configuration P.2-70

e showevents P.2-71

e show exclude P.2-73

e show history P.2-74

e show include P.2-75

e show interfaces P.2-76

e show inventory P.2-78

* show os-identification P.2-79
e show privilege P.2-80
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* show tls trusted-hosts  P. 2-93

e show users P.2-94
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e trace P.2-106
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anomaly-detection load W

anomaly-detection load

Knowledge Base KB; KB
EXEC anomaly-detection load

anomaly-detection virtual-sensor load [initial | file name]

virtual-sensor 1 64

A Za z 0 9 - _
name KB 1 32

A Za z 0 9 - _
initial KB
file KB
EXEC
6.0(1)

s

IPS 12.0 10S

KB 2006-Mar-16-10_00_00

sensor# anomaly-detection vs0 load file 2006-Mar-16-10_00_00
sensor#
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anomaly-detection save

anomaly-detection save

Anomaly Detection AD; KB
EXEC anomaly-detection save

anomaly-detection virtual-sensor save [new-name]

virtual-sensor 1 64
A a z 0 9 - _
new-name KB 32
A Za z 0 9 - _
YYYY-Mon-dd-hh_mm_ss Mon 3
EXEC
6.0(1)
AD KB
KB KB
KB KB
KB
Y
IPS 12.0 10S
KB my-kb
sensor# anomaly-detection vs0 save my-kb
sensor#
Cisco Intrusion Prevention System 6.0
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banner login W

banner login

banner login no
CLI

banner login

no banner login

CLI 2500
?
Ctrl+V
5.0(1)
banner login 2500
CLI Ctrl+Vv
?
‘M
Message Ctrli+C
A
Cisco 10S 12.0

sensor (config)# banner login
Banner([]: This message will be displayed on login. M Thank you!

This message will be displayed on login.

Thank you!
password:

Cisco Intrusion Prevention System 6.0
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W clear denied-attackers

clear denied-attackers

IP

clear denied-attackers [virtual-sensor] [ip-address ip-address]

EXEC clear denied-attackers

virtual-sensor

1 64 A
Z a z 0 9 - _
ip-address 1P
EXEC
5.0(1)
6.0(1) virtual-sensor ip-address
clear denied-attackers IP
IP
IP
IP
IP
IP
S
Cisco 10S 12.0
IP

sensor# clear denied-attackers

Warning: Executing this command will delete all addresses from the list of attackers

currently being denied by the system.
Continue with clear? []: yes
sensor#

show statistics denied-attackers

ll_ Cisco Intrusion Prevention System 6.0
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clear events M

clear events

EXEC clear events
clear events
EXEC
4.0(2)
Y
IPS 12.0 10S

sensor# clear events

Warning: Executing this command will remove all events currently stored in the event
store.

Continue with clear? []:yes

sensor#

Cisco Intrusion Prevention System 6.0
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W clearline

clear line

CLlI EXEC clear line

clear line cli-id [message]

cli-id CLIID show users

message message

EXEC

5.0(1)

N

clear line
message Ctri+C
2550 Ctrl+Vv
clear line
Y
message Cisco 10S 12.0

Error: The maximum allowed CLI sessions are currently open, would you like to
terminate one of the open sessions? [no] yes

CLI D User Privilege

1253 adminl administrator

1267 cisco administrator

1398 test operator

Enter the CLI ID to clear: 1253

Message:Sorry! I need access to the system, so I am terminating your session.
sensor#

Cisco Intrusion Prevention System 6.0
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clearline W

adminl

sensor#
* k%

* ok ok

Termination request from AdminO
* k%

Sorry! I need access to the system, so I am terminating your session.

Error: The maximum allowed CLI sessions are currently open, please try again later.

show users CLI

Cisco Intrusion Prevention System 6.0
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W clear os-identification

clear os-identification

IP OS ID
EXEC clear os-identification

clear os-identification [virtual-sensor] learned [ip-address]

virtual-sensor

1 64 A
Z a z 0 9 - _
ip-address IP IP
OsSID
EXEC
6.0(1)
IP IP 1P
oS ID IP oS ID
OsID
OSID
IP IP
IP 10.1.1.12 oS ID

sensor# clear os-identification learned 10.1.1.12
sensor#
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2
clockset W

clock set

EXEC clock set
clock set hh:mm[:ss] month day year

hh:mm[:ss] 24
month
day
year
EXEC

4.0(1)

. NTP VINES

clock set
2002 7 29 1 32

sensor# clock set 13:32 July 29 2002
sensor#
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W configure

configure

EXEC configure terminal

configure terminal

terminal

EXEC

configure terminal

EXEC

sensor# configure terminal
sensor (config) #
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copy
IP EXEC copy
copy [/erase] source-url destination-url
copy iplog log-id destination-url
lerase
Y
source-url URL
destination-url URL
log-id ID iplog-status log-id
EXEC
copy iplog packet-file copy iplog packet-file
4.0(2)
URL
ftp: FTP URL
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
scp: SCP URL

scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename

Cisco Intrusion Prevention System 6.0
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W copy

http: Web URL
http:[//[username@]location]/directory]/filename
URL
https: Web URL
https:[[//username@]location]/directory]/filename
URL
current-config
Cisco 10S12.0
CLI
backup-config
CLI
iplog iplog IP ID
iplog-status IP
license-key
packet-file packet capture
libpcap
FTP scp FTP
Return
URL
copy
Y
Cisco 10S 120 copy

Cisco Intrusion Prevention System 6.0
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copy M

IP 10.1.1.1 / ~csidsuser/configuration/cfg

csidsuser

sensor# copy scp://csidsuser@10.l1.1.1l/configuration/cfg current-config
Password: ****x¥k%

WARNING: Copying over the current configuration may leave the box in an unstable
state.

Would you like to copy current-config to backup-config before proceeding? [yes]:
csidsuser@10.1.1.1's password:

cfg 100%
|*********************************************************************| 36124
00:00
sensor#

IP 10.1.1.1 / ~csidsuser/iplog12345  ID
12345  iplog csidsuser

sensor# copy iplog 12345 scp://csidsuser@10.1.1.1/iplogl2345

Password: ****x¥k%

iplog 100%
|~k********************************************************************
36124 00:00

sensor#

iplog-status 1P
more

packet

Cisco Intrusion Prevention System 6.0
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Bl copy ad-knowledge-base

copy ad-knowledge-base

KB

copy ad-knowledge-base virtual-sensor [current | initial | file name] destination-url

EXEC

copy ad-knowledge-base virtual-sensor source-url new-name

copy ad-knowledge-base

virtual-sensor KB 1 64
A Z a z 0 _
name KB 32
A Za z 0 9 - _
current KB
file KB
initial KB
new-name KB 1 32
A Za z 0 9 - _
source-url URL FTP SCP HTTP HTTPS
pP.2-13 copy
destination-url URL FTP SCP HTTP HTTPS
p.2-13 copy
EXEC
6.0(1)
current
new-name load KB
Y
IPS 12.0 10S

sensor# copy ad-knowledge-base vs0

10.1.11

scp://cidsuser@10.1.1.1/AD/my-kb

Password: ***x*x*k%

2006-Mar-16-10_00_00

00:00
sensor#

100% 14920 0.0KB/s

~cidsuser/AD/my-kb

file 2006-Mar-16-10_00_00

2006-Mar-16-10_00_00

ll_ Cisco Intrusion Prevention System 6.0
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copy instance M

copy instance

EXEC copy instance

copy [anomaly-detection | event-action-rules | signature-definition] source destination

source

destination

EXEC

6.0(1)

sig0 mySig

sensor# copy signature-definition sig0 mySig
sensor#

Cisco Intrusion Prevention System 6.0
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M display serial

display serial
display serial no display-serial

display-serial

no display-serial

no display-serial

EXEC

4000

display-serial

Linux

sensor (config) # display-serial
sensor (config) #

Cisco Intrusion Prevention System 6.0
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downgrade M

downgrade

downgrade

downgrade

4.0(0)

sensor (config) # downgrade

Warning: Executing this command will reboot the system and downgrade to
IDS-K9-sp-4.1-4-S91.rpm. Configuration changes made since the last upgrade will be
lost and the system may be rebooted.

Continue with downgrade?: yes

sensor#

downgrade

sensor# downgrade
Error: No downgrade available
sensor#

show version (0N
IPS

Cisco Intrusion Prevention System 6.0
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H end

end

end
EXEC

end

4.0(1)

sensor# configure terminal
sensor (config)# end
sensor#

Cisco Intrusion Prevention System 6.0
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erase M
EXEC erase
erase { backup-config | current-config | packet-file }
backup-config
Cisco 10S 12.0
CLlI
current-config
CLI
packet-file packet capture
libpcap
EXEC
4.0(1)
service
Cisco 10S 12.0 IPS

sensor# erase current-config

Warning: Removing the current-config file will result in all configuration being reset
to default, including system information such as IP address.

User accounts will not be erased. They must be removed manually using the “no
username” command.

Continue? []: yes

sensor#

Cisco Intrusion Prevention System 6.0
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M erase ad-knowledge-base

erase ad-knowledge-base

KB EXEC erase ad-knowledge-base

erase ad-knowledge-base [virtual-sensor [name]]

virtual-sensor KB 1 64

name KB 32

EXEC

6.0(1)

KB KB KB

v

IPS 12.0 10S

vsO  2006-Mar-16-10_00_00

sensor# erase ad-knowledge-base vs0 2006-Mar-16-10_00_00
sensor#

KB KB
vsO

sensor# erase ad-knowledge-base vs0

Warning: Executing this command will delete all virtual sensor 'vs0' knowledge bases
except the file loaded as current and the initial knowledge base.

Continue with erase? : yes

sensor#

KB KB

sensor# erase ad-knowledge-base

Warning: Executing this command will delete all virtual sensor knowledge bases except
the file loaded as current and the initial knowledge base.

Continue with erase? : yes

sensor#

Cisco Intrusion Prevention System 6.0
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exit

EXEC

exit

exit

exit W

4.0(0)

exit

sensor# configure terminal
sensor (config) # exit
sensor#

no

Cisco Intrusion Prevention System 6.0
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H iplog

Iplog

IP EXEC iplog
no log-id
iplog name ip-address [duration minutes] [packets numPackets] [bytes numBytes]
no iplog [log-id log-id | name name ]
name
ip-address IP
P.2-48 setup

minutes 1 60

10
numPackets 0 4294967295

1000
numBytes 0 4294967295 0
log-id ID ID iplog-status
EXEC
4.0(1)

no

Y

IPS 12.0 10S

vsO 10.2.3.1
sensor# iplog vsO0 10.2.3.1
Logging started for virtual sensor vs0O, IP address 10.2.3.1, Log ID 2342
WARNING: IP Logging will affect system performance.
sensor#

Cisco Intrusion Prevention System 6.0
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iplog-status W

iplog-status

packet

Iplog-status

EXEC

iplog-status

iplog-status [log-id log-id] [brief] [reverse] [[{begin regular-expression | exclude regular-expression |
include regular-expression | redirect destination-url}]

log-id ID
brief iplog

reverse

I

regular-expression iplog-status

begin more

exclude iplog-status

include iplog-status

redirect iplog-status URL

destination-url URL

EXEC

4.0(1)

4.0(2) status

6.0(1) log-id brief reverse begin exclude include redirect

Cisco Intrusion Prevention System 6.0
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iplog-status

added
started
completed
%
IPS 12.0 10S

IP
sensor# iplog-status
Log ID: 2425
IP Address: 10.1.1.2
Virtual Sensor: vs0
Status: started

Start Time:
Packets Captured:

Log ID:

IP Address:
Virtual Sensor:
Status:

Event ID:

Start Time:

End Time:
sensor#

2003/07/30 18:24:18 2002/07/30 12:24:18 CST
1039438

2342

10.2.3.1

vs0

completed

209348

2003/07/30 18:24:18 2002/07/30 12:24:18 CST
2003/07/30 18:34:18 2002/07/30 12:34:18 CST

IP
sensor# iplog-status brief

Log ID VS IP Addressl Status Event ID Start Date
2425 vs0 10.1.1.2 started N/A 2003/07/30
2342 vs0 10.2.3.1 completed 209348 2003/07/30
iplog IP

ll_ Cisco Intrusion Prevention System 6.0
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list component-configurations W

list component-configurations

EXEC
list component-configurations

list [anomaly-detection-configurations | event-action-rules-configurations |
signature-definition-configurations]

EXEC

6.0(1)

N/A

2

IPS 12.0 10S

sensor# list signature-definition-configurations
Signature Definition

Instance Size Virtual Sensor
sig0 2293 vs0
mySig 3422 N/A

sensor#

Cisco Intrusion Prevention System 6.0
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H more

more

EXEC more
more keyword
current-config
Cisco 10S 12.0
CLlI
backup-config
CLlI
EXEC
current-config current-config
4.0(2)
IPS
Y
Cisco 10S 12.0

Cisco Intrusion Prevention System 6.0
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more

sensor# more current-config
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! Version 6.0(0.9)
! Host:
! Realm Keys

keyl.0

! Signature Definition:
! Signature Update S212.0 2006-01-12

service interface
physical-interfaces
admin-state enabled
exit
physical-interfaces
admin-state enabled
exit
physical-interfaces
admin-state enabled
exit
physical-interfaces
admin-state enabled
exit
physical-interfaces
admin-state enabled
exit

exit

FastEthernet0/1

FastEthernetl/0

FastEthernetl/1

FastEthernetl/2

FastEthernetl/3

service authentication

exit

service event-action-rules rulesO

exit

service host
network-settings

host-ip 10.89.149.118/25,10.89.149.126

host-name sensor

telnet-option enabled
access-1list 10.0.0.0/8
access-1list 64.0.0.0/8

exit
time-zone-settings
offset 0

standard-time-zone-name UTC

exit
exit

service logger
exit

service network-access

more M

exit

more begin more
more exclude more
more include more
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[ oL-8825-01-J



Bl more begin

more begin

more EXEC more begin
more
more keyword | begin regular-expression
keyword current-config
Cisco 10S 12.0
CLI
backup-config
CLlI

I
regular expression more

EXEC

current-config current-config
4.0(1)
4.0(2) more begin

ll_ Cisco Intrusion Prevention System 6.0
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more

sensor# more current-config | begin ip
host-ip 10.89.147.31/25,10.89.147.126

host-name sensor
access-1list 0.0.0.0/0

login-banner-text This message will be displayed on user login.

exit
time-zone-settings
offset -360

standard-time-zone-name CST

exit
exit

service interface
exit

service logger
exit

service network-acces
user-profiles mona
enable-password fooba
exit

exit

service notification
--MORE--

S

r

more begin W

more exclude

more
more include more
show begin show
show exclude show
show include show
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[ oL-8825-01-J



W  more exclude

more exclude

more EXEC
more exclude

more keyword | exclude regular-expression

keyword current-config
Cisco 10S 12.0
CLI
backup-config
CLlI

I
regular expression more
EXEC

current-config current-config
4.0(1)
4.0(2) more exclude
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more ip

sensor# more current-config | exclude ip

! Version 5.0(0.26)
! Current configuration last modified Thu Feb 17 04:25:15 2005

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host
network-settings
host-name sensor
access-1list 0.0.0.0/0

login-banner-text This message will be displayed on user login.

exit

time-zone-settings

offset -360
standard-time-zone-name CST

more exclude W

--MORE--

more begin more

more include more

show begin show
show exclude show

show include show

Cisco Intrusion Prevention System 6.0
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WM moreinclude

more include

more
EXEC more include

more keyword | include regular-expression

keyword current-config
Cisco 10S 12.0
CLI
backup-config
CLlI

I
regular expression more
EXEC

current-config current-config
4.0(1)
4.0(2) more include

more ip

sensor# more current-config | include ip
host-ip 10.89.147.31/25,10.89.147.126

sensor#

more begin more

more exclude more

show begin show
show exclude show

show include show
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packet W
packet
EXEC
packet display
capture
libpcap 1
copy
packet-file

display packet-file
info

packet display interface-name [snaplen length] [count count] [verbose] [expression expression]
packet display packet-file [verbose] [expression expression

packet display iplog id [verbose] [expression expression]

packet capture interface-name [snaplen length] [count count] [expression expression]

packet display file-info

interface-name GigabitEthernet FastEthernet
Management /

id IP ID

file-info

verbose 1

length 0 0
1600

count
1 10000

expression tcpdump
tcpdump

EXEC

5.0(1)

packet capture interface-name

Cisco Intrusion Prevention System 6.0
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W packet

packet

s

IPS 12.0 10S

Ctrl+C
ethereal-filter ~ man
file-info
Captured by: user:id, Cmd: cliCmd

Start: yyyy/mm/dd hh:mm:ss zone, End: yyyy/mm/dd hh:mm:ss zone or in-progress

id = CLIID

cliCmd =

FastEthernet 0/0

sensor# packet display fastethernet0/0

Warning This command will cause significant performance degradation.
Executing command: tethereal -i fastethernet0/0

0.000000 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=56
0.000262 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370007 Win=9184 Len=0

0.029148 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.029450 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370231 Win=9184 Len=0

0.030273 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.030575 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370455 Win=9184 Len=0

0.031361 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.031666 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370679 Win=9184 Len=0

0.032466 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.032761 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK]

sensor# packet display file-info
Captured by: raboyd:5292, Cmd: packet capture fastethernet0/0
Start: 2004/01/07 11:16:21 CST, End: 2004/01/07 11:20:35 CST
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password M

iplog IP
iplog-status IP

password

password password
no

password

password [name [newPassword]]

no password name

name 1 64

password

cisco cisco

4.0(0)

password

password

IPS

Cisco Intrusion Prevention System 6.0
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password

S

Cisco 10S 12.0  password

sensor (config) # password

Enter 0ld Login Password: ****kkkxk%
Enter New Login Password: ***%xx
Re-enter New Login Password: ****%*
sensor (config) #

tester

sensor (config) # password tester
Enter New Login Password: ****%%
Re-enter New Login Password: ***%%*
sensor (config) #

username
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ping

ping W

EXEC ping
ping address [count]
address ping IP
count 4
1 10000
EXEC
4.0(1)
ping
Solaris ping
sensor# ping 10.1.1.1
PING 10.1.1.1: 32 data bytes
40 bytes from 10.1.1.1: icmp_seg=0. time=0. ms
40 bytes from 10.1.1.1: icmp_seg=1. time=0. ms
40 bytes from 10.1.1.1: icmp_seg=2. time=0. ms
40 bytes from 10.1.1.1: icmp_seg=3. time=0. ms

----10.1.1.1 PING Statistics----
4 packets transmitted,
round-trip (ms) min/avg/max = 0/0/0

sensor#

Linux

4 packets received,

sensor# ping 10.1.1.1 2
PING 10.1.1.1 from 10.1.1.2 : 32(60) bytes

40 bytes from 10.1.1.1:
40 bytes from 10.1.1.1:

ping

icmp_seg=0 ttl=255
icmp_seg=1 ttl=255

--- 10.1.1.1 ping statistics ---
2 packets transmitted,
round-trip min/avg/max

sensor#

2 packets received,

0.2/0.2/0.2 ms

0% packet loss

of data.
time=0.2 ms
time=0.2 ms

0% packet loss

Cisco Intrusion Prevention System 6.0
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M privilege

sensor# ping 172.21.172.1
PING 172.21.172.1 (172.21.172.1) from 10.89.175.50 : 56(84) bytes of data.

—172.21.172.1 ping statistics—-

5 packets transmitted, 0 packets received, 100% packet loss
sensor#

privilege
privilege

privilege user name [ administrator | operator | viewer ]

name 1 64

4.0(1)

s

IPS 12.0 10S

tester

sensor (config) # privilege user tester operator

Warning: The privilege change does not apply to current CLI sessions. It will be
applied to subsequent logins.

sensor (config) #

username

Cisco Intrusion Prevention System 6.0
oL-8825-01-J |




recover M

recover

EXEC recover
recover application-partition
application-partition
4.0(1)
yes no Y N
CLlI
1
Y
IPS 12.0 10S
4.0(1)S29

sensor (config)# recover application-partition

Warning: Executing this command will stop all applications and re-image the node to
version 5.0(1)Sx. All configuration changes except for network settings will be reset
to default.

Continue with recovery? []:yes

Request Succeeded

sensor (config) #

Cisco Intrusion Prevention System 6.0
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Bl rename ad-knowledge-base

rename ad-knowledge-base

KB

rename ad-knowledge-base virtual-sensor [current | file name] new-name

EXEC

rename ad-knowledge-base

virtual-sensor

KB 1 64

name KB 32

A Za z 0 9 - _
current KB
file KB
new-name KB 1 32

A Z a z 0 9 -

EXEC
6.0(1)
current KB KB
~

IPS 12.0 10S

2006-Mar-16-10_00_00 my-kb
sensor# rename ad-knowledge-base vs0 file 2006-Mar-16-10_00_00 my-kb
sensor#
Cisco Intrusion Prevention System 6.0
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2
reset W

reset

EXEC reset powerdown

reset[powerdown]

powerdown

EXEC

4.0(1)

yes no Y N

CLI

v

IPS 12.0 10S

sensor# reset
Warning: Executing this command will stop all applications and reboot the node.

Continue with reset? []:yes
sensor#

Cisco Intrusion Prevention System 6.0 ||
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W  service

service

service

default

service {authentication | analysis-engine | external-product-interface | host | interface | logger |
network-access | notification | ssh-known-hosts | trusted-certificate | web-server}

default service {authentication | analysis-engine | external-product-interface | host | interface | logger
| network-access | notification | ssh-known-hosts | trusted-certificate | web-server}

default
no

service event-action-rules name
default service event-action-rules name

no service event-action-rules name

default
no

service signature-definition name
default service signature-definition name

no service signature-definition name

default
no

service anomaly-detection name
default anomaly-detection name

no service anomaly-detection name

service event-action-rules name

service signature-definition name

service anomaly-detection name

ll_ Cisco Intrusion Prevention System 6.0
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service W

authentication

analysis-engine

anomaly-detection

event-action-rules

external-product-inter
face

host IP

logger
network-access ARC

Network Access Controller Attack Response Controller
ARC

IPS6.0 CLI CLlI
network-access nac

notification

signature-definition

ssh-known-hosts

trusted-certificate X.509

web-server Web Web

name

4.0(0)

5.0(1) default

6.0(1) anomaly-detection external-product-interface os-identification

Cisco Intrusion Prevention System 6.0
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W  service

service
authentication

sensor (config-aut) #

A

IPS 12.0 10S

sensor (config) # service authentication
sensor (config-aut) #

sensor (config)# service analysis-engine
sensor (config-ana) #

sensor (config) # service event-action-rules rules0
sensor (config-rul) #

sensor (config)# service host
sensor (config-hos) #

sensor (config) # service interface
sensor (config-int) #

sensor (config) # service logger
sensor (config-log) #

ARC

sensor (config) # service network-access
sensor (config-net) #

SNMP

sensor (config)# service notification
sensor (config-not) #
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oL-8825-01-J |



sensor (config) # service
sensor (config-sig) #

SSH

sensor (config) # service
sensor (config-ssh) #

sensor (config)# service
sensor (config-tru) #

Web

sensor (config) # service
sensor (config-web) #

signature-definition sig0

ssh-known-hosts

trusted-certificate

web-server

Cisco Intrusion Prevention System 6.0
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W setup

setup

EXEC

setup

hostname  sensor
IP interface 10.1.9.201/24,10.1.9.1
telnet-server disabled
web-server port 443
summer time  disabled

summer time  enabled

e Summertime type Recurring
e Start Month  april

e Start Week first

e Start Day sunday

e Start Time 02:00:00

e End Month october

e End Week last

e EndDay sunday

e End Time 02:00:00

e Offset 60

e Timezone UTC
e UTCOffset 0

EXEC

setup

4.0(2)

5.0(1)

5.1(1) VLAN

6.0(1) VLAN
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setup W
setup System Configuration Dialog
System Configuration Dialog
System Configuration Dialog
Enter
System Configuration Dialog EXEC Ctrl+C
?
yes
no
yes no
IP Address/Netmask/Gateway X.X.X.X/nn,Y.Y.Y.Y XXX X 4
32 IP X=0 255
nn
Y.Y.YY 4 32
Y=0 255
Host Name 256 _ -
NTP setup NTP
recurring date recurring
date
disable
2-1
2-1

DST zone
week 1 5 last
day Sunday Monday
date 1 31
month January February
year 2001 2035
hh:mm / DST 24
offset 60
timezone
hours uTC
hh:mm:ss 24
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W setup

vsO /
VLAN
deny-packet-inline
setup System Configuration

sensor# setup
--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 172.21.172.25/8,172.21.172.1
host-name sensor

telnet-option disabled
access-1list 10.0.0.0/24
access-1list 172.0.0.0/24
ftp-timeout 300
login-banner-text

exit

time-zone-settings

offset 0

standard-time-zone-name UTC

exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 8080

exit

service event-action-rules rulesO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 75-100

exit

exit

service event-action-rules myEvr
overrides deny-packet-inline
override-item-status Enabled
risk-rating-range 90-100

exit

exit

service interface
physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

Cisco Intrusion Prevention System 6.0
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exit

physical-interfaces GigabitEthernetl/0
admin-state enabled

subinterface-type inline-vlan-pair
subinterface 1

description Created via setup by user cisco
vlanl 2

vlan2 3

exit

subinterface 2

description Created via setup by user cisco
vlanl 344

vlan2 23

exit

subinterface 10

description Created via setup by user cisco
vlanl 20

vlan2 10

exit

exit

exit

physical-interfaces GigabitEthernetl/1
admin-state enabled

subinterface-type vlan-group
subinterface 3

description Created via setup by user cisco
vlans 5-7,9

exit

exit

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

exit

inline-interface foo

description Create via setup by user cisco
interfacel GigabitEthernet3/0
interface2 GigabitEthernet3/1
subinterface-type vlan-group
subinterface 3

vlans 200-299

exit

subinterface 8

vlans 300-399

exit

exit

exit

exit

service analysis-engine

virtual-sensor vsO

anomaly-detection ad0
event-action-rules rulesO
signature-definition sigO0
physical-interface GigabitEthernet0/0

physical-interface GigabitEthernetl/0 subinterface-number 1
physical-interface GigabitEthernetl/0 subinterface-number 2

exit

virtual-sensor myVs
anomaly-detection myAd
event-action-rules myEvr
signature-definition mySigs
physical-interface GigabitEthernet2/0

physical-interface GigabitEthernetl/1l subinterface-number 3

logical-interface foo subinterface 3
logical-interface foo subinterface 8
exit
exit
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Current time: Wed May 5 10:25:35 2004

Setup Configuration last modified: Mon May 3 15:34:30 2004

Continue with configuration dialog?[yes]:
Enter host name[sensor]:
Enter IP interface[172.21.172.25/8,172.21.172.1]:
Enter telnet-server status[enabled]:
Enter web-server port[8080]: 80
Modify current access list? [no]: yes
Current access list entries:
[1] 10.0.0.0/24
[2] 172.0.0.0/24

Delete: 1

Delete:

Permit: 173.0.0.0/24
Permit:

Modify system clock settings? [no]: yes
Use NTP? [yes] no
Modify summer time settings? [nol: yes
Recurring, Date or Disable[recurring]:
Start Month[apr]:
Start Week[1]:
Start Dayl[sun]:
Start Time[02:00:00]:
End Month[oct]:
End Week[last]:
End Dayl[sun]:
End Time[02:00:00]:
DST Zone[]: CDT
Offset[60]:
Modify system timezone? [no]: yes
Timezone [UTC]: CST
GMT Offset[-360]
Modify interface/virtual sensor configuration?[nol: yes
Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/1
GigabitEthernet4/0
GigabitEthernetd/1
Inline Vlan Pairs:
GigabitEthernetl1/0:10 (Vlans: 20, 10)

Virtual Sensor: vsO

Anomaly Detection: ad0

Event Action Rules: rulesO

Signature Definitions: sigO0

Promiscuous:
GigabitEthernet0/0

Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)

Virtual Sensor: myVs
Anomaly Detection: myAd
Event Action Rules: myEvr
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
Promiscuous Vlan Groups:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans:

200-299)
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setup W

foo:8 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 300-399)

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 1

Edit Virtual Sensor Configuration

VLAN

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.
[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option: 1
Inline Vlan Pairs:
[1] GigabitEthernetl/0:1 (Vlans: 2, 3)
[2] GigabitEthernetl/0:2 (Vlans: 344, 23)
[3] GigabitEthernetl/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
[4] GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
[5] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 200-299)
[6] foo:8 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 300-399)
Remove Interface: 6
Remove Interface:

[1] Remove interface configurations.

[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.

[4] Add/Modify Inline Interface Pairs.

[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.

Option: 2

Available Interfaces
[1] GigabitEthernetl/0
[2] GigabitEthernet2/1
[3] GigabitEthernet4/0
[4] GigabitEthernet4/1
Interface to modify: 2
Inline Vlan Pairs for GigabitEthernet2/1:
None
Subinterface number: 1
Description[Created via setup by user ciscol:
Vlanl: 5
Vlan2: 6
Subinterface number:
Available Interfaces
[1] GigabitEthernetl/0
[2] GigabitEthernet2/1
[3] GigabitEthernet4/0
[4] GigabitEthernet4/1
Interface to modify:

[ oL-8825-01-J
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W setup

[1] Remove interface configurations.

[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.

[4] Add/Modify Inline Interface Pairs.

[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.

Option: 3

Available Interfaces
[1] GigabitEthernetl/1
[2] GigabitEthernet4/0
[3] GigabitEthernet4/1
Interface to modify: 1
Promiscuous Vlan Groups for GigabitEthernetl/1:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Subinterface number: 1
Description[Created via setup by user ciscol:
Vlans: 3,8,34-69
Subinterface number:
Available Interfaces
[1] GigabitEthernetl/1
[2] GigabitEthernet4/0
[3] GigabitEthernet4/1
Interface to modify:

[1] Remove interface configurations.

[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.

[4] Add/Modify Inline Interface Pairs.

[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.

Option: 4

Available Interfaces
GigabitEthernet4/0
GigabitEthernet4/1
Pair Name: test
Description[Created via setup by user ciscol]:
Interfacel: GigabitEthernet4/0
Interface2: GigabitEthernet4d/1

[1] Remove interface configurations.

[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.

[4] Add/Modify Inline Interface Pairs.

[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.

Option: 5

Available inline interface pairs:
[1] foo (GigabitEthernet3/0, GigabitEthernet3/1)
[2] test (GigabitEthernet4/0, GigabitEthernet4/1)
Interface to modify: 1
Inline Interface Pair Vlan Groups for foo:
Subinterface: 3; Vlans: 200-299
Subinterface number: 1
Description[Created via setup by user ciscol:
Vlans: 100-199
Subinterface number:
Available inline interface pairs:
[1] foo (GigabitEthernet3/0, GigabitEthernet3/1)
[2] test (GigabitEthernet4d/0, GigabitEthernet4/1)
Interface to modify:

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
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[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option: 6

GigabitEthernet0/0 default-vlan[O0]:
GigabitEthernetl/0 default-vlan[O0]:
GigabitEthernetl/1 default-vlan[O0]:
GigabitEthernet2/0 default-vlan[O0]:
GigabitEthernet2/1 default-vlan[O0]:
GigabitEthernet3/0 default-vlan[0]: 100
GigabitEthernet3/1 default-vlan[0]: 100
GigabitEthernet4/0 default-vlan[O0]:
GigabitEthernetd4/1 default-vlan[O0]:

[1] Remove interface configurations.

[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.

[4] Add/Modify Inline Interface Pairs.

[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.

Option:

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 3

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/1
Inline Vlan Pairs:
GigabitEthernetl1/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans:
Virtual Sensor: vsO
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)

Virtual Sensor: myVs
Anomaly Detection: myAd
Event Action Rules: myEvr
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
Promiscuous Vlan Groups:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans:

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 2

[1] Remove virtual sensor.

[2] Modify “vs0” virtual sensor configuration.
[3] Modify “myVs” virtual sensor configuration.
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[4] Create new virtual sensor.
Option: 1

Virtual sensors
[1] vsO
[2] myVs
Remove: 2
Remove:

[1] Remove virtual sensor.

[2] Modify "vs0” virtual sensor configuration.
[3] Create new virtual sensor.

Option: 2

Virtual Sensor: vsO
Anomaly Detection: adO
Event Action Rules: rulesO
Signature Definitions: sigO0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:
[1] GigabitEthernetl/0:1 (Vlans: 2, 3)
[2] GigabitEthernetl/0:2 (Vlans: 344, 23)
Remove Interface: 2
Remove Interface:

Unassigned:
Promiscuous:
[1] GigabitEthernet2/1
[2] GigabitEthernet2/0
Inline Vlan Pairs:
[3] GigabitEthernetl/0:2 (Vlans: 344, 23)
[4] GigabitEthernetl/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
[5] GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
[6] GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
[7] test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
[8] foo:1 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 100-199)
[9] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 200-299)
Add Interface: 4
Add Interface:

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/0
GigabitEthernet2/1
Inline Vlan Pairs:
GigabitEthernetl/0:2 (Vlans: 344, 23)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)

Virtual Sensor: vsO
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sigO0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:

Cisco Intrusion Prevention System 6.0
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GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl1/0:10 (Vlans: 20, 10)

[1] Remove virtual sensor.
[2] Modify “myVs” virtual sensor configuration.
[3] Create new virtual sensor.
Option: 3
Name: newVs
Description[Created via setup by user ciscol:
Anomaly Detection Configuration:
[1] adO
[2] myAd
[3] Create a new anomaly detection configuration
Option[3]: 2
Signature Definition Configuration:
[1] sig0
[2] mySigs
[3] Create new signature definition configuration
Option([3]: 2
Event Action Rules Configuration:
[1] rulesO
[2] myEvr
[3] newRules
[4] Create new event action rules configuration
Option([4]: 2
Unassigned:
Promiscuous:
[1] GigabitEthernet2/0
[2] GigabitEthernet2/1
Inline Vlan Pairs:
[3] GigabitEthernetl/0:1 (Vlans: 2, 3)
Promiscuous Vlan Groups:
[4] GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
[5] GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
[6] test (GigabitEthernetd4d/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
[7] foo:1 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 100-199)
[8] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1l Vlans: 200-299)
Add Interface: 1
Add Interface: 2
Add Interface:

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)

Virtual Sensor: vs0

Anomaly Detection: ad0

Event Action Rules: rulesO

Signature Definitions: sig0

Promiscuous:
GigabitEthernet0/0

Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)
GigabitEthernetl1/0:10 (Vlans: 20, 10)

Virtual Sensor: newVs
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Anomaly Detection: myAd
Event Action Rules: newRules
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
GigabitEthernet2/1

[1] Remove virtual sensor.

[2] Modify “vs0” virtual sensor configuration.
[3] Modify “newVs” virtual sensor configuration.
[4] Create new virtual sensor.

Option:

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Modify default threat prevention settings? [no] vyes

Virtual sensor vs0 is NOT configured to prevent a modified range of threats in inline
mode. (Risk Rating 75-100)

Virtual sensor newVs is configured to prevent high risk threats in inline mode. (Risk
Rating 90-100)

Do you want to enable automatic threat prevention on all virtual sensors? [no]

yes

Do you want to disable automatic threat prevention on all virtual sensors? [no] yes
The Event Action "overrides" rule for action "deny-packet-inline" has been Disabled
on all virtual sensors.

The following configuration was entered.

service host
network-settings

host-ip 172.21.172.25/8,172.21.172.1
host-name sensor
telnet-option enabled
access-1list 172.0.0.0/24
access-1list 173.0.0.0/24
ftp-timeout 300
login-banner-text

exit

time-zone-settings

offset -360
standard-time-zone-name CST
exit

summertime-option recurring
offset 60

Cisco Intrusion Prevention System 6.0
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summertime-zone-name CDT
start-summertime

month april

week-of-month first

day-of-week sunday

time-of-day 02:00:00

exit

end-summertime

month october

week-of-month last

day-of-week sunday

time-of-day 02:00:00

exit

exit

ntp-option disabled

exit

service web-server

port 80

exit

service event-action-rules rulesO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 75-100

exit

exit

service event-action-rules myEvr
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

service event-action-rules newRules
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

service interface

service event-action-rules rulesO
overrides deny-packet-inline
risk-rating-range 85-100

exit

exit

service event-action-rules newRules
overrides deny-packet-inline
risk-rating-range 85-100

exit

exit

service interface
physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

physical-interfaces GigabitEthernetl/0
admin-state enabled
subinterface-type inline-vlan-pair
subinterface 1

description Created via setup by user cisco
vlanl 2

vlan2 3

exit

subinterface 2

description Created via setup by user cisco
vlanl 344

vlan2 23

exit

subinterface 10

description Created via setup by user cisco
vlanl 20

vlan2 10

Cisco Intrusion Prevention System 6.0

[ oL-8825-01-J

setup W



exit

exit

exit

physical-interfaces GigabitEthernetl/1
subinterface-type vlan-group

subinterface 3

description Created via setup by user cisco
vlans 5-7,9

exit

subinterface 1

description Created via setup by user cisco
vlans 3,8,34-39

exit

exit

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/1
admin-state enabled

exit

physical-interfaces GigabitEthernet3/0
default-vlan 100

exit

physical-interfaces GigabitEthernet3/1
default-vlan 100

exit

inline-interface foo

description Create via setup by user cisco
interfacel GigabitEthernet3/0

interface2 GigabitEthernet3/1
subinterface-type vlan-group

subinterface 3

vlans 200-299

exit

subinterface 1

vlans 100-199

exit

exit

exit

inline-interface test

description Created via setup by user cisco
interfacel GigabitEthernet4/0

interface2 GigabitEthernet4/1

exit

service analysis-engine

virtual-sensor vsO

physical-interface GigabitEthernetl/0 subinterface-number 2
physical-interface GigabitEthernetl/0 subinterface-number 10
exit

virtual-sensor newVs

anomaly-detection myad

event-action-rulse newRules
signature-definition mySigs
physical-interface GigabitEthernet2/0
physical-interface GigabitEthermet2/1

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit.

Enter your selection [2]:

Configuration Saved.

Modify system date and time? [no] vyes
Local Date[]: 2003-01-18
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show ad-knowledge-base diff W

Local Time[4:33:49]: 10:33:49
System Time Updated successfully
sensor#

show ad-knowledge-base diff

2 KB EXEC show ad-knowledge-base diff

show ad-knowledge-base virtual-sensor diff [current | initial | file name1][current | initial | file name2]
diff-percentage

virtual-sensor KB 1 64
A Za z0 9 - _
namel 1 KB 32
A Za z0 9 - _
name2 2 KB 32
A Za z0 9 - _
current KB
initial KB
file KB
diff-percentage
1 100 10%
EXEC
6.0(1)
A
IPS 12.0 10S
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Bl show ad-knowledge-base diff

2006-Mar-16-10_00_00 vsO KB

sensor# show ad-knowledge-base vs0 diff current file 2006-Mar-16-10_00_00
2006-Mar-17-10_00_00 Only Services/Protocols
External Zone
TCP Services

Service 30
Service = 20
UDP Services

None
Other Protocols
Protocol =1

Illegal Zone
None
Internal Zone
None
2006-Mar-16-10_00_00 Only Services/Protocols
External Zone
None
Illegal Zone
None
Internal Zone
None
Thresholds differ more than 10%
External Zone
None
Illegal Zone
TCP Services
Service = 31
Service = 22
UDP Services

None
Other Protocols
Protocol = 3
Internal Zone
None

sensor#
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show ad-knowledge-base

files

show ad-knowledge-base files W

KB EXEC show
ad-knowledge-base files
show ad-knowledge-base virtual-sensor files
virtual-sensor KB 1 64
A Z a z 0 9 -
EXEC
6.0(1)
* KB KB
KB AD KB
AD KB
KB
KB KB
Y
IPS 12.0 10S
KB 2006-Mar-16-10_00_00
vsO KB

sensor# show ad-knowledge-base files

Virtual Sensor wvsO0
Filename
initial

* 2006-Jan-29-10_00_01
2006-Mar-17-10_00_00
2006-Mar-18-10_00_00

sensor#

Size Created

84 04
84 04:
84 10:
84 10:

Cisco Intrusion Prevention System 6.0
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07 CDT Wed Jan 28 2006

:07 CDT Wed Jan 29 2006
:00 CDT Fri Mar 17 2006
00:

00 CDT Sat Mar 18 2006

[ oL-8825-01-J



Bl show ad-knowledge-base thresholds

show ad-knowledge-base thresholds

KB

EXEC show ad-knowledge-base thresholds

show ad-knowledge-base virtual-sensor thresholds {current | initial | file name} [zone {external |
illegal | internal}] {[protocol {tcp | udp}] [dst-port port] | [protocol other] [number

protocol-number]}

virtual-sensor

KB 1 64

current

KB

initial

KB

file

KB

name KB

A Z a

32
z 0

zone

external

illegal

internal

protocol

tep TCP

udp UDP

dst-port

TCP UDP

port

TCP UDP

0 65535

number

other TCP

ubP

protocol-number

0 255

EXEC

6.0(1)
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show ad-knowledge-base thresholds W

KB

s

IPS 12.0 10S

KB 2006-Mar-16-10_00_00

sensor# show ad-knowledge-base vs0 thresholds file 2006-Mar-16-10_00_00 zone illegal
2006-Mar-16-10_00_00
Illegal Zone
TCP Port 20
Scanner Threshold
>> User Configuration = 100
>> Knowledge Base = 20
Threshold Histogram

Destination IP 5 10 100
>> User Configuration: source IP 100 1 0
>> Knowledge Base: source IP 10 1 0

TCP Port 30
Scanner Threshold
Knowledge Base = 110
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 10 1 0
TCP Port any
Scanner Threshold

Knowledge Base = 9

Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 2 1 0

UDP Port any
Scanner Threshold
Knowledge Base = 19
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 12 10 0
Other Protocol any
Scanner Threshold

Knowledge Base = 1

Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 1 1 0

Other Protocol 1
Scanner Threshold
Knowledge Base = 10
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 10 10 0
sensor#
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Bl show ad-knowledge-base thresholds

KB

sensor# show ad-knowledge-base vs0 thresholds current zone illegal protocol tcp

dst-port 20
2006-Mar-16-10_00_00
Illegal Zone
TCP Port 20
Scanner Threshold
>> User Configuration = 100
>> Knowledge Base = 50
Threshold Histogram
Destination IP
>> User Configuration: source IP
>> Knowledge Base: source IP
sensor#

KB

sensor# show ad-knowledge-base vs0 thresholds current zone illegal protocol other

number 1
2006-Mar-16-10_00_00
Illegal Zone
Other Protocol 1
Scanner Threshold
>> User Configuration = 79
>> Knowledge Base = 50
Threshold Histogram
Destination IP
>> User Configuration: source IP
>> Knowledge Base: source IP
sensor#

ll_ Cisco Intrusion Prevention System 6.0

OL-8825-01-J |



show begin

show EXEC show begin
show

show [configuration | events | settings | tech-support] | begin regular-expression

show begin W

regular-expression show
EXEC
current-config current-config
4.0(2)
4.0(2) show begin
5.1(1) tech-support
ip

sensor# show configuration | begin ip
host-ip 10.89.147.31/25,10.89.147.126
host-name sensor

access-1list 0.0.0.0/0
login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

exit

exit

service interface
exit

service logger
exit

service network-access
user-profiles mona
enable-password foobar
exit

exit

service notification
--MORE--
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Bl show begin

more begin more
more exclude more
more include more
show exclude show
show include show
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show clock

showclock W

EXEC show clock
show clock [detail]

detail NTP
EXEC
4.0(2)

NTP

2-2
2-2
*
NTP
NTP

sensor# show clock detail

12:30:02 CST Tues Dec 19 2002

Time source is NTP

Summer time starts 03:00:00 CDT Sun Apr 7 2003
Summer time ends 01:00:00 CST Sun Oct 27 2003
sensor#

sensor# show clock
*12:30:02 EST Tues Dec 19 2002
sensor#

sensor# show clock detail

*12:30:02 CST Tues Dec 19 2002

No time source

Summer time starts 02:00:00 CST Sun Apr 7 2003
Summer time ends 02:00:00 CDT Sun Oct 27 2003

Cisco Intrusion Prevention System 6.0

[ oL-8825-01-J



Bl show configuration

show configuration

more more current-config

4.0(2)
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show events

show events W

EXEC show events

show events [{alert [informational] [low] [medium] [high] [include-traits traits] [exclude-traits traits]
[min-threat-rating min-rr] [max-threat-rating max-rr | error [warning] [error] [fatal] | log | NAC
| status}] [hh:mm:ss [month day [year]] | past hh:mm:ss]

alert

IPS

include-traits

traits

exclude-traits

traits

traits

10 0 15

min-threat-rating

0 100

max-threat-rating

100

0 100

error

log

NAC

ARC

N

Network Access Controller

ARC

IPS 6.0

CLI

network-access

Attack Response Controller

CLI
nac

status

hh:mm:ss

24

day

month

year

past

hh:mm:ss

EXEC
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H showevents

4.0(1)
40(2)

4.1(2) include-traits exclude-traits

6.0(1) min-threat-rating max-threat-rating

show events

show events

A

| include shuninfo

Ctri+C

IPS 12.0

10S

2004 12

sensor# show events

sensor# show events

2004 12

sensor# show events

30

sensor# show events

XML

25 10

NAC 10:00:00 Dec 25 2004

error fatal error

25 10

10:00:00 Dec 25 2004

past 00:00:30

evAlert: eventId=1025376040313262350 severity=high

originator:

deviceName: sensorl
appName: sensorApp
time: 2002/07/30 18:24:18 2002/07/30 12:24:18 CST
signature: sigId=4500 subSigId=0 version=1.0 IOS Embedded SNMP Community Names

participants:
attack:

attacker: proxy=false
addr: 132.206.27.3

port: 61476

victim:
addr: 132.202.9
port: 161

protocol: udp

.254
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show exclude H

show exclude

show EXEC
show exclude

show [configuration | events | settings | tech-support] | exclude regular-expression

regular-expression show
EXEC
current-config current-config
4.0(1)
4.0(2) show exclude
5.1(1) tech-support
ip

sensor# show configuration | exclude ip

! Version 5.0(0.26)
! Current configuration last modified Thu Feb 17 04:25:15 2005

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesO
exit

service host

network-settings

host-name sensor

access-1list 0.0.0.0/0

login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

--MORE-

[ oL-8825-01-J

Cisco Intrusion Prevention System 6.0 ||



Ml show history

more begin more
more exclude more
more include more
show begin show
show include show

show history

show history

show history

4000

show history
50

show history

sensor# show history
show users

show events

sensor#
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show include W

show Iinclude

show
EXEC show include

show [ configuration | events | settings | tech-support] | include regular-expression

regular-expression show
EXEC
current-config current-config
4.0(1)
4.0(2) show include
5.1(1) tech-support

show settings

ip

sensor# show configuration | include ip
host-ip 10.89.147.31/25,10.89.147.126

sensor#

more begin more

more exclude more

more include more

show begin show
show exclude show
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W show interfaces

show Interfaces

interfaces
fastethernet show interfaces gigabitethernet

show interfaces [clear] [brief]

EXEC show
show interfaces management show interfaces

show interfaces {FastEthernet | GigabitEthernet | Management} [slot/port]

clear
brief
FastEthernet FastEthernet
GigabitEthernet GigabitEthernet
Management Management
N
Management
FastEthernet show interfaces
slot/port
EXEC
5.0(2) show interfaces group show interfaces sensing show interfaces
command-control show interfaces FastEthernet show
interfaces GigabitEthernet show interfaces Management
6.0(1) brief

clear
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sensor# show interfaces
Interface Statistics
Total Packets Received
Total Bytes Received =
Missed Packet Percenta
Current Bypass Mode =
MAC statistics from inter
Media Type = TX
Missed Packet Percenta
Inline Mode = Unpaired
Pair Status = N/A
Link Status = Down
Link Speed = N/A
Link Duplex = N/A
Total Packets Received
Total Bytes Received =
Total Multicast Packet
Total Broadcast Packet
Total Jumbo Packets Re
Total Undersize Packet
Total Receive Errors =
Total Receive FIFO Ove
Total Packets Transmit
Total Bytes Transmitte
Total Multicast Packet
--MORE--

=0
0
ge = 0
Auto_off
face GigabitEthernet0/0

ge =0

=0

0
s Received
s Received = 0

1l
o

ceived = 0
s Received = 0
0
rruns = 0
ted = 0
d =0
s Transmitted = 0

sensor# show interfaces brief

cc Interface

GigabitEthernet0/0
* GigabitEthernet0/1

GigabitEthernet2/1
sensor#

#

Sensing State Link Inline Mode

Enabled Up Unpaired
Enabled Up Unpaired
Disabled Up Subdivided

Cisco Intrusion Prevention System 6.0

show interfaces W

Pair Status
N/A
N/A
N/A
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Ml  show inventory

show inventory

PEP EXEC show inventory
PID VID SN uDI

show inventory

EXEC
5.0(1)

Cisco PEP show inventory Cisco 10S show
inventory

show inventory

sensor# show inventory
NAME: "Chassis", DESCR: "Chasis-4240"
PID: 4240-515E , VID: V04, SN: 639156

NAME: "slot 0", DESCR: "4 port I/O card"
PID: 4240-4I0E , VID: V04, SN: 4356785466
sensor#
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show os-identification W

show os-identification

IP OSID
EXEC show os-identification

show os-identification [name] learned [ip-address]

name

ip-address IP P
OsSID

EXEC

6.0(1)

IP IP IP
OSID IP OSID

OSID
OSID

IP OSID

sensor# show os-identification learned 10.1.1.12
Virtual Sensor vsO:
10.1.1.12 windows

OSID

sensor# show os-identification learned
Virtual Sensor vsO:
10.1.1.12 windows
Virtual Sensor vsl:
10.1.0.1 unix
10.1.0.2 windows
10.1.0.3 windows
sensor#
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Bl show privilege

show statistics os-identification OSID
clear os-identification 1P
OSID

show privilege
EXEC show privilege

show privilege

EXEC

4.0(1)

username

sensor# show privilege
Current privilege level is viewer
sensor#

username
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show settings

show settings

show settings [terse]

show settings W

terse

4.0(0)

4.0(2) terse

IPS 12.0

10S

ARC

show settings
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show settings

N

Network Access Controller

Attack Response Controller ARC
IPS6.0 CLI

network-access nac

CLI

sensor# configure terminal

sensor (config) # service network-access

sensor (config-net)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulted>
allow-sensor-block: true default: false

block-enable: true <defaulted>

block-max-entries: 250 <defaulted>

max-interfaces: 250 <defaulted>
master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-networks (min: 0, max: 250, current: 0)

sensor (config-net) #
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show settings

show settings terse

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # show settings terse
variables (min: 0, max: 256, current: 2)
<protected entry>
variable-name: WEBPORTS
variable-name: user2

http-enable: false <defaulted>

max-outstanding-http-requests-per-connection: 10 <defaulted>

aic-web-ports: 80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,
24326-24326 <defaulted>

ftp-enable: true default: false

ip-reassemble-mode: nt <defaulted>

tcp-3-way-handshake-required: true <defaulted>
tcp-reassembly-mode: strict <defaulted>
--MORE--

show settings HTTP

sensor# configure terminal
sensor (config)# service signature-definition sig0
sensor (config-sig) # show settings | include HTTP
Searching:
sig-string-info: Bagle.Q HTTP propagation (jpeg) <defaulted>
sig-string-info: Bagle.Q HTTP propagation (php) <defaulted>
sig-string-info: GET ftp://@RE@:@@Q/pub HTTP/1.0 <defaulted>
sig-name: IMail HTTP Get Buffer Overflow <defaulted>
sig-string-info: GET shellcode HTTP/1.0 <defaulted>
sig-string-info: ..%c0%af..*HTTP <defaulted>
sig-string-info: ..%cl%9c..*HTTP <defaulted>
sig-name: IOS HTTP Unauth Command Execution <defaulted>
sig-name: Null Byte In HTTP Request <defaulted>
sig-name: HTTP tunneling <defaulted>
sig-name: HTTP tunneling <defaulted>
sig-name: HTTP tunneling <defaulted>
sig-name: HTTP tunneling <defaulted>
sig-name: HTTP CONNECT Tunnel <defaulted>
sig-string-info: CONNECT.*HTTP/ <defaulted>
sig-name: HTTP 1.1 Chunked Encoding Transfer <defaulted>
sig-string-info: INDEX / HTTP <defaulted>
sig-name: Long HTTP Request <defaulted>
sig-string-info: GET \x3c400+ chars>? HTTP/1.0 <defaulted>
sig-name: Long HTTP Request <defaulted>
sig-string-info: GET ...... ?\x3c400+ chars> HTTP/1.0 <defaulted>
sig-string-info: /mod_ssl:error:HTTP-request <defaulted>
sig-name: Dot Dot Slash in HTTP Arguments <defaulted>
sig-name: HTTPBench Information Disclosure <defaulted>
--MORE--
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M show ssh authorized-keys

show ssh authorized-keys

RSA EXEC show ssh authorized-keys

show ssh authorized-keys [ id]

id 1 256

EXEC

4.0(1)

v

IPS 12.0 10S

SSH
sensor# show ssh authorized-keys
systeml
system?2
system3
system4

systeml  SSH

sensor# show ssh authorized-keys systeml

1023 37
66022272955660983338089706716372943357082868686000817201780243492180421420781303592082
95091017013584805250399939321125031474527683786209111899866537160898131479220860447399
11341369642870682319361928148521864094557416306138786468335115835910404940213136954353
39616344979349705016792583146548622146467421997057

sensor#

ssh authorized-key RSA
SSH

Cisco Intrusion Prevention System 6.0
oL-8825-01-J |




show ssh server-key W

show ssh server-key

SSH EXEC
show ssh server-key

show ssh server-key

EXEC

4.0(0)

¢

IPS 12.0 10S

show ssh server-key

sensor# show ssh server-key

1024 35 144719237233791547030730646600884648599022074867561982783071499320643934
48734496072779375489584407249259840037709354850629125941930828428605183115777190
69953460097510388011424663818234783053872210554889384417232132153750963283322778
52374794118697053304026570851868326130246348580479834689461788376232451955011
MD5: F3:10:3E:BA:1E:AB:88:F8:F5:56:D3:A6:63:42:1C:11

Bubble Babble: xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx
sensor#

ssh generate-key SSH

Cisco Intrusion Prevention System 6.0
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Bl show ssh host-keys

show ssh host-keys

SSH
EXEC show ssh host-keys
show ssh host-keys [ ipaddress]
ipaddress 4 32 XX XX
X 0 255
EXEC
4.0(2)
4.1(1) Bubble Babble MD5
IP ID IP
IP IP
Y
IPS 12.0 10S

show ssh host-keys

sensor# show ssh host-keys 10.1.2.3

1024 35 144719237233791547030730646600884648599022074867561982783071499320643934
48734496072779375489584407249259840037709354850629125941930828428605183115777190
69953460097510388011424663818234783053872210554889384417232132153750963283322778
52374794118697053304026570851868326130246348580479834689461788376232451955011
MD5: F3:10:3E:BA:1E:AB:88:F8:F5:56:D3:A6:63:42:1C:11

Bubble Babble: xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx
sensor#

ssh host-key

Cisco Intrusion Prevention System 6.0
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show statistics

show statistics {analysis-engine | authentication | event-server | event-store |

EXEC show statistics

show statistics W

external-product-interface | host | logger | network-access | notification | sdee-server |
transaction-server | web-server} [clear]

show statistics anomaly-detection denied-attackers virtual-sensor

os-identification

show statistics {anomaly-detection | denied-attackers | os-identification | virtual-sensor} [name]

[clear]

clear

s

(O8]

analysis-engine

anomaly-detection

authentication

denied-attackers

event-server

event-store

external-product-interface

host

logger

network-access

ARC

s

Network Access Controller
ARC
IPS6.0 CLI
network-access

Attack Response Controller

CLI

notification

os-identification

OSID

sdee-server

SDEE

transaction-server

web-server

Web

virtual-sensor

name

EXEC

Cisco Intrusion Prevention System 6.0
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W  show statistics

4.0(2)
5.0(2) analysis-engine  virtual-sensor denied-attackers
6.0(1) anomaly-detection external-product-interface os-identification

¢

IPS 12.0 10S

sensor# show statistics authentication
General
totalAuthenticationAttempts = 9
failedAuthenticationAttempts = 0
sensor#

sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 1
The number of events lost by subscriptions and queries = 0
The number of queries issued = 1
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0

Status events = 129

Log transaction events = 0

Shun request events = 0

Error events, warning = 8

Error events, error = 13

Error events, fatal = 0

Alert events, informational = 0

Alert events, low = 0

Alert events, medium =

Alert events, high = 0
sensor#

Cisco Intrusion Prevention System 6.0
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sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 27
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 13
Warning Severity = 35
TOTAL = 48
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 13
Warning Severity = 8
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 26
TOTAL = 47
sensor#

ARC

sensor# show statistics network-access

Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250

MaxDeviceInterfaces = 250
State

BlockEnable = true
sensor#

Cisco Intrusion Prevention System 6.0
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show tech-support

show tech-support

EXEC show tech-support

show tech-support [page] [destination-url destination url]

page 1 Enter
page
destination-url HTML
destination url URL HTML
EXEC
4.0(2)
6.0(1) password
Y
Cisco 10S 12.0
URL html
ftp: FTP URL
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename
scp: SCP URL
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename
Cisco Intrusion Prevention System 6.0
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show tech-support

HTML
e show interfaces
e show statistics network-access
e cidDump
tech-support ~csidsuser/reports/sensorlReport.html
csidsuser

sensor# show tech-support destination-url
ftp://csidsuser@10.2.1.2/reports/sensorlReport.html
password: *¥* ¥k k%

tech-support /absolute/reports/sensorlReport.html

sensor# show tech-support destination-url
ftp://csidsuser@10.2.1.2//absolute/reports/sensorlReport.html

password: ***x %

[ oL-8825-01-J
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Bl show tls fingerprint

show tls fingerprint

TLS EXEC show tls
fingerprint

show tls fingerprint

EXEC

4.0(0)

¢

IPS 12.0 10S

show tls fingerprint

sensor# show tls fingerprint

MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB

SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA
sensor#

tls generate-key X.509

Cisco Intrusion Prevention System 6.0
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show tis trusted-hosts W

show tls trusted-hosts

EXEC show tls trusted-hosts
show tls trusted-hosts [id ]
id 1 32 _
- ?
EXEC
4.0(2)
ID ID
ID ID
Y
IPS 12.0 10S

show tls trusted-hosts

sensor# show tls trusted-hosts 172.21.172.1

MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB

SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA
sensor#

tls trusted-host

Cisco Intrusion Prevention System 6.0
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W  showusers

show users

CLI EXEC show users

show users [ all ]

all
EXEC
4.0(1)
4.1(2) show users all
CLI 1D *
()
X
password
CLI
S
Cisco 10S 12.0
show users
sensor# show users
CLI ID User Privilege
1234 notheruser viewer
* 9802 curuser operator
5824 tester administrator

Cisco Intrusion Prevention System 6.0
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showusers W

tester2

sensor# show users all

CLI ID User Privilege
1234 notheruser viewer
* 9802 curuser operator
5824 tester administrator
(tester2) viewer
foobar operator

show users all

sensor# show users all

CLI ID User Privilege
* 9802 tester viewer

5824 tester viewer
clear line CLI

Cisco Intrusion Prevention System 6.0
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W  show version

show version

oS
IPS EXEC show version
show version
EXEC
4.0(1)
show version IPS Cisco I0S

No license present

Expired license: <expiration-date>

Valid license, expires: <expiration-date>
Valid demo license, expires: <expiration-date>

<expiration-date> dd-mon-yyyy 04-dec-2004

Cisco Intrusion Prevention System 6.0
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show version W

show version

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 6.0(0.2)S184.0

Host:
Realm Keys keyl.0
Signature Definition:
Signature Update 5184.0 2005-11-09
0OS Version: 2.4.30-IDS-smp-bigphys
Platform: ASA-SSM-20
Serial Number: 021

No license present

Using 546975744 out of 2115760128 bytes of available memory (25% usage)

MainApp 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600 Running
AnalysisEngine 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600 Running
CLI 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600

Upgrade History:
IPS-K9-maj-6.0-0.2 05:00:00 UTC Wed Nov 16 2005
Recovery Partition Version /var/idstmp

sensor#

Cisco Intrusion Prevention System 6.0
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M ssh authorized-key

ssh authorized-key

no

RSA

SSH
ssh authorized-key

ssh authorized-key id key-modulus-length public-exponent public-modulus

no ssh authorized-key id

id 256 _
- ?
key-modulus-length 511 2048 ASCII 10
public-exponent 3 2732 ASCII 10
public-modulus ASCII 10 2n <x< 27
X
4.0(2)
IPS
Y
Cisco 10S 12.0

sensor (config)# ssh authorized-key systeml 1023 37

66022272955660983338089706716372943357082868686000817201780243492180421420781303592082
95091017013584805250399939321125031474527683786209111899866537160898131479220860447399
11341369642870682319361928148521864094557416306138786468335115835910404940213136954353

39616344979349705016792583146548622146467421997057

sensor (config) #

ssh authorized-keys

RSA

ll_ Cisco Intrusion Prevention System 6.0
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ssh generate-key W

ssh generate-key

SSH EXEC ssh

generate-key

ssh generate-key

EXEC

4.0(0)

SSH
SSH 15

v

IPS 12.0 10S

SSH

sensor# ssh generate-key
MD5: 49:3F:FD:62:26:58:94:A3:E9:88:EF:92:5F:52:6E:7B
Bubble Babble: xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-fypop-huxyx

sensor#

show ssh server-key SSH

Cisco Intrusion Prevention System 6.0
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M ssh host-key

ssh host-key

ssh host-key
IP MD5 Bubble Babble
no

ssh host-key ipaddress [ key-modulus-length public-exponent public-modulus ]

no ssh host-key ipaddress

ipaddress 4 32 XXX X
X 0 255
key-modulus-length 511 2048 ASCII 10
public-exponent 3 2732 ASCII 10
public-modulus ASCII 10 2n <x< 20
X
4.0(2)
ssh host-key IP
IP SSH

N

IPS 12.0 10S

Cisco Intrusion Prevention System 6.0
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ssh host-key W

10.1.2.3

sensor (config) # ssh host-key 10.1.2.3

1024 35
13930621354183524038533292225396881468568452352006413199783990511364012021781686969670
87217046313228442920738517305650448790826706775541579370584852039955721146312966045521
61309712601068614812749969593513740598331393154884988302302182922353335152653860589163
651944997842874583627883277460138506084043415861927

sensor (config) #

10.1.2.3

sensor (config)# ssh host-key 10.1.2.3

MD5 fingerprint is 49:3F:FD:62:26:58:94:A3:E9:88:EF:92:5F:52:6E:7B

Bubble Babble is xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-fypop-huxyx
Would you like to add this to the known hosts table for this host? [yes]

sensor (config) #

show ssh host-key SSH

[ oL-8825-01-J
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W terminal

terminal

EXEC terminal

terminal [length screen-length ]

screen-length

24

EXEC

4000

terminal length --more--

CLI

sensor# terminal length 0
sensor#

10 CLI

sensor# terminal length 10
sensor#
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tls generate-key W

tls generate-key

X.509 EXEC tls generate-key

tls generate-key

EXEC

4.0(0)

¢

IPS 12.0 10S

sensor (config)# tls generate-key

MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB

SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA
sensor (config) #

show tls fingerprint TLS
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W tis trusted-host

tls trusted-host

tls
trusted-host no

tls trusted-host ip-address ip-address [port port]
no tls trusted-host ip-address ip-address[ port port ]

no tls trusted-host id id

ip-address IP
port 443
4.0(1)
4.0(2) ID no
/
ID IP ID
ipaddress IP ID ipaddress:port

N

IPS 12.0 10S

IP 172.21.172.1 443

sensor (config)# tls trusted-host ip-address 172.21.172.1

Certificate MD5 fingerprint is D4:C2:2F:78:B5:C6:30:F2:C4:6A:8E:5D:6D:C0:DE:32
Certificate SHAl fingerprint is
36:42:C9:1B:9F:A4:A8:91:7F:DF:F0:32:04:26:E4:3A:7A:70:B9:95

Would you like to add this to the trusted certificate table for this host? [yes]
Certificate ID: 172.21.172.1 successfully added to the TLS trusted host table.
sensor (config) #

Cisco Intrusion Prevention System 6.0
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tls trusted-host

¢

IP 172.21.172.1 443

sensor (config)# no tls trusted-host ip-address 172.21.172.1
sensor (config) #

IP 172.21.172.1 443

sensor (config)# no tls trusted-host id 172.21.172.1
sensor (config) #

1P 10111 8000

sensor (config)# tls trusted-host ip-address 10.1.1.1 port 8000

Certificate MD5 fingerprint is D4:C2:2F:78:B5:C6:30:F2:C4:6A:8E:5D:6D:C0:DE:32
Certificate SHAl1l fingerprint is
36:42:C9:1B:9F:A4:A8:91:7F:DF:F0:32:04:26:E4:3A:7A:70:B9:95

Would you like to add this to the trusted certificate table for this host? [yes]
Certificate ID: 10.1.1.1:8000 successfully added to the TLS trusted host table.
sensor (config) #

N

IP 10.11.1 8000

sensor (config)# no tls trusted-host ip-address 10.1.1.1 port 8000
sensor (config) #

IP 10111 8000

sensor (config)# no tls trusted-host id 10.1.1.1:8000
sensor (config) #

show tls trusted-hosts

[ oL-8825-01-J
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W trace

trace

IP EXEC trace

trace address [count]

address
count 4 1 256

EXEC

4.0(1)

trace

trace

sensor# trace 10.1.1.1

traceroute to 172.21.172.24 (172.21.172.24), 30 hops max, 40 byte packets 1
171.69.162.2 (171.69.162.2) 1.25 ms 1.37 ms 1.58 ms 2 172.21.172.24 (172.21.172.24)
0.77 ms 0.66 ms 0.68 ms

sensor#
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upgrade H

upgrade

upgrade
upgrade source-url
source-url
4.0(2)
URL
upgrade ftp: scp:
URL

ftp: FTP URL
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename

scp: SCP URL
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename

http: Web URL
http:[//[username@]location]/directory]/filename

https: Web URL
https:[[//username@]location]/directory]/filename

Cisco 10S 12.0

Cisco Intrusion Prevention System 6.0
| oL-8825-01-J



W username

tester

sensor (config) # upgrade scp://tester@10.1.1.1/upgrade/sp.rpm
Enter password: *****
Re-enter password: ****

username

username
no CLI
Web

username name [password password ] [privilege privilege]

No username name

name 1 64

password 8 32

privilege

4.0(0)

username

password

privilege

Cisco Intrusion Prevention System 6.0
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testpassword tester

sensor (config)# username tester password testerpassword

sensor (config) # username tester
Enter Login Password: ****xkkxkkxkix
Re-enter Login Password: ****xkkkkkxkkk

tester

sensor (config) # username tester privilege operator

username W

password

privilege

Cisco Intrusion Prevention System 6.0
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W username
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APPENDIX

CLI CLI
e CLI P. A1
e CLI P. A-4
A-1 CLl
A-1 CLI
Invalid command received. .conf
Invalid port number was entered. URL copy upgrade show
tech-support
Invalid scheme was entered. copy upgrade show
tech-support
Unknown scheme was entered. URL copy upgrade show
tech-support
The filename <file> is not a valid upgrade
upgrade file type.
idsPackageMgr: digital signature of the upgrade
update was not valid. TAC

Cannot create a new event-action-rules
configuration. “rules0” is currently the

only configuration allowed.

service event-action-rules

Cannot create a new signature-definition
configuration. “sig0” is currently the

only configuration allowed.

service signature-definition

Cannot create a new anomaly-detection
configuration. “ad0” is currently the
only configuration allowed.

service anomaly-detection

Cisco Intrusion Prevention System 6.0
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A CLI

N cu

A-1 CLI

User does not exist. password
Incorrect password for user account. passNord
Empty user list. curUserAccountList.xml username
User already exists. username
Cannot communicate with system 1
processes. Please contact your system
administrator.
Source and Destination are the same. — copy
Backup config was missing. copy

erase
Could not load CLI configuration files, | conf copy
can not complete request.
Error writing to <URL>. URL copy
Error reading from <URL>. URL copy
Packet-file does not exist. copy

erase
No downgrade available. downgrade
No packet-file available. packet
Log file exists but an error occurred imOg packet
during read.
Another user is currently capturing into |— packet capture
the packet-file. Please try again later.
Another CLI client is currently CLl packet display
displaying packets from the interface.
Log does not exist. iplog copy iplog

packet display iplog
The requested IPLOG is not complete. iplog copy iplog
Please try again after the IPLOG status
is 'completed.'

Cisco Intrusion Prevention System 6.0
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| A cCL

A-1 CLI

CLI

Could not create pipe
/usr/cids/idsRoot/tmp/
pipe_cliPacket.<pid>.tmp

iplog

copy iplog

The log file was overwritten while the
copy was in progress. The copied log file

may be viewable but is incomplete.

iplog

copy iplog

Could not read license file.

copy license-key

Could not write the temporary license
file location used to copy the file off
the box.

{usr/cids/idsRoot/tmp/ips.lic

copy license-key

Virtual sensor name does not exist.

iplog

iplog

You do not have permission to terminate

the requested CLI session.

CLI

clear line

Invalid CLI ID specified, use the 'show
users all' command to view the valid CLI

session IDs.

CLI

clear line

The maximum allowed CLI sessions are
currently open, please try again later.

CLI

initial login

The maximum allowed CLI sessions are
currently open, would you like to

terminate one of the open sessions?

CLI

initial login

Can not communicate with system
processes. Please contact your system

administrator.

CLI

initial login

The instance cannot be removed. Instance

assigned to virtual sensor name.

default service

no service component
instance

Insufficient disk space to complete

request.

copy instance service
component instance
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A CLI

N cu

CLI

A-2

Interface ‘name’ has not been subdivided.

name

Interface ‘name’ subinterface ‘num’ does not exist. name VLAN
Interface ‘name’ is the command-control interface. name /
Interface ‘name’ has been subdivided. name
VLAN VLAN
name
VLAN
Interface ‘name’ is assigned to inline-interfaces name
‘inlinename.’ . .
interfacel interface2
Vlan ‘vlannum’ is assigned to subinterface VLAN vlannum
‘subnum. ’
subnum vlanl vlan2
Vlan range ‘vlanrange’ overlaps with vlans assigned |\/LAN vlanrange
to subinterface ‘subnum.’
subnum vlans range
Unassigned vlans already assigned to subinterface VLAN
‘subnum. ’
subnum
Inline-interface ‘inlinename’ does not exist. inlinename
The default-vlans for the selected interfaces do
not match. interfacel, ‘name’ default-vlan is VLAN
‘vlannum, '’ interface2, ‘name’ default-vlan is
‘vlannum. ’
VLAN
interfacel and interface2 must be set before the
logical interface can be divided into
subinterfaces. . VI__AN
interfacel  interface2
Interface ‘name’ has not been subdivided into name
inline-vlan-pairs. VLAN
Cisco Intrusion Prevention System 6.0
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| A cCL

CLI

A-2
/
Interface already assigned to virtual sensor
‘vsname. ’
The instance cannot be removed.Instance assigned to vshame
virtual sensor ‘vsname.’

Cisco Intrusion Prevention System 6.0
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A CLI |

N cu
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GLOSSARY

802.x LAN IEEE Institute of Electrical and Electronics Engineers
A
aaa authentication, authorization, and accounting
AAA authentication, authorization, and accounting
ACE Access Control Entry ~ ACL
ACE
ACK acknowledgement 1
ACL Access Control List ACE
2 ACL 1
ACL 1 ACL
ACL ACL
AD Anomaly Detection
AIC Application Inspection and Control Web HTTP
HTTP
gotomypc
FTP
AIP-SSM Advanced Inspection and Prevention Security Services Module Cisco ASA 5500
IPS ASA
API Application Programming Interface
API
API
ARC Attack Response Controller Network Access Controller  NAC  IPS 1

Cisco Intrusion Prevention System 6.0
| oL-8825-01-J



M Gilossary

ARP Address Resolution Protocol IP MAC
RFC 826
ARR Attack Relevance Rating
ASDM Adaptive Security Device Manager ASA Web
ASN.1 1 Abstract Syntax Notation 1
Atomic ATOMIC 2 ATOMIC.IP IP 4
ATOMIC.ARP 2 ARP
AuthenticationApp IPS 1 CLI IDM RDEP
AV Anti-Virus
B
BIOS Basic Input/Output System
BO BackOrifice UDP Windows
BO2K BackOrifice 2000 TCP UDP Windows
Bpdu Bridge Protocol Data Unit
hello
C
CA certification authority X.509
CA CA CA
cidDump IPS (O]
CIDEE Cisco Intrusion Detection Event Exchange Cisco IPS SDEE
CIDEE Cisco IPS

CIDS IPS
Cisco 10S CiscoFusion

Cisco 10S
CLI command line interface
CSAMC Cisco Security Agent Management Center CSA MC CSA

IP
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CSM Cisco Security Manager
CS-Manager  Cisco Security Monitoring, Analysis and Reporting System CS-MARS

CS-Manager CSM
CS-MARS Cisco Security Monitoring, Analysis and Reporting System
CS-MARS  CS-Manager
CVE Common Vulnerabilities and Exposures
http://cve.mitre.org/
D
Database Processor DBP
DBP Database Processor
DCE data circuit-terminating equipment  ITU-T
DCE
DCE DTE
DCE
DCOM COM Distributed Component Object Model
Network OLE

DCOM HTTP
DDoS DoS Distributed Denial of Service
Deny Filters Processor DFP
DES Data Encryption Standard 56
DFP Deny Filters Processor IP
DIMM Dual In-line Memory Modules
DMZ demilitarized zone
DNS Domain Name System IP

DNS
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DoS Denial of Service
DRAM dynamic random-access memory
RAM DRAM
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DTE Data Terminal Equipment  RS-232C

DTP Dynamic Trunking Protocol VLAN

Inter-Switch Link ISL;

ECLB Ether Channel Load Balancing  Catalyst

ESD electrostatic discharge

Ethereal Ethereal UNIX Windows

TCP

evidsAlert

F

false negative
false positive
Flood ICMP

Fragment Reassembly  FRP
Processor

FRP Fragment Reassembly Processor
IP

FTP File Transfer Protocol

ETP File Transfer Protocol

FWSM Firewall Security Module Catalyst 6500
shun

http://www.ethereal.com

XML

UDP

TCP/IP
FTP

DTE

802.1q
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RFC 959

FTP
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G
GBIC GigaBit Interface Converter
Network Interface Card NIC; GBIC
Small Form-factor Pluggable SFP;
Catalyst Switch Cable, Connector, and AC Power Cord Guide

GMT Greenwich Mean Time 0 uTC
GRUB Grand Unified Bootloader
H
H.225.0 H.225.0 ITU H.225.0 RAS Q.931

RTP
H.245 H.245 ITU
H.323 H.323

CODEC
HTTP Hypertext Transfer Protocol  IPS

/
HTTPS HTTP Web
TCP 443
|
ICMP Internet Control Message Protocol
IP RFC

792

ICMP ICMP ping
DoS

IDAPI Intrusion Detection Application

Programming Interface  IPS

IDAPI
IDCONF Intrusion Detection Configurarion
IDENT RFC 1413 Ident TCP
IDIOM Intrusion Detection Interchange and Operations Messages
IDM IPS Device Manager Web IDM  Web
Web Internet Explorer Firefox Web
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IDMEF Intrusion Detection Message Exchange Format IETF Intrusion Detection Working Group
IDSM-2 Intrusion Detection System Module  Catalyst 6500
IDS MC Management Center for IDS Sensors Web IDS 300
IP TCP/IP IP 5 A
B C D E 4 10
IP
IP IP
IP IP
IP
IPSec
iplog iplog log
EventAction iplog Ethereal TCPDump
libpcap
IPS Intrusion Prevention System
IPS IPS /
IPv6 IP version 6 IP  version 4 IPv6
1D IPng
next generation
ISL Inter-Switch Link  VLAN
K
KB Knowledge Base ~ AD
L
L2P Layer 2 Processor 2
LACP Link Aggregation Control Protocol ~ LACP LACP LAN
IEEE
802.3ad
LAN Local Area Network 2
LAN 2 3
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Layer 2 Processor L2P
Logger IPS 1
LOKI ICMP
ICMP ICMP
M
MainApp IPS
MD5 Message Digest5 128 MD5  Secure Hash
Algorithm SHA MD4 MD4
IPSec SNMP v.2
MD5
MEG Mega Event Generator META META
Meta
MIB Management Information Base =~ SNMP  CMIP
MIB SNMP
CMIP GUI
MIB public private
MIME Multipurpose Internet Mail Extension
ASCII
MIME
RFC 2045
MSFC MSFC2 Multilayer Switch Feature Card Catalyst 6000
L3
MSRPC Microsoft Remote Procedure Call MSRPC
DCE RPC Unicode
DCOM
DCE/RPC
MySDN My Self-Defending Network
Cisco.com
N
NAC Network Access Controller ~ ARC
NAT Native Address Translation IP
IP
NBD Next Business Day
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ND Neighbor Discovery  IPv6
never block
never shun never block
NIC Network Interface Card
NM-CIDS IPS
NMS network management system
NMS
NMS
Normalizer IP TCP  NORMALIZER
NOS OS Network Operating System
LAN Manager NetWare NFS VINES
NTP Network Timing Protocol TCP
NTP Network Timing Protocol
TCP
NVRAM /

OIR online insertion and removal

OPS Outbreak Prevention Service

PAgP Port Aggregation Control Protocol

PASV FTP
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FTP
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NTP

Non-Volatile Read/Write Memory  RAM

PAgP

TCP  NORMALIZER

NTP

LAN

FTP 227 passive
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PAT Port Address Translation ~ NAT 1 IP
PCI Peripheral Component Interface  Intel
PDU protocol data unit  OSI BPDU
PEP Cisco Product Evolution Program PID VID SN uDlI PEP
PER packed encoding rules  PER
PFC Policy Feature Card  Catalyst 6000
VACL
PID Product Identifier ubl 3 1 uDlI PEP
PING packet internet groper ICMP  echo
IP
PIX Private Internet Exchange Firewall
PKI Public Key Infrastructure X.509 HTTP
POSFP (O] Passive OS Fingerprinting
POST Power-On Self Test
Post-ACL ARC ACL
ACL
Pre-ACL ARC ACL
ACL
Q
Q.931 ISDN ITU-T
R
RAM random-access memory
RAS Registration, Admission, and Status
RAS
VolP
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RDEP2 Remote Data Exchange Protocol version 2 / HTTP  TLS
regex
RMA Return Materials Authorization
ROMMON Read-Only-Memory Monitor TFTP
RPC remote-procedure call
RPC
RR Risk Rating RR 0
100
RSM Router Switch Module Catalyst 5000
RTP Real-Time Transport Protocol IP
RTP
RTP
RTP
RTT round-trip time
RU rack unit 1RU 44 Mm 1.75
S
SAP Signature Analysis Processor
SCEP Simple Certificate Enrollment Protocol PKCS#7 PKCS#10
PKI SCEP
SDEE Security Device Event Exchange
RDEP
SDEE
http://www.icsalabs.com/html/communities/ids/sdee/index.shtml
SDP Slave Dispatch Processor
SEAF signature event action filter
ID RR SEAF SEAO
SEAH signature event action handler
SEAH
<evldsAlert>
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signature event action override  RR
SEAO RR
SEAO

Signature Event Action Processor

RR
Security Monitor Monitoring Center for Security
IDS MC
SensorApp IPS 1 SensorApp
Sensorapp

Service DNS FTP H255 HTTP IDENT MSRPC MSSL NTP RPC SMB SNMP SSH
session

Telnet
SFP Small Form-factor Pluggable

GBIC
shun
PIX Firewall ARC
Signature Analysis SAP
Processor
signature event action ~ SEAF
filter
signature event action ~ SEAH
handler
signature event action ~ SEAO
override
signature event action ~ SEAP
processor
Slave Dispatch SDP
Processor
SMB Server Message Block
LAN NOS
SMTP Simple Mail Transfer Protocol
SN Serial Number  UDI SN
SNMP Simple Network Management Protocol ~ TCP/IP
SNMP
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SNMP2

SP

SPAN

sQL

SRAM

SRP

SSH

SSL

Stacheldraht

State
Statistics Processor

Stream Reassembly
Processor

String

SYN

T
TAC

TACACS+

TCP

tcpdump

SNMPv2 2 SNMP2

SMI

Statistics Processor

Switched Port Analyzer Catalyst 5000

SPAN 1

SPAN SPAN

Catalyst

Structured Query Language

RAM SRAM DRAM

Stream Reassembly Processor
TCP TCP

Secure Shell

Secure Socket Layer e-

ICMP DDoS
HTTP
SP

SRP

1 TCP UDP ICMP

TCP SYN
DoS

Cisco Technical Assistance Center TAC 4

Terminal Access Controller Access Control System Plus Terminal Access Controller

Access Control System TACACS

Transmission Control Protocol
TCP TCP/IP

tcpdump UNIX Windows
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TCP TCP IDS-4250-XL IDSM-2
TCP
IDS-4250-XL  IDSM-2 TCP
IDS-4250-XL 10/100/100 TX TCP
XL

IDS-4250-TX IDSM-2 TCP

Catalyst 1 Cisco 10S

TCP TCP
Telnet TCP/IP Telnet

Telnet RFC 854
TFN Tribe Flood Network DoS IP
IP
TFEN2K Tribe Flood Network 2000 DoS IP
IP
TFTP Trivial File Transfer Protocol FTP 1
Time Processor TP
TLS Transport Layer Security ID
TNS Transparent Network Substrate 1
TNS
TP Time Processor
TPKT Transport Packet RFC 1006
TCP ISO
TR Threat Rating TR
0 100
traceroute
traceroute
RFC 1393
Traffic ICMP TFEN2K  LOKI DDOS
Trojan BO2K TFEN2K
U
uDlI Unique Device ldentifier uDlI PID VID SN
uDI Cisco IPS ID PROM
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UbP User Datagram Protocol ~ TCP/IP
UDP
UDP RFC 768
UPS Uninterruptable Power Source
uTC Coordinated Universal Time 0 GMT
Zulu time
\'}
VACL VLAN ACL VLAN VLAN
ACL ACL
VID Version identifier ~ UDI
VIP Versatile Interface Processor Cisco 7000 Cisco 7500
VIP Cisco 10S VIP
VIP2
VLAN LAN Virtual Local Area Network 1 LAN
VLAN LAN
VLAN
VMS CiscoWorks VPN/Security Management Solution Web
VPN
VolP Voice over IP POTS
IP VolP IP
VolP DSP
2
ITU-T H.323 IP
VPN Virtual Private Network(ing)
IP TCP/IP
VPN IP
VTP VLAN VLAN Trunking Protocol VLAN
2
w
WAN wide-area network
WAN
SMDS X.25
Web IPS 1
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X.509

XML eXtensible Markup Language

TCP IP

ACL ARC ACL

IDIOM

IDIOM

1 ping of death
ICMP

Cisco IPS

IPS

IPS

IPS 1 evidsAlert

IPS

IPS
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IPS
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IPS 1
IPS 1 IPS
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1 1
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VLAN 1
1996 IEEE Institute of Electrical and Electronics Engineers 802.3z
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SNMP NMS
1D
2
IPS 1
IPS 1
DES Triple Data Encryption Standard  DES SSH
15 SSH
IP
Cisco PIX
/ IDSM-2
NIC

IPS
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2.5 clock set
2-11
2-11
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