CHAPTER

ZOFETIE, IPS6.0 Da~<w> RETNLT7 7y MEIRLET, ROERH Y 97,

* anomaly-detection load (P.2-3)
 anomaly-detection save (P.2-4)
 banner login (P. 2-5)

e clear denied-attackers (P.2-6)

* clearevents (P.2-7)

 clear line (P.2-8)

* clear os-identification (P.2-10)

e clock set (P.2-11)

» configure (P.2-12)

e copy (P.2-13)

* copy ad-knowledge-base (P.2-16)
e copy instance (P.2-17)

* display serial (P.2-18)

e downgrade (P.2-19)

e end (P.2-20)

e erase (P.2-21)

* erase ad-knowledge-base (P.2-22)
o exit (P.2-23)

* iplog (P.2-24)

* iplog-status (P.2-25)

* list component-configurations (P.2-27)
e more (P.2-28)

e more begin (P. 2-30)

* more exclude (P.2-32)

e more include (P.2-34)

e packet (P.2-35)

* password (P.2-37)

e ping (P.2-39)

 privilege (P.2-40)

* recover (P.2-41)

* rename ad-knowledge-base (P.2-42)
e reset (P.2-43)
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* service (P.2-44)

o setup (P.2-48)

* show ad-knowledge-base diff (P.2-61)
» show ad-knowledge-base files (P.2-63)
 show ad-knowledge-base thresholds (P.2-64)
* show begin (P.2-67)

 show clock (P.2-69)

* show configuration (P.2-70)

e show events (P.2-71)

 show exclude (P.2-73)

 show history (P.2-74)

* show include (P.2-75)

* show interfaces (P.2-76)

 show inventory (P.2-78)

* show os-identification (P.2-79)

* show privilege (P.2-80)

* show settings (P.2-81)

 show ssh authorized-keys (P.2-84)
» show ssh server-key (P.2-85)

* show ssh host-keys (P. 2-86)
 show statistics (P.2-87)

 show tech-support (P.2-90)

* show tls fingerprint (P.2-92)
 show tls trusted-hosts (P. 2-93)

* show users (P.2-94)

¢ show version (P.2-96)

* ssh authorized-key (P.2-98)

* ssh generate-key (P.2-99)
 sshhost-key (P.2-100)

e terminal (P.2-102)

e tls generate-key (P.2-103)

o tls trusted-host (P.2-104)

 trace (P.2-106)

e upgrade (P.2-107)

e username (P.2-108)

Cisco Intrusion Prevention System 6.0 A% K J27L YR
0L-8825-01-J |



| $2% GAARZIIVF

anomaly-detection load W

anomaly-detection load

Knowledge Base (KB; Aifk~—R) 77 A NV%&, fHE LIEEE P —DHITO KB & LTRET
5120, ¥4 EXEC & — K T anomaly-detection load =~ > K& H L £,

anomaly-detection virtual-sensor load [initial | file name)

SRR A

T4

virtual-sensor A Y —, 1 ~ 64 XFORILT/INLTF % XBIT 2 30FHTH, HEh7asC
FIEA~Z, a~z, 0~9, [-] BL® T | TT,

name KB 77 A V4, 1 ~ 32 XFORLTF/NLTF%XHT 575 TT, Ao
LFIEA~Z, a~z, 0~9, -] BLW® T | TT,

initial U > KB,

file BEFD KB 7 7 A by

T 74N NOBWEEZITMEIEZS D ¥ A,

avy R E—F EXEC
#ih—behd1—H0— FHE
avy FEE y1y—x &1IE
6.0(1) Zoawr REEA,
FEREDAS FS1Y
Y
(F) ZoavrRIIPSHEATT, 120 EIOAN—T 3 42, BHE#T 5 10S a~v > RiEh o £

]

B,

WOFNZ, FITO KB 7 7 A /b & LT 2006-Mar-16-10 00 00 Z#2— KL £,

sensor# anomaly-detection vs0 load file 2006-Mar-16-10_00_00
sensor#

-

[ oL-8825-01-J
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M anomaly-detection save

anomaly-detection save

BT D Anomaly Detection (AD; FH i) KB 7 7 A V& HfF L Cr— U /WITRAFT D121, itk
EXEC “E— N C anomaly-detection save =~ > R&2FEH L £,

anomaly-detection virtual-sensor save [new-name)

BCERER virtual-sensor AT Y —, 1 ~ 64 LTFORLT/NLTH KB D LFHTY, Hh/a
FIXA~Z, a~z, 0~9, [-] BXO T | TT,
new-name (7> ay) BHLWKB 77 A N4, K 32 LFORILF/INLTF %2 XA
HXTHNTET, AN TIFA~Z, a~z, 0~9, [-] BIO® T ] TF,
TIHILE ERINDT 74N DT 7 A VA YYYY-Mon-dd-hh_mm_ss T3, Mon (XH/ED A %7/~ 3 3LF
DAEMIE T,
avy R E—F EXEC
#ih—behd1—¥0— FHE
avy FEE J1)y—=x &1IE
6.0(1) Zoawy REEA,

EREDHS FS1>

]

ZDa~vy ROFETRIZAD BT 7T 4 Tl Tk, =5 —2NEmESnE T, 1o KB
Tr7ANE EEXZTHZLETEERA, FILWARIZERTLI2LETH, T 740 NOLRTEE
AT 256 TH, KB 7 7 A VOAFINT CICHET 2L A8IETEVWKB 77 A VR EEXINET,

KB 7 7 A W TE 2% 4 XiE, fIRAH Y £, HH L KB WEM ST Z O RICE| =
ToE MOETWVWKB BUTT7 7 A L THH T 7 A L THRWES) DHIBRShET,

~

GE) Zoa<wr RIZIPS EATYT, 120 URiONR—2 g 4, BT S5 10S a2 Ridb v F
A,

WORFNE, BATO KB #4177 L, my-kb & L THRE L ET,

sensor# anomaly-detection vs0 save my-kb
sensor#
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banner login Wl

banner login

SARHEMICERT DT — Ay —URERT DI, Za—L a7 4 Falb—aly E—
K C banner login =~ > RZFEHALET, n7 A0 NF—%HIBRT2121E, Z0a~<r RO no
REFEALET, N — AvbE—UiF, 2—FNRCLIIKTV7EALLEZC, 2—FLH T
e RAT— R Fu 7 hORicRRENET,

banner login

no banner login

BCERER Fl1# CLLIZE A T ARNIRTEINDETF AN, A vbE—U0KREIT 2500 3
FOT, WATERIERMG (0) EANTBHAE, ZORICF—2 br—2
Ctrl+V Z AFT 5 0ERH Y F4,

FI4ILF F7 ) FOBEEZITEIZH Y FH AL

T
H
I
T.

avy Ja—)aryZ 4 FXal—vgv

¥h—rEhd1-O- EIH

avy FERE Jy1)—=x 81
5.0(1) o<y REEA,

ERLDHA FS54>  banner login =~ RIZ K- T, MREHIZERIND 2500 LTFETOTFAN Ave—TU%E
JRCEET, ZOA v E—VF, CLIICT 7B AL L EICFERENET, CtrltV Z A LT
PATEITRMT () ZANTDHZ LT T, BITERITRUETGEZ A v E—VIZEDDLZ LN
TEFET, BITHE MR LT HF AN A v b=V TIEAM ERRENFETHA, =2—PFIZTH L TA Y
B-UNRERIND & EIR EEOUITE LTRRESNET,

Message 7RV N TCCHC Z AT H L, AvE—TVOERNF Y 2LINET,

~

GE) Zoza~vr ROERIZL. CiscolOS 12.0 DEM L TR 7,

%l WOFNT, v 7 A CRFCHRBIEICERSND A v =V 2R L ET,

sensor (config) # banner login
Banner[]: This message will be displayed on login. "M Thank you!

0o RIS, RDOA B =TI NERRINET,
This message will be displayed on login.

Thank you!
password:

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W clear denied-attackers

clear denied-attackers

BEOHESIP 7 FLAD Y A S &2HIRT 5121%., ¥4 EXEC £ — K C clear denied-attackers =~

VREMEHALET,

clear denied-attackers [virtual-sensor] [ip-address ip-address]

SRR A

virtual-sensor (A7 ay) o —ICRESNAMEE o —D4RL, 7 ) THEE, &
E LA o — I T SN TWAD T —=0 7 LT FLRICHIR &S
NWET, 1~ 64 LTFORILF/NLF % KBNT 5307 T, ARh723071E A
~Z . a~z 0~9 [ BXOQ T TF, Kt —0LHiE2fEE LA
We ST AMBEEIIT T T ERET,

ip-address (FFvar) 7IT7TBHIPT RLA,

FTI2+ILF

T 74N FOBEEZIMEIZH Y EE A,

= EXEC
Yh—rehd1—¥ n—) EEEH
av Yy FEE Jy—=x 81E
5.0(1) Zoawy REHEA,
6.0(1) F 7" a v @ virtual-sensor /X T A — 1 LW ip-address /3T A — & %8B

EREDHS FS1Y

g

clear denied-attackers =~ > RIZ Lo T, iR TAKBEEDY A A2 7 U7 L, UAHESR L7 IP 7
RLALDBEZETTEET, ZOUVRAMDIP 7 RLAZFEBNGREINL, BT 5Z LixTs
FHANETIHBEEDOV A N7 VT THE VR MNNLTRXTOIPT RLARHIBRENET,

FREE Y —L P 7 RLVREFA TV a T, B V—4%2EETH L. BRLE(EES
Y= EHRIZIP 7 RLARZ VT INET, KB —AEHBELRNE, TXTORE
o —FETCIP T RUARZ YT ENET,

S

() Zozwr RiL, CiscolOS 12.0 BLE1IZIZH D £ A

%l KOFNL, HETLIHEEDY A RO RXTOIP T KL AZHIBRLET,
sensor# clear denied-attackers
Warning: Executing this command will delete all addresses from the list of attackers
currently being denied by the system.
Continue with clear? []: yes
sensor#
BEaTUF avw ok BILL
show statistics denied-attackers HETHIHBEEDY A MEERLET,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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clearevents W

clear events

H#TE A

T4

AR R AT 7 VT HICIE, ¥ EXEC £ — R T clear events =~ > K& L £,

clear events

Zoavy R sIBERITF—Y—FEd v £HA,

T 74N NOBWEEZITMEIEZH Y ¥ A,

avy R E—F EXEC
#ih—behd1—¥0— FHE
avy FEE J1)y—=x &1IE
4.0(1) Zoawr REEA,

EREDHS FS1>

Zoavy REFEHTLE AUV ARTRETRTOAXR N2 VT TEET,

~
GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B+ 5 10S o< Nigbo £
A,

%l WOBNE, Ak A NTE2Z VT LET,
sensor# clear events
Warning: Executing this command will remove all events currently stored in the event
store.
Continue with clear? []:yes
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W clearline

clear line

BOCLI®y Y a2 & 74512k, FME EXEC ©— R Teclearline =~ > RZ#HLET,

clear line c/i-id [message]

&SRR cli-id ol Ay vy ya AZEEMSIT SN TWD CLIID % 5, show users =~ 2 K
EHERLTLIIZEN,
message (A7 =2 2) message ZIEINL 725G, A vt —VE2ZETL2—FITHE

TONBEZANTHE RO T m 7 I iFoRanEd,

T4 F 73V OMEELIMMEITZD D TEA,

avY K E—F EXEC

av Yy FEE ))y—= B1E
5.0(1) Zoawr REEA,

Hh—bEhB1-F O FEHE, L —F Ba—T

~
GF) ARVv—Hivta—TI% BAEOnITA LRI C—VLORBROIRE T VT TEET,

BRAEDHL FS4Y clearline =~ > REMHH LT, BIOECIITHOFREEDE Yy a v dn /77 hESEET, #7T
LEHET2m 700 By alDORICETRTHAyE—Y (X7 ay) 2HRETHITIE,
message ¥ — U — R&H L E 7T, CrH+C TIHERNF v LS, dITICE > TRELIZ A Y
=T L L HICERDEFEEINET, A v E—VDRKEIX 2550 X TY, Ctr+V OF%ICW T
ANTBE A=Y THFANMIBITEZEEDD ZENTEET,

clearline =~ > FZEH LT, Y —ERXA Ty boul A 2707352 LIXTEERA,
~

(3) message ¥ — 7 — RiX, 2D~ KD CiscoI0S 12.0 X—V 3 > TIEHAR— FENTHE
A,

1 WOBNL, Kty a  BIGELE, BEAEEREZFF > -V e/ LEHrELzE &
BRINDHDH1ERLET,

Error: The maximum allowed CLI sessions are currently open, would you like to
terminate one of the open sessions? [no] yes

CLI ID User Privilege

1253 adminl administrator

1267 cisco administrator

1398 test operator

Enter the CLI ID to clear: 1253
Message:Sorry! I need access to the system, so I am terminating your session.
sensor#

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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clearline H

WOBNE, adminl DHRIZERINDI A v E—TVE2RLET,

sensor#
* % %

* % %

Termination request from AdminO
* % %

Sorry! I need access to the system, so I am terminating your session.

ROBNE, IRty v a ABITEL R, ANV —F Ed e 2 —THREZFF 2 - 71 v
LESELIEZITRRSNOIHNEZRLET,

Error: The maximum allowed CLI sessions are currently open, please try again later.

PgEa<v KR

avwvk B L
show users CLIICu 7' A LTWAa—HFICEHT 2 EREF R LET,

[ oL-8825-01-J
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W clear os-identification

clear os-identification

TP —BNEE O L > TCT == LEIP T RLAEDOSID 7Y v=—y a VEHIRT S
121X, ¥#E EXEC & — R T clear os-identification =~ > FZ&{HH L £,

clear os-identification [virtual-sensor] learned [ip-address]

BEREA virtual-sensor (A7 ay) o —ICRESNAIEE o —D4RL, 7 ) THEE, &
E LR o — A T SN TnE T == 7 LT R L RIZHIR &
NWET, 1~ 64 LTFORILF/NLF % XKBNT 5307 T, ARh723071E A
~Z,a~z, 0~9, [-] BEW® T _J TT,
ip-address (A7vay) 2VT7T5H5IPT RLA, Boh—id, fHESNZIPT KL XA
W~y B 7E&3N=0SID &7 V7 LET,

FIA4ILF F 7 FOBEEZITEIZH Y FH AL

avy kK E—F EXEC

#ih=behd1~¥0-) EFEHE, AL —X

av Yy FEE )1)y—= B1E
6.0(1) Zoawy REEA,

EREDHA R34y MY —L P T RLAIAT > a T, IPT FLAEETL L, HELLIP T RLAD
OSID7ZETFNZ VT EINET, IPT RLAZBELRNWE, 7—=7 L7 0SIDBRTRTZ VT
ShEd,
AR Y —2RET D HELIEE P —D OSID 720N 7 V7 EnEd, i ¥—
ZERELRNE, TRXRTORBEE Y —DTFT—= 2 LEZ0SIDR7 U 7 E&nET, R —
ERRETTICIP T RLRERE LEHA. TXTOHRBE P —CIP T RLARZ U T ENET,

i WO, TRTOFREE Y —Z2{FRICIP T FL A 101112 DF7—=71L7-0SID %27 V7T
L/gz‘j‘o

sensor# clear os-identification learned 10.1.1.12
sensor#
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clockset W

clock set
TTIATVADVAT A 70y 7 % FEICRET DL, F7HE EXEC E— R T clock set =~ >
REfMRLET,
clock set hh:mm/:ss] month day year
WCERmA hh:mm:ss] Mg (24 B0 . 4y, B X OB ERXOIERM
month BrEA (A4)
day HOBIEHR (H)
year BIEAE (Al L)
T4k F 74V NOBEEZIMEIZH D £H A,

avyv kK E—F EXEC
#iRh=behd1~¥0-) EIEE
avy FERE J1)y—=x &1E
4.0(1) Zoawy REHEA,

EREDAA K312

WA, VAT A 70y 7 ZRETHHLETH R A,

o VAT AN, NTP £/2IX VINES 7 a w7 V—R7p Y HRNRANERE A I v 7R & R &
NTWDHEE

o HLUAKEEREONL— X EFEH L TWAES

CORZRBFEHTEXZRWEASIZ, cockset 2~ REFEHLEST, Zoa~vy RTHET AR

1, B L7 RefEH CoFxREf ¢,

% WOBNE, VAT A 7 a7 ZTEIT20247H 29 HFH% 1R 3ICHELET,
sensor# clock set 13:32 July 29 2002
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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M configure

configure
Ja—)ar7 4 F¥alb— gy E— RZADIZIE, M EXEC E— KT configure terminal =
~ U REMHLET,
configure terminal
TR terminal RN b ar 74 ¥al—vay avy REETLET,
TI+IE T 74N NOBEEITEIEH Y FH A,
= EXEC

#ih— b Shd1—F 0-)

FEREDHS FS1Y

]

FEE, AL —%, Ba—7T

configure terminal =~ > RZ3T3 5L, Ju— L a7 4 Falb—var E—RIADLI L
NTEET,

WOBNL, T— FZ28H# EXEC T— Rnb/n— L a7 4 X2 lb—v gy T—RNIEELE
‘j—o

sensor# configure terminal
sensor (config) #

-
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Ccopy

copy M

IPos/BrLRar 74 F¥al—vay 7y A E I —F521%, ¥4 EXEC T— R Teopy 2~

U REFEHALET,

copy [/erase] source-url destination-url

copy iplog log-id destination-url

SRR

T4

avURE—F

#ik—rbEhd1—% 0—-)

/erase

(A7vay) a—FBaN5EkE7 7 A VEHEELET,
N

GE) ZoF—U—REFBfTFOary 74 X2l —arFIICEBAIN,
Ny 27yl a7 Xal—a s diFgicblEqXINnE+, 2o
F—U— R EDIITOI L7 4 Fab—va VITHLTRES
NAHL, V=R ar74Xal—arNYRTFADT 74/ R~ 2
Y74 F¥ab—va VIHEAINET, SEDBITOa T 4 ¥ a
L—> g VI LTHRESNARWES VYV —RA a7 4 Fal—i g
VIEBATOa T 4 Xal—varbe—UENRET,

source-url

abBE—XNBY—A 77 ANDEFT, URL £7213%—U— KN —RH T4,

destination-url

o —&END5ET 7 A VOB, URL £7213F%— VU — R —KH T,

log-id

av—3577A400a 7 ID, iplog-status =~ > FZfEH L T, log-id % i
BLET,

T 74N NOBWEEZITMEIEZH Y ¥ A,

EXEC

B AL — % (copy iplog F /-1 packet-file D7), ¥ = —7 (copy iplog % 7= 1% packet-file D7)

avy FEE

EREDHS F31>

J—3

15

4.0(1)

Tpa~wy REEA,

V— 2B IO%E,E URL OIEMER 7 +—~ > MI, 77 ALV BV ET, ROBGHREZAT
NP FR—FEINTHET,

TLI49HR Y —RFEfIEIRE

ftp: FTP x> N —27 H— DY —AE IS URL, ZDT VT v 7 ADH
i, kD EBYTT,
ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename

sep: SCP Xy NI —7 =DV —RAFEIT5E URL, ZDT L7 1 v 7 ADHE

iE, ko LB T,
scp:[//[username@] location]/relativeDirectory]/filename
scp:[//[username@] location]//absoluteDirectory]/filename

[ oL-8825-01-J
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copy

g
i

TLI499R V—RELEREE

http: Web % — 3D Y —ZA URL, ZDF V7 4 v 7 AL, RO ELFY T,
http:[//[username@]location]/directory]/filename
Y —AURL DHZMHTEET,

https: Web H— DY —ZRURL, 2D L7 4 v 7 ZORIE, (kD EBY TT,
https:[[//username@]location]/directory]/filename

YV —AURL DA EFEHTEET,

YU —DT7 A NG EEETHIZIE, F—U—FEHEHLET, KOT7 7 A ABPR— X
ATWET,

*—J—F Y—RFE=IE5EE

current-config REFETPoary 7 4 FXFab—Yay, 20ary7 44Xz b—y 3 0%,
CiscoIOS 12.0 DIFA L Bp Yy o~ RBRANTEND LEEICRY £, 7 7
AN T+ —~v MICLI 2~ RTT,

backup-config AT 4 X2l —ar Ny I T T ORELH, 7y AN 74—~ ML
CLI 2~ R T,
iplog VAT MIBIAEN TN B iplog, TP B 7 i3n 7 ID 2 BITHRBINET,

iplog-status =~ > RO AZZHL T ZIV, [P B 713 A T U TRIFES
N, B2 a—7TEREINET,

license-key MATA A T7 AL,

packet-file packet capture =~ > RZfil L TH ¥ 7F v Sh, m—A/WIRE S TY
% libpcap 7 7 A /L,

R L7710 ha /LA FTP 7213 SCP DA RATU— RO Fu L7 FERSNET, FTP £ v
T a NIRRT — RBRPETRWEEE, H A LR T Return F—%H L E9,

av Y RIA L TTRTOMNERY —AB L O URL F#f E 2 —Y 42 AT 50, 721
copy 2~ REAS LT RELTWAIERE L —nb 7 or 7 N CERIES LN TEE
TO

VAFA BV T A F—T oA R FEREL D2 T 4 X —a VBRRBES.
BBy —0nbar7 s Xal—Yay Z77ANEa—FARL, 5—RRBETEZLRD
nET,

N
(GE)  CiscoIOS /3= 2 > 12.0 D copy 2~ RIT S HICFIMENRH Y, B D5kl Tar—
TXFET,
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copy M

Bl WOFNEIP 7 KL AN 101.1.1 OB Y —DF 4 L7 RV | 7 7 A L4 ~csidsuser/configuration/cfg
MOBITOa Ly 7 4 Falb—vallilZryANVEa—LET, 74127 M) &7 7 A%,
csidsuser DR —2 T H T 2 R EOFHR /S A TT,
sensor# copy scp://csidsuser@10.1.l1.1/configuration/cfg current-config
Password: ***xk***

WARNING: Copying over the current configuration may leave the box in an unstable

state.

Would you like to copy current-config to backup-config before proceeding? [yes]:
csidsuser@l0.1.1.1's password:

cfg 100%
|*********************************************************************| 36124

00:00

sensor#

WOBNIIP T RL AN 10111 DB —DF 4 L7 NV [ 7 7 A L4 ~csidsuser/iplog]12345 (2 ID
12345 @ iplog #a&—LET, T4 L7 b &7 7 AL, csidsuser DFR—L THT Y b HD
*B;(_:J‘/\ozb@—aﬁo

sensor# copy iplog 12345 scp://csidsuser@10.1.1.1/iplogl2345

Password: ***x**%*

iplog 100%
|*********************************************************************

36124 00:00

sensor#

BEEaITUF avvFk L]
iplog-status EARREZR IP v 7 ONKFDOHAE R R LET,
more W7 7 A NVONEEFR R LET,
packet AVB—=T 2 A ALDTAT VT T 4 v 7 BFRELEF YT T ¥ LE

‘a‘o
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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Bl copy ad-knowledge-base

copy ad-knowledge-base

KB 7 7 A V& a v —425|21%, ## EXEC £ — N T copy ad-knowledge-base =~ & H L
‘j—o

copy ad-knowledge-base virtual-sensor [current | initial | file name] destination-url

copy ad-knowledge-base virtual-sensor source-url new-name

BEEA virtual-sensor KB 7 7 A AR EENHEAEE T —, 1 ~ 64 SLFOKLF/INLF % KB

LTFHNTY, AR FIEA~Z, a~z, 0~9, [-] BT | TF,

name KB 7 7 A VA4, FeK 32 SUFDORICF/NUF A KRS % 3078 T, Ah7
XFIEA~Z, a~z, 0~9, [-] BXO T | T,

current BlEa— RIhTW\Wb KB,

file BEFED KB 7 7 A by

initial D KB,

new-name HLWKB 77 A V&, 1~ 32 XFORILF/NLF % XA 25 XF5 T,
BRI CFIEA~Z, a~z, 0~9, [-] BLO® ] TT,

source-url Y — A URL IZIZ FTP, SCP, HTTP, F7/2IXHTTPS #f5ETHZ LN TEE
T, BSCOFEHIZOWTIEL, P2-13 D Tcopyl ZZRLTLIEEW,

destination-url %65 URL (2% FTP, SCP, HTTP, ¥£72IX HTTPS #fiET 52 LN T& £,

RESCDFERNZ OV T, P2-13 D Tecopy) #FMLTL Z &V,

TI2FIEF F 74 FOMEEIMMEILZH D THEA,

avY kK E—F EXEC

#ih—behd1—H0— FHE

av Yy FEE ))y—= B1E
6.0(1) Zoawr REEA,

FEREDHL KSL4Y 3 TCICHEETALFINIC 7 7ANVEa—F B¢ FO7 7 AN T EEXINET, current — 7V —
K% new-name & U CHEATAHZ LIXTEEEA, load =2~ FIZX VD, HLWHRIT KB BMEKRS

NET,
S
(F) o~y NEZIPS EATYT, 120 BATO/S— 3 42, BET 5 10S 2~ Figd v &
A,
Bl WOFENL, IP 7 KL A28 10.1.1.1 O 2 > B =2 — & O ~cidsuser/AD/my-kb {Z 2006-Mar-16-10_00_00 %
= ]:O\'— L/i—aﬁo

sensor# copy ad-knowledge-base vs0 file 2006-Mar-16-10_00_00
scp://cidsuser@10.1.1.1/AD/my-kb

Password: ***x*x*x

2006-Mar-16-10_00_00 100% 14920 0.0KB/s
00:00

sensor#

-
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copy instance M

Copy instance

AT 4 FX2lb—va A VARZ R AT 5L, FiME EXEC € — KT copy instance 2~
vV REFERLET,

copy [anomaly-detection | event-action-rules | signature-definition] source destination

SRR A

FTIAILE

source Qb —F B FEO IR =R b A RS ADLHI,
destination BFHFERLIIEFEOa L R—3 2 b £ VAZ L ADLE,

T 7 AN FOBEEIMELZDH Y EE A,

avY K E—F EXEC
#ih—behd1—Hn—N EHEE
avy FEE Jy—= 81
6.0(1) Zoawr REEA,

EREDAA K34

]

ZOavw U REEHLT, a7 4 Fal—Yalr A VAR VA at—LE T, AV AX AN
TTIHFEETIHAER, LAV AZ U ATHAT D072 AR—=ARN 2 WA, =T =0
A EnET,

WOBNL, Tsigd) EWVWH T =F ¥ EF% mySig) EWVIFHLVWERICaL—LET,

sensor# copy signature-definition sig0 mySig
sensor#

[ oL-8825-01-J
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M display serial

display serial

TRTOHNZV Y T AERICIEET SI1I2E, Z/e— L a7 4 Falb—vay £F—RFT
display serial =~ > FZ{#i[] L &7, no display-serial =~ > REZfHHT 5 &, v— /LK ~DH
NEVty FLET,

display-serial

no display-serial

W\ Zoavy R SIBERITF—Y—FEd v £HA,

TIAILE T 7 4V hOFEEIL. no display-serial TJ,

avY K E—F EXEC

#ih—rehd1—F0— FEE, FL—%

av Yy FEE ))y—= B1E
4.0(1) Zoawr REEA,

ERLEDHS FS54> display-serial 2~ > RiZL-> T, 7— MLHEFIZYE—k 2>V — (VU TV R—r&HH) T
VAT A AyE—VESRTEET, ZOLTTarBAEHTHLRY, v—L 2>V —id
ERCEERA, VI TN R—MIER LI XL, 2047V a VRERES N TV L | Linux
MERITEB LT TAEROT R— "R ENIRDET, 74— K7 2B ohEHA,

%l WOBNE, HAQZ VTV R=MIVFA L7 FLET,

sensor (config) # display-serial
sensor (config) #

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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downgrade

RBRICGERA LY 7 =F % Ty 77— bEREFP—EX Ny 7 ZHIBRT A1, Z7u—~1 av
7 4F¥2lb— 3 EF— FTdowngrade 2~ FZHEHALET,

& SCERER
T4
avY kK E—F

downgrade

downgrade M

Zoa=wy FE, I ERIEF—TU—-REH £H¥A,

T 74N FOEEELIMELZS Y A,

Jua—)L a7 4 ¥alb—g

#h—phdi—¥o-n FELE
avy FEE ))—2x fE1IE
4.0(1) Zoavy REEA,
i WOBNL, WA LEEFOY 7 =F % 7Ty 77— et h—noHIBRLET,
sensor (config) # downgrade
Warning: Executing this command will reboot the system and downgrade to
IDS-K9-sp-4.1-4-S91.rpm. Configuration changes made since the last upgrade will be
lost and the system may be rebooted.
Continue with downgrade?: yes
sensor#
downgrade =~ > FREHTERWGHE (XX, 7Ty 77 b— FREH I T RWEE) . IR
DAy E—=URERRINET,
sensor# downgrade
Error: No downgrade available
sensor#
[SEEEIAS avvFk L]
show version FTRTDA VA N=IVEHROS RN r— VT =F v Nohr—Y B
W ZF A TEITFOIPS Yt 2D A=Y g UEREFFLET,
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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B end

end
a7 44X alb—Yvary FT—RELFZar7 4 Falb—rary Y7 E—REKTTHIC0%, 7
g—\)L 27 4 FXal—ary EF—KRTend a2~ FREFEALEST, Z0a~vr FiE. &6
D EXEC A==2—IZREY £,

end

HECEREA Zoawy FidE, 51 ELIIF—TU—RiEIH v A,

FTI2+ILEF F7x N P OEEEITEIZH Y EE A,

avTY R E—F TRTCOE—F

#R—hEhd1—F 0-)l

BHE AL —H, Ba—7T

avy FERE

)= 18I

4.0(1) Zoavy REEA,

%l

WOHNE, a7 4 Fab—vary E—RReKTTLHEERLET,

sensor# configure terminal
sensor (config) # end
sensor#
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erase N
crase
WP T 7 A LB T BICIE. FiHE EXEC £ — R Cerase I~ R&fEA L £,
erase { backup-config | current-config | packet-file }
¥BoCEREA backup-config BAEETHOa Ly 74 FXal—vay, Z0ary74¥al—a U3,
CiscoIOS 12.0 DA L BHAY  a<r RBRANINS LETEICARD £,
Z77 AN T4 —<v MICLI 2~ RTT,
current-config a7 4 X2l —ar Ny I Ty TOREE, 774NV T —~<
MICLI 2~ T,
packet-file packet capture 2 v . RZEH L THF ¥ 7F ¥ S, = —HVITRE ST
W2 libpcap 7 7 A1 /L,
TIHILE T 7 4V NOBEEZIXEIZH Y FHA,

avy R E—F EXEC
#h—behd1—Hn—N EHEE
avy FEE Jj1)—=x &1E
4.0(1) Zoawy REHEA,

FEREDHS FS1Y

7l

BiTOary 74 Xal—a B8R T 5, a7 40X al— gy OEIZF 740 Mo By
FEIFET, service 2w RTER LI 7 4 Xal—ary 42X A MRS ERY A,

ZPDa<wy KO CiscolOS 120 X—V g »TlE, 77 A4V VAT A RKEZHIRCTE £9, IPS T,
ZOMEEIT AR - M ENEFA,

WOHENL, BUTOa L 7 4 X 2b—ral 77 A NEHIBRLTIRTOEREET 74V MIRELE
T, ZDavrRE, Buvdh—D ) T— e MBELETHHAENH £,

sensor# erase current-config

Warning: Removing the current-config file will result in all configuration being reset
to default, including system information such as IP address.

User accounts will not be erased. They must be removed manually using the “no
username” command.

Continue? []: yes

sensor#

[ oL-8825-01-J
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M erase ad-knowledge-base

erase ad-knowledge-base

oY —Mn5 KB 7 7 A VEHIERT H121L, F7HE EXEC & — K T erase ad-knowledge-base =~ > K
BEHALET,

erase ad-knowledge-base [virtual-sensor [name]]

BEREA virtual-sensor (A7 ay) KB 7 7 ANBEENHEE Y —, 1 ~ 64 LFDRKILFI
T E RRIT A FHITT, AR CTIEIA~Z, a~z, 0~9, [-] BX

(O I G B
name (A7 a ) KB 77 A NVA, FxK 32 LFEDRILF/NLF %2 KT 5 551

T, ARCTFIXA~Z, a~z, 0~9, [-] BIO T | TF,

TIFIEF F 74 FOMEEIMMEILZH D THA,

avY K E—F EXEC

#ih—behd1—H0— FHE

av Yy FEE Jyy—=x f81IE
6.0(1) Zoawr REEA,

FREDHLFSL4Y BITOKB 77 AL L Tr—FENTWDL KB 77 A /VITHIBRCTE £ A, #IHIDO KB 771 /L
ZHIMRT 5 L IXTEXERA,

~
GE) Zoa<wr RIZIPS EATYT, 120 URiONR—2 g 4, BT 5 10S a2 Ridb v F
A,

il WOHNL, A8 > — vs0 225 2006-Mar-16-10_00 00 ZHIBR L £,

sensor# erase ad-knowledge-base vs0 2006-Mar-16-10_00_00
sensor#

WOHNX HITE L Tr— RSN 7 7 A VB LOWH O KB #R< . TXTD KB &Rz —
vs0 ﬁ)%%u%bi‘a‘o

sensor# erase ad-knowledge-base vs0

Warning: Executing this command will delete all virtual sensor 'vs0' knowledge bases
except the file loaded as current and the initial knowledge base.

Continue with erase? : yes

sensor#

WOBNL, BATE LTr—FSNZ7 7 A VB LOHH O KB ZFR<, 7XTD KB Z T X TOR
e =0 0HlR L £,

sensor# erase ad-knowledge-base

Warning: Executing this command will delete all virtual sensor knowledge bases except
the file loaded as current and the initial knowledge base.

Continue with erase? : yes

sensor#

-
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exit
YV E T
TIFIEF
avY kK E—F

#ik—rEhd1—4 0—)

exit W

a7 4 X al—ary B—FERT., £3T7 0747 R4 —3IF By a BT,

HEEXEC £— RZKTT5I100%, exit 2~ FEHHALET,

exit

o=y FOE, I ERIEF—TU—REH £H¥A,

T 74 FOEEEIMETZSH D EE A,

FTRTOE—-F

Y AN —HF Ba—7

avy FEE

EREDHS F31

y1y—x BIE
4.0(1) Zpa<wy REEA,

exit I~ REMEAT DL, BEDOA=Z2— LYLIZEY 9, PICEENDI Y TE— R TLEEL
TolGh. EREBEATINE I NEeI3RoNET , no 2BINT DL BV 72— RNIZED £,

i WORFNL, BERIDA =2 — LYWIRD HEERLET,
sensor# configure terminal
sensor (config) # exit
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W iplog

iplog
A o —D IP v ¥ 7 &GS 212, F7HE EXEC E— R Ciplog =~ > R&EMHLET, =

Davry RO JBREEHTLH L, KiEE —DFT_XToOrF T By g, logid IZED
SHEEDuX ey iay, FREFTRToOeX S vyl arRNTF =TT F9,

iplog name ip-address [duration minutes] [packets numPackets] [bytes numBytes)]

no iplog [log-id log-id | name name ]

BCEREA name X ERBB IO T T o EEE L —,
ip-address RESNTZIP T FLANGENSI 0 "y bRk X 7 LET, 87
A =X DFEAMT OV TIL, P2-48 D Tsetup] ZEMMLTL7ZEWY,
minutes OX TN T 7T 0 MM (EAD, AL 1 ~60 TT, T4
ME 10537 TH,
numPackets X 7G58y FOGEH, AL 0 ~ 4294967295 TT, T 7 4L
M 1000 237 FTY, fHOIE, EHIRZEKRLET,
numBytes 0 X 7T HEF A M, ARhEFHIL 0 ~ 4294967295 T, i 01X, MEH
FRAERLET,
log-id Bikdsufxr 7 wyaronZ 1D, v IDIE, iplog-status =~ N %
AT SZ L CTERATE LT,
TIHI b SR OREZSL TS0,
avY R E—F EXEC

Hih—bshd1-Fo-) FHE, L —X

avy FEE Jy1y—x BIE
4.0(1) Zpa<wyr REEA,

FEHEDAIFSAY RN A—FEBELRNVCIOa~L REne B THEAT I L, T _TCoaX L FREIELET,
Wi, 7y Mg BEOARAS MEEATNTDHE, X TR AIOA X RRFEE LT & E 0K

TLET,
~
GE) Zoa<wr RIZIPS BATT, 120 URiONR—T g i, B#ET 5 10S av 2 Ridb b F
A,
1 WORFIE, Y —vs0 T, Y —AFEIT5ET FLRIT1023.1 250 T _XTO/NNTr Y RO
0¥ EBBLET,

sensor# iplog vs0 10.2.3.1

Logging started for virtual sensor vs0, IP address 10.2.3.1, Log ID 2342
WARNING: IP Logging will affect system performance.

sensor#

Cisco Intrusion Prevention System 6.0 A% K J27L YR
0L-8825-01-J |



| $2% GAARZIIVF

iplog-status W

BEa<T KR avwok B
iplog-status EARREZR IP v 7 ONKFDOHAER R LET,
packet AVE=—T 2 A ALDITAT "NT T4 v 52RFELETF YT T ¥ LE
j—o

iplog-status

ERAREZ IP v 7 ONF O %2 FKRT HI21E, F54E EXEC £ — KT iplog-status =~ > N % f# ]
L/ij—o

iplog-status [log-id /og-id] [brief] [reverse] [|{begin regular-expression | exclude regular-expression
include regular-expression | redirect destination-url}]

BCEREA log-id (FFvayv) AT—FAE2HFRTDHIT7A 10007 1D,
brief (A7 ayv) a7 diplog AT —% AEROMEEFR R LET,
reverse (A7 vay) BEBLEIZHEDNEFTY A MERRLET (EHoe 7N
SeHH) .

| (A7 ay) ML, HARBIRENHS L2 ERLET,
regular-expression iplog-status i /JIZAF/ES DR D IERIRBL,

begin more =¥ RO AERBE L, F5E L7 SCFHID BN HEBL L 77 (8 )
LbRRILET,

exclude iplog-status =~ > RO % 7 ¢ VXA L T FFED ERFEL & 0T
YR L £,

include iplog-status =~ > RO 1% 7 4 VX2 B L T FFED EHRELE 01T
DERINDLEIICLET,

redirect iplog-status =~ > FOH %560 URLIZY XA L7 FLET,

destination-url abB—END5T 7 A NVDOEFT, URL £7203%—U— RN TT,

TZAILE 77 4V FOBEE TS Y EEA,

avv kK E—F EXEC

HR—bEhd1-HF O FEE FL—F Ba—7T

avy FERE J1)—2 -3
4.0(1) Zoavy REEA,
4.0(2) Zoaw R status 7 —/L REIBN,
6.0(1) log-id. brief, reverse. begin. exclude, include, I3 J O redirect D44~
Ta v EBI,
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Ml iplog-status

FREDHA FSL4Y vl MEkEN-LED AT —H AT added T, MO MU BN |ZHAEND L, AT —
K AL started ICEHEINET, N7y MO ERICET DR EORMIC I - Tr I BT T 5
. AT —H AL completed ICEEINET,

~

GE) Zoa<wr RZIPS EATYT, 120 URioNR—2 g 4, BT 5 10S a2 Nidb v F

A,
% WOFNE, TRCOIP BT DAT—H A %R RLET,
sensor# iplog-status
Log ID: 2425
IP Address: 10.1.1.2
Virtual Sensor: vs0
Status: started

Start Time:
Packets Captured:

Log ID:

IP Address:
Virtual Sensor:
Status:

Event ID:

Start Time:

End Time:
sensor#

2003/07/30 18:24:18 2002/07/30
1039438

2342

10.2.3.1

vs0

completed

209348

2003/07/30 18:24:18 2002/07/30
2003/07/30 18:34:18 2002/07/30

12:24:18 CST

12:24:18 CST
12:34:18 CST

WOFNL, TXTOIP v 7O 2 FE2FKRLET,

sensor# iplog-status brief

Log ID VS IP Addressl Status Event ID Start Date

2425 vsO0 10.1.1.2 started N/A 2003/07/30

2342 vsO0 10.2.3.1 completed 209348 2003/07/30
PEav R avwo kR EizL)]

iplog AR Y —TCIP a X2 7 5 Bts LE T,
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list component-configurations W

list component-configurations

H&SCERER
T4
avY kK E—F

#ik—rbEhd1—% 0—-)

AUR—RY FOBFEDO A T 4 X2l —Tay f VA U AERRFT HITIE, FiHE EXEC £—
RC list component-configurations =~ > K& L £,

list [anomaly-detection-configurations | event-action-rules-configurations |
signature-definition-configurations]

Zoa=wy FE, 5IEERIEF—TU—-FREH ) £H¥A,

T 74V FOEEEIMETZS Y A,

EXEC

FHE, AL —4 Ba—7

avy FEE

EREDHS F31

Jy1y—x BIE
6.0(1) Zpa<wyr REEA,

T 7 AN YA ZDOHANIAA FTT, BB =R NA RS THWDIEA, AV AX VAT
B, AR —IZHD HTHA TV RN E 2R LET,

~

(GF) Zoa<wr FZIPSEATT, 120 Laid/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &
e

Bl WOBNL, ¥ T =F XY EROMAFDOI L T4 X2 —a 2R RLET,
sensor# list signature-definition-configurations
Signature Definition
Instance Size Virtual Sensor
sig0 2293 vs0
mySig 3422 N/A
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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H  more
more
BT 7 A NVONEEFERT HITIE. F5HEEXEC E— R CTmore 2~ R&fEHL £,
more keyword
B current-config BAEFETHOay 7 4 Xalb—ay, 2Oary7 4xXal—yad,
CiscoIOS 12.0 DAL BHAY a<r RBRANINS LETEICARD £,
Tr AN T A —~y MICLI a~v KT,
backup-config AV T 4K aLb—ar RNyt T v TFORER, 77AN TF—~< v
MICLI =~ FTY,
TIHILE T 74V NOBEEIIEELSH Y THA,

avY R E—F EXEC

#iR—behd1—¥0-) EEE, 4L —% (current-config D#), B =—7 (current-config )

avy FEE Jy1y—x BIE
4.0(1) Zpa<wy REEA,

EREDHA FS4Y IPS T, W7 7 A LV OHERKRTEET,
NAT— R EOIRRT 4 —/V NI, BHEOREICOARFIRSINET,

S

GE) CiscolOS X—=Tar RODIDa<wy RTIE, T ANDESEFIERA—=FT 43 (T
BHENr-r77AVORNREERTXET,
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more I.

Bl wOBL, more =< ROHIZRL £,
sensor# more current-config
i
| Current configuration last modified Tue Jan 24 08:24:44 2006
i
! Version 6.0(0.9)

! Host:

! Realm Keys keyl.O0

! Signature Definition:

! Signature Update S212.0 2006-01-12
i
service interface
physical-interfaces FastEthernet0/1
admin-state enabled

exit

physical-interfaces FastEthernetl/0
admin-state enabled

exit

physical-interfaces FastEthernetl/1
admin-state enabled

exit

physical-interfaces FastEthernetl/2
admin-state enabled

exit

physical-interfaces FastEthernetl/3
admin-state enabled

exit

exit

! ______________________________
service authentication

exit

! ______________________________
service event-action-rules rulesO
exit

! ______________________________
service host

network-settings

host-ip 10.89.149.118/25,10.89.149.126
host-name sensor

telnet-option enabled

access-list 10.0.0.0/8

access-list 64.0.0.0/8

exit

time-zone-settings

offset 0

standard-time-zone-name UTC

exit

exit

! ______________________________
service logger

exit

! ______________________________
service network-access

exit

EEa<TU KR avok BiEA

more begin more =< ROMNERE L, $5E L7 SCFHIB BAN HEBL L 77 & 2>
LERRLET,

more exclude more 2~ RO %7 4 WV Z LT, FEDEMEB 25T 28k
Igf%l/i‘é—o

more include more 2~ NOW %7 4 VAL T, FEE D EHEH A ETITOH
ERRALET,
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B more begin

more begin

more 2~ FOMAEMEZE T HITi1E. ##E EXEC £— KT morebegin =~ FEFEHLET, =
Davy NI, HESNEERKRRALETLRIOIT T more 2~ RO ZHBLES, 711
HABLIATVOE R A

more keyword | begin regular-expression

=34 1] keyword current-config HEETHFOa Ly 74 Xal—vay, 207y
¥al—3i g%, CiscolOS 12.0 DBG L EARY  a~
VERMANEND EEEILRVET, T AN T —
~ v MICLI =~ RTY,

backup-config AT 4 X2 b—vay RNyl T v TORESF., 77
AN 7 H—~v MICLI 2v > FTY,
| MEFRIL, MARIIEEDFES Z L2 EHRLET,
regular expression more 2~ 2 NHHINTAHET HAEE DO EH LB,

FTIAILE F 73V OMELEZIMMEITZD D £ A,

avy R E—F EXEC

HR—bENAI-HF O EELE. AL —HF (current-config D), B =—7 (current-config O 7x)

avy FEE Jy—=x B1E
4.0(1) Zoawy REHEA,
4.0(2) more 2> KO begin JLiE% E A,

EREDHA R4  IEHLEHDOGIBITR TN LT E XA L, BHERREOBEELRETEET,
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more begin W

#i WOBNL, more 2~ ROMAERKE LT, EREH lip) UEEFRIRTLHEEZRLET,

sensor# more current-config | begin ip
host-ip 10.89.147.31/25,10.89.147.126
host-name sensor

access-list 0.0.0.0/0
login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

exit

exit

service interface
exit

service logger
exit

service network-access
user-profiles mona
enable-password foobar
exit

exit

service notification

- -MORE- -
EEa<TVEF I EL:
more exclude more 2~ RO %7 ¢ VML T, FFEOIEREIZE LT
FRLET,
more include more 2~ RO &7 4 V2P LT, FFEDEMEB ZETATOH
ERRALET,
show begin FEED show 2~ RO ERE L, HE L7 CFHIN RN L
NENPORFLET,
show exclude show =~ RO Z2 7 4 V2B LT, FFEDEREHRZETIT2HE
BRLET,
show include show =~ FOH % 7 4 VZ P L T, FFEOEREB ZETITO A
ERALET,
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B more exclude

more exclude

more I~ RO 127 4 LV EZMF LT, BEOERKRZEITE2HRT 5101, Kt EXEC
£— F T more exclude =~ &AL £,

more keyword | exclude regular-expression

ESCEHBA keyword current-config BIEFETPOay 7 4 Fal—vay, 20Oar7 4
¥al—3i g3, CiscolOS 12.0 DBE LR a<
VRMANEIND EREEICLRVET, T AN T —
~v MICLI 2~ FT,

backup-config Ay 74 Xalb—var Ny T vy T OWRESF, 77
AN 7 H—<v MECLI 2~ KT,
| MEHRIE, HARBEE i 2 & 2B L ET,
regular expression more =~ 2 NHHINTAHET HAEE DO EHFEE,

FIA4ILF F7 4 FOBEEZITEIZH Y FH AL

avY kK E—F EXEC

#R—bEhE1-¥O-) FEE, AL —4#F (current-config D), Y =—7 (current-config ®F)

av Yy FEE ))y—= B1E
4.0(1) Zpoawy REEA,
4.0(2) more =< N|Z exclude #1554 B,

EREDHS F34Y  IEHLEZHOGIBIIR TN LT 2 KB L, EHERREGOBEEZIFETE T,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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more exclude W

#i WOENE, more 2~ RO N EMRB LT, EHRED lip) ZHbRL TETT L HEEZRLET,

sensor# more current-config | exclude ip
[

! Version 5.0(0.26)

! Current configuration last modified Thu Feb 17 04:25:15 2005
g

display-serial

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesoO
exit

service host

network-settings

host-name sensor

access-list 0.0.0.0/0

login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

- -MORE- -
EEa<TVEF I EL:

more begin more 2~ ROMIEMK L, f8E LI SCFEFIDN AN HEL L7260 )
bRRLET,

more include more 2~ RO &7 4 V2L T, FFEDEMEBZETATOH
TRRLUET,

show begin FED show 2~ RO AMF L, F8E L7 CFFIRHANHBL L7
NENPORFLET,

show exclude show 2~ RO N &7 4 VZUE LT, BFEOIEREHZE T2 HE
BRLET,

show include show =~ FOH % 7 4 VZ P L T, FFEOEREB ZETITO A
TRRLUET,
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WM  moreinclude

more include

more X< RO %7 4 VHZME LT, HEDERKRBZ EGTITORERRT DI, Kk
EXEC £— F T more include =~ > F&{#EH L E£7,

more keyword | include regular-expression

SRR A

FTI24ILF

avv kK E—F

#R— b Ehd1—F 0-)

keyword current-config HEETHPOa Ly 7 4 X2l —ay, Z0ar7 g
¥l —3 3 0, CiscolOS 12.0 DA ERRY a~
VEBANIIND EEEBICRVET, T AN T F—
~v MICLI 2~ RTT,

backup-config Ay 74 Xalb—var Ny T vy TOWRESF, 77
AN 7 H—<v MECLI 2~ KT,
| MEFRIE, HABEE S 2 & 2B L ET,
regular expression more =~ 2 NHHINTAHET HAEE DO EHFEE,

T 74N FOBEEZIMEIZH Y EE A

EXEC

BEE, AL —4% (current-config D#A), B =—7 (current-config M)

avy FERE

FEREDAS FS1Y

yy—= B1E
4.0(1) Zpoawy REEA,
4.0(2) more =< > F|Z include #1:3E % 1B,

EREFBLOGIBIIR TN L F 2 XP L, EHERRE OB ZEETE ET,

Bl KOFNE more 2~ FOM ) R L CUEREIRipl 2 B0ITORZRKRT D kR LET,
sensor# more current-config | include ip
host-ip 10.89.147.31/25,10.89.147.126
sensor#
MEav2 R = A
more begin more 2~ ROWMNEMBE L, 15E L7 XFHPNEANSHEL L 727 E 0
bR RLET,
more exclude more 2~ RO %7 4 VAL T, FrEDIERTI %2 ELAT 2 8
BRL £,
show begin FeiED show 2~ RO 2R L, F8E L7 CFFI AN HBL L 72
MEPHFERRFLET,
show exclude show 2~ > RO E 7 4 L HFL LT, $5EDEREI & & 117 % P
BRLET,
show include show 2~ > ROH A% 7 A LFF LT, BEDERRREGLITOR
ZFRRLET,
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packet

packet W

AE=T2AALEDTAT +TT 4 v 7 2RRELITF Y 7 F ¥ DI, FiH EXEC ©— K
T packet 2~ REFEHLET, display 47> a v 2EHATDHE. 947 bT 74 w7 £330
AN vy 7T ¥ L7 7 A VHAIZBEEICERES > 7 TEE T, capture 77> 3 VEFBHT D &
libpcap D JHZ B —T) 77 A VXX T F ¥ TEXET, 2 —)V 77 A VOREGITL 1 20T
ETROT, BOF ¥ 7 F Y ERIZEI>THEO 7 7 A MT EEEINET, copy 2V FE
packet-file ¥ — 7V — FZEH LT, v =)L 77 A Vv ripbatbt—CT&Ed, n—h/L 77
A NVEFRT HIZIE, display packet-file 77> a VEAFEHLE T, u—0L 77 A VBT D IER
N DHGEE, info 47 a U EHFERHLTCERTEET,

packet display interface-name [snaplen length] [count count] [verbose] [expression expression]
packet display packet-file [verbose] [expression expression

packet display iplog id [verbose] [expression expression]

packet capture interface-name [snaplen length] [count count] [expression expression]

packet display file-info

SRR A

FTI2+ILEF

#R— b Ehd1—F 0-)

interface-name AV BE—T A RS A HF—T A A XA 7 (GigabitEthernet, FastEthernet,
Management) & ZDHICHES A2y b/ R— b, VAT AAFET D027
A B —T oA A DI HE NS TEET,

id FRTHEAFEDIP v 7 1D,

file-info REINTNDE Ry b 77 A VBT EREERLET,

verbose (A7 ay) 1{FOEKTIERL, Xy ho7a haL Y —%FRL
E3 A

length (FTvav) 2AFvFvay hORE, T74/0MI0TY, AL
~ 1600 T,

count (FTvar) Xx7FrT5y ML, HELRWERIE, ERXK7 740
P A XXy 7 T35, F¥7FrIi3KT LET, ARIEFEIL 1 ~ 10000
T,

expression (AFvar) Xy 7Ty 74 0E2K, ZOXD tepdump (2 EEEE

SNFET, tepdump ROFELE —FKTLH2MERH Y £,

MESCHIA) OREZZLTIZEN,

EXEC

BHE, AL —% Ba—7 (FROH)

avy FERE

EREDAA K34

J1)y—=x 81
5.0(1) ZThawy REEA,

AR —=2F 1208 =N 77 A NVTHHAARTY, ZO7 7 A NVOY A XZ, 7T v b7 4 —
DI R TERY ET, AlRERGE. ERLIEAT Yy N BT My I TF v T 5RICHKRT 74
VYA RCET DL, Ay —VRFRIILE T, packet capture interface-name =~ - Ri%, [FIIF

[ oL-8825-01-J
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W packet
W1 a2—VOLPERTEES, 2FFO—FNRERTIH L, F¥ 7 TFra2FITLTNDH—H
BT AERPEENTZT— A v —VURERINET, A ¥ —T = AZHbDHa T ¢
XFal—alOEEEITHIE, TDOA 2 H—T = ATEITHO packet 2~ RBERFKTT5
ZEBRHYET,
.
GE) Zoa~vr RIEIPS EATY, 120 LLEioAA—Ya s, B#T 5 10S 2~v> Ridd v &
A,
BE Tnavry REETTIE, NI+ =<V ARKBIETLET,
TATERERLFT 7 AN T T TF ¥ 2K TT2ITE, Corl+C 2 L £ 7,
ROELIZ DOV TIL, ethereal-filter ® man X—T %S LT 7Z &V,
file-info DFRIF, RO LBH TH,
Captured by: user:id, Cmd: cliCmd
Start: yyyy/mm/dd hh:mm:ss zone, End: yyyy/mm/dd hh:mm:ss zone or in-progress
user=%x 7 F ¥ ZfM LT —YF D —H4
id==—"%® CLIID
ciCmd=x % 7F X ZFETTHOICA Licav s R
%l WROBFIZ, FastEthernet 0/0 THEAETLIAT T 74 v 7 2R RLET,

sensor# packet display fastethernet0/0

Warning This command will cause significant performance degradation.
Executing command: tethereal -i fastethernet0/0

0.000000 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=56
0.000262 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370007 Win=9184 Len=0

0.029148 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.029450 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370231 Win=9184 Len=0

0.030273 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.030575 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370455 Win=9184 Len=0

0.031361 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.031666 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK] Seqg=3844631470
Ack=2972370679 Win=9184 Len=0

0.032466 10.89.147.56 -> 64.101.182.20 SSH Encrypted response packet len=224
0.032761 64.101.182.20 -> 10.89.147.56 TCP 33053 > ssh [ACK]

WOBNL, REINTHWDEIX Y I F ¥ 77 A NVICEATOHIHEREERLET,

sensor# packet display file-info
Captured by: raboyd:5292, Cmd: packet capture fastethernet0/0
Start: 2004/01/07 11:16:21 CST, End: 2004/01/07 11:20:35 CST
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password M

EEa<UF avvFk EEA
iplog AE Y —CIP X ZF2BE LET,
iplog-status EHATREZR IP v 7 DNE DO &ZFR LE T,
password
H—H B —OARAT = FEEHRTLHI2E, Zu—b ary7 s Falb—vary £-RFT
password =~ > K& H L E4, BEHEIL, password =~ > RE2EH L CTHEEFEO2—F D2 Y —
REEETHZ L TEET, HFHFIL. a~v > FonBX2zHERAL . 2—F T T o
=Tz TEET,
password
EHE H O : password [name [newPassword]]
no password name
X name - PHERELET. APRa—FEOESIT L ~64 LFTT, 2—F4
DL, HEFIZTHLENH Y £, TOMOLTFITIE, AX—RLS}
DF_XTOLFEHEHTEET,
password Thavwry REANTAE, NAT—RERHEREINET, =2—HF DR AT—
FERELES, AR AV— FORSIT8~ 32 LFTY, AN—ALSL
DFTRTOLFEHEHTEET,
T4 cisco 7 H VY hDF 7 4 b 7NAT— R cisco TT,
aAvY R E—F Ja—\)y arZ 4 FXalb—a

#ik—rbEhd1—% 0—-)

BHE, AL —% BUTA—VDORRT—FDOR), Ea—7 HUT2—FONAT— D)

avy FEE

EREDHS FS1

Jyy—=x BIE
4.0(1) Zpa<wy REEA,

password 2~ Raflif4 5 & BT —V ORI A0 NRAT—REEHCE T, HFHFIL, 2
Davy e L TFEO2—FDONRRY — FEZETEET, ZoRa, BHEICEIT X
U—FD7r 7 MIFRESNEE A,

KEODERET IO NeT 4 =7 M LE D T DL, =T —NRELET, password =+
REEALT, T4 =N Lica—F TAHAU L b2FHOA F—7 ML, 2—% RZ2T—FK
ZUEy FLET,

INAYU— RIEIPS TIRES N ET,

[ oL-8825-01-J
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W password

N
(GE)  CiscoI0S 73— = > 12.0 @ password 2~ > R T, /SAT—RTIZZ V7 TF A N TH
H AT — K2 ANTEET,

Bl WOENZ, BIT2—FDONRAR T — ROEE Fika R~ LET,

sensor (config) # password

Enter Old Login Password: ****kkkkk%
Enter New Login Password: ***x%*
Re-enter New Login Password: ****x%
sensor (config) #

WROBNL, = —Y tester D/XATV—RFEEHLET, ZOa~xy NI, EHEDOHLNFITTE LT,

sensor (config) # password tester
Enter New Login Password: ***x**
Re-enter New Login Password: ****x*
sensor (config) #

BEEaTUR I Bq
username og—Hh)L o —Da—YPeERLET,

gﬁl‘:
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ping

ping W

ERBR Ry MU — I B AW T 5121E, FFHE EXEC B — R Tping 2~ FEFEHALE T,

ping address [count]

T EL A

FTIAILE

address ping DRRED T AT LDIP T KL A,
count EETH TR, EHEHETE LRWEGA, 4 ZRP X EINE T, FohE

FHIZ 1 ~ 10000 T3,

M) OREZRLTIES N,

avv kK E—F EXEC
avy FEE J1)y—=x 81E
4.0(1) Zoawy REHEA,

#ik—rbEhd1—% 0—-)

EREDAA K34

WHAE, AL —F Ba—T

Zoawry R, ANV —T 4 T VAT ATHESINTWS ping =< FE2EH L THEEIN
EFT, IV RLLOHNE, ARV —T 47 VAT ALV ETREY ET,

#i WOBNL, Solaris ¥ AT A TO ping 2~ > FOHAERLET,
sensor# ping 10.1.1.1
PING 10.1.1.1: 32 data bytes
40 bytes from 10.1.1.1: icmp seg=0. time=0. ms
40 bytes from 10.1.1.1: icmp_seg=1. time=0. ms
40 bytes from 10.1.1.1: icmp seg=2. time=0. ms
40 bytes from 10.1.1.1: icmp_ seg=3. time=0. ms
----10.1.1.1 PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0
sensor#
WOHNE, Linux ¥ A7 L TO ping 2~ > OB HERLET,
sensor# ping 10.1.1.1 2
PING 10.1.1.1 from 10.1.1.2 : 32(60) bytes of data.
40 bytes from 10.1.1.1: icmp seqg=0 ttl=255 time=0.2 ms
40 bytes from 10.1.1.1: icmp seg=1 ttl=255 time=0.2 ms
--- 10.1.1.1 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.2/0.2/0.2 ms
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W privilege

OB, BIERET L AT A2H 2R LET,

sensor# ping 172.21.172.1
PING 172.21.172.1 (172.21.172.1) from 10.89.175.50 : 56(84) bytes of data.

—172.21.172.1 ping statistics—-

5 packets transmitted, 0 packets received, 100% packet loss
sensor#

privilege

WAED 2 —HF DR L~V A AR 5HI0F,. Vo —rUL a7 4 F a2 L—3 g 2 F— R T privilege
a<wy REMFEHLET, username 2~ R CZ—FE2{EkT 5 L iz, HRZHEETHZELT
TET,

privilege user name [ administrator | operator | viewer ]|

HCEE name 2—PHERELET, AR FADOESE 1~ 64 XFTT, 2—F4
DEFIT, FRTICTIMERD Y T, TOMOLFITIE, A=A LIS
DFTRTOXTFEHHTEET,

TIAILE T 74N NOBEEIHEIZH Y A,

avY Rk E—F Ja—r L arz4Xalb—iay

¥R—tEhd1-O—N EIH

avy FERE )1)—x B1E
4.0(1) Zoavy REHEA,

EREDAAFS4Y Zoa~vr FEERTLE. 2—FORREERETE £7,

~

GE) Zoa<wr RIZIPS BAETT, 120 URiONR—T g i, B#ET 5 10S av 2 Ridb b F
A,

1 WOFE, = — Ttester] OWERZE AL —XICEFH LET,

sensor (config) # privilege user tester operator

Warning: The privilege change does not apply to current CLI sessions. It will be
applied to subsequent logins.

sensor (config) #

BEaTUR I Bq
username og—Hh)L o —Da—YPeERLET,

gﬁl‘:

-
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recover

recover M

EEAN=T 4 v a NARGFENTWDT TV r—vary A A= TT 7V r—vay A"—=7 4
Ta DA A= EERT AT K HE EXEC B— R Crecover 2~ REHERHLET, B —
IFEREY = ENT IFEAEDay T4 Fal—ay (R NT—F RNFGRA—=F T I%
A YANNRG A=K BT A—=2PI) DT 74V FORECY Yy FENET,

recover application-partition

X

g&

B

FTIAILE

avY R E—F

application-partition TTVr—vary R=T 4 varDfA—VEBERLET,

T 7 AN FOBEEIMEITZSH Y EE A,

Ja— ) ary7 4 X¥al—igv

avy FERE

#ik—rbEhd1—% 0—-)

EREDAA K312

)1)—2x B1E
4.0(1) Zoawy REHEA,
B

B8 ZHel T 2 EM~OBARN2IGEIT, yes £721dno TY, Y £IENIF, AHRIEETEHY £
A,

avy REFETHR, 7<ICvyy NEDUBRBBESNET, vy MO A LIRS 12
W, CLI 2~ R~DT 7B AEFHITTEETN (77 BAFIESEINR) | 77 A 385,
LTHRTLEYT, RETOHNE, 77V r—ra BNy y hEFU LTS, BWEHIZE Y 4 K
O Z1IRIEICRRILTETERTZENTEET,

~

GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B#+ 5 10S o< Nigbo £
A,

il WOBNL, HES—T 4 v a VIRESNTHWAE A= 3 2 4.0(1)S29 DA A—VEFEHLT, 7
TV =g vy RN=T 4 arDA A=V EEERLET,
sensor (config) # recover application-partition
Warning: Executing this command will stop all applications and re-image the node to
version 5.0(1)Sx. All configuration changes except for network settings will be reset
to default.
Continue with recovery? []:yes
Request Succeeded
sensor (config) #
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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M rename ad-knowledge-base

rename ad-knowledge-base

BEfFD KB 7 7 A VDA ZE R T HI21L, Fi#E EXEC & — K T rename ad-knowledge-base =1~ >~
REfERHLET,

rename ad-knowledge-base virtual-sensor [current | file name] new-name

SRR A

FTIAILE

virtual-sensor KB 7 7 A NVNEENA A Y —, 1 ~ 64 LFORKILF/NLF 2 X BT
LFHNTY, AR FIEIA~Z, a~z, 0~9, [-) BIO T | TF,

name KB 7 7 A V&, K 32 LF-ORLF/NLTFH XRS5 055 TH, A%
LFEEA~Z, a~z, 0~9, -] BIO | T,

current B — RT3 KB,

file BEFDO KB 7 7 A /L,

new-name HLWKB 77 A V4, 1 ~ 32 LFEORLF/NLF % XHT 25 3CFF T,

BN XFILA~Z, a~z, 0~9, [-] BEO T | TF,

T 7 AN FOBEEIMETZDH Y EE A,

avY K E—F EXEC
#ih—behd1—Hn—N EHEE
avy FEE Jy—= 81
6.0(1) Zoawy REEA,

EREDAA K34

%l

current ¥— 7 — REZfEHT AL BIfEfFEH L TWA KB DAFINEREINET, ¥IHOKB 771
NAEEETHZ EIXTEETA,

~

GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B#+ 5 10S o< Nigbo £
A,

OB, 4% 2006-Mar-16-10_00 00 7>5 my-kb (2258 L £9,

sensorf# rename ad-knowledge-base vs0 file 2006-Mar-16-10_00_00 my-kb
sensor#
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reset W

reset
Y —TEITHOT TV v ar kY UL, TIIAT AR Y T — MDD
H5HE EXEC €E— FCreset 2~ RZEH L ET, powerdown 47> 3 VEHHLEGAE. 77
FGAT ADEBBRPAT (FIEERGE) . 3 EREZ A 7IC2TE AREIZRY 97,

reset[powerdown]
HECEREA powerdown ZOF T arvEEETDLE, TTV =Y ar DOy AT UK BV
Y=l X W ERBA 70 5,
T4 T 740 N OBEEZIIEIESH Y FEA

avY K E—F EXEC

av Y FEE )1)—x B1E
4.0(1) Zoawy REHEA,

#ih—behd1—H0— FHE

EREDHA R34 VY FaBATT 2EMA~OAZRISEIL, yes £72idno TT, Y £ENIT ARRISETIED
D EEA,

awy FEFTHR, 7<Ivyy MU VRHIGESNET, vy M T UHOCLL 2wy R~
TR RIEEENEEAR, BT dEy g i, vy NI URETT 5 &R, %
ERLIKTLEY, RETHNIE, 77UV 75— a BNy y ME T LTWAHRL, BEICEY
FF () ZIBITEICERLTETERTZENTEET,

~
GE) Zoa<=r RZIPSEHATY, 12.0 RiON—T g 102, BT 5 10S =<2 Ridd v £
A,
1 WO, o —%2 U7 —krLET,

sensor# reset

Warning: Executing this command will stop all applications and reboot the node.
Continue with reset? []:yes

sensor#
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W service

service

XFESFhEUY— P —E 2O T 4 FXal—ary A=a—|CABITIE, FTu—NL 3
T 4FXal— g F— RTservice 2~ R LET, 2Dz~ N default X 2 4
HE . TFVr—varoar7 s FXalb—3a 2R, TEBMBEOT 740 Moy B &
nNEI,

service {authentication | analysis-engine | external-product-interface | host | interface | logger |
network-access | notification | ssh-known-hosts | trusted-certificate | web-server}

default service {authentication | analysis-engine | external-product-interface | host | interface | logger
| network-access | notification | ssh-known-hosts | trusted-certificate | web-server}

WEADMTONEAR N T ary b= ar7 4 Xal—varpar7  Xal—ig
U E—RIZADIZIE,. ZFr—rL 3T ¥ a2 b—1 3 F— R T service event-action-rules name
Ay REfEH LET, default ¥—U— FZ2fH$ 5L, a7 0 F 2 bL—3 a U LR HARO
HECYEY hENET, noX¥—TU— REFEHTLE, B —hb A XV NT 27030 —b
a7 4 F¥alb—ya UBEIBRENRET, Zoav s NI, 3y 74X ab— g UMAEE S
P —IZHID G THNTORWERIZIET, EFICEITINET,

service event-action-rules name
default service event-action-rules name
no service event-action-rules name

REANRMT N S =F vy EREIL T4 Fal—YarDary7 FXal—ay B— R
ABIZIE, Z7ea—rUb a7 ¥ a b—3 3 » £ — KT service signature-definition name =~ > K
ERERALET, default ¥—V— REEHT I L, a7 Fab—a VR THHEFA_FOFREICY
Tty FENET, no F—UV— FE2HEHTIHIE, BrH—nbi VoF v EFaIL 7 Fal—g
yﬁ%%éhi? Zoa<wr Rt a7 4 FXal—ya VMR o —IZE D Y THTWD
RWEERICIET ., ERICFETERET,

service signature-definition name
default service signature-definition name

no service signature-definition name

RN BB R 7 ¥ al—varoar 7 X¥al—var T— RICASIC
X, Za— 3L 27 4 ¥ a2 b—3 3 F— KT service anomaly-detection name =2~ > N % ffi
LET, default ¥ —V— RZ{HTHE, a7 4 Fab—ra VR THHEFOREICY £y b
ENET. noF—U—REHEHTLHE, BrP— ﬁ%ﬁ&@mzx74%zvﬁva/ﬁ%%éh
T, ZOawr RNE, ar 7 4 Fab—ya VMR U —IZEI D Y THRTWARWEAIZE
J. ERICIFATINET,

service anomaly-detection name
default anomaly-detection name

no service anomaly-detection name
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service M

B authentication 22—V ORI T 5 ROEFEZRELET,
analysis-engine Ta— NPTV RIA—RAERELET. 207 X2 L—
asilkoT e —&ER L, Y =F X ER AN TS
var =, BEOEITV T A F =T oA AR Y —ITHE
DBTHZENRTEET,
anomaly-detection BEBHONRT A—2 2B ELET,

event-action-rules AR N T aryb—L a7 4 Xal—a DT A—FBBRE
LET,

external-product-inter SR DA L H—T 2 f ZADNRT A=K EHTELET,

face

host VAT A IOy IEE, Ty T T =R, BXRIPT7ER URAEGH
ELET,

logger TNy T LV EFRELET,

network-access ARCIZBHT R T A =2 2R ELET,
N

(3¥) Network Access Controller (%, #fEI% Attack Response Controller
(ARC) EEWET, Y—ERTH LWATNTR > TOETH, &
FHILIPS 6.0 D CLIIZIT/ B STV EH A, CLI &KIZHT - T
network-access 33 . (F nac L KRS FET,

notification BTV =y arERELET,
signature-definition VT F Y ERIL T AT 2L —a DR T A= ERELET,
ssh-known-hosts VAT LD DORA N F—EHRELET,
trusted-certificate FHTC & 230G D X509 FERIED U 2 M 2RE L 77,
web-server Web H— R R— k72 &, Web br— NIZHT AT A—XERELET,
name ARV NTIvary b= AERF =Ty ER I T4 XFal—Ta
YOMEL, FERBEANLVESIT FIlLnary s Fal—a
T 7 ANDPERRSIVET,
T4 77 3 FOBEE IS Y EE A,
avY kR E—F Ja—s b arZ 4 Xalb—vay

#h—bENB1IHF 0 FHE, A —% (RAMBIOA v EZ—T oA ZLSN) ., BEa—T (FROK)

av Yy FEE Jy—= BIE
4.0(1) ZDawy REEA,
5.0(1) default ¥ — 7V — K& @E7T 7Y r—v a3 v obR— k&b,
6.0(1) anomaly-detection, external-product-interface, 33 J U} os-identification ™

K a< REBI,

FRALEOHIESAY —oa<v  RT, —ELRABEEDORTFA—FEZRETEXFT, 20ar 7 4 F¥al— 3 DHEH
LA — [T —ERIZLoTHERY, a~vr RRFETINE L& — ARG LIy
T4 X2 L— g VICESOTEIRICER SN E T,
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FE ZOF—FBLOFOFIIEENDITRTCOYTE— NTITONT-EFIL, y—ER £— K&k
THALxICH—ERITEBHINET,

avy RE—RNE, a~v > R a7 MNIEREINDI T —ERLTRENET, 72& 21E. service
authentication TlX, RO a7 " RNEFREINET,

sensor (config-aut) #

S

GE) Zoa<wr RIZIPS BAETT, 120 URiONR—T g i, B#ET 5 10S a~v 2 Ridb v F
A,

Bl WDa<wy N, BRI —c 20274 Xal—r gy EB—RIAD EFT,

sensor (config) # service authentication
sensor (config-aut) #

Woa<y R, Sy Py —ER20ar7 4 ¥al—iay T— RICAD £3,

sensor (config)# service analysis-engine
sensor (config-ana) #

KOa<wy I, AR T IV ary b= —E2ADar 7 4FXal—aryE—RIAVE
j—o

sensor (config) # service event-action-rules rulesO
sensor (config-rul) #

WKoa<wr R, RA R P—EL2Dar 7 4F¥al—3 gy F—RIAYET,

sensor (config)# service host
sensor (config-hos) #

WKoa<wy R, f v X —T A AP —ELRODAL T 4 Fal— 3y F—RIADET,

sensor (config) # service interface
sensor (config-int)#

ROa<w s RiE, eaX¥ o/ P —EROar 74 X2l — 32 F—RNIADET,

sensor (config)# service logger
sensor (config-log) #

WDa<y R, ARCH—E RO L7 4 Fal— gy B—RIAYET,

sensor (config) # service network-access
sensor (config-net) #

WD a< KX, SNMP@EIY—E 2D a7 4 Xal— gy T—RIZADET,

sensor (config) # service notification
sensor (config-not) #
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koa<y Rit, VW/WeF vy ERYV—ELRAOa Ly 74Xl —Tay T—KRIIADET,

sensor (config) # service signature-definition sig0
sensor (config-sig)#

WoDa<y Nt SSHEEHDOARA N —E 20y 7 X2l — gy F—RNIAYET,

sensor (config) # service ssh-known-hosts
sensor (config-ssh) #

ROz~ NI, BEHTE WA —EADary 74 Falb—var F—RICAYET,

sensor (config)# service trusted-certificate
sensor (config-tru)#

W<y R, Webh— " H—v20ar7 4 Xal— 3y F—RNIADET,

sensor (config) # service web-server
sensor (config-web) #
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setup
EARB oY — ar 74X Lb—ya UEBKT 51213, F74 EXEC E— FCTsetup =~ N &
ERALE9,
setup
WCERmA Zoawy FIiE, BIBERIIF—TU—FiEdH 0 A,
FI4IL b+ hostname : sensor

IP interface : 10.1.9.201/24,10.1.9.1

telnet-server : disabled

web-server port : 443

summer time : disabled

= —723 summer time % enabled |2 L7284, 7 7 4/ MIKRD LY TT,

e Summertime type : Recurring
e Start Month : april

e Start Week : first

e Start Day : sunday

e Start Time : 02:00:00

* End Month : october

e End Week : last

* End Day : sunday

* End Time : 02:00:00

e Offset : 60

VAT AOEEEOT 7 0 MME, RO LB TT,

e Timezone : UTC
e UTC Offset : 0

avY K E—F EXEC

¥h—rEhd1-Oo—N EIH

av Yy FEE y—= BIE
4.0(2) TI7EA VA NBLIORMZRED LY 7 4 F a2 b— 3 »&iB,
5.0(1) A Y —FEOI LT 4 F 2 b— a3 EBL,
5.1(1) A FA Y VLANRT DAL 7 4 X a2 b—3i 3 &80,
6.0(1) BEOFEBEY L —FB XN VLAN ZL—FDar7 4 Xal—a %
B, 774/ N CTHEMIZEBEZEGT AN E I hemhnd a7 b
B0,
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setup W

setup 2~ REMHTBHE, VAT L 23V —)VEEIZ System Configuration Dialog & FEIZAL 2 xf
R A T a TR FER & E T, System Configuration Dialog (2L ~>C, a2 v 7 4 Falb—var 7
g ADOFIENRENET,

HTu T NOROA v AaNITRENDEN, REICRESNTT 7 4V METT,

System Configuration Dialog Z# T L THh b, HEHDOERICEBLIMLERNH Y £9, ZELRWHEAIZ
DWTT 7 4/ FOREEZITANDITIE, Enter 24 L £ 7,

ZEH 9, F 72 System Configuration Dialog % #% 78§12 EXEC 7' 1 7 MIRE S IZIE, Ctrl+C %
MLUET,

ORI, £ T FMIET AT TRARMBHABRSNTWET, AT TEFRRNMIT
TR RATHIZE, e FTERAF () AN LET,

BENZETTHE, By T v 7 ByvarTERENTEZaryr 74 F¥al—va rBNERINE
T, ZDALT A4 X 2l —2a U ERETAENE I EFRND T T FPRFRENET, yes &
ANTBE, a7 4FXal—va 3T A AZIRTFEENE T, o EANITHE, 207 X2
L—y g VITRESNT AEREBEESNET, 2o P RMIHT AT 740 MEb Y TH A,
yes F721d no k)\j]'gﬁf)%\gﬁ&) ) i'@‘*o

AR FTRE/ N T A — X OB 72X, RO &0 TT,

IP Address/Netmask/Gateway : XXX X/nn, Y.Y.Y.Y, ZZ T, XXXX X, €U F RTRE LN 447
Ty RDREY R TRLRAELTEVYF—DIPT FLAZEELET, X=0~ 255 T9,
mif, *v h~RA7 DOy MEERELET,

YYYYII. VU A RTCREOGNFZ4 47T hOREY N T RLRALELTT 74V A — o
A& ELET, Y=0~255T7,

Host Name : £t K 256 LFOKLF/NLT 2 XKBIT 576, 57, T 1. BIO -] 13HZTT
N, A= IEHTEEEA,

VAT LN NTP 2 H L RWEAIZ DA, setup T— FTr/ vy 7R EEZANLET, NTP 2<
R, BCHESNLTWET,

S IFEIE, recurring ©— R E 721X date B — R CRETX £, recurring E— REZIR L7548, B
AHEKTHIZ, W, BH. A, KEIZESWTATLET, date T— RERINLGE. BLGH
ERETEIZCAL BV RBNICE ST AN LE T, disable 3R 5 & BRFEN A 712720 £,

K211, 70y IRENTA—FEZRLET,

%= 21 VAVIBRENTA—4H

DST zone Y~v—2 A APER L ZIERIN DR D4,
week # (1 ~5F7iLlast),

day i H (Sunday, Monday 72 &),

date H (1~31),

month A (January, February 72 &),

year . A7z L (2001 ~ 2035),

hh:mm B4R / # 7 DST (24 RifEa) OREH & 47,

offset (AT vay) b=—2A LPIMET DIEH (53), 7 744 MME 60 T,
timezone FEYERE N 2N 72 & &\ TFRoR S 5 FRE N D 4 Fil,

hours UTC 75 DI ZE,

hh:mm:ss e 24 B0 . 2. B L OBIEAOBUERH],
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T 7 4V FOIEE Y — vs0 OFRED TEET, BB —IZ BE /AT DT LA
V74 VLAN OXT (E721%, EB60—F) 280 YT, BIVU Tl Z—T oA A% A
R=TNWICTEET, By NIRRT TDLE, KB —IX T 70 v 7 ZERT DL O
BEINET,

v N7 v 7KEZ, deny-packet-inline 7 7 3 = AZBEAMT Sz EEEA— LB E T ITES
B2 ENTEET, BB =BV L TOENIEARV N T I vary b—b a7 ¥
L=y a DT RTOA LV AZ U RAEERTEET, AR P—IZE D YL ToiuTnng Xy
N7 varv =l ar7 4 Xal—ralrDf L AZ AT, BERERENERE A,

1 WOHFNL, setup =~ > K& System Configuration 7' 17 77 A&k LET,

sensor# setup

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Current Configuration:

service host

network-settings

host-ip 172.21.172.25/8,172.21.172.1
host-name sensor

telnet-option disabled

access-1list 10.0.0.0/24

access-list 172.0.0.0/24

ftp-timeout 300

login-banner-text

exit

time-zone-settings

offset 0
standard-time-zone-name UTC
exit

summertime-option disabled
ntp-option disabled

exit

service web-server

port 8080

exit

service event-action-rules rulesoO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 75-100

exit

exit

service event-action-rules myEvr
overrides deny-packet-inline
override-item-status Enabled
risk-rating-range 90-100

exit

exit

service interface
physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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exit

physical-interfaces GigabitEthernetl/0
admin-state enabled

subinterface-type inline-vlan-pair
subinterface 1

description Created via setup by user cisco
vlanl 2

vlan2 3

exit

subinterface 2

description Created via setup by user cisco
vlanl 344

vlan2 23

exit

subinterface 10

description Created via setup by user cisco
vlanl 20

vlan2 10

exit

exit

exit

physical-interfaces GigabitEthernetl/1
admin-state enabled

subinterface-type vlan-group

subinterface 3

description Created via setup by user cisco
vlans 5-7,9

exit

exit

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

exit

inline-interface foo

description Create via setup by user cisco
interfacel GigabitEthernet3/0

interface2 GigabitEthernet3/1
subinterface-type vlan-group

subinterface 3

vlans 200-299

exit

subinterface 8

vlans 300-399

exit

exit

exit

exit

service analysis-engine

virtual-sensor vsO

anomaly-detection ado

event-action-rules rules0
signature-definition sig0
physical-interface GigabitEthernet0/0
physical-interface GigabitEthernetl/0 subinterface-number 1
physical-interface GigabitEthernetl/0 subinterface-number 2
exit

virtual-sensor myVs

anomaly-detection myAd

event-action-rules myEvr
signature-definition mySigs
physical-interface GigabitEthernet2/0
physical-interface GigabitEthernetl/1l subinterface-number 3
logical-interface foo subinterface 3
logical-interface foo subinterface 8

exit

exit

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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Current time: Wed May ©5 10:25:35 2004

Setup Configuration last modified: Mon May 3 15:34:30 2004

Continue with configuration dialog? [yes]:
Enter host name [sensor]:
Enter IP interface[172.21.172.25/8,172.21.172.1]:
Enter telnet-server status[enabled]:
Enter web-server port[8080]: 80
Modify current access list? [nol: yes
Current access list entries:
[1] 10.0.0.0/24
[2] 172.0.0.0/24

Delete: 1

Delete:

Permit: 173.0.0.0/24
Permit:

Modify system clock settings? [no]: yes
Use NTP? [yes] no
Modify summer time settings? [no]: yes
Recurring, Date or Disable[recurring] :
Start Month [apr] :
Start Week[1]:
Start Day[sun]:
Start Time[02:00:00]:
End Month[oct] :
End Week[last]:
End Day[sun] :
End Time[02:00:00] :
DST Zone[]: CDT
Offset [60] :
Modify system timezone? [no]: yes
Timezone [UTC] : CST
GMT Offset[-360]
Modify interface/virtual sensor configuration? [no]: yes
Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/1
GigabitEthernet4/0
GigabitEthernet4/1
Inline Vlan Pairs:
GigabitEthernetl1/0:10 (Vlans: 20, 10)

Virtual Sensor: vsO

Anomaly Detection: adO

Event Action Rules: rulesO

Signature Definitions: sig0

Promiscuous:
GigabitEthernet0/0

Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)

Virtual Sensor: myVs
Anomaly Detection: myAd
Event Action Rules: myEvr
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
Promiscuous Vlan Groups:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)
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foo:8 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 300-399)

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 1

WOTa 7 KTk A V¥ —7 = A A&EVERRE 72 1XHIBR T % £ 7, Edit Virtual Sensor Configuration
B/ a T AVE—T oA R BE Y —IZHOYTHZ N TEET, BREE— FTER
SNTWDHA FZ—T x4 X3 VLAN IZ L o THIZME SN TWRWEE BIMO a7 Fa b—
VarvizMEHY FHA, FHEEVY—Dar T 4 Xab— g iR, BBV —IZA v
=Tz A%&FD B TTIEEN,

1] Remove interface configurations.
2] Add/Modify Inline Vlan Pairs.
3] Add/Modify Promiscuous Vlan Groups.
4] Add/Modify Inline Interface Pairs.
5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.
Option: 1
Inline Vlan Pairs:
[1] GigabitEthernetl/0:1 (Vlans: 2, 3)
[2] GigabitEthernetl/0:2 (Vlans: 344, 23)
[3] GigabitEthernetl/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
[4] GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
[5] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)
[6] foo:8 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 300-399)
Remove Interface: 6
Remove Interface:

1] Remove interface configurations.

2] Add/Modify Inline Vlan Pairs.

3] Add/Modify Promiscuous Vlan Groups.

4] Add/Modify Inline Interface Pairs.

5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.

Option: 2

Available Interfaces
[1] GigabitEthernetl/0
[2] GigabitEthernet2/1
[3] GigabitEthernet4/0
[4] GigabitEthernet4/1
Interface to modify: 2
Inline Vlan Pairs for GigabitEthernet2/1:
None
Subinterface number: 1
Description[Created via setup by user ciscol]:
Vlanl: 5
Vlan2: 6
Subinterface number:
Available Interfaces
[1] GigabitEthernetl/0
[2] GigabitEthernet2/1
[3] GigabitEthernet4/0
[4] GigabitEthernet4/1
Interface to modify:

[ oL-8825-01-J
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1] Remove interface configurations.

2] Add/Modify Inline Vlan Pairs.

3] Add/Modify Promiscuous Vlan Groups.

4] Add/Modify Inline Interface Pairs.

5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.

Option: 3

Available Interfaces
[1] GigabitEthernetl/1
[2] GigabitEthernet4/0
[3] GigabitEthernet4/1
Interface to modify: 1
Promiscuous Vlan Groups for GigabitEthernetl/1:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Subinterface number: 1
Description[Created via setup by user ciscol]:
Vlans: 3,8,34-69
Subinterface number:
Available Interfaces
[1] GigabitEthernetl/1
[2] GigabitEthernet4/0
[3] GigabitEthernet4/1
Interface to modify:

1] Remove interface configurations.

2] Add/Modify Inline Vlan Pairs.

3] Add/Modify Promiscuous Vlan Groups.

4] Add/Modify Inline Interface Pairs.

5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.

Option: 4

Available Interfaces
GigabitEthernet4/0
GigabitEthernet4/1
Pair Name: test
Description[Created via setup by user ciscol]:
Interfacel: GigabitEthernet4/0
Interface2: GigabitEthernet4/1

1] Remove interface configurations.

2] Add/Modify Inline Vlan Pairs.

3] Add/Modify Promiscuous Vlan Groups.

4] Add/Modify Inline Interface Pairs.

5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.

Option: 5

Available inline interface pairs:
[1] foo (GigabitEthernet3/0, GigabitEthernet3/1)
[2] test (GigabitEthernet4/0, GigabitEthernet4/1)
Interface to modify: 1
Inline Interface Pair Vlan Groups for foo:
Subinterface: 3; Vlans: 200-299
Subinterface number: 1
Description[Created via setup by user cisco]:
Vlans: 100-199
Subinterface number:
Available inline interface pairs:
[1] foo (GigabitEthernet3/0, GigabitEthernet3/1)
[2] test (GigabitEthernet4/0, GigabitEthernet4/1)
Interface to modify:

[1] Remove interface configurations.
[2] Add/Modify Inline Vlan Pairs.

[3] Add/Modify Promiscuous Vlan Groups.
[4] Add/Modify Inline Interface Pairs.
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[5] Add/Modify Inline Interface Pair Vlan Groups.
[6] Modify interface default-vlan.
Option: 6

GigabitEthernet0/0 default-vlanl[0]
GigabitEthernetl/0 default-vlan[0]
GigabitEthernetl/1 default-vlan[0]
GigabitEthernet2/0 default-vlanl[0]
GigabitEthernet2/1 default-vlan[0]:
GigabitEthernet3/0 default-vlan[0]
GigabitEthernet3/1 default-vlanl[0]
GigabitEthernet4/0 default-vlan[0]
GigabitEthernet4/1 default-vlan[0]

100
100

1] Remove interface configurations.

2] Add/Modify Inline Vlan Pairs.

3] Add/Modify Promiscuous Vlan Groups.

4] Add/Modify Inline Interface Pairs.

5] Add/Modify Inline Interface Pair Vlan Groups.
6] Modify interface default-vlan.

Option:

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 3

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/1
Inline Vlan Pairs:
GigabitEthernetl1/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
Virtual Sensor: vsO
Anomaly Detection: ad0
Event Action Rules: rulesO
Signature Definitions: sig0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)

Virtual Sensor: myVs
Anomaly Detection: myAd
Event Action Rules: myEvr
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
Promiscuous Vlan Groups:
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pair Vlan Groups:
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option: 2

[1] Remove virtual sensor.

[2] Modify “vs0” virtual sensor configuration.
[3] Modify “myVs” wvirtual sensor configuration.
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[4] Create new virtual sensor.
Option: 1

Virtual sensors
[1] wvsoO
[2] myVs
Remove: 2
Remove:

[1] Remove virtual sensor.

[2] Modify "vs0” virtual sensor configuration.
[3] Create new virtual sensor.

Option: 2

Virtual Sensor: vsO
Anomaly Detection: ado
Event Action Rules: rulesO
Signature Definitions: sig0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:
[1] GigabitEthernetl/0:1 (Vlans: 2, 3)
[2] GigabitEthernetl/0:2 (Vlans: 344, 23)
Remove Interface: 2
Remove Interface:

Unassigned:
Promiscuous:
[1] GigabitEthernet2/1
[2] GigabitEthernet2/0
Inline Vlan Pairs:
[3] GigabitEthernetl/0:2 (Vlans: 344, 23)
[4] GigabitEthernetl/0:10 (Vlans: 20, 10)
Promiscuous Vlan Groups:
[5] GigabitEthernetl/1
[6] GigabitEthernetl/1
Inline Interface Pairs:
[7] test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
[8] foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
[9] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)
Add Interface: 4
Add Interface:

(Vlans: 3,8,34-39)

:1
:3 (Vlans: 5-7,9)

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Promiscuous:
GigabitEthernet2/0
GigabitEthernet2/1
Inline Vlan Pairs:
GigabitEthernetl/0:2 (Vlans: 344, 23)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)

Virtual Sensor: vsO
Anomaly Detection: ado0
Event Action Rules: rulesO
Signature Definitions: sig0
Promiscuous:
GigabitEthernet0/0
Inline Vlan Pairs:

Cisco Intrusion Prevention System 6.0 A% K J27L YR
0L-8825-01-J |




| $2% GAARZIIVF

GigabitEthernetl/0:1 (Vlans: 2, 3)
GigabitEthernetl1/0:10 (Vlans: 20, 10)

[1] Remove virtual sensor.
[2] Modify “myVs” virtual sensor configuration.
[3] Create new virtual sensor.
Option: 3
Name: newVs
Description[Created via setup by user ciscol]:
Anomaly Detection Configuration:
[1] ado
[2] myAd
[3] Create a new anomaly detection configuration
Option[3]: 2
Signature Definition Configuration:
[1] sigO
[2] mySigs
[3] Create new signature definition configuration
Option[3]: 2
Event Action Rules Configuration:
[1] rulesoO
[2] myEvr
[3] newRules
[4] Create new event action rules configuration
Option[4]: 2
Unassigned:
Promiscuous:
[1] GigabitEthernet2/0
[2] GigabitEthernet2/1
Inline Vlan Pairs:
[3] GigabitEthernetl/0:1 (Vlians: 2, 3)
Promiscuous Vlan Groups:
[4] GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
[5] GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
[6] test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
[7] foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
[8] foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)
Add Interface: 1
Add Interface: 2
Add Interface:

Current interface configuration
Command control GigabitEthernet0/1
Unassigned:
Inline Vlan Pairs:
GigabitEthernetl/0:1 (Vlans: 2, 3)
Promiscuous Vlan Groups:
GigabitEthernetl/1:1 (Vlans: 3,8,34-39)
GigabitEthernetl/1:3 (Vlans: 5-7,9)
Inline Interface Pairs:
test (GigabitEthernet4/0, GigabitEthernet4/1)
Inline Interface Pair Vlan Groups:
foo:1 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 100-199)
foo:3 (GigabitEthernet3/0, GigabitEthernet3/1 Vlans: 200-299)

Virtual Sensor: vs0

Anomaly Detection: adO

Event Action Rules: rulesO

Signature Definitions: sig0

Promiscuous:
GigabitEthernet0/0

Inline Vlan Pairs:
GigabitEthernetl1/0:1 (Vlans: 2, 3)
GigabitEthernetl/0:2 (Vlans: 344, 23)
GigabitEthernet1/0:10 (Vlans: 20, 10)

Virtual Sensor: newVs

[ oL-8825-01-J
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W setup

Anomaly Detection: myAd
Event Action Rules: newRules
Signature Definition: mySigs
Promiscuous:
GigabitEthernet2/0
GigabitEthernet2/1

[1] Remove virtual sensor.

[2] Modify “vs0” virtual sensor configuration.
[3] Modify “newVs” virtual sensor configuration.
[4] Create new virtual sensor.

Option:

[1] Edit Interface Configuration

[2] Edit Virtual Sensor Configuration
[3] Display configuration

Option:

Modify default threat prevention settings? [no] yes

Virtual sensor vs0 is NOT configured to prevent a modified range of threats in inline
mode. (Risk Rating 75-100)

Virtual sensor newVs is configured to prevent high risk threats in inline mode. (Risk
Rating 90-100)

Do you want to enable automatic threat prevention on all virtual sensors? [no]

GE)  LREOHEMA~OIEEIZ yes ZRIRT 5 &, TOROERMITF RSN EE A,

G ITRTOREECF—BAEDTHLEG. BT L0E S PpOEMET R RENET,

GE) IRTOEEE Y —DEHTHLHE, AT L0 E I POEMETRERENET,

Do you want to disable automatic threat prevention on all virtual sensors? [no] yes
The Event Action "overrides" rule for action "deny-packet-inline" has been Disabled
on all virtual sensors.

The following configuration was entered.

service host
network-settings

host-ip 172.21.172.25/8,172.21.172.1
host-name sensor
telnet-option enabled
access-1list 172.0.0.0/24
access-list 173.0.0.0/24
ftp-timeout 300
login-banner-text

exit

time-zone-settings

offset -360
standard-time-zone-name CST
exit

summertime-option recurring
offset 60

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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setup W

summertime-zone-name CDT
start-summertime

month april

week-of-month first

day-of-week sunday

time-of-day 02:00:00

exit

end-summertime

month october

week-of-month last

day-of-week sunday

time-of-day 02:00:00

exit

exit

ntp-option disabled

exit

service web-server

port 80

exit

service event-action-rules rulesoO
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 75-100

exit

exit

service event-action-rules myEvr
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

service event-action-rules newRules
overrides deny-packet-inline
override-item-status Disabled
risk-rating-range 90-100

exit

exit

service interface

service event-action-rules rulesoO
overrides deny-packet-inline
risk-rating-range 85-100

exit

exit

service event-action-rules newRules
overrides deny-packet-inline
risk-rating-range 85-100

exit

exit

service interface
physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

physical-interfaces GigabitEthernetl/0
admin-state enabled
subinterface-type inline-vlan-pair
subinterface 1

description Created via setup by user cisco
vlianl 2

vlan2 3

exit

subinterface 2

description Created via setup by user cisco
vlanl 344

vlan2 23

exit

subinterface 10

description Created via setup by user cisco
vlanl 20

vlan2 10

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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setup

exit

exit

exit

physical-interfaces GigabitEthernetl/1
subinterface-type vlan-group

subinterface 3

description Created via setup by user cisco
vlans 5-7,9

exit

subinterface 1

description Created via setup by user cisco
vlans 3,8,34-39

exit

exit

exit

physical-interfaces GigabitEthernet2/0
admin-state enabled

exit

physical-interfaces GigabitEthernet2/1
admin-state enabled

exit

physical-interfaces GigabitEthernet3/0
default-vlan 100

exit

physical-interfaces GigabitEthernet3/1
default-vlan 100

exit

inline-interface foo

description Create via setup by user cisco
interfacel GigabitEthernet3/0

interface2 GigabitEthernet3/1
subinterface-type vlan-group

subinterface 3

vlans 200-299

exit

subinterface 1

vlans 100-199

exit

exit

exit

inline-interface test

description Created via setup by user cisco
interfacel GigabitEthernet4/0

interface2 GigabitEthernet4/1

exit

service analysis-engine

virtual-sensor vsoO

physical-interface GigabitEthernetl/0 subinterface-number 2
physical-interface GigabitEthernetl/0 subinterface-number 10
exit

virtual-sensor newVs

anomaly-detection myAd

event-action-rulse newRules
signature-definition mySigs
physical-interface GigabitEthernet2/0
physical-interface GigabitEthermet2/1

exit

exit

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit.

Enter your selection [2]:

Configuration Saved.

Modify system date and time? [no] yes
Local Date[]: 2003-01-18

H_ Cisco Intrusion Prevention System 6.0 A<~ F )77 L YR
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show ad-knowledge-base diff W

Local Time[4:33:49]: 10:33:49
System Time Updated successfully

sensor#

show ad-knowledge-base diff

2 50 KB DEWEERT 521, KiHE EXEC £ — F T show ad-knowledge-base diff =~ > K% {&

HALET,

show ad-knowledge-base virtual-sensor diff [current | initial | file name!][current | initial | file name?2]
diff-percentage

HCEREA virtual-sensor

T 5 KB 7 7 A DB EZENLFAEE o —, | ~ 64 LFDOKRILF/NLF
ZRXPT D CFEHN T BN CFITA~Za~2.0~9. -] BION JTT,

namel i3 % 1 DHOBEF KB 7 7 A VDA, ek 32 05O RLF/NLTF%E X
BT % XFHNTT, AR CFIEA~Z a~z, 0~9, -] BEWT | TF,

name2 g% 2 DHDOBEE KB 7 7 A VD4R, FeR 32 LFDRLF/NLF 4 X
BT 5 LFHNTT, AN LTFIEA~Z, a~2z, 0~9, -] BXOT | TF,

current BlifEg— RS T\ 5 KB,

initial D KB,

file BEfFDO KB 7 7 A )b,

diff-percentage (F7Fay) LEVWEREESNEAS—E L P RELL BARD—ER%E
ForLET, ARMEIZ T~ 100 T, 57 /L ME 10% T,

TIFILE MESCGHRIAL OREZIRL T I,

av>Y R E—F EXEC

#iR—bEhd1—¥0-) EBFEHE, AL —F, Ea—7T

avy FEE Jy—2

15

6.0(1)

Tpa~wy REEA,

EREDHS F31>

(GF) Zoa<wr FZIPSEATT, 120 aido/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &

B,

[ oL-8825-01-J
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Bl show ad-knowledge-base diff

1 WOFNE, 2006-Mar-16-10 00 00 & AR > P — vs0 IZHIfEm— RENTWD KB & L £,

sensor# show ad-knowledge-base vs0 diff current file 2006-Mar-16-10_00_00
2006-Mar-17-10_00_00 Only Services/Protocols
External Zone
TCP Services
Service = 30
Service = 20
UDP Services
None
Other Protocols
Protocol = 1
Illegal Zone
None
Internal Zone
None
2006-Mar-16-10_00_00 Only Services/Protocols
External Zone

None
Illegal Zone
None
Internal Zone
None

Thresholds differ more than 10%
External Zone
None
Illegal Zone
TCP Services

Service = 31
Service = 22

UDP Services
None

Other Protocols
Protocol = 3
Internal Zone
None
sensor#
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show ad-knowledge-base files W

show ad-knowledge-base files

A o —CHATE 2 REMILKB 7 7 A L &FKRT 2121, F54 EXEC £ — F T show
ad-knowledge-base files =~ > N & H L £,

show ad-knowledge-base virtual-sensor files

BCERER virtual-sensor (A7 av) KB7 7 ANBEENHHAE P —, 1 ~ 64 LFORITF/
XTFEEINTLLTINCT, AR LTIEA~Z, a~z 0~9, [-] Bk
W I T,

FTIAILE F 74V sOMELETZIMMEITZD D £ A,

avy R E—F EXEC

#h—bEhAI-HF O FEE, AL —F Ba—T

av Yy FEE )1)y—= B1IE
6.0(1) Zoawr REEA,

FEREDHALA RSM4Y 77 ANLDRNCHD *1F, TOKB 77 ANANEAET— RSN TWAZ &R LET, BT KB
IS TEELET (R F—LEITWH O KB T9), AD THfEE— FENTWS KB, F£72i%
ADNBAET 77 4 712> T RWEAIFn— FERTWS KB AV RENE T,

AR o —ZEE L WES. TRXRCORBEE L —TFT_RTOKB 77 A BB EEINE T,
HIFD KB 1, LEVWMEN LIHHMIFOREIZ/R > T\5 KB TY,

~
GE) Zoz~r RIEIPS A TY, 12.0 RToA—Y g 02, BiET 5 10S 2~ Ridbh v £
A,
i WOFNL, TRTCORBE P —THHEATED KB 77 A VEERLET, 2006-Mar-16-10_00 00

T AT, KT —vs0lcr— REN-BITKB 7 7 A L TF,

sensor# show ad-knowledge-base files
Virtual Sensor vso0

Filename Size Created

initial 84 04:27:07 CDT Wed Jan 28 2006
* 2006-Jan-29-10_00_01 84 04:27:07 CDT Wed Jan 29 2006

2006-Mar-17-10_00_00 84 10:00:00 CDT Fri Mar 17 2006

2006-Mar-18-10_00_00 84 10:00:00 CDT Sat Mar 18 2006
sensor#

-
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M show ad-knowledge-base thresholds

show ad-knowledge-base thresholds

KB ® L & \WMEZFE TSI, 4 EXEC £— K T show ad-knowledge-base thresholds =~ > K

A LET,

show ad-knowledge-base virtual-sensor thresholds {current | initial | file name} [zone {external |
illegal | internal}] {[protocol {tcp | udp}] [dst-port port] | [protocol other] [number
protocol-number]}

& CRREA virtual-sensor

T3 KB 7 7 A AR EENLEBE L —, | ~ 64 SLFORILF/ N
ZXBIT D XTI T AR LTIEA~Za~2,0~9 - BLXOT T,

current

BlfEfog— RIS T\5 KB,

initial

I D KB,

file

BEED KB 7 7 A /L,

name

KB 7 7 A VA, BeR 32 SUFDORICF/NCF A KT 2 3075 TF, Aah7z
LFIFA~Z, a~z, 0~9, -] BXWY® T | T,

zone

A7Fvay) BESNZ—rOLEWERETEERLES, T 74V T
., TRTOY =T ERPFTRINET,

external

Y — R LET,

illegal

) — v aRRLET,

internal

WY — 2 FoR LET,

protocol

(F7Fvay) BESRES 2 Fa Lo LEVWVMEFR IT2ERLET, T 741
FCTiE, ¥ _XCTO7a b a/VZETAERBIFRINET,

tep

TCP 7o FaawE R LET,

udp

UDP 7u ha L ZFRLET,

dst-port

(FFvav) BESHER—FOLEWVERETEZERLET, 774/ T
1Z. T_TO TCP AA— M E721L UDP AA— b, F£7-1LF 0524 5 1FE#H
wFRRNLET,

port

(FFvav) BESNEZAR— MO LEWERETZERLET, 774/ T
X, TXTO TCP AR — h £721% UDP A — k., E72IXZ O 5IZBT 2 15#
EFRARLET, AL 0~ 65535 T,

number

(F7vay) oBEDOTa harEFEo LEWMERZTERRLET, T
7 F L h T, DT R ToOT e b a Bl TAHERAFERINET,

other

TCP £ 7213 UDP LISt DD 71 ha L zFERrLET,

protocol-number

7'a hanEs, ARREIX 0~ 255 TY,

T4 F 7 4V MEIZOWTIE, G oXRZ2ZBLTEEN,

avY kK E—F EXEC

Hh—bEhBI-F O FEE, L —F Ba—T

avy FEE J)—2

81IE

6.0(1)

Zavy REREA,
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EREDAA K314

]

show ad-knowledge-base thresholds W

FRENZLEVWEIZ, KBIZEEND LEWETY, EE&ESNba2—HF ar7 4 ¥alb—v3
UNRBHDLBEDO LEVHEITL. R —AD LEVWVEL 22— 3T 4 X2 b— g VOMITRER
INFET,

~

(F)

Zoa~ 2 RIZIPS AT, 12.0 URTONR—2 g 02, BT 5 10S =~ Riddb v £
A,

ROBIL, KB 2006-Mar-16-10_00_00 DIEFFr[ Y —CEHEND LEVHEEZ R R L ET,

sensor# show ad-knowledge-base vs0 thresholds file 2006-Mar-16-10_00_00 zone illegal
2006-Mar-16-10_00 00
Illegal Zone
TCP Port 20
Scanner Threshold
>> User Configuration = 100
>> Knowledge Base = 20
Threshold Histogram
Destination IP 5 10 100
>> User Configuration: source IP 100 1 0
>> Knowledge Base: source IP 10 1 0
TCP Port 30
Scanner Threshold
Knowledge Base = 110
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 10 1 0
TCP Port any
Scanner Threshold
Knowledge Base = 9
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 2 1 0
UDP Port any
Scanner Threshold
Knowledge Base = 19
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 12 10 0
Other Protocol any
Scanner Threshold
Knowledge Base = 1
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 1 1 0
Other Protocol 1
Scanner Threshold
Knowledge Base = 10
Threshold Histogram
Destination IP 5 10 100
Knowledge Base: source IP 10 10 0
sensor#

[ oL-8825-01-J
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show ad-knowledge-base thresholds

WOFNE. BT KB OEZA[ ) — & Fh., 71 =3 /Lyy TCP TR — M3 20 THEHEED
LEVEEZFRRLET,

sensor# show ad-knowledge-base vs0 thresholds current zone illegal protocol tcp
dst-port 20
2006-Mar-16-10_00_00
Illegal Zone
TCP Port 20
Scanner Threshold
>> User Configuration = 100
>> Knowledge Base = 50
Threshold Histogram

Destination IP 5 10 100
>> User Configuration: source IP 100 1 0
>> Knowledge Base: source IP 10 1 0

sensor#

WOFNL., BATKB OEFHF Y —ICEEN. 70 b a RN ZFOMTHER— FNESN 1 ThiHY
HOLEWVEEZRRLET,

sensor# show ad-knowledge-base vs0 thresholds current zone illegal protocol other
number 1
2006-Mar-16-10_00_00
Illegal Zone
Other Protocol 1
Scanner Threshold
>> User Configuration = 79
>> Knowledge Base = 50
Threshold Histogram

Destination IP 5 10 100
>> User Configuration: source IP 100 5 0
>> Knowledge Base: source IP 12 1 0

sensor#
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show begin W

show begin

show =~ > RO N2 #5121, ¥4 EXEC & — F T show begin =~ > F&ZHEHLE9, =
Davy N, HESNZERERERZELRMOITT show 2~ RO ZRBLES, 741
ZABLIATUVE R A,

show [configuration | events | settings | tech-support] | begin regular-expression

#BCELA

T4

avURE—F

#ik—bEhd1—¥ 0—-)

\ feHRIx, MBI ES RS Z 2B LET,
regular-expression show =~ & FHHINTAFAET DEE D IEMEEBL,

T 74N NOBWEEZITMEIEZS Y EHA,

EXEC

B, AL —4# (current-config ®#), B =—7 (current-config H)

avy FEE

FEREDAS FS1Y

]

y—= B

4.0(1) Zoavwy REEA,

4.0(2) show =~ > KO begin §E5E % 1B,
5.1(1) tech-support 47> a2 > % B,

IFRAZBD GBI R CF/ N CF 2 KB L, BHERRE OB 2R ETE £,

wROBNE, EHEH Tip) orELHNE2RLET,

sensor# show configuration | begin ip
host-ip 10.89.147.31/25,10.89.147.126
host-name sensor

access-list 0.0.0.0/0
login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

exit

exit

service interface
exit

service logger
exit

service network-access
user-profiles mona
enable-password foobar
exit

exit

service notification
- -MORE- -

[ oL-8825-01-J
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Bl show begin

fAEa<wU KR avwyv Rk HL:

more begin more =~ RO N ZMIER L, $EE L2 SCFFI i B L 7= (7
BERFELET,

more exclude more =1~ > NOW % 7 4 LA MFLL T, FEDERRHE G174 8
BRLET,

more include more 1~ KON %7 4 L F B LT, BEOEREI & GLATOH
AFFLET,

show exclude show =~ ROH N Z 7 ¢ L Z B LT, $EDIERFEH 251047 24k
MBLET,

show include show <> RO %7 4 L2 L T, FEDERFEBRE S TITOH
AERFLET,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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showclock W

show clock

VAT A T ay 7 RERTHICIE, K EXEC E— RN T showclock =~ FAEH L £,

show clock [detail]

detail (A7vay) s7ayy Y—A (NTP 72133 AT L) BIOHITOY~—
A A LHKE RESNTWDIEA) ZRLET

BCEREA
T4
avY kK E—F

#ik—rEhd1—4 0—)

T 74 FNOEBEEIMETZS Y A,

EXEC

Y AN —HF Ba—7

avy FEE

EREDHS F31

y1y—x BIE
4.0(1) Zpa<wy REEA,

VAT A 7wy 7 MRGE] 7T 72 RE LT RARAES 50y (IEfEE R Shodn) 9
MERLET, VATA IO IRNIPREDEZAI VT J—ATREEINTZHE, 20757
Ny hENET, K227 7 72 R LET,

®2-2 REISY

LS B
* BRI PREE S AL 720,
(772 7) R RGES LD,
eI PRAES LD 25, NTP IZRIBHE S 2zuy,

B wOBNE, RES., FHHLSNIZNTP 2R LET,
sensor# show clock detail
12:30:02 CST Tues Dec 19 2002
Time source is NTP
Summer time starts 03:00:00 CDT Sun Apr 7 2003
Summer time ends 01:00:00 CST Sun Oct 27 2003
sensor#
WOENT, FATRPRES N TWRNWZ AR LET,
sensor# show clock
*¥12:30:02 EST Tues Dec 19 2002
sensor#
WOENT, FATRPREIS N TWRNWZ AR LET,
sensor# show clock detail
*¥12:30:02 CST Tues Dec 19 2002
No time source
Summer time starts 02:00:00 CST Sun Apr 7 2003
Summer time ends 02:00:00 CDT Sun Oct 27 2003
Cisco Intrusion Prevention System 6.0 A% K J27L YR
[ oL-8825-01-J



$2E FGRAAHRGITUFR |

MW show configuration

show configuration

more =~ > N® more current-config =~ > K& &ML T &0,

av Y FEE ))y—= B1E
4.0(2) Zoa=r KEB,

-
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show events

a—h A Xk ONEEFRRT DHITIL, F7HE EXEC € — FC show events =~ > K&l L

E

show events W

show events [ {alert [informational] [low] [medium] [high] [include-traits fraits] [exclude-traits traits]
[min-threat-rating min-rr] [max-threat-rating max-rr | error [warning] [error] [fatal] | log | NAC
| status}] [hh:mm:ss [month day [year]] | past hh:mm:ss)

T E A

alert

77— eRRLET, BRAKENTONL TS, 21T ALILZFEE
HobsrEEEZBMLET, 77— h A X2 ML IPS VT =F v By
NTD—2 TIT4ET 4 TR A—ENDE FHIZoFTmrYrick-T
AR ENET, Loor (il K B &) BRRBREATOHRWES, T
NRTDT T—h AR IRERINET,

include-traits

BEINT traits DHDT 77— FeFRLET,

exclude-traits

BEINT traits DHDT 7— " eFEr LEE A,

traits

10 (0~ 15) OFEMEE Y MIE,

min-threat-rating

BRGNS Z OELL ETHHA R b ERFR LET, AL 0 ~ 100
TY, 774/ ME0TT,

max-threat-rating

AN Z DL T ThEA Xy "e2FRr LET, HL&HIZ 0~ 100
<4, T 7 A ML 100 T,

T4

=

#ih— b Shd1—F 0-)

error TT— ARV NERRLET, 27— A NI, =T —FHRREEL
LI — R R TERSNET, L (BE, =5 — BHK)
DBBNINTORWIGE, TXTOTT — AR MRRRINET,
log B AR MERRLET, 2NHDOA XU M, T T v a iz
Faf, 77V —va il ko TRE IR L ZITHIZAERINET,
R, ISE, BEO T UV v g VORI E IR RIS oW T OEHR
BEENET,
NAC ARCER (Fmy Z7HR) 2R T-LET,
)
(3¥)  Network Access Controller i%, HIfEI Attack Response Controller
(ARC) LEWVWET, = RIH LOAITR > TOETH, &
HILIPS 6.0 D CLLIZIZXMEE L TWEH A, CLI 2Dz T
network-access 33 & W nac L HRINET,
status KA RN bERRLET,
hh:mm:ss B 24 KE0) . 4. B L ORI O R,
day HoOBREHE (B),
month BA%EH (H 04T,
year PAREE (BIEZR L),
past ASETITBE LI A XV N EFRRUET, hhomm:ss \FE R Z BT 58%

DEFHZfEE L £,

T 7 AV MEIZOW TR, G OFREZSML T ZEN,

EXEC

MY FNL—HF Ba—7

[ oL-8825-01-J
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H showevents

avy FEE

Jy—=x B

4.0(1) Zoawy REHEA,

4.0(2) BEDOTT— A X b LULE[EIRFITEINT & SR8 2800,
4.1(1) include-traits, exclude-traits, 35X U\ past 47" 2 > 2B/,
6.0(1) min-threat-rating 33 J. (' max-threat-rating 47" = > %38/,

EREDAA K54

7l

show events =~ > REHHT 2 L, FRINFBABFFRICIEE 2ERA XU N X4 T HFKRTE
F7, AR A T ZN TR WIS BUTRRICBIMET 2 IR I Nz Ry b BRFRREINET,
AR N ZATVATTENRTHRWES, TXTOA X hRFRENET, AV M, 747
74— FRELTRREINET, 947 74— FE2Xy L9512, Cal+C 2L E7,

show events =~ > N CIE#KHL | include shunlnfo 3+ 5 L, A XU DY —RA T RL AR Y

DT By F TEREFRTEET,

~

GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B+ 5 10S o< Nigbo £

A,

WL, 2004 4E 12 A 25 HART 10 BB L7 0 v 7 EsR A2 F R L £,

sensor# show events NAC 10:00:00 Dec 25 2004

WOBNL, BATRMICHGT 227 —BLUOERT I — A vt —VE2RRLET,

sensor# show events error fatal error

WORFIE, 2004412 H 25 H 10 FRIZBABA L7 _ToOA X b EFRLET,

sensor# show events 10:00:00 Dec 25 2004

WORBNL, 830 ITHB LT X TOA R FERRLET,

sensor# show events past 00:00:30

WOHEIZE, XML 2T nbEESNET,

evAlert: eventId=1025376040313262350 severity=high
originator:
deviceName: sensorl
appName: sensorApp
time: 2002/07/30 18:24:18 2002/07/30 12:24:18 CST

signature: sigId=4500 subSigId=0 version=1.0 IOS Embedded SNMP Community Names

participants:
attack:
attacker: proxy=false
addr: 132.206.27.3
port: 61476

victim:
addr: 132.202.9.254
port: 161

protocol: udp

-
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show exclude W

show exclude

show 2~ > RO Z2 7 4 L ZME LT, BEOEHREREZESITEHRT 512X, HiHE EXEC
£ — N C show exclude =~ > RZfEH L £,

show [configuration | events | settings | tech-support] | exclude regular-expression

R | MERRIL, AR ERH Z L2 EHRLET,
regular-expression show =2~ o FHJNTAEET HAEE O EH KDL,
TIxIE T 7 AN P OBIEETIMETD Y A,

avY K E—F EXEC

HR—bEhAI-HF O EELE. AL —#F (current-config D), B =—7 (current-config O 7x)

av Y FEE ))y—= B1E
4.0(1) Zoawy REHEA,
4.0(2) show =< > R exclude #4535 % 1B,
5.1(1) tech-support 47" 3 > %380,

EREDHA R340  IEHETOLIBIIR TN LT XBI L, EHERREGOBEEEIRETE T,

] wOBNE, EHFI Tip) 2R L7ZEAE2RLET,

sensor# show configuration | exclude ip

| e e e o

! Version 5.0(0.26)

! Current configuration last modified Thu Feb 17 04:25:15 2005
[

display-serial

service analysis-engine
exit

service authentication
exit

service event-action-rules rulesoO
exit

service host

network-settings

host-name sensor

access-1list 0.0.0.0/0

login-banner-text This message will be displayed on user login.
exit

time-zone-settings

offset -360

standard-time-zone-name CST

--MORE-
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M show history

BEaTR

avryk HL]

more begin more 2~ RO ITEMRBE L, F5E L7 XTFH RN HBL U 72 ArE D>
bERRALET,

more exclude more 2~ RO %7 o VML T, FFEOIEREIZE LT
FRLET,

more include more 2~ RO N%E 7 4 VZUE LT, FEDERKHAEZETATOH
ERALET,

show begin REED show 2~ RO ZRKE L, 15E L7 CFFINEANCHE L
NENORRLET,

show include show 2~ RO N %7 4 VZWBL LT, FEDEREZIZETITDOH
ERRLUET,

show history

TR

TI24IE

avY R E—F

#R—bEhA1—HF 0-)

HITOA =2 —TANLTIca~v 2y FOU A MERRTHITIE, T3TOE— KT show history =~
Y REMEHLET,

show history

Zoavy R SIBERIZF—Y—FEd v £HA,

T 74N NOBWEEZITMEIEZS Y ¥ A,

FRTHE—F

PR AR —H | Ba—T

avy FERE

FEREDAS FS1Y

]

Jyyy—=x B1E
4.0(1) Zoawr REEA,

show history =~ > R CIX, BUTA =2 —TAN Lica~y RORERFRINET, BEASY 77
IZREER S LD 2~ > REIE 50 T,

WOBIL, show history 2~ RTERREINDH A~y ROFLEFREZ R~ LET,

sensor# show history
show users

show events

sensor#
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show include W

show include

show =2~ RO N ZE 7 4 VML C, BEOERERZETLITORERRT DHITIL, Rtk
EXEC &— KT show include =~ > RZ{HEH L £,

show [ configuration | events | settings | tech-support] | include regular-expression

L 3 &L | MeHRIx, MNP ER RS Z 2B LET,
regular-expression show 2+ > N NZAAET DAEE O EH KB,
TIxIE T 7 AN FOBIEETIIMETD Y A,

avY K E—F EXEC

HR—bEhAI-HF O EELE. AL —#F (current-config D), B =—7 (current-config O 7x)

av Y FEE ))y—= B1E
4.0(1) Zoawy REHEA,
4.0(2) show =< > K include $L5E % 870,
5.1(1) tech-support 47> = > % B,

EREDHA R340  IEHETOLIBIIR TN LT XBI L, EHERREGOBEEEIRETE T,

show settings =~ > FOH /) TiL, METRO~y X —FRLFRIN, BET T X A5
TEET,

] wOBNE, IEHEB lip) 280T0HOH 2R LET,

sensor# show configuration | include ip
host-ip 10.89.147.31/25,10.89.147.126

sensor#
EEaTVF avwyk EL:

more begin more =< RO AERBE L, F5E L7 SCFHID BN HEBL L 77 (8 2>
HERRLET,

more exclude more 2~ RO %7 4 VHZMEL LT, FEOEREHREZELITEHE
MLET,

more include more 2~ RO %7 4 )V Z UL T, FFEDIEHIRIZETITO M
EHRRLET,

show begin BEED show 2~ ROHNERHBE L, BE LI XTI RANHI LT
MENHRRLET,

show exclude show 2~ RO %7 4 V2B L C, FEDIEREIZ & 0472 8k
BMLEd,
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W  show interfaces

show interfaces

TARTDYAT LA v F =T = A ZAOffEHEHE ZRT HI2IE, ### EXEC £ — F T show
interfaces 2~ > R&EFH L E9, ZDa~ 2 KT, show interfaces management, show interfaces
fastethernet, 35 J2 U show interfaces gigabitethernet &7~ L £,

show interfaces [clear] [brief]

show interfaces {FastEthernet | GigabitEthernet | Management} [slot/port]

TR

FTIAILE

AR E—F

#R— b Ehd1—F 0-)

clear (FTvav) iz V7 LET,

brief (ATvay) HEALH =T =2A ZAD2—=H LY T 4 AT —Z ZEROM
BEEeRrLET,

FastEthernet FastEthernet f > % —7 = A ZDFFHEMEZR R LE T,

GigabitEthernet GigabitEthernet f > % —7 = A ZADRFEHEBREZFR L ET,

Management Management { > % —7 = A ADFEHERE TR L ET,
A

GE) ZoOF—7U— i, Management & ~—7 SNZANHBA— b &R
TT7 v R T A —LTOHYR—INET, TOMDOTT v b
TA—LDOEBRA L H—T 2 A AT A Z—T = A AOTEH (@
% . FastEthernet) (2559 T, show interfaces D /) THR X1
e

slot/port Zwy fER—= FOFERIZONTI EHYRN— RV =27 ~=2T7 V&5
LT ZSu,

T 7 AN FOBEEIMEITZSH Y EEA,

EXEC

BHE AL —H, Ba—7T

avy FERE

FEREDHS FS1Y

Jyy—=x B1E

5.0(1) show interfaces group. show interfaces sensing, 35 J U' show interfaces
command-control D% =< > K% R, show interfaces FastEthernet, show
interfaces GigabitEthernet, 15 J U show interfaces Management D45 2~
> Rz,

6.0(1) brief % — U — N8/,

Zoawry R, avr R arie—L BIOEUy VU U0 F—T = AT DR TER
EFRALET, clear 77V a U THETIEHREZ VT LTy hTAHAZELTEET,
AH =T 2 A ADFHEEREL CZoa~y REHERATL L, TOBEOTRTOA H—T =

A R DmEHERSF R SNET, ZAny MESRR— MESEZBNT O L, TOREDA
Z—=7 = A ATHETHMAHERN TR SNET,

T RVORBICHD * 1, ZDA =T A APRav N/ avia— L A4 =T ATH
5T EETRLET,
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show interfaces W

Bl WOBNL, A F—7 = A A HRE R LUET,

sensor# show interfaces
Interface Statistics
Total Packets Received =
Total Bytes Received = 0
Missed Packet Percentage = 0
Current Bypass Mode = Auto off
MAC statistics from interface GigabitEthernet0/0
Media Type = TX
Missed Packet Percentage = 0
Inline Mode = Unpaired
Pair Status N/A
Link Status = Down
Link Speed = N/A
Link Duplex = N/A
Total Packets Received =
Total Bytes Received = 0

0

0

Total Multicast Packets Received = 0
Total Broadcast Packets Received = 0
Total Jumbo Packets Received = 0

Total Undersize Packets Received = 0

Total Receive Errors = 0

Total Receive FIFO Overruns =

Total Packets Transmitted = 0

Total Bytes Transmitted = 0

Total Multicast Packets Transmitted = 0
--MORE--

0

WROBNZT, A > F =7 = A ZFLFHEROMEH 2R LE T,

sensor# show interfaces brief

ccC Interface Sensing State Link Inline Mode Pair Status
GigabitEthernet0/0 Enabled Up Unpaired N/A

* GigabitEthernet0/1 Enabled Up Unpaired N/A
GigabitEthernet2/1 Disabled Up Subdivided N/A

sensor#

#
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MW show inventory

show inventory

PEP 1 % £ /"9 521, 7 EXEC “E— K T show inventory =~ > FEZfiH L EJ, Zna~vyr
RiZ, v % —o PID, VID £ LN SN TH S 7= UDL 1A FR L £,

show inventory

BCERER Zoawr R, SIBELIEIF—TU—FIEZH Y EEA,
T4 F 74 FOEEIMMEILZH D THA,
avy kK E—F EXEC

Hh— g1 O FEHE, L —F Ba—T

av Yy REE J1)y—=x &1IE
5.0(1) Za~y REEA,

ERLEDHS FS54>Y 4. Cisco PEP AR U > —THR S 315 show inventory Cisco [0S =~ R & [ LT, show
inventory D /1%, "— Ry =7IZXoTRRY T,

& WOFIEL, show inventory =~ > RO IHE R L £,

sensor# show inventory
NAME: "Chassis", DESCR: "Chasis-4240"
PID: 4240-515E , VID: V04, SN: 639156

NAME: "slot 0", DESCR: "4 port I/O card"
PID: 4240-4I0E , VID: V04, SN: 4356785466
sensor#

-
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show os-identification W

show os-identification

U —RZEOIINC LS TCT—= 7 L2 IP 7 R LR L BEAT S5/ OSID 2% xd 5120,
't EXEC & — K C show os-identification =~ > FZ2fE/H L ¥ 7,

show os-identification [name] learned [ip-address)

& SCERER
T4
=

#ih— b Shd1—F 0-)

name (A7 ay) B —ICRESNTAEE Y — D4R, For#fEix, BE
L8 o —ICBEMITF b TNDE T —= 7 L7ZIP 7 R L AICHIRE
ET,

ip-address (FAFvar) BET21PT LA, Bo¥d—iE, #BESNTIPT LRI

<~ BT ENT-0SID ZERLET,

T 74 FOEBEEIMELZS Y A,

EXEC

BHE. AL —%, B a—7T

avy FEE

EREDHS FS1Y

]

J1)y—=x f81IE
6.0(1) o<y REEA,

IP7 RLAL B Y —ZF a0 T, IPT FLAZEEETLE, F8ELEZIP T RLAD
OSID 2 NERENET, IPT RLRAEZIBEELRNWE, 9—=0 7 L OSID NTRTHEREN
iﬁ—o

AR —%BETDH & HELBE Y —D OSID ZiFRERENET, I —%

EELRVWE, TR_RTORBEE S —DTF—= 27 L7z 0SID RERENET, B —%FF
ERETICIP T RLVRAERE LGS, BERENZIP T RLAREEND TR TOREE VP —
FoRENET,

KOFNL, BEDIPT RLADOSID #3F 5k LET,

sensor# show os-identification learned 10.1.1.12
Virtual Sensor vsO:
10.1.1.12 windows

W’ T_XTOREEH—D 0SID #Fx LET,

sensor# show os-identification learned
Virtual Sensor vsO:
10.1.1.12 windows
Virtual Sensor vsl:
10.1.0.1 unix
10.1.0.2 windows
10.1.0.3 windows
sensor#

[ oL-8825-01-J
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Bl show privilege

B Ea<T R

avwok E%BA
show statistics os-identification OSID |24 AFEHE#HRAFR R L 77,
clear os-identification YUY =BG L2 TCT—= 7 LZIPT R A

LDOOSIDT Vi —a rEHIRLET,

show privilege

H#CEL A

FI24ILF

avv kK E—F

#ik—F&hd1—4 0l

BATOHER L~V % 27T 5121%, F#ME EXEC & — R C show privilege =~ > RAMEH L £,

show privilege

Zoa~vy RE, SIELEF—T—NIH Y FHEA,

T 74N FOBEEIMEIZH Y EE A,

EXEC

WEE AL —&F Ea—7

avy FERE

EREDHS F31>

7l

)1y)—x &1IE
4.0(1) Zhavwy REEA

Zoavy REMFEHALT, BUTOMR L~V EFRRLET, HRL-VLE, BEHELTRELETE
F9, FEAIZ OV T, username 2=~ RZZH LT 7ZE0N,

WORFNE, 22—V OHEREZ RLET,

sensor# show privilege
Current privilege level is viewer
sensor#

PEavTU R

avwyvFk HL:
username a—hL v —0a—HFEERLET,
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show settings

BATOV7E— RCHEENDI IV T4 Fal—va v ORNFEERRT LI, V—ER a~v R

E— KT show settings =~ > N&HEHL E T,

show settings [terse]

show settings W

#&3CERER
T4
avY kK E—F

#ik—rEhd1—4 0—)

terse H & fRIcE R LET,

T 74 FNOEBEEIMETZS Y A,

TRCHO Y —t R avwRKRE—FR

BHE, AL —% a—7 (KIHia~vr KV —0FRROHR)

aAvy FEE

EREDAA K34

%l

Jyr)—=x f81IE

4.0(1) Zoawy REEA,
4.0(2) terse X — U — RN & iE8/0,
N

GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B4 5 10S o< Nigbo £

B,

WOFIE, ARC 27 4 F = b—3 3 F— RTO show settings 2~ > RO EZRLET,

[ oL-8825-01-J
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Bl show settings

(G¥)  Network Access Controller 1%, FIfElX Attack Response Controller (ARC) & ZWE T, ¥— B A I3H
LWARRZ 22> TWET A, ZEILIPS 6.0 O CLLIZIEX S CWER A, CLI &KIZHiz->T

network-access 13 X W nac & #RENF I,

sensor# configure terminal

sensor (config) # service network-access

sensor (config-net)# show settings
general

log-all-block-events-and-errors: true <defaulted>
enable-nvram-write: false <defaulted>
enable-acl-logging: false <defaulteds>
allow-sensor-block: true default: false

block-enable: true <defaulteds>

block-max-entries: 250 <defaulted>

max-interfaces: 250 <defaulteds>
master-blocking-sensors (min: 0, max: 100, current: 0)

never-block-networks (min: 0, max: 250, current: 0)

sensor (config-net) #

H_ Cisco Intrusion Prevention System 6.0 A<~ F )77 L YR
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show settings W

WOFNL, v 7 =F ¥ EFRY 7T — K TO show settings terse DH & /R L E T,

sensor# configure terminal
sensor (config) # service signature-definition sig0

sensor (config-sig) #

variables (min: O,

show settings terse
max: 256, current: 2)

<protected entry>

variable-name:
variable-name:

http-enable:

WEBPORTS
user2

false <defaulted>

max-outstanding-http-requests-per-connection: 10 <defaulteds>
aic-web-ports: 80-80,3128-3128,8000-8000,8010-8010,8080-8080,8888-8888,
24326-24326 <defaulteds>

ftp-enable: true default: false

ip-reassemble-mode: nt <defaulteds>

tcp-3-way-handshake-required: true <defaulteds>

tcp-reassembly-

--MORE- -

mode: strict <defaulteds>

WOENL, 7 4 V2B Z T2 show settings DA R LET, 2Dz~ Rk, HTTP & Eh

LIT0HEHIILET,

sensor# configure terminal
sensor (config) # service signature-definition sig0
sensor (config-sig) # show settings | include HTTP

Searching:

sig-string-info: Bagle.Q HTTP propagation (jpeg) <defaulteds>
sig-string-info: Bagle.Q HTTP propagation (php) <defaulteds>
sig-string-info: GET ftp://eee:e@ee@e/pub HTTP/1.0 <defaulteds>

sig-name: IMail HTTP Get Buffer Overflow <defaulteds>
sig-string-info: GET shellcode HTTP/1.0 <defaulteds>
sig-string-info: ..%c0%af..*HTTP <defaulted>
sig-string-info: ..%cl%9c..*HTTP <defaulteds>
sig-name: IOS HTTP Unauth Command Execution <defaulteds>
sig-name: Null Byte In HTTP Request <defaulted>
sig-name: HTTP tunneling <defaulteds>

sig-name: HTTP tunneling <defaulted>

sig-name: HTTP tunneling <defaulteds>

sig-name: HTTP tunneling <defaulteds>

sig-name: HTTP CONNECT Tunnel <defaulteds>

sig-string-info: CONNECT.*HTTP/ <defaulteds>

sig-name

HTTP 1.1 Chunked Encoding Transfer <defaulteds>

sig-string-info: INDEX / HTTP <defaulteds>

sig-name

Long HTTP Request <defaulteds>

sig-string-info: GET \x3c400+ chars>? HTTP/1.0 <defaulted>

sig-name

Long HTTP Request <defaulteds>

sig-string-info: GET ...... ?\x3c400+ chars> HTTP/1.0 <defaulted>
sig-string-info: /mod_ssl:error:HTTP-request <defaulteds

sig-name
sig-name
--MORE--

Dot Dot Slash in HTTP Arguments <defaulted>
HTTPBench Information Disclosure <defaulteds>

[ oL-8825-01-J
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M show ssh authorized-keys

show ssh authorized-keys

BAT2—F DABH RSA F—%2F/Rx§ BH11%, $4E EXEC & — K T show ssh authorized-keys =~ >
REfEHLET,

show ssh authorized-keys [ id]

#&3CERER
FTI24ILF
avyY kK E—F

#R—hEhd1—F 0-)l

id FAlESNT=eF—% —RIZEETD 1~ 256 LTFOXLTH, 5, T 1. BIW
L) IZEDTEN, 2—2 L 2] ZIEHTEERA,

T 74N FOBEEIMEIZH Y EE A,

EXEC

BHE AL —H, Ba—7T

avy FERE

EREDHS F31>

%l

) )y—=x &1IE
4.0(1) Zoavy REEA,

F7TaroID ERERTIZZOa~wy REETTHE. VAT ATREFRADID DU A MRFE
IRENET, FEDID ZREL Ca~y REFEITTHE, Z0 IDICEEMT LN F—NERS
ﬂjz‘j—o

~
GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B+ 5 10S o< Nigbo £
A,

WOFNL, SSHERFGEXF—D IV A MaFHRLET,

sensor# show ssh authorized-keys
systeml
system2
system3
systemd

WOFNIE, systeml O SSH ¥—&2FK /R L FET,

sensor# show ssh authorized-keys systeml

1023 37
66022272955660983338089706716372943357082868686000817201780243492180421420781303592082
95091017013584805250399939321125031474527683786209111899866537160898131479220860447399
11341369642870682319361928148521864094557416306138786468335115835910404940213136954353
39616344979349705016792583146548622146467421997057

sensor#

PEavTU R

avwvk S B
ssh authorized-key BT — AT —%2BML, 7747 B RSAGEFEZEH L T
o—H ) SSH Y —RNzu /(o T&H Lo LET,
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show ssh server-key W

show ssh server-key

SSH #—RDFEA K F—ELHRA N F—DT7 4 o H—7FV v FNEFRTHIT1T. B EXEC E— K
“C show ssh server-key =~ > R&ffH L9,

show ssh server-key

BCERER Zoawr RITiE, SIBELIEIF—TU—FIEZH Y EEA,

TIFIEF F 74 FOMEEIMMEILZH D TEA,

avy kR E—F EXEC

Hh— g1 O FEHE, L —F Ba—T

avy FEE Jy1y—=x e
4.0(1) Zpa<wy REEA,

EREDHS F31

~
(GF) Zoa<r FZIPSEATT, 120 Laid/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &
e

i W DOFIL, show ssh server-key 2~ > KO 1 &R L E T,

sensor# show ssh server-key

1024 35 144719237233791547030730646600884648599022074867561982783071499320643934
48734496072779375489584407249259840037709354850629125941930828428605183115777190
69953460097510388011424663818234783053872210554889384417232132153750963283322778
52374794118697053304026570851868326130246348580479834689461788376232451955011
MD5: F3:10:3E:BA:1E:AB:88:F8:F5:56:D3:A6:63:42:1C:11

Bubble Babble: xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx

sensor#
BEavT VR avv kR HL]
ssh generate-key TP —TSSHY—"PEHTHH— KA N F—2EFLET,
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M show ssh host-keys

show ssh host-keys

TP —RERICEHTE LY E— | SSH —"ORXHF—Z2 GO KR A N T—T L E2FKR
T 5I21E, FHE EXEC & — KT show ssh host-keys Z i/ L £,

show ssh host-keys [ ipaddress)

#&SCERER
FI24ILF
avyY kK E—F

#R—hEhd1—F 0-)l

ipaddress YA RCRUONIZ4A 7T b2y h 7T RLZA, XXXX, 22T
X 1% 0 ~ 255,

T 74N FOBEEZIMEIZH Y EE A,

EXEC

BHE AL —H, Ba—7T

avy FERE

FEREDHS FS1Y

]

Jy—=x f81IE
4.0(1) Zpoawy REEA,
4.1(1) 2> K~ Bubble Babble 35 X O MD5 @ {71 % 3B/,

FFarDIPT RLRAID BB ERTICI0a~vwy REETTBEE NS —CREFLDIP T
RLZ2D) 2 MRFERENET, HBEDIP T RLRAZEELCa~y REETTHE. ZOIPT
R LB T bz —nE R ENET,

~

(GF) Zoa<wr FZIPSEATT, 120 Laido/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &
e

DAL, show ssh host-keys 2~ ROH I Z R LET,

sensor# show ssh host-keys 10.1.2.3

1024 35 144719237233791547030730646600884648599022074867561982783071499320643934
48734496072779375489584407249259840037709354850629125941930828428605183115777190
69953460097510388011424663818234783053872210554889384417232132153750963283322778
52374794118697053304026570851868326130246348580479834689461788376232451955011
MD5: F3:10:3E:BA:1E:AB:88:F8:F5:56:D3:A6:63:42:1C:11

Bubble Babble: xucis-hehon-kizog-nedeg-zunom-kolyn-syzec-zasyk-symuf-rykum-sexyx
sensor#

BEaTR

avwyvFk EizL)]
ssh host-key BEENDARA N F—T iy MY ZBMLUET,
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show statistics

Bk Lo EHE SR A FE R T 5121, M EXEC & — R T show statistics =~ > RZ&2FEH L £,

show statistics W

show statistics {analysis-engine | authentication | event-server | event-store |
external-product-interface | host | logger | network-access | notification | sdee-server |
transaction-server | web-server} [clear]

show statistics anomaly-detection, denied-attackers, virtual-sensor, 35X U* os-identification =~ >~
N, B —C@En 5T TORBE P —ICBT oMEHEREZ R LET, 7 a 04
AIEfEEST D L. T Y —ICBT DRFHERA R R S E T,

show statistics {anomaly-detection | denied-attackers | os-identification | virtual-sensor} [name]

[clear]

H#CELA

TIAILE

avY Rk E—F

clear

AR R SR, waiRE 2 VT LET
)

GF) ZoFFvaid Gy ovr, BEmH, A& R 0S
ID.F77013 %y NT—27 T 72 A0 ERICIIEH X E
A,

analysis-engine

Sty Y R R EZ RN LR T,

anomaly-detection

RE N RE TR e R LET,

authentication

AR L UBRERAHE a2 £oR L £

denied-attackers

EETHIPT FLABIOEHBENSD /Ty MDY A M aFk
RLUET,

event-server

A2 b SRR E R LET

event-store

AR N A RNTHEERERRLET,

external-product-interface

S DA 2 —T = A AfEHERE FR L E T,

host

RA N (AA V) FEHEREZFRLET,

logger

B 7 HERER R A 2R LE T,

network-access

ARC HFHEHRER R LET,
Y

(GE¥)  Network Access Controller %, BifE(Z Attack Response Controller
(ARC) EEWVET, Y—ERIH LWAFRIT/R> TWVET
23, ZERIXIPS 6.0 @ CLIIZIIKM S L CWEHA, CLI £
{RIZ 372 - T network-access 33 X (X nac & RN E T,

notification

AEIBEHE e 2R L ET

os-identification

OS ID #aHE M A F£r L £,

sdee-server

SDEE ¥ — itz &8 L £,

transaction-server

NI v ay b= NEEHEREE TR LET,

web-server

Web H— SiaHE#E Rom LE T

virtual-sensor

Al Y —HiEHE R 2 FoR LE T,

name

At o — DA,

T 74N NOEBWEEZITMEIEH D A,

EXEC

-

[ oL-8825-01-J
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show statistics

#ik—bEhd1—% 0—-)

WA, AL —F Ba—T

avy FEE

EREDHS FS1Y

|

Jyy— BIE

4.0(1) Zoawy REHEA,

5.0(1) analysis-engine, virtual-sensor, 35 J O" denied-attackers % 3B/,

6.0(1) anomaly-detection, external-product-interface, 5 X (" os-identification %
BN,

GE) Zoa<wr RIZIPS BAETT, 120 URiONR—T g 4, B#ET 5 10S a~v 2 Ridb v F
A,

WROBNL, BRI HEREZR L ET,

sensor# show statistics authentication
General
totalAuthenticationAttempts = 9
failedAuthenticationAttempts = 0
sensor#

WORFNE, A X2 b AT REHERE R LET,

sensor# show statistics event-store
Event store statistics
General information about the event store
The current number of open subscriptions = 1
The number of events lost by subscriptions and queries = 0
The number of queries issued =1
The number of times the event store circular buffer has wrapped = 0
Number of events of each type currently stored
Debug events = 0
Status events = 129
Log transaction events = 0
Shun request events = 0
Error events, warning = 8
Error events, error = 13
Error events, fatal = 0
Alert events, informational = 0
Alert events, low = 0
Alert events, medium =
Alert events, high = 0
sensor#

0
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show statistics W

wOBNE, v ZHEEEREHEREF R LET,

sensor# show statistics logger
The number of Log interprocessor FIFO overruns = 0
The number of syslog messages received = 27
The number of <evError> events written to the event store by severity
Fatal Severity = 0
Error Severity = 13
Warning Severity = 35
TOTAL = 48
The number of log messages written to the message log by severity
Fatal Severity = 0
Error Severity = 13
Warning Severity = 8
Timing Severity = 0
Debug Severity = 0
Unknown Severity = 26
TOTAL = 47
sensor#

OB, ARC HaHEHREZ R R LET,

sensor# show statistics network-access

Current Configuration
LogAllBlockEventsAndSensors = true
EnableNvramWrite = false
EnableAclLogging = false
AllowSensorBlock = false
BlockMaxEntries = 250

MaxDeviceInterfaces = 250
State

BlockEnable = true
sensor#

[ oL-8825-01-J
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M show tech-support

show tech-support

BTV AT AOREFE T DI, ###E EXEC & — R C show tech-support =~ > R&ZHH L F
ﬁ—o

show tech-support [page] [destination-url destination url]

BCERER page (7 ay) HINE—EIZ 1 R—=YOERPFERINET, Enter ¥—%
L CROHEINITEERT D, ARX—AN—ZH L TRX—TDIERE
FoRLET, page 2 LaWFEe, HOEH - L TRREINET

destination-url (F7vay) F#HEHIML T7+—~ v ML, ZOX 7k 58512
RETHLHTTEZY, ZOF Ty a s BER LA, HTEmIC
HRINEREA,

destination url (A7 av)bR—h 77 A 0055, URL Z48ET 2 & H)1L HTML

TrAMIT r—~y MESIT, FEESNISRICHESNET, /E
L2 aidmimicfon s Ed

T24ILE MECH) ORESZRL TIES W,

avyv kK E—F EXEC

¥h—tEhd1-Oo-N EIHE

avy FEE )1)—X B
4.0(1) Zoavy REEA,
6.0(1) password 47> 3 U &HIER, SAT— RS b S CERENET,
~

FERALEOHIEFSMAY (GE) CiscolOS N—T 52120 TiE, 2D~y ROFEERSITVR—FEINETA,

S5 URL DIEFE/R 7 —~ v MIT 7 A MLV RV FET, 77 A VA Z BN TXE928, html
THKRTTARERDD T, ROFEI2ZA TN R—bFINTHET,

TLI249H R Y—RETIE5EE
ftp: FTP X v N U—27 $— D45 URL, 2O T V7 4 v 7 ZAOREL, IRD L
BV TT,

ftp:[//[username@] location]/relativeDirectory]/filename

ftp:[//[username@]location]//absoluteDirectory]/filename
sep: SCP v bV —27 Y —"D5E5E URL, ZDOT V7 1 v 7 ADWE, kD&
B TY,

scp:[//[username@)] location]/relativeDirectory]/filename

scp:[//[username@)] location]//absoluteDirectory]/filename

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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]

show tech-support W

LAR— M2, ROa<r RO HIML U v 7 AN G ENTWET,

* show interfaces
¢ show statistics network-access

* cidDump

WDFIIX, tech-support D )] % ~csidsuser/reports/sensoriReport.html 7 7 A MZBRIELE T,
/NN, csidsuser DR —A T A FEFEAEL LET,
sensor# show tech-support destination-url

ftp://csidsuser@l10.2.1.2/reports/sensorlReport.html
password: ***kk %%

N LiIEN tech-support @ H % /absolute/reports/sensorlReport.html 7 7 1 VIR IFELE T,
sensor# show tech-support destination-url

ftp://csidsuser@10.2.1.2//absolute/reports/sensorlReport.html
password: kkkkkk*

[ oL-8825-01-J

Cisco Intrusion Prevention System 6.0 A%V F U27L X 1



$2E FGRAAHRGITUFR |

Bl show tls fingerprint

show tls fingerprint

P— RO TLS FEAZED 7 4 o H—7"V » F & FRRT DL, F5HE EXEC £ — K T show tls
fingerprint Z i H L £ 7,

show tls fingerprint

BCERER Zoawr RITiE, SIBELIIF—TU—FIH Y EEA,
T4 F 74 OMEEIMMEILZH D THA,
avy kK E—F EXEC

Hh— g1 O FEHE, L —F Ba—T

avy FEE Jy1y—=x e
4.0(1) Zpa<wyr REEA,

EREDHS F31

N
(F) Zoa~r NEZIPSEATY, 120 BATO/S— 3 42, BEY 5 10S 2~ Figd v %
A,
11 WOHIE, show tls fingerprint =~ > FOH ) E R LET,

sensor# show tls fingerprint
MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB
SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA

sensor#
EEaI<UF avvk FEA
tls generate-key F— O HES X509 FAEAEE BAERLET,
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show tis trusted-hosts M

show tls trusted-hosts

LU —DFEHETE DR A NEFRRT HITIL, FFHE EXEC € — R C show tls trusted-hosts =~ > R
HEHALET,

show tls trusted-hosts [id ]

#&3CERER
FTI24ILF
avyY kK E—F

#R—hEhd1—F 0-)l

id A SN2 —% —BIHETD 1 ~ 32 X704, &5, T 1, BIO
] ITAEDTTN, A= L D IMEATEEE A,

T 74N FOBEEIMEIZH Y EE A,

EXEC

BHE AL —H, Ba—7T

avy FERE

EREDHS F31>

%l

) )y—=x &1IE
4.0(1) Zoavy REEA,

7 ardOID ERETTICZDa~vy REFEITTHE, VAT ATEREFADID DY R R’k
IRENFET, FEDID ZREL Ca~y REEITTH L. 20 IDICBE#EMMT S ZFERED 7 «
V=T RRFERENET,

~
GE) Zoa<r RIZIPS BATY, 12.0 EIONA—T g 02, B+ 5 10S o< Nigbo £
A,

WDEE., show tls trusted-hosts =~ > RO HEZRLET,

sensor# show tls trusted-hosts 172.21.172.1

MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB

SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA
sensor#

BEaTUR

gﬁl‘:

I BA
tls trusted-host BHETEXLHRA N2V AT ABIMLET,

[ oL-8825-01-J
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W  showusers

show users

HECLIIZun 7 A4 > LTWDa—FZBT B As £ 2RI 51213, F#E EXEC £— KT show users
a<vr FEEHLET,

show users [ all ]

BCERER all (FFay) aZ 4 RIcEGERL . VAT ATHERINTHWATRTO
22— THIU DY A NERRLET

FIA4ILF F 74 OBEEZITEIZH Y FHE AL

avy kK E—F EXEC

Hih=behd1-¥F0-) EEHE, AL —F, Ba—T (BT A L DEROR)

avy FEE Jyy—=x eng
4.0(1) ZDawy REEA,
4.1(1) 0yl INET VY NeERTHEIITT v 75— |k, show users all T

DY 2—T OFERZHIR,

EREDHSA FS4Y CLITZOa~vry Faff+5 L, ID, 2—¥4, BIUOHREZEZRTEET, SBOHKD [+ X
BAT=—V %2 RLET, hvza () THREN2—FLHIL, TAT By 7 3NTNHI &
ERLET, 7T MI, =¥k L T XA, RIERNSRATY— K2 ANTLHER Yy SNE
T, By INfza—FDONRAT— K% password 2~ RCTU kY 5L, 7hHhU hory
7 BRI NET,

FIFFICE 74 CEX 5 CLI2—VORKRET, 77 v b7+ —AICL-oTRRY 9,

~

GE) Zoa<wr RomiE, CiscolOS 12.0 2~ ROBEA L2 £,

151 wOHENL, show users =~ RO 1ERLET,

sensor# show users

CLI ID User Privilege
1234 notheruser viewer

* 9802 curuser operator
5824 tester administrator

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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showusers W

WOFNL, tester2 DL—HF ThHU L bRy 7 SN TWAHZ LEERLET,

sensor# show users all

CLI ID User Privilege
1234 notheruser viewer
* 9802 curuser operator
5824 tester administrator
(tester2) viewer
foobar operator

WOHIL, B a2—T1Z% 7 5 show users all D J1&27r L £9,

sensor# show users all

CLI ID User Privilege
* 9802 tester viewer
5824 tester viewer
EEa<T KR avok BiEA
clear line BOCLIEy g 2T LET,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W  show version

show version

TRTDOA VA= ENTWNDLOS Ny r—U Y I7=F % Nyr— BIXORVAT ATHET
LTWAIPS 7k RZETHZ A= g UEREFR TR T DT, B EXEC £— KT show version
avy REEHLET,

show version

WCEREA Zoa~vy RE, SIELEF—T—NIH Y FHEA,

FIA4ILF F7 ) FOBEEZITEIZH Y FH AL

avY kK E—F EXEC

HR—bEhd1-F O FEE FL—F Ba—T

avy FERE Jj1)—=x f81IE
4.0(1) Zavy REEA,

EREDHS FS4>  show version =~ > RO /JIE IPS [EA T, CiscolOS =2~ RO LI £5,
YU TNERGDRAI, ROWVTNNDT A & AEFWRAFRSNET,
No license present
Expired license: <expiration-date>
valid license, expires: <expiration-date>
valid demo license, expires: <expiration-date>

<expiration-date> D RIL dd-mon-yyyy TH (04-dec-2004 72 &),

GE) 7T yTTV=FREAy ST =UAOHIO X, FU T L= FRFTSNIZRDIR) D=V g
ERLET, * O —I BN Ry =R 0WgE U7 L— RETEEEA,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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show version W

B wOHL. show version =~ ROHEZRL £,
sensor# show version
Application Partition:
Cisco Intrusion Prevention System, Version 6.0(0.2)S184.0
Host:
Realm Keys keyl.0
Signature Definition:
Signature Update S184.0 2005-11-09
OS Version: 2.4.30-IDS-smp-bigphys
Platform: ASA-SSM-20
Serial Number: 021
No license present
Using 546975744 out of 2115760128 bytes of available memory (25% usage)
MainApp 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600 Running
AnalysisEngine 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600 Running
CLI 2005_Nov_16_05.00 (Release) 2005-11-16T05:54:13-0600
Upgrade History:
IPS-K9-maj-6.0-0.2 05:00:00 UTC Wed Nov 16 2005
Recovery Partition Version /var/idstmp
sensor#
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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M ssh authorized-key

ssh authorized-key

BT —PICABF—ZBIML, 7747 bR RSABFEEMEMN L Tr—/b SSH #—i2r 7
AV TEALHICTHITE, Fa— L a7 ¥ 2 b—3 3 v F— FT ssh authorized-key =2~
YREHEHLET, Zoavry FE e BAATHMATL L, Y AT ADLFFAI S X —Z2HIRT
TET

ssh authorized-key id key-modulus-length public-exponent public-modulus

no ssh authorized-key id

8RB id HA SN X — & —BICRET S 1 ~ 256 LTFOXTH, B [ B
T T 3EDTTR, 2—2E ) I HMEHTEEEA,
key-modulus-length 511 ~ 2048 DOFIFHD ASCII 10 H#EIFEHL,

public-exponent 3 ~ 2732 O#IPHD ASCII 10 H#EFEEEL,
public-modulus ASCII 10 #EEH, 7 (F—FVaF2E) ) <x< 2* (F—FTVa2T5 2
£)) O x1E,
TIHIE 774V P OBEETITMHEEH Y A,
aAvyY R E—F Ja—s\ ) ar7 4 FXalb—a

#iR—bshd1—¥o-) EBFEHE, AL —F, Ba—7T

av Yy FEE ))y—= B1E
4.0(1) Zoawr REEA,

EREDHA PS4y Zoavr PNk, BUT=—FORHMORA N 7—7mczy MY BBINShET, F—2&LH
THITE, = b U EHIERL, BERTO28ERDH D £,

Zoa=r RILIPS EA T,

~

(GF) Zoz=r RiL, CiscoIOS 12.0 LE1IZIZH 0 £ A

Bl WOHNL, BEEDOKRA N T—7 Mz b 2B 5 FiEERLET,

sensor (config) # ssh authorized-key systeml 1023 37
66022272955660983338089706716372943357082868686000817201780243492180421420781303592082
95091017013584805250399939321125031474527683786209111899866537160898131479220860447399
11341369642870682319361928148521864094557416306138786468335115835910404940213136954353
39616344979349705016792583146548622146467421997057

sensor (config) #

EEaIVF avwyv Rk EL:
ssh authorized-keys BT —HF DN RSA F—%2F R LFET,
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ssh generate-key M

ssh generate-key

oY —TSSH 4 —_"BEHTEHY— N R R b F—%2ZEF 4 5(21%, Hi#E EXEC & — KT ssh
generate-key =~ . RAfH L E 7,

ssh generate-key

AR Zoawy R, 5IERZEF—V—RiEd v £HA,
T4 T 74V NOBEEIXEIZH Y FH A,
= EXEC
#h-rEhd1i-¥o-) FHE
av Y FER Jy—= BE
4.0(1) Zoawr REEA,

EREDHS F31

FBRENDXF—DT 4 H—F Vv MI. 2O — 5% RSN YVE—FSSHZ 94T
FRSSHZ 2 har N—=T g 152 FHLTWAEE VE—N 7747 N TEREIND T 4
VH—=TV o hE—FHLET,

~

GE) Zoa<wr RIZIPS BAETT, 120 URiONR—T g i, B#ET 5 10S a~v 2 Ridb b F
A,

%l WOBNE, H LW SSH — S KA b F—2AEMT D HEERLET,
sensor# ssh generate-key
MD5: 49:3F:FD:62:26:58:94:A3:E9:88:EF:92:5F:52:6E:7B
Bubble Babble: xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-£fypop-huxyx
sensor#
BEEaI<wU KR avv kR L]
show ssh server-key SSH = "DHRAF F—EFAN F—DT7 4 =7V Fek
RLET,
Cisco Intrusion Prevention System 6.0 A% K J27L YR
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M ssh host-key

ssh host-key

BEHDOARA N 7—7 iz M #BINT 5121k, Z7ue— ary7 4 F¥alb—vay E—RT
ssh host-key =~ FAMEHLET, EV 2T A, Bl BLORIZHELRWES, ZERkah
72IP 7 RLAD MDS 7 4 >/ —7"1 > F 1 J (" Bubble Babble 233 A7 AZFK/REINT, 7—7
JNZHF—ZBINTEET, Z0a~vr Kezn BXATEATL L, BEHOKRA N 7—T bz
MY ZHIBRCTE £,

ssh host-key ipaddress [ key-modulus-length public-exponent public-modulus |

no ssh host-key ipaddress

8 SCEREA ipaddress EUARTREIOGNZZ4 47Ty D32y b 7 RL A, XXXX, &
Z T XL 0~ 255,
key-modulus-length 511 ~ 2048 O#iPHD ASCII 10 HEREHL,

public-exponent 3 ~ 2732 OHiPAD ASCII 10 %L,
public-modulus ASCII 10 #EHH, Qr (F—FPaT2E) ) <x< Q* (F—FP 2T 2R
£)) O x 1,
TI4I b T 74V NOBEEIHEIEXSH D A,

T
H
I
™.

avy Ja—)ar77 4 FXal—vg

¥h-bshda-¥o-p FEE, FL—X

avy FEE Jy1y—x BIE
4.0(1) Zpa<wy REEA,

ERLEDHL FF4Y sshhost-key 2~ REfEHT 5L, BERIOKRA b 7—7MZzr N #BINTEES, IPT FL
ADF—%ETTHI21E, = P ZHIBRL., FERT 248N’ H Y 5,

EV2TA, R, BIXORESEZBRELRZWEES, HEINTZIP 7 KL A SSH Y— 2t L
T, BRENEZF—% 3y NV —BHATEELET, BETARA ML, 2~ RERIT L
HCT 7 BRRRETHIMNERDHY 7,

~

GE) Zoa<wr RIZIPS EATYT, 120 URioNR—2 g i, BT 5 10S a2 Ridb v F
A,
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ssh host-key W

Bl WOFNE, 10.1.23 OEEHIORA N F—7 Mz N 2 BT 3 52 R LET,

sensor (config) # ssh host-key 10.1.2.3

1024 35
13930621354183524038533292225396881468568452352006413199783990511364012021781686969670
87217046313228442920738517305650448790826706775541579370584852039955721146312966045521
61309712601068614812749969593513740598331393154884988302302182922353335152653860589163
651944997842874583627883277460138506084043415861927

sensor (config) #

WOFNE, 10123 ODBEEDKRA N T—7 Ny MY ZBINT 5 HEEZ R LUET,

sensor (config) # ssh host-key 10.1.2.3

MD5 fingerprint is 49:3F:FD:62:26:58:94:A3:E9:88:EF:92:5F:52:6E:7B

Bubble Babble is xebiz-vykyk-fekuh-rukuh-cabaz-paret-gosym-serum-korus-£fypop-huxyx
Would you like to add this to the known hosts table for this host? [yes]

sensor (config) #

lE-IuII;

EEa<o R avv kR BA
show ssh host-key U= B TE DY E— N SSH —NOABF— 2 T BEE DR X
N T—TnEFRLET,

Cisco Intrusion Prevention System 6.0 A% K J27L YR
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W terminal

terminal
aJyA4ryyaryOF—IJ Tans 0 ZEETHIT0E, FE EXEC € — F T terminal =21~
VREMEHALET,
terminal [length screen-length ]
BCERER screen-length W OfTEAFRE LE T, ~ /T H RS —FHE T 51T 2R ET D
Wi, ZOEEFEHLET, BEPueofdid, HAPEREABLZ TH
BIELERA, T 74N MI241TTT, ZOfEIZ, a4 By a VT
BESNEEA,
TI24IEb MG DEREZSBRLTIEZEN,

avU R E—F

#R—bEhA1—HF 0-)

EXEC

PR AR —H | Ba—T

avy FERE

FEREDAS FS1Y

]

))y—= B1E
4.0(1) Zoawr REEA,

terminal length =~ > RZ AT B L | --more-- 707 FRERENDHNT, FRENDITEE
RETEET,

KON, ~ VTR RO R T—RHF I LRV S I CLL 2R EL 7,

sensor# terminal length 0
sensor#

WOFNL, ~ VT EHEFZRDOFHEICOWNWT 10{TERTHEIICCLIZHELET,

sensor# terminal length 10
sensor#
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tls generate-key W

tls generate-key

H— R0 H B4 X509 GEE A FARK T 51213, 5 EXEC &— KT tls generate-key ] L &
T, AANCHOBAMHAEZER L 2WEEIE, =7 —BRINET,

tls generate-key

BCERER Zoawr RiTiE, SIBELITF—TU—FIIH Y EEA,
T4 F 74 OMEEIMMEILZH D THA,
avy kR E—F EXEC
#ih—pEhA1—F0-) EFHE
avy REE Jjy—= &1E
4.0(1) Toawy REEA,
FREDHS FS1Y
~
(GF) Zoa<r FZIPSEATT, 120 Laid/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &
A,

#l

WOBNL, F—"DOHCEAERELZ LK T D HEEZRLET,

sensor (config) # tls generate-key

MD5: 1F:94:6F:2E:38:AD:FB:2C:42:0C:AE:61:EC:29:74:BB

SHAl: 16:AC:EC:AC:9D:BC:84:F5:D8:E4:1A:05:C4:01:BB:65:7B:4F:FC:AA
sensor (config) #

PeEa<v KR

avv Kk B
show tls fingerprint P — RO TLSEEFHAEO 7 4 o HH—TV v " 2FRRLET,

[ oL-8825-01-J
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W tis trusted-host

tls trusted-host

EHTEDHRA NE VAT ABMT 512, ZFe— L a7 4 Falb—v gy F— KTl
trusted-host =~ > F&FEHLET, Z0a~r Fen BAATHHT L. GHETE D55 A MEH
ErHIfRCTEET,

tls trusted-host ip-address ip-address [port port]
no tls trusted-host ip-address ip-address[ port port ]

no tls trusted-host id id

1 3CEHBA ip-address EBIMEZIZHETARARDOIP T KL A,

port (A7 vay) T HHRAMOR— 1 EF, T 740 MIFR— bk 443 TT,
T4 HESCH ) OFRZBLCLIEEN,
avy R E—F Ja—)ar7 4 F¥al—3igy

#ih—rehd1—F0— FEE, FL—%

avy FEE Jiyy—=x f&1E
4.0(1) Zoawy REHEA,
4.0(2) FFarDOR— FEEM, IDICESHEIREYR— T 5729 ne =

~ > RZ&B,

EREDHLFSAY Zoa~r FElHTLE, ERENEZHRA LN /| A= OBUTOT7 4 =7V v M E2FE LT,
ZORREFRRTEET, BMPERINTNDHRA b2 D EHERSS LI ERICESNT, 710
=7V NEZITANDELRTHNERNTEET,

HREAEIL. ID 7 4 — LV R E TRTFENE T IP T RLABL YT 74 b R—FDID 7 4 —
/v R ipaddress T, 1P 7 RV AR LHEEFR— bD ID 7 4 —/V R ipaddress:port TT,

S

(GF) Zoa<wr FZIPSEATT, 120 aido/ 3 —T 3 42, BH#ET 5 10S a2~ Fidb b &
e

%l WhDa~y RiE, BEHTEXARANT—7Z, IPT7T FL A 172211721, R— 443 D Y
ZEMLET,

sensor (config)# tls trusted-host ip-address 172.21.172.1

Certificate MD5 fingerprint is D4:C2:2F:78:B5:C6:30:F2:C4:6A:8E:5D:6D:C0:DE:32
Certificate SHAl fingerprint is
36:42:C9:1B:9F:A4:A8:91:7F:DF:F0:32:04:26:E4:3A:7A:70:B9:95

Would you like to add this to the trusted certificate table for this host? [yes]
Certificate ID: 172.21.172.1 successfully added to the TLS trusted host table.
sensor (config) #

-
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tls trusted-host M

S

GE) =~ FREFICKRTTS &, BRSNGEHFICE L TRFSNIZREAE ID AR RS h
ij—o

WoDa< RIZ IP 7 R A 172211721, R— + 443 DEfETE B R A F = Y ZHIBR L £,

sensor (config) # no tls trusted-host ip-address 172.21.172.1
sensor (config) #

FoE, kOa<w L REFEHLT, IP7 LA 172211721, AR— M 443 DEETEX LR A F =
rYU ZHIBRTE £,

sensor (config)# no tls trusted-host id 172.21.172.1
sensor (config) #

WpDa~<y RiE, EETEXARAN T—702, IP 7 RL A2 10.1.1.1. A— |k 8000 D> FJ %

sensor (config)# tls trusted-host ip-address 10.1.1.1 port 8000

Certificate MD5 fingerprint is D4:C2:2F:78:B5:C6:30:F2:C4:6A:8E:5D:6D:C0:DE:32
Certificate SHAl1l fingerprint is
36:42:C9:1B:9F:A4:A8:91:7F:DF:F0:32:04:26:E4:3A:7A:70:B9:95

Would you like to add this to the trusted certificate table for this host? [yes]
Certificate ID: 10.1.1.1:8000 successfully added to the TLS trusted host table.
sensor (config) #

S

GE) =~ FREFICKRTTD &, BRSNGEHFICE L TRFSNIZFERAE ID AR RS h
ij—o

wpDa< Rk, IP7 FLA10.1.1.1, A— bk 8000 DEETX AKX = MY ZHIKRL £,

sensor (config) # no tls trusted-host ip-address 10.1.1.1 port 8000
sensor (config) #

Fot, kO~ REEHLT, IP 7 FLX10.1.1.1, &A— |k 8000 DEETEXAHF A~ = b
U EHIBRCEET,

sensor (config) # no tls trusted-host id 10.1.1.1:8000
sensor (config) #

BAEaTUF avy kR EL
show tls trusted-hosts UV —DEETEALIRANEERRLET,
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W trace
trace
IP Ny PSSR RICIEEEN DV — P H2ERT HI2IE, ##E EXEC £ — K T trace =~ > R & fifi [l
L/ji‘j—o
trace address [count|
& CEREA address N—1r% NL—RFTBVATLDT RL A,
count ERTHHR Y 78, T 740 MMEd4 T, A% EiX 1 ~256 T,
FTIAILE HESCH ) OFRZBLCLIEE,

avvkFE—F

EXEC

avr R a47 BHE, AL —H Ba—7T
avy FERE J1)—=x f81IE
4.0(1) Zhavwy REEA

EREDHS F31>

7l

trace 7~ NITIE, a2~ FEIVIAREZHY A, a~v 2 NEETTL5ETETTLILERD
nEJ,

WOEIL, trace 2~ RO ZEZRL £,

sensor# trace 10.1.1.1

traceroute to 172.21.172.24 (172.21.172.24), 30 hops max, 40 byte packets 1
171.69.162.2 (171.69.162.2) 1.25 ms 1.37 ms 1.58 ms 2 172.21.172.24 (172.21.172.24)
0.77 ms 0.66 ms 0.68 ms

sensor#

-
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upgrade

upgrade W

=R Ry T V=T TyTT—h FREAA—Y Ty T = RE#EATLIE, 7
n—/UL a7 4 X al— gy E— FCTupgrade 2~ RE@HALET,

upgrade source-url

8T

T4

™.
H
I

avy

.

source-url W&ET27 v 77 L— KOG,

T 74N FNOEEEIMETZS Y A,

Ja—)ary7Z 4 FXal—vg

Hik=bEhd1-¥0-) EEE
avy REE Jjy—= &1E
4.0(1) Zpa<wy REEA,

EREDHS F31

A RTINS, TRTOSLER Y —AB L U%% URL IR é2—VP4L 2 AN TEET, =
<> K (upgrade) ORI VT 7 A (ftp: Elzld sep:) 7T E AN LA, #H IS N
2T — RF&&T, RELTWAERICOVWTO T v 7 MRFRENET,

T4 L7 MUIE, BERT 7 A NSO ASATIRET 2HERHY £T, 7y 77 b— Faio
RIHEE, 77 ANVAZIRELRWTLES WY, FE LKA OFE L7ZREHIC, MYiRLT v
T L= FRETO X —aRETETET, FIT, BOOT v 77 L — R bIRE LR
2R L7t TRV IRLT v 77 L— R&ITH) KO ICRETEET,

YV —Z URL DIEMR 7 &+ —~ v MITZ7 7 A NI DRV E9, ROFRRZA TRV R— K&
NTWET,

TLI49HR | VY—RELIITEE

ftp: FTP % v hU—2 %= "DV —AURL, ZDOF V7 4 v 7 AOHELIE, KD
LB TT,

ftp:[//[username@] location]/relativeDirectory]/filename
ftp:[//[username@]location]//absoluteDirectory]/filename

scp: SCP * v hT—2 H#— DY —RZAURL, ZDOT V7 (v 7 AOHLIL, KO
LB TT,

scp:[//[username@] location]/relativeDirectory]/filename

scp:[//[username@] location]//absoluteDirectory]/filename

http: Web —/3D Y —ZX URL, ZDOF V7 v 7 AL, RO LBV TT,
http:[//[username@]location]/directory]/filename
https: Web —/SD Y —ZX URL, ZDOF V7 v 7 AL, RO LBV TT,

https:[[//username@]location]/directory]/filename

>
(G¥) o=~ R, Cisco I0S 12.0 LRTIZIEH 0 £H A,
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W username

£l WOFENZ, B —IiZxt LT, BESNLET v 7 7L — R+ ICHRTLIL >R LET, T+
L7 hU ERXR T tester D—F T hHU L hEHEHEL LET,
sensor (config) # upgrade scp://tester@l0.1.1.1/upgrade/sp.rpm

Enter password: ****x*
Re-enter password: ****

usecrname
a—Hh) =D —FEERTHIE Fue—n"L ar7 4 X¥al—va L F—FT
username 2~ NAMH L ET, 2 —F2{ERT 2I121%, HFEHEIRDILERDHY £3, Z0=
~ Y REn BATHEATL L, Brh—nba—FE2HllRcEEd, Z0HEG, =—FIECL &
Web 7 7 B ADWH 0 HHIBRSILVE T,
username name [password password | [privilege privilege]
no username name
L3S L] name A—PHERELE T, AR —FLORIIT 1 ~64 LFTT, 2—¥4
DEFHIT, FHFICTHLERH Y 7T, ZOMOILFITIE, T XTOLF
ZfEHTE £,
password I—PFDNRAT—RERELET, AR NRRAT - RFOE XX 8~ 32 WFET
To ANR—ADSDT R TOXLFEMFHTEET,
privilege ZI—VFOMERLSAVERELET, BHTE LWL, h—E R, FHH,
FR—% Ba—=7 T, 774N MIE2—7TY,
T2 b THESCHI] ) DFRESILTIIZE N,
aAvY R E—F Ja—s\)y arZ 4 FXalb—a

#ih—behd1—¥0— FHE

av Yy FEE ))y—= B1E
4.0(1) Zoawr REEA,

FRALEDHL FS4Y wusername 2~ R&EEHAT2LE, u /A 0220 E Liza—YP A £330 — K, £721%
FOWMGFEBRIETEET, Z0Oa~vr FEEITLTWSLa—WE, BB ZHIRTEEEA,

avw RIA VTRRAT— RERBE Lo, 727 FRERINLET, password 2~

VREHEHT AL, BT ERIE VAT ADOBGFEO L —FDNRAT — REEHETXET,
privilege =2~ > REFEHATH L, VAT AOBFEOL—FOMREERETXET,
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username W

] WOBNL, Ea—7T L-ULDHER E /XA T — K testpassword & £ — tester 2B L £,

sensor (config) # username tester password testerpassword

WORFNE, AJRAT = FBR#ESNTNDHZ L E2RLET,
sensor (config)# username tester

Enter Login Password: *x*xkxkkxkkxkkx
Re-enter Login Password: **xkkkkkkkkkk*

WOFE, 22— Ttester] DOHERZ AL —FXIZEELET,

sensor (config)# username tester privilege operator

EEaTUF avwuk hEA
password O—h Y —DNRAT—REEHLET,
privilege BFEOa—FOMR L~V EEE LET,
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W username
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