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Add Add
Service Group 2-16 Add Service Group
Add TCP Service Group

2-16 Add TCP Service Group
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Source/Destination Port TCP

Port Destination Port

ACL

Service TCP

Group TCP
Browse (...)

2-17

HTTP FTP
uDP

ubP

Browse Source Port

Add
Service Group

Type ICMP

2-18

Add TCP Service Group

ICMP
ICMP Group
Browse

ASDM

UDP Type TCP

ubP

ACL
not =
range

Browse Source Destination

2-16

ICMP Type
ICMP Group
Browse ICMP
ICMP

VPN Version 5.2(1)
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2-18 Browse ICMP
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Add Add
Service Group 2-16
Add TCP Service Group

ACL

ACE ACL Manager ACL Manager
ACE Add Insert Insert
After Insert ACE Insert After ACE
2-19 ACE 2
Insert ACE ACE Insert
After ACE ACE
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2-19 Insert ACE

Options ACE Options
2-20

2-20 Options Add Edit ACE
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e Logging
Syslog Level Log Interval
syslog syslog
300
e Syslog Level Informational
e Log Interval
syslog ACE
300
1 600
Y
Configuration > Properties > Logging >
Logging Setup
106023 syslog
syslog 6 Syslog Level
syslog
Emergencies 0
Alert 1
Critical 2
Errors 3
Warnings 4
Notifications 5
Informational 6
Debugging 7
ACE
Logging Interval
syslog
0 ACE
Y
e Time Range (any)
Browse (...) Browse Time Range

2-21
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2-21 Browse Time Range

(1 e tine mange =

& skl [ Bl [ Celel

héoise. | =switee | EdTee | mecumeg fees |
o I Carged e i'_;
ACL

Browse Time Range Add Edit Add Time Range

Edit Time Range 2-22  Add Time Range
e Description 100

VPN
VPN
VPN ACL
Inherit
VPN
VPN
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Configuration > Global Objects > Time Ranges

ACL Add/Edit ACE
Time Range
Unrestricted
p.2-27
Inherit
p.2-27
General Inherit Manage
Browse Time Range Add ACE

Edit ACE Time Range Browse (...) Browse Time

Range Add Time Range Edit Time Range
2-22 Time Range Name

2-22 Add Time Range

ASDM VPN Version 5.2(1)
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||
Delete Add
Edit Add Recurring Time Ranges Edit Recurring Time Ranges
2-23
2-23  Add Recurring Time Ranges Edit Recurring Time Ranges
OK OK Add Time Range

0 2147483647
0

ASDM VPN Version 5.2(1)
[ oL-10670-01-J .m



[ |
VPN
Unlimited
Unlimited minutes
1 35791394
Unlimited
1
35791394 30
WINS DNS DHCP
WINS DNS DHCP
1 DNS IP
DNS IP 2 IP DNS
IP IP DNS
DNS
DNS 10.10.10.15
DNS DNS 10.10.10.30
10.10.10.30 DNS
2 WINS IP
WINS IP 2 IP WINS
IP IP none WINS
WINS
wins-server WINS
XX XX WINS YAAAY 2
VAAAY WINS
WINS
WINS IP
FirstGroup IP 10.10.10.15 10.10.10.30 WINS
3 DHCP
DHCP IP
IP 10.10.85.0 10.10.85.0 10.10.85.255
DHCP 10.10.85.0
VPN Version 5.2(1)

Il ASDM

OL-10670-01-J |



IPSec

Add Internal Group Policy Edit Internal Group Policy IPSec

2-24 IPSec
2-24  Add Internal Group Policy IPSec

Inherit
IKE

Enable Disable IKE

IKE
Phase 1 IKE
IKE
Inherit IKE
Monitoring > VPN > VPN Statistics >
Crypto Statistics

N
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|
1P
IP
IP
CPU
LZS IP Enable Disable
perfect forward secrecy PFS; IPSec
Inherit
Enable Disable
Tunnel Group Lock
Add Internal Group Policy Edit Internal Group Policy  IPSec Inherit
VPN
None
Client Access Rules VPN
25

ASDM VPN Version 5.2(1)
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| |
VPN
IPSec
Inherit
Delete
Client Access Rules
e Priority
e Action
e Client Type VPN
Windows
VPN 3002
show vpn-sessiondb remote display
¢ VPN Client Version VPN
7.0 show vpn-sessiondb remote display
*
IPSec Add IPSec
Edit Add Client Access Rule
Edit Client Access Rule 2-25

2-25 Add Client Access Rule

¥
——
a
i
|
b
o
L 3
-
153733
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Monitoring > VPN > VPN Statistics > Sessions

o *
VPN version 3.*
3.x

o 1 25

. 255

. nla
Add Internal Group Policy Edit Internal Group Policy Client Configuration
2-26

e General Client Parameters
e Cisco Client Parameters
¢ Microsoft Client Parameters

2-26  General Client Parameters

ASDM VPN Version 5.2(1)
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General Client Parameters

Cisco Microsoft
Inherit
Inherit
e Banner
e Edit Banner View/Config Banner 500
P.2-35

e Default Domain

e Split Tunnel DNS Names (space delimited)
DNS

e Split Tunnel Policy

e Split Tunnel Network List

e Manage ACL Manager 2-27

ASDM VPN Version 5.2(1)
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2-27 ACL Manager ACL
. i — 2
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ACL Manager ACL ACE
ACL ACL 2
e Address Pools
Available Pools
Inherit Assigned Pools
Add Available Pools Assigned Pools
Remove Assigned Pools Available Pools

Assigned Pools (up to 6 entries)

6
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Inherit
Edit Banner View/Config Banner
2-28

2-28 View/Config Banner
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IPSec
DNS

Inherit
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Inherit

DNS
DNS DNS

DNS

255 -

IPSec
IPSec
IPSec

Inherit

e Tunnel All Networks

e Tunnel Network List Below

¢ Exclude Network List Below

Cisco
VPN

ASDM VPN Version 5.2(1)
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| |
~
Split Tunnel Network List
ACL ACL Manage ACL Manager
ACL ACL Manager
P.2-13 ACL
None
None
Cisco
Cisco Client Parameters 2-29 IPSec over UPD

IPSec

ASDM VPN Version 5.2(1)
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[ |
2-29 Cisco Client Parameters
Store Password on Client System

Inherit Yes No
IPSec-UDP

IPSec over UDP NAT IPSec Cisco VPN

NAT UDP
IPSec over UDP

SA
IPSec over UDP

ASDM VPN Version 5.2(1)
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| |
IPSec over UDP Inherit Enable
Disable
Cisco VPN IPSec over UDP
VPN 3002 IPSec over UDP
IPSec over UDP IPSec over UDP UDP IPSec over
UDP Port IPSec
UDP
UDP IPSec over UDP Port
Inherit
4001 49151 10000
IPSec
IPSec
VPN
IPSec
~
DNS WINS
DNS WINS
DHCP DNS
WINS DNS
WINS DHCP
DNS
1 Inherit
2

e Keep Client Configuration

e Clear Client Configuration

e Use the Backup Servers Below

ASDM VPN Version 5.2(1)
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|
3 Use the Backup Servers Below Server Addresses 1
VPN
IP
500 10
Microsoft
Microsoft Client Parameters 2-30 Microsoft

Microsoft Internet Explorer

2-30 Microsoft Client Parameters

Microsoft
* Proxy Server Policy PC  Microsoft Internet Explorer
Do not modify client proxy settings PC  Internet Explorer HTTP

ASDM VPN Version 5.2(1)
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||
Do not use proxy PC  Internet Explorer HTTP
Auto-detect proxy PC Internet Explorer
Use proxy server settings specified below Proxy Server Name or IP Address
Internet Explorer HTTP
Proxy Server Settings Microsoft Internet Explorer Microsoft
Proxy Server Name or IP Address PC Microsoft Internet Explorer
IP
Y
ASDM 1P
group-policy
msie-proxy server
Bypass Proxy Server for Local Addresses PC  Microsoft Internet Explorer
Yes
No
Proxy Server Exception List PC Microsoft Internet
Explorer
Internet Explorer ~ Proxy
Settings Exceptions
Name or IP Address (use * as a wildcard) PC MSIE IP
Add IP Proxy Server Exceptions
Delete IP Proxy Server Exceptions
Proxy Server Exceptions IP
Internet Explorer  Proxy Settings
Exceptions
DHCP Intercept DHCP DHCP
Microsoft XP
Microsoft Windows XP
DHCP Inform IP
XP Windows
DHCP
DHCP
Microsoft XP 255
27 40
Intercept DHCP Configure Message DHCP
DHCP Yes No

Subnet Mask (optional)
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LAN PC
VPN

Client Firewall 2-31 IKE
VPN

2-31 Edit Internal Group Policy Client Firewall

v

Microsoft Windows VPN
Windows

ASDM VPN Version 5.2(1)
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PC
VPN
VPN
Are You There AYT VPN
are you there?
VPN
PC
2 VPN PC
PC
PC
Central Protection
Policy CPP
VPN
VPN VPN
Add Internal Group Policy Edit Internal Group Policy Client Firewall
VPN
Inherit
Client Firewall Attributes
A
Firewall
Optional Firewall Optional

¢ No Firewall

e Cisco Integrated Firewall Cisco Integrated Firewall
e Cisco Security Agent Cisco Intrusion Prevention Security Agent

ASDM VPN Version 5.2(1)
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* Zone Labs Firewalls Zone Labs Zone Alarm Zone Alarm Pro
e Sygate Personal Firewalls Sygate Personal Sygate Personal Pro
Sygate Security Agent

e Network ICE, Black ICE Firewall Network ICE Black ICE

e Custom Firewall

e Vendor ID
¢ Product ID
e Description

Firewall Policy

Custom Firewall and Firewall Policy

Custom Firewall

e Policy defined by remote firewall (AYT) PC
30
Are You There AYT
VPN
VPN
¢ Policy Pushed (CPP) VPN PC

VPN

Policy Pushed (CPP)

Manage
VPN

ASDM VPN

Central Protection Policy
Inbound Traffic Policy Outbound Traffic Policy Manage
Policy Pushed (CPP)

VPN
VPN
in out VPN
VPN VPN

ACL Manager 2-9

VPN VPN

Version 5.2(1)
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VPN
Add Internal Group Policy Edit Internal Group Policy ~ Hardware Client 2-32
VPN
VPN
Cisco IP Phone LEAP

2-32  Edit Internal Group Policy = Hardware Client

Require Interactive Client Authentication

VPN

v

VPN

ASDM VPN Version 5.2(1)
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Require Individual User Authentication

VPN 3002
VPN 3002
VPN 3002
VPN 3002
VPN 3002 VPN 3002
VPN 3002
VPN 3002
VPN 3002
Inherit Enable Disable
VPN 3002
VPN 3002
VPN 3002
Web
Web
VPN 3002

VPN

Version 5.2(1)
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| |
Web
Location Address VPN 3002
IP VPN 3002

Connect/Login Status
1 4
Inherit Unlimited

N
user-authentication-idle-timeout VPN
VPN
minutes 1
30 35791394 Inherit Unlimited
minutes
IP Phone
Cisco IP Phone
IP Phone Inherit
Enable Disable IP Phone
IP Phone
IP Phone
hY
IP Phone VPN 3002
LEAP
VPN 3002 LEAP
RADIUS LEAP
LEAP
LEAP LEAP RADIUS

ASDM VPN Version 5.2(1)
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LEAP

LEAP
LEAP VPN 3002

J LEAP

. Cisco Aironet Access Point PC NIC

e Cisco Aironet Access Point Cisco Discovery Protocol CDP

e VPN 3002

e LEAP 1645 1812 RADIUS
LEAP VPN 3002

LEAP VPN
Cisco LEAP
LEAP
Cisco LEAP
Inherit Enable LEAP
Disable
S
IEEE 802.1X
LAN
WEP wireless encryption privacy WEP
Cisco LEAP 802.1X LEAP

Lightweight Extensible Authentication Protocol RADIUS

Cisco LEAP RADIUS RADIUS
ASDM VPN Version 5.2(1)
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VPN IPSec
PAT
Call Manager IP VPN 3002  IP Phone
S
VPN 3002
PAT
VPN 3002 PAT
VPN 3002
VPN 3002 4
VPN 3002
VPN 3002
Inherit
Enable Disable

Add Internal Group Policy Edit Internal Group Policy NAC 2-33

ASDM VPN Version 5.2(1)
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2-33 NAC

Inherit
¢ Inherit
e Enable NAC
ACS
Disable
e Status Query Timer
30
1800 300

¢ Revalidation Timer

Access Control Server

300 86400 36000

ASDM VPN Version 5.2(1)
m. OL-10670-01-J |



e Default ACL
ACL None
ACL None None

Manage ACL

* Manage ACL Manager ACL ACL
ACE Default ACL
ACL

e Posture Validation Exception List 1

Enabled Yes No
ACL

Enabled No

e Add Posture Validation Exception
e Edit Posture Validation Exception
e Delete Posture Validation Exception

WebVPN

WebVPN Web
VPN
WebVPN HTTPS
Web Web
WebVPN SSL TLS1

HTTP
WebVPN

WebVPN

Add Internal Group Policy Edit Internal Group Policy =~ WebVPN
WebVPN

* Functions
e Content Filtering
¢ Homepage
e Port Forwarding
e Other URL
e SSL VPN Client SVC
e Auto Signon
WebVPN WebVPN
group-policy webvpn
WebVPN WebVPN MAPI

URL TCP ACL
WebVPN

ASDM VPN Version 5.2(1)
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WebVPN WebVPN
Cisco Security Appliance Command Line Configuration Guide Cisco Security Appliance
Command Reference

WebVPN
WebVPN Function
Functions 2-34 WebVPN WebVPN
WebVPN HTTP MAPI URL
Inherit
2-34 Edit Internal Group Policy WebVPN Functions

e Enable URL entry URL URL
URL
ACL URL URL Web
WebVPN Web URL entry
WebVPN URL
URL
ASDM VPN Version 5.2(1)
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||
WebVPN WebVPN
PC
HTTPS Web
Web
WebVPN Web
WebVPN SSL Web
SSL
WebVPN
CA
WebVPN SSL
WebVPN Enable URL Entry
WebVPN WebVPN Web
* Enable file server access HTTPS Windows SMBI/CIFS
WebVPN
Windows
WebVPN
Servers and URLs P.2-59  WebVPN  Other
Enable
file server entry Enable file server browsing
Windows
/ WINS
WINS
DNS
Y
DNS Active Native Directory
WINS
e Enable file server entry
Windows
Windows
e Enable file server browsing Windows /
ASDM VPN

[ oL-10670-01-J
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Windows

e Enable auto applet download WebVPN Java
Outlook/Exchange HTTP

DfltGrpPolicy

e Enable port forwarding WebVPN
TCP/IP /
PC

Windows Terminal Services Telnet Secure FTP FTP over SSH Perforce

Outlook Express Lotus Notes TCP

Y
SSL/TLS
TCP
/

N

TCP JAVA

JAVA  Web JAVA
WebVPN

e Enable Outlook/Exchange proxy Microsoft Outlook/Exchange
e Apply Web-type ACL WebVPN

e Enable HTTP proxy HTTP
Java ActiveX Flash

HTTP HTTPS HTML CSS JavaScript

VBScript ActiveX Java
Microsoft Internet Explorer

e Enable Citrix/MetaFrame MetaFrame Application Server
Citrix

MetaFrame Web

ASDM VPN Version 5.2(1)
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Content Filtering

Content Filtering 2-35
Inherit
2-35 Edit Internal Group Policy

Filter Java/ActiveX Java ActiveX
<object> HTML

Filter scripts

Filter images <img> HTML

Filter cookies from images

ASDM

Web

WebVPN

Java
cookie

Active X

WebVPN

Content Filtering

<script>

cookie

VPN

<applet> <embed>

HTML
Web

cookie

[ oL-10670-01-J
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ASDM
WebVPN
Add Group
Policy Edit Group Policy WebVPN Homepage 2-36
Web
Web
Configuration > VPN > WebVPN > Webpage Customization
2-36  Edit Internal Group Policy  WebVPN Homepage
Webpage Customization Inherit
New
New Add Customization Object
Homepage
GUI Web Web
ASDM VPN Version 5.2(1)
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||

Web URL Custom Homepage

Inherit Specify URL http https
http https Al
Web URL
Use None
WebVPN
WebVPN
Add Group Policy Edit Group Policy WebVPN Port Forwarding
2-37
2-37 Edit Internal Group Policy  WebVPN Port Forwarding

ASDM VPN Version 5.2(1)
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WebVPN
Port Forwarding
Inherit
e Port Forwarding List
None
i New New
Add
Port Forwarding List Edit Port Forwarding List
e Applet Name
Java
Application Access
Add Port Forwarding List Edit Port Forwarding List 2-38
WebVPN
2-38 Add Port Forwarding List
O T =
Linthaman |
Lidinl TEF it | Wavrosle By | Bnrsils TOF Pt Eorisrrtn ax I
(e (=5 F riap I ;E
Add
Edit
Delete
e List Name
Add Edit Delete
e Local TCP Port TCP
* Remote Server IP
¢ Remote TCP Port TCP
e Description
VPN Version 5.2(1)
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TCP TCP
TCP
22 SecureFTP ~ WebVPN 20
21 FTP
WebVPN Other
Add Group Policy Edit Group Policy WebVPN Other 2-39
URL Web-type ACL ID
2-39 Edit Internal Group Policy ¥ WebVPN Other

Inherit
e Servers and URL Lists URL
New Add Server and URL List 2-40
URL URL
Add Internal Group Policy Edit Internal Group Policy = WebVPN Other

ASDM VPN Version 5.2(1)
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Servers and URL Lists
Move Up

URL

Move Down URL

2-40 Add Server and URL List
T R |
Liwi v |
1, Dy M L | LT I
o CardH i | E.-::
e ACL
ACL  WebVPN Web-Type ACL ID
WebVPN Inherit
Web-Type ACL ID
Web-Type ACL
None
* Manage ACL Manager 2-9 Web-Type ACL
Add ACL Add ACE Edit ACE
P.2-13
ACL
Web-Type ACL Add ACE ACL Add
ACE ACL ACE /
URL IP syslog
A
WebVPN  ACL WebVPN-Type ACL
WebVPN ACL Manager ACL
e SSO Server SSO
SSO SSO
WebVPN
SSO
DfltGrpPolicy
None
Y
CA SiteMinder
ASDM VPN Version 5.2(1)
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New Add SSO Server

2-41 Add SSO Server

2-41

(T x|
Geres hisma I
Agrerhragon Tips  Biakdras
L S E
- |
WaiTer P |'l
Fsgis i Tommsad |'- AT
o | cem | - :
Server Name Add Internal Group Policy
Edit Internal Group Policy =~ WebVPN Other SSO Server
SSO
Authentication Type SSO
SiteMinder
URL http https
SSO SSO URL
SSO Secret Key
Cisco Java
SiteMinder Policy Server
Maximum Retries SSO
1 5 1 5 3
Request Timeout SSO
1 30 1 30 5
HTTP Compression HTTP Compression
HTTP svC
HTTP Inherit
Enable Disable SVC
Keepalive Ignore
0 900 KB 4 KB
ASDM

[ oL-10670-01-J

VPN Version 5.2(1) W



e Deny Message

Inherit

Inherit
VPN

Inherit
VPN
491

VPN

WebVPN VPN

WebVPN

WebVPN

Login was successful, but because certain criteria have not been met or due to some
specific group policy, you do not have permission to use any of the VPN features.Contact your IT

administrator for more information.

SSL VPN Client

SSL VPN Client SVC IPSec VPN
IPSec VPN
VPN SvC SSL
WebVPN
SvC
WebVPN IP
WebVPN
SvC
SvC
svC
svC
SvC
svC
SvC
svC
SvC
SVvC Cisco Security Appliance
Command Line Configuration Guide 31 Configuring SSL VPN Client
SvC SvC
svC
sve
Edit Internal Group Policy WebVPN SSL VPN 2-42 SSL
VPN Client
Inherit
VPN Version 5.2(1)
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2-42  Edit Internal Group Policy WebVPN

SSL VPN Client

SSL VPN Client

e Use SSL VPN Client  Inherit Always Optional Never

SSL VPN Client
e Keep Installer on Client System svC svC

Yes
SvC svC SvC
svC
No SvC
e Compression SvC svC
SvC
¢ Keepalive Messages 15 600
NAT
SvC
Enable Interval
NAT
SvC

Internet Explorer

ASDM

Microsoft Outlook  Microsoft

[ oL-10670-01-J
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Key Renegotiation Settings

Renegotiation Interval

Renegotiation Method
None
SvC

tunnel svC

Dead Peer Detection (DPD)
SVvC

Interval

Gateway Side Detection

Client Side Detection
30

VPN

SvC

Unlimited

SvC
SvC
SSL

disable

SvC
3600 1

Version 5.2(1)

1 10080 1
SvC
SSL
New
SvC VPN
DPD
Inherit Enable
DPD
DPD 30 3600 1
DPD
DPD SvC DPD
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Auto Signon
WebVPN Auto Signon 2-43 WebVPN
2-43 WebVPN Auto Signon
SSO
SSO Computer Associates  SiteMinder SSO
Computer Associates  SiteMinder SSO SSO
HTTP Forms
SSO
WebVPN
NTLM HTTP Basic

SSO Auto
Signon Inherit Add Auto Signon Entry Edit Auto
Signon Entry 2-44

ASDM VPN Version 5.2(1)
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2-44 Add Auto Signon Entry

xi
Shgreom Coraibion
¥ [P Bk
F Addess |
Masic pooo =]
gl 11 |
Mauthentcation Typs i+ Daaic T~ WTLM ™ Basic ard HTLM
= I Cara by [ ]
e Inherit  Auto Signon WebVPN
e [P Address Mask IP Add/Edit Auto
Signon URI
IP
e Mask IP Address Add/Edit Auto Signon
IP
e URI Add/Edit Auto Signon URI
e Authentication Type Add/Edit Auto Signon
Basic HTTP NTLM Basic and NTLM

e Add/Edit  Auto Signon

e Delete  Auto Signon Auto Signon

ASDM VPN Version 5.2(1)
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SVC

SSL VPN Client SVC IPSec VPN
IPSec VPN
VPN svC SSL
WebVPN

SvC WebVPN

WebVPN SvC

SvC SvC
SvC
SvC

SvC
SvC

e SVC P.3-2

e SVC P.3-5

e SVC p.3-14

e SVC P.3-16

ASDM VPN Version 5.2(1)
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3 svc |

H svc
SvC SvC SvC
SvC
1 SvC ASDM
Configuration > VPN > WebVPN > SSL VPN Client SSL VPN Client
3-1
SvC SvC

3-1 SSL VPN Client

SvC Add Add SSL VPN Client Image
3-2

ASDM VPN Version 5.2(1)
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| 3  svc

svC | ]

3-2 Add SSL VPN Client Image

o Ackd 851 VPN Cheril Timeage EI
Flash S5 Image [ Browse Flaen . |
Lipioad
[iT%3 I Canal I Halp I E
Flash SVC Image
OK Upload
ASDM Upload Image
3-3

3-3 Upload Image

B Upload Image ) x|
g @ T frde |ocal Gompulin B B3N ke System on the divice. Tie upked peocoss might laks &
e mirbe s, Please wak for the operation fo finlsh,
Lacal Fila Pt | Deowss Local . |
Flagh File Sysiem Pt | rowsn Flash |
Lipload File ]
toae | Hee | #
B
Local File Path  Flash File System Path Upload File
SSL VPN Client SVC

3-4

ASDM VPN
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3 svc |

W svc

3-4 SvC SSL VPN Client

Condigwraien = YPH = YeeEvEN = B0 YEN Glient
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- CAVFI Wizat SSIL VPN Clised
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& Purr
EH gl Addiess Hanagem ™ Enubis S5L VPN Client
i G YPH Clanl images
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i Pereey Bypage

i

I

~Ef =80 Samvars
[ Sereers and ALY
~ B bvFH ALCess

«[Fhwabpage Cusloent

Aoply Resel |

1aaEn

2 Move Down
SvC

3 Enable SSL VPN Client SvC
3-5

3-5 Enable SSL VPN Client

S v Clienl
Canfigure S50 YPH Client paeameiers,

F Enaltln SELWPH Clan
~BAL VPN Clinnd Images
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| 3  svc

svC | ]

SVC

SvC

1 WebVPN WebVPN
Access WebVPN Access 3-6

3-6 WebVPN Access
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AAA AAA | |

4 Interface Name

¢ Inside LDAP

e OQutside LDAP
LDAP

5 Server Name or IP Address IP

1P

6 Timeout

AAA

7 LDAP SSL
LDAP Parameters Enable LDAP over SSL

S

Enable LDAP over SSL LDAP

8 Server Port
TCP
9 Server Type

e Sun Microsystems JAVA System Directory Server Sun ONE Directory Server
e Microsoft Active Directory

e Detect automatically

Sun Microsystems JAVA System Directory Server Sun
ONE Directory Server Microsoft Active Directory
Detect automatically Microsoft Sun

N

Sun Directory Server DN
DN

ACI

ASDM VPN Version 5.2(1)
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H AAA

10

11

12

13

14

15

AAA

Base DN

DN

DN

DN
OU=people, dc=cisco, dc=com

Scope

e One level beneath the Base DN

e All levels beneath the Base DN

LDAP
Level Beneath the Base DN Base DN 1
All Levels Beneath the Base DN
Naming Attribute(s) LDAP
Name
Common Name c¢n User ID
Login DN

cn=Administrator, cn=users, ou=people,

Microsoft Active Directory LDAP
Login DN
Login Password Login DN
LDAP Attribute Map LDAP LDAP
LDAP LDAP
LDAP
LDAP
VPN Version 5.2(1)

Active Directory

Active Directory

LDAP

One

Relative Distinguished

uid

dc=Example Corporation, dc=com

LDAP
Login DN

P.6-3
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AAA AAA ||
16 SASL MD5 Authentication Simple Authentication and Security Layer SASL MD5
LDAP
17 SASL Kerberos Authentication SASL  Kerberos
LDAP
A
SASL
MD5  Kerberos
Kerberos
18 17  SASL Kerberos authentication Kerberos Server Group
Kerberos
19 3 18 1 AAA AAA

ASDM VPN Version 5.2(1)
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H LDAP

LDAP

LDAP AAA LDAP
LDAP
LDAP AAA
LDAP
1 Cisco ASDM Configuration > VPN > General > Group Policy
Group Policy
2 Add Internal Group Policy External Group Policy
LDAP External Group Policy
6-8 Add Group Policy

6-8 Add Group Policy

& &dd [uternal Group Folicy i |

[TET | Wby
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l

0K Cantal Hip

153003

3 Name

webl
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LDAP | |

4 Server Group AAA

Idap-authorize

5 OK Apply
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H LDAP

LDAP

LDAP
1 Cisco ASDM Configuration > VPN > General > Tunnel Group

6-9 ASDM Tunnel Group

6-9 Tunnel Group
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2 Tunnel Group Add
IPSec
Add Tunnel Group
3 6-10 General AAA
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LDAP | ]

6-10 General AAA Add Tunnel Group

4 Name
ipsec-tunnelgroup
5 Authentication Server Group AAA
Idap-authenticat
6 Add Tunnel Group OK
7 ASDM Apply
LDAP
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H LDAP
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WebVPN Citrix MetaFrame
ASDM
o P.7-2
. P.7-3
o p.7-7
o pP.7-8
. P.7-9
e WebVPN P.7-11
e Citrix pP.7-13
e Citrix p.7-17
ASDM
Help

ASDM VPN Version 5.2(1)
[ oL-10670-01-J .m



7 Citrix MetaFrame |

Citrix Independent Computing Architecture ICA

WebVPN Citrix Presentation Server
WebVPN Citrix Web
WebVPN URL Citrix
MetaFrame WebVPN Citrix
Web Citrix Web Interface
Citrix
1 Citrix Presentation Server Citrix MetaFrame

Citrix
Citrix Web Interface
Citrix 128
VPN Version 5.2(1)
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Citrix MetaFrame

1

Citrix

certificate authority CA,; ID CA

Citrix

Configuration > Properties > Certificate > Trustpoint > Configuration

Trustpoint Configuration 7-1

71 Trustpoint Configuration

AR E

- e Evpeart
— i
i gl Do A D
) il b Mibrr
1 il e e
b T Chard
[Sr R
- R ragmene
Wl e ey wEECE
- e TTRTEPE
Ty et
i Wiegng
- Wl Frierty Guma

- AR PC Bavew
I EPTCF Oplonia
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Add Trustpoint Configuration 7-2
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7-2 Add Trustpoint Configuration

§% Add Trustpoint Londiguration . x|

Truslpoint Mame: I"""h root
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IRty Gount ||] (L6 1 80 iR i b Lnin Bed nitrie-5)
it abe Fmﬂﬁ |
ot I Cancel | Help | 8
A
3 Trustpoint Name
4
e Use manual enrollment
PKCS10 CA
e Use automatic enrollment
Enrollment URL URL
SCEP SCEP

SCEP

5 Certificate Parameters

Certificate Parameters 7-3
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7-3 Certificate Parameters

B Lertilicate Parsmeténs x|

Enbir Hab valuts for thi: parantilies Bat & 16 b indludad in thi corifl it

SubjectDN. | B |

F@DM
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% SpeciyFODN  [Psad tamiplo com

= Ligs none

E-mail: |

P Adgenss |

™ Inchude device sanial nambsr

31

o | Cancel Help

5]

6 Specify FQDN

7 Specify FQDN Subject Alternative Name Fully Qualified
Domain Name FQDN;

FQDN
8 Edit

Edit DN 7-4

7-4 Edit DN

x

gy | valus |

Ced Anribigty by be Agded
Afibuta: [Comman Slama (Sh) 7] A >

il ]a:.a-l example com [ |

3
o
2
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10

11

12

Attribute
Value 6

Citrix ICA

Vs

FQDN

SSL

Common Name CN

Add

Common Name CN FQDN

CN IP

ASDM

OK 3

ASDM Trustpoint Configuration

Apply

VPN Version 5.2(1)
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1 Configuration > Properties > Certificate > Authentication

Authentication 7-5

7-5 Authentication

2 Trustpoint Name

3 Authenticate
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Citrix

1 Configuration > Properties > Certificate > Enrollment

Enrollment 7-6

7-6 Enrollment

2 Trustpoint Name

3 Enroll
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| 7

Citrix MetaFrame

1

Citrix WebVPN

Citrix

Configuration > Properties > SSL

SSL

7-7 SSL
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Fallback Trustpoint
Apply

e Citrix WebVPN

Edit SSL Trustpoint 7-8
ASDM VPN
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7 Citrix MetaFrame

i ASDM

7-8 Edit SSL Trustpoint

S Lt S50 Trustpaint

Bpecify enrolled busipeints by be ued for SEL authenfication and WPH loed bBalancing on

e oulside inlerfsce. To enroll & nustpoinl, go o Configuration = Fealures = Properies =
Corificate » Enegliment

Inttace: PR
Frimary Enrolied Trusipoink fwt-ront -]
Load Balancing Enrolied Trustpoint [ Hone - =l
oK | Cancel | Help |

3 Primary Enrolled Trustpoint

Apply

153044

OK
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| 7 Citrix MetaFrame

WebVPN

1

WebVPN

Citrix MetaFrame WebVPN

WebVPN

Configuration > VPN > General > Group Policy

Group Policy 7-9

7-9 Group Policy

Conigeraban » VPN v Genaral » (raup Polity

¢ 2o |F A itaabg S
- GAVPH zaed rup Policy
0 SHE- il Frasy
O G4 zenaral
ol ek Update Manags VPN group polcies AVPN group policy 5 & CORMCON of whar-Gnenitd alnbidthalug
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U WebVPN
Group Policy DfltGrpPolicy General
Tunneling Protocols WebVPN OK
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H WwebVPN

e Citrix MetaFrame WebVPN

Citrix MetaFrame

Group Policy General
Tunneling Protocols Inherit WebVPN
OK

s

WebVPN

7-10 DfltGrpPolicy General

7-10 DfitGrpPolicy WebVPN

Inherit
WebVPN Inherit
WebVPN
WebVPN

3 Apply

ASDM VPN Version 5.2(1)
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| 7 Citrix MetaFrame

Citrix ||
Citrix
Citrix
MetaFrame
U Citrix p.7-13
. Citrix P.7-15
Citrix
1 Citrix MetaFrame

1 Configuration > VPN > General > Group Policy

Group Policy

2 Citrix MetaFrame

. Citrix

Group Policy DfltGrpPolicy
Enable Citrix MetaFrame OK

e Citrix

Citrix
WebVPN > Functions
Enable Citrix MetaFrame OK

7-11 DfltGrpPolicy WebVPN > Functions

ASDM VPN

WebVPN > Functions

WebVPN

Functions

Group Policy
Inherit

[ oL-10670-01-J
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Citrix MetaFrame |

Wl Citrix

Citrix MetaFrame

7-11  DfitGrpPolicy

Inherit
Enable Citrix MetaFrame Inherit
Functions
WebVPN
fe
7-11 Enable URL entry
WebVPN Citrix URL
Citrix
Citrix
Enable URL entry
Inherit ASDM
Citrix URL URL
Citrix WebVPN

p.7-17 Citrix

Version 5.2(1)
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| 7 Citrix MetaFrame

Citrix | ]

Citrix
Citrix Citrix
MetaFrame

1 Configuration > Properties > Device Administration > User Accounts

User Accounts 7-12

7-12  User Accounts
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3 WebVPN > Functions

WebVPN Functions 7-13
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Wl Citrix

7-13  Edit User Account WebVPN Functions

ﬁll.ll. Liser Acceunt . ﬂ
sauntiy| VeI Boicy WebVPH |

Cormigure WRbVF R STrbuleg uing e iplewing tans
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™ Enabli g i Diowsing ™ Enahias
[ Enable auts speiel doaninsd .,‘
]
a] 04 ] Cancel Help oo
i
4 Inherit Enable Citrix MetaFrame
Inherit
Functions Inherit
Functions
5 Functions
7-13 Enable URL entry WebVPN
Citrix URL Citrix
Citrix
Enable URL entry
Inherit ASDM
Citrix URL URL
pP.7-17 Citrix Citrix WebVPN
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| 7 Citrix MetaFrame

Citrix ||
6 OK
7 Apply
S
Functions Inherit
Functions VPN
Policy Group Policy Configuration > VPN > General > Group Policy
Group Policy
WebVPN > Functions
Citrix
Citrix MetaFrame WebVPN
Citrix
e Citrix WebVPN p.7-17
e Citrix WebVPN P.7-20
e WebVPN URL p.7-27
Citrix WebVPN
WebVPN Citrix WebVPN
URL 1
URL
. pP.7-17
. P.7-19
1 Citrix MetaFrame URL  WebVPN
1 Configuration > VPN > General > Group Policy
Group Policy
2 WebVPN
J WebVPN
Custom
Homepage
Group Policy DfltGrpPolicy WebVPN > Homepage
Specify URL http
Citrix URL OK

ASDM
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Wl Citrix

WebVPN

Policy

Homepage Inherit
http

7-14 DfltGrpPolicy

7-14  DfitGrpPolicy

WebVPN
Custom Homepage
Group
WebVPN > Homepage Custom
Specify URL
Citrix URL OK

WebVPN > Homepage

Inherit
Custom Homepage
Custom Homepage

Inherit

3 Apply

i ASDM VPN Version 5.2(1)
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| 7 Citrix MetaFrame

Citrix | ]

WebVPN

1 Configuration > Properties > Device Administration > User Accounts
User Accounts
2 WebVPN > Homepage

7-15 Edit User Account WebVPN > Homepage

7-15  Edit User Account WebVPN > Homepage
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3 Custom Homepage Inherit Specify URL
http Citrix URL
OK

S

Inherit
Custom Homepage Inherit
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Wl Citrix

4 Apply

Citrix WebVPN
WebVPN Citrix

7-16 WebVPN

WebVPN
7-16

Web Bookmarks

Citrix
e URL

e Citrix

URL
WebVPN URL

P.7-20
p.7-22

Citrix Citrix

URL
1 URL

Citrix

i ASDM VPN Version 5.2(1)
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Citrix ||
1 Configuration > VPN > General > Group Policy
Group Policy
2 WebVPN > Other
7-17 WebVPN > Other
7-17  DfitGrpPolicy Servers and URL Lists

anEviid rd b T T ST g e -
e e W PR PE S W R R L e
o et PR R R E L b e

53T

3 Servers and URLSs Lists Cancel
4 Configuration > Properties > Device Administration > User Accounts
User Accounts

5 Citrix
WebVPN > Other

7-18 WebVPN > Other Servers and URL Lists
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W Citrix
7-18 Servers and URL Lists
I .-|.—|:: L—::-Ir_-:_]ﬂ:l 1:.::.|:-.
6 Servers and URLs Lists Cancel
Citrix
Citrix MetaFrame URL
URL URL
Citrix
Citrix Citrix

1 Configuration > VPN > WebVPN > Servers and URLs

Servers and URLs 7-19
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Citrix | ]

7-19  Servers and URLs

% R OEE N B
gﬁ‘lwﬂllﬂ Byraes 5od LS
1] -“l-fl'll-‘ Priey
E ;;:rrlu! Configurs buba o nervers ind ALY B¢ Sona il over WWebii
Bl Rg/F Adsie s M agana
1 P S Ligl s LEL Daupday lisme "2 L] I
+ B o Eaniing
L ]
= C-tt
s Lrmiate |
CED Gebp
C e
- il arterd Fasioe
JYE e g
t‘uﬂhmrln:
Py Evann
o TR TR T
i% Ee i ]
PR i
ebpaps Cuniaimi
| mouw | -
i "
L1 — o
URL Display Name
URL 1
WebVPN
WebVPN
o Servers and URLs 1 1
1 1
2
e Citrix Servers and URLs
P.7-24 Servers and URLs
e Citrix Servers and URLs

p.7-25 Servers and URLs URL
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Wl Citrix

Servers and URLs

Citrix MetaFrame

Servers and URLs Servers and
URLs
1 7-19 Servers and URLS Add
Add Server and URL List 7-20

7-20 Add Server and URL List

I =

Lt Bimreg Il:ﬂn_L.ﬂ

UL Dapia e | AL |

A

o | cemm | v | g
2 List Name Servers and URLs
3 Add Citrix
Add Server or URL 7-21

7-21  Add Server or URL

£

LR L Display Mame: IHI'I'rl AnplcaSons

RL Ih'l:p ﬂ o |wm-r Axample, comdcirmdmatairams
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Citrix MetaFrame

4 http
OK
7-20 ASDM  Add Server and URL List
5 OK
7-19 ASDM  Servers and URLS

6 Apply Servers and URLs

Citrix

URL

Citrix

URL

7 Configuration > VPN > General > Group Policy

Group Policy

8 Citrix MetaFrame URL
WebVPN > Other
Servers and URL Lists
Servers and URL Lists
OK

9 Apply

Inherit

10 Configuration > Properties > Device Administration > User Accounts

User Accounts

11 Citrix MetaFrame URL

WebVPN > Other

Inherit
OK
12 Apply
Servers and URLs URL
7-19 Servers and URLs
Citrix URL

Servers and URLs

1 Servers and URLs

Edit Server and URL List

ASDM

Servers and URL Lists
Servers and URL Lists

7-19

7-22
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Wl Citrix

7-22 Edit Server and URL List

(g e e nd i st x
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URL DigpleyHame | URL |
Exarmiple Link & hitps: P meamplaa com

T
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K Cancel Help ] E
2 Add Citrix
Add Server or URL 7-23
7-23  Add Server or URL
8 asdservercriit Y
URL Display Name: |G Applicadons
IRL ]m:p ﬂ o |wm-r Axample, comdcirmdmatairams
okt | Cancel | Hieli z
“
3 http Citrix URL
OK
7-22 ASDM  Edit Server and URL List URL
4 OK
7-19 ASDM  Servers and URLs
5 Apply
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WebVPN

Citrix ||
Y
Citrix
Servers and URLS Citrix
6 Configuration > VPN > General > Group Policy
Group Policy
7 Citrix
WebVPN > Other
Servers and URL Lists Inherit
Servers and URL Lists
OK
8 Apply

9 Configuration > Properties > Device Administration > User Accounts

User Accounts

10 Citrix
WebVPN > Other Servers and URL Lists
Inherit Servers and URL Lists
OK
11 Apply
URL
Citrix WebVPN URL
URL WebVPN
Enter Web Address URL
7-16
Enable URL Entry
WebVPN > Functions Enable URL Entry
WebVPN
Citrix URL 7-11 Enable
URL Entry
Inherit ASDM
Citrix URL URL
Enable URL Entry WebVPN
Enter Web Address
Enter Web Address

ASDM VPN
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Wl Citrix

Enable URL Entry

1 Citrix MetaFrame Configuration > VPN > General
> Group Policy Group Policy Citrix
DfltGrpPolicy WebVPN > Functions Inherit
Enable URL Entry Enable Citrix MetaFrame OK
Apply
2 Citrix MetaFrame Configuration > Properties >
Device Administration > User Accounts User Accounts
WebVPN > Functions Inherit Enable URL Entry Enable Citrix
MetaFrame OK Apply
VPN Version 5.2(1)
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WebVPN Single Sign-on  SSO;
e WebVPN SSO p.8-2
e SiteMinder SSO P.8-3
e HTTP Form SSO P.8-11
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Hl WebVPN SSO
WebVPN SSO
SSO WebVPN 1
Web SSO AAA
AAA
WebVPN
WebVPN SSO HTTPS
WebVPN
SSO
SSO
Web
WebVPN 3 SSO 2 ASDM
2 Computer Associates  eTrust SiteMinder Netegrity SiteMinder
SSO  HTTPForm SSO 3 HTTP Basic NTLMv1
NT LAN Manager SSO
8-1 3 SSO
1. WebVPN
WebVPN
2. WebVPN
Web
3. Web
WebVPN
4. WebVPN
SSO
Web
8-1 HTTP Form SSO
A

hoRESNT-
Web H—/3

VPN

Version 5.2(1)

148147

Il ASDM

OL-10670-01-J |



| 8 WebVPN sSO

SiteMinder SSO | |
SiteMinder SSO
SiteMinder SSO
Web SiteMinder
SiteMinder SSO
SSO AAA AAA 1
WebVPN SSO RADIUS LDAP
AAA WebVPN  SSO
e SiteMinder P.8-3
o SSO P.8-5
e SijteMinder P.8-10
SiteMinder
SiteMinder SSO
1 Cisco ASDM Configuration > VPN >WebVPN > SSO Servers
8-2 SSO Servers
8-2 SSO Servers ASDM
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M SiteMinder SSO
2 SSO Servers Add
8-3 Add SSO Server
8-3 Add SSO Server
(o b S50Sereer
Esbraar Mam: |‘_lulnuu
Aubsnbclion Type:  GiEMendar
LIRL |.-.u|'|;. :i_a’ |MF:|'.1n:plpr..-|-'n
Edtnn? Ky |.'.tuLB||Jun
Burrom Rokiss |3
Hiquisst Timadil |:- e ]
oK | Cancal | Hilg | E
3 Server Name SiteMinder SSO
4 31
Example
4 SSO URL
a. HTTP HTTPS
HTTPS SiteMinder
b. URL
URL www.Example.com
SSO SSO URL
5 Secret Key
SSO
SiteMinder Policy Server P.8-10 SiteMinder
Atal8rD8!
VPN Version 5.2(1)
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SiteMinder SSO ||
6 Maximum Retries SSO
1 5 3
3
7 Request Timeout SSO
1 30 5
5
8 OK ASDM SSO Server SSO
9 Apply SSO
SSO
SSO SSO
. SSO P.8-5
. SSO p.8-8
SSO
Y
SiteMinder SSO
SSO
1 Cisco ASDM Configuration > VPN > General > Group Policy
8-4 Group Policy
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M SiteMinder SSO
8-4 Group Policy ASDM
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2 Group Policy SiteMinder SSO
3 Edit
8-5 Edit Internal Group Policy
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SiteMinder SSO | ]

8-5 Edit Internal Group Policy

& Cdit [rkernal Group Policy: sales xj

Hami:  |sales

Ganeral | P8 | Slom Sonfquratien| Slient Firewall | Hasdwaee Sllent WeblPEH

Corfigure WabWPH alinbules uking B follineng tabs
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¥ maril

Ok I Cancel I Halp I

155065

4 General General Other
5 SSO Server

e SSO Server Inherit

. SSO
SSO Example
6 OK ASDM
7 Apply
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8 WebVPN SSO

Wl SiteMinder SSO

SSO

A

SiteMinder SSO

SSO

1 Cisco ASDM Configuration > Properties > Device Administration > Users

8-6 User Accounts

8-6 User Accounts ASDM
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2 User Accounts SiteMinder SSO User Name

3 Add

8-7 Edit User Account
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SiteMinder SSO | |

8-7 Edit User Account

4 WebVPN WebVPN Other

5 SSO Server

e SSO Server Inherit

J SSO
SSO 8-7 Example
6 OK ASDM
7 Apply
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WebVPN

SSO |

Wl SiteMinder SSO

SiteMinder

SiteMinder

SSO

SiteMinder Policy Server

N

Java

Computer Associates

SiteMinder Policy Server

SiteMinder

CA SiteMinder

SiteMinder Policy Server

1 Siteminder Administration

2 CD

Library
Secret

Add SSO Server

Parameter

smjavaapi

policy-server-secret
Secret Key

CiscoAuthAPI

cisco_vpn_auth.jar

VPN
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HTTP Form SSO ||
HTTP Form SSO
SSO HTTP Form HTTP Form
SSO AAA
WebVPN Web
HTTP Form Web Web SSO
RADIUS LDAP AAA
SiteMinder Web WebVPN
HTTP Form POST
hY
HTTP Form SSO HTTP
POST
Web
Web
Web
HTTP Web

<param name>=<URL encoded value>&<param name>=<URL encoded>

Web

POST

e HTTP Form P.8-11

e HTTP Form SSO p.8-14

. SSO p.8-18

HTTP Form
SSO HTTP Form
HTTP
Web
1 HTTP
Web
Web

ASDM VPN Version 5.2(1)
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W HTTP Form SSO
2 HTTP Web
URL Start
URL
3 Web Enter
POST HTTP
HTTP POST
POST

/emco/myemco/authc/forms/MCOlogin. fcc?TYPE=33554433&REALMOID=06-000430e1-7443-125c-ac0
5-83846dc90034&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=$SMS5FZmjnk3DRNwNJjk2KcgVCFb
IrNT9%2bJ0HOKPshFtgbrB1lUV2PxkHQLw%3d%3d&TARGET=https%3A%2F$2Fwww.example.com$2Femco%2F
myemco%$2F HTTP/1.1

Host: www.example.com

(BODY)
SMENC=IS0-8859-1&SMLOCALE=US-EN&USERID=Anyuser&USER_PASSWORD=XXXXXX&target=https%3A%2F
$2Fwww . example.com$2Femco%2Fmyemco%2F&smauthreason=0

4 POST URL action-uri
5 POST
a.
userid anyuser
b.

user_password

POST

SMENC=1S0-8859-1& SMLOCALE=US-EN&target=https%3A%2F%2Fwww.example.com%2Femco
%2Fmyemco%2F&smauthreason=0

<param name>=<URL encoded value>&<param name>=<URL encoded>

Web
POST

8-8 HTTP action URI
Web

ASDM VPN Version 5.2(1)
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8-8 action-uri
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1 |action URI

6

Web HTTP

Authentication Cookie Name

SMSESSION

Set-Cookie:
SMSESSION=yN4Yp5hHVNDgs4FT8dn7+Rwev4d1lhsE49X1Kc+1twieO0ggnjbhkTKkUnR8XWP3hvDH6PZPOHIHtWLD
KTa8ngDB/1bYTjIxrbDx8WPWwaG3CxVa3adOxHFR8yjD55GevK3ZF4ujgUl1lhO6fta0dsSSOSepWvnsCb7IFxCw
+MGiw0o088uHa2t41+Si11gfJvcpuXfiTIAO06D/gtDF400w5YKHEL 2KhDEVV+yQzxwiEz2c17Ef51Mr8LgGcDK7
qgvMcvrgUagx68JQ0K2+RSwtHQ15bCZmsDU5SvQVCvSQWC8OMHNGWPS253XwRLvd/h6S/tM0k98QMv+i3N800djlV
7£1BgecH7+kVrU01F60Fzr0zM1kMyLr5Hh1VDh7B0k9wp0dUFZiAzaf43jupD5£6CEkuLeudYWlxgNzsR8egtP
K6tlgFJyOn0s7QdNQ7g9knsPIsekRAHIhrLBhWBLTU/3B1QS94wEGD2YTuiW36TiP14hYwO1CAYR]2/bY3+1Yz
Vu7EmzMQ+UefYxh4cF2gYD8RZL2RwWmP9JV5148I3XBFPNUw/3V5] £7nRuLr /CAdfK3008+Pa3V6/nNhokErSgyx
JjzMd88DVzM4 1LxxaUDhbcmkoHT9ImzBvKzIX0J+07FOoUDFOXEATIglAN4AGNgk49cpi2sXDbIlarALp6Bl3+tbB4M
1HGH+0CPscZXgoi/kon9Y¥mGauHyRs+0m6éwthdlAmCnv1JICDfDoXtn8DpabgiW6VDTrv13SGPyQtUv7Wdahug5S
xbUzjY2IxQnrUtwB977NCzYu2sOtN+dsEReWJ6ueydJBbMzKyzUB4L315uSYN50B4PCv1w5KARKa5p3NONfg6RM
6dfipMEJwONylsZ70hz3fbvQ/YZ71w/k70ds/8VbaR151vkE8dSCzuf /AInHtCzuQ6wApzEp9CU0G8/dapWriH
jN0i1411J0gCst33wEhxFxcWy2UWxs4EZSjsI5GyBnefSQTPVEima5dc/emWor 9vir 0OHNTQaHP5rg5dTNqunkDEJ
MIHfbeP3F90czZejVzihM6igiS6P/CEJAJE; Domain=.example.com; Path=/

8-9 HTTP
Web

[ oL-10670-01-J
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Bl HTTP Form SSO
8-9 HTTP
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SSO
7
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HTTP Form SSO
HTTP Form SSO
HTTP Form SSO
e action URI
[ )
[ ]
Web
. URL

SSO HTTP Form
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HTTP Form SSO ||
1 Cisco ASDM Configuration > Properties > AAA Setup > AAA Servers
8-10 AAA Servers

8-10 AAA Servers

ik - i BEF

ASDM

o R Y
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2 Server Groups Add
8-11 Add AAA Server Group
8-11 Add AAA Server Group
& Add BAK Server Eoup i
Canfguis ARS soner geoas. The ALcounting Hode afiibuie i5 onky
appheable for RADELM dnd TADAC R pralocale
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ok | came | hew B
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Bl HTTP Form SSO
3 Server Group
Sso-server-grp-1
4 Protocol HTTP Form
5 OK ASDM
6
7 Servers in Selected Group Add
Add AAA Server 8-12
8
8-12 Add AAA Server
=l
Erer Group; TS grp-1
Infarface Mar: [imside =
Servar Name o IP Addrass.  [10.00.3
Timeok |I'J EACORES
HTTF Fomn Paametn
Blad URL: ||-.-_|;. ll n |mr|'.:ln enfiaagtiires An TP RRE-GpE1
Erban LR rl:i.lm.l.l.!m'.lcUIMhﬂ“nUMthI‘dDPHH
LA OIDgin &L TYPE= 315544 335RE
IC=DE-Dilda] 31 1-al 301 1 05-ab41- 190081 8a
LB e |um.1
Paggwind |u:¢f_pa*:*:wmd
Hiddan Valuns: SMEHC =10 O-MN50- 1 REMLOC AL E=UE- T Kl
UERIPE IR P S Pee i mp OO R 2
oMo IFapporsIFAafan do%IFEMCO
wpaCode R AR NG L enedhwasored
Futhermcalion Cookie Mama: |F--1mrhu11nnnhn
| cance Help E
s
8 Interface Name inside outside management

inside

9 Server Name or IP Address

VPN

Web

Version 5.2(1)
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HTTP Form SSO ||
10 Timeout SSO
11 Web Web
URL
a. Start URL
http Web
https Web
b. Start URL Web URL

URL  http://example.com/east/Area.do?Page-Grpl
12 action URI Web URI

URI 2048 action URI

http://www.example.com/auth/index.html/appdir/authc/forms/MCOlogin.fcc?TYPE=33554433&R
EALMOID=06-000a1311-a828-1185-ab41-8333b16a0008&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGEN
TNAME=$SMS$5FZmjnk3DRNwNjk2KcqgVCFbIrNT9%2bJ0HOKPshFtgbrB1UV2PxkHgLw%3d%$3d&TARGET=https$%
3A%2F%2Fauth.example.com

action URI
http://www.example.com  URL

13 Username HTTP POST
userid
14 Password HTTP POST
user_password
15 Web POST Hidden Values

Hidden Values

SMENC=1S0-8859-1& SMLOCALE=US-EN&target=https%3A%2F%2Fwww.example.com%2Femco%2F
appdir%2FAreaRoot.do%3FEMCOPageCode%3DENG&smauthreason=0

POST & 4
4
e SMENC I1SO-8859-1
e SMLOCALE US-EN
e target
https%3A%2F%2Fwww.example.com%2Femco%2Fappdir%2FAreaRoot.do%3FEMCOPageCode%3D
ENG
e smauthreason 0

ASDM VPN Version 5.2(1)
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W HTTP Form SSO

16 Authentication Cookie Name

ExampAuthCookie
17 OK ASDM
18 Apply SSO
SSO
SSO
WebVPNGroupl WebVPN
SSO
1 Cisco ASDM Configuration > VPN > General > Tunnel Group
2 Add WebVPN Access
General Basic Add Tunnel Group
3 Name
WebVPNGroupl
4 AAA Authentication Server Group SSO
Sso-server-grp-1
5 OK Configuration > VPN > General > Tunnel Group
Apply
ASDM VPN Version 5.2(1)
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o P.9-2

e Access Control Server P.9-2

e NAC NAC P.9-8
. NAC P.9-11

ASDM VPN Version 5.2(1)
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NAC

NAC IPSec
PC

IPSec

NAC
Access Control Server
Cisco Secure Access Control Server NAC

ASA NAC IPSec

ASA NAC WebVPN VPN

Cisco Secure
1

L2TP over IPSec
IPv6

Access Control Server

1 Access Control Server

e Access Control Server P.9-2
e ACS ACS P.9-4
e ACS Server Group  NAC Authentication Server

Access Control Server

Access Control Server 1

Access Control Server

1 Configuration > Properties > AAA Setup > AAA Server Groups
Add

AAA Server Groups 9-1

NAC

P.9-6

Access Control Server

AAA Server Groups

Il ASDM VPN Version 5.2(1)
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Access Control Server | |

9-1 Add AAA Server Group

EY

Conlgpem ASA teiem groug, Th Aciunig Moo aftriade iE Doy appicetis 1o
AL mred ThC S probocols

SRS o I-nr.: groagl

Arcouring Mods ™ Simnreou i Grgie

Fgaactrwaton kode ¥ Dapletion ™ Tened

]

2
|
i

1538

e Server Group

S

RADIUS Class #25

RADIUS OU=groupname
groupname Server Group

¢ Protocol RADIUS LDAP Access Control Server
RADIUS

e Accounting Mode RADIUS TACACS+ Simultaneous

Single 1
e Reactivation Mode Depletion

Timed 30

e Dead Time Depletion

e Max Failed Attempts 1 5

ASDM VPN Version 5.2(1)
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W Access Control Server

ACS

OK

AAA Server Groups
Server Groups

Configuration > Properties >AAA Setup > AAA

ACS

1 Access Control Servers  ACS

Configuration > Properties > AAA Setup > AAA Server Groups

AAA Server Groups

ACS

Servers
Servers Add
Add AAA Server 9-2
9-2 Add AAA Server
(g8 Akl AAASorwer x|
Server (aou [ e |
i P Bl [m--.lrrrni ﬂ

e b o I ek iy

Tl ﬁ BTl
RADLIS Prrameirrs
Fietry reread |10 s2conan =1
Sarver Sacret Hay. |
Comemon Hassmond |
AL Hemiadk Convart | [E— -|
C I
VPN Version 5.2(1)
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ACS

e Server Group ACS

¢ Interface Name

e Server Name or IP Address AAA

¢ Timeout
AAA

e Server Authentication Port
1645

Access Control Server | |

RFC RADIUS UDP
1812

1812

e Server Accounting Port
1646

e Retry Interval

e Server Secret Key

Server
Server

e Common Password

RADIUS
RADIUS

RADIUS
RADIUS

RADIUS

N

10
C8z077f

Access Control
Access Control
64

RADIUS

RADIUS

RADIUS

RADIUS

e ACL Netmask Convert

ASDM

[ oL-10670-01-J

VPN Version 5.2(1) W



W Access Control Server

1 0
ACL Netmask Convert RADIUS
Detect Automatically
Standard RADIUS
Wildcard RADIUS
5 OK
Servers
ACS
ACS Server Group NAC Authentication Server
ACS Server Group NAC Authentication Server

NAC

1 Configuration > VPN > General > Tunnel Group
2 DefaultRAGroup
NAC Type ipsec-ra
Add > IPSec for Remote Access

3 General > Authentication 9-3

ASDM VPN Version 5.2(1)
m. OL-10670-01-J |



Access Control Server

9-3 General > Authentication

4
e Authentication Server Group LOCAL
None None Local
Use LOCAL if Server Group Fails
Advanced
e Use LOCAL if Server Group fails Authentication Server
Group LOCAL
e NAC Authentication Server Group NAC 1
ACS
RADIUS
5 OK
ASDM VPN

[ oL-10670-01-J
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H NAC NAC
IPSec NAC
1 Configuration > VPN > General > Group Policy
2 DfltGrpPolicy NAC
Tunneling Protocol IPSec

Add > Internal Group Policy

3 NAC 9-4

9-4 DfltGrpPolicy NAC Alternative Group Policy

Alternative Group Policy  Inherit

Inherit

¢ Enable NAC Enable Network Admission Control

Access Control Server ACL
Disable NAC

ASDM VPN Version 5.2(1)
oo oLt067001-0 |



NAC NAC ||
~
NAC
e Status Query Timer
300 5
300 1800 5 30
¢ Revalidation Timer
36000 10

300 86400 5 24

e Default ACL

ACL NAC
ACL Access Control Server
ACL ACL
Cisco Trust Agent
ACL ACL NAC
ACL None
ACL
ACL ACL
ACL Manage ACL Manager
p.2-14 ACL ACE
e Posture Validation Exception List Enabled Yes
No
Filter
Enabled Yes
Filter ACL
Add
Add or Edit Posture Validation 9-5

ASDM VPN Version 5.2(1)
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H NAC NAC

9-5 Add Posture Validation Exception

1% Add Postune ¥ alidatian Encbption = x|

[ Enabés

o | cweced | o | g
5  Posture Validation Exception List
e Operating System
Windows XP
e Enable
e Filter Operating System
ACL
None
ACL
ACL ACL
ACL Manage ACL Manager
p.2-14 ACL ACE
Add or Edit Posture Validation OK NAC

Posture Validation Exception List

6 OK Apply

ASDM VPN Version 5.2(1)
m. OL-10670-01-J |
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NAC
ASA
Cisco Trust Agent Cisco Trust Agent
NAC
Cisco Trust Agent
NAC

1 Configuration > VPN > NAC

2 NAC 9-6

1530 TR

ASDM VPN Version 5.2(1)
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NAC
~
IPSec
NAC
3
¢ Retransmission Timer
EAP over UDP
EAP over UDP
3 1 60
e Hold Timer EAPoUDP Retries EAPoUDP Retries
EAP over UDP
n
EAP over UDP
180 60 86400 24
e EAPOUDP Retries EAP over UDP
EAP over UDP
3 1 3
e EAPOUDP Port Cisco Trust Agent EAP over UDP
21862
1024 65535
e Enable Clientless Authentication Cisco Trust Agent
IPSec
EAP over UDP
Access
Control Server
Access
Control Server Access Control Server
Access
Control Server
N
Enable Clientless Authentication
e Username Access Control Server
clientless Access
Control Server
1 64 ASCII
# ? " * < >
e Password Access Control Server
clientless
Access Control Server
4 ASCII
e Confirm Password Password
ASDM VPN Version 5.2(1)
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NAC | |

4 Apply

ASDM VPN Version 5.2(1)
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L2TP over IPSec

ASDM L2TP over IPSec
e L2TP P.10-2
e L2TP over IPSec P.10-4

ASDM VPN Version 5.2(1)
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10 L2TP over IPSec

W L2TP
Layer 2 Tunneling Protocol L2TP IP
VPN
L2TP  PPP over UDP 1701
L2TP / L2TP
LNS L2TP LAC
LNS LAC
NAS Microsoft Windows 2000 L2TP
PC
IPSec L2TP
IP VPN
POTS
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ASDM ASA 5505 Easy VPN
ASA 5505 VLAN
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ASA 5505

Easy VPN Services

Cisco ASA 5505

1

2

Cisco ASA 5505 Cisco Easy VPN

Easy VPN Remote

Guide Getting Started

ASA 5505
ASA 5505
. Configuration > VPN > General > Tunnel
Group Delete Apply
e |PSec over TCP IKE Configuration > VPN > IKE > Global
Parameters IPSec over TCP Apply
e IKE Configuration > VPN > IKE > Policies
Delete Apply
e [IPSec Configuration > VPN > IPSec > IPSec Rules
Delete Apply
e WebVPN Configuration > VPN > WebVPN > WebVPN Access
Disable Apply
S
ASDM
ASA 5505  Easy VPN 3 Easy VPN
Remote Apply
Easy
VPN Remote
Configuration > VPN > Easy VPN Remote
Easy VPN Remote 12-2
e Easy VPN Remote ASA 5505 Easy VPN
e Easy VPN Remote ASA 5505
N
Apply ASA 5505 ASA

Cisco Security Appliance Command Line Configuration

User Settings ASDM

Easy VPN Remote
Apply
Apply

ASDM VPN
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Easy VPN 2
Easy VPN
1P
Easy VPN
Easy VPN
1 Configuration > VPN > Easy VPN Remote
Easy VPN Remote 12-2
2
e Client mode PAT
Easy VPN
Easy VPN
VPN PAT
Y
IP Easy VPN
¢ Network extension mode NEM
IP DHCP
IP PAT NEM VPN
VPN
NEM Cisco ASA 5505
ASDM Network extension mode Auto connect
3 Network extension mode
e Auto connect Network extension mode Easy VPN Remote
Easy

VPN Remote IPSec

IPSec

4 Easy VPN Client Easy VPN Remote

Apply

ASDM VPN Version 5.2(1)
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S
Easy VPN NEM
ASDM ASDM Configuration > VPN > IPSec >
IPSec Rules > Tunnel Policy (Crypto Map) - Advanced Enable Reverse Route Injection
RRI
Cisco ASA 5505  Easy VPN Easy VPN
Easy VPN
Easy VPN
1 Configuration > VPN > Easy VPN Remote
Easy VPN Remote 12-2
2 Group Settings Pre-shared Key
e Pre-shared key IKE
Group Name Group Password Confirm Password
3
¢ Group Name VPN
e Group Password IKE
4 Easy VPN Client Easy VPN Remote
Apply p.12-8 Xauth

Easy VPN Remote
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Xauth

1

Configuration > VPN > Easy VPN Remote

Easy VPN Remote

Group Settings

X.509 Certificate

Select Trustpoint

RSA

Send certificate chain

3 Easy VPN Client

1

5505

IKE

Xauth
Xauth

TACACS+
RADIUS

p.12-3

12-2

X.509

Trustpoint(s) configuration

CA

Easy VPN Remote

Apply

Easy VPN
Easy VPN

Xauth
RADIUS

Easy VPN
Xauth

Easy VPN

Xauth

Configuration > VPN > Easy VPN Remote

Easy VPN Remote

User Name

VPN

Group Settings
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e User Password Xauth Easy VPN
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e Confirm Password User Password
3 Easy VPN Client Easy VPN Remote
Apply Apply
Easy VPN
Easy VPN Easy VPN
IP 1 ASA
1 ASA 5505 VPN 3000 10S
ASA Easy VPN
Easy VPN Easy VPN IP
1 Configuration > VPN > Easy VPN Remote
Easy VPN Remote 12-2
2 Easy VPN Server To Be Added
Name or IP Address Easy VPN IP DNS
Add ASDM  Easy VPN Server(s)
Easy VPN
3 Move Up Move Down Easy VPN
4 Easy VPN Remove
5 Apply
Y
Easy VPN ASA 5505
ASDM
Apply
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Easy VPN
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e |PSec TCP

. Easy VPN

Easy VPN

Easy VPN Configuration > VPN > Easy VPN
Remote Easy VPN Remote Advanced Advanced Easy
VPN Remote Properties 12-3

12-3 Advanced Easy VPN Remote Properties

v
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Cisco IP Phone

Configuration > VPN > Easy VPN Remote

Advanced Easy VPN Remote Properties
MAC Exemption

e MAC Address

¢ MAC Mask MAC
MAC
MAC 1

N

Easy VPN Remote Advanced
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MAC Address/Mask MAC

Advanced Easy VPN Properties

ASDM VPN

MAC

Remove
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Cisco ASA 5505 Easy VPN
HTTPS 2
Easy VPN

IPSec SSH

1 Configuration > VPN > Easy VPN Remote

Advanced Easy VPN Remote Properties

e Enable Tunneled Management
ASA 5505

e Clear Tunneled Management
ASA 5505

e Enable Tunneled Management

split-tunnel-policy

IPSec

SSH

HTTPS

Easy VPN Remote Advanced

12-3

IPSec
Easy VPN

NAT Easy VPN

Clear Tunneled Management

split-tunnel-network-list

Enable Tunneled Management

e |P Address
IP

e Mask IP

IPSec

4 Add

IP Address/Mask IP

7 Advanced Easy VPN Properties
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IPSec over TCP
Easy VPN IPSec  UDP User Datagram Protocol
NAT PAT
UDP Encapsulating Security Protocol ESP
Protocol 50 IKE UDP 500 TCP
UDP IPSec
over TCP
IPSec TCP
Configuration > VPN > Easy VPN Remote Easy VPN Remote Advanced
Advanced Easy VPN Remote Properties 12-3
IPSec Over TCP
e Enable (IPSec Over TCP) TCP IPSec over UDP
UDP
Enter port Number
e Enter port Number IPSec over TCP Easy
VPN 10000 Enable (IPSec Over TCP)
10000
Advanced Easy VPN Properties OK Apply
Y
Easy VPN Remote TCP IPSec Configuration > VPN
> IPSec > Pre-Fragmentation DF Bit Setting
Policy  Clear Don't Fragment DF
DF IP
Easy VPN
MTU

ASDM

VPN

[ oL-10670-01-J

Version 5.2(1) W



12 ASA 5505 Easy VPN Services |

Easy VPN
Easy VPN
Configuration > VPN > IKE > Certificate Group Matching > Rules
1 Configuration > VPN > Easy VPN Remote Easy VPN Remote Advanced
Advanced Easy VPN Remote Properties 12-3
2
e Server Certificate Easy VPN
Configuration > VPN > IKE > Certificate Group Matching >

Rules Rules

3 OK Apply

ASDM VPN Version 5.2(1)
m. OL-10670-01-J |



| 12 ASA 5505

Easy VPN Services

Easy VPN

Easy VPN ||

Easy VPN Easy VPN

ASA 5505 Easy VPN
Easy VPN
Easy VPN

e Configuration > VPN General > Group Policy > Add or Edit Internal Group Policy > Hardware Client
Require Interactive Client Authentication

Xauth P.12-8 Xauth
ASA 5505
. Hardware Client Require Individual User Authentication
VPN ASA 5505
NAT IUA
. Hardware Client User Authentication ldle Timeout

Easy VPN Server

e Authentication by HTTP redirection

Cisco Easy VPN HTTP
SUA Easy VPN
IAU
HTTP Easy VPN
ASA 5505 SDI
Cisco Easy VPN
P.1-1

[ oL-10670-01-J

ASDM VPN Version 5.2(1) W



12 ASA 5505

Easy VPN Services |

Ml Easy VPN

Easy VPN
Easy VPN
Easy VPN
Easy VPN
Easy VPN
A
p.2-1
Easy VPN 34-2
12-1 EasyVPN Cisco ASA 5505
ASDM Group Policy
General Tunneling Protocols
General Filter VPN
General Access Hours VPN
General Simultaneous Logins
General Maximum Connect Time |VPN
General Idle Timeout
General DNS Servers DNS IP
DNS
General WINS Servers WINS 1P
WINS

General DHCP Scope DHCP

IP
IPSec Re-authentication on IKE |IKE Xauth

Re-key XAUTH

IPSec Perfect Forward Security |VPN perfect forward secrecy PFS;
IPSec Tunnel Group Lock
IPSec Client Access Rules
Client Configuration > Banner
General Client Parameters
Client Configuration > Default Domain
General Client Parameters
Client Configuration > Split Tunnel DNS Names
General Client Parameters

VPN

Version 5.2(1)

Il ASDM

OL-10670-01-J |



| 12 ASA 5505 Easy VPN Services
Easy VPN ||
12-1 EasyVPN Cisco ASA 5505

ASDM Group Policy
Client Configuration > Split Tunnel Policy IPSec
General Client Parameters IPSec

e split-tunnel-policy

e excludespecified

e tunnelall Easy

VPN

e tunnelspecified
Client Configuration > Split Tunnel Network List
General Client Parameters .
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