CHAPTER 30

show service-policy A< > k~
show webvpn svc A< >

show service-policy

REFELDOY—E AR O —%FRTHIZIE, Ju— a7 X2 b— gy T— T show
service-policy =~ > REfEH L £,

show service-policy [global | interface intf] [csc | inspect | ips | police | priority)

show service-policy [global | interface intf] [set connection |details])

show service-policy [global | interface intf] [flow protocol {host src_host | src_ip src_mask}
[eq src_port] {host dest_host | dest_ip dest_mask} [eq dest_port] [icmp_number |
icmp_control_messagel]]

DoAY H DB

csc (AFvarv) esca~r REEATHWLRY =2 LET,

dest_ip NZT7 4w Ta—0%5EHIPT KLA,

dest_mask NFT7 4> 7 78—0%HIPT RLADYH TRy b A7,

dest_port (FA7Fvay) NI 74w 7 7u—THEHINTWDHRLER— K,

details (AFvar) 7547 v b I OEGEHRIRNA F—T N> TV D
B, 7 T7AT U T EOEEGRIRERE R RLET,

eq (AT ar) F, FELELFREOR— I, DREICHRET 2R —
FETE—ETDHZEETERLET,

flow FFvay) %2074 TT7I9A4AT U ATR) U —OEAXMNSRERD
coT7 4w Zu—%BELET, 207 —CH#EASNERY —0%K
RENET, flow F—U— RICHWTIEET 581 x—TU—FTlE, 7
a—%IP5S ¥ 7 NVIEXTHRELET,

global (F7vay) §_XTOA L E—T oA RATHEAEND a2 —r30 RY

Y=0hEHILET,

host dest_host

o7 497 70—0%KARANDIPT KL A,

host src_host

N7 4y Ta—DFEETLRANDIPT FLA,

icmp_control_message

(AFva)bTF77 47 7a—0OICMPHIfI A v E—VZBELET,
icmp_control_message S| ILTHN & 72 DMEIZONTIE, T MEH Lo
A RTAL]ITRLTOVET,

icmp_number

(AFva) o 74927 7a—0DICMP 7u ha LB S EEELET,

inspect

(A7 a ) inspect A~ REFZATHWOLRY =722 LET,

[ oL-10086-02-J

Cisco ¥ )T4 7FS54F7VRARVFYI7PLVR A



$£30E show service-policy 3% K~ show webvpnsve A< K |

M show service-policy

TI2FIEF

avy Rk E—F

interface inif (A7 ay) inf5ICRELIEA VX —T oA ATHEASNDRY —
ZFoR LE T intf X nameif 2~ > N CEZR LA VX —T =14 AL T,

ips ips A~ REEALTVWLRY =T E A LET,

police police I~ RZEATWARY —72F 2 LET,

priority priority 7~ R&2EATWLRY v—FF &2 Hh LE T,

set connection set connection 2~ REZGATWARY U —FIF 2T LET,

protocol N7 4w 7 Zu—THEHINTWS 71 kai, protocol SIELTHE &
RAHMIZOVWTIE, FTO A EOHA KT 2] ITRLTOET,

sre_ip FF 747 Ta—THEHINTWAHERFEILIP T LA,

src_mask Fo7 74wy 7a—THHENTWAEETIP £y hvR 7,

sre_port N7 4w Ta—THHINTWDHEFEITLR— |,

T 7 # ) F OBEREIZSH Y FH A,

WOEF, Z0a<wr REANTEL2E—FRE2RLTWET,

TIF
avU kK E—F L—TyF |EB UGNV AVTFXRE |[VATLA
Ja—N)L a7 4 Fal— | . . . .
va v
av Y FEE Jiy—=x EEARS
7.0(1) Zoavy FPREAINE L,
7.1(1) ZDawy Rl ese ¥—TV— REBMNTDHIIOICERTINE LT,

EREDHS F31>

flow ¥ —0U— R&EMEHTH L, BBRAEMEEDO 7o —ZoWnWT, ¥F 2T 4 TFIA T AN
ZO7u—ZHMATORY) =2 RETEET, ZOFREAMATLE, LERV—EANRIO
P—bERRY— ar 74 F¥ab—a Ko TREDHERICIRIE SN E ) N EER TE
FT, flow X¥—U— RURBRIHEET D88 —T—FTlE, A7 V=7 b 7 A—7{bxE LT\
W7a—%1PS5 ¥ 7V THRELET,

7u—% PS5 X NVBEATHRBT 2720, TRXTO—BHEERFR—-FEndb I TlEdHY 4
loe WIT, 7H—DRRTHR— FINTVL—BEED Y X FERLET,

* match access-list

* match port

* match rtp

* match default-inspection-traffic

priority X — U — RiX A VX —T7 = A Z%fREH L TIREINT Ty NOER D U o 2 EE RS
LD LET,

show service-policy =~ > RO TR R I D WL DL, class-map =~ R TEFE L b
TI4 v v F T =B Lo v —T = A A BUEOHIIIEERE D% % R L TV ET,
embryonic-conn-max 7 4 —/V N, €27 RV — T VL—AU—V 2T NT 740 7
T AT U TRRGE L 7o e RIS O HIBRIE 27~ L TV E -, 08 S 2 BUED OB 5003 i
KIE L LWGE, £ KNEZELZ TWD5EE B LU TCP ##i7° cass-map =~ > K TE
BLENI 74w AT =BT DL, TOHRIIR LT TCP RATZENEH SN ET,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show service-policy W

protocol 5| &0 fiE
RIZ. protocol BIFTHM L I DEE R L ET,

e number : 71 k3 NFEE (0~ 255)

* ah

* eigrp
* esp

* gre

* icmp
* icmp6
* igmp
* igrp

* ip

* ipinip
* ipsec
* nos

> ospf
¢ pep

* pim

* ppop

* snp

* fcp

* udp

icmp_control_message 5|#NDE
RIZ, icmp_control_message 513 CTH R &R DEERLET,

* alternate-address

* conversion-error

* echo

* echo-reply

* information-reply

* information-request

* mask-reply

* mask-request

* mobile-redirect

* parameter-problem

* redirect

* router-advertisement

* router-solicitation

* source-quench

* time-exceeded

* timestamp-reply

* timestamp-request

* traceroute
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show service-policy

#l

* unreachable

WOFNL, show service-policy 2~ > KD ¥ v 7 A% LTWET,
hostname# show service-policy global

Global policy:
Service-policy: inbound policy
Class-map: ftp-port
Inspect: ftp strict inbound ftp, packet 0, drop 0, reset-drop 0O
hostname# show service-policy priority

Interface outside:

Global policy:
Service-policy: sa_global fw policy

Interface outside:
Service-policy: ramap
Class-map: clientmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: udpmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: cmap

hostname# show service-policy flow udp host 209.165.200.229 host 209.165.202.158 eq

5060

Global policy:
Service-policy: fl1 global fw policy
Class-map: inspection default
Match: default-inspection-traffic
Action:
Input flow: inspect sip

Interface outside:
Service-policy: test
Class-map: test
Match: access-1list test

Access rule: permit ip 209.165.200.229 255.255.255.224 209.165.202.158

255.255.255.224
Action:
Input flow: ids inline
Input flow: set connection conn-max 10 embryonic-conn-max 20

B Ea< R

%II

avv kR BA

clear configure service-policy HP—bEA R —Dar 7 FXal—ar®2lELET,

clear service-policy TRTOY—ERA R v—Dar7 4 F¥ab—val%i

fbi‘j‘o

service-policy P—ERA R v—2RELET,

show running-config service-policy =Ef7a 7 4 X2l —Y a IZETEINTWNAHAY—EZX R

Vo—aFrLET,
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

show service-policy inspectgtp W

show service-policy inspect gtp

GTP 2> 7 4 ¥ =2 b— 3 VEFRT HICIL, FHE EXEC £ — K C show service-policy inspect gtp

a<vr REEALET,

show service-policy [interface inf] inspect gtp {pdp-context [apn ap_name | detail | imsi IMSI value |
ms-addr [P _address | tid tunnel ID | version version_num | | pdpmcb | requests | statistics [gsn

IP address] }

DoAY H DA

FTIAILE

avY Rk E—F

apn (X7 ay) f8E LT APN IZESWT, PDP =2 7 3% X N DEM7Za
EERARLET,

ap_name MEHEMZ R TR T DB EDT VA RL V MERELET,

detail (A7 ar) PDP 2T X A MO 2R R LET,

imsi FEE L7 IMSLICHEESW T PDP 2 T F R DM 23R LET,

IMSI value HAHERZ RN T HRED IMSL ZHET 57200 16 H#AH,

interface (FFvar) BEDA L EI—T7 oA ZARBELET,

int W ERRTHA X —T o AEEELET,

gsn (7> av) GPRSHAR—F /J—FEHEELET, 2D/ — KL, GPRS
MRT —4 2y NI =T L ZDMDFy T —27 DEICHDH A F—
Tz A ATT,

stp (FFvay) GTPOY—E R R —aFr LET,

IP_address MatiEmaRR"TDIP 7 R A,

ms-addr (FFvav) MELEZEALIL AT — a3y (MS) 7 FLRIZHESH

T, PDP 27 F X FOiEMi7e i &2 £ R LET,

pdp-context

(AFvay) rybF—% FaoralarsydF A MNEREELET,

pdpmcb (A7 ay) PDPvREZ—HliHl7 vy s ODAT—2 A %FKRLET,

requests (7> ayv) GTPEROAT —H A kR R LET,

statistics (A7 av) GIP#ittEdReEFR T LET,

tid (A7 a ) BELETID IZESWT, PDP =7 % X FOFEMAR A
EFRRLET,

tunnel ID FEHERE BT T DHRED N RVEIBET D7D D 16 H#1HE,

version (A7 ar) GIP X—2 g ZESWT, PDP 227 % X b0

NaeFRLET,

version_num

HEHIERAFERTAPDP AL TFT XA NOA—Ua VEEBELET, B
TREPHIL 0 ~ 255 T,

T 7 A N OBEREITZH Y /A,

WOFEIE, TDa<vr FeANTELHE—FeRLTWET,

274F7724x—)ILE—F Xa)FT4s aVTFRF

<ILTF

avwvFkE—F

L—FvF

Eif

\‘l

278

VTR

VAT L

Fi#E EXEC
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show service-policy inspect gtp

avry FEE )= EEAE

7.0(1) Zoavy RREAINE L,

EREDALFIA4Y  f6H () 2T RANEE T ANZ ) T TEET, BRIANZ VT F T arD
PR OWTIE, | ZAT LTS EE N,

show pdp-context =~ > Ki%, PDP =7 F R MBI A EHREF R LET,

Ry v F—% Fa ha)l arTxA ML, IMSI & NSAPL OEAEETHDL L IDICk -
T &N Ed, GTP b xuid, TNENHIED GSN / — Rich b, 2 >OFEHES 2% PDP =2
THEANMIEL-TERSN, bV IDIZL-> TiBIENET, GTP FrprniE, X7y h&4
Wy N TS Ry N =T LR NV AT =V a3y 2P O TIHRET 72080
T,

show gtp requests =~ > NI, ZRF =2 —|Z A>TV AHBIEOEREZFR R LET,

£l IZ, show gtp requests =~ > KO FFIEZRLET,

hostname# show gtp requests
0 in use, 0 most used, 200 maximum allowed

WOBID L DITHER () 2T L, RENEE 742 ) 7 TEET,

hostname# show service-policy gtp statistics | grep gsn

ZOFITIE, A gsn EVOFENEEN TV D GTP fGHERA TR SN ET,
WD~ RTHE, GTP MADHFH#HEZZR L THET,

hostname# show service-policy inspect gtp statistics
GPRS GTP Statistics:

version not support | 0 | msg_too short | 0
unknown_msg | 0 | unexpected_sig msg | 0
unexpected data msg | 0 | ie duplicated | 0
mandatory ie missing | 0 | mandatory ie incorrect | 0
optional_ie_incorrect | 0 | ie_unknown | 0

ie out of order | 0 | ie unexpected | 0

total forwarded | 0 | total dropped | 0
signalling msg dropped | 0 | data msg dropped | 0
signalling msg forwarded | 0 | data msg forwarded | 0
total created pdp | 0 | total deleted pdp | 0

total created pdpmcb | 0 | total deleted pdpmchb | 0
pdp_non_existent | 0
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show service-policy inspectgtp W

WhDa< RTIE, PDP 2T % 2 MIBETAIFEREZFRLTOET,

hostname# show service-policy inspect gtp pdp-context
1 in use, 1 most used, timeout 0:00:00

Version TID | MS Addr | SGSN Addr | Idle | APN
vl | 1234567890123425 | 1.1.1.1 | 11.0.0.2 0:00:13 gprs.cisco.com

| user name (IMSI): 214365870921435 | MS address: | 1.1.1.1

| primary pdp: Y | nsapi: 2

| sgsn addr signal: | 11.0.0.2 | sgsn_addr data: | 11.0.0.2

| ggsn_addr signal: | 9.9.9.9 | ggsn_addr data: | 9.9.9.9

| sgsn control teid: | 0x000001dl | sgsn data teid: | 0x000001d3
| ggsn control teid: | 0x6306ffa0 | ggsn data teid: | 0x6305f£9fc
| seq tpdu up: | 0 | seg tpdu down: | 0

| signal sequence: | 0

| upstream signal flow: 0 | upstream data flow: | 0

| downstream signal flow: | 0 | downstream data flow: | 0

|

RAupdate flow: | 0

7 30-1 {2, show service-policy inspect gtp pdp-context 2~ > KO NIZEENTWBEE D T LDFL
HERLET,

%301 PDPaOYTHRFbE

AILDOANYF— B

Version GTP DNN— g VEFRR LET,

TID h VIR AR L ET

MS Addr ENRAN AT =2 a DT RLAZERLET,

SGSN Addr - AT~ T =R )= RERRLET,

Idle PDP =27 F X FAMEH STV WHIR 2R R L £,

APN TIRARA LV MAERRLET,

BEav VR avv kR B7L)]

class-map X2 VT TOvarEEATLIEDO NG T v VT
A ERLET,

clear service-policy inspect gtp 7a—/NL GTP SR EHELE T,

debug gtp GTP MEICBT 2 3EME R AR~ L E T,

gtp-map GITP vy 7% E#HL. GIP~y 7 a7 4FXal—yar
E—REAF—TNVIZLET,

inspect gtp TN =y a VIBREIENT 2RED GTP v v 7 &
LET,
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show service-policy inspect radius-accounting

show service-policy inspect radius-accounting

GTP 2> 7 4 ¥ 2 bL— 3 VY ERFT HITIE, F5HE EXEC & — KT show service-policy inspect
radius-accounting =~ > K& H L £,

show service-policy [interface inf] inspect radius-accounting

DB VY ADEBH

T4

interface int (7> ay) BEODA L EZ—T oA AEEELET,

T 7 4V N OEERMEILZH D FHA,

WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,

72747 94—) E—FK |[€Fa)F4 aTFXF

TIVF

avv Rk E—F =Ty F &Eh SV aAVTERER (VAT LA

¥iHE EXEC . . . . _
avy FEE Jj1)—=x EEAR

7.2(1) Zoavwr RREAINE LT,

FEREDHS FS1Y

]

WIZ, show gtp requests =~ > KD FFIERLET,

hostname# show gtp requests
0 in use, 0 most used, 200 maximum allowed

ROFO XS THR () 2HHTD L RERNEZ T4 VZ ) T TEET,

hostname# show service-policy gtp statistics | grep gsn

ZOBITIE, A gsn E VI FENEEN TV D GTP FaHFRnFrRINE T,
WD~ RTHE, GTP MADHFHEHZZR L TV ET,
hostname# show service-policy inspect gtp statistics

GPRS GTP Statistics:
version not support | 0 | msg too short | 0

unknown msg | 0 | unexpected sig msg | 0
unexpected data msg | 0 | ie duplicated | 0
mandatory ie missing | 0 | mandatory ie incorrect | 0
optional ie incorrect | 0 | ie unknown | 0

ie out of order | 0 | ie unexpected | 0

total forwarded | 0 | total dropped | 0
signalling msg dropped | 0 | data msg dropped | 0
signalling msg forwarded | 0 | data msg forwarded | 0
total created pdp | 0 | total deleted pdp | O

total created pdpmcb | 0 | total deleted pdpmcb | 0
pdp _non_existent | 0

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show service-policy inspect radius-accounting W

WhDa< RTIE, PDP 2T % 2 MIBETAIFEREZFRLTOET,

hostname# show service-policy inspect gtp pdp-context
1 in use, 1 most used, timeout 0:00:00

Version TID | MS Addr | SGSN Addr | Idle | APN
vl | 1234567890123425 | 1.1.1.1 | 11.0.0.2 0:00:13 gprs.cisco.com

| user name (IMSI): 214365870921435 | MS address: | 1.1.1.1

| primary pdp: Y | nsapi: 2

| sgsn addr signal: | 11.0.0.2 | sgsn_addr data: | 11.0.0.2

| ggsn_addr signal: | 9.9.9.9 | ggsn_addr data: | 9.9.9.9

| sgsn control teid: | 0x000001dl | sgsn data teid: | 0x000001d3
| ggsn control teid: | 0x6306ffa0 | ggsn data teid: | 0x6305f£9fc
| seq tpdu up: | 0 | seg tpdu down: | 0

| signal sequence: | 0

| upstream signal flow: | 0 | upstream data flow: | 0

| downstream signal flow: | 0 | downstream data flow: | 0

| RAupdate flow: | 0

7 30-2 |2, show service-policy inspect gtp pdp-context 2~ > RO NIZEENTWBEE D T LDFL
HERLET,

%302 PDPaVFTXRFb

NSLDOANYF— B
Version GTP DNN— g VR LET,
TID kR R R L ET,
MS Addr ETNRA N AT =23 DT RLAEFRLET,
SGSN Addr = RS~V A =R )= FERRLET,
Idle PDP =7 ¥ X R RMEH ST e WHIfAZ R R L ET,
APN TIRARA Y MAERRILET,
BEa<TUR avw vk E%EA
class-map X2 VT4 T arEEATOIRDO NI T4y VT RAEERLE
R
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W showshun

show shun

HERR B8 2 R4 31213, Bi#E EXEC ©— R TCshowshun =~ > R&EFEHLET,

show shun [src_ip | statistics]

DUBYYADERBA  src_ip (F7vay) ZOT7 RLRAICETLEHREFRRLET,

statistics (ATvay) AvE—=—TaAADHI T ZDHERRFTLET,
T4k T 7 4V N OEWEREIZSH D FH A,
OV R E—F WOFEIZ, ZO0Oavwry REANTELE—RFE2RLTHET,

274724 —)L E—F £F2U)FTs aVTFXb
ILF

avy kK E—F L—TyF |EB DU AVTERE |[VARTL

¥5HE EXEC . . . . _
avy FERE Jj1)y—=x EEHNR

BEAF Zoavy FiFBEGFOHDTY,
i Iz, show shun =~ > ROl %7 LET,

hostname# show shun

shun (outside) 10.1.1.27 10.2.2.89 555 666 6

shun (insidel) 10.1.1.27 10.2.2.89 555 666 6
BEEaTUR avy kR B

clear shun HEA 2 —T NV THDHTRXTOHRET 4 B—7 NI LT, HERRHEHEH

ZHEELET,
shun FLWERZIE L, BEFEOERN OOy FEERTHZLICL-

T WEBERA N~DEA T I v 7 RIEEEA F—T M LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show sip

DoAY H DB

TI2FIE

avURE—F

showsip H

SIP ¥ v g r&F&KrT 5Iid, ¥iHE EXEC T— R Tshowsip =2~ FEMH L £,

show sip

Zoavy FZE 5lBbF—U—Fbd ) EHA,

T 7 4V N OEREILZH D TH A,

ROFIE, Z0a~r P2 ATELE—FERLTHET,

77479 4x—)ILE—F Xa)T4s VTR
<ILF

ARV K E—F L—Ty F |Ek DU AVTHRRL [VATLA

%% EXEC ° ° ° ° °
avy FERE Jy—=x EERNE

B Zoa~y RERFEO LD T,

EREDAA K54

#l

show sip 2~ Fi&, SIP ATV VOO T TNy a—T 4 o &b £, i,
inspect protocol sip udp 5060 =~ > K & —#&(Z L £ 7, show timeout sip =~ > NiX, fErR ST
L7m haroy A4 LT MazERRFLET,

showsip 2~ Fid, ¥XaUT 4 7T IA T U A& THIMLEN TV SIP v g OfF#
%R LET, debugsip & show local-host =~ > N &Lz, Zda~wr NiE, SIPMRE=T D
MO N T TNy a—T 4 IR ENET,

show sip =~ FZFHATHA0IC pager I~ RERETHI L EHRELET, £<D SIP v
var La— RRFLEL, pager 2~ RBFREINTWRWEGS, showsip 2~ ROH I 5
BETRETDITEL, LIEGLKHIRD2NDZERHY £1,

WIZ, showsip 2~ > RO IHZRLET,

hostname# show sip

Total: 2

call-id ¢3943000-960ca-2e43-228f@10.130.56.44
| state Call init, idle 0:00:01

call-id c¢3943000-860ca-7elf-11£7@10.130.56.45
| state Active, idle 0:00:06

ZoflE, BEX 2T 4 TTIFGATUALED 2507 757 47 SIPEyLarE2RrLT0ET
(Total 74—V RTRENTWND L IID), & call-idld, Z—NAEEXDLTWVET,
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M  showsip
WHIDOY v 3 1d, call-id ¢3943000-960ca-2e43-228f@10.130.56.44 C, Call Init IRAEIZH Y
F9, ZhuE. oty varidEEa—r vy Ny IR THL I LR LTVE T, I
Tty T TRETT DO, ACK NHERESNIZLEEDORTT, 2Oy vaidk, 1BE7TA K
JVIREET L7z,
2EHDE Y Va3 UIE, Active RIETT, ZZTIE, =2— &y M7y FIFET LT, =2 RRA
VHMEIATATEZBLTWET, 2oty ai, 6 BT A RARETLE,

BEEa<TUR avw vk E%EA
class-map X2 VT4 T arEEATOIRDO NI T4y VT RAEERLE

RS

debug sip SIP DTy JHE#RE A 2—T M L ET,
inspect sip SIP 7V r—varimEsf r—7 M LET,
show conn SEIERPER LA T OERIRIEEFRRLET,
timeout SESEARTE FaLBIVNEy Y ay ZA4TDT A FIVIRIED &Kk

RelE 2 e L £,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show skinny W

show skinny

VB YY) ADHHA

FTI24ILEF

avv kK E—F

SCCP (Skinny) #itE— > P OfEEE N T TNy a—T 4 74 HICiE, F#HE EXEC & — KT show
skinny =2~ > REHLET,

show skinny

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

T 74N FOBIERHEITS Y A,

WOEZ, ZOavr FEANTELE—FERLTHET,

<ILF

avv K E—F =Ty F &k UL AVTFXRRER (VAT LA

¥i#E EXEC . . . . _
avy FEE Jy1y—x TEAR

BEAF Zoawy REBEFOLDO T,

EREDHS FS1

]

show skinny =~ > Ki%, SCCP (Skinny) MifEi—> V> ORED N T TNy a—T 0 U ZITHILD
i‘é—o

KOG T show skinny =~ FOH 2R LET, EXFa2 VT4 77T 7 A%BZ T2
DDT T 477 Skinny By a Nty b7y FINTWET, H&MD Skinny £ v a i,
o—Hh/L 7 KL A 10.0.0.11 (2% % WN#HB Cisco IP Phone & 172.18.1.33 (24 544 Cisco CallManager
DORNZHESL SV TUWET, TCP AR — |k 2000 i, CallManager T9, 2 & H D Skinny & v 3 3 >,
2—71V 7 K1 X 10.0.0.22 |28 2 BIDOPHE Cisco IP Phone &[] U Cisco CallManager D IZHESL &
nTnEd,

hostname# show skinny

LOCAL FOREIGN STATE
1 10.0.0.11/52238 172.18.1.33/2000 1
MEDIA 10.0.0.11/22948 172.18.1.22/20798
2 10.0.0.22/52232 172.18.1.33/2000 1
MEDIA 10.0.0.22/20798 172.18.1.11/22948

Z O AE. W DOPER Cisco IP Phone [l T — L FESL SN TWAZ L AR LET, RIE 2%
HOEZED RTP U A= 7 R— MiE, 1 UDP 22948 & 20798 T,

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show skinny

WIZ, T 5 @ Skinny Bl xf 95 xlate (WA R~ L E T,

hostname# show xlate debug
2 in use, 2 most used
Flags: D | DNS, d | dump, I | identity, i | inside, n | no random,
| o | outside, r | portmap, s | static
NAT from inside:10.0.0.11 to outside:172.18.1.11 flags si idle 0:00:16 timeout 0:05:00
NAT from inside:10.0.0.22 to outside:172.18.1.22 flags si idle 0:00:14 timeout 0:05:00

BEEEaT VK avwyv ik EEA
class-map X2 VT TV avEEATOIRON I T4y VT RAERERLE
T
debug skinny SCCP DT Ny JHEHE A F—T W LET,
inspect skinny SCCP TV r—a v tEr A Rr—7 M LET,
show conn SESERBR A TOERIREZFRLET,
timeout SESERT B P aALBINE Yy Y gy A4 TDOT A RIVIRBED i Kk

folrfA] 2 BOE L £ 4

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F
show sla monitor configuration W

show sla monitor configuration

SLA A L= a v OF 740 B ALY T 4 Fa b= a UiE FRT 51T, =—¥ EXEC
<& — K C show sla monitor configuration =~ > K& H L £,

show sla monitor configuration [s/a-id|

(7> a ) SLA AL —3 3 D ID HH. BE7EIZ 1 ~ 2147483647
’C‘\—a’_‘o

SV ZADEHEBE  sla-id

sla-id PIFEESNTWRWES., TRXTOSLAF XL —yarDar7 4 Fab—3 g UENRER
SNET,

FI2+ILF

avyv kR E—F WKOFRIL, ZOa~vr FEANTELE—FEZRLTVWET,

72747 94—) E—FK |[€Fa2)F4 aTFXF
<ILF

avy kK E—F =Ty F |Ek YU AVTERE [VARTL

= —# EXEC . . . . —
av Y FEE ))y—= EEAE

7.2(1) Zoawry FPREAINE LT,

FETar 74 X2 —a D SLA X — gy a<vy F&FRRT 5213, show running config

EREDHA F3M4Y
sla monitor =~ > R&fEH L £,

Cisco¥Fa1)T4 7FS54F7VRARVEFEYI7PLYR R
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show sla monitor configuration

Bl KIZ, show sla monitor =~ > RO 1% R LET,SLAAFXL— 532123037 4 F a2 b—
g VMENRFTRENE T, show sla monitor =~ > FOHITHWT, FIU SLA XL —> 900
show running-config sla monitor =~ > R3S E 7,

hostname> show sla monitor 124

SA Agent, Infrastructure Engine-II

Entry number: 124

Owner:

Tag:

Type of operation to perform: echo
Target address: 10.1.1.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 1000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

hostname# show running-config sla monitor 124

sla monitor 124

type echo protocol ipIcmpEcho 10.1.1.1 interface outside
timeout 1000

frequency 3

sla monitor schedule 124 life forever start-time now

(EER=EdAS avryk BT
show running-config sla monitor FEfrars 7 4 X2l —varyOSLA AR L—v gy av
T4 Xal—i gy avwry REERLET,
sla monitor SLABEfHA~NL—a v 2EELET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show sla monitor operational-state Il

show sla monitor operational-state

SLA F XL —a v OERERELX R RT 521X, = —% EXEC £ — KT show sla monitor
operational-state =~ > F&{#HH L £,

show sla monitor operational-state [s/a-id]

DAY RADEMBA  sla-id (A7 3 )SLA AR — 3 D ID F=, HRhEIZ 1 ~ 2147483647
—C‘\—aﬁo
FI4ILF sla-id PIEESNTWRWIES., T XTOSLA XL —3 a3 VOFEHERDEFZRINET,

avv kR E—F WOFRIL, ZOa~ s FEANTELE—FEZRLTVWET,

72747 94—) E—FK |[€Fa2)F4 aTFXF
<ILF

avy kK E—F =Ty F |Ek DU AVTERE (VAT L

= —# EXEC . . . . —
av Y FEE ))y—= EEAE

7.2(1) Zoavwr RREAINE LT,

FREDHSFSAY FEfTar74Falb—arDSLAARL— g2 a~< 2 KEERT 5I21E, show running-config
sla monitor =~ > R&fH L 97,

£l &IZ. show sla monitor operational-state =~ > KO H IfilZ R L £,

hostname> show sla monitor operationl-state

Entry number: 124

Modification time: 14:42:23.607 EST Wed Mar 22 2006
Number of Octets Used by this Entry: 1480

Number of operations attempted: 4043

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 18:04:26.609 EST Wed Mar 22 2006
Latest operation return code: Timeout

RTT Values:

RTTAvVg: O RTTMin: 0 RTTMax: O
NumOfRTT: O RTTSum: O RTTSum2: 0
Ea<TVEF avyvk BTLL
show running-config sla monitor FEITary 7 4 X2l —2 a3 DSLA AR L— 3y av
T4Xal—aryavwry ReEFRLET,
sla monitor SLA EEfH AN —1 g VA EHRLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show snmp-server statistics

show snmp-server statistics

SNMP H— NIZE T D kaHE R 2 £~ T 51213, F7#E EXEC “E— R C show snmp-server statistics =
v REHEALET,

show snmp-server statistics

VUBRYYARDFRE Zoavr NOE BIBELF—TU—RFbH Y EEA,
T24ILE ZOavr RIZT 74V MRETHY A,
= ROFIZ, ZOa~vr N2 ANTELE—ReRmLTVWET,
274794 —I)L E—F [FaUF«s AVTERE
<ILF
aAvU K E—F V—TyF & DU |AVTEXRE |VATL
¥4 EXEC . . . .
R FRE Y =2 TENE
7.0(1) Zoawry FPREAINE LT,
i ZOBNE. SNMP Y — A HEHE# A RS D HEEZ R L TVET,
hostname# show snmp-server statistics
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 Illegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
0 No such name errors
0 Bad values errors
0 General errors
0 Response PDUs
0 Trap PDUs
BAEaTUF avyFk B1L)]
snmp-server SNMP #4 LCEX=2 VT 4 TTI7A4T L ADA XY M
ettt LES,
clear configure snmp-server 5 %y N — 7B~ b 2L (SNMP) H— % F ¢ & —
T LET,

show running-config snmp-server SNMP —_"Dar7 4 Falb— g aERLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

show ssh sessions W

show ssh sessions

YX 2 VT TTIAT L ALEDOT 7T 4 772 SSH Y v ¥ a U DIF#R AR D I2IE. HiHE EXEC
£ — K C show ssh sessions =~ > R&{#HEH L £9,

show ssh sessions [ip_address)

DB VY ADEBH

ip_address (FFvay) BELEIPT FLAO® vy 3 UIERFE T2 ER LET,

T4 T 74V N OEBEHEIZH D EH A,
avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,
72747 94—) E—FK |[€Fa)F4 aTFXF
TILF

avY kK E—F =Ty F &Eh SV aAVTERER (VAT LA

ﬁ%EXEC . . . ° —
avy FERE Jj1)—=x EENE

BEfF Zoawy RiEBEEFEDO S O T,

FEREDHS FS1Y

SID I%, SSHE v a v Zi#kAld 5 —E2EFTI, ClientIP X, SSHZ 74 7 hEETLTWH
DHYATALDIP T RLVATTY, Versionld, SSHZ 74 7 b3 AR—FLTWBH T ha/L R—
Va &5 TT, SSHD SSH N—Y a3 1 OBV AR — L TWHEA, Version 77 AIZIX 1.5 0
FoRENET, SSHZ FA T FNSSH A=Y a1 L SSHA—Y g 20 a2 R—F LT
WDEE . Version 77 AITIE 1.99 DR RSIVET, SSHZ T4 7T R SSH /A= 5 02 DR
AR—FLTWBHE, Version 7 7 AMT1E 2.0 PERARIILE T, Encryption 77 LZiE, SSHZ 71
T MPEALTWARE LD A THRERSINET, State T AIZIX, 77947 hetx=a Y
T A TTTAT AL DOXMFHEOMEITIRIMNE REINET, Username H 7 LTI, By a TR
FEENnTWA R A v a—FENERINET,

il KIZ. show ssh sessions =~ > RO FlERLET,
hostname# show ssh sessions
SID Client IP Version Mode Encryption Hmac State Username
0 172.69.39.39 1.99 IN aesl28-cbc md5 SessionStarted pat
OUT aesl28-cbc md5 SessionStarted pat
1 172.23.56.236 1.5 - 3DES - SessionStarted pat
2 172.69.39.29 1.99 IN 3des-cbc shal SessionStarted pat
OUT 3des-cbc shal SessionStarted pat
EZEav UK avvk B

ssh disconnect TITF 477 SSHE Y a o EYMLET,

TA RWVIREEDSSHE Y a v DE A LT MEERZRELET,

ssh timeout

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show startup-config

show startup-config

AL —=F T w7 ar7 4 FXalb—varz2RRto0 AI—b Ty 7 arysFalb—rvar
nr—RFIN7c DT —%2RRT HITIL, F7HE EXEC £ — R T show startup-config =~ > N4
EHLET,

show startup-config [errors]

BV ADEA  errors (A7vay) ¥Xa VT4 TTIATVARARA— T v a7y
Xal—rvarrzo—RLizeEIlEfsn-oo—2FRLET,

FTIAILE T 7 A N OBEREITZH Y /A,

avY K E—F WOEF, Z0a<wr REANTEL2E—FRE2RLTWET,

274724+ —IL E—F [£X2)F1 a2TFXEb

RILF

avv K E—F L—TyF Ef YU aVTFXRE (VRTL
FeHE EXEC . . . . .

1. errors ¥—7— KX, YV I ILE—RTYRAT LAETAR—ATREFHEHATEET,

\'&

av Yy FERE ))y—= EEAE
7.0(1) errors ¥ — 7 — R2MBINEE Lz,

FRELOAMESAY ~AF aoFFAPNEB—RCIE. 20a~vy RFHEOETANR—RA (VAT A A7 4 Falb—
VarEkiZtXxal T arTXALN) ORF— T v T ar7 4 Xal—raryERRLE
—éﬁo

AEUMBAX— T v =7 —%HET HIZIL, clear startup-config errors =~ > K& L E
_j—o

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show startup-config Il

£l IZ, show startup-config =~ > KOS ZR L ET,

hostname# show startup-config
Saved
Written by enable 15 at 01:44:55.598 UTC Thu Apr 17 2003

Version 7.0(0)28
!
interface GigabitEthernet0/0
nameif inside
security-level 100
ip address 10.86.194.60 255.255.254.0
webvpn enable
!
interface GigabitEthernet0/1
shutdown
nameif test
security-level 0
ip address 10.10.4.200 255.255.0.0

!
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname firewalll
domain-name example.com
boot system disk0:/cdisk.bin
ftp mode passive
names
name 10.10.4.200 outside
access-list xyz extended permit ip host 192.168.0.4 host 150.150.0.3
!
ftp-map ftp_ map
!
ftp-map inbound_ ftp
deny-request-cmd appe stor stou
!

Cryptochecksum:4edf97923899e712ed0da8c338e07e63

IZ, show startup-config errors =~ > KD Al E R L ET,

hostname# show startup-config errors

ERROR: 'Mac-addresses': invalid resource name

**x Qutput from config line 18, " 1limit-resource Mac-add..."

INFO: Admin context is required to get the interfaces

**%* OQutput from config line 30, "arp timeout 14400"

Creating context 'admin'... WARNING: Invoked the stub function ibm 4gs3 context
set_max mgmt_ sess

WARNING: Invoked the stub function ibm 4gs3 context set max mgmt_ sess

Done. (1)
**%%x Qutput from config line 33, "admin-context admin"
WARNING: VLAN *24* is not configured.
**% Output from config line 12, context 'admin', " nameif inside"
*%% Qutput from config line 37, " config-url disk:/admin..."
EZEav K = N SR
clear startup-config errors AEFUMNBAEZ— T v 7 —2HELET,
show running-config EiTary 74 F¥al—raryERasLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  show sunrpc-server active

show sunrpc-server active

Sun RPC #—EZAHIZH VT WD B A — & KR T 5I21E, FH# EXEC £ — KT show
sunrpc-server active =~ > RZfH L £,

show sunrpc-server active

T4 T 7 4V N OEEREILZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FeANTELE— R RLTVET,

77479 4x—ILE—F XaYFT4 aVTFXF
TILF

avY kK E—F =Ty F &Eh UGN aAVTERER (VAT LA

¥iHE EXEC . . . . _
avy FERE Jj1)—=x EENE

BEfE Zoawy RiEBEEFEDO S O T,

HRALEDHA FS4>  show sunrpe-server active ==~ > FIZ . NFS <2 NIS 72 £ D Sun RPC — E A IV TV A B vk —
NERFTDHIOIHEHLET,

1 Sun RPC #—EZHIZBAVT WD B AR — /L& KR T 5 Z1L, show sunrpe-server active =~ > K%
AFILE9, &IZ. show sunrpe-server active =~ > RO NH &R LET,

hostname# show sunrpc-server active

LOCAL FOREIGN SERVICE TIMEOUT
192.168.100.2/0 209.165.200.5/32780 100005 00:10:00
EEa<vE avwvk Bl
clear configure sunrpc-server X2 T4 TTIAT AN Sin VE—F 7ty
P+ a—LH—ERXEHELET,
clear sunrpc-server active NFS < NIS 72 £ Sun RPC ¥—E A HIZBHW TV D E
= EHEELET,
inspect sunrpc SnRPC 7 7V r—va vt A x—7NVE1ET «

=7z, EHENLIAR—FERELET,
show running-config sunrpc-server SnRPCH—ERADa L7 4 Xalb— g T 5EHR
ERRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show switch mac-address-table W

show switch mac-address-table

FHISA IR AA » F DA ASA 5505 BISHI X2 VT 4 T4 T L AR EDETFT L TIL, $iE
EXEC &— KT show switch mac-address-table =~ > RZfifA L CAA vF MAC T KL X 5—7
NERRLET,

show switch mac-address-table

OVAYHADHEHA Zoo<wr R BlELF—TU—FbLHD £HEA,

FTI24ILEF 77 4V NOEMERLEIXH D FH AL,

avyv kR E—F WOFRIL, ZOa~vr FEANTELE—FEZRLTVWET,

<ILF

avU kK E—F L—TyF |EB DU AVTERE (VAT LA

Kt EXEC . . . _ —
av Y FEE )1)—X EEAS

7.2(1) Zoawr RREASRE L,

ERLEDAS FS4Y Zoa~vy R MABRABRAL v FERFOTETNAVEHTT, A4 vF MAC T KL A T—7 /LTI,
ALy F N=RU =T D% VLANNIZFT7 7 4 v 7D MAC T RLARAAL v F R—FD~ v
VIR ENET, BRI 7 AT U+ —/L ET— ROYEE . show mac-address-table =~ > N%
ERHLCTASAY 7 b =707 Yy MACT RLA T—TNEFRLET, 7Y v MACT K
VAT —7 /L TCIX VLAN B Z 882 7 74 v 7 HO MAC T RLUAXE VLAN DA 2 —7 =
AR =y IR SNE T,

MAC 7 FLU A = b UL S ol T2 £9°,

il IZ., show switch mac-address-table =~ > KO H il &R~ L £7,
hostname# show switch mac-address-table
Legend: Age - entry expiration time in seconds
Mac Address | VLAN | Type | age | port
000e.0c4e.2aa4 0001 dynamic 287 Et0/0
0012.d927.£fb03 0001 dynamic 287 Et0/0
0013.c4ca.8a8c 0001 dynamic 287 Et0/0

Ino0/1
In0/1,Et0/0-7
Total Entries: 6

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  show switch mac-address-table

#3031, 74—V ROHRAZRLET,

% 30-3 show switch mac-address-table ® 27 4 —JL F

J4—ILF HL]

Mac Address MAC7 FLAZRRLET,

VLAN MAC 7 R L 2 ZB#AHT 57T\ % VLAN 2R LET,

Type MACT RLVAR AZT 4 v IVTFFRY AT FLALLTHAFT Iy

TIWCT == TENTED, RS T 4 v 7T —= T E&NENERLET,
WSy 7 L= A H =T =2 ADGHRIZDIHRALZT 4 v T R

2720 E7,
Age MAC 7 RV A 7=V HAF Iy 7 = M) OffEkHE R R LET,
:port MAC 7 FLRZROKRA MIBERETE DAL vF A—FaRRLET,
BEa<TUF avwvFk B BA
show mac-address-table FHAIAIAA v F R NETFT VDO MAC 7 RLA T—T7 )L %
TR LET,
show switch vlan VLAN & ¥ MAC 7 R L 2DOBEMIT 2 FR LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show switchvian W

show switch vlan

VB YY) ADHHA

FTI24ILEF

avv kK E—F

HLIIA TR A A > F DN ASA 5505 WISt X 2 VT 4 T IA T U AR EDETIVCIL, Btk
EXEC “&E— R T show switch vlan =~ > K& L T VLAN &, BEMITONIZAAL v F A— %
FARLET,

show switch vlan

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

T 74N FOBIERHEITS Y A,

WOEF, ZOavr FEANTELE—FERLTVWET,

<ILF

avU kK E—F L—TyF |EB DU AVTERE (VAT LA
Kt EXEC . . . _ —

av Y FEE )1)—X EEAS
7.2(1) Zoawr RREASRE L,

EREDHS FS1

]

ZDawy Rk, ABABRAAL v F O OTT AVERTY, thoET /L ClX, showvlan =<2 K
PHEALET,

&Iz, show switch vlan =~ > RO &R L E£7,

hostname# show switch vlan

VLAN Name Status Ports
100 inside up Et0/0, Et0/1
200 outside up Et0/7
300 - down Et0/1, Et0/2
400 Dbackup down Et0/3

[ oL-10086-02-J
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%30

show service-policy 3<% > K~ show webvpnsve A< K |

[ | show switch vlan

#3041, K7 4=V ROBRPAZRLET,

% 30-4 show switchvlan D7 4 —JL F

Z4—ILF HL:

VLAN VLAN F 5% F R LET,

Name VLAN A > % —7 = A4 ADL4 R % F7 LET, 4B nameif =~ > N % A
LTEHREINTWARWES. £7- 1T interface vlan =2~ > R WIES. ¥ v
va () DFERENET,

Status up AT —H AET down AT —H AT, AL vFDOVLANDS T 7 4 v
T RZIET DD AL FDVLANIZ N T T 4 v 7 BEET20E R LET,
VLAN 28 up AT — & AZRDHITIE.VLAN DA A o F R— FBNEAKTH 1
up REETARFIIZARY EH A,

port F VLAN [ZEID Y THONTEAAS v F R—FE2RRLET, | DDZXA vF
R— FBEHD VLAN IZOWT Y A RENTWAREE, FDOAL vF R— |
T rZ 7 R—rT9, EFEOHIFNIZ, Ethernet 0/1 3 VLAN 100 35 KXY
300 25t T DT R—FThDHZ EE TR LET,

BEEaT VR avwv kR Bl

clear interface

show interface =~ FOh v U X H#iEELE7,

interface vlan

VLAN A v Z—T =2 AZ{E L, f v H—T xR a7 4F¥a
L—gy EF—FRICAYET,

show interface

A B=T 2 A ADT U HA N AT —F A LHFHERER TR LET,

show vlan

MHISATIRAA > F B E =72 WEF /LD VLAN 2 E5R LE T,

switchport mode

ZA v F R—F DE—FRET IV EBRAFELIZ N T 7 T—RIZEEL
i—gﬁo

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show tcpstat M

show tcpstat

VB YY) ADHHA

X2 VT4 TTITATUVADTCP AZ v I BN X2 VT 4 T4 T U ATRIGL TS
TCP #ft D AT — 5 A% (T /8y 7 DI=HIT) KT 2H121E. Kk EXEC E— R T show tepstat =
<~ U REFEHLET, 2oa~vr R, IPvd7 RL XL IPv6 7 RL A &2 Y R— K L TWET,

show tcpstat

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

FTI24ILEF T 7V N OEEREIZSH Y EH AL
avv kK E—F WKOEIF, ZOa<wr REANTELZE—RERLTWVET,
T74F794—ILE—F €Fa)F4 AVTFX b
<ILF

avv kK E—F =Ty F &k UL AVTFXRRER (VATLA

H:+E EXEC . . . . -
avy FBE Jjy—= TEAR

BT Zoavy FEBEGFO LD TY,

FEREDHS FS1Y

show tepstat =~ > R&fE3 2L, TCP AZ v /7 BL VX2 VT 4 77747 AT LT
WD TCP #EHED AT — X A FRTEET, £30-51F, RRIND TCP HMiHERAHH L T\ E
—a’-‘o

52 30-5 show tcpstat 37> KTD TCP #EsHEHR

5T E HL

tch_cnt TCP = —H¥ D¥,

proxy_cnt TCP 7’u ¥ 0%, TCP 7u X if, a=—WEAICL > TS E
ER

tep_xmt pkts TCP A% » 72X o TEFSNie 37 v O,

tep_rev good pkts TCP A% v 7T K> TEAFINTIEF 27 v RO,

tcp_rcv drop pkts TCP A& v 7B Fay P LG/ y hO#K,

tep bad chksum RRF =y 7V LERELTWERE T Y O,

tcp user hash add NV a T VBN ENTE TCP 2 — Y 0¥,

tcp user hash add dup HLWTCP 2—HZBML LY E LEEEIZ, 2—YFRT Tl Ny
Vo T VNI LT a3,

tcp user srch hash hit MRIFIZ TCP 22—V MR Ny v 2 T—7 /LN THE Sz,

tep user srch hash miss MFBEFZ TCP 22— YR Ny v a T —T VN THRH & - 7= [al1%,

tcp user hash delete TCP 2 —¥ Wy v a T—T7 AL HIRE iz bk,

tep user hash delete miss ~ |TCP = —HFZHIFRL L5 & L& &2, =2—¥FR vy o 7—T N
Th S22 o 72 [EEL
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$£30E show service-policy 3% K~ show webvpnsve A< K |
M show tcpstat
£ 30-5 show tcpstat A< KTOD TCP MEHE®R (i)
mEHER L]
lip TCP =—HV D —H/LIPT KL A,
fip TCP = —HF DI IP 7 R L X,
Ip TCP =—HF D —H L F— k,
fp TCP = —H DA — |k,
st TCP . —HDIRRE (RFC793 22 M), RRENDHEEZKITRLET,
1 CLOSED
2 LISTEN
3 SYN SENT
4 SYN_ RCVD
5 ESTABLISHED
6 FIN WAIT 1
7  FIN WAIT 2
8  CLOSE_WAIT
9 CLOSING
10 LAST ACK
11 TIME WAIT
rexqlen TCP 21—V OHEEF 2 —DFE X,
inglen TCP =2 —HFDANF a2 —DEX,
tw_timer TCP == —H# D time_wait # 4 v —DfE (I V),
to_timer TCP = —HDIEETH X A LT U~ XA ~<—DfE (I V),
cl_timer TCP 2 —H¥ DI/ n—RERZ A ~—DfE (I VF),
per_timer TCP 2 —HF D ¥ A ~—DfE (T V),
rt_timer TCP 2 —VDOFRFEL A ~—DfE (T V),
tries TCP = —HVDHIEEFEHI T |,
B KOBNE, EX2 VT 4 TTITATUAD TCP AX v 7 DAT—H ARt b k&R LT
iﬁ—o
hostname# show tcpstat
CURRENT MAX TOTAL
tcb_cnt 2 12 320
proxy cnt 0 0 160
tcp_xmt pkts = 540591
tcp_rcv good pkts = 6583
tcp_rcv drop pkts = 2
tcp bad chksum = 0
tcp user hash add = 2028
tcp user hash add dup = 0
tcp user srch hash hit = 316753
tcp user srch hash miss = 6663
tcp user hash delete = 2027
tcp user hash delete miss = 0
lip = 172.23.59.230 fip = 10.21.96.254 1lp = 443 fp = 2567 st = 4 rexglen = 0
ino0
tw_timer = 0 to_timer = 179000 cl timer = 0 per timer = 0
rt_timer = 0
tries 0
EZEav UK avvk B
show conn M ST D 1500 & A TR 2 dihi 2 208 L £ 7,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show tech-support W

show tech-support

T =N R — b TF YR NBBERICER T A ERE RS T HICIE, FHE EXEC £— KT
show tech-support =~ > R&fifH L £,

show tech-support [detail | file | no-config]

DB YY) AOFHBE  detail (A7 ay) EMERERRTLET,
file (FA7vav) avr FOMNE 7 7 A MVCEZARET,
no-config (A7vay) FErar7 4 FXalb—va yOHNDEBRALE T,
TIHILE T 7 4V FOBECEIZS D EH AL

av>Y R E—F WOFRIL, ZOa~v s FEANTELE—RERLTVET,

77479 4x—)ILE—F Xa)T4s aVTXFRXF
<ILF

avvkE—F M—TyFk &k UL AVTFEXRBR |[VATLA
4‘%‘[;% EXEC ° ° . I °
av Yy FEE J1y—=x EERE
7.0(1) detail ¥ — 7 — K L file ¥ —7— FEMEE L,
7.2(1) HAOFRMER S, CPUE A LTS 7 rE R LT, &5IZFEM

RIEMPFTREND LI L,

ERLEDHL FSALY  show tech-support =~ > RTi{X, 727 =h/ $R—b 7F U 2 sRREZZET 558 1C%L
HENFRSNET, show 2~ FLDOM N EMAGE T, 77 =0 R —F 7F U XM
L THRHEL OBEHRERIELET,

%l WROBNL, 727 =T BR— FTHNIERT D FHRE, FiTar 70 ¥ b—a otz
HLTERRTDHEZRLTVET,

hostname# show tech-support no-config

Cisco XXX Firewall Version X.X(X)
Cisco Device Manager Version X.X(X)

Compiled on Fri 15-Apr-05 14:35 by root

XXX up 2 days 8 hours

Hardware: XXX, 64 MB RAM, CPU Pentium 200 MHz
Flash i28F640J5 @ 0x300, 16MB

BIOS Flash AT29C257 @ 0xfffd8000, 32KB

0: ethernet0O: address is 0003.e300.73fd, irg 10

1: ethernetl: address is 0003.e300.73fe, irg 7
2: ethernet2: address is 00d0.b7c8.139e, irg 9

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show tech-support

Licensed Features:

Failover: Disabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

Maximum Interfaces: 3
Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput : Unlimited
IKE peers: Unlimited

This XXX has a Restricted (R) license.

Serial Number: 480430455 (0xlca2c977)

Running Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f6734
Configuration last modified by enable 15 at 23:05:24.264 UTC Sat Nov 16 2002
—————————————————— show clock ------------------

00:08:14.911 UTC Sun Apr 17 2005

777777777777777777 show memory ------------------

Free memory: 50708168 bytes
Used memory: 16400696 bytes
Total memory: 67108864 bytes

—————————————————— show conn count ------------------

0 in use, 0 most used

0 in use, 0 most used

SIZE MAX LOW CNT
4 1600 1600 1600
80 400 400 400
256 500 499 500
1550 1188 795 919

interface ethernet0 "outside" is up, line protocol is up

Hardware is 182559 ethernet, address is 0003.e300.73fd

IP address 172.23.59.232, subnet mask 255.255.0.0

MTU 1500 bytes, BW 10000 Kbit half duplex
1267 packets input, 185042 bytes, 0 no buffer
Received 1248 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
20 packets output, 1352 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 9 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (13/128) software (0/2)
output queue (curr/max blocks): hardware (0/1) software (0/1)

interface ethernetl "inside" is up, line protocol is down

Hardware is 182559 ethernet, address is 0003.e300.73fe

IP address 10.1.1.1, subnet mask 255.255.255.0

MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1 packets output, 60 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

show tech-support W

0 babbles, 0 late collisions, 0 deferred
1 lost carrier, 0 no carrier

input queue (curr/max blocks) :

output queue (curr/max
interface ethernet2 "intf2" is
Hardware is 182559 ethernet,
IP address 127.0.0.1, subnet

hardware (128/128) software (0/0)
blocks) : hardware (0/1) software (0/1)
administratively down, line protocol is down
address is 00d0.b7c8.139%e

mask 255.255.255.255

MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts,
input errors, 0 CRC,

o O O O o

output queue (curr/max

0 runts, 0 giants
0 frame, 0 overrun, 0 ignored, 0 abort

packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred

lost carrier, 0 no carrier
input queue (curr/max blocks) :

hardware (128/128) software (0/0)

blocks) : hardware (0/0) software (0/0)

—————————————————— show cpu usage ------------------

CPU utilization for 5 seconds

0%; 1 minute: 0%; 5 minutes: 0%

—————————————————— show cpu hogging process ------------------

Process: fover parse, NUMHOG: 2, MAXHOG: 280, LASTHOG: 140
LASTHOG At: 02:08:24 UTC Jul 24 2005
PC: 1la4d5
Traceback: 12135e 121893 121822 al0d8b 9fd0el 114de6 113e56f
777135 7a3858 7a3f59 700b7f 701fbf 14bo84

—————————————————— show process ------------------

PC SP STATE Runtime SBASE Stack Process
Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4 3784/4096 arp_ timer
Lsi 001e80e9 00807074 0053e5c8 0 008060fc 3832/4096 FragDBGC
Lwe 00117e3a 009dc2e4 00541d18 0 009db46c 3704/4096 dbgtrace
Lwe 003cee95 009de464 00537718 0 009dc51c 8008/8192 Logger
Hwe 003d2d18 009el55c 005379c8 0 009df5e4 8008/8192 tcp_ fast
Hwe 003d2c91 009e360c 005379c8 0 009el1694 8008/8192 tcp_slow
Lsi 002ec97d 00bla464 0053e5c8 0 00bl94dc 3928/4096 xlate clean
Lsi 002ec88b 00blb504 0053e5c8 0 00bla58c 3888/4096 uxlate clean
Mwe 002e3al7 00c8f8d4 0053e5c8 0 00c8d93c 7908/8192 tcp_intercept times
Lsi 00423dd5 00d3a22c 0053e5c8 0 00d392a4 3900/4096 route process
Hsi 002d59fc 00d3b2bc 0053e5c8 0 00d3a354 3780/4096 XXX Garbage Collecr
Hwe 0020e301 00d5957c 0053e5c8 0 00d55614 16048/16384 isakmp_ time_keepr
Lsi 002d377c 00d7292c 0053e5c8 0 00d719a4 3928/4096 perfmon
Hwe 0020bd07 00d9cl2c 0050bb90 0 00d9blc4 3944/4096 IPSec
Mwe 00205e25 00d9elec 0053e5c8 0 00d9c274 7860/8192 IPsec timer handler
Hwe 003864e3 00db26bc 00557920 0 00db0764 6952/8192 gos_metric_ daemon
Mwe 00255a65 00dc9244 0053e5c8 0 00dc8adc 1436/2048 IP Background
Lwe 002e450e 00e7bb94 00552c30 0 00e7adlc 3704/4096 XXX/trace
Lwe 002e47le 00e7cc44 00553368 0 00e7bdcc 3704/4096 XXX/tconsole
Hwe 001e5368 00e7ed44 00730674 0 00e7ce9c 7228/8192 XXX/intfo
Hwe 001e5368 00e80el4 007305d4 0 00e7efé6c 7228/8192 XXX/intfl

Hwe 001e5368 00e82ee4 00730534
H* 0011d7f£7 0009ff2c 0053e5b0
Csi 002dd8ab 00e8al24 0053e5c8
Hwe 002cb4dl 00f2bfbc 0051e360
Hwe 003d17d1 00f2e0Obc 00828cf0
Hwe 003e71d4 00£f2f20c 00537d20
Hsi 001db3ca 00f£30fc4 0053e5c8
Crd 001db37f 00£32084 0053ea40
Lsi 001db435 00£33124 0053e5c8
Hwe 001e5398 00f441dc 008121e0
Cwe 00ldcdad 00f4523c 00872b48
Hwe 001e5398 00£f4633c 008121bc
Hwe 001e5398 00£47404 00812198
Hwe 001e5398 00£4849c 00812174

2470 00e8103c 4892/8192 XXX/intf2
780 00e851lc 13004/16384 ci/console
00e891cc 3396/4096 update cpu usage
0 00f2al34 7692/8192 uauth _in
0 00f2cled4 7896/8192 uauth_thread
0 00f2e294 3960/4096 udp_timer
0 00f3004c 3784/4096 557mcfix
121094970 00£310fc 3744/4096 557poll
0 00f32lac 3700/4096 557timer
0 00f43294 3912/4096 fover ip0
0 00f44344 3528/4096 ip/0:0
0 00f453f4 3532/4096 icmp0
0 00f464cc 3896/4096 udp_thread/0
0 00f475a4 3832/4096 tcp_thread/O
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$30F show service-policy 37> K~ show webvpnsve AT F |

show tech-support

Hwe 001e5398 00£495bc 00812150 0 00f48674 3912/4096 fover ipl

Cwe 00ldcdad 00f4a6lc 008ea850 0 00f49724 3832/4096 ip/1:1

Hwe 001e5398 00f4b71c 0081212c 0 00f4a7d4 3912/4096 icmpl

Hwe 001e5398 00f4c7e4 00812108 0 00f4b8ac 3896/4096 udp thread/1l

Hwe 001e5398 00f4d87c 008120e4 0 00f4c984 3832/4096 tcp_ thread/1l

Hwe 001e5398 00£f4e99c 008120c0 0 00f4da54 3912/4096 fover ip2

Cwe 00le542d 00f4afa6c 00730534 0 00f4eb04 3944/4096 ip/2:2

Hwe 001e5398 00f50afc 0081209c 0 00f4fbb4 3912/4096 icmp2

Hwe 001e5398 00f51bc4 00812078 0 00f50c8c 3896/4096 udp_thread/2

Hwe 001e5398 00f52c5c 00812054 0 00f51d64 3832/4096 tcp thread/2

Hwe 003dla65 00£78284 008140f8 0 00f77fdc 300/1024 listen/httpl

Mwe 0035cafa 00f7a63c 0053e5c8 0 00f786c4 7640/8192 Crypto CA

185042 bytes
0 bytes/sec

1352 bytes

0 bytes/sec

0 bytes/sec

60 bytes
0 bytes/sec

0 bytes/sec

outside:
received (in 205213.390 secs):
1267 packets
0 pkts/sec
transmitted (in 205213.390 secs):
20 packets
0 pkts/sec
inside:
received (in 205215.800 secs):
0 packets 0 bytes
0 pkts/sec
transmitted (in 205215.800 secs):
1 packets
0 pkts/sec
intf2:
received (in 205215.810 secs):
0 packets 0 bytes
0 pkts/sec
transmitted (in 205215.810 secs):
0 packets 0 bytes
0 pkts/sec

PERFMON STATS: Current
Xlates 0/s
Connections 0/s
TCP Conns 0/s
UDP Conns 0/s
URL Access 0/s
URL Server Reg 0/s
TCP Fixup 0/s
TCPIntercept 0/s
HTTP Fixup 0/s
FTP Fixup 0/s
AAA Authen 0/s
AAA Author 0/s
AAA Account 0/s

0 bytes/sec

Average
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s

W CiscotFalT4 FF5347YRARVEYIFLUR

OL-10086-02-J |



| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show tech-support W

EEavTUF avok A

show clock Syslog Server (PFSS) & ABiF— A 7F A7 7 F % (PKI) 7
o havTEHINSG I/ ry VR RLET,

show conn count STV D e & rlRE e e 2 o~ L £ 77,

show cpu CPU O APIRILIZB T D M A R R L E T,

show failover BRDAT—H A BIORED®F2 VT 4 T IAT L AINT Y
T AT TN omERRFLET,

show memory WELAE ) DR KEL AR —F (7 AT K CTEUER A ATAE
REEAEY BEIZONWT, EHERRLET,

show perfmon YXF2 VT4 TTIAT L ADNRT 3 —~ R T HIERE R
RLET,

show processes FELTWATa®2D Y A NEFERLET,

show running-config X2 VT4 TTFIAT A LTHEETIANTWS a7 ¢
Xal—vara&rLEd,

show xlate A my MIBETLHERER T LET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  show track

show track

FNSwFoZ FrtvR L BlENEAT Vs MCETAEREE T SI21E, = —%F EXEC
£ — R Tshowtrack =~ R&ZEH L £7,

show track [frack-id)

YUBYYRADBHRA  track-id FNTZodr 7 2 hUDOFAT Y=/ MID, AL 1 ~ 500 TY,
TI24IE track-id DRSS NRVEE, T_XTCO T v F o7 A7V 7 NCBETHERBIFRSNET,
AT R E—F WOFT, ZDaAT FE AN TELE—FEZRLTWET,
I774724—)LE—F £FXaUT4 AVTFX}
TILF
avY K E—F V—TyF & DU AVTERE |VATLA
. —# EXEC . — . — —
avy FEE )1)—x ETENE
7.2(1) Zoa~vy FREASNE L,
il WIZ, show track =~ > RO I Z R L £,
hostname (config) # show track
Track 5
Response Time Reporter 124 reachability
Reachability is UP
2 changes, last change 03:41:16
Latest operation return code: OK
Tracked by:
STATIC-IP-ROUTING O
BAEaTUF avyFk L
show running-config track  Ef7a L7 4 F 2l —3 320 trackrtr 2~ REF R LET,
track rtr SLAZR—=V 7 F 272D 7 yxr 7 2 M) 2ERLET,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show traffic W

show traffic

DoAY H DA

T4

avURE—F

AU E =T 2 A ADKET VT4 ET 4 EZIET VT 4 €T 4 RART DL, F#HE EXEC £— R
T show traffic 2~ > R&EFEHLET,

show traffic

Zoavy FE 5lBbF—U—Fbd ) EHA,

T 7 4V N OMEREILZH D /A,

ROFIE, Z0a~r P2 ANTELE—FERLTHET,

77479 4x—)ILE—F Xa)T4 aVTFRXE
TILF

avv kK E—F L—Fv F & SV AVTFERE VATLA
4%1‘% EXEC . . . ° .
avy FERE ))y—xX EENE
7.2(1) ASA 5550 ST 2 U T 4 T T T7A T 2 AD T2 DOFRI £ R/ 5B
ShE L,

FEREDHS FS1Y

%l

show traffic =~ > N|&, show traffic I~ RBRBZRICAS SNTREREITEXF 2V T4 777
AT VANF T A NI o RS U, A VB —T oA ZAZ@i LT3y FOFE A K
BaFr LET, PRI, X207 40 TT7I9AT U ANERO) 77— A, A2 71 ilheo
TG ORBEER] T (ERIDO U 77— FLRRIZ clear traffic =~ KRB A SN THWeWgEE), =
Davwy RPANINTWEGA, 2O, a2~ RRAT SRR D ORGEFRER CTF,

ASASS50 IR E X 2 VT ¢ TT T4 T U ADEE, show traffic 2~ RiZAwr v b T L OEH
AN—Ty FbFRLET, ASASSS0 WAt X2 VT 4 754 TV ATIEALN—T v b &k
KEBIZT D720 N T 7 4 v 7 BB IR IND Z ERRDONFETH, ZOEHAL—T v K
DFERIZEY, VT 74 v 7P —ICEA SN TND Z & Z AR TX £,

WAz, show traffic =~ > ROl Z R LET,

hostname# show traffic
outside:
received (in 102.080 secs):
2048 packets 204295 bytes
20 pkts/sec 2001 bytes/sec
transmitted (in 102.080 secs):
2048 packets 204056 bytes
20 pkts/sec 1998 bytes/sec

EthernetO:
received (in 102.080 secs):
2049 packets 233027 bytes
20 pkts/sec 2282 bytes/sec
transmitted (in 102.080 secs):
2048 packets 232750 bytes
20 pkts/sec 2280 bytes/sec
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W show traffic

ASASSSO X2 VT 0 TTI7A4 T ADY,

Packets-per-second profile:
Slot O: 3148 50%‘****************
Slot 1: 3149 50%‘****************

Bytes-per-second profile:

WDT XA NMMRFZICERRINET,

Slot O: 427044 50%‘****************
Slot 1: 427094 50%‘****************
PEaTR avwo kR EizL)]
clear traffic EETITAETAEZEBET VT AT A0 2% )y FLET,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vauth W

show uauth

BAERESNTWD 1 ANFEZEF TR TOZ—H, =PRSS RENTWEERANIP, ¥ v
Ta I IP BEXOE— FERAEEWR A R T DI, F5#E EXEC £— K C show uauth =~ > K%
EALET,

show uauth [username)

YR VY ADEBH

FTI24ILEF

aAvU kR E—F

username (j-7 vay) BRTHL— 'H-utuu rﬁ?&kl ‘H‘mu l\ﬁi&%l’—qj—% TIE
ELET,

=R/ BT DL, TRTOX—FOREAFRNFRESNET,

WOFEIE, ZDa<vr FeANTELHE—FeRmLTWVET,

274F7724x—)ILE—F Xa)FT4s aVTFRF

TILF
avy K E—F =Ty F &k UL aAVFEXERE (VATLA
HrHE EXEC . . — — .
avy REE Jyy—=x ETEARE
BELE Zoawr REFBEFO LD TT,

EREDHS FS1Y

G¥)

show uauth =~ > FiE, 1 AFZITTRTOZ—F D AAARAF v v a2 AAABGEX vy v 2
EFRRLET,

timeout =~ N EILITEH L £,

HFa—PF ARARDIP 7 RLARIZIE, BBAlF Y vy anftianEzd, 2—F KA NITLIZT R
AL —EADORT ERKI6HEE Ty v aTEET, 2—VFREYRHRA DL, Frvia
SNV —ERZTI7EALLY ETDHE. X2 VT4 TT 74TV AF2—FEBABEALTH
HERZEL, TICEHEZNEUELET, HD Web A b~DT 7 RE - JERBTIND L, T2
EZIE A A=V ETRRADE XL, FA A=Y TEICRBAY—ANLEBELEEA ([ A—VNF
CIPT7 FLANLTHLEMEEINET), 2oFetRcky, BaH—R"ETAAT—< %
DIRBEZ B L, A S KIS S E T,

show uauth =~ > RO TIL, SREERB L OO B TRAJ Y — N &SN -2 —F B ER
ENFET, Flo, 2—FTEARARASL UV RENTWBIPT RLA, 2—FRBAEINZ20T TH D0,
Xy v laINTE—EREZF S TWADDBERINET,

Xauth A R —TNMZTHE, 7747 MZEIDETHATNSIP T KL AD=x > kU3 uauth
7 —7 /L (show uauth 3‘7‘/ F’Ci@ﬁ“f?{fi’ﬁ WCBMENET, 2720, Xy NU—JILEE—
K -C Easy VPN Remote #%AE Z Xauth %ﬁiﬂ%'ﬂ“%) L. Xy NT—ZRIZIPSec b RAVDMERL S
nNo=o, 7747¢¢%w®m AN WD —HE 1 DD IP 7 KL R ZBEEIT 5 Z LR T
TFEHA, LEN-T, Xauth D5ETHERZ uauth T RNUDBMERENFE A, AAARBRE7Z1IT H
T T AT = EANRKELERDLGEEIT. AMARIE X v a4 X —T NI LT, 7747
T A=V DEZ DN D 22—V ZBIEL 7, AAARIEY 2 X LV OFEMIZ OV TIL, aaa 2~
ROEEZZH L T EE,
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  showuauth

2=V OERNT A R 720721212 % v v ¥ 2 ZIRFFT 28I 2 8 €9 5 1214, timeout uauth =
UV REFEHLET, T TOZ—F DT RTCORAF v v = ZHIFRT 2121%. clear uauth =~
VREHFEHLET, REEGEEERT D &S ICITHRES NI MENECET,

W] \/kﬁ:\ :L“_‘"j:ﬁ)mupfl:éﬂ“(ia ﬁ)ﬁ_ IAOD:L_—H-O)QAUQJ‘_EZIP ?EPVG‘&)éiﬁEL/EI\O) show uauth =~ > ]\“
OB AR LET,
hostname (config) # show uauth
Current Most Seen
Authenticated Users 0 0
Authen In Progress 0 1
WIZ, BANDZ—RWEES N, EX =2V T 4 TTIAT AN L TH—EREHHTLZ L%
B XN TV BEA D show uauth =< > ROH B RL F7,
hostname (config) # show uauth
user ‘pat’ from 209.165.201.2 authenticated
user ‘robin’ from 209.165.201.4 authorized to:
port 192.168.67.34/telnet 192.168.67.11/http 192.168.67.33/tcp/8001
192.168.67.56/tcp/25 192.168.67.42/ftp
user ‘terry’ from 209.165.201.7 authorized to:
port 192.168.1.50/http 209.165.201.8/http
BAEaITUF avvk EER
clear uauth BUED = —FORGERH & B fFHR A HIFR L £,
timeout T A RIARAED e KAk FeRF ] 2 3 E L £ 97,
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show url-block

show url-block

url-block N 7 712 B 7 v ME, BEXUONRN Y 77 EREB2 22O EITEREOLZHICR
0y 7 EINT Ny MR (BAGEE) HFERT AN, ¥ M EXEC & — KT show url-block ==~ >
FEEHLET,

show url-block [block statistics]

LB YY) ADMERA  block statistics (AFvar) Tuyr Ny 7y FRHRROWGHEREZR R LET,
FTI24ILF T 7V N OEERHEIZS Y EH AL
avy kK E—F WORIL, ZOavwr REANTEHE—RERLTVET,
I774794x—ILE—F £XaYF4 aAVTFFR b
<ILF

avv K E—F =Ty F &k UL AVTFEXRRER (VATLA

¥i#E EXEC . . . . R
avy FEE Jy1y—x TEAR

BEAF Zoawy REBEFOLDO T,

FEREDHS FS1Y

]

show url-block block statistics =~ > N, url-block X 7 7I1ZH B 37w Mg, BLONNy 77 E
BEMZ 22O EZITEEEOEDIC RNy 7ENT= 7y ML (HDFEE) 2FrLET,

&Iz, show url-block =~ > RDOH Iz R L £,

hostname# show url-block
| url-block url-mempool 128 | url-block url-size 4 | url-block block 128

URL 7y 7 Ny T77Dar7 4Xalb—arRNERENTWVET,

Iz, show url-block block statistics =~ > KO Sl E R~ L £,

hostname# show url-block block statistics

URL Pending Packet Buffer Stats with max block 128 |

Cumulative number of packets held: | 896
Maximum number of packets held (per URL): | 3
Current number of packets held (global): | 38
Packets dropped due to

| exceeding url-block buffer limit: | 7546

| HTTP server retransmission: | 10
Number of packets released back to client: | 0

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show url-cache statistics

BEaTR

avwok E7L)]

clear url-block block statistics Ty Ny T ERRR Y 2 EEELET,

filter url N7Z7 4w 27% URL 74 NE Y 7 = N2 TiED £95,

url-block Web — _OISEIZHEH SIS URL Ny 7 7 B L E T,

url-cache N2H2 —/ 3% 72 1% Websense $— 3035 DIEEEZRE LT 5D
MO URL ¥ v v 7 A FX—TMIL, ¥ v¥aDP AR
EHRELET,

url-server filter =~ N T T2 N2H2 ¥ —/3F /2% Websense ¥— /3
ERELET,

show url-cache statistics

LR YY) ADERHA

FTIAILE

AR E—F

N2H2 7 4 V& U v 7 B — 3F 72 1% Websense 7 4 /L& U o 7 H— 3555 S 72 URL JSZITE
HEN D, URL v v ¥ 2 ZBT2EWE E£RT D21, ¥ EXEC & — K T show url-cache
statistics =~ > FEZEHLE7,

show url-cache statistics

Zoa<wy FZE lBbLF—VY—Fbb b EHEA,

T 7 4 F OBEREIZSH Y FE A,

WOFEIE, ZDa<xr FeANNTELHE—FeRLTWET,

274F7724x—)ILE—F Xa)FT4s aVTFRF
TILF

avv kK E—F V=T F |&Ef# SV AVTHRRL ([VATLA
4‘%}’1{% EXEC ° ° . . .

av Y FEE Jiy—=R EEARS
BELE Zoawr REFBEFO LD TT,

EREDHS F31

show url-cache statistics =~ > Fid, koO= M) #FKRLET,

e Size: KBHALTHELIF v v o %A X, url-cachesize 7' a v ZFEHALTERELET,

* Entries : ¥ ¥ v o A XNHESFvrvia = M OERE

e InUse: BIEXx ¥y alldbdx=r UL

e Lookups : EX=2UT 4 TT7IAT UV ANF Yy va 2 b BHRE LR,

e Hits: ¥EF2 T4 T7IAT U ARF Y v aNTZ Y b 2K Lz,

show perfmon =~ > % {# [ L C, N2H2 Sentian F 72/ Websense 7 4 VX V7 T U T 4 T 4
BT 2B ®E R R TEET,

Ciscotx¥aUT4 FFSA4AF7VRIARVYEYITPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show url-cache statistics W

Bl &Iz, show url-cache statistics =~ > FOH /%R~ L £,

hostname# show url-cache statistics

URL Filter Cache Stats

| size : 1KB
Entries : 36
In Use : 30
Lookups : 300
| Hits : 290
BEEEaT VK avyv kR B

clear url-cache statistics a7 4 X2 b— 3 )b url-cache 2~ 2 RXEHIBRL E7,

filter url NZ77 427 % URL 7 4 V& U 2T P—NIZHITTED 77,

url-block Web Hh— "OIREICHEH &5 URL Ny 7 7 Z#EFB L £,

url-cache N2H2 ¥ —/3F 7213 Websense H— N2 5515 L 72 % @ URL
Xy vV EARXR—TNICL, Fr v a4 XERELE
-a_‘o

url-server filter =~ R CEHT 5 N2H2 Y —/3F 721X Websense — 3% 5
Eb\i—a—‘o

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W show url-server

show url-server

URL 7 4 M E Y 7 H—NIZBET B R E TR T HI21E. ¥ EXEC & — R T show url-server =
<~ REFERLET,

show url-server statistics

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

72747 94—) E—F %2574 a>TFXF

TIVF

avvy R E—F =Ty F &Eh UGN aAVTERER (VAT L

q&%*@ EXEC . . ° ° .
avy FERE Jyy—=x EENE

BEfF Zoa<y RIEEFEO L O T,

EREDHAL KS4 >  show url-server statistics =~ > F{X, URL —/X X & —_ URL O&HE., #Falshi-$k, S
SN7-%k, HTTPS ¥l D&tk #Frl Shvizgk, 55 Shviz#k, TCP o ARk, fFafansz
B, HEENEZE, BEXOURLY—RN AT =X A2 FRLET,
show url-server =~ > RiZ, ROEREFRRLET,

e N2H2 O34 :url-server (if name) vendor n2h2 host local_ip port number timeout seconds protocol
[{TCP | UDP}{version 1 | 4}]

*  Websense DA : url-server (if name) vendor websense host local ip timeout seconds protocol
[{TCP | UDP}]

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

]

show url-server

&Iz, show url-server statistics =~ > RO %R L £,

hostname## show url-server statistics

Global Statistics:

URLs total/allowed/denied
URLs allowed by cache/server
URLs denied by cache/server
HTTPSs total/allowed/denied
HTTPs allowed by cache/server
HTTPs denied by cache/server
FTPs total/allowed/denied
FTPs allowed by cache/server
FTPs denied by cache/server
Requests dropped

Server timeouts/retries
Processed rate average 60s/300s
Denied rate average 60s/300s
Dropped rate average 60s/300s

URL Server Statistics:
192.168.0.1

Vendor

Port

Requests total/allowed/denied
Server timeouts/retries
Responses received

Response time average 60s/300s
192.168.0.2

Vendor

Port

Requests total/allowed/denied
Server timeouts/retries
Responses received

Response time average 60s/300s

994387/155648/838739
70483/85165

801920/36819
994387/155648/838739
70483/85165

801920/36819
994387/155648/838739
70483/85165

801920/36819

28715

567/1350

1524/1344 requests/second
35648/33022 requests/second
156/189 requests/second

UpP

websense

17035

366519/255495/110457

567/1350

365952

2/1 seconds/request
DOWN

websense

17035

0/0/0

0/0

0

0/0 seconds/request

URL Packets Sent and Received Stats:

Message Sent
STATUS_REQUEST 411
LOOKUP_REQUEST 366519
LOG_REQUEST 0
Errors:

RFC noncompliant GET method
URL buffer update failure

Semantics:

Received
0

365952
NA

This command allows the operator to display url-server statistics organized on a

global and per-server basis.

The output is reformatted to provide: more-detailed

information and per-server organization.

Supported Modes:
privileged

router || transparent
single || multi/context

Privilege:
ATTR_ES_CHECK_ CONTEXT

Debug support:
N/A

Migration Strategy
N/A

(if any) :

[ oL-10086-02-J
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%30

show service-policy 3<% > K~ show webvpnsve A< K |

H  show version

BEaTR

avwyv Rk EizL)

clear url-server URL 7 A4 A2 Y 7 H— RO EREZHELET,

filter url NZ77 4w 2% URL 7 4 V&Y 7 — 2T TiEY £77,

url-block Web — ROJREICHEH & D URL Ny 77 #FHE L ET,

url-cache N2H2 H—/NF 7213 Websense T—/3025 DR 2R L T\ 5O URL
XY v T EAFX—TMIL, Fr v a4 AERELET,

url-server filter =~ R CHEH 95 N2H2 % — 3 F 721 Websense h— " ZFEE L £

kD

show version

DoAY H DB

TI2FIE

avURE—F

VI M7 R=Vgr N—KRU=z7 ar7 4 F¥al—var, T4 A F—, BLOEHE
T AR T — 2 2 Fr~T 5121%. H# 4 EXEC E— R T show version =~ > RE{FEHA L £7,

show version

Zoavy FE 5l8bF—U—Fbd ) EHA,

T 7 4V N OERMEILZH D TH A,

ROFIE, Z0a~r P2 ATELE—FERLTHET,

2747 94—IL E—F [£Fa)F4 aVTFRF
2ILF
avvkE—F M—TyFk &k U AVTERE (VAT LA
:L._-}j- EXEC . . . . .
av Y FEE ))y—= EERE
BEAE Zoawry REBEFOLDOTT,
7.2(1) AF—F T T 2= F—R"— F— R TL, 7 T A X OBEFM 273

EREDHS FS1Y

TIRFERINDEIITEHESNE L,

show version =~ RZfEHIT L, Y7 bhooT7 N—=T g, &BIZY 77— IR TLBEOBIE
B, ety 2L, 759 anN—FT 4 a9 AT A E—T A AR—F, ¥UT
NFEE BIOSID), 777 4 X—vay F—flH, 48R ZA47 RELIZUR) ., BELY, =
VAR 2= a U BNERBICEFR SN L EDHA A DAE T FRTEET,

show version =~ R CERINAV I TNEZIL. 7T v a2 /3—FT a3 BIOS DHLDTY,
VX —VDOVIVTNARGEIIRERVET, VT N =T Ty L— RERBTLIHAIE. vy —
TFEETIX/2 <, showversion =~ R CEREIND VI T NLEFEZHNLIETT,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show version W

BRI OEIL, 7 == A==ty PAEEL TOOHIROR S 2R L TWET, 1| BOLEE
PNEMEZRAF I Lo G, hOEREPEEL AR L TOLIRY | BEBRFFE OMITHM L T £,

1 ROFNT, V7 T =2T N—=Ta N—RyxT7 ar74¥al—ary G4V AF— B
K OB DB T — ¥ A R T 2 HEEZ R L TVWET, AT — F 7L 7 =2 — )L — =35
ESHTVAREETIE, 7 =—/d—"— 7 5 25 ORMIEN 2R TEMOTRER S hET,
Tz VA= N RREISNTWRWGEES, ZOTIEERRENET A,
hostname# show version
Cisco PIX Security Appliance Software Version 7.0(4)

Device Manager Version 5.0 (4)

Compiled on Tue 27-Sep-05 10:41 by root

System image file is "flash:/cdisk.bin"

Config file at boot was "startup-config"

pix2 up 7 days 7 hours

failover cluster up 2 mins 44 secs

Hardware: PIX-515E, 128 MB RAM, CPU Pentium II 433 MHz

Flash E28F128J3 @ 0xfff00000, 16MB

BIOS Flash AM29F400B @ Oxfffd8000, 32KB

0: Ext: EthernetO : address is 0011.2094.1d2b, irg 10
1: Ext: Ethernetl : address is 0011.2094.1d2c, irg 11

Licensed features for this platform:

Maximum Physical Interfaces : 6

Maximum VLANs : 25

Inside Hosts : Unlimited

Failover : Active/Active

VPN-DES : Enabled

VPN-3DES-AES : Enabled

Cut-through Proxy : Enabled

Guards : Enabled

URL Filtering : Enabled

Security Contexts : 5

GTP/GPRS : Enabled

VPN Peers : Unlimited

This platform has an Unrestricted (UR) license.

Serial Number: 808184143

Running Activation Key: 0xcf22f25d 0xeclc3174 0x8cbl38a0 0xaad8b878 0x4f32fd90
Configuration last modified by enable 15 at 14:18:26.103 UTC Thu Oct 6 2005

hostname#

EZEav UK = N EiEA
show hardware AN R =T ORI R L E T
show serial N=RT 27D TIERERRFLET,
show uptime X2 VT4 TTIAT U APIEL TS HROES2RRLET,
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  showvlan

show vlan

X2 VT4 TTIAT L ACRKESNTNDTRTD VLAN 2K T HI121%, Kk EXEC £—
RC show vlan =~ > RZEH L £ 7,

show vlan
TIAIE T 74 N OEBECHEIZH D EH A,
avY kK E—F WDOEF, ZOa~vwr ReEANTELZE—RERLTWVET,
774794 —IE—F X274 aV0TFRAb
TILF

avv Rk E—F =Ty F &Eh DU AVTEXRE |[VARTL

4%1‘% EXEC . . . I .
avy FERE )1)y—x EENE

7.2(1) Zoa<wy RREAINE LT,
#i WOFITIX, BEESHTWS VLAN #FR LET,

hostname# show vlan

10-11, 30, 40, 300
fAEa<UKR avwyv Rk HL:

clear interface show interface 2~ > FOI v o X HHEHELET,

interface A VB—T 2 AZREL, AV F—Tx2Af A AT 4 Fal—Tg

T— RNIZAY £,
show interface AV B—T 2 ADT LA A AT —ZALFEHIEREFRRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn load-balancing W

show vpn load-balancing

YR VY ADEBH

TI2FIEF

VPN B — RRFG U TR T AXDary 7 4 X o b—3 g BT D BT EHE &2 £
THTIE, Fe—b a7 4 Xalb— gy T— R, BHEEXEC £— R, £/ VPN o — A
Z v & — R T show vpn load-balancing =~ > & H L £,

show vpn load-balancing

Zoawy FIZiE, 5IBLERELH Y A,

T 7 A OBEREITH Y FH A,

avY R E—F WOFEZ, ZOavwry REANTELE—RFE2RLTHET,
2747924 —I)L E—F [FaTFTqs AVTFRXE
2ILF

avv kK E—F =Ty F |Ek YU AVTERE ([VARTL

Ja—) a7 4 Fal— | — . — —

va v

¥ #E EXEC . — . — —

VPN B — RNZ v . — . — —
av Y FEE y—= EERNE

7.0(1) Zoavry FPREAINE L,

7.1(1) H B D Load (%) #5355 L O Session FoxIZ, EBID IPSec 7 7 LB I

EREDHS F31>

]

SSL U 7 AisBINESivE Lz,

show vpn load-balancing =~ > FiE, KL VPN n— RN T vy 7T 22T D #EHE @A
KRLET, B—HNV TNAA AN VPN R — RRT U7 7T AZIZBMLTHWRWER, 20
avy RNiE, ZOT A AL VPN B— RRT U U I RRE SN TN 2@ L ET,

HAODT7T 22027 (%) 13, 8L C0bEX=2 T4 T7IAT U ADIPT RLAZRLET,

WOBNT, B =B T /RA AN VPN 02— RNRT v 7 75 ZAZIZENM LTS48 0 show vpn
load-balancing =~ > FEBIXRNZOH 1 EZR L THWET,

hostname (config-load-balancing)# show vpn load-balancing

Status: enabled

Role: Master

Failover: n/a

Encryption: enabled
Cluster IP: 192.168.1.100

Peers: 1
Load (%) Sessions
Public IP Role Pri Model IPSec SSL IPSec SSL
* 192.168.1.40 Master 10 PIX-515 0 0 0 0
192.168.1.110 Backup 5 PIX-515 0 0 0 0

hostname (config-load-balancing) #

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show vpn load-balancing

2—H) TNA ANVPN B— RNNF T 7T AZZEMLU TGS, show vpn
load-balancing =~ > Rix, LEXBRIKROL I BREREFARLET,

hostname (config) # show vpn load-balancing
VPN Load Balancing has not been configured.

BEEa<ok avwUFr EiiEA

clear configure vpn load-balancing 27 4 F 2 —3 3 )5 vpn load-balancing =~
¥ RXEHIBRLET,

show running-config vpn load-balancing HIED VPN u— KRR U U R S AZ D=
T4 ¥al—a L EERLET

vpn load-balancing VPN 2— RRZ 7 F— NIZAD £7,

Ciscot¥aUF4 PFSAF7VRARVEYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn-sessiondb W

show vpn-sessiondb

VPN & v v a BT A £R"T 51213, F#HE EXEC E— KT show vpn-sessiondb =~ > N4
FERLET, Zoa~vy N, BlREREE I EMCERT2-004 7 a U REEn T
T, BRTDEYarDEATERETET 1IN, HREZANZ I TBLIRNY— T 57
WO TvarBSHESRTOHWET, [V Z v 7 208 ofs HHEOTA RT7A42) T,
FNENDMEHAAGER AT L a AZHOWTEHRIAL TV ET,

show vpn-sessiondb [detail] [full] {remote | 121 | index indexnumber | webvpn | email-proxy} [filter
{name username | ipaddress /Paddr | a-ipaddress [Paddr | p-ipaddress [Paddr | tunnel-group
groupname | protocol protocol-name | encryption encryption-algo}|
[sort {name | ipaddress | a-ipaddress | p-ip address | tunnel-group | protocol | encryption}]

LR YY) ADERHA

RTOFHAE

detail Yo va BT AR ERAER R LET, 7oL XX, IPSec By v a
AL T detail A7 a CEREHTSHE IKE Ny Y2 7T U X4,
WIET— N, F—FARMRER EoBMoEMERNF I ET,

detail & full 7> 3 VEEETLHE, X2 VT 4 T4 TR iE~
U TCHAIY AR TR I AR R L ET,

filter 12U EDT7 4 vE T aa2EHLT, BETAHEROLEZERT D
I ET7 42 Y T UET, FERICOWTIE, R LoFEES
LT 7EEwn,

full e L7, B S TR 2R R LET, 0% L =a— P,
|FLE & || CFFITREI b ET,
sort HBETLDY— M AT ailit-oTHNE Y —FLET, FEMIZONT

3 A EOEFESZRL TIES W,

®rTdtyvay

447

email-proxy BrA—ATRXRY By va 2R RLET, BFA-—ALTBXY By
a BT IDOEREEDEERTTDHIE L. TA4NF AT a s
Y=+ FF v arTHD name (FEFE4) . ipaddress (77 A 72 ),
encryption ] L CE#RE 74V Z V7T L TEET,

index indexnumber ATy I AFGZEREL T, B—DtyvarzRRLET, Eyia
YDA T I AFy (1~750) ZERELET, T4V F AT ar
V—hFFvaiddEInEEA,

121 VPN @ LAN-to-LAN & v ¥ g UfHE£R LET, TITOT =TI
BT 2 DEMEZOEERTTLIIE L . T4V F AT varby—F
47"y 2 > T 5 name, ipaddress, protocol, encryption % fi f L CI5H
BIANZY TTHIEHTEET,

remote VE—bT7 278X By arazfRm LET, TXTOIA—=TIZHTDZ
DIEREZDEERTTDHIE S, 74 NVH F7°2 a2 ThD name,
a-ipaddress, p-ipaddress. tunnel-group. protocol, encryption % ffif L C
BRETANZY L TTHZEHLTEET,

webvpn WebVPN & v ¥ a NIBT 2R ERRLET, TRTOZ =TT
LHIDOEREZOEERRTDHEL, 74N F AT var & y—FF
7Y a T % name, ipaddress. encryption X H L CTIEHME 7 1 V¥
Vo735 bTEET,

T4

T 7 H ) F OBEREIZSH VD FH A,

[ oL-10086-02-J
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%30

show service-policy 3<% > K~ show webvpnsve A< K |

Ml show vpn-sessiondb

avURE—F

ROFIE, Zoa~r FeATELE—FERLTHET,

I7AT7 24—V E—F £F2)T42VTHRG
TILF
avvkE—F M—Ty Fk &k U AVTERE (VAT LA
¥iHE EXEC ° ° — — *
avy FERE )1)—x EERNE
7.2(1) Zoa~vy FREASNE L,

EREDAA K314

ROF T a LT, tyva MICEHTLIRTRINEELETANZ ) TBEIOY—FTEE

R

T4NB Y= FTLay

=R

filter a-ipaddress /Paddr

sort a-ipaddress

HWNEZ7A4NVZT T LT, IBELEEID Y THEAIP T KL
A (EEEAD) IOV TORERYFRLET,

Y CTHEHRIP T RLAZEREL LT, FTRNEEZY—FL
jz‘j—o

filter encryption encryption-algo

sort encryption

Whze7 40207 LT fRE L ST V=Y X5 (1
) #BHLTOWAE Yy Y a oW TOREREE R LE
7T

b7 T X aeLEL LT, RFIAREY —FLET,
B b7 v 3 Y X A2, aes128, aes192, aes256. des, 3des,
red DEENET,

filter ipadddress /Paddr

sort ipaddress

HWhEZ7 4027 1LTC, BELTEWNEIP 7 RLA (B
") AZOWTOAERER R LET,

WESIP 7 FL A& 5L LT, R-NAEZ Y —FLET,

filter name username

sort name

Hha7 42 ) 7 LT $RE Lica—¥4 (B (128
THEYa rERFLET,

2—YHEREL LT EBRNEEZT LT 7 Xy METY— b
Li‘ﬁ—o

filter p-address /Paddr

sort p-address

HAEZ7 42D 7 LT, FBELIIMBIP 7 KL A2
TORERERRLET,

FRE LA IP 7 R A (5r]) ZRHEL LT, BTRNAE
Y —RLET,

filter protocol protocol-name

sort protocol

MhuE7 4027 LT, BELT 7 han (B %
BHLTWDSEY v a OV TOREREF R LET,
Ja haniEEREL LT, RANEEY— M LET, v b=
JUIZiX, IKE, IMAP4S, IPSec, IPSecLAN2LAN,
IPSecLAN2LANOverNatT, IPSecOverNatT, IPSecoverTCP,
IPSecOverUDP, SMTPS. userHTTPS. vcaLAN2LAN 23 & £
£

filter tunnel-group groupname

sort tunnel-group

Hhz7 4207 1LT, BELE b2V I —F (B
o)) oW TOREREZFRLET,
MoV IN—T% UL LT, Er-NEEY—FLET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

show vpn-sessiondb W

TA4NBII— ATy 13

| 5C7 51%% {begin | include | exclude | grep | [-v]} {reg exp} Z{FH L T,
HAZEELET,

<cr> Hhzary Yy — kG LET,

Kt EXEC E— R TAS L7k OFTliE, LAN-to-LAN & v 3 g VTR A3 EREF R LT
WET,

hostname# show vpn-sessiondb detail 121
Session Type: LAN-to-LAN Detailed

Connection 172.16.0.1
Index 1 IP Addr 172.16.0.1
Protocol IPSecLAN2LAN Encryption AES256
Bytes Tx 48484156 Bytes Rx 875049248
Login Time 09:32:03 est Mon Aug 2 2004
Duration 6:16:26
Filter Name
IKE Sessions: 1 IPSec Sessions: 2
IKE:
Session ID 1
UDP Src Port 500 UDP Dst Port 500
IKE Neg Mode Main Auth Mode preSharedKeys
Encryption AES256 Hashing : SHAL
Rekey Int (T): 86400 Seconds Rekey Left(T): 63814 Seconds
D/H Group 5
IPSec:
Session ID 2
Local Addr 10.0.0.0/255.255.255.0
Remote Addr 209.165.201.30/255.255.255.0
Encryption AES256 Hashing SHA1
Encapsulation: Tunnel PFS Group 5
Rekey Int (T): 28800 Seconds Rekey Left(T): 10903 Seconds
Bytes Tx 46865224 Bytes Rx 2639672
Pkts Tx 1635314 Pkts Rx 37526
IPSec:
Session ID 3
Local Addr 10.0.0.1/255.255.255.0
Remote Addr 209.165.201.30/255.255.255.0
Encryption AES256 Hashing SHA1
Encapsulation: Tunnel PFS Group 5
Rekey Int (T): 28800 Seconds Rekey Left (T): 6282 Seconds
Bytes Tx 1619268 Bytes Rx 872409912
Pkts Tx 19277 Pkts Rx 1596809
hostname#
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%30

show service-policy 3<% > K~ show webvpnsve A< K |

show vpn-sessiondb

WOFNIH % v 2 VO E R LET,
AsaNacDev# show vpn-sessiondb detail full index 4
Session Type: Remote Detailed |

Index: 1 | Username: dbrownhi | Tunnel Group: bxbvpnlab | IP Addr: 192.168.2.70 |
Public IP: 10.86.5.114 | Protocol: IPSec | Encryption: AES128 | Login Time: 15:22:46
EDT Tue May 10 2005 |Duration: 6h:57m:40s | Bytes Tx: 0 | Bytes Rx: 598357 | Client
Type: WinNT | Client Ver: 4.6.00.0049 | Filter Name: | NAC Result: Accepted | Posture
Token: Healthy ||

IKE Sessions: 1 | IPSec Sessions: 1 | NAC Sessions: 1 |

Type: IKE | Session ID: 1 | Authentication Mode: preSharedKeysXauth | UDP Source Port:
500 | UDP Destination Port: 500 | IKE Negotiation Mode: Aggressive | Encryption: 3DES

| Hashing: MD5 | Diffie-Hellman Group: 2 | Rekey Time Interval: 86400 Seconds| Rekey

Left (T) :

Type: IPSec | Session ID: 2

61341 Seconds ||

| Local IP Addr: 0.0.0.0 | Remote IP Addr: 192.168.2.70 |

Encryption: AES128 | Hashing: SHAl | Encapsulation: Tunnel | Rekey Time Interval:
28800 Seconds | Rekey Left (T):

Packets Tx: 0 | Packets Rx: 8044 |

26794 Seconds | Bytes

Tx: 0 | Bytes Rx: 598357 |

Type: NAC | Revalidation Time Interval: 3000 Seconds | Time Until Next Revalidation:
286 Seconds | Status Query Time Interval: 600 Seconds | EAPoOUDP Session Age: 2714
Seconds | Hold-Off Time Remaining: 0 Seconds | Posture Token: Healthy | Redirect URL:

www.cisco.com |

AsaNacDev# show vpn-sessiondb detail index 1

Session Type:

Remote Detailed

Username dbrownhi

Index 1

Assigned IP 192.168.2.70 Public IP 10.86.5.114
Protocol IPSec Encryption AES128
Hashing SHA1

Bytes Tx 0 Bytes Rx 604533
Client Type WinNT Client Ver 4.6.00.0049
Tunnel Group bxbvpnlab

Login Time

15:22:46 EDT Tue May 10 2005

Duration 7h:02m:03s

Filter Name

NAC Result Accepted

Posture Token: Healthy

IKE Sessions: 1 IPSec Sessions: 1 NAC Sessions: 1

IKE:
Session ID 1
UDP Src Port 500 UDP Dst Port 500
IKE Neg Mode Aggressive Auth Mode preSharedKeysXauth
Encryption 3DES Hashing : MD5
Rekey Int (T): 86400 Seconds Rekey Left (T): 61078 Seconds
D/H Group 2

IPSec:
Session ID 2
Local Addr 0.0.0.0
Remote Addr 192.168.2.70
Encryption AES128 Hashing SHA1
Encapsulation: Tunnel
Rekey Int (T): 28800 Seconds Rekey Left (T): 26531 Seconds
Bytes Tx 0 Bytes Rx 604533
Pkts Tx 0 Pkts Rx 8126

NAC:
Reval Int (T): 3000 Seconds Reval Left(T): 286 Seconds
SQ Int (T) 600 Seconds EoU Age (T) 2714 Seconds
Hold Left (T): 0 Seconds Posture Token: Healthy

Redirect URL

www.Ccilsco.com

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn-sessiondb W

BNZREN TV D L 912, show vpn-sessiondb =1~ > RIZIHNE L TERIND 7 4 — /L RiX, AT
FTHOF—U—PNICEVRERY EF, £30-6 TE, ZNHDT 4=/ FIZOWTHHAL THET,

% 30-6 show vpn-sessiondb AT FD 74 —J)LF

J4—ILE EXEA

Auth Mode IOty varERIETAZOOT e haLEimiiE— R,

Bytes Rx X2 VT4 TTIAT ALV IVE—NOETEIZZFA4T 2 B
MHZAF L2 AR N

Bytes Tx X2 VT4 TTITAT VALV I E— I DOETEIFI T4 T b
~EE SN K

Client Type UE—h BT ETEITENEZ2IA T Y7 bv=7 (AEEREA),

Client Ver UE—h 7 LTEITEND I TIAT VN YT 2T DR—=T 3,

Connection A £ 7 FA_R—RIPT FL A,

D/H Group Diffie-Hellman 2 /L' — >, IPSec SA I 5% —Z AT 57D 7T X
N

Duration Toiay a s UBANSEROBRERY 7Ly o TORIBER
(HH:MM:SS)

EAPoUDP Session Age | IE# (252 T L 72 ELRTOD A8 A T fsRA> B DRIV,

Encapsulation IPSec ESP (1 72/ttt F 2V T 4 A u—FK Fu hai) orafke
FAE (OFEV ., ESP Z@EA L= TD IP N7y hO—#F) ZHAT 5720
DE—F,

Encryption oty varMERHLTWLET =27 VT XN (FFET 58
Ao

Encryption IOy varIMERA LTS T —AREE(LT LY XA,

EoU Age (T) EAPOUDP & v ¥ = UG, IEFIZ58 T LD ERTOR AT v fEdR o
DFRIEFIEL

Filter Name Ty a VIEROFTRERIRT 2 £ 5 HE Shia—F4,

Hashing PRy ROy Y2 BT BIEODT AT Y XLT, IPSec 7 4 R
RS ET,

Hold Left (T) Hold Off Time Remaining DM T4, ELRTD R A F v MR AN IEF 258 T LT

X, 0B TT, ENLUAOHEIT. RIBIORRATF v HERRITE TOR
%I“Cﬁ‘

Hold-Off Time HATDORAF v ERNIETIZE T LA, 0BTy, Tnsogs

Remaining X, WEIORZAF ¥ ks ﬁif@i/%(“fﬁ“

IKE Neg Mode F—IEMRE L, SA ZRETH2DD IKE (IPSec 7 =— A 1) £— F
(T Vv TEREFAALL),

IKE Sessions IKE (IPSec 7= —X1) By a 0T, BEIL1 T, 2hbnky
va Nt IPSec F T T 4 v D MU RIIVERNLL ET,

Index IOV a—ROo—EDID,

IP Addr oty va M HICVE—F 24T MIEIDETONTET T A N—
NP7 FVA, ZOF7 RUAE, WEBIP 7 KL AEIE P 7 R L
AEBMEINET, TOT RLRIZEY, 7747 METTA4X— |
Fy hT—F7 THRANERGZEINET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
[ oL-10086-02-J



$£30E show service-policy 3% K~ show webvpnsve A< K |

show vpn-sessiondb

%% 30-6 show vpn-sessiondb AT FND 74 —)LF

Za—ILF

B8

IPSec Sessions

PSec (72— 2) oy ar (FoxRADT—Z I3 7 47 &
alr) O, % 1PSec VE— 727X v g iliL2 DD IPSec
Ty ardbHVET AL PRI DU REAS P TRERENRSE Y
ar, b9 1 DX RARBATEFEAERTTAX—h 2y U —
J TR SN EY v a TT,

Local IP Addr rrxnroa—hL xR b (X2 VT4 T34 T A LD
AVE—=T A R) IZHOVYTHENIZIP T RLA,

Login Time tyvarinu s Ay Lz A EREZ] (MMM DD HH:MM:SS) . Rl
24 FFHFR AR T,

NAC Result Fw hT—2 T RI v gy ayhao—L RAF v HEROREE, KiBIX

RONTNPITRY £,

* Accepted : ACS (FIEHIZVE— N RAMDODRAFT ¥ EMEELE LT,

* Rejected : ACS 1F U E— F AR FORERIZRI L E LT,

e Exempted: EX =2 VT4 TTTAT 2V ATHEINIZAAT v iR
G U 2 MR, UE— b AR MIRAF v HEREZ RS EL
7=,

* Non-Responsive : U E— k 75 A hZ EAPoUDP Hello A »t&— Tk
BLFHATLE,

e Hold-off: ¥¥aVT 4 TTITAT VAT, RAF ¥ HERIZHKII LTZ
#%. VE—h ARA L& EAPoUDP OilE Nz £ L7,

e N/A:NACIZVPNNAC /L —7 RY T —IZS LTIV E— K A I
WKL TF 4 =7z 0 £9,

e Unknown : N AT ¥ FERR NS TH T,

NAC Sessions

Fy hU—27 7RI v gy ar ha—/»(EAPoUDP) & v g » D¥,

Packets Rx X2 VT TTIAT ALKV VE—F ETROXELEAAT Y b
#,

Packets Tx X2 VT4 TTIAT ALYV E— b ETICHEEENT7 v b
#,

PFS Group FERRRIETLE 7 N — T

Posture Token

TR ay ha—) =N ETEREARRRERT ¥ A LTS, ACS
1. RAF ¥ b—2 U EHFRIEMROBNTEX 2T 4 TTIA T VR
AT a—RL, YATLADE=ZYJ LR—b TS B
ReXo A LET, BFORAF ¥ b—72 LI, Healthy, Checkup,
Quarantine, Infected, ¥ 72(% Unknown T,

Protocol

tyvarMEHLTWS 1 han,

Public IP

IIA4AT Y MZEID S ToENT-, RXTV w TIN—T 4 VT R[EEIRIP T
KLz,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&

show service-policy 3<% >~ F~ show webvpnsvc aT > F

show vpn-sessiondb W

%% 30-6 show vpn-sessiondb AT FND 74 —)LF

Za—ILF

‘E-Iullg

BA

Redirect URL

RAF Y HEREIZZ FSAT > MU AFITHFNT, ACS IFE Yy a v
DT VAR —%tXa2 T4 TTIAT L RIZ Y a—RLE
9, Redirect URL 1%, 77 A RV — XA a— KDL a O
Tt, ¥X2 VT4 TFIA4T AT E— b KA FDTTO HTTP
(R— b 80) k& HTTPS (AR— b 443) R % Redirect URL (TFET 5
BE) VXA L7 FLET, 778X KU —|T Redirect URL 238 F
NTOWRWEE, ¥X2 0T 4 77747 AFVE— R ERA LD
HTTP Zsk & HTTPS Zsk%# U XA L7 FLEHA,

Redirect URL 1. IPSec & v a VBN TT 250, RAF PHERNFEITE
NBHETHZTY, ACS L. #72 5 Redirect URL 73 & £ 5 5>, Redirect
URL REENZWH LWT 7 R KR Y 2 —% Redirect URL IZ X 7 > 21—
FLET,

Rekey Int (T)

IPSec (IKE) SA H5 5% —DOHZHHMR,

Rekey Left (T)

IPSec (IKE) SA % —DF% V) A7 2h IR,

Rekey Time Interval

IPSec (IKE) SA 55 % —DHBHHIMR,

Remote IP Addr Aoz E—h 2 RRAV MZEIDSETHENTZIP T RV A (U
T ET EOA =T A R),
Reval Int (T) Revahdatlon Time Interval D& TF, EFFIZET LA R AT v iEZRMIC
X T HMEDOH LR FPHALD .,
Reval Left (T) Time Until Next Revalidation OWE T3, ERID R A F ¥ FERFITHIERFIZ

SET Lo lzia81E, 0 T3, LI O%A X, Revalidation Time
Interval &, IEHIZ5ET L2 HIJ@TX?W’EEW#E@W‘X WL DZET
ﬁ—o

Revalidation Time

WAZE T LI R ATF Y MBI, R DLEOH DR (FHAL

Interval

Session ID tyviaryaryiR—x%xrbh (FT7Evar) OID, % SAIZITMED
ID2R3&HY ET,

Session Type v a DO A7 LAN-to-LAN % 721% Remote,

SQ Int (T) Status Query Time Interval DI TY, EFIZFE T LI RNAT ¥ R E 72

AT =2 R 7Y =& NL, WEIOARAT—Z A 7)) —REFETD
RHZZET B Z LR TELMTT, AT —4 X 7= —(X lﬁﬁﬁ@f’x
F ¥ WERLUURRICAR A F CTERAF ¥ BNE(L L= E D ﬁ)%ﬁﬁn.hn”ét
X2 VT4 TTITAT U ANRY E— K HRA M:%ﬁﬁ?‘é%?ﬁzfﬁ“o

Status Query Time
Interval

SET LEARAF VYR EFIIAT —F A J o —J5ENL, K
IEIGDXT ZA 7Y —EETOMICTZEFT D LN TE LW TT,
AT —HF A J Y =T, HAIORRATF ¥ HEBLUBRIZAR A B TRRF ¢ 53
’Eﬂ:bfc#k‘ﬁ#%ﬁ%mﬁ‘ét W2, X2 VT4 TTFITATUARY
F— b AR MIREITTHERTT,

Time Until Next
Revalidation

ERTOR AT v HERRITPEFIZE T LR 2581, 0BT, Zh
LIS DA 11X, Revalidation Time Interval &, 1IEFIZ5E T L7ZERTO R A
T ¥ FERB D OB I & DFETT,

Tunnel Group

TR Ea—MEZRDABZDIZ, ZO N RZAREBRTE oL 7
J—T 4.

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Ml show vpn-sessiondb

%% 30-6 show vpn-sessiondb AT FND 74 —)LF

‘E.Iu“;

J4—ILF BA

UDP Dst Port UDP IZ2oWTUE—k 7 REHATHR— &R,
F7701%

UDP Destination Port
UDP Src Port UDPIZoWTCEXa VT 4 T IAT VABERTHF— &R,
F7-01%

UDP Source Port

Username Yo a v BHESLTAEDIEH L= Du s A 4,

‘E-EI:I

EEaI<TU R avwvk B4
show running-configuration vpn-sessiondb VPN kv gy 5—F_R—20FfTar7 4F=a
L=y a raFRRLET,

show vpn-sessiondb ratio VPN £ a OB EZIZS e ha Lok
FRRLET,
show vpn-sessiondb summary FTRTOVPN Y a v OENEFR L LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
m. OL-10086-02-J |



| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn-sessiondb ratio W

show vpn-sessiondb ratio

BHEDE v v a AZHOWT, Fr AV EREE LT AT AT DR (%) 2FKRTDHIC
L. ¥5HE EXEC *&— R T show vpn-sessiondb ratio =~ > R&ffH L 9,

show vpn-sessiondb ratio {protocol | encryption} [filter groupname]

DRy RO  encryption FRTHME LT e havERRELET, 72— X 2K SLIZOWTHEEL
F9, BT VT Y X A2, ROEEPH Y £,
aes128 des
aes192 3des

aes256 rc4

filter groupname Hha7 4NV 7 LT, BETDH R TA—FIZOo0NTDOHRE Y
vavlhRERRLET,

protocol BT 578 FANEIRELET. 78 FaE, KOBESH Y £
IKE SMTPS
IMAP4S userHTTPS
IPSec vcaLAN2LAN
IPSecLAN2LAN
IPSecLAN2LANOverNatT
IPSecOverNatT
IPSecoverTCP
IPSecOverUDP
T4k T 7 /v N OBEREIZSH D FH AL
avY R E—F WORIZ, ZOavwy REANJTELE—RZRLTWVET,
F27A4F794—) E—F |[€F%F2)F« a>TFXFb
<ILF
avU kK E—F L—TyF |EB UGNV AVTFXRE |[VATLA
¥i#E EXEC * * — — *
avy FEE Jyr)—=x EERNR
7.0(1) Zoavwry RPREAINE LT,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
[ oL-10086-02-J



$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show vpn-sessiondb ratio

1 RIZ, encryption % 5%t & L THEE L7234 @ show vpn-sessiondb ratio =~ > RO I# %R L E
‘j—o

hostname# show vpn-sessiondb ratio enc
Filter Group : All

Total Active Sessions: 5

Cumulative Sessions : 9

Encryption Sessions Percent
none 0%
DES 20%
3DES 0%
AES128
AES192
AES256

o OB O O
[ee]
o
o°
o O
o°

o°

WIZ protocol % 5|%% & L CTHEE L7z @ show vpn-sessiondb ratio =~ > RO 2R L ET,

hostname# show vpn-sessiondb ratio protocol
Filter Group : All

Total Active Sessions: 6

Cumulative Sessions : 10

Protocol Sessions Percent
IKE 0%
IPSec 20%
IPSecLAN2LAN 0%
IPSecLAN2LANOverNatT 0%
IPSecOverNatT 0
IPSecOverTCP
IPSecOverUDP

L2TP

L2TPOverIPSec
L2TPOverIPSecOverNatT
PPPOE
vpnLoadBalanceMgmt
userHTTPS

IMAP4S

POP3S

SMTPS

o\

o°

20%

o o

o°

o°

O O O O O O o
o° o°

o°

W o W o o oo oo oOH+H O o OoRr o
o
o°

EEaI<TUF =1c 7 SiER
show vpn-sessiondb Ty va UEBEMIERMS S EIEFEMERR L TR LET,
FRETHIEMECHE ST, 74V EZ Y ITBIOY— 52
HTEET,
show vpn-sessiondb summary & v > 3 L OENEFRLET, BUEOEY v 3 v ORFK &
A TOBIEDY v a LB, B — 7 ROBEB LOREEFHA,
KFEIRE Y v a VAR S AL THET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn-sessiondb summary W

show vpn-sessiondb summary

IPSec v 3>, WebVPN v ar, BLOFRy hT—27 T RIvvary arte—iL ty
v a YOEREFRRT DI, F5HE EXEC £ — KT show vpn-sessiondb summary =~ > K& H L
iﬁ—o

show vpn-sessiondb summary

TIAILE T 74N N OEERHEIZH D A,
avY Rk E—F WOFRIZ, ZOavr FEANTELE—RERLTNET,
F7A4F7 24— E—F [£Fa)Fs aVTFX b
<IF

avY kK E—F =Ty F |EB DU AVTERE (VAT LA

¥ i EXEC . . — — .
av Y FEE Jy—= EEAS

7.2(1) Zoawr RREASRE L,
il IZ., show vpn-sessiondb summary =~ > FOHH %R~ L £,

hostname# show vpn-sessiondb summary

Active Sessions: Session Information:
IPSec LAN-to-LAN 0 Peak Concurrent : 0
IPSec Remote Access 0 IPSec Limit : 750
WebVPN : 0 WebVPN Limit : 500
SSL VPN Client (SVC) : 0 Cumulative Sessions : 0
Email Proxy : 0
Total Active Sessions 0 Percent Session Load : 0%

VPN LB Mgmt Sessions : 0

Active NAC Sessions: Cumulative NAC Sessions:
Accepted : 0 Accepted : 0
Rejected : 0 Rejected : 0
Exempted : 0 Exempted : 0
Non-responsive : 0 Non-responsive : 0
Hold-off : 0 Hold-off : 0
N/A : 0 N/A : 0

Fl-asal#

Tyvariid, FFEDOYT THEN. S VPN ko /L T9, IPSec LAN-to-LAN k> R/LiL 1>
DEyarELTHIUY FEN, PURARBATEL OF A NEEREAFF S E T, IPSec V
E—R TR By Va1 00— VEREYR—FT51 20UV EF—F T 7R X
LTI,

F30-TTIE, 72747 By ars—T eyl a s E{RT—7 L0741 —L REBBELE
j—o

Cisco t¥a T4 FFSAFYRATVEYITPLUR
[ oL-10086-02-J



$£30E show service-policy 3% K~ show webvpnsve A< K |

M show vpn-sessiondb summary

% 30-7 show vpn-sessiondb summary A > F: 79 T4 T v arety P a iERNI 1 —

LVF
TJ4—ILFE EER
Concurrent Limit O X2 VT4 TTIAT UV ATHFR SN RRZT 7T 4 778y

Ta v DEKRE,
Cumulative Sessions YX2VT A TTIAT UV ARRBRIC T —FERIZV Y FERTHS
DFT_XTOXAT DRy a

LAN-to-LAN HAET 75 4 772 IPSec LAN-to-LAN & v > = 3,
Peak Concurrent X2 VT4 TTITATUARKRBIZT—FERIZ) By FERTHDG,

FRCT 7T 4 T Tho T RTOIA T O v a v ORKE,

Percent Session Load  [ff i vpn £ v v 3 L E D B ToRA—k LT —, ZOfEIE. Total
Active Sessions Z# A AIRE/2E v v a v OR R CTHI o7 fEICE L <,
Nt T =V TERSNET, MHAFRERE v v a ORREIL, RO
WTNDDETT,

e TABUANRHDIPSec kv a it WebVPN & v ¥ a VDR KEL
s WOaATU REFHLTRESNIZE Y v a r ORRE

— vpn-sessiondb max-session-limit

— vpn-sessiondb max-webvpn-session-limit

Remote Access BIET 7 T 4 772 PPTP, L2TP, IPSec Y £ — 7 7 & A =—H_ L2TP
over IPSec, IPSec through NAT & v v 2 4%,

Total Active Sessions  |BIfET 75 4 7727 _RTCOEXA T DX v a K,

TIF4TIENACEE Y Vay F—T T, BRAF v HEROMNETHH Y E— N 72T 53—
MR 7FEEHE RN TR ENE T,

NAC #fEtE v ay 7—7 M, RAFYHEROMGETHL, HDLWVIILEINORRTH-T-
VE—F ETICET O RFEFHERP R INET,

#3088 Tl 77747 NAC kv ayry T7—7/)LE NAC BfEiGEty v a sy =710
74—V RIZOWTHALET,

#2 30-8 show vpn-sessiondb summary ATV F: 79574 JE NAC v > 3> F—T L& NAC
RESHEY IV TF—TLOT4—ILE

Z4—ILFK EEA

Accepted RAF X FERBEII L, TI7/ER arbg— L =2 T27ER R
MR N T BT DL,

Exempted X2 VT4 TTIAT VA ETRESNIEFRAT v ERGRY A b=
FUIZ—ELTWE7D, RAF X EROXMG LR HLRONET O,

Hold-off X2 VT4 TTIAT UV ARKRAF X8Ik E L7, EAPoUDP & @
WIEN B AT O, NACHold Timer 7 U Ea—hk (a7 4 ¥
L—33»>VPN>NACQ) X, ZOXATDAXRV | E, BT T EDRDR
AF v eI TR OB IE AR E L £,

N/A VPNNAC Z/v—7 RY =G U TCNAC BT 4 £ =TIl DET O,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
OL-10086-02-J |



| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show vpn-sessiondb summary W

# 30-8 show vpn-sessiondb summary A<V F: 79574 JENAC £y 3> F—TILE NAC
REAtEY Y F—TLOT 41— F (HF)

24— F

AR

Non-responsive

RATF ¥ fEFB DBED EAP over UDP ZRITIGE LRV E T 0%, CTA 23EAT
ENTVWARNWETIZ, ZALDERISE LEYA, X2 VT4 7754
TR AT 4 FXalb—valrBNITAT ML AFRANETR—FT5
BET/78A arba—)L =37 T4 T2 b LA KRR NMNIEEMNT S
NTWLETI7EAR)—INbDOETOX2 VT 4 TTITA4T A
WZEF v a—RLES, 7547 R A KRR M2 R—FLAVEES, &
X2 UT 4 TTITATVAENACT 74V b AR —%E) Y TEF,

Rejected KA WRITIFLIDN T XA DY hR—IL =S LD T 722K
VU= SNRPoTEET DR,
BEa<o K av Uk kg

show vpn-sessiondb

Ty v MBS EITEEME AR L TRRLET, fRE
TORBEU ST, 74NV Z IV TBIY = T5286TEE
—aﬁo

show vpn-sessiondb ratio VPNt v a VO EfbEii7 e ha L olREFRLET,

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

M show wccp

show wcecep

Web Cache Communication Protocol (WCCP; Web % v v =7 w2 haj) [ZB#ETSH 7 n—
IVREHE SR £79 D I121E. HHE EXEC &— F T show weep 2~ REFH L £,

show weep {web-cache | service-number} [detail | view)

SUB YY) ADERHA  web-cache Web ¥ v v ¥ a —ERAOFEHEREBE L ET
service-number (A7 av) Fv oo aflifiTs Web ¥t voa #—ER ZL—70D
ID F5, FHIL 0~ 256 OFiP TT, Cisco Cache Engine % i 13 % Web
Xy vaDfs, ek - RIIE I TRINET,
(AFva)N—F LT XTOWebF¥v v allBHTLEREBRLET,
(AT ay) BEOH—ER TA—TOMDA L SR—=NRH SN E D
MEFRRLET,
TI24IE Zoavwy RiE, T7ANNTIRT 4= Mo TOET,
= ROFKIEX, Z0Oavr FEANTELE—RERLTHNET,
T7A47 24—V E—F Fa )T« aVTFXFb
TILF
ATk E—F V—Tvy F |Efl DU AVTERE |VATLA
FiHE EXEC . . . . _
avy FEE ))y—= EERNE
Zoavwy FpREASHE LR,
B WOBITIL, WCCP IE#MERTT L HEEZ R LET,
hostname (config) # show wcecp
Global WCCP information:
Router information:
Router Identifier: -not yet determined-
Protocol Version: 2.0
Service Identifier: web-cache
Number of Cache Engines: 0
Number of routers: 0
Total Packets Redirected: 0
Redirect access-list: foo
Total Connections Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: foobar
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0
asal (config) #
EEaITUR avvFk BLL]

P—bE R IN—TFEHEHA LT, WCCP DY R— & A x—7 VI LET,

weep redirect WCCP U A ALV I arDYR—beAfX—7 NI LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show webvpncsd W

show webvpn csd

CSD A F—T N7 o> TNBEMEIMEHFIL, A F—T N ThHomHEI, FITar 7 ¥
L—3 gD CSD NN—V g UERRT DN, £7213 CSD OEAI /Sy r = BNERND E D hE TR
THEDIZT 7 ANET A NTDHITE, B EXEC € — K C show webvpnesd 2~ > REFHA L E
j—o

show webvpn csd [image filename]

VB YY) ADHHA

Jfilename CSD fefi/Ry r—Y L LTORMEELT A NT D7 7 A VA EHELE
7, T AU securedesktop_asa <n> <m>*.pkg DRI T HMLERNH Y F77,

FTI24ILF T 7V N OEERHEIZS Y EH AL
avy kK E—F WKOEIF, ZOa<wr REANTELE—RERLTWVET,
T74F794—ILE—F €FaF4 AVTFX b
T ILF

avv kK E—F =Ty F &k UL AVTFEXRRER (VATLA

e EXEC E— R . — . — —
avy FBE Jjy—= TEAR

7.1(1) Zoavwry FPREAINE LT,

EREDHS F31>

CSD DEER T —Z X & FERT HI21E. showwebvpnesd =2~ > FEFHALET, Zoa<wr R

A1ansd L, CLLIFROWT DDA ve—UTRELET,

® Secure Desktop is not enabled.
CSD FFETar 74 F¥alb—va NIZHV ETH, T4E—7 1SN THET, CSD &A1
F—=TIWIZT BITIE, webvpn 2T ¥ 2L —3 g T— FIZ A>T esdenable 2~ K%
AL ET,

® Secure Desktop version n.n.n.n is currently installed and enabled.
CSD 1A X —TNTT 7T v a T ADDarAENTBAM Ny =V W= 3 V&
B & HIBI L FEJ, Cisco Secure Desktop Manager (21X, ASDM Configuration > CSD ® A = = — /X
ANDHT VREATEET, ==Y R CSDIZT 7 EATELDIX, CSD 27 4 F¥al— 3
VNCGEFTRE ENDHETET TT,
T 7 ANDBERR CSD BiAi Ny r—THHMNE S 0 %E T A L THER T 5121, show webvpn
esdimage =~ > R&MH L9, R, webvpn 207 4 ¥ = L —3 3 2 F— F T csd image =
vV RBAN SN EIL, 2~ RTIRIE LT 7 A VBE 72 CSD EAi v r — Y CTh 54
BB, CSD WA VA M= ENFET, 77 ANVBENTH D546 1%, [ERROR: Unable to use
CSDimage] DA v E—UNERINET,

show webvpn csd image =~ > Nid, A%h78 CSD fdfi/R v 7=V THDIMNE D DEHRT H720HI1C
TrANETANLETH, T AAREHRGETH, HBIMIZ CSD A v A b= & D 2
LIEHVETA, ZOavr RRANSNDS &, CLLIZROWT IO A v =V TCIEELET,

® ERROR: This is not a valid Secure Desktop image file.

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

Bl show webvpn csd

7 7 A )V DS securedesktop_asa_<n> <n>*.pkg DRI/ > TWDH T L &R L E T, AN IE
LWGERIE, 77 ANVERD Web A " DEZICBELIE 7 7 AV CEE X £7,
http://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop

KIZ show webvpn csd image 2~ > REFASLET, £ A=V BHEHTHDHHEE1L. webvpn
a7 4 X alb—T g F— KT csdimage 35 X (N esd enable =~ > K& A LT, CSD ZA
YAP=ALTA R =TT LET,

This is a valid Cisco Secure Desktop image:

Version :3.1.0.25

Built on : Wed 10/19/2005 14:51:23.82

77 ANBHE RS, CLI OIEEIEI A=V a v L AMAZ T REEND Z LITHEELT
<TEZEV,

] WOFNE, CSD NFATAL T 4 Fal—va LVIA VAR LENTA F—T M ENTZZ & &R
LTWET,
hostname# show webvpn csd
Secure Desktop version 3.1.0.25 is currently installed and enabled.
hostname#
WOBNE, FEESNIZT 7 A NVBHENRCSDA A=Y THDHZ EERLTVET,
hostname#show webvpn csd image securedesktop asa 3_1 0_25.pkg
This is a valid Cisco Secure Desktop image:
Version : 3.1.0.25
Built on : Wed 10/19/2005 14:51:23.82
hostname#
EEaI<UF avvk B
csd enable FHBIONIE—h 22— T7I7ERADCSD 214 X—7 ML ET,
csd image avY RTHESNTZCSD A A=V &, RATHESNET7 Ty va R

SATHBHFETIL 74 X2l —vaiiat—LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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http://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop

| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show webvpn group-alias W

show webvpn group-alias

BEED RV TNA—TFE 2T RTO R R T —F DA T A2 FRT DI, FikE
EXEC £— KT group-alias =~ > R&fiH L F7,

show webvpn group-alias [tunnel-group]

DB VY ADEBH

FI2+ILF

tunnel-group (AT vay) IN—"x2A VT RAERRTDBEED XV T )—T%
BELET,

KoV ZN—TE 5B AN LAEWNEES, Z0a<y RIZT_RTO RV F—TFDF_RTHT
A VT AEFRRLET,

WOEF, ZOavr FEANTELE—FERLTVET,

72747 94—) E—FK |[€Fa2)F4 aTFXF
<ILF

avY kK E—F L—FTyF & UGN aAVTERER (VAT LA

ke EXEC . _ . _ —
avy FBE Jyyy—=x EENE

7.1 Zoa<wy RREAINE LT

FEREDAS FS1Y

show webvpn group-alias =~ > R&Z AJj§ 5 & 121X, WebVPN BRFEIT SN TWARLERH Y F
j‘o

HERFN TN—=T1F, 2 VT 2AEGHFFOIL b, oL FHLRLNIEbHY £,

il WORNL, FrprN T—7 [devtest] DA )T A% FEK~9 5 show webvpn group-alias =~ >
F&, ZOavwr FOHERLTWET,
hostname# show webvpn group-alias devtest
QA
Fra-QA

BEITUF avwvk e
group-alias TN—TIZx LT 1 DERLITERD URL ZHE L E7,
tunnel-group webvpn-attributes WebVPN h o)L v —7F 7 R B a— hERET D

config-webvpn £— NIZ AV £,

[ oL-10086-02-J
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W  show webvpn group-url

show webvpn group-url

BED N TA—TE-13T_XTO R g Z0—F 0O URL #Fort 5I12i%. HikE EXEC
E— N Tgroup-url =2~ NEFEHLET,

show webvpn group-url [tunnel-group)

VB YY) ADEBE  wnnel-group (A7 ay) URL ZEFTIHHED Fox I —T7Z2ELET,
T4 R FN—FEE AT LRSS, Z0a<y RIZTRTO R Z—T0OF_TH

URL Z#F& <L %7,

avy kK E—F WDOFRIT, ZDOa<vr FEANTEALE—RE2RLTWVET,
274794 —IL E—F £FXa)F4 aVvFxRX b+
TILF
avY kK E—F L—FTyF & SV aAVTERER (VAT LA
H:HE EXEC . — . — —
avy FBE Jy—= EENE
7.1(1) Zoa<wy RREAINE LT,

ERLDHA FS54>  show webvpn group-url =~ > K& AJJ9 % & X121, WebVPN BREITSN TV OIRERH Y £7,
KIN—T1E, TA VT AEEEHESZ L, FoHrhnitbdb 1,

1 WoFlE, b Zv—7 Tfin-engl ] @ URL %2759 % show webvpn group-url =< > R & |
Zoa<vry FOHNZRLTHET,

hostname# show webvpn group-url
http://www.cisco.com
https://fral.vpn.com
https://fra2.vpn.com

[EEEESAN avvFk BL]
group-url TN—IZX LT 1 DEIFEHRD URL #ELET,
tunnel-group webvpn-attributes WebVPN b R Vv —7" 7 MY Ba— FNERET D

config-webvpn £— NIZ AV £,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show webvpn sso-server W

show webvpn sso-server

TN A oA = NICET 2B EREHE A2 £R T 5 I21E, K EXEC £ — R T show
webvpn sso-server =~ R&ffiH LEJ, Ziid CA SiteMinder 2~ > RiZ X 5 SSO T,

show webvpn sso-server name

DB VY ADEBH

FI2+ILF

name SSO H— DA ZYEE LET, CFBUTE/N 4 XF0 Hick 32 X5 F
TTY,

774N FOERLEIETIH Y A,

WOEIZ, ZOavr FEANTELE—FERLTVET,

774794 —IE—F XaUT4 aV0TFRAb
TILF

avY kK E—F =Ty F &Eh UGN aAVTERER (VATLA

ke EXEC . _ . _ —
avy FBE Jyyy—=x EEAR

7.1(1) Zoawry FPREAINE LT,

FEREDHS FS1Y

]

VTN A AL, WebVPN TOZRBAR— I TWET, 2Ly, 2—HFixa—4H4
ENRRT—=RELIEANTDE, BAN LR THLEESERT—ATEEOEF 2T 2 —E R
\I27 7B ATZE7, show webvpn sso-server =~ > RiX, FXEFHTH HILED SSO r— 1 F 7
(T3 _TD SSO ¥ — " OEFFHEREZF R L ET,

SSO =" DB AT SN2 WEEE, TXTO SSO Y — " OfEHF RN R RSN E T,

¥ME EXEC & — R TAS L2k OBI T, example &\ 9 £ ETD SSO H— "OFERHERMNFR S H
iﬁ—o

hostname# show webvpn sso-server example
Name: example

Type: SiteMinder

Authentication Scheme Version: 1.0

Web Agent URL: http://www.example.com/webvpn
Number of pending requests: 0

Number of auth requests:
Number of retransmissions:
Number of accepts:

Number of rejects:

Number of timeouts:
Number of unrecognized responses: 0
hostname (config-webvpn-sso-siteminder) #

o O O O o
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W show webvpn svc

EEavTUF = e

max-retry-attempts S U7z SSO ALK LT, ©F a2 UT 4 77T 7 o ARAE
%ﬁﬁﬁ?‘élﬁlé&% RELET

policy-server-secret SSO Y — N ~DFRELE R DO SALIZfE A A 82 ERk L £ 7,

request-timeout KL 72 SSO RBALFRATNHZ A AT U M/ d E TORHMERE L
ER

sso-server TN A F = NEER L E T,

web-agent-url CXR 2 VT 4 TTTAT AN SSO §BAEE ERT D SSO H—/3D

URL ZHEL £ 7,

show webvpn svc

SVC A v A ML=y a v aFRKpnd 0, A7 SVC 77 A AN E I DEiRT L7012 7 7 4 v
T A NT5HI2IE, F5HE EXEC £— KT show webvpn sve 2~ > R&EfHH L 7,

show webvpn svc [image filename]

DR Yy RO image filename SVGCA A=Y 77ANELTCOREMMEET ANT D7 7 A NAEREL
i‘é—o

T4 Zoawry R, TN FOBELELH Y FEA,

avy kK E—F WDORIT, ZDOa<vwr FEANTEALE—RE2RLTWET,

72747 94—) E—F |[€Fa2)F«4 aTFXF

TILF
avv kK E—F =Ty F |Ek YU AVTERE (VAT L
Ja—) a7 4 Fal— | — . — —
va v
av Yy FEE Jiy—=R EFEAE
7.1.1 Zoavwry RPREAINE LT,

ERLEDHS FS34Y HHTD7-0OICRE SINTBEFD SVC A A —JIZBT B 1EH % R T 5121E, show webvpn sve =
~ U REMEALET,

Ty ANPBENRESVC A A—=UME I »ET A ML THERT HI21E, image filename 7> a > %
HLET, 77 A NVDBANR SVC A A=V TRVEEIE, /k@% =V REIRENET,

ERROR: This is not a valid SSL VPN Client image file.
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| £30&F show service-policy 3T~ F~ show webvpnsve <> F

show webvpnsve W

1 WOBNL, BIEA VA =L ZF TN D SVC A A — 2% T % show webvpn sve 2~ > RO 1%
ARLTHWET,

hostname# show webvpn svc
1. windows.pkg 1

SSL VPN Client

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43
2. window2.pkg 15

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43

WOBNL, BRh72 SVC A A—IZ%FT % show webvpn sve image filename =~ > KO %R LT
l/\jz‘j—o

Fl (config-webvpn)# show webvpn svc image sslclient-win-1.0.2.127.pkg

This is a valid SSL VPN Client image:
CISCO STC win2k+ 1.0.0
1,0,2,127
Fri 07/22/2005 12:14:45.43

BEEaTUFR avwvk E%EA
sve BEDODIN—TF 132 —FITk LT SVC 24 F—TNVERIIMAEICL
E3aN
sve enable SVC 77 A NVEVE— K a P a—F AT a— RTAHE0ICEFx =
V5G4 TTI9AT v A F—T M LET,
sve image X2 VT4 TTIATUVANSVC 77 ANV E T Tyva AEINS

RAMIZE— KT 5L EL., EBIZXa2 VT4 TTITA4T AN
SVC 77 A NVEVE—F avta—ZIlFZvra— RTAIEFEZEEL
N

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£30E show service-policy 3% K~ show webvpnsve A< K |

W show webvpn svc

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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