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IPsec JE—F7H X VPN DT ) ADEE

COHETIE, VE—F 77472 FBLOT A A0 5O IPsec VPN B & 5%
FAND DO X2 )T 4 TT 74TV ADRETFTECOWNTHBAL
F9, Basy VPN VY U = — 313 VA FEIEL TV HEAIE. 2 DIET Easy VPN $—
NNy Ry RTINS RAEMEEINIHELHV ET) OREHEESHRTEX
£,

RENBEOMBOBNL K 7T-1 IR LV E— T8 2AOTFUANLHEHL T
WET,

RO Ry 7IZHONTHIRY BT ET,

o MBI (P.7-4)

o ASDM D#iE) (P.7-4)

e IPSec VE— 77 & A VPN D ASA 5550 D% E (P.7-6)
e VPN 7 ZA4 7 hOFEHDER (P.7-7)

* VPN bV Z—7% LR ADFRE (P.7-8)

o Z—WHFEHFRXDOEE (P.7-10)

o A—HTAVL I NORE (A7 ar) (PI-11)
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WEGER
UE— kK 77 R& IPsec VPN #fi & P AND o0t X2 VT 0 7
FGAT VU ADFREERET HHIC, ROEREZHAZE L T ZEW,
e IP7—NITHEHTAHIP Y FLRDOHEIH, 60T RLRIX, BRI
L7 EIZVE—R VPN I 7 MZEID B TEHENRET,
o B—ANGERET —Z X—ZXADIEUCEHT 22— DU X b GEREIZ AAA
P —NEFEHT LG ERL)
e VPN L DOEGHFHIZYE—F 7747 FTHEHTIRDODR Yy NU—F 27
i
— TI9A=IUBILOEDF Y DNSH—"DIP T KL A
— TI9A=IVEBLOREIHFY WINS —DIPT KL A
— FTT7FNE FAA U4
— RIEENTZVE—bF 2947 MITI7EBATEALHICT A~
WIHEAR, TA—T7 BLXOXY hT—F7DIPT RLADY A K
ASDM D2 E}

Web 77 7T ASDM & EITT 512X, 7 RLA 7 0 —b RiZ, THHHRED
T 7/ hDIP T KL A https://192.168.1.1/admin/ Z AJJ L £,

~

GE)  Tsy ZBMLT Ihttps) 12T 52 LIZEBRLTLLEE, BILARNVE,
B et LU £ 4, HTTPS (HTTP over SSL) 1%, 77 v ¥ L+
X2 T4 TTFIAT UV RAEDOB TEX a7 it UE4,

ASDM DA A v 7 4 v RUBNERENET,
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File Opfions Tools ‘Wizards Help

IPsec YE— F72 2R VPN O+ rnxz B

Search: Find =

System Resources Status
CPU Usage (percent)

01:.05

hemorny—| - Memany Usage (ME)

v

Device configuration loaded successfully

P @ [5 N 9 — - &
) o} O O | @ & & ?
Home Configuration Moritoring Back Forward Packet Tracer Refresh Save Help
Dewvice Information Interface Status
General | License Interface IP AddressMask Line Link Khps
) ) dmz 10.30.30.1/24 D down @down 0
FelfEwes SR inside 1010101724 @down @ down 0
ASA Wersion: T.2(0)72 Device Uptirme: 1d 1h 48m 24s management AT223 6222024 @ up 9 up 5
ASDMVersion  5.20130 Device Type: ASA/PIX outside 0916520022524 D down @ down 0
Firewvall Moce: Routed Context Mode: Single
Total Flash: 64 MB Total Memory. §12 Mo Selert ah intertace to view input ahd output Kbps
VPH Status Traffic Status
IKE Tunnels: 0 WebWPM Tunnels: 0 SWC Tunnels: Connections Per Second Usage

W Output Khps:

Input Khps:

=aclmin= 15
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[B)|5i10m6 1:08:18 am POT
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IPSec ') E— 7%t X VPN FHD ASA 5550 DEE
VE— 727X VPN ORES a2 ZBAET 3. KOFIEEZFETLET,

ATFYFT1 ASDM DAL U4 RUD Wizards R v 77X 7 XA =2—7T, VPN Wizard
AN LEF, VPN Wizard © Step | B AT RINET,

8% VPN Wizand @
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...}

Uze thiz wizard to configure new ste-to-site YPM tunnels ar new remaote access VPN
tunnels. & tunnel between two devices iz called & site-to-site tunnel and is bidirectional. £
tunnel establizhed by calls from remote users such a= telecommuters is called remote access
tuniel.

This wizard crestes basic tunnel configurations that you can edit lster using the AS0DM.

P Turrel Type:
Site-lo-Site VPN

Refmote

() Site-to-Site

Local ‘ﬁ) Remate

WM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the traffic.

153910
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ATwF2 VPN Wizard ® Step 1 T, RO FIEEZEITLET,

a. Remote Access VPN 47> a v RA %7 U v 7 LET,

b. Fey &Y JRALT, #E VPN b RS LTA R—=TNICT HA
VH—T A AL LToutside ZER L F9,

c. Nextx7 Uv 7 LTHATLET,
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VPN 7 SA4 7> FOTEEDER

VPN Wizard ® Step 2 T, RO FNEE FEITL £7,

VE—F a—VE2 20X )T 4 7754 TV ACEERTELL91T
TBHVPN I IAT7 v hOBEEEELET, 2O F U ATl Cisco VPN
Client 7> a v RE %7 v 7 LET,

ATy F1

DO D Cisco Easy VPN Remote B & T £9,

B VPN Wizard
¥ VPN Wizard Remote Access Client (Step 2 of ...}

Remote access users of various types can open WPH tunnels to this ASA . Select the type of
YRR cliert for this tunnel.

PN Cliert Type:

() Cigeo VPN Client, Relesze 3. or higher

or other Easy VPN Remote product

() Mierosaft \Windows cliert using L2ZTP aver IPSec

pAR CHAP WIS-CHAP- 41 MS-CHAP-Y2 [ | EAP-PROXY

Client will send tunnel group name a3 username@iunnelgroup.

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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IPsec JE— 749X VPN D+ Y FDEE

VPN FURIL TIL—TR EBIFAKXDIETE

VPN Wizard ® Step 3 T, RO FNAEFEITL £T,

WROFMEDONFTNEFATL T, T LIEOEHAEE L £,

R A ST 4 v 7 R FRA ¥ — %2 EH 3 5121%, Pre-Shared Key 7~
Yary RNErE7 Yy L, FEEEEF— (ICisco) &) ZANLET,
:@ﬂeﬂi\ WISt X2 VT4 TTTAT L AMO IPsec r AT — 3
CTHEREShET,
PRI T VX NVGERAEEAF AT 521X, Certificate 47> 3 R¥ %
Uy Z L, Rey & v U A KT Certificate Signing Algorithm % B L |
RO RayFH 7 JANTHEAREINTZ FNT AN RA 2 M EEIRL
E AN
TUHNGEAELRIEEHT 2R/ P T A MRSV MEEEREL T
RWVGAIE, D 2 oA T g oW T U E A LT Wizard Z#i{T T
EFET, BAEFROFEIL, EHED ASDM B2 H L TR CEAE T F
kR

Challenge/Response Authentication (CRACK) 47" a3 > RZ %27V v 7
ToHE, ZOHETHIESNET,
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B VPN Wizard E

¥ VPN Wizard VPH Client Authentication Method and Tunnel Group Hame (Step 3 of ...)

The A54 allovws you to group remate access tunnel users based on common connection
pararmeters and client sttributes configured inthe subsequent screens. Configure authertication
method and tunnel graup far this remote connection. Use the same tunnel group name far the
device and the remate client.

Authentication Methocd

() Pre-shared key
Pre-Shared Key: | Ciscol

() Certificate

Certificate Signing Algarithim: — rsa-sig

Trustpoint Marme:

O Challengefresponse authentication (CRACK)

rTunnel Group

Turnel Group Matne: | Cisco

[ = Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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A—YEIAARDIEE
:L“—"]j‘ I, m— jJ/l/p:unE'T &/\"—‘X EY i% Bntuu nAuT T 77/7/1' Ve
" (AAA) ¥ —% (RADIUS. TACACS+. SDI. NT. Kerberos. 3 J U LDAP)
uL DJ‘_E‘/C% i‘a_

VPN Wizard @ Step 4 T, IROFIEZFITLET,

ATvT1 i@ﬁi\’*'“zﬂ%; VF 4 TTFIAT VAT —Y F—H_R— 25 ER L C—F%
FBAET 535 A 1L, Authenticate Using the Local User Database 47> 3 o R ¥
z7 V) vo Li’ﬁ”o

ATy T2 S AAA =R TN —TF Ta—VEBETIHAIE. ROFEEZEITLET,

a. Authenticate Using an AAA Server Group 47> a v R¥ %7 U v 7 L&
j—o

b. Fuy7¥vr VRXLT, FHIREFHLDOY— TA—TZ2RIRLET,
FlE. New 27 Vw7 LT, HLOWF—R T L—T%BMLET,
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&= VPN Wizard
¥ VPN Wizard

Client Authentication (Step 4 of ...}

To authenticate remote users using local device user database, select the first option below .
You can create user accounts inthe next screen.

To use external ALL servers instead, select the second option. You can select an existing
ASA zerver group of creste & neww one using the Meswy button below.

To manage all other AA4 seftings, use Configuration = Properties = AAA Setup categary in the
mair AS0M winclowy,

O Autherticate using an AA5 server group

AAA Server Groug Mame: Mewy...

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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A—HF FHAOUMDERE (XFTFTPaV)
g—haN 22— F—H_XR—= A TCTa—YEEIETHHAIE. 22 THLOL=—F
T NEERTEET, ASDM REA v Z—T7 = A&FH L TH T2 —
HFaEndszbTEET,
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W psec YE—F75 X VPN DT )+ DEE

ATFYF1 HLOLaZ—VEENTDICE, 2= VL ERXRT—FEAN L Add &7 Y v 7
[./i—g—o

& VPN Wizard [E

( VPN Wizard User Accounts (Step 5 of 11)

Erter & newy usernamelpassword into the user authertication databaze. To edit existing
entries in the databaze or to remave them from the database, go to Configurstion = Properties
= Device Administration = User Accounts in the main ASDM wincow.

~U=zer to Be Added

Uszername:
john_doe
| |

Pazsward (optional):

Confirn Password (optional):

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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7ERELR T—ILDETE
VE—NIIAT VMR RYy NI —J T 7 BATEALH1T A%, ER
WCHH LT XIZVE— N VPN 2 94T MZEIDVBTHZLENTEDIPT
RLADT— NV ERETILERNHYET, 2O F VA TIE, IPT FL A
209.165.201.1 ~ 209.166.201.20 #fEHT D L 217 — Vv EZFHTEL ET,

VPN Wizard ® Step 6 T, RO FNEE FEITL £7,

RATYT1 T=NEEANTH, FryTZyry JRARNC, FRIERFHD T —) sk
RLET,

F720F. NewZ 27 U o7 LTHLWT RL A =L Z2ERR L ET,
AddIPPool A 7 VR v 7 ANEREINET,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
[ Ok I [ Cancel I [ Help I
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ATFY T2 AddIPPool AT ITRy 7 2T, WOFINEAZEITLET,

a. 7 FLAO#HIFEEZFEET D Starting IP Address & Ending IP Address & AJJ L
\i—g’-‘o
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b. (A7 ar) IPT KL ADFiPHD Netmask Z AT LFET,
c. OK#%#7 VU w7 L7TVPNWizard ® Step 6 IZR YD £7,

& VPN Wizand
¥ VPN Wizard Address Pool (Step 6 of 113

Erter & pool of local addresses to be used for assighing dynaric P sddresses to remate VPN
clients.

Turinel Group Matme Cigco
Poal Mame: FemoteClientPool A | ’ (L=
~Poal Settings

Range Start Address: 209.165.201 1

Range End Address: 209165201 .20

Subnet Wazk:

153915

[ = Back ][ Mext = ] Finizh I Cancel ] [ Help ]

AF9F3 Nextw#s Vv LTRATLET,

Cisco ASA 5550 R4 — 7y T HA K
m. 78-17644-01-J |




| 7% 2FUA:UE—+F7I X VPN ORE

IPsec YE— F72 2R VPN O+ rnxz B

D934F72 7 FIJE2L— FDOERE

ATy F1

Fy NI —=ZIZT 7 BATHIZE, FVE—NTI7ER IZT74T 2 MIER
X v hU— 7 &EEHR (BT 5 DNS — "B L O WINS h— 3 57 4L k
RAALZ72E) MRETT, FUVE—F 7747 MEEBICRET 5D
DIZ, ASDMIZZ AT v MEREANTEET, @M ExXF2 VT4 777
AT VAL, BRSPS SNTEXI, ZoFEREVE— VT4 T bER
ILEasy VPN N— RU =7 7 5347 MZT vy a2 LET,

ELWVEREELEZL2HERLTLIEES N, HRELL 2WEES, VE—|
75 A7 MiX. DNS 4 & L7=f#k=> Windows % v b U —=F 7 Off F 3
TER R ET,

VPN Wizard ® Step 7 T, IROFNEZFATL £,

VE—F 7947 MZT v vaddry M= REFHREZ AN LET,
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8 VPN Wizand [E
¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 11)

Attributes you configure belovy are pushed to the WP client when the cliert connects to the
ASAIf you do not want an attribute pushed to the client, leave the correspaonding field blank.

Turinel Grougp: Cizco

Frimary DNS Server: 209.165.205.129

Secondary DNS Server: 2p918s5.202.139

Pritnary WWikS Server: 209165202118

Secondary WINS Server: 209165202 168

Defaut Domain Marme: cizco.com

153917
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VPN Wizard @ Step 8 TIKE RV v —%ET AL, ROFINEEZFEITLET,

RFYF1 KEEXF2UFg 7V m—2a0T, MISMEX2 T4 775347 AN
ER+T AR b7 v Y X (DES. 3DES, £720% AES) | SBGE7 /12U XA
(MD5 %7-1% SHA) . 3 X Diffie-Hellman 7 /L —7 (1, 2. 5. £721%7) %7
Uy LET,

& VPN Wizard

¥ VPN Wizard IKE Policy (Step & of 11)

Select the encryption algorithin, authertication algorithm, snd Diffie-Helinsn group for the
devices to use to negatiate an Internet Key Exchange (IKE) security association between
them. Configurations an bath sides of the connection must match exactly.

L)
[=]
m
]
4

Encryption:

4

Authertication: SHA

CH Grougp: 2

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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IPSec lEEILH K UVRBI/NT A —F2DEETE

VPN Wizard ® Step 9 T, RO FNEE FEITL £,

AFwT1 EE{k7/=2Y X4 (DES. 3DES. £721% AES) BLUGRIET /L =Y X4 (MD5
F7IZSHA) 27V v 7 LET,

8 VPN Wizand [E
¥ VPN Wizard IPSec Encryption and Authentication (Step 9 of 11)

Select the encryption and authertication slgorithms for this IPSec YPM tunnel. Configurations
an hoth sides of the connection must match exactly.

Encryption: 3DES »

A thertication: SHA hd

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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T RELREBRDBINERT )y b bR DT DIEE

ATy F1

AT Yy b bRV T EERATHE UE— KT 78R IPsec 7 747 2 M
IPsec b > RN EN L THEMAE TRESALIBERO NV NEFELTZY , @ED
TXARMEX TRy NU—F S X —T oA RZFHFEELET,

WISt X 2T 4 T4 T AE, Xy bU—27 7 RLUAZEH (NAT) %
FERLT, WEHIP 7 RLADBAFICAR SN D Z EEBHWTWET, BFES T
FUVE—RF 2—VOT 7 EREZAREICTOILERHDLE—H L KA FBIO
Xy NT—J % BELT, 20Xy bV — 7 R#EOFNEERTEET (D
F VAT NIy h U —2 10.10.10.0 &K &2 T _RTDYVE—F 7 FA4 T b
WZABILET),

VPN Wizard @ Step 10 T, IROFNEZFEITLET,

FEEINTZVE— D 22— RT IV EBRATEXALHLI9I2TH5HNERY V—ADY A K
WEDDBHERAN, IN—T7, BXO®xy hNU—J2EELET,

Selected Hosts/Networks XA > DK A~ Z—7 BILOxRy hU—7 28
WBINE 7 IXHIBRT 212X, 2 E., Add £7-1X Delete 27 U v 7 LET,
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( VPN Wizard Address Translation Exemption and Split Tunneling {Optional) {Step 10 of 11)

Metwark Address Translation (MAT) iz used to hide the internal netvwaork from outside users. You
cah make exceptions to NAT to expose the entire or part of the internal network to sutherticated
remate users protected by WPN.

To expoze the entire network behind the most secure interface to remote YPHN users without MAT,
leave the selection list blank.

Selected HostsMetworks:

[riosshietwek 101010024
“Source s

Type: P Address b
I Adcress: 10.10.10.0 v E]
Metmask: 2552552550 w

Enable split tunneling to let remote users have simultaneous encrypted access to the
resources defined above, and unencrypted access to the internet.

153920
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JE— 75X VPN DEBEDHEE

VPN Wizard @ Step 11 T, ZZ TIEK L7 VPN F U RLOEET b BEa— b
EHBLET, RRSNDOIRET. ROLHITRD ET,

8 VPN Wizand @
¥ VPN Wizard Summary (Step 11 of 11)

You have crested & Remote Access VPN tunnel with the following attributes:

WPM Tunnel Interface: outside

IPSec authentication uses pre-shared key: Cisco

Turnel Group Matne: Cizco

Default Group Policy: Cisca

Uszer authertication using local user databasze

Mew uzsers created in the local database: john_doe jahe_doe

Pool of IP addresses for VPM clients: RemaoteClientPool
(209.165.201 1 - 209.165.201 200

Primary DE: 209.1635.205.129

Secondary DNS: 209165202139

Primary WINS: 209165202115

Secondary WINS: 209165 202168

Default Domain Mame: cisco.com

IKE Palicy Encryption / Authentication § DHGrougp: SDES §SHA S Group 2

IPSec ESP Encryption § ESP &utherntication: 3DES [ SHA

Internal netweark elements exposed to remate WP users without NAT:
1040100524

Split tunneling: enabled

[ = Back ] Mext = [ Finizh ] I Cancel ] [ Help ]
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Cisco Security Appliance Command Line
Configuration Guide

HEOF L — g v D%E
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