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¥PN Tunnel (Step 1 of ...}

Use this wizard to configure new site-to-site ¥PM tunnels or new remote access YPM tunnels, &
tuninel between two devices is called a site-to-site tunnel and is bidirectional, & tunnel
established by calls From remote users such as telecommuters is called remote access tunnel,

This wizard creates basic tunnel configurations that you can edit laker using the ASDM,

WPM Tunnel Type:
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Local ‘EE Remote
™ Remote fecess

WPM Tunnel Interface: Ioutside - |

v Enable inbound IPsec sessions ko bypass inkerface access lisks. Group policy and per-user
authorization access lists still apply to the traffic.
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Configure the IP address of the peer device, authertication method and the tunnel group for this
site-to-site tunnel.

Peer IP Address: | 209165200236

~Authentication Method

(%) Pre-shared key
Pre-Shared Key: | Cisco

() Certificate

Cerificate Signing Algorithin.  rsa-sig

Trustpaoirt Matne:

O Challehgefresponse authertication (CRACK)

rTunnel Grougp

Far ste-to-site connections with pre-shared key authentication, the tunnel group name must
ke the same as either the peer P address or the peer hosthame, whichever iz uzed a5 the
peer's identity .

Turinel Group Mame: | 200.165.200.236]
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Select the encryption algorithm, authertication algorithm, and Diffie-Hellman group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvwesn
them. Configurations on both sides of the connection must match exactly.

Encryption:

A thertication: SHA A

153906

[(<Back |[ Mext= | Finich | [[cancet | [[heip |

GE) X2V T A4 T7FI9AT VA 2ERETHEE T . EX2VT 4 775
AT A 1T TRIRLEEAS TS 3 VOEEEWRICANTILERSH Y £
T, EHEDOAR—FEL, VPN F R EEO R RFERTH Y | &E
Fav ADOBNIIORRY 7,

ATFvF2 Nextx7 Vw7 LTHATLET,

Cisco ASA 5580 X4 — k 4 K
lﬂﬂlr 78-18101-01-J |




| £7% LFUA: Y4 +FY—H4 K VPNOBTE

H4 rY—HA DT UroxE B

IPSec BEBILH &K URBRE/ AT A —2 DERE
VPN Wizard @ Step4 T, WDOFIEZFATLET,

ATvF1 Encryption Ky 77X o URSMBRESLT /LT XA (DES, 3DES., E£7-
I AES) %#3#iR L. Authentication R v X7 U A MMMLERIET /LT Y X A
(MD5 £7-1% SHA) Z&ER L1,

B VPN Wizard X
¥ VPN Wizard IPSec Encryption and Authentication (Step 4 of 6)

Select the encryption and authertication algorithms for thiz IPSec WPM tunnel. Configurstions
on both sides of the connection must match exactly.

Ercryption:

Athertication: SHA b
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X
sts and Networks (Step 5 of 6)
An IPsec tunnel protects data exchanged by selected hosts and networks at the local and
remate sites. Please identify hosts and networks to be used in the IPsec tunnel,
Action: " Do not Protect
Local Mebworks: |test _I
Remote Networks: [209, 165,200,225 |
v Exempt &34 side hostfnetwark fram address translation: Iinside - |
o
L ]
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VPN Wizard @ Step 6 T, = Z TIERK L7= VPN k> RV OFRE D A b & B L £7,

[ YPN Wizard =
VPN Wizard

Summary ({Step 6 of 6)

‘ou have created a Site-to-Site WP tunnel with the following attributes:

YPM Tunnel Interface: outside
Peer IP Address: 209, 165,200,236
IPSsec authentication uses pre-shared key:Cisco
Tunnel Group Name: 209, 165,200,236
IKE Policy Encryption | Authentication f DHGroup: 3DES J SHA [ Group 2
IPsec ESP Encryption J ESP Authentication: 3DES § SHA
Traffic Flow to be protected by this tunnel:
(local) test
(remnote) 209,165, 200,225
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