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® um_core.jar

® xerces.jar
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® jdmkrt.jar

® log4j.jar

® engage.jar
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import com.cisco.apps.scas.*;

import com.cisco.apps.scas.common. *;

import com.cisco.apps.scas.policy.*;
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WKIZ, SCE & O &= MESLT 5 Java 2— &R LET,

String username "admin";
String password "pcube";
String se = "212.47.174.32";
Connection connection = null;
try{
connection = Engage.login(se, user, password, Connection.SE_DEVICE) ;
}catch (ConnectionFailedException e)

{

// login failed - handle exception

}

SCE & O#EGIL, & T L2 & 0 BV RISk L £ 97, SCE & DA & T3 212i%, D
£ 91l 1ogout AV vy REFEHLET,

| Engage.logout (connection) ; ‘
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// retrieve a service configuration
Policy myPolicy =
PolicyAPI.retrievePolicy (connection) ;
// apply a policy
PolicyAPI.applyPolicy (connection, myPolicy, SCAS.APPLY FLAG OVERWRITE) ;

retrievePolicy () XA UNR—FEE D 2B DIIRNT A —H SCEIZIX. 1 & F 72134 @ Service Control 7
Ty N7+ —LEBERTETET, scas.policy #HF LI E, —ER T4 Fa2lb—Tay
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L—ya b ONEE T 7 A WVIBRIETEX E9, D%, SCAS Service Configuration Manager GUI 7
TV = ary AL TIOT7 7 ANVERE, 77U =y a y TERELIZY—ER a7 g
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String filename = "policy.pgb";
BufferedReader br =

new BufferedReader (new InputStreamReader (new FileInputStream(filename))) ;
Policy importedPolicy =

ImportExportUtils.importPolicy (ImportExportUtils.XML FORMATTER, br);

P—ER a7 4 Fal—2a DI AR— NI, T—HIATOENT, 23—t R 2
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JAR—= T BHERLET,

String filename = "policy.pgb";
PrintStream print = new PrintStream(new FileOutputStream(new File(filename))) ;
ImportExportUtils.exportPolicy (policy, ImportExportUtils.XML FORMATTER, print);
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EHLTEET, policy 7T ADALVARNT I X T, new BATEZHEHLCH—ER a7 ¥
L= a v BERLET RIC.ZOL IR —ER a7 4 Fab—Ta VOERBIZRLET,

| Policy myPolicy = new Policy(""); ‘
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Content Website List THV ., VA MEZZEML TWET, HEBEICZOFLWVWI R &, F—ER
AT 4 FXa2l—valDYUANTUASTEMLET, HOBEMET, 20U A MIEERDLEA L
4028 U CIX HTTP Browsing Protocol TH—ER %27 7 ZATERNLEHIZT BN — L EHEi T
S S

Hostlist 7 JADALVANT I XTI NXNTA—F J A Fname BLPA 7 = VD description &
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String name = " Offensive Content Website List ";
String description = " A list of offensive website hosts. ";
HostList offensivelList = new HostList (name, description);
try
{
offensivelList.add (new HostListItem("www.offensive-content.com")) ;
offensiveList.add (new HostListItem("www.more-offensive-content.com")) ;
} catch (DuplicateItemException e)
{
// handle duplicate exception
}
ListArray listArray = myPolicy.getListArray();
try
{
listArray.addList (offensivelist) ;
} catch(DuplicateItemException e)
{

// handle duplicate exception

}

FROa—=FTHEAEZA T DFERIZONT, ROFHETHHALET, NEITRD L BY TT,

e URXNTLADOEMS

e URKNTLADFES— ]

e URLDHEATDHBE]

o URARNTLA~DEZDEMN

DA+ 7 L4 DBGF

WDITT, VAR T LA ZEELTWET,

| ListArray listArray = myPolicy.getListArray(); ‘

getListArray A YV v NIZXE Y ¥ A P Listarray DV AN T LA ZBELET VAN T LA ZH
Blickhe, VAR A XEZHFRT2D, VA MO DEREZRHF LIV TLZENTEET,

DA TZLLADFES—F

WRDIT T, listArray DEELZ NEMIZES L TWET,

for (int i1 = 0; i < listArray.getSize(); i++)

{
1

Object o = listArray.getElementAt (i) ;

EFEON—TIZ L 5T\ listarray ODFBERENIRINE T, getsize A Y v NiE. Listarray DY A
AR LET, UA RO~ DEFZED getElementaAt A Y v RIZX V| object NEID Y THNET,

VRO A TOHF

getElementAt X Y v RiZEZ»TiRENDE AT V=V M. HostList 7 7 AET2iE IPRangeList 7 7
ADA VAR ATHDLAREMENRH D 5, IPRangeList [X, IP #HPHDO U A S TT, WIT, TDA

Yy REMFHLTY A MOZA T 2HRT 502 RLET,
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if (o instanceof HostList)

{
HostList hostlist = (HostList) o;
System.out.println("Host List");

} else // IPRangeList

{
IPRangeList iplist = (IPRangeList) o;
System.out.println("IP Range List");

VR 7 LA~DERDEM
WiZ, VA MCH LOEEEBEMT 56557 LET,

// To add a new host list item
hostlist.add (new HostListItem("www.cnn.com")) ;

VARNDITN—=TDEHDY A NETSE LI EARET H & www.cnn.com (http://www.cnn.com) 73
UARMZBMShET,

JokralL
SCE 77 v b7 4 —AF Y —ERZHISHT N xy NI—2 v FZo¥Frvarora bay
WS LET, =R ar7 4 X2l —ra i3 h—20) A REENET, P—EAD
Fu b aVEERTAHFEE LTE, 7 hald2H LS ERTHHEL, BFEOTa ha ik
RLTHR— MBI T2H5EO 28R £3, £/, 70 Farz2ERTLXATIv I 7
=F % A7V A R— b ERFHIBRTAZ L TEET, LTFTORHETIE, IROFIHEIZOWN
THHLET,

e Zu haLDEFE
o 7 haLA~DFR— FDEM
o HAFIvy I =F % A7 YTk

JOrIILDESE
7 b a ORI Ry FU—F TR ST IThVET, & 2E. =R
AR—1F 666 CThTLo ¥ aw#fbtdEA, A—1b 666 X447 DOOM O7' 1 k2 /L&
BT 2OMNMER] & g TWET, AT A9 — R L TIEFNCHE D &, WFITE > THERT

‘j‘o
WIZ, quake E WO LARTO T haLk R— bk 26000, 5 AR— K ZA 7 TCP TEFHT 54
R LET,
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// create a new protocol and pass it a reference to a service configuration
Protocol gquakeProtocol = new Protocol (myPolicy) ;
// set the protocol name
p
try
{
quakeProtocol.setName ("quake") ;
} catch(DuplicateException de)
{
//a Protocol with such a name already exists in the service configuration
// handle exception
} catch (ItemNotFoundException infe)
{
//item was missing while validating rename: service configuration corrupt
// handle exception
}
// add new port and transport type
try
{
quakeProtocol.add (new PortListItem (26000, Consts.TRANSPORT TYPE TCP)) ;
} catch(DuplicateItemException e)
{
// the service configuration has a Protocol with such a defined port
// handle exception
}
// add the quake protocol to the service configuration 's protocol list
try
{
protocols.add (quakeProtocol) ;
} catch(DuplicateItemException e)]
{
// the service configuration already has this Protocol
// handle exception

EFOFITE, myPolicy & V) FLBIDY—E A a7 4 FXal—arOEBMNFELE L., protocol
JITADALVARNT I EDIRTA—RELTEINTWAZEEAHELELTVET, 2O A |
T H Ko T EID quakeProtocol DEMAEFEHL T, 71 b VD4R RE L E1,

WOITTIE, v hardR— FEF 26000, NT7 2 AR— K XA 7 TCP #fEE L TWVET,

| quakeProtocol.add (new PortListItem (26000, Consts.TRANSPORT TYPE TCP)) ; ‘

WOITTIE, o7 halrzd—r R ary7 4 Xal—agro7a bzt JRARMIBIMLT
l/\i—aﬂo

| protocols.add (quakeProtocol) ; ‘

PLETF e haoERITKRT T, WETIX, BEOT 2 o)W IR— F2BIN4 2 5Ex2 38
L/ij—o

70O ra)A~ADR— bDIEM

fEH SN TWRnWA =, BIfFO 7 m b2/ W ENTEES, EANZZOR—-MIZOT 1 |k
IZHIGT S, e b a oM EEIRE T,

WIZ, =R ar74Xalb—varore hal UR MRS L, HTTP Browsing LW 94
IOV AT NERT 0 b a Ve T o0z LES, 207 bareldodzbe, A— bz
BiLTY e havEREILGELET,
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// get protocol list

ProtocolArray protocols = myPolicy.getProtocolList () ;

// get a protocol called "HTTP Browsing":

try

{
Protocol http = protocols.getProtocol ("HTTP Browsing") ;

} catch (ItemNotFoundException infe)

{
// the service configuration does not have a Protocol with such a name
// handle exception

}

// add port 8082 to HTTP Browsing

try

{
http.add(new PortListItem (8082, Consts.TRANSPORT TYPE TCP)) ;

} catch(DuplicateItemException e)

{
// the service configuration has a Protocol with such a defined port
// handle exception

Z OBITIL, HTTP Browsing & W I ZRIDT 1 k SVNFEET DI ZRHEE LTWET, ROTT
T, Protocol 7 7 AD getProtocol A YV v NIZL Y, Ja ha)l T LA mRTANY RLBRERIN
£,

| ProtocolArray protocols = myPolicy.getProtocolList() ; ‘

WOATT, FEDT e ha i LFiIc k> THRELET,

‘ Protocol http = protocols.getProtocol ("HTTP Browsing") ; ‘

7 J A protocol Madd AV v KT, "= FEEBIVRN TV AR—K XA T HEETDHHLEN
HYET, ETOHFITIE, A—F 8082 X FTF LU AR—F XA 7 TCP T, BEEDOH —E R urre
Browsing (ZIBMIL CWET, IRDITT, 7 haizri— FaBMLET,

| http.add (new PortListItem (8082, Consts.TRANSPORT TYPE_TCP)) ; ‘

H—E R HTTP Browsing WILIESHE L7z, &~— bk 8082 THME SN 2D HTTP T ¥/ a %
P—E R U Ko THET HI1T1E, Z OIEEBMETT,

H—EXBEIUPHY—ERXRILAV
WIZ, 2900 —E A VLAV OHAIY—EZAZERT A0 2 R7LET, 204X, 1 DO H—
EREED S —EX T L X FORSAHTBAEETH D Z L ERLTWVET,

BT 29 —EZ2 =L A2 FD 121 Doom, & 9 1 D1 Quake &V H ¥ —ATT, EHLLH4A
R —AT, ZIUH % Gaming Service & WO Y —E RITEMLET,
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Service gamingService = new Service (myPolicy); // create a service
try
{
gamingService.setName ("Gaming Service"); // set service name
catch (DuplicateException de)
p p
{
// a Service with such a name already exists in the service configuration
// handle exception
} catch (ItemNotFoundException infe)
{
//item was missing while validating rename: service configuration corrupt
// handle exception
1
// create a service element for Subscriber-Initiated Doom
try
{
gamingService.addProtocol ("doom",
ServiceElement .DIRECTION SUBSCRIBER_INITIATED) ;
} catch(ItemNotFoundException e)
{
// there is no such Protocol in the service configuration
// handle exception
catch (DuplicateItemException e)
1 p p
{
// there is already a Service with such a Protocol and direction in the service
configuration
// handle exception
1

// create a service element for Subscriber-Initiated Quake
try
{
gamingService.addProtocol ("quake",
ServiceElement .DIRECTION_ SUBSCRIBER_INITIATED) ;
} catch(ItemNotFoundException e)
{
// there is no such Protocol in the service configuration
// handle exception
} catch(DuplicateItemException e)
{
//There is already a Service with such a Protocol and direction in the service
configuration
// handle exception
1

// add service to service configuration
try
{
myPolicy.getServicelList () .add (gamingService) ;
} catch(DuplicateltemException e)
{
//There is already a Service in the service configuration
// handle exception

O a— FEICHEH SN TODHRERIZOWVWT, KROFHETHRHLET,
o P—EADOERK

o Y=L RITLALFDEF

e P—bER a7 4FXal—Tgr DY —ERADIENM
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H—E XDERK

WODIT T, service TG T AEA LV AX = — R LTWET,

| Service gamingService = new Service (myPolicy); // create a service

myPolicy W) LHEID Policijﬁ.\E\ﬁ§\Service VARG IHADNRG A= L LTEINTWHWSZ
EEAIEE LTWET,

ROATT, y—EAAZERL TVET,

| gamingService.setName ("Gaming Service"); // set service name

H—EXILAVIDER

WDITT, LW —ER =L A2 FEERELTWET,

gamingService.addProtocol ("doom",
ServiceElement .DIRECTION SUBSCRIBER INITIATED) ;

IO —ER LA MNME, VT RT FANEEZLD doom 7B FILOFTRTORY RNU—7
Moo vaicEAEINET, ZEL BEORY hT—7 T RLRICR L CFEITENT= R v
cND—27 vT oI a iRy, 2OV —ER VLAV MNERREHATALEIICHEETAIENT
TET, TNTIE. ROEIICY =T RLADY A 2P —ER LA MIETEELET,

int listIndex =
myPolicy.getListArray () .getListIndex ("gaming servers list");
if (listIndex == -1)
// there is no such list
// handle error
int serviceElementIndex =
gamingService.getServiceElementArray.getIndexOfItem("doom", ServiceElement.
DIRECTIONﬁSUBSCRIBERﬁINITIATED);
if (serviceElementIndex == -1)
// There is no such ServiceElement
// handle error
try {
gamingService.addList (serviceElementIndex, listIndex) ;
} catch (ItemNotFoundException e)
// handle error
} catch(DuplicateltemException e)

{

// handle error

}

H—EXR Q74 FXaL—arADY—ERDIEM

BHOAT v FEL LT, =R ar 74 FXal—a i —E252BIMLEST, KDITT.
Y—bE R a7 4 F a2l — 3 T gamingService ZIBIM L TWET,

// add service to service configuration
myPolicy.getServicelList () .add(gamingService) ;
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GE) N r—VOERIEL FTABVRAUKFELET, M BV AORERIRICEY, 20F74 AT
HEESNTNDERyr—VHIVZLERTHI LTI TEEY A,
N=NVBIORy =V DEREIRD HANT, ADRDOFNEIZHE-> T, y—EAZELL, H—E X
AT A4 X2 L=V a Y —EREZBINT O LERNH Y T,
I N r—=VBLOV—LEZERZL, INOEEHT 200 a— Mz R LET, 1 DDOH—
BRX a7 X2 b—3 3 T, Fanily Package ¥ & UM Bachelor Package &EVY9) 2 DD /Xy r—
CHEAER L TWET,
:@WJT“@\ Parental Watch List Eé\?ﬁ Parental Watch Service é)ﬁfﬁk(ﬁﬁfz%é Z ek %Hﬁi’%
o Family Package C(d, Parental Watch Service *—7 Z ° Z ‘Q?
ELTVET i TiX ice ¥A X —T7MILET, ZD~
r—ICIMAT A Y7 A7 5 A 23X, Parental Watch List CEF SN TWARKRBFEHLD 2 T v
NZT 7B ATE& EH A, Bachelor package CTlX. Parental Watch Service & =7z L7
WDOT, ZNHDHA R~DT 72 ARED HNET,
/* Define package 1 */
Package family = new Package (myPolicy); // create a package
try
{
family.setName ("Family Package"); // set package name
} catch (DuplicateltemException e)
{
// there already is a Package in service configuration with such a name
// handle exception
1
ServiceRule serviceRule = new ServiceRule (policy) ;
// adding service to rule
try
{
serviceRule.setServiceName ("Parental Watch Service") ;
} catch (ItemNotFoundException e)
{
// no such service
// handle exception
}
// get the default rule - it will apply to all the time-based rules
// since no time-based rules are created
Rule rule = serviceRule.getDefaultRule() ;
// set rule state to be enable
rule.setState (Rule.RULE_STATE_ ENABLED) ;
// set rule action to be block
rule.setPreBreachAccessMode (Rule.ACCESS BLOCK) ;
// get package’s service rule array
ServiceRuleArray serviceRuleArray = family.getServiceRuleList () ;
// add service rule to the package's serviceRuleArray
try
{
serviceRuleArray.add (serviceRule) ;
} catch(DuplicateltemException e)
{
// there already is such a rule
// handle exception
}
/* Define package 2 */
Package bachelor = new Package (myPolicy); // create a package
try
Service Control Application Suite for Broadband APl 7045 5<% A4 K
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{
bachelor.setName ("Bachelor Package"); // set package name

} catch (DuplicateltemException e)

{
// there already is a Package in service configuration with such a name
// handle exception

}

serviceRule = new ServiceRule (policy) ;
// adding service to rule
try
{
serviceRule.setServiceName ("Parental Watch Service") ;
} catch (ItemNotFoundException e)
{
// no such service
// handle exception
}
// get the default rule - it will apply to all the time-based rules
// since no time-based rules are created
rule = serviceRule.getDefaultRule() ;
// set rule state to be enable
rule.setState (Rule.RULE_STATE_ ENABLED) ;
// set rule action to be block
rule.setPreBreachAccessMode (Rule.ACCESS ADMIT) ;
// get package service rule array
serviceRuleArray = bachelor.getServiceRuleList () ;
// add service rule to the package's serviceRuleArray
try
{
serviceRuleArray.add (serviceRule) ;
} catch(DuplicateltemException e)

{
// there already is such a rule
// handle exception
}
// add the packages to the service configuration
try
{

policy.getPackageList () .add (family) ;
policy.getPackageList () .add (bachelor) ;
}catch (DuplicatelItemException e)
{
//there are already such packages
//handle exception

FFEOa— NI THEH SN T DI HEERIZOWVWT, ROFETHA L ET, NEITKRD EBY TT,
o N b —UDIERB LNy r—U A DORE

o Y—V R IJIL—ILDEFE

o EX

o Bl —FTP#—E R L—)L

s TV —var

o HlEo L bu—F

o ERLA—

o T 74V ORI EFET T v b ORI

s Ty JBIOIXALY |
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NI T—VDERE LUy T— OB DERTE

R r—VHVERRT DI21E. new BAEFEZHH L £, IROIT T, package #ZipT T A% A A
2oy E— R LTWET,

| Package family = new Package (myPolicy); // create a package ‘

LNy =V ER LI L ROT TNy F—=VICARE T TOET,

| family.setName ("Family Package"); // set package name

HY—ER IL—ILDESE

WDITT, LT oy /b getRule X Vv RONRT A —Z TIRE LNV —1LVOSEPBEINET,

| ServiceRule pw =residential.getRule ("Parental Watch Service"); ‘

Pk
Il

Fy hU—2 "IV a VITHRESN WS HIREBIRT 5 &, ERNEAELET, —E X
DV—IVEEETHEXIL, EREZERLET, MEBOREFIRELITFr Yy b/ # (Kb/s)
HRSH EE OFIR 2 il L7240, P—E A THOLNUDERIN TN D ZOMOHIRZEE L7z
Uitk , B EARRTIENTEET, EXEERTDHEMIE, 2085 RFHIRISGEK LEAIC
FIFTRET Vv a v EEETAHI L TT,

=X, EIKHT (pre-breach) 1 X OEZ/K# (post-breach) D 2 ODE— RKRHV 3, —t
A =)L DOFIRIZE LR\ & X pre-breach 72 > 2 >HPFEIT S, HIfRICE L THEB L7Z & X2
VX post-breach 72 > 7 2INFEITSNET,

IN6OT 7 v aryoflé LT, HHREAROFIR, —E2ADHES, RDR LAR— D~ —,
BEIOWeb A M UFA LI arBhH0ET, $3TD prebreach 77 7 a2 a—L (A
Vv R) 12, ¥IEd 5 post-breach 7 7 > 7 v a v a—n3H v £97,

BRIET 74V NOWREBTIIIET /T 4 7ROT, BRET V7T 4 7 LT bLMHAT 2 0LER &
D E£9, IRDIT T, setPreBreachAccessMode A Y v RDT7Z 7% true IR ET H I LI LY, EX
HIOFEM T 77 4712 LTWET,

| rule.setPreBreachAccessMode (Rule.ACCESS ADMIT) ; ‘

Bl —FTPH—EX JL—IL

WIZ, FTP Y —EAHDONL— NV EFRET D02~ LET, ZTOFITIL, FTP File Downloading & U
BB —EARTFETDHZ EE2AHEE LTCWET, ZNHOL— X0, #EHEIE 5 Kb/s,
1 H&H720 100 MB IZHIRE SN ET, EBLL0OfIRICETHE, —EAZZEL, RDR%EZ VY
H—LET, ZOFITIE, RDRIZ1 BBV DEFHZLVAR—MTCHEHT L2 EEELTWET, &%
WZH—bER ar7sXalb—rarziflL, 20be THREEZKTLET,
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// create new package
Package residential = new Package (myPolicy) ;
// add the packages to the service configuration
try
{
policy.getPackageList () .add (residential) ;
} catch (DuplicateltemException e)
{
// there already are such packages
// handle exception
1
// set service name
try
{
residential.setName ("residential") ;
} catch (DuplicateltemException e)
{
// there already is a Package with such a name in service configuration
// handle exception
1
ServiceRule serviceRule = new ServiceRule (policy) ;
// adding service to rule
try
{
serviceRule.setServiceName ("Parental Watch Service") ;
} catch(ItemNotFoundException e)
{
// no such service
// handle exception
}
// get the default rule - it will apply to all the time-based rules
// since no time-based rules are created
Rule rule = serviceRule.getDefaultRule() ;
// set rule state to be enable
rule.setState (Rule. RULE_STATE_ENABLED) ;
// set rule action to be admitted
rule.setPreBreachAccessMode (Rule.ACCESS_ADMIT) ;
// limit daily volume to approximately 100 MB
rule.setBreachVolumeLimit (100000) ;
// set rule post-breach action to be blocked
rule.setPostBreachAccessMode (Rule.ACCESS_BLOCK) ;
// generate RDR when limit is breached
rule.setBreachReportEnabled (true) ;
// get package service rule array
ServiceRuleArray serviceRuleArray = residential.getServiceRulelList () ;
// add service rule to the package's serviceRuleArray
try
{
serviceRuleArray.add (serviceRule) ;
} catch(DuplicateItemException e)
{
// there is already such a rule
// handle exception
}
// tell the package to use daily aggregation periods
residential.setAggregationPeriod (Package.AGGREGATED PERIOD DAILY) ;
// apply changes to the SCE Platform
PolicyAPI.applyPolicy (connection, myPolicy, SCAS.APPLY FLAG OVERWRITE) ;
// close the connection
SCAS.logout (con) ;

FROBITOND LI RAERIIYV—ERX TP g U THERENEF n S ME L IIME
My hU—2 o a b BOELLTHRETE ET, L LDRIFRIZE LZRRT,
VTR TANOHEMFEIEL— h2ZFE L2, LAR—F (RDR) ZXELEY, 722754
NP —EZANLERA LY TEET,
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LUTFORET, 207077 LOFMITONTEL2 DEFREZHHALET,

T =g N, Ny =Dl e — RNV TERLEYT, T/ U A —2 3 1%, RDR
MEREhZ & LR— MERIER SN ET, 7705 = auid, A, @, B, £2EEMD
CICHECTEET,

FCY—ERT, Ny r—V I LR RLT7 7V —va Bz TEEd, 2F0. 120
/X /r—3C FTP Download Service P 1 H®H7=0 O b —% )L % F57E L[5 U FTP Download Service
EHERATH L9 120y =V TR ISV O N—F LV ERET D ENRAHRETT, 20T
7V —=vay (=2 TOMMARIICET HER) (X, 37227 A4 %5 0HAROFEREE
T BMmEICRHATE E T,

WOITT, 1HBHZYVD b=V ZFEHALTCRDR 2422 2T L TCWET,

| residential.setAggregationPeriod (Package.AGGREGATED PERIOD DAILY) ; ‘

7 A —=FORGFI Ny =V T EICERLET, LIEB-T, Ny r—=UR2o0%—E X (&
ili‘ FTP Download Service 3 X WNvideo Conferencing Service) T*%Wéﬂé%é\\ 7779 7=
a MO —EADEE e MRS ET, RN =V aRET OBICEE T N8
HD 12T,

FEoOBITIE, V=R a7 4 X2l —arEdF 7794 TIRELTWAD T, —#Da<
RIFNEARFETT, LER-T, BEZLOY—E R a7 X2l —3 3% SCE®DSCE 75+~ k
T4 —LIBHETHE T, a~vr FEFETEINEREA,

g = e —Z7 (B A= =) X, FEOYH—E R FTUHF I a v B3MEHA LTV IRE
(Kbps) ZHET H72DD 70— )b—)L R—ZADFETT, 1 7r—D I %7 aTH, W
KONDT7a—%ZREHMHTS P77 a THLHEIERETY, #liig= be—J 01—
M, 7a— R=Z —)L BFER— R =)L I S OMBAE DRI TH ENTEET,

WikiE = e —ZI2iX, FAaErs 0 £7, miRiE= s he—J X2 Ei,. 7y 7 AR —A
FREZFFA T AN =L FROEL LN TREEEZHE L ET, ZOHMITAPI THRETE E7,

Zr—# (Rt y v a o8 BEOENSOEFOMERAERE L — b3 DU, e A 21—
INYAT K Y —ERAZ L YBRACHBE LT, xy FU—=2 VY —=ZAOHMMFIEITE L TL Y P
ERIEFTZENTELOTHERNTY, L& xE, HE= he—J0KEICE->T, B 7277
ARNPHEEDOTINE L — F &2 EE LW nE D EHTE 2 7 e —8AEFIRIZT 5 &0V ) fREN
ARETY,

Ty b= UV a rTHEREND 7 e —KEHIETE, 72 & X RTPS 7’1 bk
ERT 24 02—y N ETAH TTVr—va D7 VFN Ju— KXy 2 MR UIZ&LbFE
9, RTSP X, EF A FT77 4 v 7 DWW OO 7 o —Zffiffc& 4, HEEa fe—F
I TR TANRNPRED L — MIREZBZRNE D IHRET 27120y — L& T /S F—|Z
Rt L ET,

WIZ, 7o— LYV TOREE= > e — FREDFERBI 2R LET,

// assigning BWController number 3 to the Rule in upstream direction
ftpRule.getDefaultRule () .setPreBreachUpstreamBWControllerIndex (3) ;
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&R LK—

ERE, VAT ATHESNEHIRZ B L HE I E LT, BRI SIS AICETT
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YTRATTANRND T YT a ERFY—EADRMEHIEMONDOERZMA D Z & TT,

Lo T, VAT A2 XA 7O LA — MEBBSERHY £3, Ziud, (@ 7mrv s LiFR—
b, F72F ) EXVFA—FCTT, P—ERACEXBPBET LU, EXOX A FIUHLTE
LHMDULR—= 2 NI H—=FTB5LH0, VAT LERETEET,

BB ELEEXIZ, BMEONRT A—F % true [ICRETHZ LI2X > TRDR OIERE RV H—
THHERISRLET,

| Rule.setBreachReportEnabled (true) ; ‘

ERBRFEET DN RDR 24T 5D TlER, YT RIZ TA/NTEFA—/LTHEMTH LD
ICRETHZ b TEET,

TI74IL FDOEREIET T4+ IL F ORI
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// set rule post-breach action to block access
rule.setPostBreachAccessMode (Rule.ACCESS_BLOCK) ;

FET TN V=L DOPNIRDOERBY TT TR FA NN —ER~DT 7w AEZETIND
EOETT7HNV ROV —=NVRERINTWDEELET, IHIT, 2 DOREEFZER LT &K
ELET, 1 DIFFEHD 2200 ~ 0600 THY, &5 1 DF4MHEHOR CRRHE T, FH ORFRHEP:
TEHY—EA~DOT 7B AEFHA L, ATV —EZA~DT 7 25242 X512, 4%
ERcCcE £,
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// creates a new Package
Package myPackage = new Package (myPolicy) ;
// add the packages to the service configuration
try
{
policy.getPackageList () .add (myPackage) ;
} catch(DuplicateItemException e)
{
// there already are such packages
// handle exception
}
// creates new service rule
ServiceRule serviceRule = new ServiceRule (policy) ;
// adds service to rule
serviceRule.setServiceName (serviceName) ;
// gets the default rule - it will apply to all time based rules
// since no time based rules are created
Rule defaultRule = serviceRule.getDefaultRule() ;
// set default rule state to be disable
defaultRule.setState (Rule.RULE_STATE DISABLED) ;
// announce the need for configuring specific behavior to T1
Rule tlRule = null;
Try
{
tlRule = serviceRule.addTimeFrameRule (TimeFrame.T1) ;
} catch(ItemNotFoundException e)
{
// handle exception
} catch(DuplicateItemException e)

{

// handle exception

}

// set Tl rule state enabled

tlRule.setState (Rule.RULE_STATE_ENABLED) ;

// adds service rule to the package's serviceRuleArray
myPackage.setServiceRule (serviceRule) ;
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block-and-redirect BA%1%. HTTP, RTSP 72 &, VXA L7 "INA[§ER T v ha V&l + 29—
ZNZOHBRLE T, COBKEFEHRIT I L, VTR TANRBY—ER Ry r—VIZ&Fh T
RNWY—EA~NDT I AERBIZHEEIN, YT AT TANRD TP a v EZROFRy U —
7 7 RLARZVEZA VY hT&EFET, TOXYy NI —7 7T RVAEZIET Web VA F T, F—E R

DT 7B AFIEZOWTOR R RERE TS £,

// to be redirected to a certain URL
try

{

redirect.html") ;
} catch (ItemNotFoundException e)

{

//handle exception
} catch (MalformedURLException e)

{
1

// creates new service rule

//handle exception

// adds service to rule

// since no time-based rules are created

// set default rule state to be enable
defaultRule.setState (Rule.RULE_STATE_ ENABLED) ;

// assign the default redirect string of the "HTTP Browsing" protocol

policy.setProtocolRedirectString ("HTTP Browsing", "http://www.mySite.com/

ServiceRule serviceRule = new ServiceRule (policy) ;

serviceRule.setServiceName ("http browsing service");
// gets the default rule - it will apply to all time-based rules

Rule defaultRule = serviceRule.getDefaultRule() ;

// set rule post-breach action to block and redirect
defaultRule.setPostBreachAccessMode (Rule.ACCESS_BLOCK AND_REDIRECT) ;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**
*/

com.
com.

com

com.
com.

com

com.
com.
.cisco.

com

com.
com.
.cisco

com

com.
com.
.cisco.

com

com.
com.
.cisco.

com

com.
com.
.cisco

com

public static void main(Stringl]

.cisco

.cisco.

.Connection;
.ConnectionFailedException;
.SCAS;

.PolicyAPI;
.common.DuplicateItemException;
.common.ItemNotFoundException;
.policy.IPListItem;
.policy.IPRangeList;
.policy.ListArray;
.policy.Package;
.policy.PackageArray;
.policy.Policy;
.policy.PortListItem;
.policy.Protocol;
.policy.ProtocolArray;
.policy.Rule;
.policy.Service;
.policy.ServiceArray;
.policy.ServiceElement;
.policy.ServiceRule;
.policy.ServiceRuleArray;

cisco. .scas
.scas

scas

apps
apps
.apps.
.apps.scas
.apps.scas
apps.scas
apps
apps
apps
apps
apps
.apps.
.apps.scas
.apps.scas
apps.scas
apps
apps
apps
apps
apps
.apps.

cisco.

cisco
cisco
cisco. .scas
.scas
.scas

cisco.
cisco. .scas
.scas
scas

cisco.

cisco
cisco
cisco. .scas
.scas
.scas

cisco.
cisco. .scas
.scas
scas

cisco.

* SCAS API Example

public class Example {

args) {
Policy policy = new Policy("");
// get policy package list
PackageArray packageArray = policy.getPackageList () ;

byte ip mask = 32;

// create host list item

IPListItem iteml = new IPListItem("1.1.1.1", ip mask);
IPListItem item2 = new IPListItem("2.2.2.2", ip mask);
IPListItem item3 = new IPListItem("3.3.3.3", ip mask);

// create ip list
String listName = "doom ips";
IPRangelList ipList =

new IPRangeList (listName,

"A list of doom ips", false);

// add list item to list

try {
ipList.add(iteml) ;
ipList.add(item2) ;
ipList.add(item3) ;

} catch (DuplicateItemException e) {

System.out.println(
"Add ip list item to ip list failed :" +

e.getMessage ()) ;

System.exit (1) ;

// get the policy list array and add to it the ip list
ListArray policyListArray = policy.getListArray() ;
try {
policyListArray.addList (ipList) ;
} catch (Exception e) {
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e.getMessage () ) ;

}

// set port

try {

}

try {

try {

try {

System.out.println(
System.exit (1) ;
// get Policy Service list
ServiceArray policyServicelList =
// create doom protocol
String protocolName = "doom";

ProtocolArray policyProtocols =
Protocol protocol =

PortListItem doomPort =
new PortListItem (666,

protocol.add (doomPort) ;
} catch (DuplicateltemException e) {
System.out.println(

System.exit (1) ;

policyProtocols.add (protocol) ;
} catch (DuplicateItemException e) {
System.out.println(

System.exit (1) ;
// to allow doom to support IP addresses,
// the generic TCP and UDP must support it
policyProtocols.getProtocol (

} catch (Exception e) {
System.out.println(

System.exit (1) ;
// create new Service
Service service =
String serviceName =
// set the service name,
service.setName (serviceName) ;
} catch (ItemNotFoundException e) {
System.out.println(

ItemNotFoundException :"

"Add ip list to policy lists failed :" +

policy.getServicelList () ;

policy.getProtocolList () ;
new Protocol (policy) ;

PortListItem.TRANSPORT TYPE BOTH) ;

"ERROR - adding port 666 failed :" + e.getMessage());

"ERROR - adding protocol \""
+ protocolName
+ "\" failed:"
+ e.getMessage()) ;

Protocol.GENERIC_UDP_PROTOCOL) .setListElementsType (
Protocol .LIST SUPPORT IP RANGE_LIST) ;

"ERROR - UDP setListElementsType threw exception"

+ e.getMessage()) ;

new Service (policy) ;

"Local Doom";

which is its identifier

"ERROR - service set name threw

| oL-7207-01-J
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+ e.getMessage()) ;

System.exit (1) ;
} catch (DuplicateltemException e) {
System.out.println(
"ERROR - service set name threw
DuplicateItemException :"

+ e.getMessage()) ;

System.exit (1) ;

// add the doom protocol to the service
try {
service.addProtocol (protocolName, ServiceElement.DIRECTION BOTH) ;
} catch (ItemNotFoundException e) {
System.out.println(
"ERROR - adding protocol threw
ItemNotFoundException :"
+ e.getMessage()) ;
System.exit (1) ;
} catch (DuplicateItemException e) {
System.out.println(
"ERROR - adding protocol threw
DuplicateItemException :"
+ e.getMessage()) ;
System.exit (1) ;

}

// add the list to the service: the first index is
// the service element index fi that is, to which protocol -
// and the second index is the list index in the policyListArray
try {
service.addList (0, ipList.getName()) ;
} catch (ItemNotFoundException e) {
System.out.println(
"ERROR - adding list threw ItemNotFoundException :"
+ e.getMessage()) ;
System.exit (1) ;
} catch (DuplicateItemException e) {
System.out.println(
"ERROR - adding list threw DuplicateltemException
+ e.getMessage()) ;
System.exit (1) ;

// add service to policyServiceList
try {
policyServiceList.add (service) ;
} catch (DuplicateltemException e) {
System.out.println(
"ERROR - adding service to policy service list "
+ "threw DuplicateltemException :"
+ e.getMessage()) ;
System.exit (1) ;

// creating a new Package
Package pack = new Package (policy);

String packageName = "Game users";

try {
pack.setName (packageName) ;
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DuplicateItemException") ;

} catch (DuplicateltemException e) {
System.out.println(
"ERROR - package.setName threw

System.exit (1) ;

}

// add package to service configuration package array
try {
packageArray.add (pack) ;
} catch (DuplicateItemException e) {
System.out.println(
"ERROR - add package failed : " + e.getMessage());
System.exit (1) ;

// create new service rule
ServiceRule serviceRule = new ServiceRule (policy) ;
// add service to rule
try {

serviceRule.setServiceName (serviceName) ;
} catch (ItemNotFoundException e) {

System.out.println(

"ERROR - service rule set service name failed:"
+ e.getMessage()) ;
System.exit (1) ;

// get the default rule - it will apply to all the time-based rules
// since no time-based rules are created
Rule rule = serviceRule.getDefaultRule() ;

// set rule state to enabled
rule.setState (Rule.RULE_STATE ENABLED) ;

// set rule action to be blocked
rule.setBillingReportEnabled (true) ;

// set other Rule parameters

//

// get package service rule array
ServiceRuleArray serviceRuleArray = pack.getServiceRuleList () ;

// add service rule to the package's serviceRuleArray
try {
serviceRuleArray.add (serviceRule) ;
} catch (DuplicateltemException e) {
System.out.println(
"ERROR - adding service rule to the package "
+ "threw DuplicateltemException : "
+ e.getMessage()) ;
System.exit (1) ;
} catch (ItemNotFoundException e) {
System.out.println(
"ERROR - adding service rule to the package "
+ "threw ItemNotFoundException : "
+ e.getMessage()) ;
System.exit (1) ;

| oL-7207-01-J
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// connect to the SCE Box
String username = "admin";
String password = "pcube";
String se_address = "212.47.174.32";
Connection connection = null;
try {
connection =
SCAS.login (
se_address,
username,
password,
Connection.SE DEVICE) ;
} catch (ConnectionFailedException e) {
// login failed - handle exception
1

// to apply the service configuration, the parameters are:
// a connection, the new policy to apply, the SCE to apply to,
// and a flag stating that the a connection, should be applied
// (although you might override other applied service
configurations)
try {
PolicyAPI.applyPolicy (connection, policy) ;
} catch (Exception e) {
System.out.println("ERROR - first apply failed :" +
e.getMessage ()) ;
System.exit (1) ;
} finally {
SCAS.logout (connection) ;
}
System.exit (0) ;

}

private Example() {}
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	5
	Service Configuration API

	Service Configuration APIの概要
	ステップ 1 新しいサービス コンフィギュレーションを定義するか、またはSCEから既存のサービス コンフィ ギュレーションを取得します。
	ステップ 2 サービスを定義して、サービス名を割り当てます。
	ステップ 3 プロトコルおよびリストを定義します。
	ステップ 4 サービス エレメントを定義し、それらのエレメントにプロトコル、方向、およびリスト（オプショ ン）を割り当てます。
	ステップ 5 サービス エレメントをサービスに追加します。
	ステップ 6 パッケージを定義して、パッケージ名を割り当てます。
	ステップ 7 パッケージのサービス ルール（違反前および違反後における帯域幅の制限、サービスのイネーブル 化またはディセーブル化など）を定義します。
	ステップ 8 サービス コンフィギュレーションをSCEに伝播してアクティブ化します。

	SCAS APIのベース クラス
	表5-1 主なSCAS APIクラス

	SCASクライアント/サーバの接続
	SCASライブラリの組み込み
	import com.cisco.apps.scas.*;
	import com.cisco.apps.scas.common.*;
	import com.cisco.apps.scas.policy.*;

	SCEプラットフォームへの接続
	String username = "admin";
	String password = "pcube";
	String se = "212.47.174.32";
	Connection connection = null;
	try{
	connection = Engage.login(se, user, password, Connection.SE_DEVICE);
	}catch (ConnectionFailedException e)
	{
	// login failed - handle exception
	}
	Engage.logout(connection);


	SCAS Service Configuration APIによるサービス コンフィギュレーショ ンの管理
	サービス コンフィギュレーションの取得および適用
	// retrieve a service configuration
	Policy myPolicy =
	PolicyAPI.retrievePolicy(connection);
	// apply a policy
	PolicyAPI.applyPolicy (connection, myPolicy, SCAS.APPLY_FLAG_OVERWRITE);

	サービス コンフィギュレーションのインポート、エクスポート、および作成
	String filename = "policy.pqb";
	BufferedReader br = new BufferedReader(new InputStreamReader(new FileInputStream(filename)));
	Policy importedPolicy = ImportExportUtils.importPolicy(ImportExportUtils.XML_FORMATTER, br);
	String filename = "policy.pqb";
	PrintStream print = new PrintStream(new FileOutputStream(new File(filename)));
	ImportExportUtils.exportPolicy(policy, ImportExportUtils.XML_FORMATTER, print);
	Policy myPolicy = new Policy("");

	リスト
	. . .
	String name = " Offensive Content Website List ";
	String description = " A list of offensive website hosts. ";
	HostList offensiveList = new HostList(name, description);
	try
	{
	offensiveList.add(new HostListItem("www.offensive-content.com"));
	offensiveList.add(new HostListItem("www.more-offensive-content.com"));
	} catch(DuplicateItemException e)
	{
	// handle duplicate exception
	}
	ListArray listArray = myPolicy.getListArray();
	try
	{
	listArray.addList(offensiveList);
	} catch(DuplicateItemException e)
	{
	// handle duplicate exception
	}
	リスト アレイの取得
	ListArray listArray = myPolicy.getListArray();

	リスト アレイのナビゲート
	for (int i = 0; i < listArray.getSize(); i++)
	{
	Object o = listArray.getElementAt(i);
	}

	リストのタイプの判別
	if (o instanceof HostList)
	{
	HostList hostlist = (HostList) o;
	System.out.println("Host List");
	} else // IPRangeList
	{
	IPRangeList iplist = (IPRangeList) o;
	System.out.println("IP Range List");
	}

	リスト アレイへの要素の追加
	// To add a new host list item
	hostlist.add(new HostListItem("www.cnn.com"));


	プロトコル
	プロトコルの定義
	// create a new protocol and pass it a reference to a service configuration
	Protocol quakeProtocol = new Protocol(myPolicy);
	// set the protocol name
	try
	{
	quakeProtocol.setName("quake");
	} catch(DuplicateException de)
	{
	//a Protocol with such a name already exists in the service configuration
	// handle exception
	} catch(ItemNotFoundException infe)
	{
	//item was missing while validating rename: service configuration corrupt
	// handle exception
	}
	// add new port and transport type
	try
	{
	quakeProtocol.add(new PortListItem(26000, Consts.TRANSPORT_TYPE_TCP));
	} catch(DuplicateItemException e)
	{
	// the service configuration has a Protocol with such a defined port
	// handle exception
	}
	// add the quake protocol to the service configuration 's protocol list
	try
	{
	protocols.add(quakeProtocol);
	} catch(DuplicateItemException e)]
	{
	// the service configuration already has this Protocol
	// handle exception
	}
	quakeProtocol.add(new PortListItem(26000, Consts.TRANSPORT_TYPE_TCP));
	protocols.add(quakeProtocol);

	プロトコルへのポートの追加
	. . .
	// get protocol list
	ProtocolArray protocols = myPolicy.getProtocolList();
	// get a protocol called "HTTP Browsing":
	try
	{
	Protocol http = protocols.getProtocol ("HTTP Browsing");
	} catch(ItemNotFoundException infe)
	{
	// the service configuration does not have a Protocol with such a name
	// handle exception
	}
	// add port 8082 to HTTP Browsing
	try
	{
	http.add(new PortListItem (8082, Consts.TRANSPORT_TYPE_TCP));
	} catch(DuplicateItemException e)
	{
	// the service configuration has a Protocol with such a defined port
	// handle exception
	}
	. . .
	ProtocolArray protocols = myPolicy.getProtocolList();
	Protocol http = protocols.getProtocol ("HTTP Browsing");
	http.add(new PortListItem (8082, Consts.TRANSPORT_TYPE_TCP));


	サービスおよびサービス エレメント
	. . .
	Service gamingService = new Service(myPolicy); // create a service
	try
	{
	gamingService.setName("Gaming Service"); // set service name
	} catch(DuplicateException de)
	{
	// a Service with such a name already exists in the service configuration
	// handle exception
	} catch(ItemNotFoundException infe)
	{
	//item was missing while validating rename: service configuration corrupt
	// handle exception
	}
	// create a service element for Subscriber-Initiated Doom
	try
	{
	gamingService.addProtocol("doom",
	ServiceElement.DIRECTION_SUBSCRIBER_INITIATED);
	} catch(ItemNotFoundException e)
	{
	// there is no such Protocol in the service configuration
	// handle exception
	} catch(DuplicateItemException e)
	{
	// there is already a Service with such a Protocol and direction in the service configuration
	// handle exception
	}
	// create a service element for Subscriber-Initiated Quake
	try
	{
	gamingService.addProtocol("quake",
	ServiceElement.DIRECTION_SUBSCRIBER_INITIATED);
	} catch(ItemNotFoundException e)
	{
	// there is no such Protocol in the service configuration
	// handle exception
	} catch(DuplicateItemException e)
	{
	//There is already a Service with such a Protocol and direction in the service configuration
	// handle exception
	}
	// add service to service configuration
	try
	{
	myPolicy.getServiceList().add(gamingService);
	} catch(DuplicateItemException e)
	{
	//There is already a Service in the service configuration
	// handle exception
	}
	. . .
	サービスの作成
	Service gamingService = new Service (myPolicy); // create a service
	gamingService.setName("Gaming Service"); // set service name

	サービス エレメントの定義
	gamingService.addProtocol("doom", ServiceElement.DIRECTION_SUBSCRIBER_INITIATED);
	int listIndex =
	myPolicy.getListArray().getListIndex("gaming servers list");
	if(listIndex == -1)
	{
	// there is no such list
	// handle error
	}
	int serviceElementIndex = gamingService.getServiceElementArray.getIndexOfItem("doom", ServiceElement. DIRECTION_SUBSCRIBER_INITIATED);
	if(serviceElementIndex == -1)
	{
	// There is no such ServiceElement
	// handle error
	}
	try {
	gamingService.addList(serviceElementIndex,listIndex);
	} catch(ItemNotFoundException e)
	{
	// handle error
	} catch(DuplicateItemException e)
	{
	// handle error
	}

	サービス コンフィギュレーションへのサービスの追加
	// add service to service configuration
	myPolicy.getServiceList().add(gamingService);


	パッケージ
	/* Define package 1 */
	Package family = new Package(myPolicy); // create a package
	try
	{
	family.setName("Family Package"); // set package name
	} catch (DuplicateItemException e)
	{
	// there already is a Package in service configuration with such a name
	// handle exception
	}
	ServiceRule serviceRule = new ServiceRule(policy);
	// adding service to rule
	try
	{
	serviceRule.setServiceName("Parental Watch Service");
	} catch(ItemNotFoundException e)
	{
	// no such service
	// handle exception
	}
	// get the default rule - it will apply to all the time-based rules
	// since no time-based rules are created
	Rule rule = serviceRule.getDefaultRule();
	// set rule state to be enable
	rule.setState(Rule.RULE_STATE_ENABLED);
	// set rule action to be block
	rule.setPreBreachAccessMode(Rule.ACCESS_BLOCK);
	// get package’s service rule array
	ServiceRuleArray serviceRuleArray = family.getServiceRuleList();
	// add service rule to the package's serviceRuleArray
	try
	{
	serviceRuleArray.add(serviceRule);
	} catch(DuplicateItemException e)
	{
	// there already is such a rule
	// handle exception
	}
	/* Define package 2 */
	Package bachelor = new Package(myPolicy); // create a package
	try
	{
	bachelor.setName("Bachelor Package"); // set package name
	} catch (DuplicateItemException e)
	{
	// there already is a Package in service configuration with such a name
	// handle exception
	}
	serviceRule = new ServiceRule(policy);
	// adding service to rule
	try
	{
	serviceRule.setServiceName("Parental Watch Service");
	} catch(ItemNotFoundException e)
	{
	// no such service
	// handle exception
	}
	// get the default rule - it will apply to all the time-based rules
	// since no time-based rules are created
	rule = serviceRule.getDefaultRule();
	// set rule state to be enable
	rule.setState(Rule.RULE_STATE_ENABLED);
	// set rule action to be block
	rule.setPreBreachAccessMode(Rule.ACCESS_ADMIT);
	// get package service rule array
	serviceRuleArray = bachelor.getServiceRuleList();
	// add service rule to the package's serviceRuleArray
	try
	{
	serviceRuleArray.add(serviceRule);
	} catch(DuplicateItemException e)
	{
	// there already is such a rule
	// handle exception
	}
	// add the packages to the service configuration
	try
	{
	policy.getPackageList().add(family);
	policy.getPackageList().add(bachelor);
	}catch(DuplicateItemException e)
	{
	//there are already such packages
	//handle exception
	}
	パッケージの作成およびパッケージ名の設定
	Package family = new Package(myPolicy); // create a package
	family.setName("Family Package"); // set package name

	サービス ルールの定義
	ServiceRule pw =residential.getRule("Parental Watch Service");

	違反
	rule.setPreBreachAccessMode(Rule.ACCESS_ADMIT);

	例 ― FTPサービス ルール
	// create new package
	Package residential = new Package(myPolicy);
	// add the packages to the service configuration
	try
	{
	policy.getPackageList().add(residential);
	} catch(DuplicateItemException e)
	{
	// there already are such packages
	// handle exception
	}
	// set service name
	try
	{
	residential.setName("residential");
	} catch (DuplicateItemException e)
	{
	// there already is a Package with such a name in service configuration
	// handle exception
	}
	ServiceRule serviceRule = new ServiceRule(policy);
	// adding service to rule
	try
	{
	serviceRule.setServiceName("Parental Watch Service");
	} catch(ItemNotFoundException e)
	{
	// no such service
	// handle exception
	}
	// get the default rule - it will apply to all the time-based rules
	// since no time-based rules are created
	Rule rule = serviceRule.getDefaultRule();
	// set rule state to be enable
	rule.setState(Rule.RULE_STATE_ENABLED);
	// set rule action to be admitted
	rule.setPreBreachAccessMode(Rule.ACCESS_ADMIT);
	// limit daily volume to approximately 100 MB
	rule.setBreachVolumeLimit(100000);
	// set rule post-breach action to be blocked
	rule.setPostBreachAccessMode(Rule.ACCESS_BLOCK);
	// generate RDR when limit is breached
	rule.setBreachReportEnabled(true);
	// get package service rule array
	ServiceRuleArray serviceRuleArray = residential.getServiceRuleList();
	// add service rule to the package's serviceRuleArray
	try
	{
	serviceRuleArray.add(serviceRule);
	} catch(DuplicateItemException e)
	{
	// there is already such a rule
	// handle exception
	}
	// tell the package to use daily aggregation periods
	residential.setAggregationPeriod(Package.AGGREGATED_PERIOD_DAILY);
	// apply changes to the SCE Platform
	PolicyAPI.applyPolicy(connection, myPolicy, SCAS.APPLY_FLAG_OVERWRITE);
	// close the connection
	SCAS.logout(con);

	アグリゲーション
	residential.setAggregationPeriod (Package.AGGREGATED_PERIOD_DAILY);

	帯域幅コントローラ
	// assigning BWController number 3 to the Rule in upstream direction
	ftpRule.getDefaultRule().setPreBreachUpstreamBWControllerIndex(3);

	違反レポート
	Rule.setBreachReportEnabled(true);

	デフォルトの時間枠と非デフォルトの時間枠
	// set rule post-breach action to block access
	rule.setPostBreachAccessMode(Rule.ACCESS_BLOCK);
	. . .
	// creates a new Package
	Package myPackage = new Package(myPolicy);
	// add the packages to the service configuration
	try
	{
	policy.getPackageList().add(myPackage);
	} catch(DuplicateItemException e)
	{
	// there already are such packages
	// handle exception
	}
	// creates new service rule
	ServiceRule serviceRule = new ServiceRule(policy);
	// adds service to rule
	serviceRule.setServiceName(serviceName);
	// gets the default rule - it will apply to all time based rules
	// since no time based rules are created
	Rule defaultRule = serviceRule.getDefaultRule();
	// set default rule state to be disable
	defaultRule.setState(Rule.RULE_STATE_DISABLED);
	// announce the need for configuring specific behavior to T1
	Rule t1Rule = null;
	Try
	{
	t1Rule = serviceRule.addTimeFrameRule(TimeFrame.T1);
	} catch(ItemNotFoundException e)
	{
	// handle exception
	} catch(DuplicateItemException e)
	{
	// handle exception
	}
	// set T1 rule state enabled
	t1Rule.setState(Rule.RULE_STATE_ENABLED);
	// adds service rule to the package's serviceRuleArray
	myPackage.setServiceRule(serviceRule);
	. . .

	ブロックおよびリダイレクト
	// assign the default redirect string of the "HTTP Browsing" protocol
	// to be redirected to a certain URL
	try
	{
	policy.setProtocolRedirectString("HTTP Browsing","http://www.mySite.com/ redirect.html");
	} catch (ItemNotFoundException e)
	{
	//handle exception
	} catch (MalformedURLException e)
	{
	//handle exception
	}
	// creates new service rule
	ServiceRule serviceRule = new ServiceRule(policy);
	// adds service to rule
	serviceRule.setServiceName("http browsing service");
	// gets the default rule - it will apply to all time-based rules
	// since no time-based rules are created
	Rule defaultRule = serviceRule.getDefaultRule();
	// set default rule state to be enable
	defaultRule.setState(Rule.RULE_STATE_ENABLED);
	// set rule post-breach action to block and redirect
	defaultRule.setPostBreachAccessMode(Rule.ACCESS_BLOCK_AND_REDIRECT);



	例 ― サービスの追加とサービス コンフィギュレーションの適用
	ステップ 1 新しいサービス コンフィギュレーションを作成します。
	ステップ 2 Local Doomというサービス エレメントを定義します。
	ステップ 3 Doomサービスをサブスクライバ起動にします。
	ステップ 4 このJavaアプリケーションは、サービスをホスティングするサブスクライバ ネットワーク内のロー カル サーバのIPアドレスのリストをマッピングします。
	ステップ 5 Javaアプリケーションは、サブスクライバによるサービスへの接続時間に基づいて、課金レコード をトリガーします。
	import com.cisco.apps.scas.Connection;
	import com.cisco.apps.scas.ConnectionFailedException;
	import com.cisco.apps.scas.SCAS;
	import com.cisco.apps.scas.PolicyAPI;
	import com.cisco.apps.scas.common.DuplicateItemException;
	import com.cisco.apps.scas.common.ItemNotFoundException;
	import com.cisco.apps.scas.policy.IPListItem;
	import com.cisco.apps.scas.policy.IPRangeList;
	import com.cisco.apps.scas.policy.ListArray;
	import com.cisco.apps.scas.policy.Package;
	import com.cisco.apps.scas.policy.PackageArray;
	import com.cisco.apps.scas.policy.Policy;
	import com.cisco.apps.scas.policy.PortListItem;
	import com.cisco.apps.scas.policy.Protocol;
	import com.cisco.apps.scas.policy.ProtocolArray;
	import com.cisco.apps.scas.policy.Rule;
	import com.cisco.apps.scas.policy.Service;
	import com.cisco.apps.scas.policy.ServiceArray;
	import com.cisco.apps.scas.policy.ServiceElement;
	import com.cisco.apps.scas.policy.ServiceRule;
	import com.cisco.apps.scas.policy.ServiceRuleArray;
	/**
	* SCAS API Example
	*/
	public class Example {
	public static void main(String[] args) {
	Policy policy = new Policy("");
	// get policy package list
	PackageArray packageArray = policy.getPackageList();
	byte ip_mask = 32;
	// create host list item
	IPListItem item1 = new IPListItem("1.1.1.1", ip_mask);
	IPListItem item2 = new IPListItem("2.2.2.2", ip_mask);
	IPListItem item3 = new IPListItem("3.3.3.3", ip_mask);
	// create ip list
	String listName = "doom ips";
	IPRangeList ipList =
	new IPRangeList(listName, "A list of doom ips", false);
	// add list item to list
	try {
	ipList.add(item1);
	ipList.add(item2);
	ipList.add(item3);
	} catch (DuplicateItemException e) {
	System.out.println(
	"Add ip list item to ip list failed :" +
	e.getMessage());
	System.exit(1);
	}
	// get the policy list array and add to it the ip list
	ListArray policyListArray = policy.getListArray();
	try {
	policyListArray.addList(ipList);
	} catch (Exception e) {
	System.out.println(
	"Add ip list to policy lists failed :" + e.getMessage());
	System.exit(1);
	}
	// get Policy Service list
	ServiceArray policyServiceList = policy.getServiceList();
	// create doom protocol
	String protocolName = "doom";
	ProtocolArray policyProtocols = policy.getProtocolList();
	Protocol protocol = new Protocol(policy);
	// set port
	PortListItem doomPort =
	new PortListItem(666, PortListItem.TRANSPORT_TYPE_BOTH);
	try {
	protocol.add(doomPort);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding port 666 failed :" + e.getMessage());
	System.exit(1);
	}
	try {
	policyProtocols.add(protocol);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding protocol \""
	+ protocolName
	+ "\" failed:"
	+ e.getMessage());
	System.exit(1);
	}
	// to allow doom to support IP addresses,
	// the generic TCP and UDP must support it
	try {
	policyProtocols.getProtocol(
	Protocol.GENERIC_UDP_PROTOCOL).setListElementsType(
	Protocol.LIST_SUPPORT_IP_RANGE_LIST);
	} catch (Exception e) {
	System.out.println(
	"ERROR - UDP setListElementsType threw exception"
	+ e.getMessage());
	System.exit(1);
	}
	// create new Service
	Service service = new Service(policy);
	String serviceName = "Local Doom";
	try {
	// set the service name, which is its identifier
	service.setName(serviceName);
	} catch (ItemNotFoundException e) {
	System.out.println(
	"ERROR - service set name threw ItemNotFoundException :"
	+ e.getMessage());
	System.exit(1);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - service set name threw
	DuplicateItemException :"
	+ e.getMessage());
	System.exit(1);
	}
	// add the doom protocol to the service
	try {
	service.addProtocol(protocolName, ServiceElement.DIRECTION_BOTH);
	} catch (ItemNotFoundException e) {
	System.out.println(
	"ERROR - adding protocol threw ItemNotFoundException :"
	+ e.getMessage());
	System.exit(1);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding protocol threw DuplicateItemException :"
	+ e.getMessage());
	System.exit(1);
	}
	// add the list to the service: the first index is
	// the service element index ñ that is, to which protocol -
	// and the second index is the list index in the policyListArray
	try {
	service.addList(0, ipList.getName());
	} catch (ItemNotFoundException e) {
	System.out.println(
	"ERROR - adding list threw ItemNotFoundException :"
	+ e.getMessage());
	System.exit(1);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding list threw DuplicateItemException :"
	+ e.getMessage());
	System.exit(1);
	}
	// add service to policyServiceList
	try {
	policyServiceList.add(service);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding service to policy service list "
	+ "threw DuplicateItemException :"
	+ e.getMessage());
	System.exit(1);
	}
	// creating a new Package
	Package pack = new Package(policy);
	String packageName = "Game users";
	try {
	pack.setName(packageName);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - package.setName threw DuplicateItemException");
	System.exit(1);
	}
	// add package to service configuration package array
	try {
	packageArray.add(pack);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - add package failed : " + e.getMessage());
	System.exit(1);
	}
	// create new service rule
	ServiceRule serviceRule = new ServiceRule(policy);
	// add service to rule
	try {
	serviceRule.setServiceName(serviceName);
	} catch (ItemNotFoundException e) {
	System.out.println(
	"ERROR - service rule set service name failed:"
	+ e.getMessage());
	System.exit(1);
	}
	// get the default rule - it will apply to all the time-based rules
	// since no time-based rules are created
	Rule rule = serviceRule.getDefaultRule();
	// set rule state to enabled
	rule.setState(Rule.RULE_STATE_ENABLED);
	// set rule action to be blocked
	rule.setBillingReportEnabled(true);
	// set other Rule parameters
	// . . .
	// get package service rule array
	ServiceRuleArray serviceRuleArray = pack.getServiceRuleList();
	// add service rule to the package's serviceRuleArray
	try {
	serviceRuleArray.add(serviceRule);
	} catch (DuplicateItemException e) {
	System.out.println(
	"ERROR - adding service rule to the package "
	+ "threw DuplicateItemException : "
	+ e.getMessage());
	System.exit(1);
	} catch (ItemNotFoundException e) {
	System.out.println(
	"ERROR - adding service rule to the package "
	+ "threw ItemNotFoundException : "
	+ e.getMessage());
	System.exit(1);
	}
	// connect to the SCE Box
	String username = "admin";
	String password = "pcube";
	String se_address = "212.47.174.32";
	Connection connection = null;
	try {
	connection =
	SCAS.login(
	se_address,
	username,
	password,
	Connection.SE_DEVICE);
	} catch (ConnectionFailedException e) {
	// login failed - handle exception
	}
	// to apply the service configuration, the parameters are:
	// a connection, the new policy to apply, the SCE to apply to,
	// and a flag stating that the a connection,should be applied
	// (although you might override other applied service configurations)
	try {
	PolicyAPI.applyPolicy(connection, policy);
	} catch (Exception e) {
	System.out.println("ERROR - first apply failed :" + e.getMessage());
	System.exit(1);
	} finally {
	SCAS.logout(connection);
	}
	System.exit(0);
	}
	private Example() {}
	}



