ZOETIH., BAMLREMERTEZ T A AT D, 4 A F—T D Out-Of-Box =7 A
Y>> A (OBE) IZ2OWTHLBH L £ 9, Cisco ISA 3000 CIZ LTI HFTRFICT 7 4L h DT
A—H vy "RREINTHET,

ZOEOARFIEL, kD EBY TT,
o THMHMIFEOT 7 40 FRE (4-13—2)
- A= MER (4-1—2)
- ASA DT 7 H )V hRE (4-273—)
— CLIOTEHEREDOT 7 3L hiRE (4-42—2)
« MIB {F#t (4-7=—2)
o REDEDITT NA AZHFET D (4-73—2)
- EHBOFIE (4-83—)
- ISA3000 DEWRKLA (4-9~—2)
— ASDM DO #L#H) (4-9—)
- fthd> ASDM 7 ¢ ¥ — R L OGEMEEDEIT (4-15-3—)
— ASA Firepowert ¥ = —/LDOFRE (4-153—)
- KOEE (4-163—7)
o PIHIRREOMER (4-16—2)

TIHHREFDT 7 )V RERIE

ISA 30000 TG HMEEDT 7 )0 "R EIL. D ASA T34 R L IIFE TRV 4, kot
TarTiE, FHLEEVO I HOWTHRLET,

AN— MEER

R— bEEAHT

R—=TFDEEFT. 2EVA v FZ—T =2 ZADFEHTIX, L ASA T34 2 L3RR F
T, ASA ORI AR — FESAITIX 0202 BFE D £323, ISA 30000 K — FDFFAHITIT 1
MWEWBEVET, R—F DA F—T oA AZITED X HITHRY 9,

« ¥HEY A=V Fv b1/
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W TR HMREOT 7 L MRE

e FHEY R A—FFKv k12
s ¥HEY A=Yy I3
o X¥HEY M A—VXv | 1/4
BHA— MIKO XS0 F7,

e Management 1/1

USB R— h

HNERDDT 7B ARFERZ A T ADUSB20 V) axZEZNn2o0b0FET, ZNHD
A—=HME,. REEA ML —Y FRA REZYR—FLET, 26D 220D USB A— kI,
ASA TiX diskl. disk2 EFERENFET, LTIl ZRLET,

ciscoasa# show file system
File Systems:

Size (b) Free (b) Type Flags Prefixes
* 15621070848 15401517056 disk rw diskO: flash:
- - disk rw diskl:
- - disk rw disk2:
- - network rw tftp:

INHDOR—=MMIT 74NV ETARZ =TT HRoTEBY, A7I2T5Z LITTEERA,

ASA DF 7 )V NERE

WDt 7 vaTiE, ASA DT 7 3 /v M E & Out-Of-Box BIMEIZ DWW TR L £97,

TZ7AT 4 —I)LE—F

BFHAR— b

DHCP $—

ISA30001Z7 74V FTIE T AT LY FE— RTEELES, 7747 7+—/L R
oW TIE, To® v aryTHEBLET,

BHR—MET I7AN DR EZT 47 IPT RLA, 192.168.1.1 BEV B THNTWET,
WIZH 2R L ET,

interface Managementl/1l
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0

BTEAR— MR SN TWD DHCP WERNR 7 Z 4 7 > MM, ISA 30000 HEEE, IP 7 KX
EERETEEST, T 740 FRETIL. ISA 3000DF R — ~ THIIT 2> TV % DHCP #—
NEEELET, DHCP 7 74 7 MZU—AT&E5IP 7 FL AL, BEHAR— MZHEDY
WCHNEZIPT RLAIZEBELARWEATY, ZOIPT FLADT 7 4/ hO#FPHIL
192.168.1.5 775 192.168.1.254 O CTIEIR SN FE T,
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HTTP H—/x

F— b R b

~

()

TEHEEDF 7+ re I

FIFINIIBRETIE, BEHER—FTYZ F4 72 FDHISA 3000~ Cisco ASDM 7 7 & A &
HLFET, T4 FRTIE, BHR— O HTTP — 2 HEIMICA X—7T NI LET, ¥
[5] Cisco ASDM 7 7 & A T3/ A U — R TS EH A,

T 74N ETETRTOT—F F—MRT7 VoY ZA—TZHVET, Zhicky, EoAa
VHE—T A RAERNLTHE N T T 47 7a—PMMUOAf U F—T = ATHNDZENTEE
T (TV Y E—=FR), EEL, KB LTAHA— Ry =T S RS2 EEEZFIHT 512X, b
TI74 07X HEYy b A =Py b 1/1 BELOR1/2 7 (£721%. Copper SKU Tix, ¥4
By b A=V Ry MIBBLIOVAST) 20T 5 2 LS ET,

allowAll 77 A U A M &/ER L, CLI £721X ASDM # [l L CZNnET —HF f L H—T = A
AN C& £9, SourceFire b7 7 « v 7 FHIZIIBIOT 7 A U R k., sfrAccesList 23MERL &
nET,

Wizl &=~ LET,

interface BVI 1

!

interface GigabitEthernetl/1
bridge-group 1

no shutdown

nameif outsidel
security-level 0

!

interface GigabitEthernetl/2
bridge-group 1

no shutdown

nameif insidel
security-level 100

!

interface GigabitEthernetl/3
bridge-group 1

no shutdown

nameif outside2
security-level 0

!

interface GigabitEthernetl/4
bridge-group 1

no shutdown

nameif inside2
security-level 100

!

access-1list allowAll permit ip any any

access-1list sfrAccessList extended permit ip any any

ISA3000 7 —# AR— MZ. /30 £721L Bl D~ A T 2FHFOZ LILTEERE A,

TZ7AT U —VRY —

T—=H R—=FNET 7NV N THEDZ>TWET, VT T4 w7l T7HNNTHEET LR
Vo— w7 IR~y 7HERHLT, SFRIZEEEINET,
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W TR HMREOT 7 L MRE

(#E) BVIA X —T oA ANT —XOWEEEGHZT HITIE, @ERIP T RUARKLETT, FL
Fy R —ZICHRIICERE SN BVIIP 7 RLARARTIIE, NI 74 v 7 7Za—Elk
LET,

T 7B A URAND sfrAccessList DT 7 4V FERETIE, T _XTO NI 74 v 7 2EEEbYE
T e xE, LTFZFEMHLTHTTP 77 4 v 7 OB %l L, SFRIZED ZENTEET,

access-list httpTraffic permit tcp any any eq http
class-map httpClass
match access-list httpTraffic

policy-map global policy
class httpClass
sfr fail-open

FirePOWER D N7 7 4 v 7 &+ 257 T A <~ 7 DOT 7 4/ M EITRD LB T,

class-map sfrclass
match access-list sfrAccessList

Default configuration of policy map for the actions to be performed on the traffic
identified:

policy-map global policy
class sfrclass
sfr fail-open monitor-only

CLI O THHHEEDOT 7 )L %

CLI O— i 7e T RO F 7 4 )L R EIZRD LB Y T,

ciscoasa# show run

: Saved

: Serial Number: FCH1XXXXX
: Hardware: ISA3000, 8xxx MB RAM, CPU Demo MHz, 1 CPU (4 cores)

ASA Version 9.x(x)x

!

firewall transparent

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
4l

!

interface GigabitEthernetl/1
bridge-group 1

nameif outsidel

no shutdown

!

interface GigabitEthernetl/2
bridge-group 1

nameif insidel
security-level 100

no shutdown

!

interface GigabitEthernetl/3
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TEHEEDF 7+ re I

bridge-group 1

nameif outside2

no shutdown

!

interface GigabitEthernetl/4
bridge-group 1

nameif inside2
security-level 100

no shutdown
!

~
() FHIEYy P A%y bU1I~141%, FEOR— D2 OLMOEEDOR— b ~D T
T4 I NERERT ) oY TA—T112H D F3,

interface Managementl/1
management-only

no shutdown

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0

A
() 192.168.1.11F. T 7/ FDOEFIP 7 FLATY, ZHE. B—DF (R v FR—
Vv, ASDM F 721X CLI TISA3000% EH T H7-DIHFHTES5 T RLATY

!

interface BVI 1

no ip address
!

~
) ASANBITIUVART LU M T—RDOLEXIIHR— MNITT—ZBHND7-0121E, BVI
AV HE—T oA RZIPT RLARMETT,

ftp mode passive

no hardware-bypass boot-delay module-up sfr
hardware-bypass Gigabit Ethernet 1/1-1/2
hardware-bypass Gigabit Ethernet 1/3-1/4

S
() 7 74V F T, copper SKU DM 5 DT T/HN— R =T NAINRZAPA R —TJVIT
o TWET, ASAPEIBTLE, "= R0 =T NANRNRFATITRY 7,

access-1list allowAll extended permit ip any any
access-list sfrAccessList extended permit ip any any

access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

pager lines 24

logging asdm informational

mtu management 1500

mtu insidel 1500

mtu outsidel 1500

mtu inside2 1500

mtu outside2 1500

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
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arp timeout 14400

no arp permit-nonconnected
timeout xlate 3:00:00
timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00
timeout floating-conn 0:00:00
user-identity default-domain LOCAL

http server enable

http 192.168.1.0 255.255.255.0 management

~

() EEHAR—MZEY, ASDM 727 B R EZHL £,

no snmp-server location
no snmp-server contact
service sw-reset-button

crypto ipsec security-association pmtu-aging infinite

crypto ca trustpool policy
telnet timeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
dynamic-access-policy-record DfltAccessPolicy
!
class-map inspection_ default
match default-inspection-traffic
!
class-map sfrclass
match access-list sfrAccessList
!
policy-map type inspect dns preset_dns_map
ST A=K
message-length maximum client auto
message-length maximum 512
policy-map global policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
class sfrclass
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MIB &t

miB 5z W

sfr fail-open monitor-only

(#)  FirePOWER & = — /L CREENEAE LA, MMfail-open] E— RIZXL D, ASA THT
7 4 7 OERLE LOMREN FREIC /2 Y £, =~ R Tmonitor-only| #1795 &
ASA 5 SFR ~D/NT y SR A=, Ny T TIFTTA 0 A L ART U a VT
bIvET,

service-policy global policy global
prompt hostname context

Cryptochecksum: 61c9397c4e5eb7£0ffcl4e902ccba3e?
: end

ciscoasa#

ISA 30001%. BIfEASA Y 7 h 7 =7 THR—FENDHZTXTHOMIB #¥HR—F LET,
ASA THHR—FEN 5 MIB iZ. SNMP #kH A KD URL THER TE £9,

http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/monitor
-snmp.html

FIT, Xy U= MIB O URLEZRHDOITAHZENTEXET,

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

REDTEDITT N, R T 5

Cisco ISA 3000(21%. HIHARTEZITH OIFEHATE 235047 a RN £4,

1. USB &~"— F &35 CLI
TOF T g T, USB X —7 &S TT AL ZAD I = USB &R— FZ PC Z#ifgm L
e

ELWRIZAARNAS A b—nEnTWhiE, =371 7 n /7 aa Bt 4,
No—2 LSRIET DY BT A RSB E WS EENPC T v 7 by FCEREINTS
Bl RIARNE RV ay A—=—0nbAFT 50, £72TKDO URL #2 L T ES
VY, https://www.silabs.com/products/mcu/Pages/USBtoUARTBridgeVCPDrivers.aspx

2. RI-45 =2V —)L R— M ZfEH+ % CLI

ZOF T arTiE, DB a7 X B LN — 7 LICHERED RI45 2] LT, Cisco ISA
30000 RJ-45 =Y —)L R— M2 PC ¥k L 9,

3. BHINALE—T A A0 ASDM

FHET D PC H3Cisco ISA 3000DE A v X —T 2 A AR U TRy NU—2I12hDHES
IZ. ASDM 2 L CT A AEZHRETEET, IP 7 RLAOFHAIL, 192.168.1.5 25
192.168.1.254 T3, ASDM GUI #iL#Eh L C, T34 ADOREZFHIHBETE E7,
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BLAR D FJE

WO, FEANRE Yy BT =27 DR T,

57 4-1 HAB L P T2

ISA3000 Typical Configuration

Internet

Qutside1
Gigabit Ethernet 1/1

Management 1/1
ASAIP Address
192.168.1.1
FirePOWERIP Address
192.168.1.2

Management PC
Industrial Network

Inside 1
Gigabit Ethernet 1/2

FIE1 DTE2Fr—7NTHEE, SAAZERIZILAVY2A4—Y Ry N 2L v FIEHFLET,
o FHEY M A =YXy MIRALVH—T A A (NHER)
o I A E—T A A (ASA FirePOWER £ 2 —/LH)

~

() A H—7 A AT ASA FirePOWER 2 2 — L IFIZBT ARDOT AL 2L LT
FET D720, WA v X —T 2 f ALEHAS V=T 2 A AR LRy U —7 TH
FeCXET,

FE2 Ty A=Yy UL W) A F—T A 2% WAN T A R (I 21E7r—T
BT LRE) ITERLET,
~

Egi r—T7 )L T 5T 192.168.1.024 £7-1% 192.168.10.0/24 DHNEFIP 7 RLANIEE I
A, MOIP T RLAZEHT S X 912 ISA30000H ELZLEHTHILERH Y 7,
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ISA3000 DEJFEHEA

FIE 1 BFRT T 7 O@EYIREBRFIEIC OV T, 2 3 IDCEFRE~OHH] OHEZSR L TLIEE0,

FIE 2 FEIRT T 1% DC EBIRICEHR L7-%12 ISA3000 (286 L £,

FIE3 LED DAT—HRAEHFXT, TAAANEFIZEELTWDZ E2MRLET, & 3 [#io
TR 2L T EEN,

ASDM DFECE)
ASDM % EfTT A7 DEMHEIT DN TIL, Cisco.com @ [ASDM release notes] Z&MW 1L TL 7~
W,
::Tﬁ<%AHMDMR%J;~W%£ﬁ¢6t \Z. ASDM Z i35 Z & Z#hife & L
TUWZET, FireSIGHT Y AT A& AT 285E81F,. TP a2— 2V CLIKERL, Ty FT v 7 &
7 VT NEETTHMNENRDD £3, TASA F1rep0wer quick start guidel] S L T 72 &0,
FIE

FIE 1 ISA3000ICHER SN TWAI L E2a—&Z T, Web 77 U aHE LE T,

FJE 2 [Address] 7 4 —/V FI|Z https://192.168.1.1/admin & \>9 URL # A /J L £ 7,

FE3 TIUHFT, EETEXRWT AV r—2a v OETFTEHFA LTI E I M, ERERD BN
9, 77U LoTUE, 2—FIEHOFETINE LE T, BURINEICS W TE, B
V7 4 OEMRICHT D277 0 TOREESRL T ZEN,

FIE 4 [Cisco ASDM|Web ~— U NERrENET,
~
() HBHaLE2—FE2UAYLRZTA4T7 e LTASA TR LIZBA1E,

https://192.168.10.1/admin C ASDM (27 7 £ A CT&X £ 7,

FWE 5 fEHAIAE/R A7 > 2 > ([InstalASDM Launcher], [Run ASDM]. [Run Startup Wizard]) D 9§
k7Y v LET,

FIE 6 MWEHOERIIESTH T a 2RI L, ASDM ZE£H) L £9, [Cisco ASDM-IDM Launcher]
DRRINET,

[Install ASDM Launcher]% 7 V v 7 L7284 %A 12 & - TlE, [nstall an Identity Certificate for
ASDM ] 127 - T ISA3000 @ ID FEB#E & ASA FirePOWER £ ¥ = —/LDiFHELZ FHZF A
AN=T B ENNEITRY E,

FIFE7 2—VHLLERXRATU—FRDOT7 44—V FE2ZOFEEHL, [OK]Z227 Vv 7 LET, A1 ASDM
U4 RURKRREINET,

FIES8 A2 AbN—/1T5 ASA FirePOWER EV 2 — /LD IP 7 RV A ZEBETHLIRDONT-HE

X, XA TRy 7 Aexy 2/ LET, [Startup Wizard] ZEH L T, £9, EV=2—b
DIPT7 RVAZIELWIP T RLRAIZHETHMLENH Y £7°,

ASDM X ASA Ny 7 7 L—2 %4 LT ASA FirePOWER 2 2 — /LD IP 7 KL AR EZLEHE
TEFE9, =L, %/l%w%ﬁﬁfé [ z/bv JHENLCERINI A VX —T =
AAZALFEOET 201 (BXOHLWIPT FLR) 177 ATAHAXLERH Y 34, HEIND
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BHTIZEY 2= LD IPT FLABHNER Yy N —=J ICHEET D20, ZOT 7 ANAHET
T, IPT7 RLAERTELIZHZICASDM ARy T —2 EDOFE Y 2 — VIZBIFETE WAL,
T —NEREINET,

FNE 9 [Wizards] > [Startup Wizard] Z 3R L £ 97,

FIE10 T 7497 A F—T=A A (FHTEY b A —F %y M/~ V14) (THkETHa—0L
Fy NU—=Z7 LELH TRy NTHRBICERESNIZIP T RLAZT Y v J—7EHIN
FFoZ L& LTS 72a vy,

Startnp Wizard Management IP Address Configuration (Step 3 of 12)

b Configure the management IF address for this transparent firewall mode context. Configuring
’ the management IP address allows applications, such as ASDM, and S5H and Telnet dients to
. | access the ASA.

To configure other bridge groups, go to Configuration = Device Setup = Interfaces and select
the Bridge Groups tab.

Bridge Group: BYI1

IPv4 address
Management IP Address:

Subnet Mask: |255,255,255.255 v-

IPV6 address
Management IPvS Address: | B

Prefix Length:

FIE 11 LEIE U TEMO ASA BREZ1T D ». £721%. ASA FirePOWER @ [Basic Configuration] ] [&
MFERINDET, WEEEATIIZEN,
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—_—————————————————— T
[Ej Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard E

ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please ente
all necessary information.

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing A54 FirePOWER configuration may lead to undesired results.

[] Belect to_Bypass ASA FirePOWER Configuration.!
Metwork Settings
IP Address: _192 .168.1.2

Subnet Mask: '255.255.255.0;‘

Gateway: :192.168.1.1

Please read the following license agreement. You must accept the terms of this agreement
befaore continuing the wizard,

End User License Agresment -

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCOD SOFTWARE OR EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR. THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE
PURPOSES OF THIS CISCD END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE
SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF -
< | i ] ;

(7) I accept the agreement

usgeck |t > ||.Bosh | [.Concel | [tk

e [IPAddress] : 192.168.1.2
e [SubnetMask] : 255.255.255.0
¢ [Gateway] : 192.168.1.1

FJE 12 [I accept the agreement]% 2~ U v 7 LT, [Next] £72(% [Finish] 227 U v 7925 L, 7 ¥ — RN
KTLET,

FIE 13 ASDM ##& T L. HE#hL*9d, &x—2L2—IZ ASA FirePOWER O % 7R E R I N E T,

X2 VT 4 DEMICKHT DT T U TOIRE

ZZ T, ASDM OEFHFIZ FFRDOARAT v 730X 2 F 4 OBEMICISE TS HFELZ L
i—a—o
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Internet Explorer[InternetExplorer]

(2 hups//1031.118.167/admin @ Centificate Eror: Na.. X

File Edit View Favorites Tools Help

19 @115 (@ cec @] edes @) qddts &) topic & budget & scrubber & hyperlite-IWE 3 hyperlite-wiki | security =

@) There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website,

@ i oro ol o &
& Continue to this website (not recommended). >

® More information ASDM launched from Internet Explorer (IE)

Safari

bber cdetsng qddts topic budget clarity security v ciscov hyperlite-IWE hyperlite-wiki unix-home(0:) ¢

~ Safari can’t verify the identity of the website “10.31.118.167".

g The certificate for this website is invalid. You might be connecting to a
i 6 website that is pretending to be “10.31.118.167", which could put your
confidential information at risk. Would you like to connect to the website
anyway?

? Show Certificate Cancel
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Chrome 2T v 7 1
asdm launched from Google Chrome

Your connection is not private
Attackers might be trying to steal your information from 10.31.118.167 (for example,

passwords, messages, or credit cards). N RR_CERT_AUTHORITY_INVALID

D Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Chrome AT 72

B

This server could not prove that it is 10.31.118.167; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.31.118.167 (unsafe)

asdm launched from Chrome
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Firefox 27 v 7 1

This Connection is Untrusted

‘ A’ You have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
| connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks .
C ) asdm launched from FireFox

Firefox 27 > 7 2

This Connection is Untrusted

YYou have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification.
Even if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted

e ASDM launch from FireFox
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You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

- )

Server

i Location: | https://10.31.118.167/admin/

Certificate Status

ha
This site attempts to identify itself with invalid information.

View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to yir
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

ASDM Launch from EireFox

Permanently store this exception o

Confirm Security Exception Cancel

fi> ASDM 7 1 ' — N5 & UREMIRR B D FEAT

ASDM IZiZ, X2 U T4 R —2RETIHEODOU 4 F— N EHEENTWET,
FREART RTOY 4 F— FE2RAHI1213, [Wizards] A =2 — 2 BB L TS0,

ISA 30000 % E ZfefT9 5 121X, [Navigating the Cisco ASA Series Documentation] TY 7 k7 =
T NR=Ta R LT =2 TV ESR LTSN,

ASA Firepowert ¥ = —/VDFRE

ASDM LT, EVa2a—ADEXxa2 VT4 RV —%2REL, EV2—MII T T 497
EEELET,

(1) I :BloFEE LT, FireSIGHT & #+¥ o % — %] L TASA Firepower & ¥ = — /L & & B9
HZEHLTEET, FEMIZOWVTIX, TASA Firepower Module Quick Start Guide] &M L CT<
7230,

FIE

FIE 1 ASDM DASA FirepowerOX—V#fH LT, £V a— 10t Xa V74 R —2RKELE
T, RU—DFREFECOVTFELL MBI, FEDOX—V T [HelplzZ Y v 7350,
¥ 7213 [Help] > [ASA FirepowerHelp Topics] % %R L £ 9,
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RDVESE

NZT 4w I BEY 2—VIZEET BHIZiE, [Configuration]> [Firewall] > [Service Policy Rules]
PIEIRLFE T,
[Add] > [Add Service PolicyRule] % %R L £ 7,

R —%EEEDA X —T oA AZHWMAT 50, FRITEEIETT 202N L,
[Next]Z 27 U v 7 LET,

FT 747 D—BEFRELET, 2L, AN ROT 7 A L—/L&@EiE LTz T
TORNTI T AL INETa— A~V XA L7 FED L), —H% [Any Traffic]iICiRETE £
9, £/, A— b, ACL GEETEsEloiug), /- i@ff@ NT T T 7T RIZESN

T, KVEEREELZERTHLHTEET, ZORY —TiE, 207> a dd
FVAEHTIEIHYVEYA, VT 7407 JTADERNTE T LEL, Next]Z#2Z U v 7 LET,

[Rule Actions] ~X— " C[ASA Firepower Inspection] ¥ 7% 27 U v 7 L ¥ 7,
[Enable ASA Firepower for this traffic flow]F = v 7 Ry 7 A& 4 N2 LET,
[If ASA FirePOWER Card Fails] f8lk T, &kOWThnz sV vy 7 LET,
o [Permittraffic] : T2 — A 0WMEATERWEES., T XTO NI 7 4 v 7 OEBEBEER L
THFA[T % & 912 ISA 3000 232 E L £ 77,
o [Closetraffic] : ¥ a2 —ABEHTERWESE, T XTONTIT T4 v %27 vy 73589
IZ ISA 3000 Z i & L E T,
(A7vary) I 7497 OHRAPMVEHOIE—2FTT 22— VIEETD (DFV Ny
7 ®— FIZ%%) 21X, [Monitor-only]& 412 L %7,
[Hmm][mewwﬁmalbyﬂbiﬁz
COFEEREVELT, BHO N7 v 7 7a—%2 MBS U THRELET,

ASA Firepower® ¥ = — /L & ASA BEDFEMIZ- DUV TIZ, ASA/ASDM O 7 7 A 7 0 A — VIR E
774 R® TASA Firepower Module| D&, £721X ASDM DA T A » ~LVT 2B TS
VN, ASA/ASDM O3 XTD RFx = A hDY 712D Tik, Navigating the Cisco ASA Series
Documentation ZZ M L T 72 &0,

ASA FirePOWER D% EDFEMIZ DWW TIL, A>T A > ~NV 7 F£721F [TASA Firepower Module
User Guide] F721% [FireSIGHT System User Guide] #Z&M L T 72 &0,

FIHHRRRE DS

LA Z =T A APELLSEWEL TS Z & 2MERT 21213, IROT A MEFITLET,

. /1’/5*—71/1’Ziai0\lﬁlﬂ'ﬁ7lﬂ NI )VNIEFERIRRE (T o FERITE V) IThHHNE
) M EfERT 5 IZ1E. show interfaces =~ F& A1 L9,

. IP J&f&%ﬂfaf /67 T2 A ADY <Y — AT —HF A% FRT 51X, show ip
interface brief =~ > R&HH L 7,

o ELWARANGERAT—=RRRESINTND Z & 2RI 5I21E, show configuration =
~ RE AN LET,

VIR ELX5ET L, 3B L7-%I1%. Cisco ISA 3000 CHEDREA R TETE £,
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