show f ~ show ipu

» show facility-alarm (3 ~X—73)

» show failover (6 ~X—73")

« show failover descriptor (27 ~—1)
» show failover exec (28 ~X—3)

» show failover config-sync (30 ~<—13")
+ show file (38 ~X—)

s show fips (41 ~X—72")

s show firewall (43 ~X—72")

s show flash (44 ~—2°)

» show flow-export counters (46 ~X—1)
» show flow-offload (48 ~X—73)

» show flow-offload-ipsec (51 ~X—3")
+ show fragment (53 ~X—73)

« show fxos mode (56 ~<—)

s show gc (58 ~X—7)

s show h225 (59 ~—72’)

» show h245 (61 ~—2’)

» show h323 (63 ~<—2)

+ show hardware-bypass (65 ~—73)

« show history (66 ~~—2)

* show hostname (68 ~~—73")

s show icmp (69 ~—73)

« show idb (70 ~—2)

+ show igmp groups (72 ~—73)

+ show igmp interface (74 ~X—7)

« show igmp traffic (75 ~<—2)

» show import webvpn (77 ~~—37)

» show interface (80 ~—1)

» show interface ip brief (98 ~—73)

show f ~ show ipu .



« show inventory (102 ~<X—73°)

* show ip address (106 ~X—3°)

» show ip address dhep (109 ~X—3)

« show ip address pppoe (114 ~X—73")
« show ip audit count (116 ~X—73")

» show ip local pool (118 ~X—7)

« show ip verify statistics (120 ~~—73”)
s showips (122 ~<—7)

» show ipsec df-bit (124 ~—73)

» show crypto ipsec fragmentation (126 ~X—13)
» show ipsec policy (128 ~X—1)

s show ipsec sa (130 ~X—3")

« show ipsec sa summary (139 ~—1”)

» show ipsec stats (141 ~<—73)

. show f ~ show ipu

show f ~ show ipu I



I show f ~ show ipu
show facility-alarm .

show facility-alarm
ISA3000 D R U H—&NT=T 7 —L%EFRT HIZIL, —H—EXECE— KT showfacility-alarm
a~wy REFERLET,

show facility-alarm { relay | status [ info| major | minor ] }

T2 v—E@BERREBICILET T A EERLET,

B DA relay
status[info|major kU H—EN72T_RTOT 7 —2&2FRLET, YA MEHIRT 5T,
| minor] KOF—T— REEMLET,

emajor : TRTDAYYy—YETT 4 (HEKE) OFT 7 —LNFRE
nET,

sminor : TXTDONAFT—ETT 4 (EKRKE) OF T—LNFRI
nET,

cinfo: TRTOT T —2BFREINET, ZOF—U—FNEHEHTS
EL F—U—REFEHLRWEGA LR UHENICRY £97,

ATV ERFIHIARN T AN FOBESEIZH Y A,

ATV KR E—F ROFIZ, a~v 2 FEANTELHE—FermLET,

aAY Y RE— | D747 94— ILE—F tXxaYF4a2TFXFR b
k
=T F ESUART (VUL TILF
LYk
AVTFXRARM |[VRTLA

Jua—sgba| ekt o %I o %I — —
V7 4F =

Lr—g

av Y FRERE Jy— ZFTHEAR
2

9.7(1) oo~ s RRBMEnE LA,

EELEOHA RSqY 772NV L—%2@E LT 7—L7E02FRT 5100, rday¥—7— F2EHALET,
A7 7=V b—iX, NI H—SNET T—LZHNIT 2L IRE LI E D NITHESN
TEEINET, 77—V L—2@ET DL, #HLTVDT A X (REER 7 ¥ —
RE) WT T 4TI ET,

show f ~ show ipu .



. show facility-alarm

1

show f ~ show ipu I

TI—AT 7 a DT 7—oH ) b—2 U =Lz E I niclb o9, FU H—
SNTETRTOT T—LE2FoRT AT, satusF—V— R&fEHALET,

WKOFRIZE T OFNZHSONTRLTWVET,

A7 4L L]

TN NI T—=ENTT A A, BEIX, T ATRESINTND
RA N TT,

Y —A (Source)

Severity [Major] ¥ 721 [minor] T,

Wi FNIT—=SNTT T—=2DZA T, Tob 2130 RE. 77— L OSEEHKS
Jo. TURERZR L,

Relay ST T — LD L—RNBEEITIFREDO L 6 Th o720y, SN
NT T —=LlF, TI—LREICEDSNT NI T—SNET,

34 NV H—=SNTET T —bDEA BAZ T,

Iz, show facility-alarm relay =~ > ROH A1 2R~ L £,

ciscoasa> show facility-alarm relay

Source Severity Description Relay Time
ciscoasa minor external alarm contact 1 triggered Energized 06:56:50 UTC Mon Sep
22 2014

iz, show facility-alarm status =~ > ROl Z 5~ L £7,

ciscoasa> show facility-alarm status info

Source Severity Description Relay Time

ciscoasa minor external alarm contact 1 triggered Energized 06:56:50 UTC Mon Sep

22 2014

ciscoasa minor Temp below Secondary Threshold De-energized 06:56:49 UTC Mon Sep
22 2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa> show facility-alarm status major

Source Severity Description Relay Time

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa> show facility-alarm status minor

Source Severity Description Relay Time

ciscoasa minor external alarm contact 1 triggered Energized 06:56:50 UTC Mon
Sep 22 2014
ciscoasa minor

Sep 22 2014

Temp below Secondary Threshold De-energized 06:56:49 UTC Mon

. show f ~ show ipu



I show f ~ show ipu

show facility-alarm .

EEav> R

avy kR

B

alarm contact description

77— AN OB EEELET,

alarm contact severity

TI—LDYETT 4 (HRE) 2EELET,

alarm contact trigger

19F7FFTRTOTIT—L2AND NY H—%EEL
i‘é‘@

alarm facility input-alarm

TI—AANSIDuX T g @AY 3
VERELET,

alarm facility power-supply rps

R 7—LERELET,

alarm facility temperature

YEET?‘—‘-L\ %‘f%ﬁ/\dﬁ szjﬂo

alarm facility temper ature (high and low
thresholds)

RELEWEO FRE/ZIT EREZRE L £,

show alarm settings

TRCDT =)L T T — AR EEERLET,

show environment alar m-contact

AT F—Ah a2 NOAT—E AT RLET,

clear facility-alarm output

HAV L—DFEFEEZYY, LED 7 77— LIRELX 7
U T L/i‘g—o

show f ~ show ipu .



. show failover

show f ~ show ipu I

show failover

A=y MOV 2= A== AT = Z XY D H A 2R T HICIE, FiHE EXEC £— T
show failover =~ > RZEALET,

show failover [ descriptor ] [ exec ] [ group num |history [ details] | interface | state |
trace [ A3 1| [ satigtics [al | events| unit | np-clients| cp-clients |
bulk-sync [ all | control-plane | data-plane | 1 | interface[all ] ] | details] [ config-sync
]

X DEREA FOR T T VF =N H—T 2 AT ", A F—T 2 AT LIT2

OOBEOTERTERLET, A ¥ —7 =1 AT HIERE M5
BE., 20—y MIETICEET I A v — U TRIOEMAZER L E
T, F7. ETNDLZEENDIA =TI 2 2BOEERTH AN E

K
details A ST R T DT DT = — = N— DR TR LT,
Exec Tzt —N—aw s REFERER R LET,
group BEINTT = — VA== T N—TDIATIREEF R LET,

history [details] 7 - — 14— N—JBHEELFRLET, 72—t ——JBREIZIL. TI7F 1
7 2=y NOWMED T = — )V A —"—TOIREEC, IREEE(L OB RN
FTREINET,

T )L — BRI IE, R OBH EBOFEMAE TN TV ET,
ThE. RIS TA Y a—T 4 IR B FE T,

7 2=y DT 2 — )V A— =B FRT BT details F— 7 —
FEZBMLEST, ZNICiE, 72— F—_"—TOET =y FDIREEL
{bo, FOREZ{LOBENEENET,

JBIRERIZ, T ADY T— R FIZ 7 Y 7 SNET,

interface Tz VF—=NRN—=BILOAT— 7N ) I EREERLET,
num T =)V F == TN —T DE G,
state WHEDT7 z—)vF—nN—a=y DT z— LA —_"—REBE2FRLET,

FTRENBERIT, 2= bOT T4~V FERTEBH L ZFY AT —H X,
2=y NDTIT A4 TIAZ S, AT —H X BBV R— ST = —
A= RO LN Y £, BEOEMPME ST, HEOME
BT 25D £,

. show f ~ show ipu



I show f ~ show ipu

show failover .

trace [options |

(HFE) 72— A== X L —REFRLET, 73 1T
X, 72— A== AR K FL—REZLYL (1 ~5) TERTIHA
FarBnEgEnET,

ecritical : 7z — /A —N—OBEERA XN ML —RAE T 4L JLE
(L~yL=1)

«debugging : 7 =— VA —N—DFT NNy 7 N L—RA% T 4 )VANE (T
Ny JLYL =5)

eerror : 7 = — )L A — R—DOWNEMFISNE T ¢ L Z AR (L~ =2)

e informational : 7 = — /LA —R—DFER N L —2E T 4 L XL (LR
JL=4)

swarning : 7 = — /LA —N—DEEE T ¢ L H LB (LL =3)

statistics[all |
events| unit|
np-clients|
cp-clients|
bulk-sync

Tx—)VF—N—avw s R A Z—T oA ADEEBLOZE v ML
FFRFLET,

s np-clients : HA 7 — % XA 7 547 v O3y hOFGHE#REZFR R L
£

scp-clients: HA 2> ha—L 7L —>2 7 T4 T2 hOR7ry hOKEE
HmarRrLET,

sbulk-sync: HA 7 —4%# /L — 277447, ar ba—L FL—r
2747 b EEmG ORI AR T LUET,

cavents: 7 XU A —ara—Vxr Mo THEMENT- e — b LE
% (HALAN U > 7 OB, A—/ 8= oA F D/ — | b— hEE,
BIOF 427 7 VOME) #FBRLET,

« all : interface, np-client, cp-client, 33X O'bulk-sync DFEHE Sz 7 = —
WA —=N—fEHERE R R L ET,

details

B AR T BT AT DT 2 — L — N — DA E R L ET,

config-sync

TNA ARE, T AAT—H A BLORERMO LRI BT
H5F v 7Y AOFEMERRLET,

ATVERFIFILN T IANNOBECHEITH Y EH AL

aAvU R E—F ROFIZ, a~ FEANTELHE—FarnLET,

show f ~ show ipu .




. show failover

show f ~ show ipu I

AV KRE— | T7PAT94—ILE—F tXxaYF4a32TFREb
K
IL—TFTv K FSUART (VUL <ILF
LYk

AVTXFRAR ([VRTLA

e EXEC S INN S INN S INN S INN S INN

avy FERE

FEREDHA K42

JU— EERR
A

9.1(6) detailsF—7U— F2vBEIMENE L=,

7.01)  ZoavwrRRAEEINELE, HAOBE BMENE LT,

82(2) Zoawry RRERINELE, BOCE, 774 T U AN AU E—T 24 A
T 2N F—R—= A Z—T 2 ADIPv6 T RLADREGEENET, AT —F
T T ==L A= N —DEHEHRE 1. IPv6 R A N—EER T — 7L (IPv6 ND
tb) DHEFIZ OV TOFRNZENE T,

9.9.2 Coavy RREEINE L, 7x—AFd—AN—EREOH NI, =T —8ED
JERNE ENTWET, history details ¥ — 7 — R2BEMENE Lz, Zhickv e
7 2=y hDOT =z — VA= N—BENERINET,

9.16(1) details ¥—7— Kp¥ENaiE L,
9.18(1)  config-sync ¥—U— KBNS E LT,

9.20(2) datisticsall, statisticsevents, Statisticsnp-clients, statisticscp-clients, 35 X O dtatistics
bulk-sync & — 7 — R B S v E LT,

show failover =~> N3, ¥4 F I v To—NF—N—fEHf (LB —Txf ARAT—X
2. BIORRF— TN T 2— A —R—DWHIEREFE R LET,

IPv4 & IPV6 D DT RLANA U H—T 2 A ATHRESNTWDIHEX, WMFDOT RLA
DHDICERENET, A VX —T oA ANFEEDOIPv6 7 KL RAERETE 5720, U
Ja—HVT RVADHBRERINET, /0 F—TxA RZIPvET RLARREIN T
WA, IO TIPvd 7 KL A130.00.0 &£ LTERRINET, A FZ—7 A AZIPv6 T N
VARREINTWRWES, 7 RUAFEMICH b8 N ET,

Stateful Failover Logical Update Statistics {H{/1i%, A7 — k7 /L 7 = — /LA —/3—3 A1 X —T )L
DFEDAHERINET, [xerr] BELW lrerr] OEITT =— VA — =D T —TiE4<,
Ny MEZET T OB ERLET,

\)

6=

v T == v A= N—DOREHERE A A TE AL

AT — KT 72— A — =L, ASA 5505 CIIfFERHTEEHA, LN -T, AT —h+7

. show f ~ show ipu



I show f ~ show ipu
show failover .

showfailover 2~ > N T, AT — 7NV T 2— L F—_—DFK 7 ¢ —)L RIZIZKDOIED H
nE9,

» Stateful Obj DfEITKRD &0 TT,
e xmit 1 EEFINTAT Yy bOBERLET,
exerr : EETT—OERLET,
erev i XAE LT T Yy FOEAERLET,

srerr : XF=T—DHERLET,

s FATIE, WIORTHEDA T V= N AFT 4w AU veRLET,
e General : TRTDODAT— IV FT V7 NOEEFERLET,
* sys cmd : login & 7213 stay alive 72 & OFRERHY 2 AT A HTa~y RERrLET,

cuptime : ASADT v T ZA LD (T 77T 4 772 ASABNAK /34 D ASAIZET)
R LET,

« RPCservices : VE—k 7 — % a— L6 EHR,

* TCPconn : # A F 3 v 7 TCP BE1E .

« UDP conn : %A F 3 v 7 UDP ##i1E .

*ARPtbl : A F I 7 ARP 7 — 7 V1§,

* Xlate_Timeout : #ft M % A L7 7 MEHRZ R LE T,

« IPv6 ND tbl : IPv6 A —RERT — 7 LIEH,

« VPN IKE upd : IKE ##5¢1% #i,

« VPN IPSEC upd : IPSec #5521

« VPN CTCP upd : ¢cTCP b > R /VEEGHE e

« VPN SDI upd : SDI AAA B¢ 1%

« VPN DHCP upd : b > /L% DHCP #5i 1% #.

* SIP Session : SIP > 7+ U > 7 &y a UEH,

* Route Session : /L — MEIMIT » 75— b @ LU #atHE#H
Tz—)VF—N"—IP7 RL A& A L7 & showfailover =2~ > R TIXIP 7 R L 2230.0.0.0

ERIREN, AV H—T 2 ADT=FY 7N 5% REEOFFITRVES, 72—
F—NR—Z ST DI T 2=V F—R_R—IP T FL AZRETHLENH Y £,

FT112, Tx2—NF—=NR—=DA L H—T = A ZREOHAZ R L ET,

show f ~ show ipu .



. show failover

show f ~ show ipu I

R1:Tx—I)LA—N— A28 —D 11 AIKEE

1KaE AR

e AE =T oA ATBEP T, BT 2=y NOIIETHA X —T A
A3 hello 737 v b &ZZEHTT,

Normal (Waiting) | f > ¥ —7 = A 2 IBEHHTHTIN, T 2=y hOXMET DA F—T =
A AMB hello X7 v FEEEZELTWERA, AV F—T A ADA
BUNRAIPT RLARHEEINTWVWALAZE, BXUR2o0 A4 v #—T <
A A OBERPFET D L 2R L T EE N,
Tx—)VF =R f B =T 2 ANF T LI EICH, ZORRESR
MR T ¥,

Normal AUE =T oA AFEEFRTTN, 7= A —N"— T rtR2L5T

(Not-Monitored)

Fo A —ENTVERHA, T —SNTWRWA X —T = ADE
EIZLHoTT 2= A==V H—EnFHEA,

No Link WELY N E T LTV ET,

No Link (Waiting) |#BY o /N EZ T L, f o H—T 2 A AIET 2=y FOXIGT 54
YA =T 2 A A0S hello X7y FEEEZELTCOVETA, U7 RME
TLB, RAZUNAIPT RLARFDOAL LV Z—T 2 ZATERESINT
WABAMNEII, BIR2ODA vV Z—T oA ABBERR I N TNDHNE
IMEMERLET,

No Link ML) O ME T L TOVETR, 7o — At —n_— FatRickoT

(Not-Monitored)

Fo A —ENTVERFA, T —SNTWRWA X —T = ADE
EIZLH>TT 2= A==V H—ENnFHEA,

Link Down

WY 7 ITEHET TN, A v F—T oA ATEFEF T L TWE
TO

Link Down
(Waiting)

W) 2 IFEER TR, A X —T oA RATEF LT LTED,
AV H =T 2 A RAIET 2=y bOKHIST DA o H—T = A AD5 hello
Nry PaFEEZELTOWEYAL, A ¥ —T7 = 2AZEEREBIZLE
% v B —Tx A AT 4F 2l — 3 F— FTnoshutdown =
<~V REFEH) ( AXURALIPT RLARZDA X —T oA ATHE
INTWNBENEI D, BER22oD A ¥ —T7 oA A ST
HINE I DEERLET,

Link Down
(Not-Monitored)

WEY 7 IXEERFTTS, A X —T A AFEHEX L TEY,
Tz— A== TR Lo TE=H—ZINTVETA, T=HF—
SINTWARNAS L F—T oA ADFEFEICL>TT = — A — =T~V
H—ZEHE A,

Testing

B 2=y FOXIRT DA U Z—T A A5 hello’N7 > BBEDRW
-, A E—T A AIT A B— FTT,

. show f ~ show ipu



I show f ~ show ipu

show failover .

7N B
N AV B =T oA ADTAPMIEKK L., A X —T = A ATEENFRA L

L TCv—23NFET, /{1 F—T A ADEEICL->TT =— /L4 —
N=HMENGG - SN HE, AV F—T 2 A ADEEFEICL->T, B
Y 2=y FERFT7 2NV F— = TN —T~DT = —)LF—/—»
FAELET,

FEREDHA FS1 Y

1

v NTFALTHFARE—RTHEH, X2V 742 7F A MTHEHATE 5 DEshowfailover =
<V RDOBTT, A7 arDF—U—RFIASNTEETA,

W, TIT 4 TIAZ A T x=—)LF——D showfailover ==~ > RO H 15 % =<
LEJ, ASA Tlix, 7=—/ A —— U 7 (folink) & inside f v Z—7 = A AT
IPv6 7 RV AZFEHAL TWET,

ciscoasa# show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/4 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 1049 maximum
MAC Address Move Notification Interval not set
Version: Ours 98.1(1)86, Mate 98.1(1)86
Serial Number: Ours JAF1610APKQ, Mate JAF1610ALGM
Last Failover at: 12:52:34 UTC Apr 26 2017
This host: Primary - Active
Active time: 87 (sec)
slot 0: ASA5585-SSP-10 hw/sw rev (2.0/98.1(1)86) status (Up Sys)
Interface inside (10.86.118.1): Normal (Monitored)
Interface outside (192.168.77.1): No Link (Waiting)
Interface dmz (192.168.67.1): No Link (Waiting)
slot 1: empty
slot 1: empty
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASA5585-SSP-10 hw/sw rev (2.0/98.1(1)86) status (Up Sys)
Interface inside (10.86.118.2): Normal (Waiting)
Interface outside (192.168.77.2): No Link (Waiting)
Interface dmz (192.168.67.2): No Link (Waiting)
slot 1: empty
slot 1: empty
Stateful Failover Logical Update Statistics
Link : failover GigabitEthernet0/4 (up

)
Stateful Obj xmit xerr rcv rerr
General 22 0 6 0
sys cmd 6 0 6 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 14 0 0 0
Xlate Timeout 0 0 0 0
IPv6e ND tbl 0 0 0 0
VPN IKEv1l SA 0 0 0 0

show f ~ show ipu .



show f ~ show ipu I
. show failover

VPN IKEvl P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd

VPN DHCP upd
SIP Session

SIP Tx O 0 0 0

O O O O o o o
O O O O o o o
O O O O o o o
O O O O o o o

SIP Pinhole 0 0 0 0
Route Session 0 0 0 0
Router ID 1 0 0 0
User-Identity 1 0 0 0
CTS SGTNAME 0 0 0 0
CTS PAC 0 0 0 0
TrustSec—-SXP 0 0 0 0
IPv6 Route 0 0 0 0
STS Table 0 0 0 0
Logical Update Queue Information
Cur Max Total
Recv Q: 0 5 6
Xmit Q: 0 27 86

W, T T4 7I7 75 477 x—)LF—"—D showfailover =~ > RO 1l %
RLET, ZOfITIE, BHaLTHFANTORIPV6T RL A& A L H—T = A AT
Y YT TWET,

ciscoasa# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 4 seconds

Interface Policy 1

Monitored Interfaces 8 of 250 maximum

failover replication http

Group 1 last failover at: 13:40:18 UTC Dec 9 2004
Group 2 last failover at: 13:40:06 UTC Dec 9 2004

This host: Primary
Group 1 State: Active
Active time: 2896 (sec)
Group 2 State: Standby Ready
Active time: 0 (sec)

slot 0: ASA-5545 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

admin Interface outside (10.132.8.5): Normal

admin Interface folink (10.132.9.5/fe80::2a0:c9ff:£fe03:101): Normal
admin Interface inside (10.130.8.5/fe80::2a0:c9ff:£fe01:101): Normal
admin Interface fourth (10.130.9.5/fe80::3eff:fell:6670): Normal

ctxl Interface outside (10.1.1.1): Normal
ctxl Interface inside (10.2.2.1): Normal
ctx2 Interface outside (10.3.3.2): Normal
ctx2 Interface inside (10.4.4.2): Normal
Other host: Secondary
Group 1 State: Standby Ready
Active time: 190 (sec)
Group 2 State: Active
Active time: 3322 (sec)

slot 0: ASA-5545 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

admin Interface outside (10.132.8.6): Normal

admin Interface folink (10.132.9.6/fe80::2a0:c9ff:£fe03:102): Normal
admin Interface inside (10.130.8.6/fe80::2a0:c9ff:£fe01:102): Normal
admin Interface fourth (10.130.9.6/fe80::3eff:fell:6671): Normal
ctxl Interface outside (10.1.1.2): Normal

ctxl Interface inside (10.2.2.2): Normal

(
(
(
(

. show f ~ show ipu



I show f ~ show ipu
show failover .

ctx2 Interface outside (10.3.3.1): Normal

ctx2 Interface inside (10.4.4.1): Normal
Stateful Failover Logical Update Statistics
Link : third GigabitEthernet0/2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0
sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate Timeout 0 0 0 0
IPv6 ND tbl 22 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0
Logical Update Queue Information
Cur Max Total
Recv Q: 0 1 1895
Xmit Q: 0 0 1940

&IZ. ASA 5505 T show failover =~ > RO AR L E5,

Failover On
Failover unit Primary
Failover LAN Interface: fover V1anl50 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 4 of 250 maximum
Version: Ours 7.2(0)55, Mate 7.2(0)55
Last Failover at: 19:59:58 PST Apr 6 2006
This host: Primary - Active
Active time: 34 (sec)
slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.1): Normal
Interface outside (192.168.2.201): Normal
Interface dmz (172.16.0.1): Normal
Interface test (172.23.62.138): Normal
slot 1: empty
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.2): Normal
Interface outside (192.168.2.211): Normal
Interface dmz (172.16.0.2): Normal
Interface test (172.23.62.137): Normal
slot 1: empty

WIWZ, TOIT A TIT 7T 47y 87 v TO showfailover state =~ > KD H F145

RLET,
ciscoasa(config)# show failover state
State Last Failure Reason Date/Time
This host - Secondary
Group 1 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Group 2 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Other host - Primary

show f ~ show ipu .



. show failover

Group 1
Group 2

show f ~ show ipu I

Active Comm Failure 03:41:12 UTC Apr 17 2009
Active Comm Failure 03:41:12 UTC Apr 17 2009

====Configuration State===
Sync Done
====Communication State===

Mac set

WIZ, TIOT 4 TIAZ ATy T v 7 ThH show failover state =1~ > KD H 7141

ZRLET,

ciscoasa(config)# show failover state

This host -

Other host -

State Last Failure Reason Date/Time

Primary

Active None

Secondary

Standby Ready Comm Failure 12:53:10 UTC Apr 26 2017

====Configuration State===
Sync Done

====Communication State===
Mac set

%% 7-2 . show failover state =~ > FOHIITHOWTHBALET,

5 2: show failover state 0 H 7 D5 BA

FiEA

T4—ILF
Configuration
State

a7 4 X2l —va ORBILOREZFERLET,

AHUINA 2= NCHRER L 7 4 X2 L—3 3 VREET, kO LB
<9,

« ConfigSyncing-STANDBY : 22> 7 4 X o L— 3 VORIV E TSN
TNDEEITHRESNET,

* Interface Config Syncing - STANDBY

« SyncDone-STANDBY : AZ > N\Af o=y "), T/ T 47 2=v h&
DALT 4 Fal—a ORMIZTET LI EICRESINET,

TUT 47 2=y NCHRRRA V74 Fab—ra R, RO LB
<7
«ConfigSyncing: AZ A a=y MIX}LTary74F¥al— 3
DEMIEZFATL WD T 7T 4 7=y F ETREINET,
« Interface Config Syncing
SyncDone: 777 4 7=y kB, AFZ N[ 2=y MIxtLTar
TA X2 b=V a rORMEZERICET L L SICRESNET,
« Ready for ConfigSync: AZ A 2=y kRN 7 4 X2l — 3
DR ZEZET DM E T LTI EWIEEEERDEXIIT VT 472
=y h ETREINET,

. show f ~ show ipu



I show f ~ show ipu

show failover .

J4—ILE B
Communication |MAC 7 KL ZDREIHULD AT — % ZA%FE R LET,
Stat
o sMacset : MACT FLARET 2=y hinh 202 =y Mokt LCRM
SNFE LT,
+ Updated Mac : MAC 7 KL AR EH S, ftho== hMxk LR
THUENHAIGAICERASNET, 72, ==y FREBRHRIPI,
7 2=y BRI —H A MACT RLRAEBEHT L84
bhERESNET,
Date/Time BEODHMBIORA A LAX T EFRRLET,

Last Failure

BEICVAR— FSNEEOBHEZFIRLET, ZOFRIT. FEOSRMEN

Reason MENTHZ VT SNEHA, ZOBRIT, 7 x—d— S—PN%4E LTz
BRIZOHBREEINET,
FREREEOHMB RO LB T,
o InterfaceFailure : FEENFAELIZA VF—T =2 ADEN T =—)LF—
N—HUWELTT- L=, 72— d—_"—0FAELE L,
« Comm Failure : 7 = — /LA —"—1 7 IZEENRFEA LT BT R
A LTWVWET,
 Backplane Failure
bV == K ® Primary/Secondary 33 J. O Active/Standby A7 — ¥ A% F#K/Rx L E
Er
This host/Other | This host I, =~ RMNFEITEINTZT A RZOWTOERE R LE T,
host Other host 1%, 7 = — /LA — R—DXT L R BMDT A 22 DN T DOIEHR

%i_\‘ Liﬁ‘o

Iz, show failover history ==~ ROH 2R L ET,

ciscoasa(config)# show failover history

From State To State Reason

11:59:31 UTC Jan 13 2017

Active Config Applied Active No Active unit found
06:17:51 UTC Jan 15 2017

Active Failed Interface check

This Host:3
admin: inside
ctx-1: ctxl-1
ctx-2: ctx2-1

Other Host:0

03:58:49 UTC Feb 3 2017

Active

Cold Standby Failover state check delayed due

show f ~ show ipu .



. show failover

show f ~ show ipu I

to mate failure

03:58:51 UTC Feb 3 2017

Cold Standby Sync Config Failover state check delayed due

to mate failure

03:59:18 UTC Feb 3 2017

Sync Config Sync File System Failover state check delayed due

to mate failure
23:11:39 UTC Jan 13 2017

Cold Standby Failed HA state progression failed as

response not heard from mate

23:19:01 UTC Jan 13 2017

Sync Config Not Detected HA state progression failed as

configuration sync timeout expired
14:26:28 UTC Aug 16 2017

Standby Ready Just Active Inspection engine in other unit
has failed due to disk failure

14:26:29 UTC Aug 16 2017

Just Active Active Drain Inspection engine in other unit
has failed due to disk failure

14:26:29 UTC Aug 16 2017

Active Drain Active Applying Config Inspection engine in other unit
has failed due to disk failure

14:26:29 UTC Aug 16 2017

Active Applying Config Active Config Applied Inspection engine in other unit
has failed due to disk failure

14:26:29 UTC Aug 16 2017

Active Config Applied Active Inspection engine in other unit
has failed due to disk failure

18:03:35 UTC Aug 17 2017

Active Standby Ready Other unit wants me Standby
18:03:36 UTC Aug 17 2017

Standby Ready Failed Detect Inspection engine failure
due to disk failure

18:03:37 UTC Aug 17 2017

Failed Standby Ready My Inspection engine is as good

as peer due to disk recovery

Frr b VIR, REBEEARA LR KO B A, BRIk, #AIRE, B XU
WREFOHBENRINET, HbHLVWT N RERRORBIZEESNE T, &
W PR ERICRRSNET, RRKTO0T M) ZFRKRTEET, = MUK
REWCERE L2, b=y P BHAO EEFAGHIBRS L, L b Y
WREBIZBIMEE T,

TS5 —OAICIZ. NI TN a—TF 4 SIS OEMBERAEENTVET, =
N, A EZ—T 2 A AF T, To—F—"—WREF = v 7 REOHTD
L. BIOY—ER B2 —LORENHY £,

WIZ, show failover history details =~ > RO HHZR L ET,

show failover history details

. show f ~ show ipu



I show f ~ show ipu

show failover .

From State To State Reason
09:58:07 UTC Jan 18 2017
Not Detected Negotiation No Error
09:58:10 UTC Jan 18 2017
Negotiation Just Active No Active unit found
09:58:10 UTC Jan 18 2017
Just Active Active Drain No Active unit found
09:58:10 UTC Jan 18 2017
Active Drain Active Applying Config No Active unit found
09:58:10 UTC Jan 18 2017
Active Applying Config Active Config Applied No Active unit found
09:58:10 UTC Jan 18 2017
Active Config Applied Active No Active unit found
PEER History Collected at 09:58:54 UTC Jan 18 2017

PEER-HISTORY
From State To State Reason

PEER-HISTORY

09:57:46 UTC Jan 18 2017
Not Detected Negotiation No Error
09:58:19 UTC Jan 18 2017
Negotiation Cold Standby Detected an Active mate
09:58:21 UTC Jan 18 2017
Cold Standby Sync Config Detected an Active mate
09:58:29 UTC Jan 18 2017
Sync Config Sync File System Detected an Active mate
09:58:29 UTC Jan 18 2017
Sync File System Bulk Sync Detected an Active mate
09:58:42 UTC Jan 18 2017

Bulk Sync

Standby Ready Detected an Active mate

PEER-HISTORY

show failover history details =7~ > RiX, 7 D7 = — /LA — N "—OEREEZERL, =
=Y bDT 2= VA =NR=JREL ET ORF D7 = —NA—"—EIEZH L ET,
1 FPUNIZE T BSE LR WIEETT, &ERICNE SN T = — A — N —BREE#)
FREINET,

KT3I, 72— A —"—DOREAL R L ET, IREBIZITOKKER & —FF D 2 >0 H
A THRHY ET, KFRIREE & 1T, BER EDM LD HREIC L - TIRIBZEEN
HETLHET, 2=y FRMEFRFTEHREDOZ & T, —FFNRREL X, =2=> |
DIKAEH IR RBIZ BET 5 £ TORICRIE T 5 IRETT,

£3: Tz —ILF—N—DIREE

States SHBR

Disabled T 2= VA =R I T 4 =T TT, ZIUFLE LT AT — T,
e o=y MIEERETT, CHIXRELLEAT— RTT,
Negotiation o=y MIET EOERiEHEL L, BT ExTo— LT, Y7 b

T T N—Ta o OREMEZ B L, Active/Standby B — /L& RGE L
FI, FIvz—bhINe—NIESE 2=y MIAZ NS o
=y MREFZET 7747 2=y MREEIZZ2 50, FEERIEIZRY
FT, THIT R AT — T,

show f ~ show ipu .



. show failover

show f ~ show ipu I

States

Bl

Not Detected

ASAIIE T OfFEEZHBEHTEEFHAL, ZOZ LiX, 72— A —3—
MBA X—TIVIIREETASANEF SN, BT BIEFEELRY, Fi-
I T OEFENA 7 THHIHRICRAETHAREEN DV £,

AL A 2=y MRKE

5y

Cold Standby

= NRT 7T 4 TIREIZBET D &, ZO== ;X Standby Config
RAICHEAR £ T ZHUT—RFR AT — F T,

Sync Config

2=y MIET 2=y ML EITa 74 Fab—TayB2ERLE
T, a7 4 Xalb—raroRBbTICe T —nBE LRSS, 2
= MIFHHEIREIZRY £3, ZE—FRF7e AT — K T7,

Sync File System

2=y MIET VAT AL 77 AN VAT ARREEHELET, 2T
—HR R AT — F T,

Bulk Sync

=y MIETOREFREZZELET, ZOREIX. AT7—1+7
VT 2= =N — N R —T A DBPELICORIRELET, T
RG22 25— T,

Standby Ready

o=y ME, TIT 47 2=y MIEENEAE LESEESICH k%
ER5E T LTWET, ZIUILZELIZAT—FTY,

TIT 47 2=y MREE

Just Active

2oy MRAT 7T 47 2=y Moo L EORIOIRETT, D
WEICHDEE, 2=y MRAT VT4 7R DHIE, BIORIPT R
AL MACT RLARZA U E—T oA ATHRETHI L E2ETITHEM
THAyE—URETICERESNET, JIUT K2 AT — T,

Active Drain

ETNoDF2— Ay E—UNEREINET, ZIUL—FRRRAT—
k¢,

Active Applying Config

2=y MIVAT AL T 4 Fal—aryEPEALET, ZhiE—
Y72 AT — T,

Active Config Applied

2oy MIVAT ALY 74 X2 l—2arOEAseT LE L,
ZHE R AT — T,

Active

2=y MIT 7T 47T, b7 4 v 7 RRBLTOET, %
ELIAT— h T,

ZENTNOREEREDORIIREBEFOBEENKEE £, ZOBMHIE, 2=y bBA—K
FIZRTE D DKL) 7R IBICHE A T H L BFRICE RIS £9, KIS, ATREMED &
DIRBEFEOBB 2R L E T,

. show f ~ show ipu



I show f ~ show ipu
show failover .

eI —72L

* Clconfigemd IZ L > TRREIN TV D

« Tz — VA= N REF s

c Tz VE—N— f B =T = f ADWEFNTE T

« HELLO 735218 S 4172\

D=y FDOYT RT =T N—=Ta VRS TND
cfiDa =y FOEEE— R -> TS
D= FDOTA B ANRELRSTND

Oz FOT Y — AT 4 K2l —T g LV NERSTND
D=y FDOH—RF ar74F¥alb—ra BN ipoTn5d
D=y ENBT 7T 4 TIREEE BRI LT

iD= EMB AKX N AIRAELZ BRI LT

D=y PR ZDa=y MIEENRHD E LVAR— KL
iD=y "3, TOZ=y MNIEERHDHELA— LT
e T 4 X2l — g UDR—E

T I T 47 2=y MRS

T UT 47 2=y MR EN o7z

a7 4 Fab—a ORI TN

< BIEREEOEIE L

iD=y ROVLAN 27 4 F a2 L —a rRER-TND
*VLAN 22 7 4 ¥ a2 L—3 g U ERRTE R

ca 7 4 Xal—va VORIUEDRREETH D

e a7 4 ¥ al—a rORIEMIZER LT

A HE—T 2 A A F vV

s ZOaz=vy FOWENBERK L

« T x— A== R yE—TVD ACK ZZE LRI -1

s A% OFERECHO =y FREEL AL gl

o BT OB S A

o« 7 x— )L — N S —T LR

show f ~ show ipu .




show f ~ show ipu I
. show failover

s HA WRAEDHEITIZRER L 72

e —ER B — REFEIR Sz

cfiDz =y hOY—E R I— RICEENFEAE L
D=y FOY—ER B— REET LFRETHD
LAN A V% —7 = A ANRKZEREIZR ST

E7 2=y kA r— N&hi=

U T —T I h B LAN X— R fover [ZH) ) B o7z
AT X2 b—a URUEOIRIEZ R TE 220
SEILE-EESN

JRIRASEA

&Iz, show failover interface =~ > RO 1B ZRLET, T4 ADT =—/LF—
Ne A B =T 2 A RAZIPV6 T RLARRESNTOET,

ciscoasa(config) # show failover interface
interface folink GigabitEthernet0/2
System IP Address: 2001:a0a:b00::a0a:b70/64
My IP Address : 2001:a0a:b00::a0a:b70
Other IP Address : 2001:a0a:b00::a0a:b71

Iz, show failover trace =2~ KD 7 = — L — N—BEH HOF 2R LET,
ciscoasa(config) # show failover trace warning

Warning:Output can be huge. Displaying in pager mode
Oct 14 UTC 20:56:56.345 [CABLE] [ERROR] fover: peer rcvd down ifcs info

]
Oct 14 UTC 20:56:56.345 [CABLE] [ERROR] fover: peer has 1 down ifcs
Oct 14 UTC 20:56:56.345 [CABLE] [ERROR] fover: peer rcvd down ifcs info
Oct 14 UTC 20:56:56.345 [CABLE] [ERROR] fover: peer has 1 down ifcs
Oct 14 UTC 20:56:56.345 [CABLE] [ERROR] fover: peer rcvd down ifcs info

WIZ, 9.18 LV ETDO/NN— g 1Z%9 5 show failover statistics 2~ KD 7 = —)b
A== ol R L ET,

ciscoasa(config) # show failover statistics
tx:121456
rx:121306

WIT, 918 LA D/ R— g 2% 4 % show failover statistics 2~ > KD 7 = —/LA4—
N—HHoH %R~ L ET,

ciscoasa(config)# show failover statistics
tx:3396
rx:3296

Unknown version count for Fover ctl client: 0

Unknown reason count for peer's switch reason: 0
fover cd log create failed: O

. show f ~ show ipu



I show f ~ show ipu
show failover .

txBIORx 7o 2I2E, 72— A —R—LAN AV Z—T7 = A X% L TEZE
ENATRTOIT T —ILA—N—&IlE/ 47y b3S ENE T,

[Unknown version count for Fover ctl client] % 7 > Z1%, =fG/X7 > hOIT z—)LA—
=Ty b D= 3 23 0 DEE TN L £,

Unknown reason count for peer's switch reason| 77 %%, EZ71=w kM BZEL
FmHA R4 v FA—N—QOEHANAO—AILTREBEINTLWSIEHDY X FMIEENT
WaEWGEIZHE SN ET,
fovered @ 77 7 A LNy RIVISMERR E 72 o 72836, Tfover cd log create failed | |
LICRESNET,

&I, show failover statisticsall @~ > RO 7 = — /L F—_"—HhOHE2 R LET,

ciscoasa(config)# show failover statistics all

show failover statistics unit
Unit Poll frequency 2 seconds, holdtime 10 seconds
Failover unit health statistics set size 10

1 Hold Interval Success: 3 Failure: 0
2 Hold Interval Success: 5 Failure: 0O
3 Hold Interval Success: 5 Failure: 0O
4 Hold Interval Success: 5 Failure: O
5 Hold Interval Success: 5 Failure: O

show failover statistics interface all

Interface Poll frequency 2 seconds, holdtime 10 seconds
Interface Policy 1

Monitored Interfaces 3 of 1285 maximum

Health statistics monitored interfaces 3

Failover interface health statistics set size 10
Interface: outside

1 Hold Success: 0 Failure: 0
2 Hold Success: 0 Failure: O
3 Hold Success: 0 Failure: O
4 Hold Success: 0 Failure: O
5 Hold Success: 0 Failure: O
Interface: inside
1 Hold Success: 0 Failure: 0
2 Hold Success: 0 Failure: O
3 Hold Success: 0 Failure: O
4 Hold Success: 0 Failure: O
5 Hold Success: 0 Failure: O
Interface: diagnostic
1 Hold Success: 0 Failure: 0
2 Hold Success: 0 Failure: O
3 Hold Success: 0 Failure: O
4 Hold Success: 0 Failure: O
5 Hold Success: 0 Failure: O

show failover statistics np-clients

Abbreviations:

BLErr - Buffer lock error, HIErr - HA Interface error, PI - Peer incompatible

PSErr - Packet size error, IPkt - Invalid pkt, CPkt - Corrupted pkt

BErr - Buffer error, MDErr - Msg descriptor error, MxBErr - Multiplexer buffer error
MxBDErr - Multiplexer buffer descriptor error

show f ~ show ipu .



. show failover

HA DP Clients Statistics

TX Statistics

show f ~ show ipu I

Client Name
HIErr PI

Tx In

Tx Out

BLErr

SNP HA private client
0 0
Soft NP flow stateful failover
0 0
Soft NP SVC stateful failover
0 0
SIP inspection engine
0 0
SCTP inspection engine
0 0
Soft NP NLP HA client
0 0
ODNS inspection engine
0 0
DNS BRANCH/SNOOPING module
0 0
ARP DP module
0 0
TFW DP module
0 0
SNP HA Heartbeat client
0 0
ZTNA DP module
0 0
Unknown client
0 0

RX Statistics

Client Name
IPkt CPkt PI

Rx In

Rx Out

PSErr

SNP HA private client

0 0 0
Soft NP flow stateful failover

0 0 0
Soft NP SVC stateful failover

0 0 0
SIP inspection engine

0 0 0
SCTP inspection engine

0 0 0
Soft NP NLP HA client

0 0 0
ODNS inspection engine

0 0 0
DNS BRANCH/SNOOPING module

0 0 0
ARP DP module

0 0 0
TFW DP module

0 0 0
SNP HA Heartbeat client

0 0 0
ZTNA DP module

0 0 0

. show f ~ show ipu

1121

1121



I show f ~ show ipu

show failover .

Unknown client 0 0
0 0 0
Buffer Failure Statistics
Client Name BErr MDErr MxBErr
MxBDErr
SNP HA private client 0 0 0
0
Soft NP flow stateful failover 0 0 0
0
Soft NP SVC stateful failover 0 0 0
0
SIP inspection engine 0 0 0
0
SCTP inspection engine 0 0 0
0
Soft NP NLP HA client 0 0 0
0
ODNS inspection engine 0 0 0
0
DNS BRANCH/SNOOPING module 0 0 0
0
ARP DP module 0 0 0
0
TFW DP module 0 0 0
0
SNP HA Heartbeat client 0 0 0
0
ZTNA DP module 0 0 0
0
Unknown client 0 0 0
0
show failover statistics bulk-sync
For session 0, NP Client Bulk Sync stats
Client Name Status Start Time
End Time Time Taken
Soft NP flow stateful failover Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
Soft NP SVC stateful failover Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
SCTP inspection engine Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
DNS BRANCH/SNOOPING module Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
ARP DP module Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
TFW DP module Done 06:44:50 UTC Feb 10 2023 06:44:50
UTC Feb 10 2023 00:00:00
ZTNA DP module Done 06:44:50 UTC Feb 10 2023 06:44:50

UTC Feb 10 2023 00:00:00

show f ~ show ipu .



show f ~ show ipu I
. show failover

For session 0, CP Client Bulk Sync stats

Client Name Status Start Time
End Time Time Taken

HA Internal Control Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Failover Control Module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Legacy LU support Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

vpnfo Done 06:44:50 UTC Feb 10 2023
06:45:00 UTC Feb 10 2023 00:00:10

vpnfo Done 06:44:50 UTC Feb 10 2023
06:45:00 UTC Feb 10 2023 00:00:10

SIP inspection engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

NetFlow Module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

HA Shared License Client Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Route HA engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

CTS Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

CTS SXP Module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

IPv6 Route HA engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Service Tag Switching Module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

CFG_HIST HA Client Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

SCTP inspection engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

KCD Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

HA CD Proxy Client Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

DHCPv6 HA engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Attribute Module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

ODNS inspection engine Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Ruld ID DB Client Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

DNS branch HA CP client Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

DNS_TRUSTED_SOURCE module Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

Threat-Detection Done 06:44:50 UTC Feb 10 2023
06:44:50 UTC Feb 10 2023 00:00:00

ZTNA HA Module Done 06:44:50 UTC Feb 10 2023

06:44:50 UTC Feb 10 2023 00:00:00

iz, show failover statisticscp-clients =~ > ROH I (B oA oiToH) 2R L Ed,

show failover statistics cp-clients

. show f ~ show ipu



I show f ~ show ipu

show failover .

Abbreviations:

TxIn - Pkt rcvd at HA from client, TxOut - Pkt sent from HA to Interface

BErr - Buffer alloc failure, MDErr - Msg desc alloc failure, AckRcvd - Ack rcvd

ReTx - Retransmit pkts, NoSvc - HA service is down, PIErr - Client is incompatible
EncErr - Error in encrypting pkt, RepCfg - Replace cfg enabled

RxIn - Pkt rcvd from Interface to HA, RxOut - Pkt sent from HA to client

MDErr - Msg desc alloc failure, AckSent - Ack sent, NMsgCb - No Msg callback for client
InVcid - Invalid vcid rcvd, PIErr - Client is incompatible, InvPkt - Invalid pkt rcvd,

HA CP Clients Statistics

TX Statistics

Client Name TxIn TxOut BErr MDErr AckRcvd
ReTx NoSvc PIErr EncErr RepCfg

Legacy LU Support 478 478 0 0 0 0 0 0 0 O
vpnfo 2 2 002 00000
HA CD Proxy Client 17 17 0 0 17 00000O0

Total Aggressive Ack rcvd : 0

RX Statistics

Client Name RxIn RxOut MDErr AckSent NMsgCb
InVcid PIErr InvPkt

Legacy LU Support 478 478 0 0 00 00

vpnfo 1960 1960 012 0000
CTS 1 1 01 0000O0

CFG_HIST HA Client 12 12 012 0000
HA CD Proxy Client 10 10 010 00O00O0
ZTNA HA Module 1 1 01 0000
Total Aggressive Ack sent : 0
Total Invalid pkts rcvd : 0
Total unknown client pkts rcvd : 0

iz, show failover statisticsnp-clients @~ > RO B (P alAhoitoR) 2L ET,

show failover statistics np-clients

Abbreviations:

BLErr - Buffer lock error, HIErr - HA Interface error, PI - Peer incompatible

PSErr - Packet size error, IPkt - Invalid pkt, CPkt - Corrupted pkt

BErr - Buffer error, MDErr - Msg descriptor error, MxBErr - Multiplexer buffer error
MxBDErr - Multiplexer buffer descriptor error

HA DP Clients Statistics

TX Statistics

Soft NP flow stateful failover 1420091 1420091 0 O O

Soft NP NLP HA client 45131 45131 000
Soft NP NLP HA client current 45129 45129 00O
SNP HA Heartbeat Client 4240 4240 00O

show f ~ show ipu .



. show failover

Soft NP NLP HA client 7943 7943 000 O
Soft NP NLP HA client current 7943 7943 000 O
SNP HA Heartbeat client 4185 4185 000 O

Soft NPNLPHA IZHA 7 94 7 hT9,

show f ~ show ipu I

Soft NP NLP HA Current (2(%. BAED Y > a o OT7 7Y r—a VRO 7 o2 RERRE

nEJ,
‘NP=F—4 7L —V
¢ Soft NP = 57— &% 7 L — L DN

* NLP =3 Lina 712t &

WIZ, 7 ==L A— 3= X N OFEFHE & Fr9 5 show failover statisticsevents =~ > R

DB R L ET,

show failover statistics events

Info: Failover Lan interface came UP at 05:01:23 UTC Oct 18 2023
Codes: A -Blade Id, B -Chassis Id C -Re enable failover

MIO Events Table| Time Al B | C|
MIO heartbeat recovered| 05:00:52 UTC Oct 18 2023| 1| 0| true]|
MIO heartbeat recovered| 05:04:02 UTC Oct 18 2023| 1| O|false]|

av Uk Hl:L|
show running-config BEODa L 7 4F¥al— g rDfdlover 2~ REFRLET,
failover

. show f ~ show ipu




I show f ~ show ipu

show failover descriptor .

show failover descriptor

AU R TFI4ILE

avURE—F

T o= VF =N =T 2 A AR FEERRLET, A F—T A AT LIZ2O08E
MERENET, A F—T =2 A AT HIEREZMST 256, ZO2=y MIETIZHEE
THA vV TRIOKEEZER LET, 72, ET720ZEEND A vE—TTIE2oH
OEENFHENET, FIT TNV a—T 4T DEHIC, WiDa=y 5D show )
FINE L, BEN T IHNEIDNEHER LT IEEN,

show failover descriptor
77 4 FOBIEREIZH D EE A,

WDFRIZ, a2 REANTELE—RERLET,

aAY YV RE— | D747 94— ILE—F tXxaYF4a2TXFR b
X
IL—TFTv K ESUART (VUL TILF
LYk

AVTFRAR ([VRTLA

it EXEC S INN S INN S INN S INN S INN

avy FERE

3l

Jy— EERE
A

8.2 Zoawy RRNBMENE L,

KIZ, show failover descriptor =< > KO IH %~ L ET,

—

asa# show failover descriptor

outside send: 20100££f£f£f0001 receive: 20100££££0002
mgmt send: 10000£f£f££f0001 receive: 10000££££0002
inside send: 20001ffffff0001 receive: 20001ff£f£f£f£0002

show f ~ show ipu .



. show failover exec

show failover exec

FBE L=y b failover exec =~ FE— FE2F T 5121, K5 EXEC E— KT show
failover exec =~ K& L E7,

show failover exec { active | standby | mate }

BX DA

aAavU R TFI4ILk

aAvU R E—F

active 775 7=y FDOfailoverexeca~ RE— R&FRLET,

mate v’ 7 z=v ~® failover exec 2<v L NE— RZFERLET,

dandby = & 3 A =+ FODfailoverexeca~ > RE— R&FRLET,

T 74N FOBERLERSH D EHA,

WDOFIZ, a~ REANTEHE—RERLET,

show f ~ show ipu I

AV KE— | T7PAT94—ILE—F ttXa)F4a0TFFR b
K
IL—FTv K FSUART (VUL TILF
LYk

AVTERR [YRTL

¥5#E EXEC o G o It o It o It o It
avy RERE )— ZEEASE

Z
80(2) ZoawrFMBEMNMENE L,

FEREDHA K54 falover exec a2~ NI, FEELZT A REDEy v a VEELLET, 774 /0 T,

3l

IOy vaiFsa— L ar7 4 Xal—gr ET—KRTY, ZOavy RE—RK&2E
W3 5HI2i%, falover exec =2~ REMH L CEbl/ea~2 K (interface 2~ R7p ) ik
FLET, FBESNEZT A AD falover exec 2~ RE—RZEFLTH, T/ A~DT
JEAFEHALTWDEYy Varoavy RE—RIEBREINETAL, T3 AL DOBIED
tyvaroavwr RE—RFEEELTY, falover exec 2~ RTINS~y KE—
NITITRE L A,

show failover exec 2~ R&ERAT 2 L, FHELZT N, ADa~vy RE— RBRFERENFE
T, failover exec 2~ REfH L CTREEINZa~r R, Z2OF— RTEITENET,

Iz, showfailover exec =~ RO Il EZ R L £, ZOFITIiE, failover exec 2~
VRMANEND 2=y b awy RE— RN, a~vr RNEITEIN5 failover exec
a<v FE—REFRIUTHAMLENZNI EERLTWVET,

. show f ~ show ipu



I show f ~ show ipu

show failover exec .

ZOFITIE, AF NS, 2=y Mua A LTEEBEN, 77747 2=y b kD
A VB =T 2 A ACLHTIEZBIMLUET, ZOHT, showfalover execmate =~ > K%
2EIBICAALELE, ETT RS RAFIA L F—T2f A2 T 4 Fal—ray
F— R THDEFRENET, faloverexeca~ 2 RTTF AL RCEEENDa~v R
L. ZOFE—RTETSINET,

ciscoasa(config) # show failover exec mate

Active unit Failover EXEC is at config mode! The following command changes the standby
unit failover exec mode ! to interface configuration mode.ciscoasa (config)# failover

exec mate interface GigabitEthernet0/1

ciscoasa(config) # show failover exec mate

Active unit Failover EXEC is at interface sub-command mode! Because the following command
is sent to the active unit, it is replicated ! back to the standby unit.ciscoasa (config) #
failover exec mate nameif test

EEav> R

av vk |EkBE

failover T 2=V F == XTI ESNZ2=y b LT, AJ&hiza~r RE23T L
exa: i TO

show f ~ show ipu .



. show failover config-sync

show failover config-sync

AR E A1 O i AV RE (T B 2 38/l 2 32”3 5 11X, ##HE EXEC £ — R C show failover
config-sync =~ > R&EMHAL ET,

show failover config-sync { checksum | configuration | status }

show f ~ show ipu I

BX DA

AR R TFIAILE

AR R E—F

checksum

TNHRAADAT —=Z AL F =y 7 F LT LERER T LET,

configuration /54 2D 7 = — VA —N—RE L F = v 7 F AETLHREZRLET,

status

HE B OB AT — 2 AT AEmEERLET,

T 7 X/ FOEBERLEIZDH U AL

ROKIZ, a3~ P ANNTELHE—FaxRLET,

JVDF%— 7747®T_»%_P t$lU$4:>§$ZF
k
=Tk | FSVRART |YUT)L RILF
LYk

AVTHFRL | VAT LA

¥ikE EXEC o R o Khi o S .« 55 .
avy FERE Jy— FTEARAR

z
9.18.(1) Zo=m~r FABMENE LT,

FEEEDHA KS« > showfailover config-sync =~ > Ri&, RERBIOFEERRD AT —F A T80 AKRE, B

il

FOF 2w/ B AaFEREERLET, 774V 8T, 2Oy aiiluo—r a7y
Fal—arE—RTY,

WIZ, 7774 72=y N AKX A 2= O showfailover config-syncchecksum
avr ROl ZRLET,

ciscoasa# show failover config-sync checksum
My State: Active
Config Hash: 12daf457c6ale875al75a67cab7£0c56

ciscoasa# show failover config-sync checksum
My State: Standby Ready
Config Hash: 12daf457c6ale875al75a67cab7£f0c56

. show f ~ show ipu



I show f ~ show ipu

show failover config-sync .

Iz, showfailover config-syncconfiguration =~ > KO IR L ET,

cicoasa#show failover config-sync configuration
Negotiation

My State:
[11: Cmd_
[2]: Cmd
pbkdf2
[3]: Cmd_:
[4]: Cmd_
[5]: Cmd
[6]: Cmd
[71: Cmd_
[8]: Cmd
[9]: Cmd :
[10]: Cmd :
[11]: Cmd
[12]: Cmd_
[13]: Cmd
[14]: Cmd
[15]: Cmd_
[16]: Cmd
[17]: Cmd
[18]: Cmd_
[19]: Cmd
[20]: Cmd_
[21]: Cmd_
[22]: Cmd
[23]: Cmd_
[24]: Cmd_
[25]: Cmd
[26]: Cmd_
[27]: Cmd_
[28]: Cmd
[29]: Cmd_
[30]: Cmd_
[31]: Cmd
[32]: Cmd_
[33]: Cmd_
[34]: Cmd
[35]: Cmd_
[36]: Cmd_
[37]: Cmd
[38]: Cmd_
[39]: Cmd_
[40]: Cmd
[41]: Cmd
[42]: Cmd_
[43]: Cmd
[44]: Cmd
[45]: Cmd_:
[46]: Cmd :
[47]: Cmd_
[48]: Cmd_
[49]: Cmd
[50]: Cmd_
[51]: Cmd_
[52]: Cmd
[53]: Cmd_
[54]: Cmd
[55]: Cmd_
[56]: Cmd_
[57]: Cmd_

service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6

|
license smart
feature tier standard
throughput level 10G
names
no mac-address auto
|
interface GigabitEthernet0/0
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/1
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/4
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/5
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/6
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/7
shutdown
no nameif
no security-level

: enable password $sha512$5000$eTI8yiQxulWYEzeypFF6qdw==$HNf711tpOugBBnUSIzrl1PA==

show f ~ show ipu .



show f ~ show ipu I
. show failover config-sync

Cmd_: no ip address

Cmd_: !

Cmd_: interface GigabitEthernet0/8

Cmd_: description LAN/STATE Failover Interface
Cmd_: !

Cmd_: interface Management0/0

Cmd_: no management-only

Cmd_: nameif management

Cmd : security-level 0

Cmd_: 1ip address 192.168.2.63 255.255.255.0 standby 192.168.2.64
Cmd_: !

Cmd : ftp mode passive

Cmd : no object-group-search access-control

Cmd : pager lines 23

Cmd : mtu management 1500

Cmd : failover

Cmd : failover lan interface fover GigabitEthernet0/8

Cmd : failover link fover GigabitEthernet0/8

Cmd : failover interface ip fover 10.0.0.63 255.255.255.0 standby 10.0.0.64

Cmd : no failover wait-disable

Cmd : no monitor-interface service-module

Cmd : icmp unreachable rate-limit 1 burst-size 1

Cmd : no asdm history enable

Cmd : arp timeout 14400

Cmd : no arp permit-nonconnected

Cmd : arp rate-limit 32768

Cmd : route management 0.0.0.0 0.0.0.0 192.168.2.1 1

Cmd : timeout xlate 3:00:00

Cmd : timeout pat-xlate 0:00:30

: Cmd : timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02

: Cmd : timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

Cmd_: timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect

¢+ 00 0O O O OO0 0O 0O O W @ ~J J J 1 ~J J 1 3 1 ~JOyOoyoyoyoyoyoyoyoyon o n
OO WO -JdJoUlbd WNREFPOOWOJdJoUd WNREF O WOJOU & WNE O WOOW-TJoU & WwhhEFE O wo
e S N e S S S S S e S S R

e e e e e T e e e e e e e e e T = T T T I i e e T T T T T e

:00
9 Cmd_: timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
9 Cmd_: timeout tcp-proxy-reassembly 0:01:00
9 Cmd_: timeout floating-conn 0:00:00
9 Cmd_: timeout conn-holddown 0:00:15
9 Cmd_: timeout igp stale-route 0:01:10
9 Cmd_: user-identity default-domain LOCAL
9 Cmd_: aaa authentication ssh console LOCAL
9 Cmd_: aaa authentication login-history
9 Cmd_: http server enable
99]: Cmd_: http 0.0.0.0 0.0.0.0 management
100]: Cmd : no snmp-server location
101]: Cmd_: no snmp-server contact
102]: Cmd_: crypto ipsec security-association pmtu-aging infinite
103]: Cmd_: crypto ca trustpoint SmartCallHome ServerCA
104]: Cmd_: no validation-usage
105]: Cmd : crl configure
106]: Cmd : crypto ca trustpoint SmartCallHome ServerCA2
107]: Cmd_: no validation-usage
108]: Cmd : crl configure
109]: Cmd : crypto ca trustpool policy
110]: Cmd_: auto-import
111]: Cmd : crypto ca certificate chain _SmartCallHome ServerCA
112]: Cmd_: certificate ca 0a0142800000014523c844b500000002
113]: Cmd_: 30820560 30820348 a0030201 0202100a 01428000 00014523 c844b500 00000230
[114]: Cmd_: 0d06092a 864886f7 0d01010b 0500304a 3103009 06035504 06130255 53311230
[115]: Cmd_: 10060355 040al309 4964656e 54727573 74312730 25060355 0403131e 4964656e
[116]: Cmd_: 54727573 7420436f 6d6d6572 6369616c 20526f6f 74204341 2031301e 170d3134

. show f ~ show ipu



show f ~ show ipu

[117]:

[118]:

[119]:

[120]:

[121]:

[122]:

[123]:

[124]:

[125]:

[126]:

[127]:

[128]:

[129]:

[130]:

[131]:

[132]:

[133]:

[134]:

[135]:

[136]:

[137]:

[138]:

[139]:

[140]:

[141]:

[142]:

[143]:

[144]:

[145]:

[146]:

[147]:

[148]:

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

Cmd

30313136

06035504

25060355

74204341

020a0282

dd0c28d9

e2acadbe

ef92bcbd

4b49783c

267acael

5dc40125

4fdfclaf

65dd9056

69f94ba2

56c93dfb

c82538f4

fleaa3ac

73e5efbe

09e13364

9c557478

88656b79

300£0603

d3£f0068b

82020100

6808e194

0dl4ebce

2dlbccec

54f£14d66

a%eda33a

fb0610fa

36d75402

01f0a2d2

31383132

06130255

0403131e

20313082

020100a7

d7f0ffae

866ef309

ecdf3230

93608822

36a51916

£630dd02

8b0e7417

cefbabab

el4ebce

0£187d8b

fadba789

£fd49341a

a0ed330b

2b63d732

blbaelébe

33b4d702

551d1301

eead7bbe

0dae9032

0058ef2e

clf23794

aa9ab3aa

c05d7403

34d0597b

75596631

f££1b95d

£400c874

32335al7

53311230

4964656e

02223004

5019de3f

95437299

8alfba32

884bl75e

fc99da36

f5fdb7ef

5d9fe0d5

a8dl7288

609dc49d

93398407

3bcll3c2

5c9cd2e3

28£34188

74be2020

5e9£f£f9c0

7004ba4df

03010001

01££0405

42e72654

f6a64db’c

2eT7e5352

78b05£f9¢c

60821b2d

40a3ee85

daed50£3

4729da76

ced4236f

8eal2a4s8

04333430

10060355

54727573

06092a86

993dd433

f9b55d7c¢

bdaZeb9%4

57c453c2

c8c2az2d4

ae3f40£5

47bdb4eb

6a7a0149

£952b08b

£744707e

4d8fc94f

0d39864a

3al3eee8

c4676cf0

Tb0f786f

alba68c3

a3423040

30030101

c88e3676

44761961

8cb65c07

b3a273b8

3bc3843d

Tec2l£f77

35bfedeb

9alce982

d845844a

8e65dbl3

31313631

040a1309

7420436f

4886£70d

46f16£51

8acldzel

£9e85c0a

£602978d

2c540067

6d5a04fd

1balbb49

ccb44679

bd87£98f

fe075aeb

0e37e91f

747cd559

deff991d

08037a55

97bc939%a

Tbf£31£0

3000603

££301d06

30040609

le2728cd

ea88bad%9

8£059338

578a9%61le

9c06e8cl

144d31c7

aeef9ab9

5b65e£89

c4e22517

show failover config-sync .

38313232 335a304a

4964656e 54727573

6d6d6572 6369616¢C

01010105 00038202

6182b2a9 4£8£6789

315074d1 810d7ccd

ecff98d2 af71b3b4

d9622bbf 241f628d

356e73bf 0258f0a4

ce34caz4 dc74231b

49d89f5b 02f38aed

c6l7blda 981e0759

2b230a23 763bf733

blacdll8 ccf235eb

alOebadf 622ecb35

87c23fde 0c5c52f4

S5fbacbe8 1ef2b950

807fd6d4e 96a7fdle

£99¢1290 787a8087

733d3d94 2abl0b4l

551d0£f01 01££0404

03551d0e 04160414

22864886 £70d0101

5e54ef25 bce30890

8b5094d7 8280df6l

cd8d3eb0 b8fbcOcf

9c75b8d3 30cd6008

a7185d52 95edc9dd

60f4dafl 879ce248

51£78823 9a699562

Ocddl4a7 20cbl8ab

7debbe87 50172054

310b3009

74312730

20526f6f

0£003082

5d84d953

9b2lab43

539f4e87

dfc3b829

dde5b0a2

5d331312

2490e462

fa752185

elc900£3

494908ca

0651792c

3df75282

60c031d3

3eelf6d8

15d77274

Oealfe4dd

03020106

ed4419c0

0b050003

£929d7ae

090093ad

blfZ2ec2d

8390d38e

259%e6dfa

e2c6cbh37

3ce55580

25b40df9

51934a53

show f ~ show ipu .



. show failover config-sync

[149]: Cmd_
[150]: Cmd
[151]: Cmd_
[152]: Cmd_
[153]: Cmd_
[154]: Cmd_
[155]: Cmd_
[156]: Cmd_
[157]: Cmd_
[158]: Cmd_
[159]: Cmd_
[160]: Cmd
[161]: Cmd
[162]: Cmd
[163]: Cmd
[164]: Cmd_
[165]: Cmd
[166]: Cmd
[167]: Cmd_
[168]: Cmd
[169]: Cmd
[170]: Cmd_
[171]: Cmd_
[172]: Cmd_
[173]: Cmd_
[174]: Cmd_
[175]: Cmd_
[176]: Cmd_
[177]: Cmd_
[178]: Cmd_
[179]: Cmd_
[180]: Cmd
[181]: Cmd
[182]: Cmd

. show f ~ show ipu

030bec5d ca33ed62
c3775973 cd8f46be
3falc8ea 728£8c63
e2265944 751ed975
cad4a8l6b 5e0bf351
6b3cl083 cbaddea8
effabl5c 3806a51b
ba846e87
quit

crypto ca certificate

certificate ca 0509
308205b7 3082039f
3045310b 30090603
6973204c 696d6974
6£742043 41203230
31383233 33335a30
1051756f 56616469
61646973 20526f6f
00038202 0£003082
4c19851d 089fab29
172a3a74 8333307d
c6b310e9 dcc24617
d667feab 66508b6d
aeb7026a 817aa945
5a0aebb0 e35f5e6b
d45c022b 4c39elb2
92c391d5 8a88d090
adebaff7 l6cbdbcd
13857263 0304e004
3edla8fc a3daldbO
31e42df5 eb5ebdbc8
8c96lela 8fldbca4d
a3271lee 16107bbc

03c33a8b 203f6e8d

£d45c72f 5bdc58a0

5538effa e89132ea

8623bd6d 3c969e95

8951cdl0 849d6160

el742be9 T7e27a7d9

cdl68e8d £0073771

4aeldc38 2d3cdcab

803%e6fa

97580422

e0494caa

cb5df997

99494ef£8

9ff2abfc

1£901ad5

d7fel314

de38c3cc

az2b92alb

224d8e98

a580db25

41£5c18b

4a9ceedl

chain SmartCallHome ServerCA2

a0030201 02020205

55040613 02424d31

6564311b 30190603

1e170d30 36313132

45310b30 09060355

73204c69 6d697465

74204341 20323082

02020282 0201009a

4485f32f 8lad321le

615411cb edabeleb

f85dfdad4 daff9e49

28602bef d760c3c7

83e205e6 b956c194

1lab0cf9 85eb44el

95952d42 87d7d5b3

ecdcédde 89c26571

252be51f fbY9%a9fe2

362b2019 02e874a7

dlbl12354 df44766d

e0ffe580 d70b63al

61370986 7333d797

454a4cb2 04d2abef

673d3ad6 fe7d5b88

09300d06

19301706

55040313

34313832

04061302

64311b30

02223004

18cadb94

9046bfa3

d2a27ef5

5a9%ce633

93bc8d36

378£4871

£80473f2

9043b76¢C

968b0d03

51lcc3ab3

1fb6c956

ed41d8cl

f£33al0f

969e237d

d5£d0c51

c95efbcc

092a8648

0355040a

1251756fF

3730305a

424d3119

19060355

06092a86

0d002daf

8626lale

6b6f18b7

e62496£7

91£37££f8

6322ecl’

e9febc98

13fldedd

fd9cbf5b

0c48e60e

66£07525

b222b653

ba2cl515

82a44c81

ce506a08

61dc8b33

show f ~ show ipu I

a6ed3do4

bc6dc933

9c368178

e6e37ff6

0flc6362

ec00375d

706cccee

86£70d01

13105175

56616469

170d3331

30170603

04031312

4886£70d

03298af0

fe7elcl8

0alb2dfd

3fbab5b2b

dbl113c4

6507958a

8cf573af

f6c4£889

l6ac92db

bdc9b476

dc67cl0e

lcdf351d

ea97b3d2

e2aldlba

31f991da

77434432

4a4274d4

3a6ala69

edc3e846

Sbbbaecd

8ac93367

09e54e80

£457£818

01050500

6£566164

7320526f

31313234

55040al13

51756£56

01010105

0f81lc8ae

3a5c9c60

e93eefla

lc7a35c2

9c7776cl

4bdf8fc6

6bb47ecd

3£d175f£5

eafe797c

0652e611

616088b3

dcal772a

a2b5bef?2

675£9507

0c8f645¢c

35096204



I show f ~ show ipu

$Sha512$5000$w9Jv9lDWNVn4XKSG110G6Q

[183]: Cmd
[184]: Cmd
[185]: Cmd
[186]: Cmd
[187]: Cmd_
[188]: Cmd
[189]: Cmd
[190]: Cmd_
[191]: Cmd_
[192]: Cmd_
[193]: Cmd_
[194]: Cmd_
[195]: Cmd_
[196]: Cmd
[197]: Cmd_
[198]: Cmd
[199]: Cmd_
[200]: Cmd
[201]: Cmd_
[202]: Cmd_
[203]: Cmd_
[204]: Cmd_
[205]: Cmd_
[206]: Cmd_
[207]: Cmd_
[208]: Cmd_
[209]: Cmd_
[210]: Cmd_
[211]: Cmd_:
[212]: Cmd_:
[213]: Cmd_
[214]: Cmd_
[215]: Cmd_
[216]: Cmd_
[217]: Cmd_
[218] Cmd_
[219]: Cmd_

[220]: Cmd_
[221]: Cmd_
[222]: Cmd_
[223]: Cmd_

ssh
ssh
ssh
ssh
ssh

921610d8 9e2747fb

130101£ff 04053003

1604141a 8462bc48

30658014 1a8462bc

30090603 55040613

696d6974 6564311b

41203282 02050930

065baB8ae 715d2£05

03182755 89787d76

£fc775081 e67cb4cS

7c5fe726 b3£73290

78335210 58ae3f6l

fb0aa8l5 2c7d4d7a

074£a950 da908d94

2e458fd6 e€9933fe7

557a6d80 9924f56¢c

4d4219dc £8755956

f8e8fd2e d3907£07

a75095£f7 bac89beb

a2111419 6eb2861b

bal74282 97718153

b478a53a 874c8d8a

3b21e3f8

0101££30

4c332504

484c3325

02424d31

30190603

0d06092a

2f67e613

€a963480

0d0b7253

9850d437

8ef26abl

63c66c97

46el3ef0

bl2cdf3a

01fbf897

a3f9%a849

912aldde

8ea201lch

6834837

31a99ff6

a5d54697

eb1d5b02

0b060355

ddeedOf6

04d4eed0

19301706

55040313

864886£f7

4583c436

1720dce’7

£8760707

7155£692

efl87e4da

443cd26f

94£d1000

d6228cdc

b0945beb

79f8af0e

7e5c8583

d666bf79

1a88b75d

7d62b£72

£22c10b9

03010001

1d0£0404

03c41946

£603c419

0355040a

1251756f

04010105

f6£3c026

83f88dfc

4147960c

2178£795

5963ca8d

c34al70a

38f53be8

84bb226f

fdd2e6ffl

b911lal7c

99b03808

61£f33clc

965e9cc7

ela3931d

bc5422c0

show failover config-sync .

a381b030 81ad300f

03020106 301d0603

d1946b30 6e060355

46d1946b ald9%ad4’7

13105175 6£566164

56616469 7320526f

05000382 0201003e

0c0db547 645df8b4

07b8da5f 4d2e67b2

fbe08226 93558cfe

79faf82d 26876656

a256d5a7 2fbc561f

£890d257 a21951a5b

40elbd46e 561la20cc

d0f8edc6 39e90488

77680d35 6423acb8

b76aed34 d0b62662

3fe95ef9 3507e4c9

elb9825c 5dalc3e9

ef276208 e291195c

cc8az265a 0938d0ce

01506943 9efdblef

fle3blef df918f54 2al0b25cl 2619c452 100565d5 8210eac?2 31lcd2e
quit
telnet timeout 5

stack ciscossh

stricthostkeycheck

timeout 5

key-exchange group dh-groupl4-sha256

0.0.0.0 0.0.0.0 management

console timeout 0
console serial
threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept
dynamic-access-policy-record DfltAccessPolicy
username admin password

class-map inspection default
match default-inspection-traffic

=$JgmsMmRSY z+ZQX3Ta/bXxA==

0603551d

551d0e04

1d230467

3045310b

6973204c

6£742043

0ale4dof

72c946a5

84fdd9o44

221f6065

3077a637

cf39cle2

2d9741da

6£588ded

3cc3baeb

55a103d1

381a870c

626e577f

d848bd19

d2fl121dd

d70d8016

6df8ecda

pbkdf2 privilege 15

show f ~ show ipu .



. show failover config-sync

[224]: Cmd_: !

[225]: Cmd_: policy-map type inspect dns preset dns map
[226]: Cmd_ parameters

[227]: Cmd_ message-length maximum client auto

[228]: Cmd_ message-length maximum 512

[229]: Cmd_ no tcp-inspection

[230]: Cmd_: policy-map global policy

[231]: Cmd_ class inspection default

[232]: Cmd_ inspect ip-options

[233]: Cmd_ inspect netbios

[234]: Cmd_ inspect rtsp

[235]: Cmd_ inspect sunrpc

[236]: Cmd_ inspect tftp

[237]: Cmd_ inspect dns preset dns_map

[238]: Cmd_ inspect ftp

[239]: Cmd_ inspect h323 h225

[240]: Cmd_ inspect h323 ras

[241]: Cmd_ inspect rsh

[242]: Cmd_ inspect esmtp

[243]: Cmd_ inspect sglnet

[244]: Cmd_ inspect sip

[245]: Cmd_ inspect skinny

[246]: Cmd_: policy-map type inspect dns migrated dns map 2
[247]: Cmd_ parameters

[248]: Cmd_ message-length maximum client auto

[249]: Cmd_ message-length maximum 512

[250]: Cmd_ no tcp-inspection

[251]: Cmd_: policy-map type inspect dns migrated dns map 1
[252]: Cmd_ parameters

[253]: Cmd_ message-length maximum client auto

[254]: Cmd_ message-length maximum 512

[255]: Cmd_: no tcp-inspection

[256]: Cmd_: !

[257]: Cmd_: service-policy global policy global

[258]: Cmd_: prompt hostname context

[259]: Cmd_: call-home reporting anonymous prompt 1

[260]: Cmd_: call-home

[261]: Cmd_ profile License

[262]: Cmd_ destination address http
https://sch-alpha.cisco.com/its/service/oddce/services/DDCEService
[263]: Cmd_ destination transport-method http

[264]: Cmd_ profile CiscoTAC-1

[265]: Cmd_ no active

[266]: Cmd_ destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService
[267]: Cmd_ destination address email callhome@cisco.com
[268]: Cmd_ destination transport-method http

[269]: Cmd_ subscribe-to-alert-group diagnostic

[270]: Cmd_ subscribe-to-alert-group environment

[271]: Cmd_ subscribe-to-alert-group inventory periodic monthly
[272]: Cmd_ subscribe-to-alert-group configuration periodic monthly
[273]: Cmd_: subscribe-to-alert-group telemetry periodic daily
My State: Negotiation

Config content size: 11323

Config Hash: 9d653d6fb48739651f5467alaebeallc

W, T3 A CRRERMIORELEERE DS AN e > TWDIGED
showfailover config-syncstatus =2~ > RO HHZ R~ L £,

ciscoasa# show failover config-sync status
Config Sync Optimization is enable

. show f ~ show ipu

show f ~ show ipu I



I show f ~ show ipu

show failover config-sync .

EEav> R

avw vk |ExBE
failover T 2= VA== RTOREINT-2=y N T, AhWE&Na~vr FEFETL
exec

£7,

show f ~ show ipu .



show f ~ show ipu I

. show file

show file
T 7 AN AT JMIET HIERAEFRT DIIE, FiiE EXEC £— R C show file 2~ R&ff
ALET,
show file descriptors| system | infor mation filename

BX D5 descriptors BTN D 7 7 A ATl &2 TR TER L E T

filename 7 AL %5BELET,

information X\— L F— T AU — g Ryhr—2 Ty A NNRE BEDT 7 A LIZON
TOEREFRLET,

YREM  F RS T ANV ATBEONT, YA K, RIB AR S N AT 4T O
SAT TTI BEOT LT 4 v A EERTR LET,

AR R TFIAILE

ATV R E—F

T 74N F OBERERSH D EH A,

ROFIZ, a~ P ANNTELHE—FERLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
L—Ty R | FSURRT [V TL TILF
Lk
AVTXFREM | VRTL
#HE EXEC o %P o SRS o %P * KPS o KHIE

avy FERE

Jy— EEAE

7.01)  Zoawr R™BEMEHELE,

82(1) N=brF =TTV r—var RNy r— 77 A MIOWTONEREFRRT DHikEE
MBS E LT,

9.7(1)  show filedescriptor =~ Ri&, Y A7 A 27 F A E— FTopen 7 7 A /LiL
BENSEFHAETY v b T 5L ICEHSNE L,

BEEDHA RSA4>Y “AFALTHIARE—ROVAT LarTF2 M THEMT 554, showfiledescriptors =~

Y RIFTRTCOarTHA M- T, BWTWAEAD T 7 A4 VOFLlRFDiEM &2 R L
F9, 2T HA M open 7 7 A NG NH DG, CLINV AT A 27 F A hTIIT
S TWIUE, ZOREDOLTHXA NOFFMOLNFRENET, AT AL, [nofile

. show f ~ show ipu



I show f ~ show ipu

1

show file .

descriptors] D AT XA MOTXCTOLENIHESN LEHA, open 7 7 A LR TR HDH

TXANDHBERRLET,

KIZ, showfirewall =~ > ROz~ LES,

Single context with no open file

ciscoasa(config)# show file descriptors
No open file descriptors
ciscoasa (confiqg) #

Single context with open files

ciscoasa(config)# show file descriptors
FD Position Open PID Path

0 0 0302 139 disk0:/testl.txt
ciscoasa(config)#

Multicontext with no open filesin the System context

ciscoasa# show file descriptors
ciscoasa#

Multicontext with open filesin the System context

ST-Campus-spyc/stby (config) # show file descriptors

Context: CTX1

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg
Context: CTX3

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg
Context: CTX5

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg

Multicontext with no open filesin the User context

ST-Campus-spyc/stby/CTX1 (config) # changeto context CTX2
ST-Campus-spyc/act/CTX2 (config) # show file descriptors
No open file descriptors
ST-Campus-spyc/act/CTX2 (config) #

Multicontext with open filesin the User context

ST-Campus-spyc/stby (config) # changeto con CTX1

ST-Campus-spyc/stby/CTX1 (config) # show file descriptors

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg

1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg

ST-Campus-spyc/stby/CTX1 (config) #

ciscoasa# show file system

File Systems:
Size (b)

* 60985344

Free (b) Type Flags Prefixes
60973056 disk rw disk:

show f ~ show ipu .



show f ~ show ipu I

. show file

&Iz, showfileinfo =~ > RO 2~ LET,

ciscoasa# show file info disk0O:csc_embdl.0.1000.pkg

type is package (csc)
file size is 17204149 bytes version 1

BEa<v R av Yy |EiER
N
dir F4 L7 MV ONEEFRRLET,

pwd BEDEET 4 L7 U AFRRLET,

. show f ~ show ipu



I show f ~ show ipu

show fips

BX DA

AU R TIHIE

ATV R E—F

show fips .

FIPS D AT — X A% Kt 5I121E. FiME EXEC T— K CTshowfips 2~ RZEHA L £,

show fips
Zoawy NEBIEELITF—TI— NI A,
T 7 F v EOEMEREILH D £ A,

WDFEIZ, a~vr REASTEDLE—RERLET,

aAYVRKE— | T7PAT94+—ILE—F tXa)F4a0TFRE
K
=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
KEbE EXEC o i o %I o %I o %I —

avy FERE

FEREDHA KSA4 Y

3l

N)— ZEERE
z

9.13(1) Zoa~r RFRBMENELE,

show running-configuration fips =~ > K ClX, FIPS BNENI/R o7 & ZIZDIHRAT —H AN
FTRINTWE LT, showfips 2~ Nid, EEOEBIRREBAEET 2 7-DIEAISNEL
Too LIzioT, ZOavwy FCE, 22— —2NEE I TEIREIZ/ZR > TWD FIPS 2 FH
BHETITENZT H L X, FIPS AT —HANREREINET, £/o, ZOa~v L KT, 77
Va rEAMEETITEIL LR TT A A HEHT LD AT —F AR REINE
7

Wiz, show fips 2~ > RO OB ZRLET,
FIPS N IEZNIZ 70> TV T, —H—3 fipsenable # EITL CINEADNCTDH &, K
DL ET,

ciscoasa# show fips
FIPS is currently disabled and will be enabled after reboot

ASA DY 7 — ~4,

ciscoasa# show fips
FIPS is currently enabled

FIPS NEZNZ 72 > TV T, =—H—73 nofipsenablez 1T L CZ AT 5 &
ROEHTD £,

show f ~ show ipu .



show f ~ show ipu I
. show fips

ciscoasa# show fips
FIPS is currently enabled and will be disabled after reboot

ASA DU 7 — M4,

ciscoasa# show fips
FIPS is currently disabled

FIPS M2 72 > TV T, —H—23nofipsenable # 1T L CZ N A BT 5 & |
WDOE DT F7,

ciscoasa# show fips
FIPS is currently disabled

FIPS N AT 72> TV T, —H— 3 fipsenable 2 FEITL CINEAMITH E, K
DI ET,

ciscoasa# show fips
FIPS is currently enabled

EEav> R avU R AR

fipsenable ASA TFIPS # AN LE T,

show running-configuration fips | fips DHEDFEFTa L 7 4 Fa b—Ta LV EEEa L 7 ¥ a
L—=varyeRRLET,

. show f ~ show ipu



I show f ~ show ipu
show firewall .

show firewall

BIEDTZ7 7 AT IO —E—FK Ob—=7T v RELF I T VAT LU ) 2FRTHI203, K
}E EXEC &= — R C show firewall =~ > RZ2{FEH L £,

show firewall

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,

O RE— | D747 74— ILE—F t¥xayF4a20TFREb
K
=Ty F FSUART (VUL TILF
LYk
AVTHFRAR | VRTL

F#HE EXEC o XHI o KPS o KPS o KPS o KPS
vy RERE Ji)— ZEEAR

S

70(1) Zoawr RsENEE LR,
Bl Wiz, showfirewall =~ > RO AflER LET,

ciscoasa# show firewall

Firewall mode: Router
BEavF av YR SiER

firewall TrAT U BT RERELET,

transparent

show mode WEOa Ly THFAME—RK I NEREILTF) 2R LET,

show f ~ show ipu .



show f ~ show ipu I
. show flash

show flash

W77 v =2 AE ) ONREFR T DI, Fi#E EXEC £— R Tshowflash: =2~ K&
ALET,

show flash: all | controller | filesys

N

GE)  ASA T, flash F¥—U— N2 A U 7 A disk0 23MEH S E T,

BX D& all TRTCDT7 T vy aDfFEREFRLET,

controller 7 7 4 )Ly AT A ar br—JDFEREFRLET,

filesys 7741 v 2T 2D REFRLET,

ATVRFEI4FIR T 7ANNOEEREITH Y A,

AvU R E—F WOFIT, DAY REANTESE— RE2RLTVET,

ARV KEE— |T7A4T7 24— ILE—F X274 0TFRb

k

W—=T9E | FSVART | SUTL <ILF
L> bk
AVTHFARAL | VAT A

FrkE EXEC o KFI . KIS . % . s R
av Y RERE Jy— FERE

R

7.0(1) Zoawy RGBS ILE L,

Bl Wiz, showflash: == > RO %7 LET,

ciscoasa# show flash:

-#- --length-- ----- date/time------ path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 pepsi.cfg
13 2551 Jan 06 2005 10:07:36 Leo.cfg
14 609223 Jan 21 2005 07:14:18 rr.cfg
15 1619 Jul 16 2004 16:06:48 hackers.cfg
16 3184 Aug 03 2004 07:07:00 old running.cfg
17 4787 Mar 04 2005 12:32:18 admin.cfg
20 1792 Jan 21 2005 07:29:24 Marketing.cfg
21 7765184 Mar 07 2005 19:38:30 asdmfile-RLK

. show f ~ show ipu



I show f ~ show ipu
show flash .

22 1674 Nov 11 2004 02:47:52 potts.cfg

23 1863 Jan 21 2005 07:29:18 r.cfg

24 1197 Jan 19 2005 08:17:48 tst.cfg

25 608554 Jan 13 2005 06:20:54 500kconfig

26 5124096 Feb 20 2005 08:49:28 cdisk70102

27 5124096 Mar 01 2005 17:59:56 cdisk70104

28 2074 Jan 13 2005 08:13:26 negateACL

29 5124096 Mar 07 2005 19:56:58 cdisk70105

30 1276 Jan 28 2005 08:31:58 steel

31 7756788 Feb 24 2005 12:59:46 asdmfile.50074.dbg

32 7579792 Mar 08 2005 11:06:56 asdmfile.gusingh
33 7764344 Mar 04 2005 12:17:46 asdmfile.50075.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk70103

35 15322 Mar 04 2005 12:30:24 hs_err pid2240.log
10170368 bytes available (52711424 bytes used)

EEavok avvk |EE
dir T4V M) ORNEEZFRLET,
show W77 v a2 ODNFERRLET,
diskO:

show N7 T arAET) I— RONBEEFERLET,
disk1:

show f ~ show ipu .



. show flow-export counters

show f ~ show ipu I

show flow-export counters

B DEREA

AR TIAIE

ATV R E—F

NetFlow & — Z \CEEAMIT O TWD T U EZ A LI T R E2FKaT HI21E. ¥MEEXEC E— R

C show flow-export counters =~ > K& L £,
show flow-export counters

ZOaTy FIZFSIEERITF—Y—FNIdH v A,
774N FOEERLEIZH Y EE A,

WOEIL, ZOa~vry REANTELE—RE2RLTWET,

O RE— | T7AT7 74— ILE—F t¥xayF4a20TFRE

N

W=Tyk | FSVART |V TL QILF
Ly b
AVTFRL | VRTL
FHE EXEC o IS * I * I * I —

avy NERE

FREDHA FS14 Y

3l

Ju— EEAE
S

8.1(1) Zoa<r RRNBEMENnE L,

9.0(1)  EEFXAR— MRV Y TORBUITHT 2 LW T =y o ZBEMENE LT,

FUHA L AT HITNE, AT BT — T NEENET,

WKIZ, NetFlow 7 — Z \ZBHEMIT SN TWD T v H A LA v ¥ &Fsd % show
flow-export counters =~ > RO Il R LET,

ciscoasa# show flow-export counters
destination: inside 209.165.200.224 2055
Statistics:
packets sent 1000
Errors:
block allocation failure
invalid interface
template send failure
no route to collector
source port allocation

O O O O o

. show f ~ show ipu



I show f ~ show ipu

show flow-export counters .

EEav> R

avy kR

B

clear flow-export counters

NetFlow DT v Z A LT e dT_XCEric)ky FLE
j—o

flow-export destination

NetFlow 2 L7 ZDIP 7 KL AFE-IIHRA M4 L. NetFlow
IV HENY v AT DHUDP AR— FEEELET,

flow-export template
timeout-rate

T 7 — MEERD NetFlow = L 7 Z 2 SN A IR
mLET,

logging flow-export-syslogs
enable

logging flow-export-syslogsdisable =~ > K& AJ) L7=#12,
syslog A vE—U% A 3x—7MIZ L, & 5T NetFlow 7 —#
WCBEAHT Bz syslog A vE— VB A 2= M LET,

show f ~ show ipu .



show f ~ show ipu I

. show flow-offload

show flow-offload

Tu—%47a— RIZOoOWTDIFEREERT DITIE., ¥ EXEC £ — KT show flow-offload =
~  REHFEALET,

show flow-offload { info [ detail 1 | cpu|flow [ count | detail ] | statistics }

XX DEHEA info [ detail ] 77— R U NCETARARERER R LET, A— FOFEHR
MO 2 8 OBIE#RE RS 5121%, detail $—V— RFaBNLE
j—o
cpu Fo7u— R ar7DAMNON— T —U R R LET,

flow [count | detail 7o — NI TWET 7T 4 77— ZlTAERAEFERLET,
] F T a s TROF—T— REBINTE£4,
ecount : A7 — RENTWABT 7T 4 T 7m— VERREHR O
Tu— REIn-7e—0BEERRLET,
edetail : A7 E—RENTWAET 7T 4T R7un—LEFnbnEX
Wz —bF—2EFRLET,

statistics Fou—REhi7a—0 7y MNERIEREF T LET,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AR E—F ROEIZ, a~ FEANTEHE—FarLET,

ARV KE— | 774724 —ILE—F X2V T4a0THFRE
X
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRTLA
¥iHE EXEC S o K o R o Kt —
avy FEE J1)— ZEERE
2

95(2) Zoavwr RREAIRELE,

Tou—F7u— RRESRESIT. 20avy REFEHLT, —bvRbFT7un—REn-7

FREODHA K514
0 —|ZT A EHREEXRRTEET,

. show f ~ show ipu



I show f ~ show ipu

1

show flow-offload .

show flow-offload flow =~ > RO OB 2RI R LET, 78— NS 7a—L,
REEITLESHEDOIPT FL A, A=k, BLOTr harz nyvadTbhHIlEiIlLsT
HEINDA VT v 7 AR FIZE > THBSNET, VAT LANBET 77 4 7724
7ua—REN/e7a—LRICA T v I Ao —% 47— RL Lo ET5HL,
WRENEELET, ZOHAE,. LW o—3+ 7o — RENEEAN, KOO 71—
347 —RKanhkEEichn 5,

>show flow-offload flow
Total offloaded flow stats: 1 in use, 5 most used, 100% offloaded, 0 collisions

UDP intfc 103 src 10.1.1.2:41110 dest 20.1.1.2:5001, dynamic, timestamp 162810457, packets

84040, bytes 127404640

Iz, showflow-offload statistics 2~ > RO AR LES, HOIZiE, =5 (Tx)
Ny ML ZE Rx) N7y MR Ry 7 STy MR BRXOERH S
(AR NIC (VNIC) OfEFHEM SRS NET,

ciscoasa# show offload-engine statistics

Packet stats of port : O

Tx Packet count : 785807566
Rx Packet count : 785807566
Dropped Packet count : 0
VNIC transmitted packet : 785807566
VNIC transmitted bytes : 103726598712
VNIC Dropped packets : 0
VNIC erroneous received 0
VNIC CRC errors 0
VNIC transmit failed 0
VNIC multicast received 0
Packet stats of port : 1
Tx Packet count 0
Rx Packet count 0
Dropped Packet count 0
VNIC transmitted packet 0
VNIC transmitted bytes 0
VNIC Dropped packets 0
VNIC erroneous received 0
VNIC CRC errors 0
VNIC transmit failed 0
VNIC multicast received 0

FEMTE OB 2RISR LET,

ciscoasa(config) # show flow-offload info detail

Current running state : Enabled
User configured state : Enabled
Dynamic flow offload : Enabled
Offload App : Running
Offload allocated cores : SO0[ 2]
Offload Nic : 9
Max PKT burst : 32
Port-0 details
FQ queue number : 1440
Keep alive counter : 101584
flow table refresh count : 186 [58]
HW flow table refresh count : Port-0[58, 58, 58, 58]
Refresh count synched : 3 times [3/0]
Flow table status Port-0 : Good

show f ~ show ipu .



show f ~ show ipu I
. show flow-offload

HAID FEICH 5 FHEEESRIZ, Y7 b =7 (ASA) BLUON— KU = TITRFF
ENTWL 70 —T—TNVDOAT—H AR LET, TEHFEK F7e—T7—71
DI S 7zEEcd, BMMLOFERE LT, Y7 vy =T b aA— Ky =7~
DON— NETE GEI/EIER) . MACT RLADEFE /LY HEOA XY FREZ LN
3

e T —F—7NEHERIT. 7T —TF — VB HEGT HUNER S BT,
ZOfEIZ. ASA Y 7 b =T THERF SN E T,

e N—= KU =7 7a—F =7 VEHERIL, ~— NV =T 70 —7— TR EHL
ENFZEHTT, ZOHIE, ~— U =7 CHERFShET,

c[F SN EHEEIT., (7 —F—7VEFHREE BNV 7 b T b A—F
T TICHRIICE SN ZEE T, Ut Y7 2T E =Ry =T
WA —ERH LR ELET, @Y., [Te—7—7VEHEE & THW
7 n—F —FVE ) A SN T, BRI RS 5 6T
A, @BE, RSN EHEER T A—ZTEr TT,

e [7Jo—F—TNAT—H ] L, Good £7/21%Bad TJ, GoodiZ, 7m—F—
TAEHESE & THW 7o —7—7 VBRI RARPL WD Z LaRLE
9, Bad X, BIRMIICFEMIZRATZZTH, A—HTHHZ LERLET, Th
X, CRUZ 77— U =T NAX v 7 LTWDH0, ASA V7 M7 =7 B O FEH
FORIZIEE LW & ENRIRECTRAT D REEMENRH Y £7,

BEavrk avUR iER
clear flow-offload F7a— FiHEREII7e—%227 VT LET,
flow-offload Tu—FT7n— REREHILET,
set-connection advanced-options F7ue—ROXMRELTCIN I 74 vy 7u—%FRE
flow-offload LET,

. show f ~ show ipu



I show f ~ show ipu
show flow-offload-ipsec .

show flow-offload-ipsec

IPsec 7 1 —A4 71— RZBET A 1E#HE £ RT DI21E, F74E EXEC & — KT show flow-offload-ipsec
avy REFEHALET,

show flow-offload-ipsec  { info | option-table | statistics }
¥ mERBA info IPsec 7 u—A 71— ROBEOHEREIZHET HHEREZR R LET,

option-table [psec 7 1m—#~7 1 — K Cflifl £41% Content Addressable Memory (CAM) D7 —
TEREFR R LET, ZOFRIIT ANy ZICoHER S, = Fa—HF—(C
Lo TIFERITH Y £H A,

statitics 47— N &i 727 17— Content Addressable Memory (CAM) O#iataFoR L
i -aAO

ATVRFI4IR T IAHNVIRETHY EEA,

AT kK E—F WDORIZ, a~ REANTEHE—RFERLET,

OYURE— | T7AT7 74— ILE—F t¥al)F4a20TFREb

X

=Ty K FSUART (VUL TILF
LYk
AVTHFRAL | VAT LA

¥ibE EXEC o % o R o R o R —
avy FEE Ji)— EBEAR

2

9.18(1) Zoa~wr FREAIHEL,

il
IZ, IPsec 7 1 —A4 71— FOBUEDOREREBEZF ST 202" LET,

ciscoasa# show flow-offload-ipsec info
IPSec offload : Enabled
Egress optimization: Enabled

WIZ, WateZorn T D62 LET,

ciscoasa# show flow-offload-ipsec statistics

Packet stats of Pipe O

show f ~ show ipu .



. show flow-offload-ipsec

Rx Packet count
Tx Packet count
Error Packet count
Drop Packet count

CAM stats of Pipe O

Option ID Table CAM Hit Count

Option ID Table CAM Miss Count
Tunnel Table CAM Hit Count
Tunnel Table CAM Miss Count
6-Tuple CAM Hit Count
6-Tuple CAM Miss Count

Iz, A7 arT—TINEERTEHERLET,

ciscoasa# show flow-offload-ipsec option-table

instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:
instance id:

256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256

interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:
interface id:

124
123
122
121
120
119
118
117
156
157
158
159
112
111
110
109
108
107
106
105
104
103
102
101

action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:
action:

O O O O OO OO0 0O0O0O0O00O0O0O00o0o0o0oooooo

logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:
logic_id opt:

O O O O OO OO0 0O0O0O0O0O0O000o0o0oooooo

show f ~ show ipu I

o O O o

38
154

38

subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:
subinterface id opt:

avy R

B

clear flow-offload-ipsec

IPsec 7 —A4 77— RKOFE#HEZ27 V7 LET,

flow-offload-ipsec

IPsec 7 —A4 70— REHRELET,

. show f ~ show ipu

O O O O OO OO0 0O0O0O0O0O0O00O000o0o0oooooOo



I show f ~ show ipu

show fragment .

show fragment

IP 7T 7 A FEEEE Y 2 — VOBIET — % 2 R/R"4 5121%., $7# EXEC =— KT show
fragment =~ > RZMEA L £,

show fragment [ interface ]

BX DA

AR R TFI4ILE

AR E—F

interface  ({-75) ASADA L Z—T = A ZHFEELE T,

interfface NIEE SN TWVWARWEES, Z0avw 2y NFd_XTHOA v Z—T = AZHAEINE
7,

WDFEIZ, a~vr REANTELE—RERLET,

aAY U RE— | Z7A4AT7DA—ILE—F X1 FoarTFERR

N
IL—F v K FSURART (YU FL TILF
Lk
AVTFFRAR |[YRFLA
i EXEC o KIS o 3fhi o 3fhi o 3fhi —

avy FERE

3l

Jy— EEAE

70(1)  Zoawr NI, ar74Xal—yary TR EEEF—Z 25T 501,
show fragment 33 & TF show running-config fragment @ 2 > 2~ > N2 bivE
L7,

9.15(1)  show fragment =~ > ROMARIEES L, 1P 777 A REEO Ka v 7o v
BLEZT=ATEREEND LIV ELT,

WIS, IP 7T 7 A PEIRE Y 2 — Vv OBET =2 2 KR 5612 R LET,

ciscoasa# show fragment
Interface: inside
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 12
Drops: Size overflow: 0, Timeout: O,
Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: O,
Reassembly overlap: 26595, Fraghead alloc failed: 0,
SGT mismatch: 0, Block alloc failed: 0,
Invalid IPV6 header: 0

FTNENOFHPITZDO LB T,

show f ~ show ipu .



show f ~ show ipu I
. show fragment

«[Size] : T 7 AN P ELTRELIAEBEDHRA L NT, 7T T AL hTFT—H_X—2
A =Tz ATEL) IMHETEDLT By 7 DRKIE

« Fx— (Chain) : BERIP/Nry VT T A METHGAEORKT T
AV MNEERELET, 7 74/ ML 24 TT,

e XA LT UL (Timeout) : 7T 7 Av MbENT= 7y NEIEBBIET D D525
I o KPEERELES, T 74V MESHTT,

« U727/ (Reassembly) : A8 (virtual) F72iE5E4 (ful) . 7 7 4L M

virtual T, IP 7T 7 AL R ASA TR T T 2567 7Y r—va vy Layb
TA VAR v avEBET55510F, 28 WEN) )7k rEn
F9, MBS U T, 5248 (W) 1Y TRy EREAA Yy BT, WA
VH—T oA ATHET T T AL METEET,

o« 7B A LFEEF (Runtimestats) : ¥ =2—, U7 BV IINTF—FXR—ATCHEY T
BTN EHEELTWE T TS A RO,

o« T A A LHEF (Runtimestats) : 77TV, BRI TELUT U INZIP
2Ny N O,

* [Size Overflow] : (EEDOREERTT T 7 AL hT—HR—RAFETELT 0 v 7D
MARBICELE LT, A—N"—T8a =AY ZTIE, 77T A L MTF—HF_X—2
DT 7NV EIPARZELEZ EICED Fey7HRESNET, Zohv v
221, Fa—HA X g KDBYA XD23) NEKRTRay FENEZT T 7 A
U NOEITEENEE A,

o [Timeout] : FHEEENE T TDHRNC T TV A hTFo—VNFA LTI NLE LT,
« [Chain limit] : % D7 T 7 A hF=— 2 DOHIFRICEL £ L7,

* [Fragment queue threshold exceeded] : 77 7' A > h T — X X—ZAD L Z\WMH (A >
F=T 2 A ABHIZY DOF 2—HA XD 2/3) ZHEEL TWET,

s [Small fragments] : 77 7 A b A7y EHBR0 LD KX 16 LV /hSWGA,
* [Invalid packet len] : fE%h72 IP N7 v N E (B, /X7 v bR >65535)

* [Reassembly overlap] : EE E 72134 — =T v 7L TWVWET7 T 7 A PR E
nE L,

* [Fraghead alloc failed] : 77 7 A > b~y ROEID Y TIZRI L E L7, Fraghead
WX IP Ty ROTRTCOT T T AL NOF =— U BHEFRFFSIVET,

* [SGT mismatch] : [F] CIP X7y b7 Z 7 A2 METSGTEN—EH LEHFATL
77

« [Block alloc failed] : 584272 FFEFEOE|I D Y T2kt L £ LT,

* [Invalid IPV6 header] : 52427 FRREEEHIZ MR 72 IPVO ~ v X — 3 S dvE Lz,

. show f ~ show ipu



I show f ~ show ipu
show fragment .

BMEaTUR avy kR B

clear configure fragment IP7F 7 Ay MMy 7 X2 —var a2 070, 7
THN MUty hLET,

clear fragment IP7 77 A NEEREY 2a— VOBWET—X% 27 V7 L%
7,
fragment RNy N TS T AT — g UEEMICERTXAL9IC L,

NFS &t DR EZEHOE T,

show running-configfragment | 1p 7 5 7' 2 o Mt 7 4 Fa L—d g V2 FRLET,

show f ~ show ipu .



show f ~ show ipu I

. show fxos mode

show fxos mode

TTIAT VAE—RELIXT T v b7 4 —LF— RO Firepower 2100 2R~ 5 121%, ik
EXEC *&— R C show fxosmode =~ > R&FHEH L £,

show fxos mode

)

GE)  Zd=~ 2 RiX Firepower 2100 DA THAR— F I TWET,

XD IR FIZFSIEERITZF—V—NIdb v A,

ARVRFIANE T IANETE, T FET T IA4T7 A - FCHESHTOETS,

aAavv R E—F RORKIZ, a~v FEATTELE—FenRLET,

ARV KE— |T7A47 24— ILE—F EELYFoAVFER R

k

W—=Ty R | FIUART |[YUTL T ILF
Lk
AVTHERL | VAT LA

F#HE EXEC o SRS o 7S . %I _ .
= A N J)— ZEERE

A

9.13(1) =~ FEMENE LT

FEREEDHA K54 > Firepower 2100 (X, FXOS EFFINDEMEL ROARV—T 4 VTV AT L FIATLET,
Firepower 2100 (X, IRDE— R CTHETTE £,

T TIATVAE—R (F74I ) T TFIAT v AEF— KT, ASADTRTORE
PITHZEMTEET, FXOSCLI 2 BHlE, @mER NI TNy a—T 47 a<w RDOR

fEHC&EET,

7T NI —LFT—FR: T Ty b7 F—Lb F— RTIE, FXO0S T, EAMNREE T
A—BEN—RT 2T A F—T A ADHEEEITILERH Y ET, TNOLDOREIC
I, A H—7 A ZADOHRY., EtherChannels DFEST., NTP, £ A —VEHR ENEGEN
%9, Secure Firewall > ¥ — 3<% —Y % (IH Firepower Chassis Manager) Web - > & —
7 xA AETIXFXOS CLI Zfi i T& £9, £DT%. ASDM 721X ASACLI 2l L T

ASAFANL—FT 4 VAT A IEF 2V T 4 R —2RETEET,

BIEDE— FA2FrT 5121, show fxosmode 2 H L £,

. show f ~ show ipu



I show f ~ show ipu

1

&IZ. show fxosmode =~ > RO /1l Z R L £,

ciscoasa# show fxos mode
Mode 1is currently set to appliance

Eav> R

avo kR

Bl

connect fxos

FXOS CLI IZ#sfs L ¥ 9,

fxos mode
appliance

F—RET TS IAT UV AE— RIZERELET,

show fxos mode .

show f ~ show ipu .



show f ~ show ipu I

. show gc

show gc

=Ry albrvay et AOMHERE R AT 51T, Rt EXEC “E— KT show gc
a~wy REFERLET,

show gc

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

avY R E—F ORI, a~v REANTEDLE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b

K

IL—TvF FSUART (VL TILF
Lk
AVTERE | VARTLA

FitE EXEC o i o i o i P SITN o xthis
avy FERE Jy— ZFEAE

Z

7.01) Zoo<wr RRBMENELE,

Bl Wiz, showge 2~ RO B ZRLET,

ciscoasa# show gc

Garbage collection process stats:
Total tcp conn delete response

Total udp conn delete response

Total number of zombie cleaned

Total number of embryonic conn cleaned
Total error response

Total queries generated

Total queries with conn present response
Total number of sweeps

Total number of invalid vcid

Total number of zombie vcid

O
S
O O o0y OO OO o o o

BEa<w> R avy |#H

cleargc | H—~y v arsvary T AOMEHEREZHIRLET,

. show f ~ show ipu




I show f ~ show ipu

show h225

B DEREA

AR TIAIE

ATV R E—F

ASA 2 THESLSNT- H225 B v g v OBERERRT AT

h225 o~ R&EEALFT,

show h225

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

showh22s ]

. ¥t EXEC &— K T show

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
k
IL—TvF FSUART (VT TILF
Lk

AVTERE | VARTLA

FitE EXEC o i o i o i P SITN « it
avy FERE Jy— FEAHAE

Z
70(1) Zoawr RREMESHELE,

FEREDHA KSM4 Y

3l

show h225 =< Rid, ASA ##iZ CHES. SN TCWAH H225 By v a v DIFREFERLET,
show h225, show h245, F7-(%showh323ras =~ > K& H 9 HH1IZ, pager 2~ > RE%E
THZEEHRLES, 2ROy a L a— RREETH L X T pager 2~ FRGRES
N, show OHEIINRET T 5 £ TITHFBBA» LD HBERH Y 7,

RERIEL L DEENIET DHEE. T 74V DI A LT 7 MEET2IT

HE LT fEICEE

SNTEy T arBDEALT T LTI EI DR LET, #4577 FLTWRITHIE
E 8 % DT, HADKLETT,

KIZ, showh225 =2~ ROl Z R L ET,

ciscoasa# show h225
Total H.323 Calls: 1
1 Concurrent Call(s) for

Local: 10.130.56.3/1040
1. CRV 9861
Local: 10.130.56.3/1040

0 Concurrent Call(s) for
Local: 10.130.56.4/1050

Foreign: 172
Foreign: 172

Foreign: 172

.30.254.203/1720

.30.254.203/1720

.30.254.205/1720

show f ~ show ipu .



show f ~ show ipu I

B shownas

ZOWAIE, v—HT RARA Vb 10.130.56.3 & AR A R 172.30.254.203 & D
TASAXEIBTHT 7T 4 77 H323 a— N1 O(FEL, ZNbDT RRA b
DOFIZIL, =—/L® CRV (Call Reference Value) 73 9861 D[EIEF 2 — /L7 1 DIFET S
ZEERLTVWET,

a—J = RABRA 2 b 10.130.56.4 L AR A N 172.30.254.205 12DV Tl [AIRE
a—LOIT0TT, DEVHRS By a v NELHFELTVALELEDD, ZDxT
RARA > " ENCIXT 7T 4 7 a—in e nZ EABEWRLET, ZoWRFIE, showh225
O REETLEZE X, a— 3T TIETLTWA D0, H225 vy a v
DELHIBRS IV TWRWIGAIZRAET D AREMERH Y £9, £720E, 2 20 RR
A > +723,  [maintainConnection] % TRUE IZFRE L CWA 728, TCP #kia 725
LEFIZLTWDLZEZERTHAEEELHD £, Led-> T,
[maintainConnection] % FHEFALSEIZRETHAE T, Foldar 74 Fa2b—va v
WOH225Z A LT MEICHKSS By a v DR LTI MBRRBIAET, By
IRV E FITAR Y £,

BEa<vY R av Uk R AR

inspect h323 H323 77U —ar A VAT g vk A F—7 I LET,

show h245 A —AF— LTSI RiRA > M2 Lo T ASA B CTHESL &
N7-H245 vy a v DFRERRTLUET,

show h323ras ASA I CHESL SN~ H323RAS By v a v DIEHREF R LET,

timeout h225 | H.225 37 U o 78 £ 7213 H323 HlEE A T+ 5 ETOT A Fv
h323 RER 23 LE T

. show f ~ show ipu




I show f ~ show ipu

show h245

B DEREA

AR TIAIE

ATV K E—F

show h245 [

A —AL— F"EFEHALTNDET L RARA 2 M ASA iz THESZ L7-H245 v 9 D
B AFTT 511, ¥ EXEC E— FTshowh245 o~ > R&2{FEH L ET,

show h245
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,
T 7 AV NOBEEIXH D FH A,

WDFEIZ, a~vr REANTELE—RERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTyF | FSVRRT (DU T)L JILF
L> bk
AVTHFRRAM | VATLA
FitE EXEC o i o i o i P SITN o xthis

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<=r RRBMENELRE,

showh245 2~ > RiE, A —RA X — FEHEH L TWD 2 RARA RS ASA Zilli 2 THENL L
7-H245tv v v a vz rLET, (An—XF =T, a—1D2o50xT Y RKRA
VR H245 HIZAIO TCP 22 b — Fy X VE&EEd, 77 A M AF— M, H.245
AvE—UNH2253 ba—/LF ¥ RNV THRS A v =YD~ L L TRBEINTZHAET
R

Iz, showh245 =~ > RO B R L F 1,

ciscoasa# show h245
Total: 1
LOCAL TPKT FOREIGN TPKT
1 10.130.56.3/1041 0 172.30.254.203/1245 0
MEDIA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
Local 10.130.56.3 RTP 49608 RTCP 49609
MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
Local 10.130.56.3 RTP 49606 RTCP 49607

ASATT 7T 477 HAUSay fa—LEy g, BELS2HYET, a—hL
T RARA > M, 10.130.56.3 TH Y, TPKTER 0 THAHAZ LD, 2O RR
AL RIPEDRDINT > MUXTPKT N~y ¥ =035 & FHRILET, (TKTP~y ¥ —
IX. & H225/H245 A v B—VDNBED 4, h ~y X —TF, ZO~Ny X —T, =

show f ~ show ipu .



show f ~ show ipu I

B shownhs

DANRAL PO~ T =GR A v E—VDEINbNIYET) , AFOFEA DT
RARA > M, 17230254203 THY . TPKTEN 0 THAZ b, 20X RERA
VRS DD Ny MZIETPKT ~y X —0Nh 5 EFRLET,

INBDOTY RRA v METRIVZ—FEND AT 4 TIL, indlTF v V&S (LCN)
M 258 T, AEEDO RTPIP 7 R L A/ — k 27 3 172.30.254.203/49608, RTCPIP 7 R
L A/R— RS 172.30.254.203/49609, T — /LD RTPIP 7 KL A/F— k X7 N
10.130.56.3/49608, RTCP R— 7% 49609 T,

fEAS 259 D 2 FKHD LCN [, D RTPIP 7 R L A/AR— kb XT M

172.30.254.203/49606, RTCPIP 7 K L Z/7R— K X7 73 172.30.254.203/49607, = —7
JVD RTPIP 7 R L A/7R— K X7 73 10.130.56.3/49606, RTCP R — 7% 49607 T3,

BEEa<vy KR av R SR BA

inspect h323 H323 7 U r—a v A VAR a v i A F—T VI LET,

show h245 20 —AX— R EFEHLTWAEZ Y RARA > ML > T ASA [H T &
N-H245 Y a v OEREERLET,

show h323ras ASA I CHES. SN~ H323RAS By v a v DIEHRAEF R LET,

timeout h225|  1H.225 &7 U v 7 Bk & 713 HL323 filiHEREAS e T3 2 £ COT A Fov
h323 el & 3E L £ 9

. show f ~ show ipu




I show f ~ show ipu

show h323

showh3zz ]

H.323 kDM A TR T A1, HitE EXEC F— R Tshowh323 =2~ > R&HH L E9,

show h323 { ras| gup }

B DEREA

AR TIHIE

AUk E—F

rss ASA #ilix T/ — FF—X—LZDOH323 T RARA > FORICHEL STV S H.323
RASEv g R r-LET,

OGP H323 ¥ — b U =A T v F—h 7o b a#ERICET2IEREFRLET,

T 74N F ORI SH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
=Ty K FSURRT (VU T L TILF
LYk
AVTFERE |[YRTL
FFHEEXEC |« I I b b b

avy FNERE

FEREDHA K514

3l

Jy— EEAE
S

7.01) Zoo<wr RRBMENELE,

show h323ras =~ Rit, ASA Z#ix T/ — % — 3—LZDH323 = AL > DRI
FESLENTWA H323RAS By v a VlFREERLET,

Iz, showh323ras 2~ > FOH B 2R L ET,

ciscoasa# show h323 ras

ciscoasa#

Total: 1
GK Caller
172.30.254.214 10.130.56.14

ZOHE. F— FF—,3—17230.254214 L F DU T4 T > 1 10.130.56.14 DRI T
TT 4 TIRBEN12HDHZ L ERLTWVET,

EEav> R

avw ok SR BA

inspect h323 H323 77U r—av A VAR arhkAF—T M LET,

show f ~ show ipu .



B shownszs

show f ~ show ipu I

avy kR

Bl

show h245

A —AF— "L TWAIZ RiRA Vv MMZ X - T ASA [ THENL &
NT-H245 By a rOIERERRTLET,

timeout h225 |
h323

H225 > 7V o 7Hee £ 7213 H323 #lfEEHGR & T2 ETOT A Kb
FE A2 ELE T,

. show f ~ show ipu



I show f ~ show ipu

show hardware-bypass

ISA 3000 LDBAED N— R T 2 T RA N ZADAT— X AR RAT AL, BMEEXECE— R T

B DEREA

AR TIAIE

ATV K E—F

show hardware-bypass =~ > K& H L 9,

show har dwar e-bypass

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

show hardware-bypass .

WORIL, ZOa<wry REANTELZE—RERLTWET,
aAYVKRE— | T7AT7 94— ILE—F ttXaYT4aTXFRE
K
=Ty K FSUART (V)L TILF
LYk
AVTHFRM | VAT A
H:#E EXEC — o %Fhts o %Fhts — —

avy NERE

JI)—R EERR

94(1.225) Zpa~<r RB¥BEMENE LT,

B &Iz, show hardware-bypass =~ > ROl ZR L ET,
ciscoasa# show hardware-bypass
Status Powerdown Powerup
GigabitEthernet 1/1-1/2 Disable Disable Disable
GigabitEthernet 1/3-1/4 Disable Disable Disable
Pairing supported on these interfaces: gigl/l & gigl/2, gigl/3 & gigl/4
BEa< vk av vk iER
hardware-bypass| ISA 3000 7 /31 A T/n— R =7 NA N2 FT— RE#ELET,

show f ~ show ipu .



. show history

show f ~ show ipu I

show history

B DEREA

AR TIAIE

ATV R E—F

DRIAJI LTlza~ >y REFRRT HI2iE, =—%— EXEC £— KT show history =~ > N % fifi ff]
LET,

show history
Zoavy FIZEBIERELITF—U—RNEIH Y A,
774N FOEERLEIZH Y EE A,

WOEIL, ZOa~vry REANTELE—RE2RLTWET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
=Ty K FSUVRART (VU FL TILF
LYk
AVTFERE |[YRTL
A el b - s - i - i
EXEC

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<wr RRBMENELE,

show history =~ > R&EHT 5 &, URIASILTca~y RERRTEET, ERAIE FRA
EEHLTCa~vy REEHNHRST, p Z AN L TCURNCAT LTeATZ R R T 50, ~n & A
AL TROITEZRRTEET,

Wiz, =—3— EXEC ®£— KT show history =2~ > K& AT 562~ L ET,

ciscoasa> show history
show history

help

show history

Wiz, ¥5HE EXEC &— K C show history =2~ > R&MHAT 562~ L £,

ciscoasa

#

show history
show history
help

show history
enable

show history

. show f ~ show ipu



I show f ~ show ipu
show history .

Wiz, Fa—)var7 X alb—v 32— RTshowhistory =~ > R&H AT 5
BlERLUET,

ciscoasa(config) #
show history

show history
help

show history
enable

show history
config t

show history

BEa<T R avy |ERBA
N

help BELFEa~<y ROV ERE TR LET,

show f ~ show ipu .



show f ~ show ipu I
. show hostname

show hostname
KA N EFRT HICIE. KiHE EXEC £ — K C show hostname =~ > R&EH L E 9,

show hostname [ fqdn ]

BX DA foch Sef&hfi KA A V4% FRLET,

ATV R FI4IN N T AN FOBESEIZH Y EE AL

avU R E—F ROFKIZ, av REANTELE—RERLET,

ARV KRE— |T7AT724—ILE—F tXaF4aVTFER b

K

IL—Fv K FSUART (VT TILF
LYk
AVTFXFRR [VRTLA

FitE EXEC o 5t . . %S - s s
avy FRERE J)— ZEERNE

3

70(1) <~ r RBEMENELE

FEEEDHA KS4 > hostname 2~ REMEH L TARX M &Z#RE L, domain-name =~ > R L TRAA >
ERELET,

i IZ. show hostname fqdn =~ > RO 1l 2R L F 7,

ciscoasa# show hostname fgdn
asal.cisco.com

hosthame |ASA DFR A N4 EBRELET,

domain-name| ASA > R A A L4 &R ELET,

. show f ~ show ipu




I show f ~ show ipu
show icmp .

show icmp

ICMP =27 ¢ ¥ a2 b—3 a3 &R RT DHITIEL, F7HE EXEC £ — R T show icmp 2~ > R4
ﬁﬁb\i—g’—o

show icmp

ATV R FI4NN T AN NOBEERMEITH Y A,

avY K E—FK WDOFRIZ, a2 REANTEXEE—FRERLET,
K
=Tk | FSVRART |V T)L <ILF
Lok
JVFER N [VRFL
avy FER Jy— ZFTEAR
R

7.0(1) ZDavwy RIXTTIFEEL TWE L,

FRLEODHA KSq4>y showicmp 2~ RIICMP 2> 7 4 X a2 b—va Y aR RN LET,

Bl WIT. ICMP 227 4 ¥ o Lo 0 L % it Bl %R LET

ciscoasa# show icmp

BEav> R clear configure ICMP 2> 7 4 X2l —1ar %2707 LET,

icmp

debug icmp ICMP OF Ry ZIERDOE R EA X —T I LET,

icmp ASA A VX —T oA APKIRL IR HICMP NF 7 4 w7 DT 7 & A)L—
NEFRELET,

inspect icmp ICMP A L AXRT gy oA R2—TNEET 4 —7 1L
£,

timeout icmp ICMP DT A KV A A LT U e ELET,

show f ~ show ipu .



B showids

show i1db

B DEREA

AR TIAIE

ATV K E—F

Interface Descriptor Block 0 A 7 —# Z(Z DWW T DEHZ T 5121,

showidb =~ > R&AfEH LET,

show idb

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N OB SH D EH A,

WDOFEIZ, a~vr REANTELE—FRERLET,

show f ~ show ipu I

¥t EXEC E— KT

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
k
=Ty F FSURRT (DT TILF
Lk —
AVTERR | VRTA
A © Kb o R o KfI — . 5
EXEC

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.0(1)

Doy RPMBEMENE LT,

IDBiIA v #—T 2 A Y YV —RAEL£TWNIHT —FHEETT,

ZZHLTIEEN,

iz, showidb =2~ > FOHABEZR L F4,

ciscoasa# show idb

Maximum number of Software IDBs 280. In use 23.

HWIDBs
Active 6
Inactive 1
Total IDBs 7
Size each (bytes) 116
Total bytes 812

SWIDBs
21

2

23

212
4876

HWIDB# 1 Oxbb68ebc Control0/0

HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
SWIDB#
SWIDB#

N oy O b W N

0xcd47d84 GigabitEthernet0/0

Oxcd4cldc GigabitEthernet0/1

0xcd5063c GigabitEthernet0/2

Oxcd54a9c GigabitEthernet0/3

0xcd58f04 Management0/0

0x0bb68f54 0x01010001 Control0/0
0x0cd47elc Oxffffffff GigabitEthernet0/0

SWIDB# 3 0x0cd772b4 Oxffffffff GigabitEthernet0/0.1
PEER IDB# 1 0x0d44109c Oxffffffff 3 GigabitEthernet0/0.1

. show f ~ show ipu

HADOIBIZHOWTIE, Tl



I show f ~ show ipu

PEER IDB#
PEER IDB#

showidb [JJj

2 0x0d2c0674 0x00020002 2 GigabitEthernet0/0.1
3 0x0d05a084 0x00010001 1 GigabitEthernet0/0.1

SWIDB# 4 0x0bb7501c Oxffffffff GigabitEthernet0/0.2
SWIDB# 5 0x0cd4c274 Oxffffffff GigabitEthernet0/1
SWIDB# 6 O0x0bb75704 Oxffffffff GigabitEthernet0/1.1

PEER IDB#

1 0x0cf8686c 0x00020003 2 GigabitEthernet0/1.1

SWIDB# 7 0xObb75dec Oxffffffff GigabitEthernet0/1.2

PEER IDB#

1 0x0d2c08ac Oxffffffff 2 GigabitEthernet0/1.2

SWIDB# 8 0x0bb764d4 Oxffffffff GigabitEthernet0/1.3

PEER IDB#

1 0x0d441294 0x00030001 3 GigabitEthernet0/1.3

SWIDB# 9 0x0cd506d4 0x01010002 GigabitEthernet0/2
SWIDB# 10 0x0cd54b34 Oxffffffff GigabitEthernet0/3

PEER IDB#
PEER IDB#
PEER IDB#

1 0x0d3291lec 0x00030002 3 GigabitEthernet0/3
2 0x0d2cl0aad4 0x00020001 2 GigabitEthernet0/3
3 0x0d05a474 0x00010002 1 GigabitEthernet0/3

SWIDB# 11 0x0cd58f9c Oxffffffff Management(/0

PEER IDB#

1 0x0d05a65c 0x00010003 1 Management0/0

£ 7412, K7 4= FOBMHERLET,

% 4:show idb stats DE T 4 —JL K

J4—)L |E%EA

L

HWIDBs | 4-~-CT» HWIDB OfiHEH A £~ L £3, HWIDB IE, ¥ A7 ANOKN— R
7 R— MIOWTER SN E T,

SWIDBs | 4_T» SWIDB Ot it ZF R L £ 79, SWIDBIL, VAT LAHNDOEKE AL F
L0V TA U H—T 2 AZONWT, BEORa U TF A MIEIDETHENTWD
BA B —T oA ZTONWTHER SN E T,
MoO—EBOWNLY 7 h =T P a— % IDB #/ERK LET,

HWIDB# | N—R Y =7 A2 —T A A )& RLET, IDBL—4 L AER. T
FLZ, BEOAS v E—T oA ALPEITICFERENET,

SWIDB# |V 7 =7 f v X —T oA A M) &ERLET, IDBY—F L AKR. T
KL A, %thiad 5 vPifID, BEOA v F—T = A AL DBNEATICEREINE T,

PEER aUTHRARMIEDYTCOENTWEAS L EX—T 24 AERLET, IDBL—F

IDB# 2FEE . T RLA, %HST 5 WifID, 2> F %2 M ID. BLOA v Z—T = A
AGDEATICEREINE T,

BEav> R avU kR SRER
interface A B—T 2 A AEHEL A VB —T A A AT 4 Fal—gy F—
RZEBRLAE L £7,
show AU B =T 2 ADFEITHERT — X A LT TEREFRLET,
interface

show f ~ show ipu .



show f ~ show ipu I
. show igmp groups

show igmp groups

ASA TR SNT-ZEHE . BIOIGMPIC L > THE SNTEZEZE LS~ L F X v X b
T N—T e ForT BHITIE, ¥ikE EXEC £ — KT showigmp groups =~ > RZEH L £,

show igmp groups [ [ reserved | group ] [ if name ] [ detail 1] | summary ]
BX DA detail (EE) V—2AOFMBMZ S LET,
group ({EE) IGMP /v —7 D7 KL A, ZOX T a sl¥kaagnsd s, Foritf

EENZITN—TICREESNET,

if_name UEE) fSEShFEA L E—T oA ATOWTD I L —TFEREFR LUET,

reserved  (fBE) TSR A—FICOonTOBREF R LET,

summary  (f£5) Z—7MAOERMFHREFKRLET,

ATV RFIHILL T AN NOBERHEIZH Y FH AL

AT R E—FK WDFIZ, a~v FEANTELE—FE2RLET,

ARV KRE— |T7AT7 24— ILE—F tXxa)F4aVTERE

K

=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA

ke EXEC o X — o 5 — _
avy FEE )1)— ZEERR

2

7.01)  Zoa<wr s RRBMENELE,

FEHEDHA KS4y A7V a O5BBIOF—T— F&T RTHIET S L. showigmp groups =~ R, [
PR SN2 TR TCOYALT XY A NI N—T %, JNA—TT RVA, AV H =Tz AXA
7. BIXOAS U F =T oA AFBRHNCFRLET,

Bl WIZ. showigmp groups =2~ > ROH B ERL FT,

ciscoasa# show igmp groups

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6

. show f ~ show ipu



I show f ~ show ipu

show igmp groups .

BEa<w> R

avy kR

Bl

show igmp interface

A E—T 2 AD<VLFF ¥ A MEREFRLET,

show f ~ show ipu .



show f ~ show ipu I

. show igmp interface

show igmp interface

AVH =T 2 A ZADNFF ¥ A MEREFRT DI, KM EXEC £— KT show igmp
interface =~ > R&AEHAL £,

show igmp interface [ if_name ]

XDt iframe ((£5) BIRLEA L F—T 2 A ZAZOWDTOIGMP N — T E#EF T LET,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

avY kK E—FK WDOFKIZ, a~v > REANTELE—FREZRLET,
JVDF%— 7747®T_»%_P t$lU$4:>§$ZF
K
LW=Ty bk | FSVRART |V T)L TILF
Lok
AVFERE | VRTL
F¥HE EXEC o %t — . ks _ —
av Y FER Jyy— FTERER
A

7.01)  Zoawr RREFEINZE L, detaill F—U— FAHIBRSHLE LT,

FRLEOHA KSqy A7 ¥ aroif_names|BaEEd 5 &, showigmpinterface =~ & N _XTOA ¥ —7 =
A AT L IERER R LET,

Bl Iz, showigmpinterface =~ > RO OB Z R L ET,

ciscoasa# show igmp interface inside
inside is up, line protocol is up
Internet address is 192.168.37.6, subnet mask is 255.255.255.0
IGMP is enabled on interface
IGMP query interval is 60 seconds
Inbound IGMP access group 1s not set
Multicast routing is enabled on interface
Multicast TTL threshold is 0
Multicast designated router (DR) is 192.168.37.33
No multicast groups Jjoined

BEa<> R av R Bl
show igmp ASA IZTEBHEHGE SN TWHZEE. BLWIGMP 21 U T8 Shi-=E
groups FrEGh~VFXYy AN N—TEFRLET,

. show f ~ show ipu




I show f ~ show ipu
show igmp traffic .

show igmp traffic

IGMP k7 7 ¢ v 7 OfFHE#R A F /R T 511X, R EXEC £ — KT show igmp traffic =~ >
REfALET,

show igmp traffic

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY K E—F WOFIZ, a~vr FEANTELE— Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

W=TFTyF | FSVRRT (DU T)L JILF
Ly bk
AVTHFRAR | VRTL

FiHE EXEC o %It — . %I — —
avy FERE Jy— FEAHAE

3

7.01) Zoo<=r RRBMENELRE,

Bl Iz, show igmp traffic =~ RO EZ R L ET,

ciscoasa# show igmp traffic

IGMP Traffic Counters

Elapsed time since counters cleared: 00:02:30
Received Sent

Valid IGMP Packets 3 6

Queries

Reports

Leaves

Mtrace packets

DVMRP packets

PIM packets

Errors:

O O O Ok N
O O O O O o

Malformed Packets 0
Martian source 0
Bad Checksums 0
MEav R av YR B7LL
clear igmp FTRCOIGMPHRI AT 2 &7 VT LET,
counters

show f ~ show ipu .



. show igmp traffic

avy kR

AR

clear igmp traffic

IGMP N7 7 4 v v 2% 7 V7 LET,

. show f ~ show ipu

show f ~ show ipu I



I show f ~ show ipu

show import webvpn

show import webvpn .

ASAE72 X X 2T V74TV N ZNAEZYARBLOR—NIARXTDH, 77 v aXE
URNDT 7 AN, WAZAB—ar AT Vs b, BE, £71377 740 % —EFR
T 5I21%, i EXEC &— K C show import webvpn =~ > K& L £,

show import webvpn { AnyConnect-customization | customization | mst-tranglation | plug-in |
trandation-table | url-list | webcontent } [ detailed | xml-output ]

BX DA AnyConnect-customization © % =7 7 54 7> FNGUIZH A Z~vA X4 5. ASAT T v 2 A

EFIVARNDY Y—RT 7 A, FITT77ANVEBLOMS Bfta£KRL
i—é‘o

customization

JTIAT VMLV AVPNIR—=Z NG AL~ A RXTEH, ASA 7T v
VaAFYURNDXML W AZSAE—Sary 7907 NeFRL
4 (7 7 A4 /V4 1T base6d T 2 — RFEL)

mst-translation

XTI TAT U A VA= T T LhEBEHTSH, ASA T
T aAEYNOMS EHiaFrLEd,

plug-in

ASA 7T vy a AEVNDODTZ A BV a—NVEaRRLET
(SSH, VNC., # L URDP 72 EDH— F/8—F ¢ D JavaS— A D 7
TAT N T TV r—vay)

trandation-table

JT7AT v MU AR—4 /1, SecureDesktop B LT 7 7 A T Lo
TERENDIA—T—RA v —VDOEELLWT 5, ASA 7T v
Va AT YVHNOERT TNV ERRLET,

url-list

TIGAT LV RLVAR=ZNMZ L > THAEND, ASAT7 T v a A
EFIUNDURL D—EE2FRLET (77 A V4AlT base6d T2 — K
iﬁ%\) o]

webcontent

TIAT L NVAR—=FZ NV, JFGAT L NVAT TV r—v a8
FOT I 74Nk - T, my Ra—HP—ZEREINDAF L TA
~IVTIEREND, ASAT7 T vy a AR VNOa T Y BFR
Li—a‘o

detailed

770 a ARIVNOT7 7 ANVBIUONYy Va2 RRAEFRLE
75

xml-output

T AND XML FE R LET,

ATVERFIFILR T IANNOBECHEITH Y EHA,

AU kFE—F ROEIZ, a2~ FEANTELHE—FarLET,

show f ~ show ipu .




. show import webvpn

show f ~ show ipu I

AR KRE— | TF7AT 74— ILE—F XA YF4aAVTFER K
K
L=Ty bk | FSVRART VDT < ILF
Lok

AVTHFAL |VRTLA
F¥HE EXEC o RS — . %S _ _
FT—F

avy RERE )— ZEEAS

R

802) Zoa~wr RNBINENZELR,

8.2(1)  AnyConnect-customization % — 7 — R2VEM v E L7z,

FEEEDHA K54 showimportwebvpn =~ Fa2MHT 25 &, 7 T4 7 b LA SSL VPN —H —) i ] Al g
BMHAL LT —HEBLIWlava X—ADT FA T s T7Vr—a Rl ShEd, R
ENDYAFTIE, ASADT T v v a XEVIZHLERSNLTXTOT = 7 A TOFEMA

1

KRSNET,

wIZ, & F X% 72 show import webvpn =2~ RIZ K » TEREND WebVPN 7 — 4

OB &R LET,

ciscoasa# show import webvpn plug

ssh

rdp

vnc

ciscoasat

ciscoasa# show import webvpn plug detail

post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tue, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgAL9HdATsPnjdBOo= Tue, 15 Sep 2009 23:23:56 GMT
rdp2 shw8c22T2SsILLk6zyCd6H6VOz8= Wed, 11 Feb 2009 21:17:54 GMT
ciscoasa# show import webvpn customization

Template
DfltCustomization
ciscoasa#
ciscoasa# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
ru customization
ua customization
ciscoasa#
ciscoasa# show import webvpn url-list

Template

. show f ~ show ipu



I show f ~ show ipu

No bookmarks are currently defined
ciscoasa#

ciscoasa# show import webvpn webcontent
No custom webcontent is loaded

show import webvpn .

ciscoasa#
BEITU R avw ok EBA

al 7.

revert webvpn | ASA IZE/E(EET AT _TD WebVPN F— X B L OS5 VA 2N L E

show f ~ show ipu .



. show interface

show interface

show f ~ show ipu I

A B —T = A AREHEHRE TR T DX, FiHE EXEC E— KT showinterface =~ K%

AL ET,
show interface [ { physical_interface | redundant number } [ .subinterface ] | mapped_name |
interface name| vlan number | vniid [ summary 1] [ stats|detail ]

EX D detail EE) A F—7 =4 ZAOFFMEREF R LET, ZOFHRIZIE,

A E =T A ANBMSINTNEF, BREINTWDHIREE, FEEOIR
BB, IR —T ¢ 7 OfEHEH (asr-group =1~ & RIT K - TIEXF
FriL—TF 4 TR R—=T Mo TWABEE) e EinEd, +C
DA HE—T 2 AeRRTHE, SSMOWHERA ¥ —7 =14 AN ASA
5500124 A PV ENTWDHERIL, DA 2 —7 = A AIZH
THERNFRENET, NEA v Z—T = A AL, a—PF— 2k D%
EFARAEETT, BHRIIT ANy 7 ETFE2HMELTNET,

interface_name

(£E) namef o~ FRICA VHZ—T 24 RAL4DEy hEEELE
KR

mapped_name

({£E) alocate-interface =~ FEFHL T~y B 74 2E Y 4T
A, v VFar TR A ME— R TEOLRIZIEELET,

physical_interface

(f£EE) A ¥ —7x=A AID (gigabit ethernet 0/1 72 ) Z#fHEL F
T, HMEIZOWTIE, interface 2~ REZBBLTL Z &0,

redundant number

(EE) WEA 2 —7xA4AXID (redundant 1 72 &) #fELE
kR

stats

(T74NVE) A F—T oA AERBIORGEHEHRZRRLET, Z
DX —U—REF 7+ N ThHED, ZOF—T—RNFIA S 3T
TO

summary

(A7 ay) VNIA v Z—T =4 ADEEIE. VNIA »Z—T = A R
DINT A= DI EFRRLET,

YT =T A

(EE) fEY 7 A v —T = A A% T 1 ~ 4294967293 DEK % 15
/\’:._E‘I./i‘dAO

(47> =3 ) Firepower 1010, ASA 5505, F721Z ASASM DAL,
VLAN £ > Z—T7 = A4 2% {ELET,

A
vlan number
vni id

(AT arv) VNIA B =T 2 ADNRT A=K AT—HA Bk
OHEEHE#R L, 7Y vV EN TN A v F—T oA A (BRESNTND
BE) OAT—Z A 72 b NCEEMIT G TWAD NVE A v 4 —7 =
AAERRTLET,

. show f ~ show ipu



I show f ~ show ipu
show interface .

ARV ERFIHIAL  WTHOFT T a bl LARVEE, Z0avy FiET_ToA rF—7 =4 AZONTOH
BAR ARG M 2R LET

9wV R E—FK WOFEIZ, A~y FEANTELE— FERLET,

aAY YV RE— | D747 94— ILE—F tXxaYF4aTFR b

X

IL—TFTv K FSUART (VUL TILF
LYk
AVTFXRARM |YRTLA

FiHE EXEC o %I o %It o %It o %It o %It
avy FERE Jy— ZEERA

Z

7.0(1) Toawy N, HLNA v E—T = A AREAITHRETR Y ANLD L S ICEE X
. WRRICHRET 27200 dats F—U— F, BLU detail F—U— FRBMNE
NE LT,

7.04) 4GESSM A ' Z—T = A ZADPR— FBEMENE LI,

72(1)  AAvF AL EZ—T oA ZDOHR—FPBIMENE LT,

8.0(2) NEAVZ—T oA AV R—F"NEMEINE L, £, VY TA X —T A A
HOBENBMENE LIz, ANV b FryFEHAVEY b Rey 702
DOF LA T A NBEMENE L,

82(1)  Nobuffer DEAEN., 71 v Z7EY B THEDRKOBE RTEICEFENEL
7=

8.6(1)  ASA 5512-X ~ ASA 5555-X ODIFEHA L X —T =M A, BIORY 7 hv=T E
Va—Noaryta— )T lL—r A H =T ADVHR— R BEMIINE LT,
B, L H—T = A AL show interfacedetail =~ > K% fH L T Internal-Data0/1
LLTEREN, avba— L —r A ¥ —7 = A AT Internal-Control0/0 &
LCERRENET,

94(1) wni £ F—T A AZATHBEMENE LT,

95(1) 27527 YA FEAEDMAC 7 RLABRHITBMENE Lz,

9.10(1)  Firepower2100/4100/9300 D4, a~> FOHIE, A v Z—T = A ADA—r3—
NAFORIEIT AT —F A2 RRT DO IV TNET,

913(1) 7747 AFE— KTO Firepower 1000 + U — X F X " Firepower 2100 ¢4 78—
FasEMShE L,

show f ~ show ipu .



. show interface

show f ~ show ipu I

Jy— EEAE
S

9.17(1) VNIA v H—T = A AZONWT, YU INAT =L aF I NENNCR > TNENE
I MEx LE9, Cisco Secure Firewall 3100 ®334 1% FEC £ — K& R L. detail 77
varOLEEIEFa—DHNA =T A AR LET,

FEREDHA RS54V

12ODA L E—T A APEBEDO 2 THFAITHEINTNDEXIZ, DA THART
ZDavy REANLESA. ASAITBIED 2T F A FOREHERIZ T 2F R LET, Wi
AVHE =T 2 ADVAT AFITAR—ANTZDa<y R+ 5 &, ASAITT_RTH=
YT XA MIOWTHAEDLEFHEHEREE R LET,

YT B —T 2 ATONWTERINDFHEHEROEIT, WA X —T = A RTHOWNWTHE
IRENDHMEHEROE OV 7€~ F T,

AR —T A 2L, VAT LETAR—ZATIIMFHTEEH A, 2L, namef =~
NZa 72 PRI THEMRTE 2720 TY, [k, alocate-interface =~ R&{EH L
TA VA =T 2A AID By ELV TR~y BT LESRE, TO~ vy B 74 arT%
A MNETTHEATE 9, alocate-interface =< KT visble ¥—U— K&25%E L5

il

&, ASA X showinterface 2~ ROHINIZA X —T7 = A A D #FK R~ LET,

=N

\}

GE)

N=RU T AT N NTT7 4w 78 GEA T  FTIR, EZEIND AL MR F
T N—RUzT AT T, T 74y 7 BIIN—RU T L E#ERGE, LA T2
DRy b YA AREBENET, —FH FT7 7 4 v Z7#HHTE, LA Y3 7y b A AR
MIXnFET, U bOET, A F—T 2 A D—F = RU =T DORFHI L - TRZRD
F, HExE VAR A=Y Ry b I—ROE/IZ. A=V Ry b~ F—=NEEND
72D, VAX2I T RDIEININT 7497 B FEY 1434 PREL 2D ET, 4
By b A—H Xy b I—FOBHAE, LA Y2h Uy bMIA—F %y b~y & —L CRC O
BELD, T T 4w HU R0 B 183 PREL Y FET,

HADBBICONTIE, () 2BBL TS0,

i

Z. showinterface =~ > RO Al ZRLET,

ciscoasa# show interface
Interface GigabitEthernet0/0 "outside", is up, line protocol is up

Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)

MAC address 000b.fcf8.cd44e, MTU 1500

IP address 10.86.194.60, subnet mask 255.255.254.0
1328522 packets input, 124426545 bytes, 0 no buffer
Received 1215464 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
9 L2 decode drops

124606 packets output, 86803402 bytes, 0 underruns
0 output errors, 0 collisions

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

. show f ~ show ipu



I show f ~ show ipu

S INC, ISR

5

input queue

output

124606

queue
"outside":

packets output,

(curr/max packets) :
(curr/max packets) :
Traffic Statistics for
1328509 packets input,

show interface .

(0/7)
(0/13)

hardware
hardware

99873203 bytes
84502975 bytes

524605 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

Interface GigabitEthernet0/1 "inside",

Hardware is 182546GB rev03,
Auto-Duplex,

Auto-Speed

BW 1000 Mbps,

is administratively down,
DLY 1000 usec

line protocol is down

MAC address 000b.fcf8.c44f, MTU 1500

IP address 10.10.0.1,
0 packets input,

0 bytes,

subnet mask 255.255.0.0
0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

input reset drops,

0 output reset drops

input queue (curr/max packets): hardware (0/0)

output queue (curr/max packets): hardware (0/0)
Traffic Statistics for "inside":

0 packets input, 0 bytes

0 packets output, 0 bytes

S INC, ISR

5

Interface GigabitEthernet0/2 "faillink", is administratively down,

Hardware is 182546GB rev03,

0 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

BW 1000 Mbps,

line protocol is down

DLY 1000 usec

Auto-Duplex, Auto-Speed

Description: LAN/STATE Failover Interface

MAC address 000b.fcf8.c450, MTU 1500

IP address 192.168.1.1, subnet mask 255.255.255.0

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort

0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (curr/max packets): hardware (0/0)

output queue (curr/max packets): hardware (0/0)
Traffic Statistics for "faillink":

0 packets input, 0 bytes

1 packets output, 28 bytes

(SN, I, B i

0 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

show f ~ show ipu




show f ~ show ipu
. show interface

Interface GigabitEthernet0/3 "", is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex, Auto-Speed
Active member of Redundanth
MAC address 000b.fcf8.c451, MTU not set
IP address unassigned
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (curr/max packets): hardware (0/0)
output queue (curr/max packets): hardware (0/0)
Interface Management0/0 "", is administratively down, line protocol is down
Hardware is 182557, BW 100 Mbps, DLY 1000 usec
Auto-Duplex, Auto-Speed
Available but not configured via nameif
MAC address 000b.fcf8.c44d, MTU not set
IP address unassigned
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred
lost carrier, 0 no carrier
input queue (curr/max packets): hardware (128/128) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Interface Redundantl "", is down, line protocol is down
Redundancy Information:
Members unassigned
Interface Redundant5 "redundant", is administratively down, line protocol is down
Hardware is i182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex, Auto-Speed
MAC address 000b.fcf8.c451, MTU 1500
IP address 10.2.3.5, subnet mask 255.255.255.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (curr/max packets): hardware (0/0) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Traffic Statistics for "redundant":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Redundancy Information:
Member GigabitEthernet0/3 (Active), GigabitEthernet0/2
Last switchover at 15:15:26 UTC Oct 24 2006
Interface Redundant5.1 "", is down, line protocol is down

O O O O o o

O O O O o o

O O O O o o

S INC, ISR

. show f ~ show ipu



I show f ~ show ipu

show interface .

VLAN identifier none
Available but not configured with VLAN or via nameif

wOHENE, HFHLTCWBEEDOY A F MAC 7 RLADOFERREZR L TWVET,

ciscoasa# show interface port-channell.3151
Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0
Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output,

110448 bytes

98530 packets dropped

KI5, 74—V FOBHZRLET,

% 5:show interface D& 7 4 —JL K

TJ4—ILF

aiBA

Interface ID

A HF—TxARID, 2T FAMANTIL, adlocate-interface =~
KC visble ¥—T— REERELRWIEY, ASAlZ~oy 74 EE
SNTWAEE) 2FRRLET,

“interface_name”

nameif 2~ R CRIESINT-A VX —T =4 A%, VAT BFLTAN—
AT, VAT AARIERETE RN, 207 4 — /L NE7 T
7T, ARiERE L72WGA . Hardware 7D FIZIRD A v —UnFE
RENET,

Available but not configured via nameif

is state

BEAT— MIKRO LB TT,
cup A VH—T A AF VX vy NE T UERER A,

* administratively down : £ > % —7 = A A%, shutdown =2~ K%
BEHLTYyy T ENET,

Line protocol is state

B AT —H 2 IR D LBV T,
cup: BIET D —TANRy hU—7 A X —T = A ATER SN
TWET,
edown : =T NANIELL W, A H—T oA A ART X
HMENTWERA,

VLAN il

YT B —T A4 ZADHEA . VLANID,

show f ~ show ipu .



. show interface

show f ~ show ipu I

J4—ILF

B2l

N—RT =T

AVE =T oA ADZA T FREWIE, BIE, 727V y 7 ZHK
BLOHE, Vo RNF 7 LTWAEARIE, Ta7 Ly s 2R EH
BB EEN TR EINET, VI BEELTWAEA. ZRHD 7 41—
U RICIESEBOREN T v a THENTHREME & HITRRINET,
Wi, — e N— R =T XA TERLET,

+i82542 : PIX 7T v b 7+ — AL THEH S5 Intel PC1 7 7 A /N 4
By b A=K

+i82543 : PIX 7T v b 7 4 — AL THEH &5 Intel PCI-X 7 7 A /N F
HEey s I—K

+i82546GB : ASA 77 v 7 3 — A E T & 5 Intel PCI-X @iz
FAHEw b

©i82547Gl : ASA 7S v N7+ —AL LTy 7 FL—r b LTHEHRE
N5 Intel CSA SR A E » b

«i82557 : ASA 7T v N 7+ — A LT &5 Intel PCLERFRE 7 7 &
b A—=%Fy b

©i82559 : PIX 7T v M 7 — A T &N 5 Intel PCL$#R~ 7 A b
A —=HFv b

* VCS7380 : SSM-4GE T &5 Vitesse 4 F— h U E v Kk &
A v F

Media-type

(4GESSM A v Z—T =2 A ZADPEDH) A HF—T = A ANRI-45F
721X SFP OWT N E L THREINTWANERLET,

message area

ORI T, A v b=V NRRENDIGELH Y £T, ROFIEZSH
LTLIESNY,

« VAT RF[TANR—AT, MDAV E—UNERINLIEERHY
i‘a‘o

Available for allocation to a context

cHHTERE LRWGS, ROA v E—UNRERENET,
Available but not configured via nameif

A UH =T 2 A APWTLRA VF—T 2 AD AL ROEE RO

Ay —VURERINET,

Active member of Redundant5b

MAC address

A H—=T x4 ADMAC T FL A,

. show f ~ show ipu



I show f ~ show ipu

show interface .

J4—ILF

B2l

Site Specific MAC
address

75 AR T OEAIT, ROV A FEAD MAC 7 R L X Z2FR
LiTO

MTU DA HE—T 2 A A ETHFERIND Ny O KYTA X (O34 FH
B o AV HF—T oA AZGEZE LIRS, 207 4—/L Rzl ITMTU
notset] &FERINFET,

IP address ip address =~ > R LCRUE L7z, DHCP #—/ 5=/ bfE L

AV E—T A ADIPT RV A, VAT LAETARN—ZATiE, VA
TAIIPT FLAZRETERW =0, 207 ¢ —/b FiZiE [TPaddress
unassigned| & EKRINFET,

Y7 xw b w7

IP7 RLADYHT Ry b wRA7,

Packets input

DA VE—T A ATEAG L= v O,

Bytes DA B —T A ATZAE LT A M
No buffer Ty Z7EN0 Y TND DKRIROE,
Received:

Broadcasts ZIE L7 e—REy 2 o,

Input errors

WITTFTEA T EHEDIATTTT—OE, ANICEGRT shoxT—
HBANTZT—OH T NREINT5RKICRY £F, £, —HOT—
BT TNIEE DT — G TWDEZEEHVET, LEBN-T, =
DEFHEIT, RITRTEZA FITHOVWTHERENDI T T —DOREBZDH
ERHY FET,

Runts

BANDRT o b AKX (6434 B) KD B/NSWEDIZEIES TN
Ty OB, Ty MIEE, 2 Pa ko TRAELET, NEDIR
UL ER T L > THRET DL HHY £T,

Giants

KRNy N A RBBRITZOFEEINDLI Ny O, 728 23,
1518 N4 FEDHREWA—F Ry b XFy NIV AT MERZ
INFET,

CRC

KEITTERETZ 7 —DOH, AT7—Ta N7 L—LEkETHE, 7
L—ADKRBIZCRCEZMMLES, ZTOCRCIK, 7L —2RNOT—X
WZEASL T AT Y ZAANBAERISNET, FEILE5EEDOHTT L—2~4
WEFEINT=HA. ASAIZCRC N —FH LW Z &ML 9, CRC
OEENRFENZ EIE, BE, 2V VarOfRETHLIN, AT —va v
MARBT =2 wkE5T 25 2 L MRETT,

show f ~ show ipu .



. show interface

show f ~ show ipu I

J4—ILF

B2l

Frame

TL—Ah T —D, FR7L—AIZF, ESBIELLRWWAT |
R, T L T2y P ANRELL Wy MRHVET, ZO=
=3, 2V Va rEF =Yy b TS AORREMENRIA T
‘j‘o

Overrun

ASA OF — 5 ILFREN & AJ) L — A 72720, ASA 78— K =
TNy T 7 ICRE LT — S BT & I o T,

Ignored

ZO7 4= RIS EE A, EITHEIZ0TT,

T

D7 4=V RIZEA S ERA, EIZFEIZ0TT,

L2 decode drops

LATNEIERE I N TRV (namef =<2 K) | 572 VLAN ID
EEOT L —ARNZEENTEDICFay S LAy RO, TTEA
VH—=T 2 A ARAAL T A X2l =YgV DAX N A H =T =2 A
TlX, ZOA U F—7 A RZ4HT (nameif a~< 2 ) BEEINT
WIRWTZD, T B BEINIT D AREMED S D T,

Packets output

DA HE—T oA ATKEEINT Ty O

Bytes

ZDA U F =T = A ATEESNTAA FOH,

Underruns

ASA LT E 2 X0 bl F T U2 Ty XD L 7RI

Output Errors

RESNTAY Y a Y ORRBEBATLTCODRE SR To7 L— 24
DB, ZOAT AL, Xy NT—T b T T 4 T IREWIGEITOIE
j]ul_/ij—o

Collisions

A=V Ry balPar (B—-BIOEHDO=Y Var) NEINTHE
FENTZA v E—VOH, ZiUEE. HECER L7z LAN T4 L
FT =YXy Nr—TNERIEI N T —RT—TNAVNETED,
AT —va o) e—42n822k0 %0, FEv/LTFR—F T
VU= RO AT — RNETELEE) o EET LNy NI X
Ty MZEoTIRIZETF AT FEanET,

Interface resets

AV F—=T A ANy hEaENFZEE, v Z—T A ATIME
ETERVES, ASAIIA v F—T7 =4 2% Uy FLTEELEHRBL
F9, ZOMBTIE, EkEN R SNLET, /12 —T7 =24 2DV
Ty MIL A VH—T A ANRN—T Ny T EIv vy MU T D
LBabELET,

Babbles

K, (IR"T) F, T VAI v EARERRE T L—LDOEEICEL
7R LD bR AVHE—T 2 A A F-TCWEZ EEEKRLET) |

show f ~ show ipu
88



I show f ~ show ipu

show interface .

J4—ILF

B2l

Late collisions

BEOaAY) a4 RUOIMIITaY Va0 ELETED, EE
SN T=T7 L—bD, LA halva i, Ny hOBEEFEFRIC
BT shsal)varcd, ZhuldERELERA, 2001 —
PRy MARR IBFERICEE L X 9 & LIEGE. B v B 2ESE
LCHENNy 7 A T7FT D0, 2FODORA NN 1 FEDDORA SOBEE
WEEA TR L CTHRIEL £9,

LA baloarPRETDHE, T RTEIV AR EZTTA—H

T b Ry FEEXELEI E LETA, ASAIT Ty FOEEE

EARNZTE T LTWET, ASA L, 27 > NORYIOE D 2 rFFT 5
Ny 77 R UTZAReER S 5720, Xy haHELERFA, Z0
LB FEORIEICARY A, FORREZ. Xy bU—F 7 T b
TI)UEI Ty RERIETAZETaY) Ua U EAET BERFHIR > TV
H7=OTY, 2720, LA b vaidrxy bU—JZ I ICENTFEET
HZEERLTCOVET, —RORMEIZ, VU B — % T Sz KB
Xy hU—7 BLXOHEKOHMEZBZ TEELTWDH A —H v |k

Fy FU—7 TY,

Deferred

Voo EOT 77 4 €7 4 BENCTEERNIRE INTZ 7 L— 20,

input reset drops

Uty FMARELTZEZICRXV VI TCRay 7 Lz ry hofaEh
7 MLET,

output reset drops

Dty "RBELZEXIZTXV TRy Lz Ny y NOEE
7 MLET,

Rate limit drops

(4GESSM A > & —T = A ADGHEDH) XAy NUSNOHE TA
VE—=T oA A% TELT\ §x'ﬁ§ (25 UC 10 Mbps & 7213 100 Mbps %
B2 TEELEY E LGS Rey a7 v b0,

Lost carrier

AR HISPRIEBAR 5 3R LT [

No carrier

ARt

Input queue (curr/max
packets):

ADF2—ADr s oS (BIATE & RAE)

N—=Fy=T

N=RU =T Fa—HNDONTy O,

Software

V7 =T Fa—HNONRTy FO, FAEY P A—YFRy A
Z—=T A ATIHMEATE EEA,

Output queue
(curr/max packets):

HAF 2 =Dy OB (BATHE & KRRE) .

N R =T

N=RU =T Fa—NONTy O,

Software

V7 T Fa—WNONRTr Yy RO,

show f ~ show ipu .




. show interface

show f ~ show ipu I

J4—ILF

B2l

input queue (blocks
free curr/low)

curt/low =2 h U E, A ¥ —T = AD%(5 (ANN)) @1V 7k
DOHFEDO AT v b KX OEHAFTEEZ all-time-lowest A 2 v k DFH & 7R
LET, ZNHiE, AA L CPUILL» THEHFEIND=9, all-time-lowest
(Ao —T = A AFHERDBHEIBR SN DD, EET A ANY m—
RENDHET) OKRESITIHEY EFETIEH Y THA,

output queue (blocks
free curr/low)

curt/low =2 S Uk, A X —T7 oA ADEE (WhH) @1V 7k
DBED AT v b XL OMEH FTREZR all-time-lowest A 7 > h D& B % 7R
LET, ZbiE. A U CPUIL L THHFTIND7=8, all-time-lowest
(A B =T = A AMFHERDEIR SN D D, EET A ANY 72—
NENDET) OKESITHEV EETIIH Y FHA,

Traffic Statistics:

!

o

fg. #E, FrE ey 7Ly FO%,

il

Packets input

G LT~ T y b O E A DXL,

K
UH

Packets output

BELE Ny SO E A FOS,

Packets dropped

Ry 7 Lien"ry b, ZOA0rZ3@E, mEtFa )T 43
Z (ASP) ETRuyZ LTy MZOWTHS LET (& 2
T7EAURAMESHRERT Ay b& Fry FLIELGARE) &

A B =Tz A ALETRa vy 7R ETHEEICOVTIE, show asp
drop 2~ RESHL T 7ZE0,

1 minute input rate

THEICZE LTy b Oy NEBPEB XUONA N

1 minute output rate

~

(& f‘

L HICEE Le T y b N7y MBEB XU M)

1 minute drop rate

fic ka7 LTy ho ONFy M)

=
&

5 minute input rate

B3R LT "oy % (N7 MBPEBLOAA M)

5 minute output rate

FHICIER LTz "7 b OF (N7 v MBPEB X OVSA M)

=
(9]
&

5 minute drop rate

&=
BEOSE | OB MR M
&

W
&

MRy 7 L7y b Oy M)

e

Redundancy
Information:

TEAVEZ—T oA AIONWT, A=A B —T oA ZA%RL
FT, TIOTA4T A E—T oA ZADBEEIFA v F—T = A X ID D%
2 [(Active)] &ERRINET,

AU NR—HFPE Y BT TS, OB ADRFERENET,

Members unassigned

Last switchover

NEA VAT oA RADBFE, TIT AT AL EZ—T oA APAZ N
A A B =T A RATT 2—)VIF—_"— L2 F R LET,

. show f ~ show ipu



I show f ~ show ipu

1

show interface .

Wz, AA v FiR— EETe ASA 5505 ETO showinterface =t~ RO Sl %=

LE7,

ciscoasa# show interface

Interface Vlanl "inside", is up, line protocol is up

Hardware is EtherSVI, BW 100 Mbps, DLY 1

00 usec

MAC address 00d0.2bff.449f, MTU 1500
IP address 1.1.1.1, subnet mask 255.0.0.0

Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped

minute drop rate, 0 pkts/sec

GG IR

5 minute drop rate, 0 pkts/sec

Interface Ethernet0/0 "", is up, line protocol is up
Hardware is 88E6095, BW 100 Mbps, DLY 1000 usec
Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

Available but not configured via nameif
MAC address 00d0.2bfd.6ec5, MTU not set

IP address unassigned
407 packets input, 53587 bytes

Received 103 broadcasts, 0 runts,

0 input errors, 0 CRC, 0 frame
0 L2 decode drops
43 switch ingress policy drops

, 0 no buffer
0 giants
, 0 overrun,

0 packets output, 0 bytes, 0 underruns
0 interface resets

output errors, 0 collisions,
babbles, 0 late collisions,
lost carrier, 0 no carrier
rate limit drops

switch egress policy drops

O O O O o

0 deferred

0 ignored, 0 abort

7% 7 : show interface detail D47 ¢+ —/L K IZ, Firepower 1010 F 72 (% ASA 5505 D A A v
FA L H =T 2 A RIREDAAL v F A L H—T A RTkT 5 show interface =~
RDOET7 4= FOFHEZRLET, showinterface 2~ R TCHERIND T 4 —

VU RIZHOWTIE, #£7-6 LT EEV,

show f ~ show ipu .



show f ~ show ipu I
. show interface

RE:AAIYF A28 —T x4 RIZDULNTD show interface DET 4+ —JL K

TJ4—ILF SR BA

switchingress | = Fu v Ald@E, A— FBAELLFEESR T RWE S ICFRENE
policy drops T, TORey X, T4V NERFI—P—RED AL vF R— hi%
EOFRERE L TAAL v F R— FNTTr v EBREFICERE TERWEAI
WAESHET, TORey7ORKELT, KO T 4 X2l —a RN
ErxonET,

snameif =~ FA VLAN A V' Z—T = A A ETREIIN TV,

G¥) [ VLAN NODA o Z—7 = A A2, namef 2~ RNHRIE
ENTWERoT-HETH, VLANRD A A v F o ZIXIER T,
ORIy INER AL

s VLAN N v > RZ 7 LTW5,
« T 7B A KR—KT8021Q ¥ VBt T=r v M E%E Lz,

« NT U BR—=FTHEAINRNWE TEITZ IO RT Yy N EfE
L7z,

cASAN, A=V Ry bX—TT T TEFFORD VAT T NA AITHE
FEnTWs, 2L xIE CiscolOS V7 by =27 TldAf v 4 —T7 = A
ANV ARREE MR T D T2DIA —V Ry b V—T RNy 7 Ry b
FHLET, 207y ME, oOF AL 2Lk > TZEENH D0
HLOTIERL, Ny "EREEREETEDLZ EITL 5T, ~ILRREERN
EREINET, ZNODXA TONR)ry NMIAAL vF R—FTRay
TEN, BBy ENET,

switch egress HEFHINTWERYA,
policy drops

Cisco Secure Firewall 3100 (=%} % showinterface =~ > RO& O H F11%. FEC E=— K% auto
(cl74-fc ZMEH) &L TORLTOWET,

ciscoasa(config-if)# sh int ethl/5
Interface Ethernetl/5 "", is up, line protocol is up
Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
Full-Duplex (fullDuplex), 25000 Mbps (25gbps)
Available but not configured via nameif
MAC address £fc58.9a06.9112, MTU not set
IP address unassigned
FEC mode is auto(cl74-fc)
13 packets input, 2165 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input
packets output, 0 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets

o O O o

. show f ~ show ipu



I show f ~ show ipu

1

show interface .

0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops

Iz, showinterfacedetail =~ > RO NFIZRLET, KRIZ, TXTOA 2 H—
T2 AR (TT v M7 a4 = DHET DHBINEA v 7 =T 2 A 22 FTe) IZO0
TORHRA v 2 —T = A ZGEHERS L O —F (v VHEHE®R (asr-group

AV RTARX—=TIMZENTNDLEE) 2RRT 202 R LET,

ciscoasa# show interface detail
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)

MAC address 000b.fcf8.c44e, MTU 1500

IP address 10.86.194.60, subnet mask 255.255.254.0
1330214 packets input, 124580214 bytes, 0 no buffer
Received 1216917 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops

124863 packets output, 86956597 bytes, 0 underruns
0 output errors, 0 collisions

0 late collisions, 0 deferred

input queue (curr/max packets): hardware (0/7)
output queue (curr/max packets): hardware (0/13)

Traffic Statistics for "outside":

1330201 packets input, 99995120 bytes
124863 packets output, 84651382 bytes
525233 packets dropped

Control Point Interface States:

Interface number is 1
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up
Hardware is 182547GI rev00, BW 1000 Mbps, DLY 1000 usec

(Full-duplex), (1000 Mbps)

MAC address 0000.0001.0002, MTU not set

IP address unassigned

6 packets input, 1094 bytes, 0 no buffer

Received 6 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
L2 decode drops, 0 demux drops

packets output, 0 bytes, 0 underruns

output errors, 0 collisions

late collisions, 0 deferred

input queue (curr/max packets): hardware (0/2) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)

O O O O o

Control Point Interface States:

Interface number is unassigned

¢ 7 : show interface detail D4~ 4+ —/L N 2. showinterface detaill =~ > KDL& 7 —
L ROFAEZ R LET, showinterface 2~ RTHLERIND T 4 —/L RIZHOWT
1X. 2 7:show interface detail D47 4 —/L K L T &,

show f ~ show ipu .



. show interface

show f ~ show ipu I

% 7:show interface detail D& 7 4 —JL K

TJ4—ILF

B

Demux drops

(NET—42 A H—T A ADH) ASANSSM A ' H—7 =
AANLDONRT y N EWZETEXRhol-lcd Fay 7 LN
7y N, SSMA VX —T = A AI N 7 T L—r BN LTE
AT A4TALHE—TzAAALBEL, TXTDOSSMA V' F—7 =
AADBDONRT y MINRy 7 T —r ECEHEIEENE T,

Control Point Interface States:

Interface number

TNy TIHERAEIND0NLHREELIZFESTT, ZOf X —TxA
ADMERR S TZIEHZ 2R LET,

Interface config status

BEAT— MIRDO LB TT,
cactive : A v H—T 2 A AT ¥ v P E ULV ENTWHWER A,

e notactive : { ¥ —7 = A AL shutdown =~ R T ¥ v
M SITOET,

A B =T A ADIRKE

A B —T 2 A4 ZADOREREOIWEE, = OIRBEITEH . J:;:ﬂ@conﬁg
status & —FHLET, " T XA TEV T AIZRE LY ASA
MBS L TA V2 —T oA AZEEREEE/-134 ‘7/%
THIZD, R—ENRECLAREERH Y £7,

Asymmetrical Routing
Statistics:

Received X1 packets

DA H—T x4 ATZIE LTZ ASR X7 v FOE,

Transmitted X2 packets

DA H—T x4 ATEEFE LT ASR X7 v F Dk,

Dropped X3 packets

DA F—=Tx2A ATy T LICASRANT > bR, N7y
ME, N7y bZIRELEI E LTIZ XA v —T oA ANL
TRREOGEII Ray FEIND 2 EnH0 £,

KIZ. ASA 5512-X ~ ASA 5555-X @ show interfacedetail =~ > KO Al &2~ L
F4, ZOFITIE, ASA LY 7 NI 2T ED 2a— LOWFOEIR 00 A v Z—T = A
A ( Mnternal-Data0/1] & L CHE/R) OFeHEREZMHAGDE ORLTWET, A
1%, Internal-Control0/0 f > Z—7 = A ALREINTWVWET, ZHE, Y7 =T E
Va—/E ASAMOHIE KT 7 4 v ZIERH STV ET,

Interface Internal-Data0/1

"ipsmgmt", is down, line protocol is up

Hardware is , BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)
Input flow control is unsupported, output flow control is unsupported
MAC address 0100.0100.0000, MTU not set
IP address 127.0.1.1, subnet mask 255.255.0.0

0 packets input,

. show f ~ show ipu

0 bytes, 0 no buffer



I show f ~ show ipu

Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
0 pause input, 0 resume input
0 L2 decode drops
182 packets output, 9992 bytes,
0 pause output, 0 resume output
0 output errors, 0 collisions,
0 late collisions, 0 deferred
0 input reset drops,
input queue
output queue
Traffic Statistics for "ipsmgmt":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 11

S INC, ISR

(blocks free curr/low):
(blocks free curr/low):

0 giants

0 overrun, O ignored,

0 underruns

0 interface resets

0 output reset drops

(0/0)
(0/0)

hardware
hardware

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface config status is active

Interface state is active
Interface Internal-Control0/0 "cplane",
Hardware is , BW Unknown Speed-Capabi
(Full-duplex), (1000 Mbps)
Input flow control is unsupport
MAC address 0100.0100.0000, MTU
IP address 127.0.1.1, subnet ma
0 packets input, 0 bytes, 0 no
Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
0 pause input, 0 resume input
0 L2 decode drops
182 packets output, 9992 bytes,
0 pause output, 0 resume output
0 output errors, 0 collisions,
0 late collisions, 0 deferred
0 input reset drops, 0 output r
input queue (blocks free curr/1l
output queue (blocks free curr/
Traffic Statistics for "cplane":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 11

S INC, ISR

is down,
lity, DLY 1000 usec

ed,
not set
sk 255.255.0.0
buffer

0 giants

0 overrun,

0 underruns

0 interface resets

eset drops
ow) : hardware (0/0)
low) : hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface config status is active

Interface state is active

0 ignored,

show interface .

0 abort

line protocol is up

output flow control is unsupported

0 abort

Cisco Secure Firewall 3100 (2% % show interfacedetail (Z2W\Cik, F=—DH A
VHA—T 22— AR L TWAROHIEZR L TEIN,

ciscoasa# show interface detail

Interface Internal Data0O/1 "", is up,

line protocol is up

show f ~ show ipu .



. show interface

Hardware is ,
(Full duplex),
[...]

TX[64]:

BW 500000 Mbps,
(50000 Mbps)

0 packets,
Blocks free curr /low:

DLY 1000 usec

0 bytes, 0 underruns
511/512

Used by Ethernetl/1

TX[65]:

0 packets,
Blocks free curr /low:

0 bytes, 0 underruns
511/512

Used by Ethernetl/1

show interfacevni 1 =~

VRIZOoOWTIE, OB I1ESRB LTI,

ciscoasa# show interface vni 1

Interface vnil
VITEP-NVE 1
Segment-id 5001

"vni-inside",

is up, line protocol is up

Tag-switching: disabled

MTU: 1500
MAC: aaaa.bbbb.1234
IP address 192.168.0.1,

subnet mask 255.255.255.0

Multicast group 239.1.3.3

Traffic Statistics for
235 packets input,
524 packets output,
14 packets dropped
1 minute

input rate 0 pkts/sec,

"vni-inside":

23606 bytes
32364 bytes

0 bytes/sec

1 minute output rate 0 pkts/sec, 2 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

show f ~ show ipu I

show interfacevni 1 summary =~ > RIZOWTiX, RO EBL T EEW,

ciscoasa# show interface vni 1 summary

Interface vnil
VTEP-NVE 1
Segment-id 5001

"vni-inside",

is up, line protocol is up

Tag-switching: disabled

MTU: 1500
MAC: aaaa.bbbb.1234
IP address 192.168.0.1,

subnet mask 255.255.255.0

Multicast group not configured

BEa<v R av R

B

allocate-interface

Mo BT 2 f ABLOFTA v H—T 2 R Ha T 2y

THERAXMIED B TET,

clear interface

showinterface 2~ > ROI L 2% 7 V7 LET,

delay AUE =T 2 ADBFIEA N v 7 ZEBLET,

interface A B =Tz ABREL, A F—T =2 AT 4Fal—3
v E—RZRRBLET,

nameif B =T 2 f AZTHHRELET,

. show f ~ show ipu



I show f ~ show ipu

show interface .

avy kR

Bl

show interfaceip brief

AV E—T 2 ADIPT RLRERTF—H A5 FRLET,

show f ~ show ipu .



. show interface ip brief

show f ~ show ipu I

show interface ip brief

A E—=T 2L ADIPT FLABIORAT—F A& FR_T HI21E. ¥iHE EXEC £ — R T show
interfaceip brief =~ > &AL £,

show interface [ physical_interface [ .subinterface ] | mapped_name|interface_name | vlan number
1ip brief

B DEREA

aAav RFI4ILE

AR E—F

interface_name (LE) namef =~> RN v H—T oA A4 DE v FNE2HEEL
7,
mapped_name (f£%) allocate-interface =~ REMHA L T~y B 74 %2E DY

TESA., NV FarTF AN E— RTEOLRIZIRELET,

physical_interface (f£E) A v #—7 A AID (gigabit ethernet0/172 L) ZFETEL
F4., BMEICOWTIE, interface 2= REZRB LTI,

YT B —T oA A (TE) #HEY T AL X —T oA ZA%ERT 1 ~ 4294967293 DI %
BELET,

vlan number (fEE) ASASS05 T2 U T 4 T7I7A4 T AR, A
B ZA S FDBHHETLTIE, VLANA v F—T = A A EEELE
-éAO

A B =T 2 AEFRELRWEA, ASAITTRTOA v F—T oA AR LET,

ROFIZ, a~ FEANTEHE—FarLET,

ARV KE— | 774724 —ILE—F tXaT4a0TFR b
X
=Tk | FSVRART |V T)L JILF
Lok

AVTHFRE | VAT LA

FitE EXEC S IIN * XIS * XIS * XIS —

av Y RERE

JU— EERR
S

7.01)  ZoawrRREMERELE,

7.2(1) AT L N = RTDOVLAN A VX —T = ABILOEI 00 A X —
T2 A RAFERNIT T A v H—T =2 ADYR— R BIMENE L=,

9.10(1)  Firepower2100/4100/9300 7 /3 A ZAD Z—sSSA BTV m—3 5 o OFR— L HNHE
MEE LT,

. show f ~ show ipu



I show f ~ show ipu

EREDAARZA

1

1

show interface ip brief .

< NVFarTx A ME— RFT, dlocate-interface =~ REZEHALTA v #—7 =24 A 1D %
v BT LIEGE, T U TAETIFA Vv H—T oA AT 2T XA NN TR

ETEET,
H 1 OFRBIZ DWW T,

M) 22U T ES0,

Iz, showip brief =~ > FOH IR L £,

ciscoasa# show interface ip brief

Interface IP-Address OK? Method Status
Control0/0 127.0.1.1 YES CONFIG up
GigabitEthernet0/0 209.165.200.226 YES CONFIG up
GigabitEthernet0/1 unassigned YES unset admin
GigabitEthernet0/2 10.1.1.50 YES manual admin
GigabitEthernet0/3 192.168.2.6 YES DHCP admin
Management0/0 209.165.201.3 YES CONFIG wup

The following is sample output from the show ip brief
command on ASA with FXOS:
ciscoasa# sh int ip br

Interface

Internal-Data0/0

VlanlO
V1an80
V1an300
Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8

Internal-Datal/1l
Managementl/1

BVIS50

Port-channel3
Port-channel8

IP-Address OK?
unassigned YES
172.18.249.190 YES
80.1.1.1 YES
14.30.1.1 YES
unassigned YES
unassigned YES
unassigned unassociated
unassigned unassociated
unassigned YES
unassigned unassociated
unassigned unassociated
unassigned unassociated
169.254.1.1 YES
unassigned YES
50.1.1.3 YES
unassigned YES
8.0.0.1 YES

Method
unset

CONFIG
manual
CONFIG

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
CONFIG
unset
manual

down
down
down

Status
up
up
up
up

up

down

admin down
admin down
up

down

down

up

up

up

up

down

up

5% 7 : show interface detail D&~  — /L N2, &7 44—/ FO#BHAEZ R LET,

% 8:show interface ip brief D& 27 « —JL K

Protocol

up

up
down

down

down

Protocol
up
up
up
up

up
down
down
down
up
down
down
up
up
up
up
down
up

J4—ILFK

Bl

A —TxA
A (Interface)

allocate-interface =~ R&EMHH L CTRELZHED, v AVFarTF A b
T—RTOA L H =T 2 AID £olF~ v B T4, T_TDOA 2 F—
T oA RAERRTDHE, AIPSSM ORNFA 2 —T = A AW ASAIZA A
F— I ENTWDEHEEIE. TNODA v F—T7 oA AT HIERNPE RS
NEd, WA v 2 —7 =4 AT, 2—HF—1c k3D

TNy 7T ERE LTHET,

RIEFARATRETY, fHH

AxX

IP-Address

{2 H—T 24 ADIP T KL A,

show f ~ show ipu .



. show interface ip brief

show f ~ show ipu I

J4—IJLF SR BA
OK? A B =T 2 A AP A== PIZEHHEAT STV ARWEE. 205
1% Tunassociated] & FTRENFT, A F—T A ANA—R— [ HF|Z
LA HAL TV DEATT TYES] ERARSINET, ZOIRREIL, Firepower
2100/4100/9300 A > X —T = A AL T AL R COBRBFEHENE T,
FXOS ~_— 2D ASA T3 ADFEIL, A v F—T = A ANHR—FF ¥ 3
JUZBMEN D & ZDFIZ Tunassociated] & FKr ILET,
ZOMDT NSA AT, ZOFIBEFEHAINTE LT, #IZ [Yes) &3
RENET,
Method A HF =T x4 ANIP T FLAZZE LIZHE, HITkDLEEY T,
eunset : [P 7 FLRAIIREENTWER A,
emanual : Ef7a o 7 4 X2l —T g ERELE L,
*CONFIG : A — T v a7 4 F¥alb—varmbu—RLEL
77
« DHCP : DHCP —_—bZ{ELE LT,
Status BEHAT— MIRDO EBY T,
cup i A UH =T A ATy N T INER A,
e admindown : £ > ¥ —7 = A A%, shutdown =~ FEFEH LTI v v
MU ENET,
Protocol FIfE AT — & 2T/ D LY TT,
cup  BET D —TNNKE Y NU—T LU H—T = A ATEE ST
WET,
edown : 77— NMIELL 720, AU X —T xR ARy ZIHRHS
NTWERE A,
BEEavT YR avok AR
alocate-interface | f v 4 —T 2 A AR IOV T A v H—T 2 A Fa )T 4 a2 TF
A MZEY B TET,
interface AV E—=T 2 A AEEREL, AV H—T 2 AT 4 Falb— g
T— F&BBLET,
ip address A EB =T 2 A AZADIPT FLA, FHIFI T AXT LN T7A4T
T —LOEBRIPT FLAZRELET,

. show f ~ show ipu



I show f ~ show ipu

show interface ip brief .

avy kR

Bl

nameif

AR —T 2 AL EHELET,

show interface

A VB =T 2 A ADFATREAT —F X LfEHE a2 TR L £,

show f ~ show ipu .



. show inventory

show inventory
fE D (PID) . N—Y a3 ID (VID) . BLXOLUTAES (SN) BNEOD L THATWD
2y NT—TF R RN VA =L ENTWNWATRTO R T T AERE2 R T 5
121, =—%— EXEC £— R Cshowinventory =~ R&fH L £,

show inventory mod_id

show f ~ show ipu I

BXDEREA

aAvU R FI4ILE

mod_id

(A7 ay) TEVa—VIDEFITATY FEE (0~3) #EELET,

HEHOA RNV ERRTLHZAR Y hERELRWEGEEE, TXTOEY 22—/ (BT
Ca—EEL) OA Xy NUIERBSFRENET,

ROFZ, ZOa~ e ANJTEHE—F2RLTHVET,

aAvU R E—F
AV KE— | T7PAT94—ILE—F ttXa)F4a0TFFR b
K
IL—FTv K FSUART (VUL TILF
LYk
AVTFXRARM | VAT A
L o Xt o Xt o Xt o Xt o Xt
EXEC
avy RERE )— ZEEASE
Z
7.0(1) ooy RREAINE L,
84(2) SSPoHIMBEMENE L, E6IZ, TaT/VSSPA A M—/LOHR— FHBE
mEnE Lz,
8.6(1)  ASA 5512-X. 5515-X. 5525-X. 5545-X B L 15555-X (v —3 . UEEBIR. /0
IR — R) o hnBmangE L,
9.1(1) ASACX EVa—/LOHAREBINENE LT,

FEREEDHA KS4 > showinventory =~ > Nk, & A=t 4 2% o~ b U % UDDECTHUSE LU
RLUET, UDIER &1, ®ELID (PID) . N—Y 31D (VID) . BLXOT U T7AES (SN)
LWH 3ODRNDHT—HEBEROMAEDETT,
PID (385 2 LT D 72O DARITT, WERIT T4 203 %S EMEEnTuhE L
oo TV, ELWRHE M ZBET 5720 EHAT 5 ID T,

. show f ~ show ipu




I show f ~ show ipu

show inventory .

VID i3l oNR— g ¢, RENETIND &, VIDIG, ®SoZT@Ema2EH %R
HA RF A Toh 5 Telcordia GR-209-CORE 7> & EH T ik s 7 a ¥ 212 » TSy SN E
ﬂ—o

SN [F_ ¥ —FEHORGOBELESTT, ZNETNORGBIZIZTILTH YCmans Y
TNESRHY, B TIILEETCEETA, VI TAESFIL. WAEoEc DBEEDA L AH
AEHANTHTEDOOFETT, VITAERET, TAAAOSESERa v R—3% 2 ML
TEDOEIBRRRDIGENSY £,

UDI CIZK B2 T 47 4 EMERNET, v — R ED—HOZT 4T 4121F, Ay
FOXIRY T2 T AT ANV ET, T AT 41X, VAT T 4T 4 ZEICHEE
AICELE SN2 iR B R FRIETH 2 DITICFR RSN E T,

A7y a vEEEETICshowinventory 2~ > REFEHATLHE, Fy RU—F 7T 31 R
BofMFeonTBy., PDREYV Y TENTNAL AT 4T 4 DY A MNNERENE

7,

VAT TT 4T 4IZPID BED S TOHENTWARWES, FO T 47 4 1TBRE F 7135
IRENFEH AL

\)

GE) 2200SSPARILY ¥ —IIZHROMTOENTHWDEEAIT. EV2a—LDEENRY v —NTOD

BV 2a—VOYEREH AR LET, Ary FOIZIY T 6072 SSP A, FiZy ¥ —
Y AL =L ET, B —id SSPOREAMIT DN TV AGEEIZOR, MR RIINLE
7, AN OHFE module 1X, FEA T v |~ E[AIZTY, SSP FADFBIZHB W TIX, PR
7y kOCEY T 5N TWAEEICITHE /1 module: 0. ZF VLIS DA 1L module: 1 235 %
NET, #—7 > FSSPRY ¥ — v RAZ—ThH%E, showinventory =~ > RO )ITIE
BIRCHH 7 7 VRN EENE T, TNLSANOHE, ZhbDarR—3r MNIBEKEINET,

ASA 5500-X v U —AD/N— R =7 EOHIRIZED . VU TABESNRERINZNVGEERD
DET, ZTNHDET VO PCI-EVO (NIC) 73 #— KO UDIERTIE, I—F %A
FNE2O0OBTTN, BT vy — XA AU L T6@MYIZRY 9, Zhud, FHESh
X —VIURUTERLALPCIET 77y F TRV UNMERENL 72T, &IZ. 4% PCI-E
VO—RT7E T VIZOWCTEENA 2R LET, /=& x2I1E, Silicom SFPNIC 7 — K
DR SN 5E, UDIERIZZOD— RBBY T o TnDT A R > TRESNLE
9, VID BLUS/N OfEIZN/A TT, ZHUE, THODENE FIICHEAI N TV RN
<7,

ASA 5512-X F£721% 5515-X N 6 "— ~ SFP 4 —H X v k NIC h— FDIFA -

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port GE SFP, SX/LX"
PID: ASA-IC-6GE-SFP-A , VID: N/A, SN: N/A

ASA 5525-X N 6 7R— b SFP A —# x> K NIC 71— ROBE
Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port GE SFP, SX/LX"
PID: ASA-IC-6GE-SFP-B , VID: N/A, SN: N/A

ASA 5545-X 721X 5555-X WD 6 in— b SFP A4 —H¥ % v~ k NIC 7 — ROFE -

show f ~ show ipu .



. show inventory

1

show f ~ show ipu I

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port GE SFP, SX/LX"
PID: ASA-IC-6GE-SFP-C , VID: N/A, SN: N/A

ASA 5512-X F 7213 5515-X N D 6 R— N#RA —H % > k NIC I — FOLGE :

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-A , VID: N/A, SN: N/A

ASA 5525-X WD 6 AR— Md#RA —H x> F NIC 71— FD5E

Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port 10/100/1000, RJ-45"

PID: ASA-IC-6GE-CU-B , VID: N/A, SN: N/A

ASA 5545-X F 7213 5555-X WD 6 AR— M#EA —H v b NIC I — FOSE -

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-C , VID: N/A, SN: N/A

WIZ, F—U— RRLF|HAEFE LTV 7220 show inventory =< > RO Az~ L%
T, ZOHEIENE, ASAIZERV T B TWD, PID BAEID U THRTNDHE T A
TT AT ADIVAMERLTHET (ASACX BV =2 — VIS TWAD X b
L= UTRL AEED)

ciscoasa> show inventory

Name: "Chassis", DESCR: "ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt"

PID: ASA5555 , VID: V01 , SN: FGL170441BU

Name: "power supply 1", DESCR: "ASA 5545-X/5555-X AC Power Supply"

PID: ASA-PWR-AC , VID: N/A , SN: 2CS1AX

Name: "Storage Device 1", DESCR: "Micron 128 GB SSD MLC, Model Number: C400-MTFDDAC128MAM"
PID: N/A , VID: N/A , SN: MXA174201RR

WIZ, T 2T VSSP A VA M—/LD ¥ ¥ —~< AKX — D showinventory =< > KD
B ERLET,

ciscoasa> show inventory

Name: "module 0", DESCR: "ASA 5585-X Security Services Processor-40 w 6GE,4 SFP+"

PID: ASA5585-SSP-40 , VID: V01 , SN: JAF1436ACLJ
Name: "Chassis", DESCR: "ASA 5585-X"

PID: ASA5585 , VID: V01 , SN: 123456789AB
Name: "fan", DESCR: "ASA 5585-X Fan Module"

PID: ASAS5585-FAN , VID: V01 , SN: P0OG1434000G
Name: "power supply O", DESCR: "ASA 5585-X AC Power Supply"
PID: ASAS5585-PWR-AC , VID: V01 , SN: POG1434002K

DAy IRV LAREREY 2 — VDA i2FRLET, LER->T, ASA T

show interfacebrief #3795 &, EPM OFXTD SFP A ' ¥ —7 = A ANFKRIH
F9723, ASA Tshowinventory =2~ RZFT9 5 &, SFP BRI TNDA &~

B =T 2 A ADT =B DHPERINET, KIZ, SN TWDHSFP A 2 —T =
A ATO show inventory =~ > KOH Il Z R L £,

ciscoasa> show inventory

. show f ~ show ipu



I show f ~ show ipu

show inventory .

Name: "Ethernet 1/13", DESCR: "hlOg-aculm"
PID: SFP-10G-AOC1M, VID: , SN: A471942K0UC-B

£7912, TOHAITERREND 7 4 —/V FIZHOWTIBH L EI,

% 9:show inventory M 7 « —JL KD EiHA

J1—I)L |FrEA

K

Ea:) VAT 4T 4IRS ToNTmEL (TFA N AN, EEk
X, 3y —, SSP, F£iE M) REDOESGaR—xr " & (K—MEk
TEV2—NDFG) RE, THAA AOYH I L R—3 0 MG U TR
720 %9, RFC 2737 ® entPhysicalName MIB 424 L £,

DESCR |47V x2 MEEMIT A A2 =0T 47 ¢ OWPRIY 23, RFC 2737 ©
entPhysicalDesc MIB 22 AHY L £ 7,

PID T T 47 4 85 ID, RFC 2737 @ entPhysicalModelName MIB Z8 4% (2 FHY L &
R

VID TUT 4T 4 D= 3 %, RFC 2737 @ entPhysicalHardwareRev MIB 224512
Y LET,

SN TUT 4T 4 DY) T NE S, RFEC2737 @ entPhysicalSerialNum MIB Z8 4% (2 4H 24
Liﬁ—o

FEIT R avUk El: ]
show diag Fy NT—=F% T FRALADay ba—F A Z—TxAf A Tty
Y. BIOKR—F 7H T ZIZONWTOBMIEREERLET,
show N—Z PR RE Lo E &2, =2 - RERE R LET,
tech-support

show f ~ show ipu .



. show ip address

show f ~ show ipu I

show ip address

A H—T2AAIPT RLA (FFUART LY hE— ROBEAITEHEIP 7 KL R) #FER
T HIZI%, FrHE EXEC £— R Cshowip address 2~ > REMHH L £,

showip address [ physical_interface [ .subinterface ] | mapped_name| interface name| vian number
]

BXDEREA

AU RTIHIE

(&) nameif 2~ FRIZA v Z—T = A 240Dt v FEREL
F9,

(f£%) allocate-interface 2~ > R&EFHL Cv v B 74 %2ED Y
TrHhA, ~VFarTXF A ME— R CEOL4RIEZRELET,

interface_name

mapped_name

(fEE) A% —7 A AID (gigabitethernet0/1 72 &) Z#IE L £

physical_interface
T, ARMEIZHOWTIL, interface a3~ REBR LT &,

BT E—T oA A (TE) EYTA X —T 24 A%7T 1 ~ 4294967293 OIEH %
BELET,

() ASASSOS @It 2 VT 4 T T4 T AL, flIA
BAZA v FDBHHET LTI, VLANA v F—T =2 A A B ELE
7,

vlan number

A B —T 2 A ZAERBELZWEGA, ASAITTXTOA U F—T7 A AIPT FLAEZFRRL
N

ROKIZ, a~ P2 ANNTELE—FERLET,

ATV K E—F

ARV FE— | T7AT7I24+—ILE—F X2 YF4aTFR b

k

W=Ty bk | FSVRRT (DU T)L JLF
Lk
AVTHERAL | YARTL

e EXEC o %P o SRS o %P * KPS —

avy FERE Jy— FEAE

A

72(1)  VLANA VX —7 A ZAOHR— "B BNMEINE LT,

FEREDHA RKS4 Y

Z0avw s RE M TXATEVTAERETDHEEDIEODTTA~VIPT RLA (&
RCIE [System) ERE#EEND) EBEDOIP T RLAEZRRLET, 2=y "RAT 7747

. show f ~ show ipu



I show f ~ show ipu

1

show ip address .

DPE. VATFAIPT RLARALHEDIP T RLAFZ—HLET, = hNRAZ LA D
H.BIEDIP T FLAIZIZAZ 3L T RLARFRENET,

WIZ, showip address =< > RO %2R L Ed,

ciscoasa# show ip address

System IP Addresses:
Interface
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2.40
GigabitEthernet0/3
Current IP Addresses:
Interface
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2.40
GigabitEthernet0/3

Name IP address Subnet mask Method
mgmt 10.7.12.100 255.255.255.0 CONFIG
inside 10.1.1.100 255.255.255.0 CONFIG
outside 209.165.201.2 255.255.255.224 DHCP

dmz 209.165.200.225 255.255.255.224 manual
Name IP address Subnet mask Method
mgmt 10.7.12.100 255.255.255.0 CONFIG
inside 10.1.1.100 255.255.255.0 CONFIG
outside 209.165.201.2 255.255.255.224 DHCP

dmz 209.165.200.225 255.255.255.224 manual

% 7 : show interface detail D47 4 —/V N2, &7 4 —/V FOFAZ R LET,

% 10: show ip address D& 7 4 —JL K

TZ4—ILF Bl

AU B =Tz A A alocaterinterface 2~ > REEH L CRELTZHED, v v Far
(Interface) THXARE—RTOA LV H—T A AID Eld~v v B 74,

4 il nameif =~ R CRESNTA VF—T = A A4,

IP address A E—T A ADIPT FL X,

BT xry hwRY

IP7 RLADY Ty b vRAT,

Method

AHE—=T 2 A ANIPT FLRAZZE LGk, HIXROLEEBY
<9,

eunset : IP 7 RL AIRESIN TV ER A

emanual : EfTa 7 4 Xal—Ta U ERELE L,

*CONFIG : AF— T v ar74Falb—arhbu—
FLELE,

« DHCP : DHCP —_—m52{E LE LT,

BEEavTY R

avy kR

Bl

allocate-interface

A BE=T A ABLOITA L F—T =2 f A X2 VT4 2T

x* 2

MZEIY B TEF,

show f ~ show ipu .



show f ~ show ipu I
. show ip address

avU kR Bl

interface AVE =T 2 A AEHREL, AV EZ—T A A AT 4 Fal—g
Y E—FREHBLET,

nameif A A =T 2 AL TR ELET,

show interface AH—T 2 ADFITREAT — X A LIEHEHRAE TR LT,

show interfaceip A B—=T 2 A ADIPT RLAELERAT—H A%FRLET,
brief

. show f ~ show ipu



I show f ~ show ipu

show ip address dhcp .

show ip address dhcp

AV H—T = A AZxTHDHCP V — A £ /23— — BT DR 2 2R+ 51213,
¥E EXEC € — R C show ip addressdhcp =2~ > R&MEH L E9,

show ip address { physical_interface [ .subinterface ] | mapped_name| interface name } dhcp {
lease | server }

show ip address { physical_interface [ .subinterface ] | mapped_name| interface_name } dhcp lease
{ proxy | server } { summary }

B DEREA

interface_name nameif 2~ REZ2FEH L TRESINTZA L F—T oA AAZHREL

jzj—o

lease DHCP V — X |ZE8T B 1EHREFZ R LET,

mapped_name N FALTHFARE—RT, vy 7 4% alocate-interface =

~ U REMEHLTHY Y TRGA, Z04RTEREELET,

physical_interface A4 —7 A AID (gigabit ethernet0/1 72Y) ZHRELET, H

FEIZDOWTIL, interface i~ REZZBR LT 7Z &V,

proxy IPLT—7 VRO 7axy = b)) 2FH - LET,

server IPL T — 7 ANOY—_"— o M) ZF R LET,

Y IA B =T oA A R T A F—T oA AETRT 1 ~ 4294967293 DI AIRE L £
j—o

summary

Ty M) OERNZRILET,

AR R TFIAILE

ATV R E—F

T 74N F OBEREIRSH D EH A,

ROFIZ, a~ FEANNTELE—FERLET,

OAXVRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
W—Tvk FSURART |2V TL TILF
Ly bk
AVTHERE | VAT LA
ke EXEC o s — e . —

avy FERE

Jy— EEAE

7.01)  H LW — SN—EREICEST D700 lease F— T — FB LW sarver F—U— R
NEMmEnE L,

show f ~ show ipu .



. show ip address dhcp

show f ~ show ipu I

Jy— EEAE

7.2(1) G AT L R E—RTOVLAN A L H—T 2 A4 ABLOEH 00 A 2 X —

T2 A AFEFZYV T A X —T =2 AV R— "N BIMENE L,

9.14)  H LW — _R—EREIZH#E LT 2 72D D proxy F— VY — FE L O summary ¥ —V— K

PEMENE LT,

EREDAARZA

1

HADBRINC SV TIE, () 2BBLT RSV,

WIZ, showip addressdhcp lease 2~ > RO Bz R L ET,

ciscoasa# show ip address outside dhcp lease
Temp IP Addr:209.165.201.57 for peer on interface:outside

Temp sub net mask:255.255.255.224
DHCP Lease server:209.165.200.225, state:3 Bound

DHCP Transaction id:0x4123
Lease:259200 secs, Renewal:129600 secs, Rebind:226800 secs

Temp default-gateway addr:209.165.201.1
Temp ip static routel: dest 10.9.0.0 router 10.7.12.255

Next timer fires after:111797 secs
Retry count:0, Client-ID:cisco-0000.0000.0000-outside

Proxy: TRUE Proxy Network: 10.1.1.1
Hostname: devicel

%% 7 : show interface detail D47 4 —/V N T, &7 4 —/V FOFHAZRLET,

£ 11: show ip address dhcp lease D& 7 4 — )L K

TJ4—ILF AR

Temp IP Addr A Z =T 2 ATHDLETENTWDHIPT LA,

Temp sub net mask | f >4 —7 = 4 AIZEHD HTHRTNDH Ty b w22,

DHCP Lease server |DHCP #—X— 7 FL A,

. show f ~ show ipu



I show f ~ show ipu

show ip address dhcp .

J4—ILFK

Bl

state

DHCP UV —ZADIRBET, kD LBV T,

« Initial : WILIRRE T, ASA XY — 2 ZHGT 572 220 L
F9, ZOREIX, V—ARKT LI, V—ADRITvT— g
AR LIz E XL ERENRET,

* Selecting : ASA T 1 LI _E® DHCP H—/3—7>5 DHCPOFFER X v
=V EZETLHILEEFHELCEY, AvE—UERBRINTEE
TO

* Requesting : ASA (X, ZRZF(E LIoEEZ R — =0 b DISE%E
L TVET,

sPurging: 7 7 A7 W IP T RVAZRE LT=0, =T —H
KAL), ASAITY —2A&HIBRLE7,

*Bound : ASA ZERNR U —AZRFFL, EFWICEWEL TWET,

* Renewing : ASA [ZV —AZHEH L LI ELTWVET,
DHCPREQUEST % v & — Y % BIfED DHCP H— N—IZ @RI 15
FEL. WELHFHLET,

« Rebinding : ASA [ZCOV—N—D VU — 2R ZHHT 5 = LKL
727, WITNDLDOY—R—InBIREEZZITR AN Y — AN T
% % CDHCPREQUEST A vt —Y %X ELET,

* Holddown : ASA IZV — A ZHIBET A7 v A &K LE LI,

* Releasing : ASA IXIP 7 RLANAREI IR Z L &2pRmT Y U —2R
Ay —Va P —"—ITEXEFELET,

DHCEP transaction id

74T Mo TEREN, ERA v =V 2T D702
TAT U R E— =2 Ko THEH D ELEL

Lease

DHCP H— =X > THEIND, AV H—T A ANRZDIPT K
L AZMHTE DERORE X,

Renewal

AVHE—T A ARZOV —RAEHEICEH L LS &35 F TORR
DEZX,

Rebind

ASA /A DHCP Y — "—{ZH ALV FLE D LT TORBOE X,
A R AETH D1, ASAHDITED DHCP H—/ 3 — Ll T& 9,
U — 2 MR 87.5% %%t L 7= 8545 C9, ASAIL, DHCPER%E 71—
R¥ v A T5Z EICk- T, M AEER(EE O DHCP ¥ — S — T8
ERAET,

Temp default-gateway
addr

DHCP Y — =l Lo THREINDT 74V M F—b+ T =1 T RL A,

show f ~ show ipu .



. show ip address dhcp

show f ~ show ipu I

J4—ILFK

Bl

Temp ip static route0

TI7HIVE RET 47 b— ],

Next timer fires after

NS A~ =R b U T —F 2 L TOREL

U r7 A1

ASANY —RZRELLIELTNDEE, ZD7 4 —/L FiL, ASA
ADHCP A v —VOEFEEFIT LS EZ /R LET, 7-& 2 1E, ASA
25 Selecting IREEDIEA . Z DML ASA WEER A v —T %35 Liz[
$a R LET, ASA 728 Requesting IREEDIGA . T Offiix ASA MEER
A yb—UEREFE LR ERLET,

Client-ID

P R—= L DT XRCOBEIEA L2 747 b ID,

Proxy

DA VHE =T A ANRVPN I T4 7 NHDOZF 2% DHCP 7 A4
TV RME I ) E True £721% False THREL £,

Proxy Network

RNy NU—7,

Hostname

74T FDKRA M,

%Iz, showip addressdhcp server =~ > ROHA#IE R L £,

ciscoasa# show ip address outside dhcp server

DHCP server: ANY (255.255.255.255)

Leases: 0

Offers: 0 Requests: 0 Acks: O Naks: O
Declines: 0 Releases: 0 Bad: O
DHCP server: 40.7.12.6

Leases: 1

Offers: 1 Requests: 17 Acks: 17 Naks: O
Declines: 0 Releases: 0 Bad: O

DNSO: 171.69.161.23, DNS1: 171.69.161.24

WINSO: 172.69.161.23, WINS1l: 172.69.161.23
Subnet: 255.255.0.0 DNS Domain: cisco.com

#7121, 74—V ROFHHEZRLET,

3% 12: show ip address dhcp server D& 7 4 —)L F

J4—ILF

Bl

DHCP #—

IN\—

DA HE =T oA AN — A& TG L7 DHCP % —/"— 7 R L A, i EAL
x> hU (TANY] ) 1ZT 74V 8 = _"—THIFEEL £ T,

Leases

P R=EBG L) — 2D, £ H—T A ZADLFE, U —ADOEIX
—{ZAIIZ 1 T, VPN RO 7o X 2 RITHOA v X —T = A ZAITH LT
P— =T RLRAZRME L T BIEE, V=238 L0 £,

Offers

P R—EDF T 7 — DI,

Requests

PR TR SR ER O,

. show f ~ show ipu




I show f ~ show ipu

show ip address dhcp .

J4—ILk |FREA

Acks PN B2 AE LI RIS E D3k,

Naks P —N—IBZF LT B EIRE D,

Declines PR =G LTS 0%,

Y —= = N—TEFEINTZY U —RDH,

Bad == BZE LIEARRAT v hD¥K,

DNSO DHCP #— = Ef5 L7277 A4 < U DNS —— 7 R L X,
DNS1 DHCP $— =L B L7zt h % U DNS —3— 7 R L 2,
WINSO DHCP #— =00 Ef5 L7774~ U WINS —/"— 7 R L X,
WINSI DHCP #— =L & L7zt h % U WINS —3— T KL Z,
Subnet DHCP r— "= lfGE L7 Xy b 7 RU A,
DNS KA A ¥ |DHCP H—/S—=0 b HfGF LI RAA

BEav> KR

avw vk EBA

interface A BE—T 2 A AEREL. A B —T A AT (Fal—3
v E— REHBLET,

ip address dhcp A H—T 2 A ATDHCP —"—5 P 7 RLAZRAETX 5 L
ITRELET,

nameif A B —T oA AL EHZELET,

show interfaceip brief

LB =T oA ADIPT FL AL AF—2 2% Fm LET,

show ip address

AV HE—=T A ADIPT RLAZFRLET,

show f ~ show ipu .



show f ~ show ipu I

. show ip address pppoe

show ip address pppoe

PPPoE #%#5¢ 2 B3 2 5EMIE 2 R 3 5 121%, F¥ME EXEC “E— R C show ip address pppoe =
~ U REMEHLET,

show ip address { physical_interface [ .subinterface ] | mapped name| interface name| vlan number

} pppoe
BXDEREA interface_name nameif 2~ R L TRESNTA v F—T = AAZHEL
S5
mapped_name ~NVFarTX¥ANE— T, v vV 74 % adlocate-interface = <
Y REMEHLTEY Y TELG, o4 ELET,
physical_interface A 4 —7 x4 AID (gigabitethernet0/l 72 &) Z45E L E4, AW

fEIZ DWW TIX, interface 2~ RESR L TLZ &V,

Y ITA L E—T oA R GGV T A X —T 2 A ZA%RT 1 ~ 4294967293 DA E L £
7,

vlan number (FEE) ASASS0S I X 2 VT 4 TTI7A4 T AR Y, MAA
BAAL v FDHBHETNTIE, VLANA VX —T = A A&fEELE

‘j—o

AT RFIAILR T 7 4V FOEBHEEIZH D FH AL

aAavy RE—FK WROFIZ, a~v REANTEDLE—FEZRLET,

ARV EKE— |T7A4T7 04— ILE—F 'Xa)T4a2TFRE

X

=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA

H:4E EXEC o St o %Fhts o %Fhts o %Fhts —
avy FEE J1)y— ZEERR

2

7.2(1) oy RPRBEMENE L,

ERELOHA RS54 HOOTHIC WX, ) 2L TIZE0,

Bl Iz, show ip addresspppoe =~ > RO H /1l &~ L £,

. show f ~ show ipu




I show f ~ show ipu
show ip address pppoe .

ciscoasa# show ip address outside pppoe

BEa<w> R avw >R SR AR

interface AE—T A RAEREL, A X —TxA A AT 4 Falb—T3
v E—RNERIBLET,

ip address ppoe PPPOE H— =5 P 7 RLAZEBETLL A v F—T oA A%
RELET,

nameif AR —T 2 A ALEZEELET,

show interfaceip AVHE =T 2 A ADIPT RVAEARAT—H AR R LET,
brief

show ip address AEBE =T 2 ADIPT FLAZERLET,

show f ~ show ipu .



. show ip audit count

show f ~ show ipu I

show ip audit count

BN —% A =T oA ACHAT DL E V7 =F v OB AR TRT DI, FikE
EXEC “E— KT show ip audit count =2~ K& H L F9°,

show ip audit count [ global | interface interface_name ]

BX DA

aAvY R FI4ILk

avU R E—F

global (FT74NE) TRTCDA L H—T =2 A AZONTO—HHAEELRL
i‘a—o
interface UEE) BELEA LV H —T oA RAZOWTO—EEEERLET,

interface_name

F—U—KREZBRTELRWES., Z0a<vr KL, TXTOAL X —T =21 ATONTO—EHK
ZFrLET (global) ,

WDFRIZ, a~vr REANTEHE—RERLET,

ARV RE— | T7AT 74 —ILE—F EELYFLaAVFER R
k
W—=T9k | FSVART | SUTL TILF
Ly b
AVTHFRL | VATLA
¢t EXEC o RIS .« %S . %S . —

avy FERE

FREDHA KS1 Y

3l

Jy— EERE
A

701) Zoa<wr RRNEBEMENE L,

EERY —%2ER+ 512X, ipauditname =~ REHEHALEST, RN —Z2@EHA+ 51
%, ip auditinterface =~ RZ&EH L £,

&Iz, show ip audit count =~ > ROHIIBIZRLET,

ciscoasa# show ip audit count
IP AUDIT GLOBAL COUNTERS

1000 I Bad IP Options List 0
1001 I Record Packet Route 0
1002 I Timestamp 0
1003 I Provide s,c,h,tcc 0
1004 I Loose Source Route 0
1005 I SATNET ID 0
1006 I Strict Source Route 0
1100 A IP Fragment Attack 0
1102 A Impossible IP Packet 0

. show f ~ show ipu



I show f ~ show ipu

show ip audit count .

1103 A IP Teardrop 0
2000 I ICMP Echo Reply 0
2001 I ICMP Unreachable 0
2002 I ICMP Source Quench 0
2003 I ICMP Redirect 0
2004 I ICMP Echo Request 1
2005 I ICMP Time Exceed 0
2006 I ICMP Parameter Problem 0
2007 I ICMP Time Request 0
2008 I ICMP Time Reply 0
2009 I ICMP Info Request 0
2010 I ICMP Info Reply 0
2011 I ICMP Address Mask Request O
2012 I ICMP Address Mask Reply 0
2150 A Fragmented ICMP 0
2151 A Large ICMP 0
2154 A Ping of Death 0
3040 A TCP No Flags 0
3041 A TCP SYN & FIN Flags Only 0
3042 A TCP FIN Flag Only 0
3153 A FTP Improper Address 0
3154 A FTP Improper Port 0
4050 A Bomb 0
4051 A Snork 0
4052 A Chargen 0
6050 I DNS Host Info 0
6051 I DNS Zone Xfer 0
6052 I DNS Zone Xfer High Port 0
6053 I DNS All Records 0
6100 I RPC Port Registration 0
6101 I RPC Port Unregistration 0
6102 I RPC Dump 0
6103 A Proxied RPC 0
6150 I ypserv Portmap Request 0
6151 I ypbind Portmap Request 0
6152 I yppasswdd Portmap Request O
6153 I ypupdated Portmap Request O
6154 I ypxfrd Portmap Request 0
6155 I mountd Portmap Request 0
6175 I rexd Portmap Request 0
6180 I rexd Attempt 0
6190 A statd Buffer Overflow 0
IP AUDIT INTERFACE COUNTERS: inside
CIEER DTS = B

clear ip audit count

AR —Dv I =Fx—KIv o =27V T LET,

ip audit interface

AR —F A X —T oA AZHD Y TET,

ip audit name

N7y MRS T =F v FRIIERY S =F i &KL=
BEIHFTTHT 7 a ryEBET S, AR EEBEAERY
A ERC L T,

show running-config ip audit

attack

ip audit attack =~ > ROFELF R LE T,

show f ~ show ipu .



show f ~ show ipu I
. show ip local pool

show ip local pool

IPv4 7 R L AT —AE#R &R RT H121F, FidE EXEC £— K C show ip local pool =+ > K%
HALET,

show ip local pool interface pool_name

EX D pod_rame 7 KL ZX F— A D4R, F—ADY X N EHERTHICIE, 22 A LET,
avY K E—FK WRORKIZ, av v REANTEDLE—RERLET,

ARVEE— | TF7ATI7+—ILE—F LExaAYF4aAVTFER R

K

W=Ty bk | FSVRART |V T)L TILF
Lk
AVTXFRAM | VRTL

FikE EXEC * Xt — o« — _
avwy FERE yy— ETERE

Z

70(1) Zoawr R3BEMEShE L,

EELEOHA KSqY O~y Raeff L, iplocal pool =~y RTIER LI IPVA T KL AT — L ONEEFRT L
T, 607 —=E VE—RFT7 7 EAVPNEBLOY J A2 ) 7 THEASNET, IPve
7 RUL AT = &FoRT 5, ipv6local pool =~ REMHALET,

#l Iz, show ipv6 local pool =2~ > RO H %R L E7,

ciscoasa# show ip local pool test-ipv4-pool

Begin End Mask Free Held In use
10.100.10.10 10.100.10.254 255.255.255.0 245 0 0
Available Addresses:
10.100.10.10
10.100.10.11
10.100.10.12
10.100.10.13
10.100.10.14
10.100.10.15
10.100.10.16
. (remaining output redacted)...

. show f ~ show ipu



I show f ~ show ipu

BEa<w> R

= A L
ip local IPv47 RLA F— L Z2&E LET,
pool

show ip local pool .

show f ~ show ipu .“



show f ~ show ipu I

. show ip verify statistics

show ip verify statistics

=% X b RPFHEREDRKI T R v 7 L7eX Ty NORERRT 5121, it EXEC £—
R C show ip verify statistics 2~ > R&ff LET, ==F % X h RPF A Xx—7/LZT HIZ
%, ip verify reverse-path =~ > R&H L £,

show ip verify statistics [ interfaceinterface name ]

B DA inter face ([F8) 8 LinA v ¥ —7 =4 AOHEHEREF R LET,
interface_name

AT R FTI4LR Zoawry NI, TRTOA v F—T 24 ADWMEFEREFR T LET,

avY KR E—F WOFIZ, a~v REANTEHE—RERLET,

ARVKE— |T7A47 04— ILE—F X2 T4 0TFRb

K

=Ty K FSUART (VU TL TILF
Lk
AVTERE | VAT LA

FEHE EXEC o SIS — . R . —
av Yy FERE Jyy— TERNE

3

7.0(1) Zoa~vy RPBIMESIVE LTz,

Bl KIZ, show ip verify statistics =~ > RO DB Z R L ET,

ciscoasa# show ip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops

BEa<w> R avw Uk Bz

clear configureip verify reverse-path  |ip verify reverse-path ®%E% 27 UV 7 L £,

clear ip verify statistics =% A | RPF OftittE®ma 7 V7 LET,

ip verify reverse-path PAS—T 4 %< 2=F% v AR J =2 XA
HRERERE A A X — 7 /LIZ L E T,

. show f ~ show ipu



I show f ~ show ipu

show ip verify statistics .

avy kR

B

show running-config ip verify
rever se-path

ip verify reverse-path @

WEEZFRRLET,

show f ~ show ipu .



show f ~ show ipu I

. show ips

show Ips
AIP SSM TE%E SN TV DA ATREZR IPS (ARt v — 2+ _RCERT5I12IE, $5HE EXEC
F— K Tshowips a2~ REMHLET,
show ips [ detail ]

B DA deal (1) BV —DIDEHESLLETEFRLET,

ATV RFEIHIR T 7ANNOEBERHEIZH Y A,

avY KR E—F WDOEIZ, a~v FEANTEHE—RE2RLET,

OAY U RE— | T7AT7 74— ILE—F X2 FaVTFXE

K

=Ty K FSURRT (VU T L TILF
LYk
AVTFFRAR [VYRTFLA

FitE EXEC o 5t o i o %S . s s
avy RERE J)— ZEERNE

z

80(2) ZoawrRMBEMENEL

FRLEOHA RSy AT ary7TFALEF—FTE, ZOa~vr NI, VAT LAETAN=ATANT L LT~
TOEBE I —Z2FRLETN, a0 THFRANETAL=ZANTIE I THF A MIE DY LT
bt —DBrFRLET, KB —Z2aTF A MIEDYBTEZ LIZTHONT
i%, allocate-ips 2~ FEZML T 7EE,

A o —FIPS N—T 3 6.0 IETHEATX E 3,

#l Wiz, showips 2~ RO A% = LET.

ciscoasa# show ips
Sensor name

Wiz, showipsdetail =~ > FOHAHlZRLET,

ciscoasa# show ips detail
Sensor name Sensor ID

. show f ~ show ipu



I show f ~ show ipu

show ips .
ipsl 1
ips2 2
EEa<UFR av Uk | EEA

dlocateips| t ¥ = U7 1 2T F A2 Mdit o —%E 0 4 TET,

ips AIPSSM ~KhT7 7 4 v 7 238 L E7,

show f ~ show ipu .



. show ipsec df-bit

show f ~ show ipu I

show ipsec df-bit

BESINTA ¥ —7 =4 AD IPsec /7 v k@ IPsec do-not-fragment (DF B> k) KU —
EFRRTDHIE, Fa— L ar 7 4 Xab— g E— NEZIIRHME EXEC £ — R T show
ipsec df-bit =~ > N&H L £7, [F UEWAE £ show cryptoipsec df-bit =~ > R AT
TET,

show ipsec df-bit interface

BX DA

ARV KR TIAINb

AR E—F

ineface (% —7 =4 24 %I5ELET,

77 4N FOBERLEIZH Y EE A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

ARV RE— | T7AT7 24— ILE—F EXa2UTAaVTHRRE
k
=Tk | FSVRRT |V T)L RILF
Lk
AVTXFRAEM | VRTL
Ja—)L a o 5t o s o KHhE — —
V7 4% a
=g
FitE EXEC o i o i . %I _ .

avy FERE

FEREDHA RS54V

3l

Jy— EEAE
S

7.0(1) Doy RBRBEMENE L,

df By FOREIZL - T, W7 EMbS vz~ > ¥ —® do-not-fragment (DF) E v hdD I X
T LML DB GENRRED £F, P~y X —NODFEy MILD, T, AR Ty b &
TITA L METEDLNE D DPPRESNET, ZOREICHEDE, VAT LI O R
WZAMAID IPsec ™~y X —ZxtT 27 VT T XA M7y hODFE Y NOREEZ VT T D0,
RETHN, a—TFT 500N TNNEETLET,

WIZ, inside EWIHIA v H—T A ADIPsecDF By s IR o —2 K RTHHZRL
S

ciscoasa(config) # show
ipsec df-bit inside
df-bit inside copy
ciscoasa(confiqg) #

. show f ~ show ipu



I show f ~ show ipu
show ipsec df-bit .

BEavF av YR BrLL]
crypto ipsec df-bit IPsec /%7~ D IPsec DF B b WY o —ZFELET,
crypto ipsec fragmentation IPsec X7 hDTFZ T AT —ary R v—Z2RELE
R
show cryptoipsecfragmentation | [Psec /X% v hDT7 T 7 AT —va v KU v—& KR LE
B

show f ~ show ipu .“



show f ~ show ipu I

. show crypto ipsec fragmentation

show crypto ipsec fragmentation

IPsec N7 > DT Z T AT —vary K o—%FRT 512, Z7a— b ar7 o Fa
L—3 3 v F— N £ 7213454 EXEC & — R T showipsecfragmentation =~ > K& L £,
[A U &M% Hf-> show crypto ipsec fragmentation =~ > KT £4,

show ipsec fragmentation interface

‘X0

‘E-IDII:I

B

aAvU R E—F

ineface (> % —7 =4 AL EEELET,

WDOFEIZ, a~vr REANTELE—RERLET,

ARV KRE— | T7AT724—ILE—F XxaYFaVTFERE
k
W=Ty bk | rSVRART |V T)L 2 ILF
Lk
AVTEFRE | VAT L
=RV B S I . 5 . 5 — —
V7 4 ¥
L=z
F#HE EXEC SIS . ks . SIS _ —

av Y RERE

Jy— ZEERR
S

7.0(1) Zoavry RPBIMSIVE LTz,

EALDAA FSA > VPNICHT 557 v MARELT A, v AT ALy REET T RAYY KA s —T

3l

AADMTU L LET, N7y hOREELD MTU 282 2%551%, X7y N&T7 77 2
YMETORMERDHY EF, Zoavr NI Ty FERS{E L% (after-encryption) |
F IR BT %A1 (before-encryption) (Z AT LRy a7 T 7 A MET D0 E S
ERRLET, BEBALaiO NNy b7 Z 7 A Muldk, FRi7Z 77 A2 MeE bR, B
AR T =< VAR E T LS D20, VAT AOT 7 4V NEHEIZ 5 TV ET,

Wiz, Za—r_)r a7 4 X2 lb—3 g3y F— RT, inside EWIHIAFTDOA 2 —T =
A ADIPsec 7T VAT —ay R —5FrTH6 %7 LFT,

ciscoasa(config) # show ipsec fragmentation inside

fragmentation inside before-encryption
ciscoasa (config) #

. show f ~ show ipu



I show f ~ show ipu

show crypto ipsec fragmentation .

EEav> R

avy kR

Bl

cryptoipsec
fragmentation

IPsec Xy D7 TG T A T —vary RN o—2RELET,

crypto ipsec df-bit

IPsec /X7 FODF By b RY —%HELET,

show ipsec df-bit

EELIA LV E—Tx2AA ADDFEy bR —%FRLET,

show f ~ show ipu .



. show ipsec policy

show ipsec policy

OSPFV3 IZFRE AV TV D IPsecEF 27 Y7 M APL (SSAPD) EX =2V T 4R —2KR
THIZIE, Fa—sL a7 4 F a2 b—3 g v B— NE2IEHE EXEC £ — KT show ipsec
policy =~ R LET, ZDa~vr FORBEEATH S show cryptoipsec policy % i 1]
THZILEHLTEET,

show ipsec policy

show f ~ show ipu I

XD Zoawy RIZE, F—U— RLEKIEH Y FHA,
aAavy R E—FK WROFIZ, a~v REANTEDLE—FEZRLET,

AV KE— | T7PAT794+—ILE—F tXxa)TF4a2TEFRX b

X

=Ty K FSUART (VUL TILF
LYk
AVTHFRM | VAT A

7‘D*‘/§/I/ﬂ oﬂm oﬂm oﬁm —_ —_

V74 F =

Lr—g3

¥iHE EXEC o %t S S — —
avy RERE )— ZEEASE

2

9.01) o~ rFRBMENELE
Bl Wiz, OSPFV3 3L L i BT U — % S Bl a7 L £,

ciscoasa# show ipsec policy

Crypto
Policy name:

Policy refcou
Policy flags:
SA handles:

Inbound ESP
Outbound ESP
Inbound ESP
Outbound ESP
Inbound ESP
Outbound ESP
Transform set

. show f ~ show ipu

OSPFv3-
nt: 1
0x00000
sess 26
SPI:
SPI:
Auth Key:
Auth Key:
Cipher Key:

Cipher Key:
: esp-aes

IPsec client security policy data

1-256

000

8382208 (0xfff3000)
256 (0x100)

256 (0x100)
1234567890123456789012345678901234567890
1234567890123456789012345678901234567890
12345678901234567890123456789012
12345678901234567890123456789012
esp-sha-hmac

/ in 55017 (0xd6e9) / out 90369 (0x16101)




I show f ~ show ipu

show ipsec policy .

EEav> R

avy kR

Bl

ipv6 ospf encryption

OSPFV3 OFEFEE S HRARY o—2 R ELET,

show crypto sockets

X TRY Ty MERERRLET,

show ipv6 ospf
interface

OSPEV3 A v Z—7 = A AT HEMRELERLET,

show f ~ show ipu .



. show ipsec sa

show ipsec sa

IPsec SA DY A MERRTHITIE, Zu— b a7 4 X2 b— gy T— NEIIFHE
EXEC £— RC showipsecsa 2~ > REMEHLET, Zoa~vr FORBEEATHDH show
cryptoipsecsa #3252 L b TEET,

show f ~ show ipu I

show ipsec sa [ assigned-address hostname & 7213 IP address | entry | identity | inactive | map
map-name | peer peer-addr ] [ detail ]

B DEREA

AR R FIHILE

aAvU kR E—F

assigned-address

(A7vay) BESHNEARAMMERIZIP 7 KL AD IPsec SA & Fom

L/i—g_‘o

detail () BRENTVD LOICHT DT —fFH 2R R LET,

entry (A7 a) IPsecSA 27 7 KL ADIEICERLET,

identity (A7 a ) IPsec SA % ID DIEICRK R LE T, ESPIFEENEH A,
IR L ST,

inactive (FFvay) VI T74 v EBETIENTE/AU IPsec SA # R /- L F
—g—o

map map-name (47T a ) FRESNTEZ Y TR <=y 7O IPsec SA HFE R L E T,

peer peer-addr

(7> ay) BESHEETIPT RLAD IPsec SA 5= LE T,

77 4V FOBIEREIZH Y EE A,

WDFRIZ, a~vr REANTEHE—RERLET,

ARV EKE— | T7AT7 0+ —ILE—F Fal)T4aVTFRb
K
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM |YRTLA
Ja—\)L o o it o it o it o it —
V7 4F =
Lr—g
¥t EXEC o %I o KHiE o KHiE o KHiE —
avy FERE Jy— ZETHEAR
z

7.0(1)

Zoawy RpBMmEnE L,

. show f ~ show ipu



I show f ~ show ipu

1

show ipsec sa .

Jy— EEAE

9.01) OSPFV3IBLP~/ILF aFTF A~ T— ROV FR—Fn@IMEHE L,

9.14)  HVUTHNIPV6 T KLU AZNMEL, IKEV2T 27 /v T 7 (v 7 DFLTHEC,
GRE 7 AR—hK FE—FRKDEX2 VT4 TYvZ—varizrT Loz, Hh

DEFINE L,

wiZ, Za— )L a7 4 Xal—3i g F— RT, IPsecSA X FrT H5 %2R LFE
T, T2, HOYTHENTIPV6 T RLA, BELOMTZ VAR — K £— K& GRE
T ALDERRPEENET,

ciscoasa(config)# sho ipsec sa
interface: outside
Crypto map tag: def, seq num: 1, local addr: 75.2.1.23
local ident (addr/mask/prot/port): (75.2.1.23/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (75.2.1.60/255.255.255.255/47/0)
current peer: 75.2.1.60, username: rashmi
dynamic allocated peer ip: 65.2.1.100
dynamic allocated peer ip(ipv6): 2001:1000::10
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 18, #pkts decrypt: 18, #pkts verify: 18
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 4
local crypto endpt.: 75.2.1.23/4500, remote crypto endpt.: 75.2.1.60/64251
path mtu 1342, ipsec overhead 62 (44), override mtu 1280, media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: D9COQFC2
current inbound spi : 4FCB6624
inbound esp sas:
spi: Ox4FCB6624 (1338730020)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28387
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x0003FFFF OXFFFFFFFF
outbound esp sas:
spi: 0xDI9COOFC2 (3653242818)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28387
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

show f ~ show ipu .



. show ipsec sa

show f ~ show ipu I

Wiz, Za—)bar 7 4 Xal—3 a3y F— RT, IPsecSA ZFrd A0 %2 ~LE
T, ZIWIIFER TR ORENEEN., PN OSPEV3 & L TRENTWVET,

ciscoasa(config) # show ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)

current peer: 172.20.0.21
dynamic allocated peer ip: 10.135.1.5
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
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#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 2, #pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.:

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac

in use settings ={L2L, Transport, Manual key (OSPFvV3),}

slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac

in use settings ={L2L, Transport, Manual key (OSPFv3),

slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

ciscoasa (config) #

)

172.20.0.21

}

GE)  IPSecSARY v —iZ, 7T 7 AT —3 3 i IPsec FELDORNZIAT D L AT SN
TWAEE, 777 AT —va UfaHEdRiE. 77 7 AT —3 a VRIOFEHE#]
T, SARY I —IT, 7T AT —3 3 3 Psec WHOBICRET L EHTL SN
TWARE., 797 AT —3 a U EOMEHERPFETRENET,

WIZ, Za—)L a7 4Fal—yary B—RT, defEWHLFIOZ Y F <

7°®D IPsec SA #F T HH &R LET,

ciscoasa(config)# show ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify:

. show f ~ show ipu
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I show f ~ show ipu

show ipsec sa .

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480

IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672
#pkts decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-mdS-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263

IV size: 8 bytes
replay detection support: Y
ciscoasa (config) #

WRIZ, Z7a—\)bary7 4 FXal— 32— T, F—U— Kentry IZx9 5 IPsec
SA ZFRT DR LET,

ciscoasa(config) # show ipsec sa entry
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

show f ~ show ipu .



. show ipsec sa

show f ~ show ipu I

#pkts digest: 0

#pkts verify: 1147

#pkts decomp failed: 0

#pkts encaps: 0, #pkts encrypt: O,

#pkts decaps: 1147, #pkts decrypt: 1147,

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: O,
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,

path mtu 1500,
current outbound spi:
inbound esp sas:
spi: Ox1E8246FC
transform:
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3,
sa timing:
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68
transform:
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3,
sa timing:
IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8

ipsec overhead 60,
DC15BF68

(511854332)

(3692412776)

Crypto map tag: def, local addr:
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.135.1.8

remote crypto endpt.:
media mtu 1500

esp-3des esp-md5-hmac

esp-3des esp-md5-hmac

10.132.0.21

crypto-map: def
remaining key lifetime

(sec) :

crypto-map: def
remaining key lifetime

(sec) :

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723

#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi:
inbound esp sas:
spi: O0xB32CFOBD
transform:
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4,
sa timing:
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35
transform:
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4,
sa timing:
IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

ipsec overhead 60,
3B6F6A35

(3006066877)

(997157429)

esp-3des esp-md5-hmac

esp-3des esp-md5-hmac

media mtu 1500

crypto-map: def
remaining key lifetime

(sec) :

crypto-map: def
remaining key lifetime

(sec) :

WIZ, Z7a—Lary 7 4 X2 b— 3y F— T, $—U— K entrydetail %1{#H

L T IPsec SA # =T B4 %2~ LET,

ciscoasa(config)# show ipsec sa entry detail

peer address: 10.132.0.21
Crypto map tag: def, local addr:
local ident (addr/mask/prot/port):

. show f ~ show ipu

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)



I show f ~ show ipu
show ipsec sa .

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: O
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-mdS-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-mdS-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322

IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: O
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac

show f ~ show ipu .



show f ~ show ipu I
. show ipsec sa

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

WIZ, ¥—U— R identity ZffH L7z IPsec SA Dl Z R L ET,

ciscoasa(config)# show ipsec sa identity
interface: outside2

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC1l5BF68

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current _peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

Wiz, F—U— K identity B L detail Z{Ef L7z IPsec SA Dz~ L £,

ciscoasa(config)# show ipsec sa identity detail
interface: outside?2
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: O
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DCI15BF68
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

. show f ~ show ipu



I show f ~ show ipu
show ipsec sa .

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73771, #pkts encrypt: 73771, #pkts digest: 73771

#pkts decaps: 78926, #pkts decrypt: 78926, #pkts verify: 78926

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73771, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

KOETIE, IPv6 TEIY S THNTT R R IZHSUWTIPSecSA #F 5 LTWVWET,

ciscoasa(config)# sho ipsec sa assigned-address 2001:1000::10
assigned address: 2001:1000::10
Crypto map tag: def, seq num: 1, local addr: 75.2.1.23
local ident (addr/mask/prot/port): (75.2.1.23/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (75.2.1.60/255.255.255.255/47/0)
current peer: 75.2.1.60, username: rashmi
dynamic allocated peer ip: 65.2.1.100
dynamic allocated peer ip(ipv6): 2001:1000::10
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 326, #pkts decrypt: 326, #pkts verify: 326
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0 #TFC
rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 35
local crypto endpt.: 75.2.1.23/4500, remote crypto endpt.: 75.2.1.60/64251
path mtu 1342, ipsec overhead 62(44), override mtu 1280, media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: D9COOFC2
current inbound spi : 4FCB6624
inbound esp sas:
spi: Ox4FCB6624 (1338730020)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFE
outbound esp sas:
spi: 0xD9COOFC2 (3653242818)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

show f ~ show ipu .



show f ~ show ipu I
. show ipsec sa

EEa<w ok avyk B

clear configureisakmp TRTOISAKMP 227 4 X al—2ara227 U7 LET,

clear configureisakmp policy |4 _XTPHISAKMP RV > — a7 4 Fal—i g 42707

LET,
clear isakmp sa IKE TV ZALSAT—E_N—2%27 )7 LET,
isskmp enable [Psec 7 7% ASA L{ET DA % —7 = A A LD ISAKMP

rAvT—va kA RX—T VI LET,

show running-configisakmp |7 75 ¢ 772 ISAKMP 2> 7 4 X =2 L—3 3 v AT _RCHER
LET,

. show f ~ show ipu



I show f ~ show ipu

show ipsec sa summary .

show ipsec sa summary

B DEREA

AR TIAIE

ATV R E—F

IPsec SA DERZFRT HITIE, Zu—r )b a7 X2 b—v 3y T— FEFIIEHEEXEC
£— KT showipsecsasummary =~ > R&2H L £,

show ipsec sa summary
Zoawy R, BIEERLRERITIH Y XA,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
=Ty F FSURRT (DT TILF
LYk
AVTHFRAR | VRTL
Jua—n)L a o Xtha o X5his o S5 o St _
V7 4%
L—ya v
¥yt EXEC o %t o« S o %t o XF —

avy FERE

il

JU— EERE
A

7.01)  Zoawr RREMERELE.

90(1) =L FarTHRAME—ROVR—IFRBEMENE L,

KIS, Za—r3L a7 4 Fal—ay B— KT, ROBHES A 7HIIC Psec SA
DER ZRTRT D0 2R L ET,

* [PSec

* [PSec over UDP

 [PSec over NAT-T

* [PSec over TCP

*[PSec VPN & — K RXZ v 7

ciscoasa(config)# show ipsec sa summary
Current IPsec SA's: Peak IPsec SA's:
IPsec : 2 Peak Concurrent SA : 14

show f ~ show ipu .



show f ~ show ipu I

. show ipsec sa summary

Peak Concurrent L2L : 0
Peak Concurrent RA : 14

IPsec over UDP

IPsec over NAT-T :
IPsec over TCP

IPsec VPN LB

Total : 1
ciscoasa(config) #

SO oy N

BEa<w> R av ok ERBA

clear ipsecsa |IPsecSA % 5ERITHIRT B2, BFED/RT A —FITFESWTHIBRL £,

showipsecsa [IPsec SA ® VU A & FE < LET,

show ipsec IPsec FEaHEHRD U A M EFRRLET,
stats

. show f ~ show ipu



I show f ~ show ipu

show ipsec stats

IPSecHREHMEHRD U A FE2FETFTHIZIE, Fe— a7 4 Xal—3 g B— REIIE
FE EXEC & — R T showipsecstats =~ > R&EH L E 7,

B DEREA

AR TIAIE

ATV R E—F

show ipsec stats

show ipsec stats .

Zoawy RiOiE, F—U— FREHIIH Y ¥ A,

T 74N FOBERERSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
=Ty k FSURART (VT TILF
LYk
AVTHFRAR | VRTL
Jua—n)L a o Xtha o X5his o S5 o St _
V7 4%
L=z
¥#HE EXEC o S5 o s . Stk . %I _

avy FERE

HEREDAA K1Y

JU— EERE

7.01)  Zoawr RREMERELE.

9.0(1)  ESPV3#EHEWAIPSec 7LV AT AL LIRS, wIAF AL FHF AN EF—FR
DY R— FMBEMESE L=,

wIZ, HAO= 2 P UNTRTARICOWTHA LR EZRLET,

Hh

Bl

IPsec Global Statistics

DT ariE, ASA Y AR— M5 IPsec bRV OFSEIZES
ZLUET,

Active tunnels

HAESE SN T 5 IPsec b RV DEL,

Previous tunnels

P SINT-Z 3B D IPsec b RNDE (T 7T 4772 b Rv
wEte) .

iG]

D' aiE, IPsec FURAEN LTRELE-EERS NS
74y 7R LET,

show f ~ show ipu .



. show ipsec stats

show f ~ show ipu I

Hh E%EA

Bytes ZE LIRS NT 7 4 v 7 OA MK

Decompressed bytes JEMEREBR N AT SN RICZE SN S N T 7 0 v 7 ONA MK

AT 258) o FEMRA R—T NV TRWEE, ZOh T 2%

W kRO o2 EELL R DIETTT,

Packets AE ST IPsec B 5L/ N7 v b DR,

Dropped packets ZEENTZNTT—DH Fa v 7 Sz IPsec 5L 7 v b D
H,

Replay failures ZAG STz IPsec B B{b 7 v MzoWw TR En=7>F U 71
A DRI,

Authentications 212 XN 7= IPsec BE BAL A MTOWTIEIT I N AL DL ThEk,

Authentication failures

A5 ST IPsec i 5k X7 BT DU TR S U7 RERED R

Decryptions ZAE &7z IPsec B 5 b/ 37 v MIZHOWTFEITENTZ1EH Bb DRk L)
.
Decryption failures g SN Psec G 5L/ MIZHOWTHH S 7-18 5 D 2B,

Decapsulated fragments
needing reassembly

HEENNERIP 7T 7 A M aEdTeiE 5 IPSec /347 v b DL,

715 o7 valE, IPsec N T 7 4 v 7 BN L TEEINDIEEZ Y
TTHRAN 7740w 7IZBRLET,
Bytes IPsec > XN EN L THFBALBIOEEENE 2V T TF A2 b

T 47 DA N,

Uncompressed bytes

IPsec > R/ %I L CHREEALEB X O E SN EMMER S =2 Y
TTHRAN NTT 47 ORA MR, ERERA =T VTRV
B ORI EFTROI T o Z LELL R BIET T,

Packets IPsec o XL EI L THRBILB IO EENDZZ VT TH A kX
VA ANL &

Dropped packets IPsec b2 LN L THESALB IO E SN, =T —2NFKT
Fay7&N=7 07 7F% A X7y b,

Authentications IPsec k> RV %I LCTEE SND /37 v MTOWTHEIT S IVZREGE

DRI,

Authentication failures

IPsec b2 RN ZI L CIEE EINDH 237 v MIOW TR S 7-38GE
DRI

. show f ~ show ipu



I show f ~ show ipu

show ipsec stats .

HAH

Bl

Encryptions

IPsec b > RNV EN L TIEEEND T MZOWTE TIN5
LD Rk h%,

Encryption failures

IPsec b > RN EN L TEEIND N7y MIOWTHRE S5
b KBk,

Fragmentation successes

FAE Psec N7 v FOEWO—H E LTIFITINTT T T AT —
> a RO BRI,

Pre-fragmentation
successes

A5 IPsec /N7 v NEHAD—E L L THEITSI N2, BB L= Fni~
FITRAT—a VBEDH, FRIT7 I AT —vaiE, 7Y
TTHXAN Ty MEFLS, 1 DLl ED IPsec X7 > &L
THh 7B ENDENCATOIVET,

Post-fragmentation
successes

315 IPsec 737 v NEHBO— L LTFEIT SN, I LI-FRT~
FITAT—va YBEDRR, FHRT T ITA T = a sk 7Y
TTX AR Ry RS L&A, IPsec X7y R ELTH B
ILENDZEIZE > TEEDIP 75 7 A v FBMERR SN D HIICATH
NET, o077 722 b, HEHLENCHBRET 2L ERH
nET,

Fragmentation failures

515 Psec /5% bOEWPUCHAE LT TS AT —2 3 v Dk
ok

Pre-fragmentation failures

JE15 IPsec /7 POEMPIZREL TV 7T T AT —vay
DI, FEMT7F /AT —vavid, ZITTHFRA NSy b
DEF L&, 12 EDIPsec /X7 v b & LTH 7 E/MMES DI
IThbhEd,

Post-fragmentation failure

BAE IPsec /N7 v NOEBPIIHKAELIERA N T T 7 AT —2 g
ORI, FHRTTITAT—vaE, JITTRA NNy
N 23ESE S AL, IPsec/ X7y hE LT T BMEENDZ LI L -
THEEDOIP 7 7 7 A2 FIMERSNDENATONE T, ZhAbDT
7 A NI, HEERNCEEET ZIHNERH Y £7°,

Fragments created

IPsec DEHD—E L L THER ST 7 7 7 A M D#,

PMTUSs sent

IPsec > AT AT L5 TEEINT/NAMTU A vE— 0%, 1Psec
1. K5I, IPsec b R ZN L TCEETHITIIRETESL AN
7y M EEE L TODHNERA A Mk L TPMTU A vt — U %%k(E
LEd, PMTU A vE—I0%, RA DO MTU Z{&< LT, IPsec b
VRNENLTEGET DRy OV A XEe/NESLTHEEFA
MIRDH D A vE—TTT,

show f ~ show ipu .
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show ipsec stats

show f ~ show ipu I

HAH

Bl

PMTUs recvd

IPsec VAT AMIE > TZESNTZ/NAMIU A vE—0O8, [Psec
X, R RV ERNLTERETH Ty ERRETE TRy NU—7
BEREZBEBRTERWGEAE, XUV AN —ADRy NU—T7 BRI
HRNAMTIU A v =Y aZELET, NAMTIUA v E—V%2%(F
F 5 &, IPsec ITiEH ., b2 FMTU #{K< LE T,

Protocol failures

ZAE LI ARIERERD IPsec /37 v ~DEL,

Missing SA failures

BESNTZIPsec ExX 2T 4 TV —2 5 UNFELRYD, B
K E T IPsec DEIEDEL,

System capacity failures

IPsec ¥ AT LDOEREB 43 TRWZHDT —4 L— &P R— kT
XN EMJRKTE T TE 720 [Psec DEMEDEL,

WO T a— )L a7 4 Fal—ay B— RTCANTSE, IPSec #EHEHRD

KRSNET,

ciscoasa (config)# show ipsec stats

IPsec Global Statistics

Active tunnels: 2
Previous tunnels: 9
Inbound

Bytes: 4933013

Decompressed bytes:

Packets: 80348

Dropped packets:
Replay failures:
Authentications:

4933013
0
0
80348

Authentication failures: 0
Decryptions: 80348

Decryption failures:

0

Decapsulated fragments needing reassembly: 0

Outbound
Bytes: 4441740

Uncompressed bytes:

Packets: 74029
Dropped packets:
Authentications:

Fragments created:

PMTUs sent: 1

PMTUs recvd: 2
Protocol failures: 0
Missing SA failures:

0

4441740

74029
Authentication failures: O
Encryptions: 74029
Encryption failures: 0

Fragmentation successes: 3

Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures: 2
Pre-fragmentation failures:1
Post-fragmentation failures: 1

10

0

System capacity failures: 0

. show f ~ show ipu



I show f ~ show ipu
show ipsec stats .

IPsec 7 ue—F 70— REYR—LT57T7y FT7+—LTiE, HAOZIZAE7e—FK>7
O—Dh U ENERIN, BEDOH T X3 A7 — Ry —LELT7n— K7
0—DEHBPFRREINET,

ciscoasa# show ipsec stats

IPsec Global Statistics
Active tunnels: 1
Previous tunnels: 1
Inbound
Bytes: 93568
Decompressed bytes: 0
Packets: 86
Dropped packets: 0
Replay failures: 0
Authentications: 0
Authentication failures: O
Decryptions: 86
Decryption failures: 0O
TFC Packets: O
Decapsulated fragments needing reassembly: 0
Valid ICMP Errors rcvd: 0
Invalid ICMP Errors rcvd: 0O
Outbound
Bytes: 93568
Uncompressed bytes: 90472
Packets: 86
Dropped packets: 0
Authentications: 0
Authentication failures: O
Encryptions: 86
Encryption failures: 0
TFC Packets: O
Fragmentation successes: 0
Pre-fragmentation successes: 0
Post-fragmentation successes: 0
Fragmentation failures: O
Pre-fragmentation failures: 0
Post-fragmentation failures: 0
Fragments created: 0
PMTUs sent: O
PMTUs rcvd: O
Offloaded Inbound
Bytes: 93568
Packets: 86
Authentications: 0
Decryptions: 86
Offloaded Outbound
Bytes: 93568
Packets: 86
Authentications: 0
Encryptions: 86
Protocol failures: O
Missing SA failures: 0
System capacity failures: 0
Inbound SA delete requests: 0O
Outbound SA delete requests: 0
Inbound SA destroy calls: O
Outbound SA destroy calls: 0

show f ~ show ipu .



show f ~ show ipu I

. show ipsec stats

BEavT UK avw vk Bl
clear ipsec sa BEINTZNRTA—=H|ZHE ST, IPsecSA F7iZ oo 2% 7 Y
TLET,
cryptoipsec N ATr—Aty FEEFELET,
transfor m-set
show ipsec sa BEINTZRNTA—F|ZEHE ST IPsec SA #F R LET,
show ipsec sasummary |[Psec SA D EKZFR L E7,

. show f ~ show ipu
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



