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BIX, 58X 27 R— M CREELIFFEINTCEXF 2T MACT RLARBIOEF =

. N FRLASEYTADF=HDT T—I)LA—/\—
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| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—rni—o7F7int |

T AR=PMIBEHL, AL v TFOR—bF X2 T A ERICK > GERT 7 7031 b
HETEELET,

eI RTOALTHANIDLED, 1BEOEEORKINSDOA LV F—T 2 AEE=HF T
i—a—o

T IT 4 TIAR N, T = — )L A —/3— & VPN IPsec b R/IVDEA, SNMP M L
TVPN "o RNV ETT 7T 47T 22y hERF UL, 2=y NOWHFEE=FTHI L
T TCEERA, AR, 2=y NMIET 77 4 7 VPN b RN 280, NMS I
Fonz 774y 273 Fry7rSiEd, bV ICH B & SNMPv3 & ff 34U,
IPsec b2 RV AREIZ/RY F7,

cTITATITIT 4T 72— A —"—=TlL, ALIAr7FAMND2ODA 4 —T =
A A%[E L ASR V=7 NTRETDHZ LIXTEEHA,

T ITATITIT 4T 72— A —R_R—=TlL, K2ODT =— VA —NR— T —T%
ERTEET,

T ITATITIT 4T 72— —R—=TT z2— )L —"— T —T%HET 58546
X, 72— A== TN —T 1 ZEBICHIRT DLERHY £T, 7o — A ——
TN—TTIFIZEH LTI A MR EENE T, 7o— A — =7 —TZEH Y
THNTVWARWNWI L THFAMITRT, 74NV TT =2— L F—R_—F)L—T1|{272 1
F9, IUTFAMBRIRMIZEVETONTNDE 7 =— v —_— L —TFHIR T
FEA,

TJx—I)LA—IN\—DT T+ k

T 74N NTIE, 7= A== R U= IROFERGENET,
« AT — TV T = —)bF—"—TO HITP EHUIITb ¥ A,
DA =T 2 A AEETT = — VA — =D ThiIET,
e AV H—T A ZADKR—V > TRHIIT S TT,

e AU H =T A ADK—/L FKFEIL 25 BT,
AEEOR—Y RN 1 BT,
o BEHE O R — L REFRIE 15 BT,

A MAC T RLRZ~/LTF arFTF A FB— FTEMLEINTUVWET, ASASM T,
T 7 F IV N THNI > TOET,

T RTOYHA L H T oA A, £T2IZASASM DOBE ., TR THOVLANA V F—T = A A
=X T LET,

N FRLSEYTADFE=HDT T —ILA—/\— .



N FTRASE)TAD=HDT z—)LA—3— |
B 7770504 sx—nt—n—onx

TOTATIREVNA TT— LA —IN—DFEE

TIT 4 TIAR N, T 2=V —N—%RETHIE, I/~ VEEEED TV EE
DMl TR T = — NV A — =R EEHER L ET, TOMTRTCOREET T A~V HEE
TOIR Tk, BH T VHEEICGRELRPIEET,

— \ » Y o Jupe— 4 E I_l_I
TIOTA4TIREZINA TJx2—ILA—I\—DTSAI)EEDET
COEDOFEIH ST, TIT A TIAF N, T 2=V —=NN—ERDOT T4~ ) ZRTEL
¥4, ZOFIETIE, 7I9A~VEBTT z— G —NR—% A 2—TNCT A= DINE iy
INDaL T 4 Falb—arPHAESNTWET,
1R BHIIZ

e Tx— VA —N—= Y I L 2ATF— | VI HERESTRTOAS F—T 2 ADAZ LN
AIPT RVAZRETHI EEHRLET, "M MY —FRA 2 MERIZ3IIEY NV
Txy b AT EBFERTIHEE, AL IPT RLAZRELRNTLZE,

s Tx—F—NR—= YT BIORAT— K U7 nameif ZFEE LN T E0,

e NF AUTHAR T RTHE, VAT LAFEITAR—ATROFIEEZFATLES, a3
TXARND VAT LFATAR—RZH Y 2 5121E, changetosystem =~ > K& AJj L
EJ RN

FIE

ATV TN ZO¥BEETIAVEBICHEELET,
failover lan unit primary

AT9T2 T2 A—N= D7 L LTHERT A0 =T = A ZERELET,
failover lan interface if name interface id

&1

ciscoasa (config)# failover lan interface folink gigabitethernet0/3

IDAVE—T oA AX, MMOBMIITHEATEEEA AT aroRrT—18 U713k
<)o
if name 518UE, A H—T = A AZLEIEEID S TET,

interface_id B1¥0\21X, T—HWMEA L H—T 2 A A B TA L HE—T 24 A, JLEA VX —

7 = A A, F721% EtherChannel f > % — 7 = A AID Z45E T& £4, ASASM TIX, interface_id
{2 VLANID Z$57E L %97, ASA 5506H-X DEAIZIRY . HH 1A v F—T =Af A% T 2 —
NA—=R—= V7 L LTHETEET, TOEAIL, write memory TRELZREL THHT

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—

ATvT3

ATv74

ATy TH

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

NA ZA%zreload T A2MLENHVET, XM A2V a—RLEBIZ, 2O F—T (R L
ASA FirePOWER ¥ 2 — VD% 7 = — LA —_— |2l Tx 72 < 720 3, ASA
FirePOWER & 2 — /VIZITIEBEAA L X — T 2 A ADBMETHY . FOA L Z—7 = A A%
1 SOBEICOIFFHTE £9, FirePOWER9300ASA ¥ X% =2V F £V 2—/LTlE, T—X#
BATEINTEBRIA TOEBEDA LV F—T = A AT ET,

TITATIPT RVALERZ U NAIPT RV ARET 2 — )b — "= U 728D Y TETS,
failover interface ip failover if name {ip_address mask |ipv6_address / prefix} standby ip_address

1 -

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

EN g

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

IOT RUVRIREHADOY 72y b RIZRFIERY 8L, ZOVTHxy MIIPT KL A
M2 D31 By b (255.255.255.254) 1T 52N TEET,

ABUNAIPT RLVAE, 72747 IPT RLALFELY TRy NCTHLLERD Y 7,
T2 NF == YT B =T VI LET,
interface failover interface id

no shutdown

1 :

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if) # no shutdown

(AFvary) Z7—=F Vo7 ELTHERT LA =T =4 AZEELET,
failover link if’ name interface id

1 -

ciscoasa(config)# failover link folink gigabitethernet0/3

Tx—NF == VI ERAT— K Vo7 /T HTENTEET,
if name 518UE, A H—T = A AZLETEEID S TET,

interface_id 5141, WA L Z—T = A A YT L F =T = A X, LRA LV H—T = A
A, FE721% EtherChannel f > % —7 = A A ID Z5E CTX £7, ASASM T, interface id |
VLANID Zf5E L £,

N FRLSEYTADFE=HDT T —ILA—/\— .



NA TRLASEYTADI=HDT z—)LA—/"— |

B 75525254 7z—nt—r—0T51 7 U EBORRE

ATvT6

ATy T17

ATvT8

BDOARAT—r V7 HBBELESES. AT—bMV U777 4T7IPT RLARAERZ A
IP7 FLAZEY B TET,

failover interface ip state_if name {ip_address mask |ipv6_address/prefix} standby ip _address

1

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

A g

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

ZOT RVAE, Zx— A — "=V 7 L3RR DREMOS 7 X v b RiZRTniEien %
Hho ZOYV TRy MIIPT RLAR 292D 31 By b (255.255.255.254) 1235 Z &0
TEFET,

ABUNRALIPT RLRIE, 77T 47 IPT FLAERULY 7Ry b THIMLERH Y 1,
AT — K V7 2T 285813, ZOTFIEEZ EIZL TSN,

BOAT—K VI ERELESGA. A7 — MV 724 3= NI LET,

interface state_interface_id

no shutdown

&1

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

A7 — N Vo7 2EFTE5481F, COFEEZEIETLTLEEN,
(FFvay) Zoa—NA—R_"— VY I BLOAT— K U7 OBEEZRKSLT 51213, K
DONTINEFEITLET,

o () TNTOT z— VA= —lBRER ST 210, BEROY 2 —VA—s3— )
YT BIOAT— 1 U7 O IPsec LAN-to-LAN b RV &S L ET,

failover ipsec pre-shared-key [0 | 8] key
i

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 13Hc K 128 LFTCTH, MFOEBEICFHUF—Z2HBELET, F—IFTIKEVIZE->THhH
VRIVEMNLT AT SN ET,

VAL = NRAT L= (AL — AT L—ADFREEBR) ZHHLTOHHA. F—
Far 74 X¥alb—va AT LERTHWET, a7 Falb—rarhbat—
T 58510 (72 & 2% more system:running-config O H 1/ H D2 —) | F—U— 1§

. N FRLASEYTADF=HDT T—I)LA—/\—
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| M 7RASEYTFADEODT T —ILF—1—

ATvT9

ATy 710

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

EHALTCEF DB INTWAZEERELET, T 740 FTiE, BEafbEnTn
IRV AT — RERRET D 0 NEHINET,

show running-config @ | /) CTi3. failover ipsec pre-shared-key [ ***** D X 5 [ZFR/RE 1
9, ORI INEF Tz —T&EHA,

Tx2— VA —R—=U o ITBLOATFT— MU I OB LERE L2WGAE, 7 o—VF—
N—BFEIEZ V7 TFA M0 T, Zo@EFIida~y NMERPIZEEINS 3
TA4X 2l —2 g rNOTRTONRNAT— RRF—HEaFNET,

IPsec ff 51k & L T — O failover key B LDl G232 Z LI T EH A, WD
TEEBRE L2 alE, Psee NMEASNET, 72720, v~ AZ— R"AT =&
D%4A . IPsechf %ﬂﬁ%uxﬂij"é AiflZ no failoverkey =~ > REfEH L T7 = — A4 —/—
F—ZHIBRTZ2MLERH Y T,

7 = —)L A —/3— LAN-to-LAN k> %LiX, IPsec (FODOMD VPN) T A & o A2 iXi
ShEHA,

|/

(AFvay) 72—nNA ==V I7BILOAT—K V7 D7 =—)V A ——3
L LET,

failover key [0 | 8] {hex key | shared_secret}
i

lll

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 SLFD shared secret £7213 32 3LFD 16 E X — %2 L E I, shared secret (’
(= %I%\ jf%\ FITAEHAOEEOHAEbY EFEATE £, LAMEE-IT
R — IR S — 2 R T A 7O S E T, WO EIZHE X — %%ﬁbi
7,

VAL = RAT L —R (RAZ— NAT L —ADFEESHR) ZHEALTWLIEAE, I
AMEEIL 6 EEF—IEa 7 Falb—va VAT LI TVET, a7 ¢
Xal—varhbabt—F585F (72 & 21X more system:running-config ™t /175
DaE—) | F—U—F8 AL THAMEEIL 16 EHF—DH St Tnd 2
CEELET, 774/ P TIE, B LS TOWRNWAZAT — REHET 5 003EH S
WET,

failover key O ILEF % X, show running-config D [ J71C ***+* LFRRINFET, Z DO~
A7 ENTF—Far—TZEHA,

Tx2—NVA—R—=J I BILOAT— U IO LEREL2WGA, 7o—Ld—
N—BEIZZ VT TFA MRV ET, ZoBEFICIFa~y MERPIGRESLs 2
T4 X2l —2 g rNOTRTONRNRAT— RRF—HEaFNET,

T o= —=R—f X =T LFET,

failover

VAT A Ay A X al—arE 7Ty a AEVITRIFELE T,

N FRLSEYTADFE=HDT T —ILA—/\— .
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N TRASEYTFADE=dDT —LA—n— |
B 75525254 Fz—nt—ri—oth s EBORRE

write memory

51
WIZ, oA VEBHO 7 2 — 1 F—_"— RT3 A—FOREHERLET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

TIOT4TIREIN, Tx—ILA—NN—DEHUFVEEBEDERTE

AT VEBIINER T X2 b —vaE, T A== T Dar T ¥ a
L—a 2T, X VEEICE, SO~ VEEEYIICEET 0L, b
Da<wy RIRETT, 774V EENREI X VEEIZay 7 4 X2 lb—va a2k EGL
72t%, 225037 4 X2 b—1 3 URETHE— REOME ST failover lan unit =~ > T
T, ZOa~vy RCREBN T T4~ U h o Z U nEi#ilLEd,

188 BRI
o 7 x— LA —N— U I BIORAT—F U 72 nameif Zi%E L2V TLZEV,

e NF AUTHAR T RTHE, VAT LAFETAR—ATROFIEZFATLES, a3
TXARND VAT LFATAR—RIZH Y 2 5 121E, changetosystem =~ > K& AJj L
\i—a—o

FIE

AT w71 failover lan unit primary 2~ > R&[RW\WTC, VI A/~ VEELFH--<FALa~vy NEHEAN
L %7, {E& Cfailoverlanunitsecondary =~ RIZE #2252 & 1 TX 97, secondary
T 74NV FREDT-SH, MAHETIEOVERA, 77T 4 TIAZ N, T 2— )L F—"—D
TIA~VEBORE 365—) 2BRLTIEEN,

RITH 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa (config)# interface gigabitethernet 0/3

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
7974970747 7z—nA—rn—ozz |

ciscoasa(config-ifc)# no shutdown

ciscoasa(config-ifc)# failover link folink gigabitethernet0/3
ciscoasa(config) # failover ipsec pre-shared-key a3rynsun
ciscoasa (config)# failover

ATV T2 TJx— A —NR—ar 74 X2l —arBEEnN-%7T, a7 Xal—ars7
Tyva AT VIEELET,

ciscoasa(config)# write memory

TO9T4TI79T4T TJx—ILA—IN—DEFE

ST TI2T4TIT T 47 72—V —"—DFEFECDOWTHEHA L ET,

— ~ — ~ Y @ Jue— 4 E I_l_I
TFIOTADI7I9T4T T2—IA—NN—DT AT EEDHKRTE
COBEDOFNEHEST, TI2T 4TI T IT 4T TJxo—NF—N"—a 7 (X2l — 3T
TIAVEBLZRTELET, ZOFETIE, 7IA~VEETCT2—NA—R—% A X —T
JNCTAEDICERE/NDOa L 7 4 X2 b—a URNHAESNRTWETT,
1R BHEIIZ

e ILF AT HAKNET—ROEMEELITT 4 =T NMEIZHES T, wIF a T F A
FE—REAR—TMILET,

N—T Yy NE—RALE T2 AL NT VAT VN E—R A F—T A RIT
T, 72— NA—=NR= VI L RAT—F VT ERSTRTDOA L Z—T A AD
ABUNAIPT RVAZBRETHI MR LET, A2 MY —F A > MERIZ 31
'y bV TRy bR EHATIHE. AX AL IPT RLAZRELRNTLIEX
AN

¢« T x— )V F—NRN— VU I BIORAT—F U272 nameif Z5E LW TL 72X,

s TOFNAIZT AT AFTANR—ATHEITLET, IUTFA DL VAT AFITAR—R
(ZY) 0 B %2 5121E, changeto system =~ > K& AJJLET,

FIE
ATYT1 ZOEEETTA~VEEICHELET,
failover lan unit primary

ATFvT2 Txz—nFd—NR— Y7L L THERATEISN A —T A ZAERELET,
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 77979747 72— nt—n—0F517UEBORE

ATvT3

ATvT4

ATvT5

failover lan interface if' name interface id

51

ciscoasa (config)# failover lan interface folink gigabitethernet0/3

TDAVE—T oA AX, MOBIITHEATEEEA AT arnRT—18 U713k
<) o

if name 518X, A V¥ —7 oA AZL4EIEEID ¥ TET,

interface_id BIT1Z, WHA L B —T 2 A A, B TA LB —T A X, TEA L H—T A
A, F721% EtherChannel f > % —7 = A A ID #fiE CTX £7, ASASM TIZX. interface_id \Z
VLANID Z457& L £,

TIT4TIPT RVALEAL U NAIPT RLAZT o—)LA—"— U 7 (28 ) YT,
standby failover interface ip if name {ip_address mask | ipv6_address/prefix } standby ip_address
i -

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

E

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT FLRIREAOY 72y b IR 0ERY E¥A, 2OV TRy MIIPT KL A
N2 277D 31 By b (255.255.255.254) (12T HZ EnNTEET,

ABEURALIPT RVAILZ, 72T 47 IPT RFLAERUY TRy hTHAILENRDD 7,
T2 VA== YT A X—=T M LET,

interface failover interface id

no shutdown

&1

ciscoasa (config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

A7vay) AZ7—=F D7 ELTHERT A =T =2 AZEELET,
failover link if’ name interface id

51

ciscoasa(config)# failover link statelink gigabitethernet0/4

. N FRLASEYTADF=HDT T—I)LA—/\—
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ATvT6

ATy T17

ATvT8

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

T2 NVF =N YT EIT—F A =T oA AL TR LA 7 —T = AZHIE
THZLEREOLET,

if name BI1BUL, A VX —T oA AZLAHTEED B CTET,

interface_id BIBITIE, WHA LA —T 2 A X, BT E—T =2 A X, TRA LV E—T =A
A, F721% EtherChannel f > % —7 = A X ID ZfiE CTE £ 7, ASASM TIZ, interface_id |Z
VLANID Z#f5& L £,

WMOAT—F VoI BBELESE. AT V2T 7T 4TIPT RLALRZ NS
IP7 FLAZEY B TET,

DT FLAF, Zz—NFd—_— 7 LIZEBLRAZREHOYV Ty b RIZRFIER0 F
Yho ZOV Ty MIIPT RLAN2OZTD 31 By b (255.255.255.254) 1952 LA
T&EFET,

ABNATPT RVRIZ, 77747 IPT7 FLALRLY TRy b THLIRLENDY £,
27—k V728G T 558013 ZOFIEZ LITL TSN,
failover interface ip state if name {ip_address mask | ipv6_address/prefix} standby ip_address

51 -

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

EY

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

MOAT—K V7 2BELSGE. AT —F Vo724 X —7 M LET,
interface state_interface_id

no shutdown

&1

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

AT — N Vo7 2EFTE5481F, COFEEZEITLTIEEN,
(FFvay) Zoa—NA—R_"— Y I BLO2AT— K U7 OWBEERKSLT 51213, K
DOWTINNEFEITLET,

o () TNTOT - VA= " —BEER ST 210, BEROY 2 —VA—s3— )
YT BIOAT— 1 U7 O IPsec LAN-to-LAN b RV &S L ET,

failover ipsec pre-shared-key [0 | 8] key

N FRLSEYTADFE=HDT T —ILA—/\— .
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B 77979747 72— nt—n—0F517UEBORE

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 13K 128 LFTCTH, MFOEBEICHCF—Z2HBELET, F—IFTIKEVIZE->THhH
VRNV EMNIT AT SN ET,

VAL = NRAT =R (AL —RAT L—ADOFEEBR) ZHHLTHHHA. F—
Far 74 X¥alb—va AT LSRN THWET, a7 Falb—Yarhbat—
T 58510 (72 & 2% more system:running-config O H 1/ H D2 —) | F—U—|§
EREALTEF =B AALENTHWD I EE2BELET, 774/ FTHE, ST
RN AT— REfRET D 0 M EH S E T,

show running-config ® {71 TiL, failover ipsec pre-shared-key |& ***** D J 5 IZR I
FT, TOFTAZINF—Tar—T&EHA,

Tz —NR—=U o ITBILOAT— MU I OB LERE L2WGAE, 72—V —
N—lBEIZ7 V7 7% A MRV ET, Zo@EFIZida~y FMERPICERESRS v
T4 X2l —2arHOTRTONRAT— RRF—8EFENET,

IPsec 751t & L 77 2 — failover key Wi 5t Dl S 2145 Z L IZTE EH A, WHD
TEZBE LIZHmAIE, IPsec B SNET, 7L, v AX— NAT L—X&T
L6, IPsec 5 b & 5% 3 5 R no failoverkey =~ > R&fH L CT7 = — /LA —s3—
X—ZHIBRT 2 ERH D 7,

7 = — /LA —/3— LAN-to-LAN k> /L%, IPsec (Z DM VPN) 71 & A 213
ShEH A,

i

(AFvay) 7z—nNA ==V IBILOAT—F V7 D7 =—/)L A — —iF
EEEb LET,

failover key [0 | 8] {hex key | shared_secret}

ulll

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 SLFD shared secret 721332 LFD 16 HEHF— %A L £,

shared secret \Z1%, ¥F-. XF. FIFMAHRAOTEOMAGOEEMHEHCEET, HfE
RS E 721X 16 R — IR 5 — &2 KT DDA S E T, WG OREEICH U ¥ —
ZHRELET,

VAL = NRAT L= (FAZ— NAT L —AOREEZMR) ZHEHAL T4, 3t
AWEELIZ 16 ERF—IZar 7 4 X2l —2a VRATHE(LENTWES, a7 ¢
Xal—varhbabt—F5845F (72 & 21X more system:running-config ™t /175
Dav—) | F—U—R8AEMH L THAMEEIT 16 EEF - S LI TnD 2
EEBELET, T 740 R T, BEBEEN TV RW SRR — RERET D 00MEH X
nNET,

failover key D34 f4% (X, show running-config O H /)T ***** LFRX N F94, ZD~
AT EINTF—iFar—TxEHA,

. N FRLASEYTADF=HDT T—I)LA—/\—
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| M 7RASEYTFADEODT T —ILF—1—

ATvT9

ATv 710

ATy 7N

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

T A== I BLRRAT— ) 7 DL ERELRWEES, 7o—/LF—
N—BEIZZ VT TF AR ET, Zo@EEIia~vy FMERPIEEESNS 2
TA4FX 2Ll = a rNOTRTONRRAT— FReF—baENET,

Tz VA== T—T 1 BAER LT,
failover group 1

primary

preempt [delay]

i

ciscoasa (config-fover-group) # failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

WE, T4 VEBIZIN—T 1280 ST, BT VEBICIL—T2 280 Y TE
9, 7 V—7® primary % 7L secondary DEXEIZ 0O BT, WD T = — )V —s3— J)L—
TRRINZ T — Ll =y N CT 7T 4 720 £ (ENORFBFICGEE L7z X HIcRx
LHETH, D=y ERRINCT 77 4 712720 £9) , preempt =2~ R, fHES
NILEEPNEHTTREIC /R o 72 & & ID, 7 = — b A— = I —TF N DB THEINIZT 7
TATITRDEIITLET,

T a D delay EIZHE A AT LT, ZORM T = — /LA —"— Z L — T RHAEDEE T
T T 4 TIREBICHERR SN, FORIHEE SN EETCEIMIIT 7T 4 7125 L HICTE
F9, A7EIX 1 ~ 1200 TT,

AT —=RINN T 2= )V F—R—=NRA X =T VDL, 7V Ta i, 7z—bF—rN—
TN—TWNBUET 7T 4 7172 o TV A EEN b ER I NS E TBIEINLET,
FEICTT = — /LA —"—F 5 L preempt 2=~ NITEH I FET,

T2 N A== TN—T 2 BER LT, v N T VEEEICEHI HTET,
failover group 2
secondary

preempt [delay]
£l

ciscoasa (config-fover-group)# failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEDODaTXFANOILTHFAN a7 4 Fa2l—aryEF—RICAD, ZOarTF R
M7 = b S S =TI ) ST

context name

join-failover-group{1 |2}
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ATy 713

1 -

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

AUTFXRARNTEICIDavy REEBVIELET,

REND YU TCOaryTHFAMITRC, BN 2= — =L —7IZED B ToHNFE
T, BHaALTFXRANMIFIC T2 — A A —R—= T —F 1 DAL N—TF, T A—F22E Y
WTHZLIXITEERA,

Tz F—R—%f X—T T LFET,

failover

VAT A A7 4K al—arET7 Ty va AEVIRIELET,

write memory

151
WIT, TOASVEBHAOT 2 — LA —_"— RS A—FDHJ/EFE TR LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover—-group 1
failover ipsec pre-shared-key a3rynsun
failover

FOTATITOTAT 21— IWVA—N—DEHhUTIVEEDETE

EH T VEBIILERa T 4 X ab—vait, T A=) Dar 7 4 ¥a
L—ya VIEZTT, B VA VERICE, ST VEEEOMICEET S0, Zhb
Da<wy RNMBETY, 794~ VBRI AV EBICary 74 Fal—va r2%EL
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ATy T

ATy T2

ATvT3

Fo74 970747 Tr—nA—n—nthoFuEEonE [

72t%, 225037 4 X2 b—1 3 URETHE— REOME ST failover lan unit =~ > T
T, ZDavy RTHREENT T~ U X hE#HILET,

1R BHEIIZ

e ILF AT HAKNET—ROEMEELILIT 4 BE—T MU T, wVF a T F A
hE—REARZ—TMILET,

e T x— V== U I BILORAT—F U 72 nameif Z3%E LN TLEEW,

« ZOFIEEZV AT LEIFTAR—ATETLET, AV TFRAIMNL VAT LE[TAN—R
\ZY1 0 B %2 5121E, changeto system =~ > K& A LET,

FIE

failover lan unit primary =~ > RZRWTC, 774 v VB L EFoFALa~vy RefAL
L ¥9, {LE T failoverlan unitsecondary =~ > NIZEZ#i 2 5 Z & H TX £ 773, secondary
T 74N PREDTZD, BHATIEHY A, £, 7IA v VEENOEREIN LD T,
failover group =~ > N5 X W' join-failover-group =~ > K2 AN T 0L H Y A, 77
TATIT VT AT 72— VA —=N"=DT T4 < VIELEORE A1~—) 2ZRLTEE
AN

RITH 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

Tx— VA —R_R—ar 7 4 FXal—arPNTI7A < VERBLFERHINEZHT, 207 X2

L—avk75via AEFVICHIELET,

ciscoasa(config)# write memory

MBS LT, 77—V —R_"—= TN —T 2N D FVEBTCT 7T 4 71205 L HICHTE
=

failover active group 2
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N TRASEYTFADE=dDT —LA—n— |
B 70— nt—n—nsx—s08E

AT a3 DT — LA —IN—INTA—BDEFE

MBEIN L CT 2= VA —R—REE WAL~ XA TEET,

TJI—I)LA—N\—RHELZDMDERTFEDIERK

COWETERAREREL DNRTRA—=F DT 7 )V FREIZONWTIE, 72— VA —R—DF
T b 35=) EBRLTLKEEIN, TI2T74T7/T7 7747 =T, 1FELAED
G r T 2 — N F—NR— TN —FTLITRELET,
1R BHEIIZ

e INTF ALTHERARNFT— ROVAT AE[TAR—ZATCROBETITOET,

e 2=y RO~V A E=4Y 7O Bidirectional Forwarding Detection (BFD) (22U TILk
DOHIREZZRL T IZE 0,

* FirePOWER 9300 33 T} 4100 D
T IT 4 TR L NA DI

N—T v NE—FDH
Fig

ATy EEOR—-V IREB IO — L R ZEE L £,
failover polltime [unit] [msec] poll time [holdtime [msec] time]

51

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

polltime DOHIPFHIX 1 ~ 15 B F 7213 200 ~ 999 I U TJ ., holdtime DFIPHIE 1 ~ 45 W E 721X
800 ~999 T UM TY, == hOKR—Y RO 3 FERMOFR—/L R OEE AT 5
ZEETEEY A, AV TRIRERS TS L ASATHEELZREL, 72— A —N"—%
%Jﬁ THHENHL 220 9, 7277 LA TORIZ, Ry U —27 B3 —RpICHFEEE L
TS A S RERE)  BEX DMTOI D RA L 720 £7,

LEIOR =V > 7 FIc, EEN T = — VA —_—i@5( ¥ —7 A AThello/7 v N &
F H Lfcﬁﬁ‘/)t/ﬁ:]\ BODA L H—T oA ATEMNMT A MRETEINET, TN TH IR
NI E T EENGIGED WIS, TOEEITHEL TS & RS, MiELZEENT
7%47%%@%%ﬁ\X&yﬂ4%%ﬁ77?47%%%w%%§i#o

TITATIT VT 4T E—RFTlE, VATAIH L TCZDOL— b aRTELET, 7=— A4 —
N T N—F LI — " EBRETHI LI TEXETA,
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ATvT2

ATvT3

ATvT4

Jr—nt—rn—g#LzomonzoEn [

2=y hDO~VRE=HX Y T DBFD %% ELET,

CPUDEAENE WG, BHO2=y FOE=X Y U TIZL VRS TT 7 —ANRAET 5]

HEMER B D £9, BFD AV v RIZnBEN TV TS0, CPU O RN E WA T HEE

IEITH Y FH A

a) 7z A—=N—=D VAT 2 BFD 7 o L — FEER L ET,
bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier value

51

ciscoasa(config)# bfd template single-hop failover-temp
ciscoasa (config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx C, BFD#IHIN7r oy R T 2 — A —_R—E TR EESND L — b EfEELE T,
HEMEIX 50 ~ 999 2 VT, min-rx T, BFD HfHl/ N7 v b & 7 = —)LA— — BT M
OEZETHL— FNOMIFHMEZEE L E T, AZMEIZS50~999 IV TE, 7=—NA—
N— BT DR Lizidfi L7z BFD filf#l/3 7 > O3, multiplier THEE L 72502
T5E, BFDIZZDOET BFHARICR> TSI 2 ES LET, BETE 2HMHIL3
~ 50 T9,

ZOTTL— DT a—RBIOELHRETEET, BFDT 7 L— bOER B L
TLTIEEWY,

b) ~NVAE=HXVY T DBFD ZAMELET,
failover health-check bfd femplate_name

1 -

ciscoasa(config)# failover health-check bfd failover-temp

A B =Tz A A VT ZAF—h F—V VIR EERELET,
failover polltime link-state msec poll time

&1

ciscoasa (config)# failover polltime link-state msec 300

HPHIZ 300 ~799 S UMTT, T 74/ FTIE, 72— A —"—DXT D ASA TlL, 1
H—=TxzAADY 7 A7 — 13500 2 VT LTRSS NVE T, polltime [T A ¥~ A AT
TET, 7oL 2EL polltime & 300 X URITRET D &, ASA TlEA VZ—7 = A ADFEER
NI T—=DT7 2= F—N"—% LD RIHTEL LT £T,

TITF 4 TIT T 4T E—RFTlE, VATACHLTZIDOL— 3R ELEST, To—LF—
N =T LIl — "R ETHZ LI TEEHAL

TyvarOBRYV— e, 1 BEOERETHREL £,

failover replication rate conns
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ATy TH

ATvT6

ATy T17

ATvT8

1 :

ciscoasa(config)# failover replication rate 20000

BB IORRL— MITET UL TRV ES, T 740V MIKRKL—FTT, 7774
TIT T 47 F—RTIE, VAT A LTZDOL— " 2HELET, Jo—LA—R— 7
N—T LI ZDL— b ERETHILILTTEERA,

AR NAEBE I TEFA MDA T 4 X a b —a VR EELEETXRANWESICLE
j‘o

failover standby config-lock
TTHNETIE, RAF NS 2=y PERIFAZ A, 2 THRRANIKT L2 7 4K
L—ya it BEX vy —Uf& TR ESNET,

(TO2TATIT7 7T 47 F—RKDH) DAZSARXTHT 2 —)VF—N"— T —TEHEEL
e 8

failover group {1 |2}
il -

ciscoasa (config)# failover group 1
ciscoasa (config-fover-group) #

HTTP A7 — MR A A X —T /W LET,
T IT 4 TIAL A = ROYH
failover replication http
T ITATITIT 47 E— ROLH
replication http
HTTP #&f5ih3 A 7 — MEREIRUCE EN D L5127 51013, HTTP BREZ A 2 —T 2T Hdb

EWNH Y £9, HTTP B&i@ s I FEe iR 238 <. HITP 7 74 7 ¥ M3 i T8 i 4
5 EWEITFHRATT 5720, HTTP#ERIIERI SN D AT — MERICHEIMIZIZE ENE A,

(F) Tz A== HHL TN L EIT, AX U ANAEEED D HTTP 7 1 —ZHIBR T
5 EBBIENE L ET, ZD7-% show conn count (£ /1121%, 77T 4 THEEL AL
NABEBBTRRDIENPEREINDZENHY T, BEHF-Ta~vr REERITTD
L WFOEETR UV Y MRFREINET,

A B =T o f AEENBELT-LED T 2 — LA —R_R—D L EVMEERTELET,
T IT 4 TIAE N, F— ROEE

failover interface-policy num [%]

1l -
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ciscoasa (config)# failover interface-policy 20%

T ITATIT T 47 B— ROLH
interface-policy num [%]

il

ciscoasa (config-fover-group) # interface-policy 20%

T74NVETIE, 12D,V F—T oA ABETT = — A — =R TbhbhvEd,
A B =T 2 AD BRI R ETRTT D & &3, num 518021 ~ 1025 2R ETEEJ,
A B =T 2 A ZADEIEEIBET D L XL, num BIEIZ 1~ 100 ZRETEET,

A H =Tz ADKR—V THE & AR —L RIFRIZZEE L E9,
s T I T 4 TIAL N, T— ROGE
failover polltime interface [msec] time [holdtime time]

i

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

T ITATIT VT 4T = ROGE
polltime interface [msec] time [holdtimetime]

il -

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

K=V TEMICAN T 1 ~ 15T, A7 a D msee ¥—V— RKEFEHTDHE. 500
~999 2 U TT, hello/N7 v hEZETERNDSTZEEIMNDA U H—T oA ANRKIE LT
~—7 S5 ETORRN, RIS L > CTE 0 9, (REFERICERD2EIZ, 5~758
TY, RN—U U THEM D 5 2727 W R A TE 8 A,

AVE=T ARV IRET L LTNDE A F =T 2 A ADT A MIETINT, EE
EINZT 2= N A= N—HEEEOH DA L H—T = ADENEET 50, FioidkEL
L TCWAHA, AXUARAEEIT, 12O X —T oA AKXV THBINTT 77 «
Tz E9,

RATFYIT10 A FZ—T A ADIREMACT FLAZHRTELET,

c T IT 4 TIAL N = ROYE
failover mac address phy if active_mac standby _mac

il
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ciscoasa(config) # failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

T ITATIT VT 4T = ROGE
mac address phy_if active_mac standby mac

il

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8
00a0.c918.95d8

phy ifBIEIE, A 2 —7 = A4 ADWERL, (gigabitethernet0/1 72 &) T,

active_mac ¥ X O standby mac 51480%, HHHEX (HIZ16 €y Fo 16 #8H) O MACT R
ATY, 72& z1E. MAC 7 KL A2 00-0C-F1-42-4C-DE D354, 000C.F142.4CDE & AL ¥
7,

active mac 7 RV AIFIA VX —T = A ADT 77 47 IPT KL A ZBEfHT H41, standby mac
A =T 2 A ZADAZ AP T RLAIZEEMT ONET,

Moo=y RERIZIHFEZFEHALTMACT RLAZRETLHZELTEXETN, 1 DOHE
POEMERATZEE2HLE LT, HEOHFEEZHH L TMAC T FLAEZHRE LIZHEIT.
EOMACT RLABEHINADIFE DAIEERICL > TIRED D, TRITERNWT &
NHFET,

showinterface =2~ RFEZFEH LT, A2 F—T 2 A AMEHALTWAMACT FLAZERL
iﬁqo

ATvIN (TIF4TIT T 47 F—ROI) MO T = — L F—_"— T —FI2oNT 2 DOFER
NIRLET,

A2B—DTIAREZRYITDETE

T 74NV FTIE, T RCOYEA L H—T = A, (ASASM OEEIE) T3TD VLAN A
B —TxA A, BEIRASAIZA VA =L EINETXTON—RY =T/ T N7 TV a—
)b (ASA FirePOWER £ 2 —/L72 ) TE=X U IR EMEEINTWET, EEEOML
Fy T =7\ SN TNDA LV E—T 2 A ANT = — VA — =R o —lwBr 527
WE D ITERAATEET,

4R8O SRS

B T LITHRKI025DA VB —T A AR E=RTEFET (A FarTFFANE—F
DT_XTOALTHRANMDbEST) ,

cXNTF AT HFARNEF-RT, FATHFAMOAL U F =T oA ZAERELET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
ERHICL—T 1 VT SNty b KR— +DEE (Fo74 970747 E—F) ||

FIE

A B =T 2 A ADNVAE=ZY) T A X =T NVERETT 4 E—T M LET,
[no] monitor-interface {if name | service-module}

1 -

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl

ASAFirePOWER E Y 2 — VR EORFEDN— R =7 /Y 7 U =7 Y 2 — /L OEFEIZL -
TT7 2= NA—N"—% N H—TFT 252 ENEFE L RVEATL. no monitor-interface
serviceemodule =~ > FEFEH L TEY 2 — L DE=F Y U 728 TX 4, 723, ASA
5585-X Tl&, W —ER EV2a—VDE=X Y I EEHICT H5E6, MllIcE=%ShbE
Va—NVEDHEA A =T 2 A ADT=R Y VT EENTH LB TEET,

EXMFRICI—T o T Ent=/1\7y FOYR—EDEHRTE (7O T4/
79747 E—F)

TIT4TITIT 47 7 z—)bA—"—=TORITHIZ, 7 HEEZEE LRI
Wk DIRENT y e, BEPZETHIHAENHV T, TOT vy NEZ{ET 25 ASA I
ILEDNT > NOERERN 2N DIZ, Ty NI Ry 7EnET, 2O ey 7RnE<
ETADIT., TITATITIT AT To— A —"—XTD2EDASA DR —F
A T AN F IR ESNTEY, 77 MDY REERIZ NAT 7 R L ARER S Tunan
BATY,

BOEANRT sy hO Ry AR, ERPRCNN—T 4 TSN’ ry hadFn+ 52 ik > T
STENTEET, 20D, FNEND ASA DFRIEDA X2 —T7 = A4 ZA%[E U ASR 7
N—FIEY B TET, 72 ziE, WD ASA B, NEA » F—7 = A ATIEIFE CNEAR »
RO —Z1ZB LTS —J5, AN A v —T = A ATIRBID ISP ICHf L TWDH & LET,
TIAVEET, 77747 aLTFANDOIERA L F—T = A A% ASR 7 /L—7 1 IZE|
NUT, BHUHVEETYH, 77747 a2V TXA MO A 2 —7 =4 Z%[E L ASR
TN—TUEIVETES, TIAVEEDINTGA L F—T oA ANty v a U ERERT
RV NEeZET5HE, MU —7 (ZOBPAASR ZL—71) NORAZ A 3
TXARANOMDA LB —T A 2Dy a U NERET =y 7 LET, BT HEHRDL A O
HRRWGAE, Ny NIty 7 EnEd, =BT DIERPEO0D L ROBED S HIn
BB L E T,

CERENT 74 v I METEEIIRESIND L, LAYV 2Ny X —D—EEITTITHRE
TEIN., A7y MIthoEEIZV XA V7 VERET, 2OV XA LT ME By s
VINT VT4 T THDLRYBAITINET,

EEINT T4 I RRILEEDORDA v —T oA ATREENDL L, LAY 2Ny H—
DO—REFITT RN THREBIEIN, NTy MIA RN —LAICHEASINET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

A\

GE)  ZoMReix. IEFL—T 4 U7 BRI L ET AL IERPRIIV—T 4 TSNy MEIE
LA =T =2 ATRLET,

ROBNZ, FERFRCN—T 4 T ENTT Y FOFlZRLET,
13: ASR O

-ISF’A | ~ IsPB
S P
é? -7

192.168.1.1] -

>\ 19216822
1Ll 19216821 192.188.1.2 2ol
1 —
Sempphﬂli:a
S
'\u“"‘-. ‘

Failover/State link

= = == QOutbound Traffic 14

Retur Tratic i
q network ¢

HOCE3

1. 77U REYyYayRB, 777 477 SecAppA = > 7 F A M & FfFD ASA Zifil L
F9, 2Oy MI, AV H—T oA AHDISP-A (192.168.1.1) MHEEINET,

2. HERFN—T A ITNT v T AR —=LDEINTREINTWNAHED, VE—2 T
T4 IlE, TV T 4772 SecAppB 2T F A M EFFO ASA DA U H —T = A AIHRD
ISP-B (192.168.2.2) A TEY ¥,

3. @EW., VA= b T T4 v TF FDOAL U H—T = A X 19216822 L2V X —2 bT
T4 ZIlBl8T Ly v a UEBRBRNOT, FryZInET, LrLl, 2OA U F—
TxAAFX, ASRIZNV—T 1 O— L L THRESNTNET, EEiX, [FL ASR 71—
ZID TRESNIMDA v Z—T =4 X LDy a s E2ELET,

4. ZOk v a ERIT. SecAppB A OMEE LD AKX A IRREDA L H —T = A A
outsideISP-A (192.168.1.2) IZHV £3, AT — 7/ 7 = —/)LF—3—[F, SecAppA /»
5 SecAppB It v ¥ a UIERABER L 4,

5., Fany7EInsafRbois, LAY2~ o X —F A X —7x 1 A192.168.1.1 DIFR TEX
BN, "I 7400340 —T A A192.168120136 ) F A4 L7 FENET, FIh
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5., BIETOEBOAL X —T7 24 A%fEBA L THEY £3 (SecAppA ™ 192.168.1.1) , =
DEEEIL, BLBEIGUT, By va MR TTHETHRITENET,

48 HHEIIZ

AT — KNIV T 2= VE == T I T 4T T2— VA== TN—TZhHDAF—
TxA ADE Yy a yDAT— MERE, AZ AN T =) F— "= TL—TFITEL
\i‘a_o

e replicationhttp : HTTP & v > 3 D AT — MEHIT, AF 3, T = — LA —/— T )L—

FICPESNIRNTZD, AZ R, A B —T 2 A AIFEL T A. ASA DI L —
T4 T ENTZHTITP Ny bafL—TF 4 7 TEBH K912, HTTP A7 — ME#HRZHE

Ky 208 HY £,
c IIARVEBBIO D FVEBEDORT /T 47 aTHFAMNTIOFIEZETL
\i‘a_O

¢ AT HXRARMNIZASR I NV—T L RNT T 47 V=V DOl FERETHILITTEEY
No AVTHEANNIZY =V ERELTESGE, EOaryTXFANA X —7 x4 A% ASR
TN—FIZEGEHDHZ T TEET A,

FIE

ATV TN TIA< VBT, RN —T 4 v T INT Ry NEHFRTHA X —T = ASEE
L/\li—é—(]

interface phy if
i

primary/admin (config)# interface gigabitethernet 0/0

ATFYT2 A H—T A ADASR I N —TEEEZELET,
asr-group num

51

primary/admin (config-ifc)# asr-group 1

num TP BN MEIE, 1~ 32 TF,

ATV T3 BHUFVIEEBRT, HEMPRN—T 4 TSN Ty T4 02 —T7 oA AEHEE
L%,

interface phy if
11
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secondary/ctxl (config) # interface gigabitethernet 0/1

ATFYTE A HZ—T 2 A ADASR IN—THZ52 T T4~ VEEBDA L X —T 2 AT HLD
ICERELET,

asr-group num

% -

secondary/ctxl (config-ifc)# asr-group 1

il

2ODERBIIKDAL T 4 X2l —arBHVET (274 Fab— a3l
BB =y FEGZRLET) o WO [SecAppAl E10H T ADMNEF /A 2
., 72— F— N RT DT 5 A~ U IEECT,

TIAZVEBOVAT A AL T 4 Fal— g

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 2T FHFA N 2T 4 Fa2lb—a

interface GigabitEthernet0/2
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nameif outsideISP-A

security-level O

ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2

asr-group 1
interface GigabitEthernet0/3

nameif inside

security-level 100

ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 2> T FHFA N a7 4 Falb— g

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

Jx—J)LA—/\—DEIHE

ZOHETIE, 72— VA —N—ORELZELTDHHE. HOLEENPOHOEBIZT = — LA —
PN—B I EITT 2 FER Y, 7o—d— %A F—T NN LTI T = — LA — 3
BAEITHHECHOWTRALET,

71— )LA—/N\—DEHIET

AL UNA BB EFREINCT 7T 4 7T DT, ROFIEEZFATLET,

IR B
VNV F A TFFARFT—RTIL, VAT LE[FTAR—ATCZOFIEZETLET,

FIE

RTYT1 ABZUARAEBTAN LGS, 72— A —N"—00HlFI TSN E T, AZ U EEEIET
7T 4 TEREIR Y £,

group group_id #I8ET HHEX, BET DT VT 4TI 70T 47 7= — )b A —— J)—
TDABNAEETCIOa~vy REANTLE, 7= A —_"—N@flFTEnET, R
B UNRAIEBIZZ DT 2= VA== T N—T DT 7T ¢ THEEIC/RD FT,

T IT 4 TIAB NS T— DAL A LEBOGE

failover active
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T ITATIT T 47 B— RDRAZ AL IEBEOEES
failover active [group group id]

1l -

standby# failover active group 1

ATV T2 7O T7 4 7THEBEBTAN LSS, 72—V A==l EITENET, 777 4 7THEEITA
B UNRABEEICIR D F9,
group group_id 45 ET L5 AL, HBET DV 2 — N A —N= T N—T DT 7T 4 TIETZ
Davwr REANNTDHE, To— A — =008 fE T SNET, 7774 7HEEITZEDOT =—
T —IR— TI—TDRAE N IEFITRY £,

%

T IT A TIARZ N, T— ROT 7T 4 THEBEBOEA

no failover active

op

T IT 4TI T I T 4T = ROT 7T 4 THEEOLGA
no failover active [group group id]

1l -

active# no failover active group 1

Jrx—I)LA—IN—DT4t—TILE

1 DFEFRIEHFOEETT 2 — NV F—R—%T =TT HE, Vr— RT5FCKER
DT 7T 4 TRBILORARY R RENHERI SNET, T2 T ATIT7 7T 47 72— )b —r3—
RT7TOEE, FOEBRELTLILIICHRESNTWVWE Y &, T=— == T N—TFFT
IT 4T THDLITXTOEBTT 7T 4 TIREOE FHERFF SN ET,

T2 L F— =% T 4 —T N T A, ROEMER BB LT X0,

¢ AR UNAIEBIT T XA NIRAZ AL B— ROEFHFINADT, HHFOEEIT
NF 7 4y 7 DEEEZABBLETA (ZHUTEREAZ USRI ET) |

c AAUNRABERE/A LT XA NI, T T4 THEEBE/ 2T XA MFEREIN TV RWES
THEDAZ U NRATPT L ARSI &AL ET,

e ABUNRAIEF/ TR ANMNILD, T =A== BB DRI DY v A
VIR S NE T, T2 AR —ET VT 4 TEE/ AT XA N THEA X —T L
WZT25E, Z20ar 74X 2 b—a rOERYBHFRIUEINIZRIC, AZ 31 g/
T XA RNDPEEDAX L NAIRREICE D £,
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wEsrss L rgBoEx

s AFUNRAIEETFHNTT 2 — N A— R =% A X —T WL TT 7T 4 7L LN TL 2
SV, Kbz, 7=z— A==l FE T (57 =) ZZRLTILEIN, A4
UNABEBEBTT 2= V=N A F—=T /I T DL, MACT RLRDOBENREAL,
IPv6 8T 7 4 v 7 BDHWES A REERH D £,

e BRI T 2 — )V —NRN—%TF =TT HIZ0E, nofailover 27 4 F a2l — g
AL = T v a7 4 Xal—a AR FELTAB Ve —RLET,

1R BHHIIZ
2N F aLTFHRARNT— TR, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATV TN T2 F—NR—%TF 4 —T M LET,

no failover

ATFYT2 BRI T 2—NF—RN—%F =TT HIZE, 27 4 Fal—ra R ELTERY
n— RLET,

write memory

reload

BEENRELELE-EENDETT

PREEANFEA LB 2 PR DR WRBBICIE L 51213, ROFIEEZFATL £,

IR B
2N F AL TFHRARNET—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATY TN WENBE L=y FPEBEENREAEL TORVIRRBIZE T LET,
c T VT 4 TIAL N = ROGE
failover reset
T ITATIT VT 4T F— FOLE
failover reset [group group id]

il
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B -7 xr—vavoman

ATy T2

ciscoasa(config)# failover reset group 1

BN R LT EE 2 EEORVREEICE T L CH, TOEENABNCT 77 4 712725 b
TS FHA, BEixdShic@EiE, (REEIZERRETO) 72— NAF—1"—T Lo
CT I T 4 TR DBETIIFAX U ANAREOEETT, HlISMNE, 72— A —"— T —7
(T O0T4TIT 7T 47 F—FRDOIK) IZT7x2—NLF—NR_"—FV T FarBDRESHLTHD
HBEETT, URIT 2T 4 7T CTholn 72— NF—N_"— TN —FI TV g VIRRES
NTEY, EENEELLEENMELIEEDL S, 207 2 — VA== N—T1FT7 7T 4
TN ET,

group group_id 18 E LTc 6, ZOa~y NEEERRELET 2T 4717 0T 47 7 =—
WA == TN T H EED IR T L £ T

(T4 7IT7 7T 47 F—RDR) 72— A —N"—%T 2—)LF—"— J)L—F L~L
THEHITLT HITIFREITVET,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z B & £ 37, #iX, #4257 =—
NG =R T — T DFE ST,
b) [Reset Failover] #7 U v 7 L&,

OV IJ4F¥al—3ar0HERHE

T 7T 4 7 HEEIZ write standby A 2 REATITHE AFUNAEETEITAa LT 4 F 2
L—ya rRilRsh (777 4 7HEEBE L OWBEIMENT 27 =— A —~"— a<x 2 F&k
) V. TITF 4 TEBOa T X2 b —a VRN AE R IEBICEESNET,

2NT A TFXAN T— KOG, VAT AFELTA—X|Z write standby =~ > K& AJ19
HE, TRTOary7xA MPERINET, HDHa7F A MAT write standby 2~ > R
EANNTHE, avr REF0arysxa b ar7 4 Xalb—a P aER L7,

HElANFa<vy NI, FTar 74 Xab—Ta VITBRESIRET,

Jz—I)LA—/N\—HERED T X k

ATy T

ATy T2

T o= A —_R—REE T A M BIIE, ROTFIEEZFEITLET,

FIE

FIP72 C &AL T, DA 0 X —T 2 A A LDORA RN TTZ 7 ANEBEE L, 79747
HEEN LBV T 74 v 7B ELTWAENEINET AN LET,

TIOT 4 TEBTRODa~v FEANL, 72— VA —_—%ifEITLET,

TIT 4 TIAE R, FT— K

ciscoasa(config)# no failover active
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ATvT3
ATvT4

ATy Th

yE—tavyrozi [

TITA4TIT 0T 47 F—F

ciscoasa(config)# no failover active group group id

FTP 2 LT, 2 2ORIUAA METHIOZ 7 A VEEEFELET,

T A RSBRE Lo 728E1E. showfailover 2~ FZ AN LT T =— A —R_— X7 —X
AZHER L ET,

TARBKT LD, HTILLT 72T 4 7o @ TCROa~ Ly ReE AT D&, EEET
IT 4T AT =X AEHTTEET,

TIT A TIAL A E— R
ciscoasa(config)# no failover active
TITATIT VT 47 E—F
ciscoasa(config)# failover active group group id

GE) ASAA VU H—Tx2AADIONZ T LTI E, 72— VA= R_—DBENLIX. =
NHEEOMBEE RSN ET, AV F—T 2 AD1ONRF T LTNDHI EE
ASADRH LTSBE1E. A v X —T =2 ADF—/L N2, 72— g —
N=NEEBIITONET, AV F—T A ADK—/L RN AZTH D DI,
ASADBBHEDAT—H A% 0K L R7ALTNWD EEETTT (E7 7D hello 737 v
FEZELTWARLTY) AV F—T 2 ADF—)V RfZY I 21— 51
I, ET7BMOE TS hello X7y FEZETLHOEEILISELT-DIT, AL vF
FETVLANZ Yy vy T LET,

> = =
v KDOELT
VE—havw  REFETTHE, a~v U RIA VAT EN-a~y REBED T = —/)V A4 —
R ETICEETEET

AT 4 X2 b—aravy RET7 7T 4 TEBERIZI T IR MNE R UL LEEE
iZar 72 MCERIND 72D, WTHOREEIZ 0 7 A LTWDHNNEH0 D BT, failover
exec I~¥ 2 FEAHFHLTCELWEEICay 7 Fal—vay axr REANTEET, 12
LR, RFUNRAEREIZT T A L TWAEE ., failover exec active =~ > K& L C.

AT 4 X2 b=V arOERET 7T 4 THEBICEETEET, 0%, TNLODOEHITA
HZUNAEEITHERENE T, RN HEERLA T F A PAOREIY Y FOFFITIE,
failover exec =~ > RZEH Lo WTZSV, ZNOLDOREDERIXT 7 7 4 7 4iE T ER
SN2, 2 0O EDFEM SN R £,

configuration, exec, & WNshow 2~ ROMINL, BIEOX —IF Lty a VTHRRIN
%72, failover exec =7~ RZFH L, BT HE Tshow 2~ RERITL T, TOMEE
BAEDZ —I T MIFRTHIENTEET,
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ATy T

ATy T2

NA TRLASEYTADI=HDT z—)LA—/"— |

ETHEETavy REFITT I, v— A NVEETa~y REFETTE L0007 MR
ERoTWAKENRD D 7,

FIE

< /LF AT XA ET— RFOLAIL, changeto contextname 2~ > R LT, &%E LW
2T FRARMIEELET, failoverexec 2~ REFEH LT, 72— LA —RX— 7 Cay
TXAMEERTHIEIETEERA,

ROa<wy REMALT, IED T z—A—"—EEca~v FEXELET,

ciscoasa(config)# failover exec {active | mate | standby}

active £ 7213 standby ¥ — VUV — R&EAT DL, ZOEENFALOEBRETHH-TH, a~<w K
IR E SN EE CTEITENET, mate ¥ — VUV — &I 2L, a~r Rid7z2—L4—
N— BT TEITINET,

av Y RE—REEFETLavr NoLoT, BEOEy v ayo7va 7 WRERIND Z
LIV ERA, avr RRFEITINDa~ K E— K2R KT HIZIX. show failover exec
vy REHERTILERDY 9, FCO VTR, 9~ RE—FOLHEEZBRLTLE
éb\o

ATV RKRE—KFDZLEE

failoverexec =~ > Ni%, BffWwoO ¥ —IF kv varpa<vr RE—REFER o~

FE— RREEZHMERF L3, 7 7 4/L b TIL, failoverexec =~ > K E— NI, fREIN=T
NAADT =)L a7 4 FXalb—ar = RKCHhEnET, Z0a~vr KE—F%
EES 5L, failoverexec 2~ F&fEHA L C#Ell7z 2~ K (interface 2~ K72 &) %
EELET, failoverexee i L CTE— RZLELTH, Byiary e 7 MIZEHEIH
A,

e zE, 72— N —N—=_XTOT 7T 4 TEEO I — a7 X2 b —va B
Kizwe 7 A > L. failover exec active 2~ > REZFEH L T o ¥ —T 2/ A a7 4 Falb—
Tay E—REEBLEERS, F—3IF L T Mise—" L ar 7 Xal—va
E— FOEETTA, failoverexece ZfEH L TANEINLa~vw L NI, A v F—T A R a3
T4 ¥ al—varyE—RTCANESNET,

WOFNE, ¥ —IF By g E— KL failover exee 2~ K E— FOENEZRLTNE
T T, BEEITT 7T 0 THEEOD failover exec E— RE, A X —T A A
GigabitEthernet0)/1 DA VX —T7 2 Af A a7 4 Fal—vay E—RIELELET, £OD
. failover exec active i i L TA SNTeT _XTOa~v s RS F—T A A
GigabitEthernetd)/l DA v X —T A A a7 4 X2l — gy T— NIEEINET, K
12, BT failover exec active Z A LT, TDOA v HX—T oA RZIPT FLAZEY 4T
9, YT NI ar7 o FXFal—rvay T— RERLTWETA, failover
exec active T— NI v X —T 2/ A a7 (Fal— 3 F—RFTT,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
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ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa (config)# router rip

ciscoasa (config-router) #

TNRARAEDBEDE Yy Vg rDa<wy RE—REEELTH, failover exec =~ > KT
ENba~vy RE—RNIIHELETA, LR 7274 7HEBOA H—T 24 A 2
V74X al—T g F— KT, failoverexec 2~ KE— REZEHLTWRNWEE, kD=
<~ NIz a—"L ar7 s Xal—ary BE— FTIITENET, ZORKER, T4 2L

Oy vadif v —Txf AT 4 Falb— g F— RKOEFET, failover exec active
EHEALCANSNza~y RiE, BESNIA—T 47 Tav A2 FTT 50—

a7 4FXal—var - RIEEFEaNET,

ciscoasa(config-if)# failover exec active router ospf 100
ciscoasa (config-if) #

show failover exec =~ > R&ZMiHT 5L HBELLLT A RZa~vr R E— FRERRINE
9, failoverexec 2~ RZHHA L TEEENTZa~2 Rit, ZOFT— FTETENET, show
failover exec =~ > N ClX, failoverexec 2~ RE[FELF—TU— K, OF D active, mate, F
721X standby 2MEH S E T, KT /34 A D failover exec T— NIIEBNIBHF S E T,

WIZ ., AR 8 BEEIZ N T E 7= show failover exec =~ > RO iz~ L E£7,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

X2V TAICETHEEFE

failover exec =~ NI, 7=— VA== U7 2L Ta~vy Na 7 EEIZEEL,
Efraniza~vy ROMOEETEENPLZE LET, BESCHRERREZY <7013,
T 2= F == U T DA E A R—T T ORERH Y £,

JE—F IV FORTICEAT LFIREE

Ut—bh a<r FOERZIE, ROFIRFENH Y £97,

BB XY UEA LT T T = REEEER L CIHEOEERE T 2T v 77 L— KT 54
BlE. BEE+T 2 a~ 2 K& LT failoverexec 2~ REZVR—KLTWAEY 7 k=T
W7 OSEE CEIEL CWALENRH Y £,

e A< ROERBI N T HA NAVTIX, emd string 51D~ RTCIIfEHATEE
A,
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AT AUTHANE—RTIE, ETEEOET a7 XA MNIFICavr RERET
TET, B30 7FANMIav U FERETHITNE, ETrI7A U LTWHEETE
DALTHRAMELTLIVLERDHY 7,

s RO~ K% failoverexec 2~ R&—EICHEAT A2 LIITEEEA,
* changeto

* debug (undebug)

o AL UL IEENKEREOSG S, BREOFRENY—E X 1— ROREETHIIZL,
failover exec 2~ Kb a~vy RiERETE £, TN OHE, VE— K a~vr
FOETIZRE L ET,

s failover exec =~ > R&MIH L T, 7= — A — — 7 TR EXEC E— K& 7 12—
NV ar 74 Xal—rary B— ROV EZL I LIETEEEA, L& xIE, BIEDE
& DN FHE EXEC *&£— R & X (T failover exec mate configure terminal % A /3% & show
failover exec mate MO /112, failoverexec Ty v a N/ a— ) a7 4 FX¥alb— 3
VE—RTHDZENREINFET, 7272 L, BT E T failoverexee 2 L T2 7 ¢
Xal—varavry REANLESA, BEOEE T/ n— L a7 4 FXalb—g
Y E—FRERBLRVIRYD . ZORPETRIL £,

« failover exec mate failover exec mate =~ > ND X 9 72, HIFAYZR failover exec =~ o RiX

ANTEEEA,

o 2— VD AN E TR N NI o~ KT, noconfirm 47> 3 & fEHT 50N
HVFET, LT mate Y v— RTBH121L, READLET,

failover exec mate reload noconfirm

E-RYG Jx—I)LA—/—

OB Vg T, T A== AT =R AT X TEFET,

Jx—I)LA—iIN\— A yE—

T L F— RN T AL WD ASA N AT A A vb—UEEELET,

72— LA —/N—®D syslog * v t—

ASA X, AR HETTITA XV T 4 LUV 2 DT =— LA —_— 2D\ T, #HED
syslog A v =V EFBITLET, ZNOHDA =V EFRTBHITIE, [syslog A ve—T
A R Z2BBL TSN, 7= A —"— AT 5 TND A v E— ID OFPHIT
WD EFRYD TT : 101xxx, 102xxx, 103xxx. 104xxx. 105xxx. 210xxx. 31I1xxx. 709xxx.
727xxx, 72 & z20E. 105032 BL N 105043 17 = — A —n_"— Y 7 L OMEEZ TR L TV E
7
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\}

GE)  Txz— A ——0FIZ, ASAILIHEEMIC /»«/I\&r?/ut@é AU H—T A A%HEH)
L. syslog A v¥— 411001 BL V411002 24K LET, ZAUTBEFOT 7T 4T 4 T
j—O

TJx—I)LA—NN—TFNNvH Ayt—

TNy T A=V %FART DT, debug fover 2~ K& AN LET, FEMICOWLTIL,
A R Y77 L AEBRL TSN,

N

GE) CPUTBEBARTIET ANy ZTHINZE T ZAF VT4 BFHV B TonTNWDH, T3y 7T
EATDEVATANT = P RAIRESEETLHZENHVET, 20D, FrEDORED
NI TNy a—TF 4 o TERITHIEGER, CiscoTACED N T TNy a—T 4T vyard
FIZFR Y debug fover =~ RaEfMH L T 2S00,

SNMP D7 z— LA —/IN— +T v T

7 = — VA —3—ZxF % SNMPsyslog k7 v 7 #5735 I12IX. SNMP k7 > 7% SNMP &
AT — a VIZEETDHEOICSNMP = —Y = hERE L, syslogh A F&EFZL, B
VD SNMP EBLA T — 3 3 /T Cisco syslog MIB % =2 > /34 )L L E£77,

TJ1— A —N—RAT—BADE=LYY T
Tz VA== AT = H AT =S T HIE, ROWT D a~y Ke A LET,
* show failover
BEEDOT = — VA — "= REICOVWTOEREFE R LET,
* show failover group

BEEOT 2— VA — N—REEICET AR AT LET, TSN BEHIL. showfailover
a<wy ROBEEUTWETN, FBEINZIN—TICHBNRESINET,

* show monitor-interface
FmHKGA =T oA ADIEREFRLET,
* show running-config failover

%??::/74 .\_;r‘:L [/‘_‘:/E' “/Ijilg)7l~—/]/j‘~—-/\\‘— a~ F%?‘%i—\‘bij—o
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71— LA —N—DEE

NA TRLASEYTADI=HDT z—)LA—/"— |

WEER J1y—=x B EETEER
TIT 4 TIAF R, T =—) 4 — |1.0(1) ZOMEENEASINE LT,
IN—
TITATIT T 47 7 x—A— |7.0(1) COBRENEAINE LT,
IN—
T x— )L — = X —D 16 EHAEY | 7.0(4) 72—V F— =Y 7 DR EAEHIC
A—h 16 ERENFRETE DL 21T EL
776
failover key hex =~ > RN EE I E
L7,
T bt —— D~ 2 X — % |8.3(1) T )b A== N G Ta
AT L —ADHPHR— |k TAX2l—a Lt RAX— T v
a7 4 F¥Fal—va R —%
ek~ A X — A7 L —X%Y
R—brTBEHRVEL, —FHD
ASAN A FIZGREZ 2 —T %
Wa. 72& 2%, more
system:running-config =~ > R %
LT, EFICKES LIt —2 o —
LCHEDfHFAZ EmTaEET,
GE¥)  failover key DI FAE 13,
show running-config ™t /]2
wrprx LROREINFET, T
VA7 ENTF—iTar—T
EFEHA,
failover key [0 |8] 2~ RWXEHE I
F L7
7 == LA — R —|ZIPv6 DY R — kA3 | 8.2(2) WOa~y RREEINE LT,

BinEnE L,

failover interface ip. show failover,
ipv6 address. show monitor-interface
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Jr—nt—ri—oBE |

)1)—2x

(R 7 — 7 v PO 7 =—)L
F—N= T N—=T D=y FORED
VAR

9.0(1)

PIHIDONR—2 g DY 7 by =7 Tl
MERF) 7 — R 7w ZI3FFR ST
727280, 72—V F— =T )—T%
By NTT 7T 47T 5
preempt 2~ > NIMEH Y FHAT
L7z, LML, ZOMGEIX, W0
Tz )L — R T— T RPN
i 2a2=y NTCT I T 47D &K
INCEFINE LT,

T =A== Y VI B LR T —
VY7 OmlfEER 5T % IPsec
LAN-to-LAN k> /L4 R — K

9.1(2)

7 =A== R — (T E Ol SL
2T 50 I (failover key =~
VR) . =A== B X
RAT— kU 7 OBFE{KIZ IPsec
LAN-to-LAN k> RABMEHTEX 5 &
TR F LT,

GE) 7z — )V ——
LAN-to-LAN b > /Ui,
IPsec (Z Dfthd> VPN) 7 A
vrRZFEA S NER A,

failover ipsec pre-shared-key. show
vpn-sessiondb D75 1~ > RNE A F 7=
FEREIhE LT,

IN—RT 2T FEY 22— LD~V E
=21 7Ol

9.3(1)

ASAIXT 74V R T, A VA M=V
IoN— R =27 Y a2—/L (ASA
FirePOWER & = — /L7 &) D~V A
F=L VT EITOVET, FFEDN—
Ro=27 B2 a—VOEEIZL T
T o= VA== NI T—FH L
MDEELL2WGEAIEX, £V 2—1D
FT=H VT BT =T NMZTEE
R

monitor-interface service-module =~

Y RPEFESNE L,
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NA TRLASEYTADI=HDT z—)LA—/"— |

HaE

iy

IJ I)—X

HEEEHR

T 2 LA R T DR A
EELIIAZ N, A THFA D
V74 X2 b=y EEOR Y Y

9.3(2)

WEDaL 7 4 X2 L—3 g ORM
RO T AL A 258 ECEEMNT
XRNEDIT, AF U RAE (T
T A TIABR IR, T =)L F—3—)
FlIARFE R, a TR (T
TATIT 7T 4T 7 z—)LF—r3—)
DAy T4 F¥al—rarEBHEroy
JTCELIOITRFE LT,

failover standby config-lock =~ > N7

BAINE LR,
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