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TIIHARINCA R =T T BALERNDH Y 17,
AN T Y v (G BEXORT T4 _—F (NF) A v ¥ —7 A ABRELTEHEL
VENHY ET, ZOHETIE, ZHBBEOSRIONTS L ONHOARTZHEH L 7,

INHEDAHE—T A AR D LR ERET DI, interface =~ K & nameif =
<~ REFERALET,

AT T AXIPT RUANRERTHA VX —T 2 A AZHFRANIRTT HDVLERH Y £,
@Ry FAZ P T RLUA, UDPA—F (WEIZIGUT) . BEIOT T XX D IPsec
LHFE ML LE T,

o VT AT BT RTCOF AL AL, RILZZAZEEOE IPT FL R, BEa{ki%k
E, Be¥d—, BIOFR—F) 2EETHILERIHY 97,

R ERTA581F, A Z—T 2 ARNICE— KT U T RRETHHLER D
NFETF, TOA L EZ—T A AR —RRXTUV THNEHA v H—T 2 A ATA X —T )b
W72 TWRWEA, 7 ITAXDOREFLERTELEL D ETDHETT— R v —UNRERE
nWET,

T IT AT IT AT AT — TV Tx—)LF—"—_ FFIZVPNaE— RT3
TEHERALTWBGE, 2— /L CAMBEIZ T R— S EHA, 7—H/LCAZBIDCA
DTFHICEL Z EFETEEHA, B—HVCAITIL— F CAIZ LN FETA,

A— KNSV TRDINTY D A8 —D A RETSAR—L28—T 1A
ADERTE
O— KRG U T ITGRAETNAZAFONRT Y v (AN A v F—T 2 A AT T A ~_N—
F (NEB) A v X —T 2 ABRETDHICIE. WOFIEEZETLET,

FIE

ATYF1 VPNuR—RKRT o7 ar7 X2 lb—r gy E— KT, Ibpublic ¥—7— RK&FEELT
interface =~ RK&ZAJIL, ASAIZNNT Vv I LA L2 —Tx2Af AERELET, ZDa~vy
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ATy T2

ATvT3

ATvT4

n—knRsvyvy v529Ek0RE [

R, ZOFNRAL 2D —R RT3 TDEHDNRT Y v LB —T oA ADLHTET
TP 7 RLAZRELET,

1

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPNE—RKRFZo 7 ary7 4Xal—3 3 E— KT, Ibprivate ¥— 7V — R&ZfEE L T
interface 2~ FZAJJL, ASAICT TAR— P A U F—T oA AZFELET, ZDa~
VRT, ZOTFTNXAADa— R RT3 T DD TTARN—K 4 H—T =2 ZADLH]
FRIEIP T FLAEREELET,

1 -

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

COFNRARAEENN Y THDODI TAZNTOTITA4 YT 4 Z#&ELET, MO I
~10TY, 7I7A4FV T 113, BERKEEZIIEFEO~YAY —CRENEAELZLEEIZ, 20
FRA AR T AR < AZ =2 B ER LET, 7944V T4 2E<SRET D&
(72 21E10) . ZOFNA AN T AL <~ ZAF—Tia bR EL 2 £9,

1 -

L2 ZOTNRA R TAZNTOTTAF VT 4 62ED L THITIE, ROa<ws K
EANLET,

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

ZOFNAL RFR Y NI =2 T RURTBEBAT B, 73 AUTED YT 57 NAT
T RLAZIEEL TCnat 2~ FEASLET, IPABLONIPVE6 7 RLAZERT L. T
INAADRA MG ERETEET,

1

Tol ZiE. ZOT A ZITNAT 7 R LA 192.168.30.3 6 £ 18 2001:DB8::1 ZH] 0 4T % (21,
KDa~y Re AJLET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

NSV VT USRI BHEDERTE

T TGABNDETNNAADO— RKNRXT 207 75 AX @ ERTET 5%, ROFIEEFELT
L/iﬁ‘o
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B o—rnsovvyoszemnons

ATy

ATy T2

ATvT3

RTvT4

FIE

Jua—s)L 37 4 F 2 b—3 3 F— KT vpnload-balancing =~ > K& AJJ LT, VPN
g— R RS P RFHRELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z 1T vpn-load-balancing &> 7 4 ¥ 2 L—3 2> T— RIZASH, Z2THRY Oo— A
Ty vy SRR RETE T,

CDOTNRAANBLTCNDZ TAZDIPT RLUAEIIREEM R AL VA4 ERELET,
Zoawy Rt RS T AXERERTE-DIP T KL AE72XFQDN 2 FE L £7, K
BT FAZNOTRTOASANEETHT7 Y v 7 73y hOT KL A#EBENNL, IPT
RLAZBRIRLET, IPvA7 FLAEIXIPV6 7 R L AZIEETE £,

1 :

ez2iE, 7I9AZIPT RL A% IPv6 7 R L2 2001:DB8:1 IZHRET DL, Roavw R
EATILET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

JIGALR—FERELET, RO~ R, ZOT A ARSINT DM 5 A X% D UDP
R—rEFRELET, T 74/ MEIZ 9023 T, BlOT AV r— g TZOR— FoMEH
SNTWDAEAIX, =R AT TIfEHT 5 UDP Ol — MEEEZ AT LET,

B -
T2 z2iE, VT AK R— & 4444 IZERTET DI, koa<w> FEAHLET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

UEE) 79223t T 5 IPsec Wb a2 A %2 — 7 M LET,

F7 4 N TIEEELIIMFEHSNETA, 203~ R, IPsec BE{bE A4 X —7 NV FE 771
TA4E—TNMILET, 20T =y 7 BEERET 2HAIT. FTIEMEBREEEL TR
AETAMENH Y £, B T A ZND ASA 1%, IPsec Zf#i ] L T LAN-to-LAN b > /L%
HTHEELET, TS AMTHEINDITRXTCOR— RRT U U TIERPRE LD X
INZT DI, ZORMEEA =TT LET,
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ATy TH

ATvT6

n—knRsvyvy v529Ek0RE [

GE) WA bEMEATLIHE. Faca—RRTZ UV TRNEA v —T oA AEHE LT
BLMERHVET, TOA L H—T oA AN —RKNT UV TRNEA L H—T =
AATAR=T VIR > TOWRWEGS, 77 AZDOBbERELL) &ETHLx
T— Avk—UnFRINET,
7T AR DREGACERE LI2E X — RNT UV U TN v B —T = A AA
R=T Mo TN, ARAR Y T AZNDBINT A AZRET DENCT 4 £—7 L
W27 o785, participate =~ R& AJ)9 % (£721%. ASDM T, [Participate in
Load Balancing Cluster] = v 7 R v 7 A% 412 T %) &, =T — A vbE—URE
REN, EDT T AZIHT HIEFGIEA R—T IR XA,

7 7 AZ DI EERT 2121, 88 LI2WEA % —7 = A AT crypto ikevl
enable =~ R&ZfEf L £,

1

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

7T AL DR FALEA X —T T H5ETX, cluster key =~ R%& AJJ LT IPsec LA L
BEMLIEETAMERHY £, Z0a~r R, IPsechfSf{bz A x—7 ML THIEA.
IPsec 7 BUCHAMBEEZRE LE T, By 7 ACANT DT, #EfiT D57 A% Y 27 LT
L LTERRINET,

1 -
7o & 20X, WHMEE®RE 123456789 IR ET DX, kOa~vy RE AN LET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ RZ AN LT, 7 TAZ~DZDT A ADBMNEA F—T NI LET,
i -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBERY

HEDOASA ) — FBa— R RXZ 0 T ORIl T AX{S 4, AnyConnect 7 74 7 > b
Pl 7 )L — 7 URL O IR LB 254, s D ASA / — RTUTZTHILERH Y £,

cHVE—RNT 7RG T T 7 AN, FO—RKNTG U U TR TGRS T R A
(IPv4 B LN IPv6) D7 V—7F URL #3HELE T,

2D/ —=FDVPNE— NG 7 NRT7Y v 7 7 RLRICH LT —7 URL &
E[_/i‘j‘o

INCAYFIVEEE AP |
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B et asmALEY LYY a0 D 2—T i

tunnel-group, general-attributes, group-url =~ > RZ{EH LT, ROV /)L—7 D URL & E
LET,

TEBH A VEREFERALEVEALY D3 0D/ =D)LL

ATy T

ATy T2

ATvT3

RTv74

TNV ENT, ASAIZe—RRZG 7 VAL VL7 arDIPT RVARTEI 54T
MZEELET, DNSAICESSGIEFHEMEH SN TV DA, ZOHERAEIEI ANy 7T v
FRA AN EA VT FENTZE S ITEMNRY F97,

VPN 7 A4 T > MNERZEND I T AKX TNRA A (7T AXHNOROD ASA) I[ZV XA L7 T
HLEEIZ, ZTOASAIZVPN 7 T AHX v AZ—L LT, DNSWiLy 77w 7&EHL, D
U AL FTNAAD GNP T RLATEARL) 5BRMEHM KA A 4 (FQDN) Z%{ECT&
=3

VPN 2 — RNRF 7 B— RCRBEM RA A VA EFRHLIZ) XA VT N F—T L
FRET 4 =TT DL, Y e—rL 2T 4 ¥ a2 b—3 g 2 F— KT redirect-fqdn
enable =~ REZMHHLFET, TOFEX, T 740 FTIET 42— T >TWET,

1R BRI

JIGARXNDO— RKNRT T TNAADT R TCONRBIONILR Y NT—F A o H—
TxAAZ, FCIP Xy hU—7 RFIZTFETAHLERH D £9,

FIE

redirect-fqdnenable =~ > RZ{EH LT, =— R AT 27 D7D FQDN O % A *—
T LET,

[no] redirect-fqdn {enable | disable}
11

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) #

DNS #— T, FASANIA v Z—T = A ZADT MY ZBMLEST (2 MU RFEELR
WIEE) o TNEND ASAINTIP 7 RLRIZ, Ny 77 v 7RICZEDT R L AIZBEHET T 5
NIDNS =Y MU DRERESNTWARLENRS D £F, ZHHODNS T FUIZkLTiE, #
W I T T HAX—T T BHHNERHY £97,

dns domain-lookup inside =~ > RZfH LT, ASATDNS Vv /T v 7 %A =7V LE
7, inside DIE/FITIEL, DNS H— "D — R EFFOTLEDOA V¥ —T = AZFEELET,
ASA TDNS #— NP7 KL AZTEFELFET (] : dns name-server 10.2.3.4 (DNS H—/3D IP
T RLRA)
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>

VPN O— K /N5

veno—k nsvvusniEs ]

VU DERES

HEADVPNO—K /NS> U5 CLERE

O —

A—Fk /NS>

WIZ, BREM RAA LDV EA VT NeA F—T NI L, FTAXDONTY v
A B —Txf Ak test CFETE L., VTAXDTTA X~k 4 H—T A A% foo
EHRETHA A —T oA Aa~vy Regie, VPN — RRZ v avw s Ri—
g ADOEERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if) # ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) # participate

U DR

HO— KNG T JIGAED AL =L, T7T 477 AnyConnect &g, 7547
YR ARy vary, TFLTHRESNEHIBREZIZT A o 2AEHIRICE S KT >
Al NBHDHTTAINDE ASA NS A v =R EBNICZELET, 79 AZNOHD
ASA DFEEN 100% W IXNWTH D ERSNLGE. 7T AX v AZ = T2 IR LTE S
WA VA AL b THZEIFTEEEA, ASARVSIENTHD ERENTEH, 2—H(Z
KXoTIIET I/ T 4 TERITHERBLIRELERY, T4 A2 HETLHAHEERH D 77,
EEESR & LT, By da VAFHRTIEARL, By va VAFHENGIET 7T 0 TIREDE »
Ta UBEGIWTEEDR S ASAIC L o TRk ENE T a~v 2 N U 7 7 L AD -sessiondb summary
aw U RESHRLTLLEXY, 2F0, T 77477ty a iy T AY v AZ—|THE
SNFEHA, ASAD GET7T 7T 47ty aitkoT) WMol o TWAEETY,
T AR < AE =TI U T A ASA IS Ekex U Z A L7 FLET, ASADE LW
WA ETDHE, BMObELSIET 7T 4 70 ho Tty arda 47 &, #H L
BNTDTA L A LR EHEET,

WOHIE, 100D SSLE vy ay (TI7T4T7DH) L 2% DSSLATMERLTWHWET, =

NoOEFIIE, IET 7T 47y a TG ENTWEYA, DFEV, IET /T 4T 7%
ol aitu— R ARNT U ORI A DN EY A

hostname# show vpn load-balancing
Status : enabled
Role : Master
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a— KN JDRT

N

>

NI|
G

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 O 0 0 0
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