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ET R VPN b RV EERT 22 ENTEET, ZhuE, & bRV ORI IPsec 7' 1
T AR ENTEA— N _R=ZAO VPN =Y R—F LET, ik, B EiEmen—
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AB T 7 4w 71 3BEMT SN SAIC L > TERbEINE T,
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779 ROEL OB EWT-T I EHTEET,

REFORILAEZ—T A RADFESEIA

IPv6
¢ IPV6 IV AHR— I TWEHA,

—REVE R ERDETEEE

« VTI i% IPsec E— RO TRERBETYT, ASA CTGRE Mo EaKTT5Z &1V R—
FERTWEHEA,
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THIENTEET,

 VTI ® MTU IE, gL A v X —T7 24 ZS U CHBMICREESNE T,

e Ry hU—7 T RLALEHAEERAT 2 0E NG 58546, IKEB L OESP S v Mid, UDP
Ny = h T ENET,

-IKEkJ:UIPsecO)*’E%;)T% TYYT— g 000, POV OT —Z T T 4y
ZIZBMR7e < L RIS —OBFARBNITONET, Zk Y, VI b R/UELEIZ
Ty LTRERIZA D £9,

o RV TN —T41F. BT REEO IKEV] #BIBHRE L TEETILD L —ET 54
BENRHY FI,

« bRV I N—=THF, BT BEE O IKEv] £7213 IKEV2 #AER S LTEET 260
EETDREDRDH Y TF,

¢ LAN-to-LAN b > 3L Zb—7DIKEv] Ti&, b RVORFEHTANT VX NVEHETH
DA DOIELIZET AT S Ly T E— REEHT AL IR EINTWAIEA.
IP 7 RLAUSNDOAHI ZEHATEET,

S~y TICREESNDIET T RLVARALE VIID b XVSEHENELR D35S, VIIRE L
ey TOREER WA L F—T o AZHGFESFR LN TEET,

e T 7V NTIE, VIIRAD N T 7 4 v 71E, + XTSI E T,
VIIA v EZ—T A AT X2V T 4 LULEREITH EH A,

VTIRHD NS 7 4 v 7 2HIET A, VIIA v Z—T oA AT 7E8A VA M%5#EH
THZENTEET,

* VII TIX BGP DAY R — s INFET,

AVFXERAME—F
VTN = RTEFYR—FENTHET,

I74724+—ILE—F

VTl b2 R ILD1ERL

VTI b U RV ERET HITIE, IPsec 7BAR—HL (FT AT —LFy b)) ZERLET,
IPsec 7' 12 7R — ‘&/V%ﬂ%?é IPsec 7 7 7 A IWVEAERR LT-% T, IPsec 72 7 7 A L&D
VIIA > ¥ —T oA AZ{ERR LET, VE—FETIZE, [ U IPsec 7 1R —H /13 X U IPsec
TaT g ANNRNTA—FEHRELET, SARILT—T a3 0F, TXTD R PRIV IRNT A—
AMBEESIND EBIRLE T,
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

G¥)

VPNBLIOVTI FAAL OfFIZE L., WA % —7 = A X T BGP BEER% 2 Hi-D ASA
T, WOBENRFELET,

A B =T 2 A ANVAF 2o JIZK o TIREEOEEN N H—Xhd e, WA L X¥—T7 <

A ZTONL—FE, FLWT 75 4 72T & O BGP BEMRAHEL SN AL THIR S
F9, ZOBEIZ. REVIIA v F—7 oA ZATITEES LEE AL

FIE

AT TN IPsec 7R —Y)L (FT AT x—A %y M) ZBINLET,
RTFw T2 IPsec 7277 A/LEEBIMLET,
ATY T3 VII o mAZBIMNLET,

IPsec 7 OFR—

HFIL (PSR TAH—LEY ) DEM

N7V AT =Lty ME, VIIT M RVND T 7 4 v 7 2 R#ETH-0ICKLETT, Zh
X, VPNND T 7 4 v 7 2 R#ET A0 X2 T4 Fua bhalltr7iral) XAty
FTHY, IPsec 7u 77 A NLDO—EE L THEHINET,

4a & SRS

o VTLIZEHE AT 57~ IKEvl © v ¥ 3 VA FREET 120, Faidea s —F -G EO N
TN TE Ed, FafAxF—1%, VINFEHTS oL A —7OTFICRET
HVENH Y F9,

« IKEvl Zff ] L TOREHEN—ZADFGEICIT, A ==X THEHASND T A MRA
NERET HMERH Y £9, VAR HIZOWTIX, tunnel-group 2~ RTHZ A b
RA U FERETDMERH Y 7,

* VTIIZ EQL{—J‘ j-%j/bt_ IKE & v g /szuu DE—gpé j: %Hui'?ﬁf'\* 3271:_ uﬁﬂia)b\jﬂ
NEMEHACTXET, IKEV2 TlE, FERFREREF & F—0 M H T £9°, IKEvl & IKEV2
DOELLYE, VINERAT A ho 2V A —7 O FICHERIEAE T — 2R ETILERH Y
e

« IKEvl Z ] L COREEN—ZADRRIEITIL, A == —F THEHIND F T A MRA v
NEfEETHHLENRH Y £T, VAR ZIZOWTIL, tunnel-group 2~ RTHRZ A |
%4/%% RETHMENRDHY 7, IKEV2 T, A =T —X L VAR FEHFIZON
T, PSRRI 5 N7 A hARA > b % tunnel-group 2~ > R CTRETLH2MENH Y £9°,
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B rsecTok—L (F5rTE—LEY L) DM

FIE

X2 T4 T m—a BT DTEODIKEVI b T AT 2 —A Ty hFEIZIKE2
IPsec 7 R —H L2 BN L ET,

IKEvl 7 A7 5 —A &y FEBIMLET,

crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}

1 -

ciscoasa (config) ferypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
encryption T, IPsec 7—4 70— %% T H -0 DOMEBAL XA E LT,
eesp-aes : AES & 128 By b F—ZfEA L £,
«esp-aes-192 : AES & 192 By b F—Z AL £,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
« esp-des : 56 £ h DES-CBC # i/ L £,
eesp-3des: b U Z/VDES 7L AAEMHLET,
« esp-null : BF5{k72 L,
authentication TlX, 1Psec 7—4% 70— % R#ET 2720 DKL XA E L T
e esp-md5-hmac : /Ny ¥ =2 7= U XA E LT MDS/HMAC-128 2 L £7-,
s esp-sha-hmac : /~v ¥ = 743U XA L LT SHA/HMAC-160 Z i L £,

» esp-none : HMAC F87E72 L,

IKEvV2 IPsec 7't AR —H /L ZBIL £97,

(B 10S7T7 vy F74—LIZONTE, IKE2 7 e 77 (b ary7 4 ¥alb—ia s E—
R"C no config-exchange request =~ > N&AfH L, EDKIOA S > a &7 +
=7z LET, FEMICOWTIE,  Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280] %S L T 72X Wy,

s IPsec 7R AR—HILDOLEIZRHRELET,

crypto ipsec ikev2 ipsec-proposal /Psec proposal name

£l
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1
s crypto IPsec ikev2 ipsec-proposal 2> 7 4 ¥ 2 L —1 3V E— KT, BFX=2 U T 4 T A —
ZafRELET,

protocol esp {encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gem-256
| aes-gmac | aes-gmac-192 | aes-gmac-256 | null} | integrity {md5 | sha-1 | sha-256 | sha-384 |
sha-512 | null}

B FEr LAV E—T4R
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IPsec 707 7 1 JLDENMN .

1 :

ciscoasa(config-ipsec-proposal) #protocol esp encryption 3des aes des

IPsec 7O 7 74 JLMDIEN

IPsec 72 7 7 A VIZIX, TDOBRED IPsec 7R —HPNLEFHII N T AT+ —A Y M
WCHHMEREX2 )T 0 T halBlOT7 I XAREGEENTWET, Znicky, 2
SOY A FEH VIIVPN E7 O T X o 7 R RE A DRI NE T,

FIE

ATYTN Ta 77 AN ERELET,
crypto ipsec profile name

1 -

ciscoasa(config) #crypto ipsec profile PROFILEL

ATw T2 IKEvl $7213IKEV2 7R —F L aHELEd, IKEvl h T A7 4 —Ah By hFE7ZIZIKEV2
IPsec iR —HLDONT BN TE £9,

a) IKEvl 7 A7 —A Yy hEHELET,

« IKEvl 7' B R —Y L EET HIZIE, cryptoipsec profile 2~ K7 E— K TRD =
Y REANLET,

set ikev1l transform set set name

ZOFlO SETL X, LLANC/ER S 7= IKEvl 7R —% /L &y FTY,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7B R—PLE2&ELET,

« IKEV2 "B AR—H /LA ET HITIE, cryptoipsec profile 2~ > K ¥ 7 F— R TRD =
~r FEATLET,

set ikev2 ipsec-proposal /Psec_proposal name

ZOHITIE, SET1 L. LARMICYER & 417z IKEV2 IPsec 7' 12 iR —H /L C9,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

ATv T3 (EE) tX=2V74 7V z—aroffEEE L E7,

set security-association lifetime { seconds number | kilobytes {number | unlimited} }

11 -
ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000
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B v s—ozrz0Em

ATy T4

ATy TH

ATvT6

(EF) VTL b RO—lia VAR F L LTOHZIET 2 X I ICRELET,
responder-only

*VTI h o ROk VAR X E LTORMET AL HIICRETEE T, LARVAD
BDWIL, PRV ERITF—FAERABRB L EY A,

IKEV2 #FEHTHIBE. EFa VT4 7V Z—2arDIA4 7524 LHiIE, 1=
T—ZlDIPsec 7O T 7 ANDTA THA MEL YV RELHKELET, 2TH5THZ LT,
A ==X AITTCOEFZR2F—FERNMEESI, PO T v RENMEZNE T,

e A =22 OF—FERDOBRENRHADEAE, VAR X DOHDOE— REfEERL T
SA DFENLZ TN T B h, VAR ZDOIHDEGD IPsec 7 A 7 Z A MEZ IR LT
RGN & B E £,

({ER) PFS 7 v—7 %457 L £ 9, Perfect Forward Secrecy (PFS) %, BiEAb S N 7=&5H

WXL, —EOkyvary F—zARLEY, ZO—EOEyary 2L, BT,
Bt DE TN OIRE SN ET, PFSEERIET DL, PFSt v a v ®F—%EplT DRI
9 % Diffie-Hellman *—3& 7 /LY XL ZRINTHMERNH Y £, F—HHT 1LY X
L, PsectFX 2T 4 7V vo—var (SA) F—ZARLET, K7 0—7Tld, Rig
LA ZAOGREPMEH S NE T, REDREWVIZEEX 2 U7 ¢ b S E T, BRI
N < 720 £9, Diffie-Hellman 7 /V— 7%, liFOET T—HIHLMERH Y 77,

set pfs {groupl | group2 | group5}

i -

ciscoasa (config-ipsec-profile) ##set pfs group2

(FEE) VTIL b > VRO BRI T 2RENEZERT D P T A MRS b E2EELE
B

set trustpoint name

1 -

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

VTl A 3 —2J x4 ADEH

\}

HLWVTLA v Z—T = A ZAZAERR LT VTL F RV ZHENTT HI21E. ROFNEEZETLE
ks

GE)

TIT AT INNDL—ZPMERTERNEZIT 2V ET v 7 LI2IRRBICR D72
». IPSLA #3235 L ¥ 97, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] #ZH L T 72 &0,
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ATy

ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

ATy 71

viiqva—2z4z0iEm

FIE

LW A oS =T =g AR LET,
interface tunnel tunnel interface number

1 -

ciscoasa(config) #interface tunnel 100

Mo ZNVID % 0~ 100 DFEFATHELET, K100 D VIL A > ¥ —T = A ANRPHR— X
ET,

GE)  MhoDT /A A5 ASA 5506 IR EE AT 28561%. b v ID &BHIC 1~ 100
EFRELET, ZiUE. ASA 5506 T34 A THEAREEZ: b o R /V#EPE 1 ~ 100 (2%
RSB TT,

VTIA > 2 —T =4 2 ODA4FTE AT LET,
interface tunnel =~ K 7€ — KT, kOa~vr REAHLET,
nameif interface name

51

ciscoasa(config-if) #nameif vti

VIIA v H =T 2 A ADIPT KL AZ AN LET,
ip address /P addressmask

1

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

bRV EETLDA v H—T = A ZAEEELET,
tunnel source interface interface name

1

ciscoasa (config-if) #tunnel source interface outside
FRAGESED TP T KLU AZFRE L 7,
tunnel destination /P address

B -

ciscoasa(config-if) #tunnel destination 10.1.1.1

ro M2 b kb B— R IPsec IPv4 3 TE L F1°,
tunnel mode ipsec ipv4

1 -

ciscoasa(config-if) #tunnel mode ipsec ipv4

RN IPsec 70 7 7 A )V EE Y B CTET,

tunnel protection ipsec /Psec profile
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1 :

ciscoasa(config-if) #tunnel protection ipsec Profilel

ZDH LW VTL I, IPsec V1 ~ ] VPN OERICEH T&E £97,

B FEr LAV E—T4R



	仮想トンネル インターフェイス
	仮想トンネル インターフェイスについて
	仮想トンネル インターフェイスの注意事項
	VTI トンネルの作成
	IPsec プロポーザル（トランスフォーム セット）の追加
	IPsec プロファイルの追加
	VTI インターフェイスの追加



