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WDOY 77 DN 74—V REENREEND2—VIEHELZFIICET £,

B 7osLianz
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L L AN |

Cn=anyuser,OU=sales;O0=XYZCorporation;L=boston; S=mass;C=us;ea=anyuserlexample.com

77A4~UDN=EA (BETA—/L T RLR) BLOELT U DN=CN (—ft8) OHE,
FFAER CiEbIL 5 = — 41T anyuser@example.com (272 V) F 57,

TOZIWEHAZED A K34

COHETIE, TUXNGEHEEZRET DANCHER T DML EDOH D HA KT A 2k KO [REFIA
IZOWTHBILET,

AVTERMNE—FDAA FSA4 Y
e —RKR—=F A CATIHI VI N aTHFARNET—RFRTOEYR—FINTWNET,

TJx— A —I"—DHA KS/4 >
AT — K TN T 2=V F—R_"—TlFdt vy a oIV R—FrENnEEA,
e —HILCADT = —LF—N— T H R —FEINFHA,

IPV6DHA RS54
IPv6 [3HR— F S EHE A,

O—#AJL CAZEBRZ

FEAEZ VR — M T DL IICASANELLHETEINTWNWDZ L 2R LET, ASA DR
ENELL e BERICKI L2 . REMREREZ GOmAENERINZD T B
BEMERNH Y F4,

ASADRA ML E RAAL APIELLE Tféﬂ'@\é EEMEERLET, BERESNT
WHRA My & RAAL A %R RS HITIL, show running-config =~ > R& AJ LET,

CA%: RETDHENT, ASADZ a0y V7 BRIELLBRESN TS Z L 2R L, FEE

ZiX. BRINC/2 A B & TI27e 2 HEEDMEE SV TV ET, ASA D CAIZE Gk L CREH]
i%ﬁ&%‘@“é&% ASAITBIEDREZ A GEAZEO G DM ORENTH L0 E I & F =
7 LET, BIEORELNA MM OFEN OGS, BRI L £,

12— 71V CAREEOFZHIRD 30 BHETIZ, »—/b A — N—REEFEEN AR S, syslog
Ay —VHERTEE IO — IV CA DI — /LA —_R—DTH L Z L RNMb EhE
o BrLvve—L CAGEAEIZ, BIEOTEHNENAZIIRIZET DRI, BERT T
DT NA RNA VR— N T HRLERHY 3, FEHEN, L —U/VCAFEHELE L
Ta— VA —R—FFHEE A VA =L L TEE LRWGEA . BEES KT 2 aTHettns &
0¥,

e B — AV CAGEIEX, R UF— X7 2 H L CHIRE TRICE#IICE —/LF— " —1
4, m— /LA — R—FFBHEIL, base 64 A T/ AR — MIfEHATE £,

Foanisz ]
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FORNEREDHA KS1>

WIZ., base 64 THBA L ST — /L CA FEBHEDOH 27 LE 4,

MIIX1wIBAzCCF1EGCSQGSTb3DQEHAaCCFO0IEghc+MIIX0jCCFzYGCSqGSIb3DQEHRBGCCFycwghejAGEAMT IXHA
YJKoZIThvcNAQcBMBsGCigGSIb3DOEMAQOMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bEy+GGG2dInB40LphsUM+IG3S
DOiDwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n10iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwiCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5BmIDo6RUROOG1IDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP 7O %3 HiR—
*ASA & CiscoISERY >— J—FN, FUNTP V— AL TCERHENTWEZ L%
R LET,
* AnyConnect E X =7 EE VT 4 7747 F3.0LUBENRT Y RARA Y N TEITHTHD
WVERH D F97,
s IN—T R =D T T T 7 A IVTHIE I NLAAE TR, AAA FREE & GEBHERGE
OWMGEFERTHEIICHETIHLERHD £,
« SSL A" — K23, IKEv2 VPN £t HICBAVWTWAME R H Y £77,

cCAZ. HEIWFFA[E— NIZR > TWAMERHLY 9,

A—AJLCAGEAE T —4 ~—2X

B—WV CAGEET —F X=X EHMFFT 5720, T — 4 X—RZEEPMZ HNLHTZ
memmy:va%ﬁ%LT\ﬁ%%?—&N—X774wumMAmsmmmum%
RIELTLEE VY, m—H/V CAGEHET — X=X, ROT7 7 A VR EENET,

« LOCAL-CA-SERVER.p12 (X, B=—H/V CA I —"ZHRMHINIA R—T VI LTz & ZITERS
Nica—7)v CAGEEL X — XTOT7 —h A4 7 TT,

« LOCAL-CA-SERVER.crl 7 7 A /LiZ. B2 CRL T,

« LOCAL-CA-SERVER ser 7 7 A /L Cld, FATWHAHEHFED L U T AE SNBSS ET,

ZOMDHA K514

CASANCAYV—RFEFITI TAT U b ELTHRESNTWDAEE, HIEENDKTH (2038
1 H 19 H 03:14:08 UTC) Z# XWX 9, iEHEOAEDHZHIRL T EIv, 2D
HA RTA N, =R —=F 4 R F—mb A AR— kL EREBICbEHA S NVET,

o T2 V= NP R =T N7 TV DA, B— UV CAITHRETE EHA, B —
BHIVCA P —REBRETEXLDIT, 72— VT —R_"—DRWNAX L R7 a2 ASA DI T
T, AEC oW T, TCSCty43366) #ZMRL T 2 &0,

B 7osLianz



| #osrians

=58 LIEBE

- -
— —

TORIIIBAZDHRTE .

FEFAEOBRERNTZE T TDHE, ASAICEY, 2—HF DX — XT LIERAEF=— 25T
PKCS12 7 7 A VPMREIESNE T, T, BRI EICH2KBD 7T v a A€V E
73T 4 A7 DB T, BREOT 4 A7 RO &L, HEIN TS RSA ¥—
ARXEFAET 4 — LV Rk o TEARY 7, 1%%@(%677//;%%90)%75%&%%
TWD ASA 1T, REHF OFERERGRLZ ZHCENT 25AI12IE. ZOTA RI 4 ICER
Lf<téwo_ngmpmxu774w \&Eéhfwéﬁﬁmﬁ%&4A7?bm
M, 77 vva AEVIRESNET, F— A XF2048 L EEZFEHATLZ L2680
L9,

lifetime ca-certificate =~ > KX, 17— /L CA V— NGEHEO YA KE (W Ta—h
VL CAH— %R E L, noshutdown 2~ REFITT L LX) ITHENIRY 7, CAGE
BHEOHIRNOIND &, BRESINTZTA 7 XA MEEMH L TH LV CAGEREN AR X
NET, BEFO CAFEIRED T A 74 4 AMEIFEFETE EHA,

BHA L HZ =T 2 A A~DASDM FT7 7 4 v 7 L HTTPS b7 7 4 v 7 ki 5720
o TAT T AT AGEHEZEMNT 2 X9 ASA 7%”7]?752?735‘3?) D %7, SCEPIC X
D BEIICAER SN D IDFEAFEIXY 7 — b= NCHAER SN D720, L7 E O IDGE
HELZFH T, A F—L LTSN, %L@# HHINDZ DT v — % OFIC
DNTIE, RO URL #BH LT E30,
http://www.cisco.com/en/US/products/ps6120/products _configuration example09186a00809fcf91.shtml,

ASA 3 L O AnyConnect 77 7 A 7 > N THGREET & 5 D3, [X520Serialnumber] 7 4 —/L K

([SubjectName] D U 7 /L3&E) 73 PrintableString T TH HAEAED A TT, U T /b
FHEOBRIZUTFR 2 LDy a—F 4 U IBRMER STV A HE. EAERIEITAR L
i ﬁ‘o

ASA TDA iR— ML, AN CFEE M E2FFAENRT A —Z AL TS EEN,

TANRI—F (%) ZEEZEHTLIE, XFIMETCZOXLFEMEHATCE L2 a—
% CAH— STHHLTWAZ L &R LT 72 &1, RFC 5280 Tl UTFSString % 7 1%
PrintableString Z 9% Z & ZHELE L TV EJ723, PrintableString TIXZ DY A /L K —
Fﬁ?%ﬁﬁf%ékmﬁbﬁ%thH%m@%ﬁﬁ?é%%#%@i?4MAi
A VR — NN 2 SC R E TR Ao D & A AR — b LR EAER LE T,
WA 22 7= Liﬁ‘o

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

-ﬂLHH

:ﬂliE

TlX, TUXNFEAEORTEHFIEICHOWTHA L E9,

Foanisz ]
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B zzo00z:

ASAMNTLS 7 74 7 > b & LTEHIET 2854, ASAIZRFC6125 TERSNTWDHT S Fr—

va =D ID ORFELV—EYR— R LET, TORFC Tix, 2 ID #HK5l (ASA k

THE) L., (7N r—var $—\MHEE) RS2 ID ISk LTERID 2 RE7

LFNEZRLCTWET, RS2 IDBREFHADOSZIID & —H LT uX, B33
Nt mT—nuJiIlimInEd,

PO, —IXHF O ID 28R T 572902, 1 DL EORBI T %2 & 7= Y — NGEH
5 ASA ITHE/R L E 9, ASA TRESNDHSMID (X, B OMENLHIZ Y — GEAE TR
ENAID EHEBENET, ZNHDIDIE, REFC6125 TEHRSINTWNDE 45D ID XA T DR
EDA VAR ATE, 45D ID XA FIIRO LB TT,

«CN_ID : GEHEDOY 7V =7 b 74—V RIZRESND, l4 (CN) #A47D 15D
BYES A T EAEDORT TR E EN L ERERI4 (RDN) . ZOfEIE, BRRBO FAA
VA E—HLET, CNEIZEHRBROTF A MZT 52 LT TEEHA, CN-IDEBRID
T, 77U —vary b RII/HEINEEA,

* DNS-ID : dNSName % A ~’® subjectAltName = kU, ZHUZDNS KA A 4TI,
DNS-ID ZHID TiZ, 77UV r—vay h—ERIEINE A,

« SRV-ID : RFC 4985 [Z/£# 41TV % SRVName B DA {4 D, otherName & A 7'0
subjectAltName = k U, SRV-ID #5121, 1\7‘4’/%&77)77*—“/3/4ﬁ“—tx
AATOWMGHEHHT LN TEET, 722X, [ _imaps.example.net] ¢ SRV-ID 61\
DNS KA A 45457 lexample.net] & . 77)5‘*73/“3‘*-[:% & A TGy

limaps| (271} BAIVET,

* URI-ID : uniformResourceldentifier & - ~7°® subjectAltName = U, Z DfEIC
[scheme] > R—F> b &, RFC3986ZEFE 41TV 5 [reg-name| /1/~/1/ *ﬁﬁ‘é
Thost] @ R—F b (FRIZTNHY T Ha R R—x ) OWERGTENET,
URI-ID @Bl F12i&, IP 7 RLATIER<, BLOEKRA T TIER < DNS RA A~
HEEDLMNENDHY £F, 72 xX.  [sipvoice.example.edu) &9 URI-ID i%, DNS
RAA 20 Tvoice.example.edu] &7 7V r—2 g =R XA 7D [sip) IZHEIT
TET,

S ID X, REHOA4RIZRET D EMERSNE T, ZRID MERShD &, 45D ID ¥
A 7 LB ONTMEEBIRIDISEN, £2EZBIDMHOHIRT 2N TE T, 2R
D IZiX, DNS RAA VA ZREETHIERNEEN TV DIMLERHY £, £/o, 77V r—
Var U RERET HIEROEHDLENTEET,

48 HHEIIZ

s ZHID IX, syslog F—NBLUOAw— b T4 BV A b= "~DHGEIFICOAEH S E
4, TOMD ASASSL 7 T A4 T b T— FOER T, S TIE, 2R ID ORER
AT R— SR THETA,

KR T TA T FOBIEIHHERB LT +— Ny 7 ZBr&E . ASA I RFC 6125 TiiH
ENTNWAID & —HEHE-DDOTXTONL—LEFEELET,

B 7osLianz
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&

ATy T2

proangs 1 Jozess |

SEREAETE T OMEIIFEEINFEY AL, L7z > 7T, [No Match Found, Pinned
Certificate] AvE—UBRRETHILIZDV EHA, o, VA3 THEETHIF
AT Y MIXGFERT T4 T2 FTIERWED, —ER RO 6 WG EIc e —FREEE
FEETHIEHLTEERA,

FIE

[Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] (28 L £ 7,

REFAHDSIID Y A ézni?: FLWRIID 28T 51213 [Add] 227 Y v 7 L&
T, BFEOSID #fET HI10E, HFEOBRID A RN L THH [Bdit) 227 U v 7 LET,
BEfFOZFRID #HIBRT 5121, xf%!@#%% ID 23R LT 5 [Delete] 27 V v 7 LE$, fif
HHADOSHID ZHIRT 2 Z LIXTEEEA,

SIID ZERETIIET T 5121F, LA [AAd], [Edit] #7 V v 7 LET,

[Add Reference Identity] & 7= 1% [Edit Reference Identity] %4 7 1 7R v 7 A& H LT, S ID
ERIRBIOHEELET,

« B ID 1213, [EEDOX A TOEBOERBID 2BINTExF 1,

« ZRID ZRE LI2RRIZ, TOLAFIEEETDH I LITTEERA, ARIZEET DT
ZIRID ZHIBR L T OIER LETLERH D £,

RDERY
RE L= ID 1X, syslog 3 & O Smart Call Home W — N85t 2 5% €T DB L £,

REDMRAERX A TDREAHE

BT LAEHEZMLT DL, TAT 2T 4T 4 GEHEOENLIR EDIAN 2 Z X7 R0,
12—V CARERES 2 — FEAGEHAEDOMSL 2 ED S HICHEREREERITRAD £ 912720
i‘j‘o

1R BHHIIZ

TYUANGEAEFRICHZEL, BECE2EHEFELMLLET, MEXT—NHREIN TV
W CAREFAEIZ, 99X TO VPN 7'u h 2L & webvpn THEHA SN, FTF A MKRA 2 N TEHEEY
TAT v NEAEERAET 5 KO IR ESNTOET, £, FT A RRA b EiE, HTTPS
PF—NZ 7 X U S VR A ARAE L, smart-call-home REF]E A FRAET 5. webvpn BEREIC
KXo THEHENDEHETE IEHED—TEDOZ & TT,

Foanisz ]
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ATy

ATy T2

ATvT3

ID EEERE

%

\I
Sl
A
i
A

&

FoaLiEng |

FIE

TAT T 4T 4L, T OMEF— L& & HICASA ICRESNDIEHETT, i
L. SSL #— B AR IPsec h—E RAZFENLT HEEDOT 7 b RO GLETIZT 72T ¥
DAERIHEH SN, PTARMKRA Y MEBET L LICL s THBENET, 7477+«
T A FEHEZRET DI, IDFEAE (16 X—) ZZRL T30,

O—H)VCAERETDHE, VPN T4 T2 M ASA D OIFAZE A EHERETE L L 912 n
DNET, ZTOFERFRTEICLY, ASAIZCAIZEBINE T, CAZRTET HITIL, CACCertificate
23 =) ZZBLTILEEN,

WebVPN Java 2 — REBAEEED L LT AT v T 4 T AEAELHEHAT 2HEEF. 2—F
B EIAE 34 4—) ZBRLTLIIEEN,

RDEZRY

FEREDOAIRICTY 7 — P 2RET D0, 7 VA NVAEAEIEHEOEHERE L =2 L ¥
R

TAT T 4T 45EAEIZ, ASAND VPN 77 ADFEFECEHTE £,
[Identity Certificates Authentication] XA > TlZ, IRDF A7 ZFETTEE T,
cTAT T 4T AFEEDOBMEITA AR —F (16 X—2) ,
« CA B OERE LT CMPV2 BERDOAT ML
« ID AEAFEDOFME F£RT D,
« BEAF D ID REM HZ HIRT 5,
cTATYT 4T AREHEDOT T ZR—F (21 =) ,
c FERAEADIIROT 7 — M ERET S,
* Etrust T7 A 7T 4 T 4 GEAEZ BT DI EEAEROER 21 ~—)

EIRREMEME=IEA viR—

FLWIDFFAE a7 4 X2 b—r g U EBINFERIZA VR — T 5120, ROTFINEE LT
LET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Identity Certificates] D JIH
WZBIRL £,

B 7osLianz
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ATvT2

ATvT3
ATv74
ATy Th
ATvT6
ATy T1
ATvT8

ATvT9

ATy 710
ATvIN

AT T12

ATy 713

ATy 714
ATy 715

ATv 716

FA4Fv7 47 iEnEOEMELEA K— [

[Add] 227V v 7 LET,

BN SN2 T A MRA > M2 EFBIZ/R S 4072 [Add Identity Certificate] A 7 &2 77K v 7 A
MERSINET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 47" =
YARZ LRIV 7 LT BIFOT 7 A Vb IDGEEEZ A VAR — F LET,

PKCS12 7 7 A VDB BAVIZHERHT A/ A 7 L —X % ASJLFET,

T 7 ANDINAL E NT)T DD, [Browse] &2 Y w2 LC [Import ID Certificate File] % 1 7 &

TRy 7 A%FoRLET, FEHET 7 A4 V% B2 T, [ImportID CertificateFile] 2 7 V v 7 L
£7.

[Add a new Global Controller] ="'~ a > A& %27 Vv 7 LT, FHLWIDFEAEEZEIMNL F

R

[New] %7 U v 27 LT, [AddKeyPair] ¥ A 7T 0 7Ry 7 AR LET,

RSA F721X ECDSA ¥ — DX A 7 &R L ET,

[Use default keypair name] 47> a > R¥ %7 U7 LT, T 74/ hDOF— T4 %
L/i‘j‘o

[Enter a new key pairname] 47> a > R¥ %7V v 7 LT, HiLWARIZADLET,

Ry 720 UR PR A X2 IR ET, R A DA R5E13. Entrust (2
BEIWGHOELIZE N,

[General purpose] 47> a v RZ v (F7 4/ F) F£721E [Special| 47V a v RA &7V v
LT, = XTOHBEBEINLET, [Special] 47 a v RH¥ U 2BIRTH L. ASAICK
DVELHERSEHDO2 00X — XTRERSNET, ZOBRIE, ST 2#8BHIc2>0
REENLE e Z LA RLET,
[Generate Now] &7 U v 7 L CH LW % — X7 Z4ERL L. [Show] 27 U » 7 L T [Key Pair
Details] ¥4 70 7Ry 7 A%2FoRLET, Z2I2E, ROBREHOERDREINET,

« NBIF =IO KR L 72 D X — T DA i,

o F— T DR H R,

* RSA ¥— X7 OHi&,

o B T OBRE A X (512, 768, 1024, 2048, BL 4096 £ ) . T 7 v i
1024 T,

e T XA Fﬁza@*ﬁ:fﬁ@v\%_ 5‘_“_& %é\hﬂ?_ 5“\_&0

SET LS, [OK]Z227 VU w7 LET,

ID GEHE T DN Z T 572D DFERAEY 7 =7 F DN #BIR L E£3, LD, [Select] &
27 U w77 L [Cettificate Subject DN] X4 7 R VR v 7 A& KR LET,

Ke w2y ) A RGBT 5 DN JEME 1 SPLEERL, fE2ASIL, [Add 272V v
7 LET, GEHEY 7 =7 b DN OfFEHAREZR X.500 BIEIX, kD LB T,

» Common Name (CN)

* Department (OU)

Foanisz ]
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B 7 7 7 ammEoEmELIZA oR—

ATv I
ATy 718

ATv 719

ATy T2

ATvIT2A

ATvT 2

ATvT23

« Company Name (O)
+ Country (C)
« State/Province (ST)
* Location (L)

+ E-mail Address (EA)

SETLEG, [OK]EZ 27 Y v 7 LET,

H O B4R ELZER T 5121E. [Generate self-signed certificate] = v 7 R 7 A% 41T L
£

TATUT 4T 4 EEZ 7 —B /L CA & L THEESHE 5121E, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] = v 7 iR v 7 A& A 2 LET,

BMOT AT T 47 4 fEHFEREEIT 9 12IE, [Advanced] 7 V v 7 LET,

[Certificate Parameters], [EnrollmentMode], ¥5 & UY[SCEP Challenge Password] @ 3 >0 % 7 %
> [Advanced Options] ¥ A 7 2 7R v 7 ANFRSINET,

GE)  BIRT— F®REL SCEP F v LY AU — NI HOBAEAE T T £48
/\/0
[Certificate Parameters] % 7% 7 Y w7 L, ROMEHE AT L ET,
«DNS ¥ U —BEEIND / — RONLE % 783 FQDN GGE2&(Bifi KA A v 4) |
« ID FEAFEICBREMT DN TV DEETFA—/L T RL A,
4 EI Ry MIE 10ERRLDO, £y PU—27 LD ASAIPT FLA,
* [Include serial number of the device] = v 7 R v 7 A% A2 LT, ASA DY T LE S
ZREHE N T A —Z BN £,
[Enrollment Mode] # 7% 7 U w7 L, IROGHE AT LET,

« [Request by manual enrollment] 47" = > A8 % F 7213 [Request from a CA] 47> = > R
Ak w7 LT, BEGTREZEIRLET, [Request from a CA] 4R L T CMPV2 %
BEANCT DHEIE. CANDOERE LTO CMPV2 B OFME (19°—2) %%
RLTS7ZENY,

* SCEP 4 L CHEIIZA v A h—/L &2 REHE O Ek URL,
« IDREAFED A A b —/WZFFA SN DI KEAITH0E. 7740 MET 15T,
«IDREAFED A A F—/VZFFR SN DI KERAITEE, 7740 MT0 T, 205G
X, BRITREIN CHIUTME T HRITTE £ T,
[SCEP Challenge Password] % 7% 7 U » 7 L, IROE#RE AT LET,
« SCEP /XA U — R

B 7osLianz
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ATy T4
ATw 25

ATy T 26

ATFwT21
ATy 728

ATvT29

carsnERE LTo emp 2ioamt i

* SCEP /NA U — REMERDT=OIZH AT

T LG, [OK]Z7 U v 7 LET,

DFEH ifﬂﬁ@ AEAEICBA TE 5 L 5127 5A 1%, [Enable CA flag in basic constraints
extenswn] AT LE To

FEARIKOIBEIC L > T, FEHZEOY 7V =7 bAEFERE (CA) 1 E D il s £,
ZOA, FHEZMEN L ChoIFHEICBA TS 2 &#T%iﬁ‘CA777 X, 2 OfEEE
DO—TT, ZNOLOHEANGEHEIFET DI &IX, iEHEOAMF—Z2MHH L CGGEHED
BAGKBIECEAZ LA R LET, 204 T aradArOFFIZLTEWNTH, FRICRHIEIL
HYFEHA,

[Add Identity Certificate] % A 7 2 7' 7R v~ 7 AT, [Add Certificate] 27 U v 7 LE 7,
[Identity Certificates] J A MIH LW ID GEBENR RS NE T,
[Applyl #27 VU v 27 L, HiLWIDFFHAEa L 7 4 FaL—a U ARFELET,

[Show Details] #27 U > 7 LT, D 3 DORREH X 738 £41% [Certificate Details] %1 7
H&°ﬂf~y7%%§§ﬂ?biﬁ_o

* [General] # 71CiX, # A7, Y UTNFE G, AT —F A, Hik, ABHF— %47, CRL
SARA Vb GEAEORDEE, BLOBEEMT O TND N TR MRA » OERE
RENET, I B OfEIL, [Available] & [Pending] D i 7D AT — % ZZ@H S E 7,

s [Issued to] # 721X, 7Y =727 k DN £72ILAEAEFAE O X.500 7  —/V K& ZDHE
NERENET, ZNHOfEIE, [Available] AT — % ADORIZHA SN £,

e [Issuedby] # 712i%. FEHEEM G L2 T 4T 4 DX500 7 4 —/L RRFRENET,
:ﬂ%@ﬁﬁ\MWMMdXT HADIHH S NET,

IDFEAEZ 7 4 X2 b—a U EHIBRT DI, 207 X2 b—a U E&R L, [Delete]
Vv LET,

GE) FEEa 74 X2l —TalEHIRTHE, HxTE <Y 9, HIBRLZFEH
EEFEMERTDICIE, [Add] 227V v 27 LT, fFAEa 7 4 Fab—2a v DIER
ET_RCTHANLET,

CANLMDERE L TOHOCMPv2 ZHFEDERIE

HEU4?vx*yFU—ﬁft%;U?45~%?I4?N41&LT%%¢ékbw

ASA I Certificate Management Protocol (CMPv2) ZfE ] L T < D OFEH] E4E BikRE &
R—hrLET, ASA 7/ AGEHEDBERIZ CMPV2 2145 Z & T, @@ﬁ#ﬁ%ﬁCA
ﬁ%@W@@ﬁﬁgkfﬁ/?)&%%%?%%ﬁbtnxHL%%AT%@W?%MW i

1THAHDORENELZZ LR Z DT O OFEHEZ FEIRER L2 TE £, 5 LIt EIT ek
DETE DINTIRAF S 4L, FEBAER G T2 > T\ D IPsec DFRE THEH SVE T,
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B crrcozseLcoopesizoanit

A\

G¥)

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy 71

ATvT8

ATvT9

ASA TIZ CMPV2 DT _XRTOMREZFIFATE 2bFTIEdH Y ¥ A,

WADERT CA & DOEHEEMNL L, RVOFEAZELREG L3, CAGEHZEIL N7 A haRA
/FT%m_mﬁéﬂéME#%@iT A LA N—NHOFHHEO T 4 =TV FER
)i\[]'é"%) k o uf|:75>£ﬁ?§2hi*f

[Advanced Options] 7 « > K7 @ [Enrollment Mode] % 77 k- C [Request froma CA] %7 U v 7 L
Tt CMPV2 B4k D 7= DIZLL FOFNEZE AT L £ 7,

IR B
TATF T 4T 4 EOBIMERIZA O ARA—F (16 2—) OFIEEZFEITLET,

FIE

CMP %47 v /L& L CER L, http:/ f8IKIC CMP URL 2 A1 L £,
J T O CMP FH#)/ H B RS I BEIRITEHT LW — X7 2T 51203, [RSA] £721%
[EDCSA] Z &R L 7,

[RSA] Z#ER L7855, [Modulus] K2 77X 7 A =2 —hBEZEIR L £9, [EDCSA] %
BIR L7286, FBHEHRO Fa vy 77X 0y Ao —nbEEZERLET,

(F7vay) GEREOEGHR, &2 WITBEREROIEMRRNCF — X7 Z AWK T 2121%
[Regenerate the key pair] &2 U v 27 LE T,

[SharedKey] %7 U v 27 L, CAIZE>TT U hA TNy FEEENTMEEATILET, ZOHE
. CABLASANZHT 5 A v —VOREMEL LOBGEL R T 21D S E
j—o

[Signing Trustpoint] 2 27 Y » 7 L, CMP B&RERIZES T DERICHE ] SN RITHERT A A
AEEA ST P T A MARA U FOAHETE AT LET,

INLDOAT T aid, BT ARRA Y FEERT B R/l CMP ICRESH TN D & &I
HEATEET, CMP FT7 A MARA V ERBREESINTWHIGA, IAME L i%‘%.&fﬁ%
DTN EFRENTEETH, MAITHETEEE A,

CA FEHE A FEET 5 121X [Browse Certificate] #7 U » 7 L £7,

(A7 a ) CMPV2 D HEVEE:AEENIT 5121%, [AutoEnroll] F = v 7 R v 7 A& 12 L
3

[Auto Enroll Lifetime] 7 4 —/b RIZiX, BHEVRENLEIC/R D ETO, FEFEOHIIIZ2HG%)
W ONR— T =T AN LET,

REFEO T FHFITH LW —Z 43 5 121%, [Auto Enroll RegenerateKey] %2 V v 7 L £ 7,

B 7osLianz
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IEER AR ERE Uil DECPU BN |

SIREQTH R K b
IDZEHEAS =7 2K — 5121, WOFIEE EFTFLET,

Fg

AT w1 [Export] #7 U v 7 L. [Export Certificate] #1727 Ry 7 A%FrLET,

ATV T2 GEHEI L 74X al—varET ) AR— T 5 EXIMEHTHPRKCSI2IEX T 7 A L D4
AiZ AT LET, F72iE, [Browse] &7 U 7 LT [Export ID Certificate File] %1 7 & 77K v
JAEFRL, AEa L 7 4 X2 b= a VBRI AR T AE T A NERLET,

AT w73 [PKCSI2 Format] 47"+ 2 > R¥  F 721 [PEM Format]) 47> a > RE %7V » 7 LT,
FEEOEAZ BRI L 7,

RTw T4 PKCSI2 7 7 A V=7 AR— MK BALT D72 DIERT 2 A7 L—XE A LET,

ATV TS BB ZAT L —XEWHEOT-DICHEAS LET,

AT T 6 [ExportCertificate] %7 V v 7 LT, itEa L 74 F¥al—v a7 AR —MLET,
HMAA T a7 Ry 7 ZARFREN, FEHEI 7 X2 — gy 77 A ANREDBTIC
EFIZT I AR—FENTZ EDRRENET,

AEBAEERERDAR
Entrust (2355 T AFEAEEL BEREZ AR T HITIT. ROFIEEZFEITLET,
FE

AT 71 [Enroll ASA SSL VPN with Entrust] %2 U »» 7 LC, [Generate Certificate Signing Request] % 1 7~
0 Ry I AR RUET,

AT T2 [Key Pair] L TROFNEE FITLET,

a) Fey 77X URXAENL, RESNEXF— XTONTNNERIRL T,
b) [Show] Z 7 U v 7 LT [KeyDetails] ¥4 7 7Ry 7 ZA%FRrLET, Z I, BRS
Nlzx— X7 0L R, AR (—BROERITSERLER) | B4 X, BLOF—
T—=H LWVl ERBRINET,
¢c) SBTIrLEDL, [OK]Z227 Uy 7 LET,
d) [New] %7 U > 27 LT, [AddKeyPair] ¥4 7 /ARy 7 AR LET, EkLIZF—
T % ASAIZIEET oM, 77 ANVTRIFET D2 ENTEET,
AT 73 [Certificate Subject DN] fEIKIZ R DIF# A A LE T,
a) ASA ® FQDN £7/3IP 7 NL X,
b) EtEO4H,
0) 2 XFOEFEF,
AT w 74 [Optional Parameters] fiEJsk CR DO FNEZ FIT L 77,
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B 5 7 amzorozt—n

ATy TH
ATvT6

ATy 17

ATvT8

ATvT9

ATy T1
ATvT2
ATvT3
ATvT4
ATy Th
ATvT6

ATy T1

ATvT8

a) [Select] 7 VU v 27 LT, [Additional DN Attributes] # A 7 2 /R v 7 2% FR L ET,
b) Fey 77Xy U MpbENToEELZEINL, 2 AT LET,

¢) [Add] %7 VU v 7 LT, K@% [attribute] 7 — 7 /VIZIBML 9,

d) [Delete] #7 U 2 LC, [attribute] 7—7 V5 EMEZHIERL £,

e) SETLb, [OK1Z27 Uy s LET,

[Additional DN Attributes] 7 « —/V RIZIBII SNz BESFR R EINE T,

CANDLERINTZLAIT, BREM A A U AFREZEBIMTANLET,
[Generate Request] 22 U v 7 LT, GEEBEA YR AL L ET, T % Entrust (I2XET 2
b, TrANMIRIFELTETEET LI LB TEET,

CSR 237 &7z [Enroll with Entrust] # A 7 2 77K v 7 ANFRENET,

[request a certificate from Entrust] V > 7 227 U w7 LT, B#7n v X &% T LEd, £D%,
IRENTZCSR & a2 B — L CHEY £11F. % 41% Entrust Web 7 +— A (http://www.entrust.net/cisco/)
EEHALTHELET, BOBREBT 2L AIEL. ARSI CSR &7 7 A /VIZHRAF L. [Identity
Certificates] ~2f > T [enroll with Entrust] V > 27 %27 U v 7 L¥ 9,

Entrust (2 X V) . BROBFEDHER S NT-1%, sEAENEITSNET, ZUTIZBED 011856
N £, KIZ, [Identity Certificate] XA > CHREFOERZIRIR L, [Install] 227 U v 7 L
T, iEHEEZA VA M= VTDHMERDH D 7,

[Close] #7 VU > 2 L. [Enroll with Entrust] #4702 /Ry 7 A&HLFET,

SEBHE®DA VA =L
HLWIDFEAELZ A VA =19 500F, ROFIEEZETLET,

FIE

[Identity Certificates] 31 > C[Add] &7 U v 7 L. [Add Identity Certificate] Z A 7 & 7R v 7 A
R IILET,

[Add a new identity certificate] 7" v a > R"¥ %7 Vv 7 LET,

= RTEEHET L0, FTLOF— XTEERLET, F— XTIEIMETT,
REBEY 7Y =7 N DN IE#AZ AJI L, [Select] #27 V v 7 LT, [Certificate Subject DN] # A
TulZiRy s AeFRLET,

BAfRT % CA TEARY 7Y -7 DN EEEZTXTHEEL., [OK] %7 U v 27 LT [Certificate
Subject DN] # A 72 V'R 7 A% AL 77,

[Add Identity Certificate] % 7 & 7' 7R v 7 AT, [Advanced] %72 V 2 L T [Advanced Options]
HATaIT Ry 7 AeFRLET,

VBEOFICOWTHE, 74707 4 7 AGEAEOBNEZZA v —F (16 ~—) OF
17 ~23 ZZ L TES0,

[Add Identity Certificate] % A 7 2 77K v 7 AC, [Add Certificate] 27 U v 7 LET,
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AFvT9
ATy 710

ATvINn

AT T12

ATy 713
ATy 714

ATy 715

ATv 716

CA Certificate

CA Certificate .

[Identity Certificate Request] # A 7 1 7' 7R v 7 ANFRIINET,

TXANHXATDCSR 77 ANE (c\verisign-csrtxt 72 E) AL, [OK] 27 Vw7 LE
-3‘0

CSRTF AL 77 ANV CAICERLET, EETLHRDVIC, CADOWeb¥ A FZdH D CSR
BER—VICTF AN Ty ANEOMITAZ L TEET,

CA D IDFEBHENR S 72 6, [Identity Certificates] A NI E) L, (REEFOFEHET VK
VaBRLTC, [Installl] 227 U v 7 LET,

[Install Identity Certificate] %A 7 2 77K v 7 ANRFRINET,
HETOATvary BRI a7 ) v LT, ROWVTUDOAT v a Va2@RLET,
* Install from a file
FE72i, [Browse] 27 Uy 27 L, 77 ANVERBLET,
* Paste the certificate data in base-64 format

A — LREHET — 7 28008 SV 0 A £,

[Install Certificate] %7 U v 27 LET,

[Applyl 27 VU w7 L, HLA VA=V LIFEHELZDASA L 7 4 Fal—a Uk
RIFELET,

B L 72 ID GEEICBE T 2 6 G A 3 2 121%, [Show Details] %27 U v 7 LT, KD 3
DDOFRE Z T E £ D [Certificate Details] # 4 70 /Ry 7 AnFwLET,

[General] # 7\C1%, #A 7. VT NERS, ATF—F% A, Hik, ABx— %47, CRL HH#
A2 b, EAEOCHSH., BIOBEEMTONTND N T A MRS v hOMERERSINE
T, TR SOfEIE, [Available] & [Pending] Dfi )7 D AT — & AT HA S E T,

[ssued to] # 71ZiX, # 7Y =2 ks DN E7ITREETAH O X500 7 1 —/L K& ZOfENER
IRENET, TN DHDfEIT. [Available] AT —H ZADHIZEH S ET,

[Issued by] # 71Zi%, FEAEAM G LIcm T 47 4 D X500 7 4 —/V RBRFRSNET, Z
NHDOEIZ, [Available] 27— ADHIZHEH S NE T,

a— RBAFERAEZ L 7 4 X2 b—a VEHIBRTDIZE, 27 4 Fab— g UEER
L. [Delete] 7 V v 27 LET,

(G¥) AEAEa L 7 4 X2 b—2a rEHIRT A L, HoTE 20 £9, HIBR LN
EEFERT 22X, [Import] 227V » 7 LT, GEEa L 7 4 X2 b—T 3 VOl
WMETXTHANLET,

ZOR=UT, CAFEAEZEH LET, WO ME Y7 TiE, FATTEHZ 2IZHOV T L
ij‘o

Foanisz ]
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B cramzoemsErgs oz r—n

CAGIEAZEDEME=IEM VX k—L

ATy T

ATy T2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

CAGEEFEZBMEZIZA A =T 5121%, ROFIEZFEITLET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DJIH(Z
BIRLET,

[Add] %227 Vv 7 LET,
[Install Certificate] 44 7 1 77K v 7 ANREKRIINET,

[Install fromafile] 7'~ a v A& %27 U v 7 LT, BEFO 7 7 A A HREEREZEML
T (ZNBT 74V REETT) o

INABEIORTZ 7 A NGB EANTIT DD, Fioid[Browse] 7 U w7 LTT7 7 A NVEMRBLET,

RIZ, [Install Certificate] &2 U v 27 LE 7,

[Certificate Installation] % A 7 7 7R v 7 ANFR Z ., iEBIENEFIZA VA h— Sz
EETRTHERA v E—UNmEnET, [OK] 227V v 7 LT, ZOXATulRy 7 A%MH

CET,

[Paste certificate in PEM format] 47> a v RZ %227 V) v 7 LT, FEITHEELET,

PEM JZZ (base64 7213 16 ) OFEMEZ a2 — LT, FEEOFHEBIZAL Y 41T, [Install
Certificate] 7 U v 27 LET,
[Certificate Installation] % A 7 7 7' 7R v 7 ANFR Z L, iEBIENEFIZA VA h— Sl
EETRTHERA v E—UNmEnET, [OK] 227V v 7 LT, ZOXATulRy 7 A%MH
CET,
wmymmﬁfyayﬁ&y%ﬁvy7LT\ﬁafﬁﬁbiﬁgAmwis&m%ﬁmbf
WZHEE L, REBIEABUS L C, GEEAE T N, RICA A =L LET, SCEP &
éci 4/9%?/%% LT, SCEPZH¥7AR— T2 CAIZEEFT HMENH Y £7, SCEP
R L7 BEEERCIE, 2 IXKROEREANT HLERH Y 7,

e HEJA VA b — /LT BIFHED R L7 7 4 L4,
FEFAEDO A VA M=V ORKERITOE, T 74/ ML 15T,

SEFHED A A b=V OFERITREIE, T 7 4/ MEI0TY, ZOHEAIE, HFRITHEEANT
bUIMECTHLHERTTEE T,

BB L OBAEOIRAEDEDMO a7 ( Fab—a L A7 g v BFrT 51001, [More
Options] 7 U v 27 LET,

[Configuration Options for CA Certificates] <A1 > NE/R I ET,

BEfED CAGEAE 2 7 4 X2 L —ya VALETETHITE, a7 4 Fab—ra VAER
L. [Edit] #27 Vv 27 LET,

CAFFEZ L 7 4 X2 Lb—a VEHIRT DI, a7 4 X2 b—a 28R L, [Delete]
7V vy LET,
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ATy 713

wmizpas 5 casEmzonE

G FEEoC 74X 2L —rarEFHIRTHE, HTE R0 ET, HIBRLFEN
EEEERT AT, [Add] 227V v 7 LT, SEAEBa V7 4 X2 b —2 3 OFR
I _XTHANLET,

[Show Details] #2 V v 27 LC, IRD 3 DOERFEHZ 7 E £ 5 [Certificate Details] %A 7
0y Ry I AEFRRLET,
* [General] # 71CiX, # A7, Y UTNFK G, AT —F A, Hik, AHF— ¥4 7. CRL
SARA Vb GEAEORMME, BLOBEEMT O TND N TR MRA v POERE
RENET, ZHSOEIE, [Available] & [Pending] Dl 5 D AT — % A @A SN E T,

s [Issued to] # 71Zi%, ¥ 7Y =7 b DN F72FGEAENAE O X500 7 4 —/L K& ZDfH
DERREINET, ZNHDOMEIE, [Available] AT — X AORIZHEA SN ET,

e [Issuedby] # 7 2i%, FEHEZMNGE LT 4T 4 DX5007 4 —/V RRFRENET,
ZHDOfEIX. [Available] AT —X AD BT SN E T,

KNIZR89 % CAFEEAZE DERTE

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

KM LT CAREMIEZRET 21213, ROFINEZETLET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIH
W8I LT, [Install Certificates] # A 7 12 7R v 7 A& K< LE T, RIZ, [More Options] & 7
Vw7 LET,

[Revocation Check] # 7% 7 U v 7 L7,

FEEO RN T = v 7 BT 4B —TMIZT 5121, [Do not check certificates for revocation] 4 7"
varwygrE7) v LET,

1 DL EDE#hF =~ 7 50 (CRL £721% OCSP) %3R4 51T1%, [Check certificates for
revocation]| A7 v a v KL U E I Y v LET,

[Add] 7 VU » 7 LTRNGFRAELRNCRBET 5 &, 2OHFXDFEHATEEIC/ZR Y £9°, [Move
Up] £721% [Move Down] #7 U » 7 LT, FXDIEFEZELLET,

BIRLU2HAT, BIMLZEFcEEShE T, TEhoo I —NRENHEIE, ZDORD
KhF v HFANRT 774712720 7,

REEORGETIC R T = v 7 O T —Z M T 5121, [Consider certificate valid if revocation
checking returns errors] = v 7 R v 7 A% A A LET,

[OK] %27 U w27 LT, [Revocation Check] # 7 %[ U F 7,
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CRLEXNBRY o —D/RTE
CRLEERY > —%2RTET HI20F,. ROFNEEZETLET,

FIE

AT 71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
W2 LT, [Install Certificates] A 7 12 7R v 7 A& KR LET, KIZ, [More Options] % 7
Uy Z7 LET,

AT 72 [Use CRL Distribution Point from the certificate] = v 7 R 7 A& 42 LT, F= v 77RO
REBAFE D CRL SR A & MR TF = v 7 Rk LET,

AT w 73 [UseStatic URLs configured below] 7= > 7 7R v 7 A% 412 LT, CRL DEFIZHEHT 2 8E
D URL z—FF/r LEd, @R L7 URL (T, B L7EFCHRIES L E S, f5E L7 URL
T I —NRAELZGEIE. £DORO URL MEM S ET,

AT w74 [Static Configuration] FEIkD [Add] Z#7 V v 7 LE T,
[Add Static URL] # A 7 2 7' 7/R v 7 ARFRINET,

AT9 75 CRLOSBIZHERATHAXT 427 URLEZANLT, [OK]Z27 V7 LET,
A1 L72 URL 3 [Static URLs] V A MZFERENE T,

ATFYT6 [OK]2 27 U7 LT, ZOXEAT Ry 7 AL ET,

CRLEVEARXDERTE
CRL G NEaHRET AT, ROFIEEZFETLET,

FIE

AT 71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIH
(3R LT, [Install Certificates] 1 7 12 7R v 7 A% F - LET, WKIT, [More Options] & 7
Vw7 LET,
AT w 72 [Configuration Options for CA Certificates] ~2-f > C [CRL Retrieval Methods] ¥ 7% 7 U v 7 L %
D
ATYT3 RO3ISOBGHFRONT a3 R L £,
« CRL O U5 CLDAP % A 3 —7 /W23 5 1Z1%. [Enable Lightweight Directory Access Protocol
(LDAP)|F = v 7R v 7 A% 4 I LET, LDAP Zfiffl L TCRL ZBUSGT 2 8B481%. &
JE L2 LDAP H— NIZRA T — Rl LTt d 5 2 & T, LDAP & v ¥ a VB S
NWET, 7740 hOE, ZOHEHEIZIL TCP A — bk 389 i S E 7, KROLHS
TA—=Z NI UET,

* Name
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ATvT4

OCSP JL— )LD %

&

ATvT2
ATvT3

ATy T4

ATvT5
ATvT6
ATvT1
ATvT8
ATvT9

ocse L—rozz [

* Password

¢ Confirm Password
c T ITAHI b H—N (F—1F)
s TI7AI b R—F (389)

« CRL OEUETHTTP 2 A *— 7 /WIZF HIZ1L, [Enable HTTP] F = v 7 R v 7 A% 4 \Z
LET,

[OK] %7 U277 LT, ZOXT7T%#MALET,

=

na

X509 T VX NGEHEDRKNAT — X A Wi 57280 OCSP L— /L& ET HITIE, RO
FEZEFITLET,

1R BHHIIZ

OCSP /b — /L Z B HHNC, BTREAE~ v 7E2REL TEBN TS, iEHEY v 775
RESNTWRWEE, =7 — Ayt —URFRSnET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIH
W@ LT, [Install Certificates] # A 7 12 7R v 7 A& K~ LE T, RIZ, [More Options] & 7
Vw27 LET,

[Configuration Options for CA Certificates] X4 > C [OCSP Rules] ¥ 7% 7 U v 7 L£7,
ZDOCSP L—N b —HT DRt E~ vy T2 IR L ET, GEE~ Y 7k 2 —FHER
L. AEEOBED T 4 —L R L OBRAB T ET, [Certificate] 7 1 —/L NIZ, ASA 1235
WTSEROFEAEDORIEICHEH S5 CA DARINFRINE T, [Index] 7 ¢ —/V RIZ,
NWN—NDTTAF VT 4 FSRERENET, [URL] 7 4 —/L RIZ, ZOFEPF D OCSP H—
XD URL BERSNET,

[Add] 27 Vw7 LET,

[Add OCSPRule] ¥4 7 /ARy 7 ANFRINET,

T L E~Y y T2 Fey X R M HERLET,

T 2F5EHEZ ey 72T VA RPLERLET,
N=NDTITAFVT 1 FEZFEALET,

Z DFEA#ED OCSP #—/3D URL # AJJ L £,

SET LD, [OK] 27 Uy 27 LT, ZOXATrTRy 7 AZHALET,

FLLBIMENT OCSP L—Am ) 2 MIEREINTET,
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—re
=

=1

ATy 710

[OK]Z27 Vw27 LT, ZOX7T%EMHLET,

FE75 CRL & & U OCSP DEXTE

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

CRL B X TV OCSP DBMEREZEIT O IZid, WOFNEZFITLET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJI&
W23 LT, [Install Certificates] A 7 12 7R v 7 A% KR LET, KRIZ, [More Options] % 7
Uy Z7 LET,

[Configuration Options for CA Certificates] ~<1 > C [Advanced] ¥ 7% 27 U v 7 LE T,

[CRL Options] fEIRIZF ¥ > & = OEFMREEZ DM TADLET, T 74/ MI 6055 TH, #i
PHIZ 1 ~ 1440 2 T¥, CADBF L CRL ZME HZ TR D MLEDIRNE ST, ASA TiE, it
FLECRL 2 —B L TRFTE LY, ZNE CRLF v v 7 EFOEY, CRL XY v
VaDERTT Ty P T F—LCEoTRRY, TRTOILTHFRAMIOWTRBEEINE
T, FICBfF LI CRLEZF v v 2ad 52 LT, RIFHIEZHE 2 2 AlRetEn & 535614,
ASA 2 X 0L e HAKV CRL 2 HIBR S 4L, EA IRE R 2 S R ED R SNV E T,
[Enforce next CRL update] = v 7 7R v 7 A% 4 /12 L C, Next Update i DA AR 23 G140 T
W72 CRLIZERY . HZI72 CRL & LT TE 5L 512 LET, [Enforce next CRL update]
Ty IRy RA%EA 72T 5 &, Next Update 23721 5552, Next Update {10 A 2R
BN TWHEETHAZR CRL & LTHEHTE £,

[OCSP Options] fiE}#k(Z OCSP % —/ 3D URL & AJJ L £3, ASA T S 415 OCSP $— 3%,
RONETERSNET,

a) —EHGEHE LEEX/L—/L 0 OCSP URL |ZXind 5P —

b) BRI 7z [OCSP Options] JEMEIZEXE L 72 OCSP URL (Zxtfis g% Hh—r3

c) —HFEHED AIA 7 4 —/L K

7 7 4L K TIL, [Disable nonce extension] 7= v 7 /R v 7 AR A N2> TWVET, ZOFRE
Tl BRI X TEREZISEICNAA L RL, VA T Ey 72k LEY, 207tk
AT, BREIGELOMTENREND T APLEZBRA L, WENE—TH D Z & 2R
HTET, VAT E Y I ZSZENTEET, 5L, FRNTAER LIZSEITIL, £5
RE—EA DTV ARIZZENLTOEREA, ZO70, FH LTS OCSPH— 05, &
AN AERR LTI E 2 24155 5856 1%, [Disable nonce extension] &= v 7 /R v 7 A% 4 712 LT
<&,

[Other Options] fEI T, IROWTINNDA T g o Z2BIRL 7,

« fAE L7z CA DFEEZ ASA TXIT AL D £ H5127T HITIE, [Accept certificates issued by
thisCAl] F = v /Ry 7 R F T LET,

o TZ CA OFEHEZ ASA TR ANLD K 912 T 5121, [Accept certificates issued by the
subordinate CAs of this CA] F = v 7 R v 7 A& 4 12 LET,
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n—nicas—nonzE ]

AT9T8 [OK]Z#27 V7 LCZDOXT#HAL, [Apply] 7 Vw7 LTCar 7 4F¥al—rvaOEH

ERIELET

A—7JL CA Y —/\DERTE

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ASA TE—H/)V CA YV —REFRET DL, KOFIEEZFITLET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Local Certificate Authority] >
[CA Server] DNEIZEIN L F7,

0—J )V CAY—"%&T 7T ¢ 72T HIZiE. [Enable Certificate Authority Server] = > 7 7R v
JAEFANLET, TIANINREL, ToE—T N (F7) T, =—HWLVCAY—~%
A F—=TMITDHE, ASAICE Y B —H)L CA P — GEHE, F— X7, BLOWERT —
HR—A 77 A )RR E I, B—H/v CA P — FEAE L $— X7 5 PKCS12 7 7 A /W
T—=ATINET,

GE) BREFHOT—HINVCAZARX—T T DHHEINZ, 7 a DT XRTCOFRELEHE
WCHELTLESW, £ X3 =T M L% T, sEHEORITESL & X — A X ¥ —
NEEEFETHZ EIXTEEREA,

HOEA LGEHEO X —OFEAEEICL Y, F—K5k, ¥— 7 =F v, CRLEA. B
S OGERHEZBA DA F—T M7 7,

0=V CA ZHIDTA F—TIWICT D L XE, FEHTOA X —T N RATL—X% AS)
L. MERDOT=DIZHANT HHERHY 9, A F—T NIRRT L—X L, 70T O
FTHOIMERHYET, ZORRTL—XZkY, A =27 —hAT7EN-a—hn
CAFFHERB IO — I /L CAFEBHEZED X — XT B E#E SN, RERY Y v hE 7 TFH L
WYy RETUNREELRWEL Y ICa—hL CA YV — "B E#ESNET, n—HL CAGE
BAEE IS — TR Kb, TOETHBMLEL -84, PKCSI2T—hA 7 Du v 7 %
R 270101, ZONRR T L—XRNLETT,

G¥) 0 —HVCAY— N A X =TI THIT0E, A F—T I RNAT L — XN TT,
A X =TIV INAT L—XDFeEkIE, BT ERRIGATIRE LT 7EE 0,

ASAZY 7—hLThbar 74 Xalb—arPNbh/ni iz, [Applylz2 U v 27 LT,

0 —7)V CAGEHEL X — T2 RIFELET,

02—V CA OFIEERERICE — )L CA # AR E-IXHRET 5851, [Enable Certificate
Authority Server] &= v 7R v 7 2% A 7IZLTC, ASA EOu—H /L CAHY—_"%&v vy b &
DT ALERHY T, ZORETIE, 2074 X2l —a BT _RTCOE#ET 7 1
JUEA P L=V NI SN, BRITT 4 B—7 > T ET,

WELTZE =BV CANA X—T N DE, RO 2OORENFRERITY 7,
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B c-rreay—nowse

ATvT6

ATy T1

ATvT8

ATvT9

s [IssuerName] 7 4 —/V K, BITEOY T V=7 "ok RAAL VAR Y A R TRENET,
ZE, PR EF T2 NADT 7 4Lk DN REIC L VK S 4L, cn=FQDN &
WO T RENET, v —TL CAY—NL, FEAELHET5207 47 4T, ik
BAEDOT 7 4/ b4 1. cn=hostname.domainname &\ H X TEREINET,

* [CA Server Key Size] 3%, Ziulid, B—H/L CA — ARSI D — NGEEZ x5
ELET, F— WA X, F—TL1T512, 768, 1024, 2048, 72114096 £ RO
PTNNEIHRETEET, 7740, 1 O0F—=H7=0 1024y FTT, F— P A X
1X2048 LU EEFEHATHZ L 2B8IO LET,

Ky 7HZor R RN, B—H)LCAY— FT LI —WREBEICKR L TAER S
H5F—XTDITAT b F— P A XEERLET, F— 1 X2iE, F—T¢&12512,
768, 1024, 2048, F7213 4096 £y hOWTNNEIRETEET, T 74/ M, 1 DOF—
H7=0 1024 £y T, F— F A XL 2048 LI EEFHT A 2B LET,
CAFEHED T A 72 A4 MlEZ AT LET, ZHUE. CA Y — FEHED A IR 2 B X HAr
THEETHELOTT, T 740 MME5475 0 (154) TF, 1825~ 10950 DT A 7 % A ME%
FRECTEET, HEESNDKTH (2038451 A 19 H 03:14:08 UTC) B2 72\ K 9., FEAE
DM A HIR L £ 5,

00— 7V CA —/3TiL, CAFEHEZEOHRAEIN S 30 HEJIZEMED CAZEHESBEIMICA
RENET, ZOAEEZ T AR—FL, fOT A RSV AR—= TR LICED, n—
IV CA BT LI-o2—PIEAEO v —H )L CA FEAEMEE L. BIRENOIN-BIZITH 2 &0
T&EET,

HREIN DT NTND Z e 2 —FIZBHT 572D, RO syslog A v —72 [Latest
ASDM Syslog Messages] <A1 “ZERINET,

%$ASA-1-717049: Local CA Server certificate is due to expire in days days and
a replacement certificate is available for export.

GE) ZOHBIE— A== RNEA SN, FEEIL, FrLve— )L CAGEHENE
AR ORI MBI T X TDOT AL AN, VR— FEND LT AHALELRH D F
7,

T4 T NIEHED T A 72 A MEEATILET, ZiuE, CA P —"BFIT L7z —V3E
HEOHZIIMZ AR THRET SO TT, 730 H Q&) TH, 1~ 1460 DT A 7 X A
MEEZFEETEET, HERINDKTH (20384F 1 H 19 H 03:14:08 UTC) #2720 K 9,
RERIE O A NI 2 IR L F 9,

[SMTP Server & Email Settings] fEIk CIROFXELZFRET HZ & T, =—H/L CA ¥ — 1D

A=) T 7B RAERELET,

a) SMTP A— /L — "ZEXIPT L AZ AN LET, F2iE, ERGE () 2270 v
2 L C [Browse Server Name/IP Address] ¥ 1 72 VR v 7 AkFnR L, TIhbHh—"4FE
TIXIP 7 RLAZ@EIRLET, %ET LG, [OK] 22V v LET,

b) B—ANVCAZ—WFIZEFA—N Ayt —VEEETHEICMHEHT 2 From 7 RL A%

ladminname@host.com] W HEXTASLET, HEETA—/L 2 vE—I0F, #iH
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ATy 710
2TFv TN

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

n—nicas—nonzE ]

Bk —HF~DU L Z A L/XAT— ROEFR, iEHEOTHNMLE R L X DEF A —/L
A=V ORITIERESNET,
) B—HNCAF—"NbLa—PREFEINDITATORA =V THASH D4 E AT
LET, BLEEBELRWEEGDT 7 4V M [Certificate Enrollment Invitation] T,
BINA 7Y a v ERET HITIE, [More Options] Ku v 7o U REZ 7Y v 7 LET,
CRL 70t A > b (ASA £ CRL ®FT) # AN LET, T 7 4/v b OEFTIX
http://hostname.domain/+CSCOCA+/asa_ca.crl T97,
BEDA 2 —T 2 ABLOHR— KT, CRLICHTTPZ Vo0 — R T& 5 X912+ 5121,
ke w7 Zo JARMNS publish-CRL A ¥ —7 = A AR L ET, KIZ, 1 ~65535D
EFEOR— EFEANLET, T 74/ bOFR— FFEFILTCP "— |k 80 TT,
(G£) CRLODABNIZHE TX £ A, LOCAL-CA-SERVER.crl &\ 5 ZHINF I H S E
R

7= &z, http://10.10.10.100/user8/my _crl_file &\ 9 URL Z AN LE9, ZOHE, FHEESH
72IPT RLVRAZROA U F—T =2 A ZADHDPENELET, HREZZETHE, ASAIZE-T
/XA fuser8/my_crl_file & B EW A URL RHG INET, NAR—ETH L. ASA D, RIF
INTWDH CRL 7 7 A VINIRESIVET,

CRL DAHIMTHD CRL 74 7 2 A L& RFRIBNLTAN LET, CAREHEDT 7 41 b
13 6 R T,

0 —AL CA T, =—VFiEAENKRDT - OE L IXRDER I NS 2N, TSz
CRL NFFATINETH, RMREBIZEE N 20, CRL OFFBITIXZ, 20T A 744 L
OHTI1IE LATHILER A, [CA Certificates] <1 > T [Request CRL] %~ V » 7 9% &, CRL
ZRRFICHE T L CHAR TE £,

T—HR=ZA AN —VORFHEANLT, == ANV CAaLr T 4 Fal—rar s —H
77 ANHADOA N L=V ERE L E T, ASATIE, =—FIE#, BITEAEAE, BIO
KNV A RA~DT 7R EFEIa— IV CAT —F_R—ABNFERINET, BT 7 A V%
BETALER, M7 7 A NVA~D/XRL % ANTJT 5D, [Browse]l 7 U w7 L T [Database
Storage Location] A 7 0 /R v 7 AR R LET,

FBRENDTANADY A INHLA ML —VORFATERERL, [OK]Z227 Uy 7 LET,

(B 77vva AEVITE, 3500 ABLFOa2—F a2k 07 — 2 R—2A & RAETEET,

I—YOENENEBZDHT —F XN—ATITINBA ML —UBRET D £,

AT SN EO 2 —FLIZEMSNDT 74V b7 V=7 b (DNXUFS)) 2 AN LE
T, WA DN B fETE £,

*CN (—#4)

*SN (#&0D%H)

- O (FH#4)

- L (#h4)

«C (E)
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B c-rreay—nowse

ATv I

ATy 718

ATy 719
ATv 720

ATvIT2n

+OU (H#a1=v k)

*EA (BFA—IL T KLR)
« ST (JH/ERERFIR)

T (24 bIL)

Bik I —Y N2 —PREAE A2 B L ORET 2 72D O PKCSI2 Bk 7 7 A V2 BE T

MM A, REIEATANLES, ZoBEHEIZ, Vo214 L5320 —F (OTP) OF%)

HIFE & 3B 0 EH A, T 7 40 ME 24 [T,

GE) v—J1L CA OFFAEDREIL, 7 747 ML A SSL VPN 8t CO AV AR — Kk &
NET, ZOXATOBROEE, 7747 b ASA OEEIL, fE%ED HTML %
EH LT Web 77 U HEH CIThiVET,

Bk —FICETF A — L TEE SNV A DRAT— ROFBHMEAN LET, 77+
Jb ME 72 BT, WIZ, [Email OTP] #727 U v 7 L&,

OTP DHTH = —WIZik(5 STz 2 & Z /R [Information] ¥ 4 7 B 7R v 7 ANFRINET,
[Replace OTP] %7 U w7 L. HEANUITH LW OTP ZFHREIT L T, HLUWWIA T — KRR EHiE
N-E A A — Vil E RO 2 —F £ 1382 —PICEE L ET,

OTP #F/RFETITHAEKTHIZIE, VA ML= EEIR L, [View/Regenerate OTP] % 7
U v 7 LT [View & Regenerate OTP] ¥ A T VR v 7 AR LET,

BIIED OTP BFRINFET,

[Regenerate OTP] %7 U v 7 L7,

HLULS AR SN OTP RFRENE T,

[OK] #72 VU v 27 LET,

RO BANC 25726, 22— FICHIREINBEOE A — LV EEETLINEANLET, 7

74V NI, 14 BT,

[Apply] 227 U v 7 L, HILWELIIET SN CAFEAEa Y 7 s Fab—ra VERFL

£75

ASA B —J17b CA — % HIERT 5 121E, [Delete Certificate Authority Server] 22 U > 7 L

T [Delete Certificate Authority] # 4 7 2 7Ry 7 Za &K~ LET, [OK]Z7 U7 LET,

GE)  HIBRL7Zm—H L CAY—NF, BB I OMMEIHTE EH A, HIBRLZZ CAY— 32
74X a b=y a refERT 05 A1E. CAY— " ar T s Fa b= UEl
I _XTHANTLHULERHY £,
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CA H—/\EE

cay—ngz

O—AJL CA 1—HDEM

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 71

7—h/)L CA 2—HEBMT 2120, ROFINEEZFEITLET,

FIE

Bl —F %o —H L CAT — & _R— BT 5I01E, [Add]% 2 Y v 2 L, [AddUser]
FATaT Ry s AFR LET,

Bohipa—4 2 AT LET,
BAEDH R BF A —IL T FLAZ AN LET,

W77 b (DNXFHI) ZALET, F72id, [Select]Z#27 U v~ LT, [Certificate Subject
DN #A TRy 7 AR LET,

Key X2 URRNNGEBINT2DNEMEE 1 DL EBERL, fE2 AL, [Add]Z727 U >
7 LET, GEHEY 7 =7 b DN OFEHAREZR X.500 B IEIX, RO LB T,

« Common Name (CN)
* Department (OU)

« Company Name (O)
* Country (C)

* State/Province (ST)
* Location (L)

« E-mail Address (EA)

SET L6, [OK]1Z27 Vw7 LET,

[Allow enrollment] = > 7 AR 7 A% AN L T2 —HF AL, [AddUser]| 27 Vv 7 LE
@—O

[Manage User Database] A NZH LW —FRRRINET,

O—AJLCA 1I—FDIRE

ATy T

TN ANOBAFO R — v CA 2 —VICHET DR E LR T HI121E, KOFNEEZFEITL
ij‘o

FIE

KD —W &R L, [Edit] # 7 Y v 27 LC [Edit User] ¥4 7R 7Ry 7 A% FrLET,
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ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy 17

FoaLiEng |

Hhipa—V 4% AN LET,
BEOENRETA—IV T RLAZ AT LET,

7= b (DNFHN) ZAHLET, F721E, [Select] 27 U v~ LT, [Certificate Subject
DN]| ¥ A7 7Ry 7 AR LET,

ke 7Hor VA NNLEET S DN EMEE 1 DB E&EIR L, iz AL, [Add] £721%
[Delete] 7 V v 7 LET,

SET LD, [OK]1Z227 Vw7 LET,

=P ET = RX=ZANLHIEL, TO2—FIZRITEINTZT X TOEHREL 2 —H /L CA
T HR=ZANHHIBRT 2101, =—F &R L, [Delete] 227 Vv 7 LET,

GE)  HIBRSh7lm=2—HFFE T TEEEA, HIRLIZ2— La— REBERT 5,
[Add] %7V v 7 LT, ZOa2—FDERET X THADLET,
[Allow enrollment] F = > 7 Ry 7 A% A N LT —H &%k L, [EditUser] 27 U v 7 L&
D
(F) 2P T TSN TVDLEEIE, =T — Ay bE—UNRRRINET,

[Manage User Database] <A NZHEHT SN Tc 2 — PN RS INE T,

O— FEREFILHAE
O— RELEFHED A Lik— k

ATy T

ATy T2
ATy T3

RATv74

ATy TH

a— FEAFERELZ A VR — M 251003, KOFIEZFEITLET,

FIE

[Code Signer] ~<A > C. [Import] %72 U > 7 L. [Import Certificate] % 1 7 7 7 7R v 7 A% FKR
LET,

PKCS12 .7 7 A VOEBAGIZHEH T A A7 L —X &2 AT LET,

AVR—= T D7 7 A NVDLHITE ANITT DD, [Browse] 27 Y v 7 LT [Import ID Certificate
File] ¥ AT 0 VAR 7 A%ERRL, 77 ANVERBLET,

AVHR—F T DT 7 A /ERER L, [Import ID Certificate File] %27 U v 7 LE 7,
[Import Certificate] %A 7 7 7R v 7 A2, BIRLIZGEHET 7 A A RERREINET,
[Import Certificate] 27 Y v 27 L £ 7,

[Code Signer] XA 24 R — b SHREAENFR R EINE T,
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ATvT6

a—rgezanzozszfi—+ i

[Applyl 227 U w7 L, HIL{A viR—FLlza— FBLAEEHEI L 7 X2l —va sk
RIELET,

O— FEREHAHAZED TV AR—

ATy T

ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

ATy 17
ATv78

a— FEAFMRAEL T AR — T 21203, ROFIEEZFITLET,

FIE

[Code Signer] ~<A > C. [Export] 7 U > 7 L. [Export Certificate] %1 7 1 V7K v 7 A% KR
LET,

FEAEO L 7 4 X2l —va v a T AR— b5 L EEHATEPRKCSRIERX T 7 4 L D4
BiZAJILET,

N —HE BALIEYE (base6d = a— RE T 16 EEE A AT ET) 2T 51T
[Certificate Format] fE# C [PKCS12 format] A 7'~ a > RE %7 Vv 7 LET, HH LRV
A1X. [PEM format] 47> a > RE 27V w7 LET,

[Browse] 27 YV v 7 LT [Export ID Certificate File] ¥4 7 2 7R v 7 A%F/Rr L, qEHE= v
T4 X2 = a BT AR T57 7 A NVERLET,

7 7 A W& L, [Export ID Certificate File] #7 U v 27 L7,
[Export Certificate] % 1 7 17 7R v 7 A2, BRLIZFEHE T 7 A VR FRSNET,
T AR—=FHOPKCS12 A7 7 A VOB ST 2"2AT7 L= A LET,

B AT L= e fB DT OICHA LET,
[Export Certificate] #7 U v 7 LC, fElFEa s 7 4 Fal—Ta a7 AR — M LET,

SEREOEMMRT 5— FOBE (D FEHEF (% CA

NEEEE

ASA T, FT A FRA L PO CAFEHER L OID SEHEIC OV CTHZIIR 224050 Z & 12 1
BlFxy 7 LET, iEHEOADHIRNE L RKETT L85G, syslogn7 7 — k& LTHRAT
EhEd,

FH U ~A L XMz, 27 4 ¥ 2 b—3 g VCHIRAEIN I ER oo 1254
DFEAEEZEEHT 50, FITHIRTLH LT, a7 4 Fab—Ta r2EET L7201
syslog 23MEH 1 EIAERINET,

7o X, AOHIRT 7 — 2360 BIZHIA I L, £D% 6 A Z LIV KT L D ITHEI N

TWAHELET, ASAN 40 HIZHESI NS E, 77— MIZFOHIZEE SN, ROT 77—
ME36 HHICEESNE T,
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B = sranzoz=sy>y

\}

GE)  ARHIRF=vZ7iF, bT AT OEFAETIIFE TSN ETA, T—H/LCA FT A bR
A2 M, BOHEF =y Z7OBEDORNFAMNRA L FELTHHmbNET,

FIE

AT 71 [Configuration] > [Device Management] > [Certificate Management] > [Identity Certificate/CA
Certificate] * M L £,

AT 72 [Enable Certificate Expiration Alert] = v 7 /R v 7 A% A2 LET,
ATY 73 AHOHEEANLET,

« [Repeat the alert for] : FEHIOT 7 — b ASRAT SN BAMBIRE TOHEL (1 ~90) #3kE
LET,

* [Repeat the alert for] : GEBHENEHT SNBRWIGEOT 7 — MEE (1~14H) ZXELE

ﬁo?7¢wkﬁﬂ\%@®7§—bﬂﬁ@%m@maw_%mém\%@% IREAE
DEFHEITHIBRES NS ECHEEIBREMESNET, £/2, 77— NI B I2EG
S, TO®%IFEHIEREE S, 77— FOREICERR L. ARHROERTOMEIZT
T—MREREESNET,

TFTORINIEIBHEDE=A2) VY

FOHNGAEAT —H ADT=HL Y 72O TIE, RO~ REBRLTLEEN,
* [Monitoring] > [Properties] > [CRL]
Z DA ZIE, CRL OFFINFRRSINLET,

* [Tools] > [Command Line Interface]

TONA LTI, SESERIFAETIT 4T a~r FERITL, RE2FRTDHZE
MTEET,
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7.0(1)

TV HIVAEAE (CA FEAZE, 1D FEH
FE BLO=— FELAFEIEERY)
1. REEADOT 21D 2t L £
T, T UHXNGERAEICIE, 4T Y
TN, =t $, E72EP TR
VAR Y, 2—WEITT A R EiH
BT HIERNEENE T, CAIL, GE
HEC B4 LT ORIEEHER
HTET, THRAAERIZ2—F DT
AT T AT 4 &BRGET D, EETE
HHEEITY, CAX., ABF—F 721X
X — DR S bR L TEx =2 Y
T A BRIETHPKI 2T F A h T,
TUHNVEEAEERITLUE T,

ROBIEAEASHLE LT,

[Configuration] > [Remote Access VPN]
> [Certificate Management Configuration]
> [Site-to-Site VPN] > [Certificate

Management],

WOBEENBEAEIIEFINE L
7o

[Configuration] > [Firewall] > [Advanced]
> [Certificate Management] > [CA
Certificates Configuration] > [Device
Management] > [Certificate Management]
> [CA Certificates],

Al A B

7.2(1)

AL EAE R

8.02)

SCEP 7'm % v

8.4(1)

P— K X—F  CANDBDT /31 RFE
BEALZ IR TE DHEEEAL
F L7,
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9.6(2)

TLS 7 74 7 > NMLEX, RFC6125D
v/ varellERINLST—NID
DORRFEV— NV E Y R— 5 X527
D E L7z, ID#ERIEsyslog —s3 &
~—h T4 A P —3~D TLS $
D PKIfER AT E T, RS
N-ID BRESINTZY 77 LA 1D
E—HLAWGH, e CTE F
SR

OB H ZZEE L E L,
[Configuration] > [Remote Access VPN]
> [Advanced Configuration] > [Device
Management] > [Logging] > [Syslog
Servers] > [Add/Edit Configuration] >
[Device Management] > [Smart Call

Home],

7 —H v CA P —

9.12(1)

ASA DOHERLYE 7 FQDN Z 19~ 51X
D 0 IZFRE REZ2 B EkH URL ¢ FQDN
ZIERLT D720, HTLWCLIA T Y =
UHREANINE L, ZoH LA
v g X, cerypto caserver O smpt £ —
NZBImEnET,

0 —71 /L CA — S [3BEIE S, LI
DY Y —ZATHIFRSNET, ASA N
02— CAY—NELTREINT
WAHSE, T VX VGEEORIT, FF
BIEREN Y A~ (CRL) OF1T, B
OFAT SNT-REEOZ 2RI H L
EITH2OICEMT/0 £, Z o
RRIE < 72 o772, crypto ca server
g RiFEIEENTWET,
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