AR T4 IIL—rETITAHILEIIL—F

ZPDETIL, Cisco ASA TAXT 4 v 7 J—hET T4V N — NERET D HIEIONT
AL £,

CABT 4T = ET T A = MIONT (1 3=Y)

CABT AT N— b ETTAN I NN— DI RTA 2 (43—2)

T 7 AN K A= BLORAXT 4 v 7 L— FOEE (4X—)

cAXT 4 I N— b ETET 7 ANV N A= DE=Z Y T (8§ =)

c AXAT 47 V= ELIFT 74— OB (8 =)

CAAT AT = BIXOT 7k — FOERE (9 =)

ARE3TA4 YT IL—brETTAHILEF IIL—FIZTDUNT

Default Route

B SN TOWRWERA MRy NI =TI T T4 v T =T 4 7T DHINE, AXT 4 v
7/1/*—*7:4 VITERIFIATIvIN—T 4 T EFEHLT, ARy hT—7 ~D)L—
BTHVNENRDY T, B@FIT, DR EBIDOAFXT v 7 —k, DFD | o
ji/f“CT77]‘/V FOFRy NU—7 F—= T2V —T 4 T ENTWRW, TTHO T
T4 I HOT 7 xRN —b GBE, RTAMBYy T N—F) ZRETHIDLENRDD £7,

ROHMAA TV a i, TRCONT T4 v 7% T v T AN —2—RIZKETDH LI
TIANNABT 497 =R ERELT, NT 74T DON—T 4 T &N —RITE5
ZETT, TTANE = ME BEHOL— P RS T 4 v 7 b— R BIEES TR IP
Ny hERTE, ASAREET D7 — bV =ADIPT RLAZRFET HN—FTT, T 7+
VR AET 4wy b—hElE, DFEVGEEDOIP T KL AL LT00.0.00 (IPv4) F72iF /0
(IPv6) DBESNIZAZT 4 v 7 L— DI LTI,

TN N— bEHICERT DLERDHY T,

ASAZT—% "I 74w P BB NI 7 4 v 7B ADON—T 4 7 T—TNEFERT D72
b, MEIGUT, 77— b7 74 v HOT 74NV M V—FEEHRNT 7 4 v 7 HOBID
TIHNIMNV—RERETEET, AR NT 7 4 v 7 TlE, XA SIS CTT 740 B
TEHELET—F N—T 47 T—TAPMEHENET (BN 70 v 7 V—T 4 v

ARBTFAVT IL—RETTHILE IL—F .
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TT—=7NEBR) , L, v— F75§ﬁ075>6f£b\iﬁAi MoN—T 4T T =TI
TNy LET, T74NV A= NMIEIZ T 74 v 7B 5720, hor—T 4
YT T=TNANDT A= NNy I PGF ONET, ZOBRE. A =T A ART T H b
DN—=T 4 T T=TMIRITFNE, BT T4y 2 IERT 24 02 —T = A AEHRET
DR H Y ET,

ARATA499 IL—Fk

ROGET. A2 T 4 w7 v— b EFEHLET,
Xy T B R— bRABADNL—% T 4 2N Ta havzFERL TV,
e Xy NU—I B/ TAZT 4 v 7 V— NERJHITEHRTX 5,

=T 47 Ta haPRERT LT T 0 v 7 E2IE CPU DA — "=~y RE T
JZ\E7$X7) 60

GBI SoTUE, T7AN M A= ETTIIA D THD, TIANV DS =R T2 T
35k Yy N —ZICBETERWEERH LD, AXT 4w 7 b— 2 IBICFELL
WETDHMLENDY £, 12212, T74NV DT = T oA BDHEOBE. T 7 41
hb— M, ASA ICHEBEER SN T RWNETER Y NV =223 E 72 VT 7 4 v 7
EHAIECTE EH A,

cHAAF I I N—T 47 T barEYR—F L TORWEREEZHERAL TV D

RELGIS 749 9% TS5y oFK—ILiE] T57=-HDnullo1 > 32—
T4 A~ND)L— bk

TI7RAN—NLVEFEHTLHE, ~v X —IZEENTOBFERICEDSNT AT Y NET 4 L HF ML
HTA22ENTEET, null0 A L ZF—T 2 A A~DAET 47 )b— NI, T 7R L—)L
EETHY Va—a T, mullo b — hEFEHLT, RERFN T 7 4 v 7R FE L2

WhI 74w 0% [TT7 97 R—)v] IZHRETEDTD, T 7497 PRy 7InEd,

AZT 4y 7 null0b— ik, EELWWAT 4 —< A0 T77AABHN ET, £, A
274y 7l V— hEEHLT, V=T 47 V=TT 52 LB TEET, BGP T

X, VE—F NUHBRT T o0 K=V NV—TFT 4 VT DEDIZAZT 4 v 7 mull0 b— b &%
HT&EET,

W—bcDTSA4F) T«

cFFEDSENRE SNV — MIT 740 N b— PRV EBRINET,

s SRS Cbv— N DEBGET 256 (RET 4 v 7 £33 A4 FIv )  — DT
RI=ZA ML —TFT 4T TAAZ VAL STTITAF VT A PREDET, AFT 4 V7
I—MITCHESINDI =D, BF, TR RL T TA44V T 2 DEVIL— FTT,
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FSURRFLY R T74794— L E—RE TYwSou—F —+ |

BN OT RI =AML —T 4 T T A AZUANRBCAZT 4 v 7 — s DEEAFET
HEEIE, oA N L FRA (ECMP) V—TF 4 7 HBRLTLEE N,
e[t (Tunneled) 1A 7> a v ZH LT RN NEND T 747D
BE. ZON— RPMUOBREF N — N ETXFEINZT 7 40 b — M ETRTA—
NR—F 4 RLET,

DARTF LRI ZPAT 94— ILE—FKETY T IL—TIL—

TV ITN—T A NR— A H—T o2 A%B U THEIIERIN TV 2Ry RU—
JAZIA D ASA TRIFEND T 74 v 7 DA, ASANEDT Y vV F)—7 X /3—
AVHE =T 2 A ANL N T T 4 v 7 BRETHINERHTLLEHIC, T 74V M A— bERIT
ABT A7 — "R ETDHLENRDHY £3, ASA THEEIND NT 7 1 v 71X, syslog
P NFETZEXSNMP =R ~DEE L G ERH Y 9, 1207 74/ h )b— h THFET
RN —NBHLGE, AXT 4 v I NN— b ERETLIMLERNHY T, FTUART L
N E—=ROEPA, = VA A H =T AIBVIEZRETEEHA, AL~ A
=T A ADHZPMEATEET, VT v NE—ROT IV v TNV—TOEE, AZT 4
7 NV—NMIBVIZHETHLERNHY ET, A=A X —T A AERETDHIEIET
EFEFA, FEMZOVTIE, MACT RLRENAL—F Ly 7T 7] BB LTLIIZEN,

ABATFA49T IL—k FSYFXIY

ABT 47— RORED121L, v— s T v TIREILROMNF T RO EfIET S
BAHDAT=ZALNIRNZETT, AT 4 v v—hE, RZANFBY T =T =AN
EATERL o288 TH, V=T 4 7 T—TMURFENTWET, AZT 4 v 7 L—
NI, ASA EOBEAM T OENTA v H—T 2 A ANX T LIZGEIZRON—T 4 7 T—
TANGHIBREET,

AET 4T —b FT xR THERIZIE. AT 4 v 7 b— MO FTRRIRIL 2B L
TIAI V=R E T LTEGEDONR I T T =% A LA =L T 520D TN
HESNTWET, 22X ISP — b V=2 A ~DFT 74/ b b— bEEHRL, IO, 77
A~ VISPBEATE R Ro T GBAIEZA T, B FVISP~DNY I T 7 5T 740k
N—  EEZTEET,

ASA Tid., ASA N ICMP = —ER&ZHH L CTE=F T+ 2%5kry hUV—2 ETE=ZV
TRHBAZT 4 v 7 V— e AZETRAET 4 v 7 V—h b TR T a3ELE
T HEESNIRHNIC = a —SER2WEEIE. TOFRA MIF T LTS & RS,
AT S — MI—FT 4 7 T —7AnbEIBRENET, HIRENTL— M2 ftbo
T, AR v I BREVBERAD ARy 77 v — MMERENET,

F=F Y RSB OEINRIZIL, FORENICMP = o0 —BRIGETE A2 L 2R LTL
FEW, {RIIMEBEDOX Y NT—7 F 7027 "R TEXFETN, ROLDOEFEHT S
CERTTTALERH Y 9,

ISP — R xA T RLZ (FaT7I/VISP %A — k)
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B <55 0o 0—reFo0 00— raHiqESAY

c XV ANKy T =R Uz T RLA (F— b7 x=A O ATRERDUIE SN H D 5E)
s ASA BDIBEEAITOMEDH L5y U —27 EOH—3 (syslog H—/372 &)
c SRy NU—2 EOXKEEN Xy NU—7 TV =7 b

N

G My yy MU T 5 PCITEL I A,

ABET AT N—bk FToX TN, AXT 4 v Z7ICERZRSINTZ/L— h=°, DHCP 721X
PPPoE % U CHUG L7727 7 4/ b b— MIX L TRET H I ENTEET, REFHD/L—
N RT X TTE, BEOA L H—T 2 A ALEDPPPOE 7 T ATV NETF A X —T MIC
THZENTEET,

AT AYII—rETITAHILMIL—FDAHA FSA Y

TJ7ATI94—ILE—FKETYYTHTIL—T

¢ hTUART LU RN E—=RTIE, AT AV I N— b 2TV T TN—TF A N—
=T 2 A&7 — b Uz L LTHERTALERHY £, BVIZRETHZ LT
E I

N—FT v FRE—RTHH, BVIZTS— U zA L LTHETAOLERIHY T, AL 3—
AE—T2A RAERETHIEIEITEEREA,

CAREZT AT N—F TR TE, TV T N—T A NR—f o H—T =2 f AF T
I BVI Tl AR— SN FEH A,

IPv6
s IPv6 TiX, AXT 4 v 7 V—bF T o X7 AR—FSNFERA,

DS5R%

VIAEN LT TR, AET 4 v N— N T=H VLS ETTA< Y 2=y hCOBYH—
hERET

TIAILEMIL—FBEUVRET4 YD IL—FDETE
*ﬁ<k%1o@77jwbw—%% RETHDVLERNHYET, £/, AXT 4 v 7 —h

BENVLEINWIRABEERBVET, 20Ok Z7a LTI, T 7408 b— NOBRE. AHF
74/7/1/%%0) RE. AZT 4 w7 — FOBHEITWET,
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7ok —rosz [

FIAILE IL— FDERE

ATvT1

ATy T2
ATv7T3

ATy T4
ATy TH
ATvT6

F 7 F) bk b— K, 5P T FL AN 0.0.0.000 DAZT (7 b— ~TT, ZOFEIC
> TFEH)THET S0, DHCP H— D /v—F ¢ 7 Fa haunb BT 500280
5%, T 73 b — NIMTRETDILENHY 97,

1R BHIIZ

[Tunneled] A 7> 2 ANZDOWTIL, IROTA RT7A4 2SR T EE N,
e bV N—FrDOHIA L HZ—T 24 AT, 2=F ¥ A S RPFEANZLRNWTL ZE
W, TOREEITHI &, By ary T2 —NRELET,
s ho RNV N— b DOWHTA X —T =2 AT, TCPRITZEEZ A F—T M LRNWTLE
IV, ZTOREEITH>E, ByvaryrTZI—RNEAELET,
CINDHEDA VAR gy VU UE MRV — NEBRT S0, PR — |
TVoIP A > AY g =Y (CTIQBE. H.323. GTP, MGCP, RTSP. SIP,
SKINNY) . DNSA > AV gy Py, F7EDCERPCA v AT gy oy
VEMHA LW TL 7EEN,

etunneled 27> a V CHEEOT 74V F — FEERTHZLITITEET A,
e hoRNV vT T 47 DECMP TV R— SN EHEA,

FIE

[Configuration] > [Device Setup] > [Routing] > [Static Routes] Z3#{R L, [Add] %7 U v 7 L&
j‘o

[IP Address Type]. [IPv4]. F721% [IPv6] ZEIR L £ 77,

WEDRNT 74 v 7 DOFEEEITIAVE—T A AL EINLET,

RV ART LY b = ROEFHRIE, TV Y TA—T DA N— [ —T = ADLH]
EHRELET, TV v IN—TTL—T v KE—RNEfHT 2551, BVIAZHEELE
R

Y bIT—=0OEEIX, ZOX A FIZHE U T anyd £721F any6 A ) LE 7,

N7 74 BRETHT— b4 IPEATILET,
ARYYOEFRELTC, V—bhDT RI=A R —T 4T T A AL AEFELET,
FTI7ANMITTT, TRI=ZAN—T 47 T4 AX AL, ONL—T 47 Ta bk
IV — bR T DI IND T A—FTT, AZT 47 )V— R DT 7 H)L K
DT FI=ZAR—=T 4T TAAZ LRI T, FAFTIv 7 V=T 47 7 v ba/LTh
HEnd— FEDELRESNETH, BRECIIER I TV L— R TF, OSPF TS

NHZV—=F DT 7NV DT RI=ZARL—T 4T T A AX L AL0TY, AXT 47
N—=hEFATF IV I = DT RI=ZA ML =T 4 T T4 AR ARECEE, AZT 4 v

ARBTFAVT IL—RETTHILE IL—F .



B =7 vor—toz

ATy T17

ATvT8

RAREATAYY

ATy T

ATy T2
ATvT3

ATvT4
ATy TH
ATvT6

REF4 9 N—rETFTHLRL—F |
E

7 N— "BMEREISNET, ERINTNDL— MNIFIZ, AXT 4 v 7 — b BIOF AT

Sy ZIBHENTZ L= FDOEL L LY bEE SN ET,

(F 7' =a) [Options] ST, LT ZELET,

* [Tunneled] : VPN 877 4 v ZIZIE VPN b T 7 4 v 7 LIFBIOT 7 v b b— N &
THMENDLLGEIE. VPN 8T 7 4 v 7 AOBMEDOT 7 40 b b— hZEFXRTEET,
ZOHAE, TmE XX VPN ERNOLOERE N T 7 4 v 7 IIWNER v b U — 7 TRk 45—
. Wy hT—2 6D T 7 4w ZI3AMBICIEET 5 & W o I E A HIZIT O 2
ENTEET, tunneled 47 a VEEHLTT 744 Fb— R E/EKRT 5 &, ASAICH
BITBRRZANEDTXTCDINT T 4w 71F, FE LN~ NERIZAZT (v 7 —
R L CL—T 4 7 TERWVGE, 20— MIEFEIRET,

* [Tracked] : (IPv4 D&) L— b D FT7 v X NZONWTIE, AXT 47 b—h bT v
X TOFRE (13=) BRLTLIEEN,

[OK] %7 Vw27 LET,

IL— FDEEE

ABT 4y 7 = M, BEDHERY NU—T DT 7 4 v 7 DFEREERLET,

FIE

[Configuration] > [Device Setup] > [Routing] > [Static Routes] Z =R L, [Add] &2 U v 7 L&
7

[IP Address Type]. [IPv4]. E721% [IPv6] ZEIR L £ 77,

BEDRNTI 74 v 7 DFEEITIAVE—T A AL EINLET,

RER T T 47 % 1777 R—=b] T21%, Nulld f > Z —7 = A A& @R L £
T FPTUART L b EFE=FROGEIE TV vV IN—TDAN— A B =T = AD
BRIERELES, 7V v 7N —7Th—7 vy FE—REHHT2581%. BVIAEZEE
LET,

2y NIT—=ODEEIX. T T4 T EAN—T 4 TRy N B AT LET,
NG 74w I BB ETHT— AP AN LET,
ARYYOERELT, W—FDT RI=ZA ML —FT 4T FTARAEZ L AERELET,

TN RMEL T, TRIZAN—T 4T T4 AX LV AF, BEONV—T 47 70 b
T — bR BT 2D IND N T A—FTT, AXT 47 )L—F DT 74 /)V k
DT RIZARL—T 4T T4 AX AT T, ¥4 FIv I v—T 47 7 haLTH
HERDL— X0 ERSNE T2, BTG SN TV L— h T3, OSPF TR &
NAHZV—=F DT T7HV DT RI=ZA =T 4T T4 AX AT 10T, AET 4 w7
N—REFATFTIvIN—bE DT RI=ZANv—T 4T T4 AZARFEULEAE, A¥T 4>
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T b— FMBEREENET, B ESNTWAL— MIFIC, 22T 497 L—hBLXOF AT
o ZIBRHENTLV— b D EBLL LY HELINET,

ATw 71 (7 ar) [Options] fHIK T, LAFZ#&ELET,

* [Tunneled] : VPN 877 4 v ZIZIE VPN b T 7 4 v 7 LIFBIOT 7 v b b— N ZH
THVENRDHDLEGEX, VPN T 7 4 v 7 HORMEADT 7 4V b b— h 2 EFRTEET,
ZOEA, T2 ZIEVPNERNOLDOERE N T 7 4 v 7 13WNEFR v b U — 7 IZHaikd 5 —
FH. Ry NT—=IMMED NT7 7 4w ZIFIMNBIZHRIET D & WV o e REA M HICIT S 2
ENTEET, tunneled 4 7L a VAR L TT 7 4L b b— b EAERT D &, ASAITHE
BTBRRBANEDTRTONT T 470, FHLIEA— b ERFRAET 4 v 7 L—
ML V=T 4 V7 TERWEE, 20— MNMIEEINET,

s [Tracked] : (IPv4 OH) V— DT v X TIZOVWTE, A¥T 4 v 7 b—hK FT v
XU TDORE (T3—) 2R LTLIEEN,

ATy T8 [OK]Z7 V7 LET,

ABATA4vI IL—Fk FSYXUTDETE
ABT 4T N—b NT X T ERETDHINE, ROFEEZFEITLET,

FIE

AT w71 [Configuration] > [Device Setup] > [Routing] > [Static Routes] DJEIZRINL, A X T ¢ v 7 JL—
FOBGE (6 ~—) IS TRAZT (v 7 — FZBMETITHwELET

AT w72 [Options] f8I8k C [Tracked] 7> a v K& %270 v 7 LET,

RTw T3 [TrackID] 7 4 —/V RIZ, b— b NI vF 7 TabA0EH# T2 ATTLET,

AT v 74 [Track IP Address/DNS Name] 7 1 —/L RiZ, BEIHRDOIPT RLVAE IR A MEANLE
T THETEE, ZOLV—F DRI AN Ky T F—=b U xADIPT RLRIZRYETH, £
DAL E—=T 2 AADPGRIHTEDLEDOFR Y NV—0 ATV heTHZEHTEET,

ATwF5 [SLAID] 7 4 —/L RIZ, SLAE=% 1 7 7t 2AOEA#HINF%2 AL ET,

ATv 76 ({£E) [Monitoring Options] 7 U v 7 L £,
[Route Monitoring Options] # A 7 2 7R v 7 AMFRENFET, ZI0b, RO T vFx T
FT 2l NOE=Z VT TanRT 4 EERELET,

« [Frequency] : BB R OFEIEE ASA N T A T DMEZRECRIE L £, F7RED
HiPHIZ, 1~ 604800 HTY, 77 4/v MEIL 60 T,

* [Threshold] : L EWMEZMX =14 X2 MARTIEMZ I VBB CTRELET, ZOfHEIC,
A LT T MELYREWEITIEECTE EEA,

« [Timeout] : /b — FEEHBENER 7 o R OIGE 25 OME 2 L VBB CTHREL £
I, BARh7EOPHIL, 0~ 604800000 X VR TY, T 7 /b MEIX 5000 2 U RTY,

ARBTFAVT IL—RETTHILE IL—F .
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B 5500 0—trErEFosL b L—toEZSYLY

* [Data Size] : =2 —Z RNy NTHEHT L7 —% Mo — KOV A XZRELET, 7
7 AV MEIX 28 TT, ARVMEOFIHIX 0 ~ 16384 T,
GE) ZDOFRETIE, A a— KoY A AT nfEEsnEd, 7y hEEOY A X
THEEENEE A,

*[ToS]: Za—HRDIP~Y X —IZHDL—ERA NS NOXA TOEEHRELET, A
72ElE, 0~255TCTd, 77 4+/L MHEIZ0 TT

* [Number of Packets] : %7 A MIEE SN DT a—FROBEHRE L ET, AMEDHIFH
(T1~100 T¥, 774/ MaZ1 T,

[OK] %27 Vv 7 LET,

[OK] %2727 Vw7 LTh— hEREFELTHS, [Applyl 227V v 7 LET,

BT 5= EEHT 5L T<IC, E=2Y U7 Tk AR ESET,

BRI DNy 7T T — N EER L E T,

Ny 2T w7 — NI, B SN — N ERICSE~DAZT v 7 — R TER, B
HAVE =Tz AAELIFT— M =oA 2B LEST, ZoA— M, BEfEShLr— LD
EWT RI=AML—TFT 4T TAAZL A (A M) 7) ICHOYTOHLERHY £7,

ARAT AV I IN— b FEEIETI74HILEIL—FDEZ=AR)

2l

* [Monitoring] > [Routing] > [Routes]

[Routes] A > TlX, TNENDITHR 1 DDN— hEFRLTWET, IPv4 856, IPv6 £
fi, FRFZFOWMEFTTI4NZY T TEET, V—T 4 o 7FERIZIT, Ta hai,

W= b ZAT BEIPT FLAL Ry b A7 @3 T VT 4 v 7 ADRS, F—hU=
AIPT7 FLVA, — NIERT DL EIRMTHAS L F—T =AM A, BLORT FI=

Ne—=TFT 4T T4 AZ ARG ENRTNET,

A T4 IL—bERITTI74IL N IL— DA

WOBNE, AZT 47 V— b NOERGEEZRLET, A¥T 4 v 7 b— N, F85E08
1011024 D N T 7 4 v 7T _XTENERA V' F—T = A ATEH SN TN D —F (10.1.2.45)
WEELET, £/, dmzA Vv F—T 2 A AT3IODDERBB Y — b U2 AT T 4 v I %5
BMYH3ODFHEAANARET 4 v I V— R eERL, bRV VT T 49T DT 7 HL b
N—hKNEBEDNT T4 v I OT 7405 — FEEBEMLET,

route inside 10.1.1.0 255.255.255.0 10.1.2.45
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| R4F49 9 L—FEFTHLF L—F
287499 h—rs&U6FIrL R —roBE [

route dmz 10.10.10.0 255.255.255.0 192.168.2.1
route dmz 10.10.10.0 255.255.255.0 192.168.2.2
route dmz 10.10.10.0 255.255.255.0 192.168.2.3
route outside 0 0 209.165.201.1

route inside 0 0 10.1.2.45 tunneled

A2 T4 IN—brBEELVTIHILE IIL—FDERE

KR1LRATA49I L—bBEKUT I+ IL— FOBEERE

taE

ART 4w —hk bTvxr s T2 ABT 4T V—K N7 vx Tk
RRIZIZ, AT 14 v 7 b— bOEHT
BERILZBEF L, 7T A~V b— kR
X LIS EDNNy 7T 7 — K
A UARN—NVT D7D RBHE
SNTHWET,

WOBEFHPNEANFEIIIERESNE L
7o

[Configuration] > [Device Setup] >
[Routing] > [Static Routes] > [Add Static
Route] [Configuration] > [Device Setup]
> [Routing] > [Static Routes] > [Add
Static Route] > [Route Monitoring
Options]

N

T3 bIA—LY)—R HRETRER

N7 4y E 17Ty =) 92(1) N7 4w 7m0 A H—T A
TR ODALT 4 7 nulld /L— b A~NEETHLE, BELER Y FU—
I5DNry M Rkaey X LEd, Z
DOFEHEIX, BGP @ Remotely Triggered
Black Hole (RTBH) D% E 2% H F
R

ROBEPEE SHE LT,

[Configuration] > [Device Setup] >
[Routing] > [Static Routes] > [Add Static
Route]
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