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port-chi
g ] [
port-ch5
Inside VLAN 200 Management
Outside VLAN 201 VLAN 100
Trunk
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EFF 8 A=

TenGigabitEthernet 0/6 &
TenGigabitEthernet 0/7 D=7 =
L2, 418 EtherChannel
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B s2-vrcors28108—0z42 - ROBE

EL:§] 4E5D% ASA DERHRA VB — | R4 YF R— kA
JxM4 R

W3 L USMNHA > % — 7 = | TenGigabitEthernet 0/8 3 LY | &5 8 A — k

2 TenGigabitEthernet 0/9 T
A g Bi— EtherChannel # 5% € L

T (TRTDOASAITELN
%)

AA »FTlE, ZTD VLAN B
SOy hU—2 %2 Z T
ETEET, =& xiE, VLAN
200 (NEH) 3 X OV VLAN
201 (AMEBH) NEEND b T
VI ERELET,

BHA LA —T AR Management 0/0 HEH4 R—F

TRCDOA L H—T A A
%, [Al— O B VLAN
(7= & ZIZVLAN100) EiZE
xFET,

ZFA1ZYFTDISRBZAE—T AR E—FDERTE

TIARN ITRHICRETEDA v H—T A ADH A 7L, A3 K EtherChannel & 5l
VE—T oA ZADNTNIN—FDHLTT, 12D2DF TAEINTA L E—T =2 AZA T HIRIE
SHHZLIITEERA,

1R BHEIIZ
s E— FOFREIL., 7 T AXITEBIMNT 54 ASA THEBNIAT O LERH Y £,

cEHHEHA A —T 2 A AT OTEH, JlRA X —T = A (HiLE) L LTRETEE
9 (A3 KEtherChamnel € — RO L X Th) , FEA V¥ —7 = A XX, B4 ¥ —
T2 A ARETHZENTEET (FF VAT LU N TP AT I — /L E—FRDEET
H) .

o 23 K EtherChannel T— FCld, BHA L X —T =2 A A&Z@RA L X —T =4 AL LT
WETDHE, BEHALVH—T 2 A AH L THEATIvIN—TFT 4 T A FX—T)IZT
EFE¥A, AT 4T N— b EFEATAILERHY 9,

VNTF ATHFARNE—RTHEH, TRXTCOITFAMIKLTIOOAf X —T A
ABATERINRTDHIMENHYET, X, PTF AT LU N E—REAL—TFT v
RE—ROIUTHFAIBRELTWDEAIL, TXTOa s TF A MIANRS R
EtherChannel — R&ZFEHTH2LERNHV ET, TR, F T AT L2 K E— RNTHF
TENEME—DA L B —T 2 A A BA T THDHNSTT,
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ATy

ATvT2

v28—1=y rTnqvi—71420%E [

FIE

Bk a7 4 Xab—TarERRL, BHPICA L F—T 2 AE—RIZLTHT
AT 4K al—a B EETELLICLET, Zoa~vy RTCITE— FEIZEINEY
/Uo

cluster interface-mode {individual | spanned} check-details

1 -

ciscoasa(config)# cluster interface-mode spanned check-details

2IAZY L THICA =T A XA E— RERELET,
cluster interface-mode {individual | spanned} force

1 :

ciscoasa(config)# cluster interface-mode spanned force

T HIVERETDHY FEA, HRAICE— RZ2BIRTIVLELNH Y 4, T— FERELT
WRWEARIX, 77 AX D U T AX—T NI TEERA,

force 77 a VERETDHE, HHEDRWa 7 4 X2 Lb—2 g VOREIIITHOTICE—

RRNERINET, a7 Falb—va P OMERDLIGAIT, T— RE2EE L-%KICTH
TR HAVERHDVET, (L FZ—T A A AL T4 Fal—2g OBEENRTXSHDIT
T— ROREHZBICREND DT, force 7L a v AT 2#ELET, Z0kHI
THUE., BIETH, BEOa 7 4 X2 —a v ORENLBBTEET, b/ x v
ANBEREAX, T— FE2RIE L72% T check-details 47> 3 V ZFHETLET,

force 77> a VEAIEE LRWE, AfEDOR NIy T 4 Fa L —a U RNHLBEAE, v
TA4X 2l —varE 77 LTI —KRTHE00ROENDDT, ar Y —/LiR— M
MLCEHT 7 BAEHRETOILENRHY T, a7 4 F o b—a VZHEBEOREN
WA (Ener—R) [ E—RAEREIN, ar 74 Xalb— g VRS ET,
AT 4 X2 —va w7 VT LSRRI n 2 AJLCa~vy RERKRTLET,

A B —T A A F— &3 %121, no cluster interface-mode =~ > RZ A S L £,

RAZ—2AZy bTODA 2 EZ—T 24 ADKTE

AR T EENCTHENC, BUEIP T RLARRESNTWAAS v Z—T = A A%V
FAFIGCERTHMERH Y ET, MOA > F—T A AZONWTIR, 7 I7RFV T %
AF—T VT HRTELII LB TRETEET, B2 T4 FXFalb—valrPHLNY
FTAFAUNRERIIFITH LI, TRCOA U H—T 2 A FRNCRET D L2 /R L E
7T

T, VTARRV T HBE R DA H—T oA AR ET D HIEIZOWNTHBA L
¥4, FT—& A F—T = A A%, A3 K EtherChannel & U CHETHZ & H, HBIA >~
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B mrioq o s—Tzrx08E (EBIU5—T A RIHE)

=T A AL LTHETHI L TEET, FHXIROR—FART U T A=A L%
ERLES, ACar 74 F¥alb—aryTHMHDIA TERETDHILIFITEERA, 12
L. A L H—7 = A A IPIF T, A3 K EtherChannel ©— R TH > THER A & —
T AZTEET,

BRIDA 3 —T 24 ADHRE (BEEA U F2—T A X(H#R)
WAL v B —T oA ZTBFEDONL—TFT v RA LB —T 24 ATHY ., FNENRHEHOIP 7
RLAZIPT RLARA = bEELET, AAM L ZTTAXIPT RLARE, DV T AL
DI=HDEET FRLATHY, WIZBHEDOT 74~ 2=y MIELET,
A% K EtherChannel £ — R TlE, BHA VA —T =2 A AL v F—T =24 2L LTHRE
THZEEHAELF9, HAEHEA X —T = A 51E, LEIS LTSIy MOE R
B CEF4 M, AN REtherChannel f > Z —7 = A A TClE, EOTI7A4 <) 2=y Fh~D

B LhTEEEA,
1R BRI
EHERA LV H =T oA ADGEERE, BNA AT 2 A AT RFTHDI ENNE
*(\\‘a—(]

N F aArTXAL T—RFOHAF, COTFIEEE I TIFANCTETLEYS, £2=
VTFXFAPNaT X2l —Ta T RIZASTWARWEAEIL, changeto context name
a< v REASLET,

cAEBIA H—T 2 ZADGEENE, FA N TR ATOR— R RT UV T RRET D
VERSHD T, BHA VX —T oA AZE, MO — R AT 0 FidndElisb ) 4
Ho

s (ATFvav) A H—Tx A A%T /N4 A 11— N /VEtherChannel f ' F —7 = A A & L
TRET D, WEAVE—T 2 A RERETDH, BLOVTA U F—T oA ZAEHET D
Ve A VBT IS UTITWE T,

« EtherChannel D34, Z @ EtherChannel [32=v MZXtLTr—H L THYH, A/
R EtherChannel Ti3dH Y £ A,

EHHENA =T 2 A ABITREA VI =T 24 AT DHZLITTEEE A,

FIE

ATy T1 a—HLIPT7T RLZ (IPv4d & IPv6 D—F £ 7213l FF) OF— L2 ELET, ZOT7 KL X
D1OB, ZOA L F—T A AR TAX 2=y MZEIV Y ToNET,

(IPv4)
ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number of addresses
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ATy T2

ATvFT3

ATvT4

ATy TH

BAHDOA v s —T 1 2OBRE (FEsvs—Tz4R#R) |

1 :

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8::1002/32 8

KIETH, 77AFNO2=y MEERIUEDOT RLAREGENRDL L HICLTLLEE N, 7T
AR EPET HTEOHEEIL, 7 RLAZECLET, BIEO T 74~ 2=y MIET 5 A
AV I TAZIPT RLRL, ZOT—1LO—HTIEHY FHAL, 47, LRy hT—27D
IP7 RVAD1DEBAALY 7T AKIPT RUARICHERL T ZE0,

K=y MZHEIVYToNEr—ALT R 2%, FRICEMICFET HZ EILTEERA,
K=y FCHEHEIN TS T RLRAEZERT HITIL, show ip[v6] local pool poolname =1~ >
REANNTLET, 27 TFAZ ANZE, 7 T7AZIISMUIE ZIZAANID BREID B TH
NET, ZOIDICE-T, T—ArbEHINLI2 =BV IP BRELET,

AV H =Tz Aary7 4 Xal—rarET—REBLET,

interface interface_id

1

ciscoasa(config) # interface tengigabitethernet 0/8

(FHA L F =T 2 AA ADH) A Z—T oA AEEHEME—NIRELTIF 74 v 733
IR LRNE ST LET,

management-only

T 7N T, BRI TOA L F—T =4 AFEAGHLE LTRESNET, FT AR
TV ME—RTEH, ZOavy RIEBEIA TOA 2 —T oA ATk L THEIZA RZ—T v
2720 7,

ZOHRET, VTAL A B —T 2 A A T— KNAN ROBAITHETT,

A B =T =2 A ADLHTERELET,

nameif name

1 -

ciscoasa(config-if)# nameif inside
name | TFc K 48 LF- DT F A FLTFHNTT, KRIXFE/NLFRRNEINERA, LATEEET
HI2iF, Zoavwy RTHLWMEZBFASN LET,
AA TFGAZDIPT RLAZREL, 7 T7AY T—NEEELET,
(IPv4)
ip address ip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname
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B mrioq o s—Tzrx08E (EBIU5—T A RIHE)

ATvT6

ATy 17

1 :

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8::1002/32 cluster-pool insipveé

COIPT RVAE, 79AX 77—V T RLRALELXRY hU—7 BEIZFEEL TV ALER D
DNEFTN, T—IEENTH IR EHA, IPVET KL AL IPV6 7 KL AD—FE7-1X
M ERETEET,

DHCP., PPPoE. B L OVIPv6 HENRREIXV R —FENFEHEA, IPT RLRAEZFEHTRET DM
HRHY F£9,

X2 VT4 LoV ERRTELET, number 1213, 0 (BRIK) ~ 100 (E) OB¥AIETELE
K

security-level number

B -

ciscoasa(config-if)# security-level 100

A B =T 2 A% A F—=TNIZLET,

no shutdown

1

WOFHITIL, BEFEHUOBLIOEH A v X —T7 = A A% T /3( A 1 —% /)L EtherChannel
L LTRELTNDL, ZD EtherChannel Z Bl A X —7 = AL LTHRELET,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8
interface management 0/0

channel-group 1 mode active
no shutdown

interface management 0/1

channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001/64 cluster-pool mgmtipvé
security-level 100

management-only
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R8> K EtherChannel D% E .

Z /%> K EtherChannel D% E

A% K EtherChannel 1%, 7 7 AZHNDTXTDASAIZIANR S HDTH Y, EtherChannel DE)
EO—EE L Ta— RN RXT 2 TH2iTH 2 ENTEET,

188 BRI
o A3 K EtherChannel f > #—7 = A A E— RNIZTHLERHD FT,

cwNTF AUTHARNE— ROHAIE, ZOTFIEEZ AT KFITAN—ATHIALET,
FREVAT A Ay 74X al— 3 T— RICA> TWRWEEIE, changeto system =
Y REANLET,

s NTUART LU N B—FROBAE, 7V oY IA—TERELET, 7V v A
VA —=TxA A (BVI) ORTEZHZRLTLIIEEN,

« EtherChannel (2135 K3 L OHR/NND U 7 & $5E LRV T 72 &0, EtherChannel D
KBEOENDY > 7 B DIRE (lacp max-bundle =~ > N & port-channel min-bundle =
<V R) E ASA L AL v T DELLIZBWTHITORWZ LR LET, Zh b2
M oBERHLHEIE, ROMIER LTI ZEW,

s ASA ETHREIND Y 7 ORKEIX, 7 T7AXBIEROT 7T 4T R—sDEFE
T, AA v F ETCHREINT-HRRY V7 EHOMEN., ASA TOEEZBZ TWRNWZ L
BHER L TL 7230,

cASA FETCHREESNDIHTN V78T, R—FrF ¥ Ao F—T7 oA AZEET5H
T2ODERNT VT4 TR = (2=y " H7=Y) T, AA v F ETIE, &Y
THIL T T AZRERORNY I THDHIZD, ZOfEILZASA TOEEIZ—HLF
A,

T TANDIOBR—RKRT 7 TAAY ANEELLRNTL ZEV (port-channel
load-balance =~ > RESM) . A A v F TlL, 743U XA source-dest-ip £ 7213
source-dest-ip-port (Cisco Nexus OS 33 & OF Cisco 10S @ port-channel load-balance =~ >~

FEZM) 2T 22 2B8OLET, 77 AZHNDASA~D FT 7 1 v 7 Hi¥5%E
RSN RDTEND LT, B—=RFRT 7 7Y ZATIE, vlan ¥ —
U— RZfHLZ2NTLEEN,

* lacp port-priority =~ > R & lacp system-priority =~ > Fi%, A3 I EtherChannel {Z /%
RS EE A

o A% K EtherChannel ZfEH L CWAGE, 7T AKX Y VI MNERIIA X—T N7 D F
T, "= b F ¥ 1NV A Z—T oA AIRH LETA, ZOBE ML, 7TAXDT Y
TATTERNZ=y NI NT T 4 v 7 BEBESNDDONRERNET,

FIE

ATYT1 FYxN ITNA—TBNTHA 2 —T = A ABEELET,

interface physical interface

ASAY S R4
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. Z /%> F EtherChannel @

ATvT2

ATvT3

ATvT4

AsAY 524 |

B

X JE

1 :

ciscoasa(config)# interface gigabitethernet 0/0

physical _interface ID 121X, # A 7, Av v b, BLOF— FES (type slot/port) NE FivE
T FX RGN ITN—TDZDORIIDOA v Z—T A AL >T, FI—THNOMDTRTDOA
VE—T A ADHEA T LHEENREY £,

EtherChannel IZZ DA  H—7 = A A%E| Y Y TEJ,

channel-group channel id mode active [vss-id {1 |2}]

&1

ciscoasa (config-if)# channel-group 1 mode active

channel id 1% 1~48 T, ZOF ¥ FIVIDDKR—FF X RV A X —T oA AN T 4
Xal—va VICEREFELRVEAIE, HEIMGEMShE T,

interface port-channel channel id
active &£ — R721F 73 A /X R EtherChannel (2%} L CTH AR — h & ET,

VSS £721IVPC D2 BEDAA v FIZ ASA it T 25813, ZOA F =T 2 A2 EDA
A v FIHRT DN ERET D7D vss-id ¥ — T — REFHELET (1 £/21%2) . =

A7 7" 6 T port-channel span-cluster vss-load-balance =~ > K& R — T ¥ R/L A X —

Tz A AT LTHEHT 2 8ER H Y £,

Ao B =T A Al A F—TNIZLET,

no shutdown

(73 3 >) EtherChannel ICX HICA v X —T oA ZAZBINTHI21%. LTt 22k
DKL ET,

51 :

ciscoasa(config)# interface gigabitethernet 0/1
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

=y N EITEE DA o H—T = A AN EtherChannel 125 FNTWA L, VSS F721% vPC
DAA > FITHEGT DL EITEN D ET, T 74N NTIE, 77 AXDOEA L /NTRK 16 8
DT ITT AT A E—=Tx2AADHEH, AN K EtherChannel 2MEH T 201X 87217 TH
HZEITHEELTLEE Y, BODRA L Z—T oA ATV VI EEHO-OD AL 84T
T SEVEL DT VT 4T A E—T oA ZABFHTHINL (I LAZ AL A F—
7 A ATIE7<) | eclacp static-port-priority 2~ > REZHEH L TH¥ A FI v 7 F—hK 77
AFVT 42T 4 =TI LET, ¥4I v K—F T I3V T4 ET 4 B—T NI
THE, VIARAXEETCRERRBEOT 7747 Voo EEHTEET, 2L xE 166D
ASAMNDLIRD 7 T AL DAL, % ASA TRR2MEDOA 2 —T A4 A TE, A
K EtherChannel D &FHE 32 A v X —T A4 A L7200 £9,
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ATvTh

ATvT6

ATy IT17

ATvT8

ATvT9

R /%> K EtherChannel D% E .

R—brF ¥ N A X —T oA AEHEELET,

interface port-channel channel id

51

ciscoasa(config)# interface port-channel 1

DA VHE =T 2 A AlF, FXRNVITN—=TIA X —T A A&BM LT & EICHBMICE
RENZHL0TY,

Z O EtherChannel % A% K EtherChannel & U TEE L £,

port-channel span-cluster [vss-load-balance]

51

ciscoasa(config-if)# port-channel span-cluster

ASA % VSS £721EVPC D2 BED A A » FITHRET 255G 1%, vss-load-balance ¥ — 7 — RN & {if
FALTVSSE— R RT3y T hd F— 7w_¢éﬁgw%bi¢o:@% BT 5 &,
ASA & VSS (F721ZvPC) X7 L DM OWERY v 7 Bt O AP HERII B EINE T, n—
RANG o T RZ—T VT BRI, KA 3—A ¥ —T x4 A% L T channel-group
a2 RO vss-id ¥ — 7 — K& 3 ﬁ‘?’é%?# DET (RTv 72 E5RR)

(A7vary) R=bFxRNV AL EZ—=T 2 ADA =Y Ry b T XT 4 ZFELET,
ZTOFEF., @A =T oA AWK LTHEREINTT e XT o L0 b ELEINET,

INEDNRITA=ZFTF RNV T N—TDFTRTDA L Z—T 2 AT—HLTWDELERD
B, TOFEZINSDNRT A= EHRETDHa— "0y MR £,

(7> 3 ) Z®EtherChannel FIZVLANY 7 A % —7 = A ZZERT 5 FEDOHBEIE.
ZOREECERLET,

1

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

ZOFIEOEY OWSIE. VT A =T = AT S ET,

(FNFarFHALE—NR) arTFTHFANA LU E—T oA AZEV Y TET, FOH%T,
WD EBVIZATLET,

changeto context name
interface port-channel channel id

&1

ciscoasa (config) # context admin
ciscoasa(config)# allocate-interface port-channell
ciscoasa (config) # changeto context admin
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. Z /%> K EtherChannel D% 5E

ciscoasa(config-if)# interface port-channel 1

YNAF AVTRAN T ROBE/IF, A X =T = A X AT 4 Fal—Ta DK O
SIFa TR A MNTIThiILET,

RTFYTI0 AL F—T A ZADLFIEIELFET,
nameif name

1 :

ciscoasa(config-if)# nameif inside

name | K 48 LFDT F A N XFH|TT, KXFE/NIXFREMNEINERTA, LHIZEET
5121, ZoOa<wr RTH LWMEZBEADLET,

ATYTN T7AT U= EF=PFIEL T, ROWTANEFATLET,
=7y RE—F:IPVdT RL AL IPV6 7 RLAD—HFE Tl 2% E LET,
(IPv4)
ip address ip _address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:DB8::1001/32

DHCP. PPPoE. B L OVIPv6 HENREIZVR—F ENFH A, RA v MY —iRA v Mg
OBE. 3l By hOY TRy b wR 27 (255255.255.254) ZIEETEXET, ZOHEA.
Fy MU —=7FHE7a—RKExy AT FLAHAOIP 7 FLRAITFRHENETA,

FNTUART L N T—=R A Z =T A RA%T Y v FT—TZEHD 4 TET,
bridge-group number

il

ciscoasa(config-if)# bridge-group 1

number L. 1 ~ 100 DK T, TV v IN—TIIEKKAEDA X —T = A A%
BB CHZLENTEET, Rl—A X —T A RAEEHOT ) v TN —28n 4
HZLIITEEEA, BVIDa L 7 4 X2 —v g 2P T RLAREENTWAS D
CICEBELTLLEE N,

ATFYvFT12 X2V T 4 LULERELET,

security-level number
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ATy 713

ATV 714

R /%> K EtherChannel D% E .

1 :

ciscoasa(config-if)# security-level 50

number (21X, 0 (& THL) ~ 100 (Fx bfr) oFEEEEELET,

BER 2% > N U — 7 OEEGREZ AT 5 72912, A% K EtherChannel ® 7' 12—/ 3L MAC
T RLVAZRELET,

mac-address mac_address

1 -

ciscoasa(config-if)# mac-address 000C.F142.4CDE

MAC 7 RV AN FERE SN TWDHEA, £OMAC T RLAZBEDO~v AL — 2= MZ
BEVET, MACT FLAZHEL TWRWEAIZ, vAX— 2=y NPEHEINTZHA,
Frln~vAF—a=y NI Z—T oA RATHFHLWVMACT RLAZMHEHLET, Zhick
0. —BERR Y FU— 7 OEIEREAETAAREENR S Y £7,

VNF A THRARNE—RTE, U TFAMNATA o Z—7 o4 AT H8E51F. MAC
7 RLVAOBHBEREENCL T, FBITMACT FLAZBRELRLS TILEIICLET,
A =T 2 A ADHFEE, ZOa~vr FEHHALTMACT RLAZFEHTHRET D
MR DH Z EIZERLTLLIESN,

mac_address 13, HHHEXTHRELEJ, HiZl6 By b 16 #TT, =& 21X, MACT
K L & 00-0C-F1-42-4C-DE IZ. 000C.F142.4CDE & AJjL £,

HEER S MAC 7 RV ABERTA5E, FEITEY ¥ T25 MAC 7 FLADEREFID 2
NA MZIZ A ZEHTE A,

=T RE—FR) %4 MllZ T A5V ZOHE, A R LA FEHDOMACT K
VABIOIP T FLAZRELET,

mac-address mac_address site-id number

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l1111l.dddd site-id 4 site-ip 10.9.9.4

YA FEAEDOIPT FL AL, 77— L IPT RLVARALELY T Xy b EIZHDZMNERHD F
T, 2=y NMEHTLIYA FEAOMACT FLABLIWRIPTY FL AL, o=y hOT—
ATy T ar 74 F¥al—2a B ELEYA FIDICL - THRZRY £,
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B x50 7av7 xa—vavonm

TJ—FrR ST ar74XaL—23 0 DER

I TAZNDKZ L=y FIRT TAZIISNT HI2E, 77— ATy arr7 o Fal—s
Vﬁ§ﬂ\gfj‘o

YRAA—2AZYy brDT—FrRFSYTDERE
T IGAFNOE L=y NIRT TAZIIZEZMTHIZE, 7— ATy T ar7 4 Xalb—3
VISLETY, R, 72T AZIIEBMT DI DICRIICGEE L2 =y hBR~v A X —
2=y NERVET, VITRAXY) T A X—T NI L% T, BEHBNERTDE, 77
AZDT AR — 2=y NBRBEINET, HMTZ TAZNOZ=y NN 1 DETThHLHT
O, TO2=y MRV AS— 2=y NIRVET, TR ZAXIZEMSND 2= b
I, Ab—7 2=y beRDFET,

48 HREIIC

s AT AKX 2= arENRNY I T T LET, BT TRAXDPOLHETHZMLENELE
CEIEAT, ary74Falb—a 2B TCErL0LTEBL DT,

cVNTF ALTHRAR T RORE, VAT LAFETAN—ATROFIEEZEITLES, =
VT HRARNPD VAT DFATAN—ZTHIY BB HITIE, changetosystem 2 R & A /)
LET,

c VS AZHIEY I THHATEEDDY Y AR T L —ADTREA RF—T T B
HELREL £,

e VT AR U T R A X —TNETNIT 4 E—T T BT, 2 Y — AR — N & AT
HVEENRHY F9, Telnet F/-1XSSH Z{FEHTHZ & IXTxFEHA,

« 7T ALHIEHY I BFRWT, a7 4 X2l —2a YNOA U H—T A AFTTRTC,
I FALIP F—)VEREL TRESNTWDA, A3 K EtherChannel & L Ta%/E S
TWARERHY T, ZORTEF. 7 T7AXV T F—T/WIZTBHEIT, £ F—
T2 A AFT— RIS UTITWET, BEFEOA v H—T 2 A A a7 (Fal— a0
HOHGERE, TDOA L H =T 2 A A AT 4 X alb—arE 7 U T7T52LEE (clear
configure interface) \ > X — T =2 A A& T TAX AV —T oA AZEWTHZ LD
TEET, UL, 7 T7RZ Y T %A FX—TIUCT HRITITVET,

BT D T AXIZa =y NEBMT D &, —FRNIC, RERS7 » MERL Ka v 7
DEATHZERNHY T, ZNITTEEBY OEETT,

« I T RALGIY T DY A X H BN CHRELTEEET, 77 AZHI#Y 7 OHA
R (B4~—=Y) EZRL TSN,

FIE

RATY TN IIRFZCBINT LN, 7 FAZHIE) 7 A F =T = 2 A X—T M LET,

. ASAY S R4



| Asas 524

v24—1=y rtOI— 2 +3vT0%E [

B“TI TR ToARZ—TNNITDHLEEIL, ZOA L H—T A A&7 T AZGIEY 7
ELTALET,
FRBEDA =T 2 A AR D LA RO T A2 T A B =T = A A
A LT 1 >® EtherChannel &35 Z & ZHLE L F9, Z @ EtherChannel (% ASA (2% L Cr—
TN THY ., AN K EtherChannel TilddH D £H A,
TIAEGEY) o A B —T 2 A A AT (Fal— gt vAXZ— 2=y b bR
L—T 2=y MR INEREAN, Alary 74 X2l —varid&a=y NCHEATS
VENBHYET, Zoar 74 Xalb—ra AidilInsnizd, 77 2AXGIM|Y o A v
B =Tz ADFEEITE L=y P THEBNAT I LERH Y 7,

*VLAN Y7 A 2 —=T oA A% 7 T ALY 27 & LTHERTHZ LITTEETA,

B xIx A HE—T 2 A A% TAZFIEY) I E L THEHTHZ LI TEERA (M
7> EtherChannel 7MZ 002 59°)

* ASA FirePOWER & ¥ = —/L Z#4# L 7= ASA 5585-X Tlx, 7 7 AZH#If#I U > 712 ASA

FirePOWER & 2 —/L b DA o H—T = A AT, ASAA VX —T = A A &3
HZLHEHRLOWET, EVa— N A EZ—T A RI, V7 NI =2T T 77—
RPIZHEAET L) r—RE2EH, EVa2—10)n— NRIZERIOPHE T 7 17 %
Fay7rTc&Ed, 7L, REISLT, BV a— VA F—T oA ALASAA L F—
TxAARZR L7 7 AZH#H Y 7 EtherChannel TfEf T £9, TV a2—/L A4 L X —
T A AN Ry 7 ULIE4E . EtherChannel DFEY DA X —7 = A AL ELEB#H L T
F9, ASASS85-X v hU—7 EV 2 — VFHOAR L —FT 4 T VAT AEFLT LR
Wiz, ZOMBEOREEZITERA,

Q) AV F—TxAA AT 4 Xalb—ar ET— REBLET,
interface interface_id

B -

ciscoasa(config) # interface tengigabitethernet 0/6

b)  ({LE. EtherChannel ;%) EtherChannel ([ Z OWBEA o Z—T = A4 Z%FID B TET,
channel-group channel id mode on

1 -

ciscoasa(config-if)# channel-group 1 mode on

channel id X1 ~48 T, ZOF ¥ F/VIDDKR— T ¥ )V A U F—T oA AR
T4 X alb—va VCERFELRZWGAIL, BBISEMShET,

interface port-channel channel id

I ALGEIY) 7 TORER NI 7 4 v 7 RHIBTE D L HIC, 7T AZEIEY oD
AUNR— A B —T oA RAZKLTIZOnET— REFHT AL AR LES, 7T RF
Y > 71X LACP b7 7 4 v 7 DA —_"—~y RENLEL LEHA, ZHITREEESh
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B <xs-21=-vroi—rzrsviomE

ATvT2

ATvT3

ATvT4

72, ZELERY NU—I THHNETT, iE : 7 —4 EtherChannel % Active &— NIZi&
ETAHZLEERBEIOLET,

) AVH—TxAfREAFX—TZLET,
no shutdown

VERHDEDEA v F—T 2 ADA R =T MEIETTT, £ X —T = A ADLRIRE
DINTG A —=HEHRELIRNTLTEEN,

d)  (EtherChannel ®35%) EtherChannel [ZiBMT 5 A v X —7 = A4 AT LTV IRL E7,
i

ciscoasa(config) # interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

(FAFvar) 7IAZGHY) 7 L F—T 24 ADRKInEL=y NEFELET,
mtu cluster bytes

1

ciscoasa(config)# mtu cluster 9000

MTU % 1400 ~ 9198 /XA DM THRELFET, T 74/ h® MTU L 1500 /31 FTT,

MTU % 1600 /S FLARIZERET A Z EE2HRB L ET, 20 L HI2T5I1I2%. ZOFEEFIT
HENZY ¥ VR 7L =D FPREA F—T NMITIHMERHY T, V¥R 7L —LbDT
KNI, ASA OV 12— RN CF,

Ioawr Rl e—N) a7 4 ¥ al—yay avwy RTIR, o=y MNETHEREIH
BRWT—=FART v ar7 4 Xalb—varo—HTLhH 7,

7T AR AT, 7 TAZ a7 4 Fal—vary E—RNIILET,

cluster group name

B -

ciscoasa (config)# cluster group podl

ZANE 1~ 38 LFD ASCIL XFHNTHDHZ ENMNETT, V7 TAX T —Tda=y v Hiz
DIDOLDPRTETCEERA, FTAXDTXRTOAUNNRE CLARIZERTOINENHD £
7,

TSGRAEDI DAL ROLFEEE LET,

local-unit unit_name

1 ~38 LFDO—ED ASCIH XTFHEHEALET, 1=y MIEFOARINMLETT, 77
ALANOMD 2=y FERUAFTEZMNTDHZEIETEETA,

1 -
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ATy TH

ATvT6

ATy T1

ATv78

ATvT9

v24—1=y rtOI— 2 +3vT0%E [

ciscoasa(cfg-cluster)# local-unit unitl

7 AREY 7 42— A A (EtherChannel Z#t3E) ZIRTE L £1,

cluster-interface interface_id ip ip_address mask

51 -

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

PTA =T 2 AA ALEHA U F—T = ZTFFA S NER A

IP7 RLARIZIZIPVA T RLRAZIELET, IPv6 I, ZDOA v Z—T = A ATIEIYHR— L&
NEFA, ZOA 2 F—T x4 AZ0E, nameif ZRETHZ L ITTEXEREA,

o=y bZEIC, BCLRY FU—ZIZHDBDOIP T RLAZRELET,

YA NEITAZ) T EFERHLTCWDEGEE, Z02=y sOH% A MIDZFHEL, VA NE
HDOMAC T FLARFEHEIND LS LET,

site-id number

1 :

ciscoasa(cfg-cluster)# site-id 1

number (21X, 1~ 8 OHFHNDIEEZ ATILET,
VAL — 2=y NOBRICHTEAZD2=y bDTITA AV T 4 2R ELET,

priority priority number

1 :

ciscoasa (cfg-cluster)# priority 1

TIAFIVTA4IE1~100 THY, | D@D TI74 4V T 4 TH,

(A7vay) 77RAZHEH) 7 ORE ST 7 4 v 7 OFEF—FRELET,

key shared_secret

&1

ciscoasa(cfg-cluster)# key chuntheunavoidable

EHREIT, 1 ~ 63 3CFD ASCH LUFHITH, WHREIX, F—2AEMT 27D IN
i?o_@ZV/bi T &AXB774/7(%ﬁﬁé Ty TT = NROHRIE S LD N
FRE) I BLEYA, TR FT 74y 20k BICZUT TR L LTHES
ET,

(A7 a3) LACPOEAFT Iy R—F PI9AF VT 45T =T M LET,
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ATy 710

ATvIN

clacp static-port-priority

—HDAAL S FIFZFA T IV I A= T ITAF VT 4P R—F LT Wed, Zoav
Y RIEFAAL v FOREHMEEEOET, IHIZ, Z0avr NI, 9~32DT 77T 47 ARV
K EtherChannel X ' X—DHVR— a2 A X —T M LET, ZOa~<wr RefEHRA LW, W
R—=hrENDDIFBEDT VT 47 AL NEBEDAZ LN, A INDBHTY, ZDa<wy
RaEAR—=T M LTZGE. AX AL AUNIEATEERA, TRXTORAABT 7T 4
7T,

(A7 ar) cLACP Y AT AID BL WV AT LADTTA4F VT 4 ZFEHTHRELET,
clacp system-mac {mac_address | auto} [system-priority number]

1 -

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

A% K EtherChannel 295 & 1%, ASA L cLACP ZfiH L TR A /X— 2 A v F L D]
T EtherChannel D x 23— —3 g3 U ZfTWET, cLACPRI = — 3 ORIz, RILZ T A
2D ASA T HWEEEST 5720, AL v FIZiE 150 () T4 A THELEND L DI
BZ2FET, cCLACP XTIV Z—a DT RA—HD1OTHDHY AT ALIDIZ, MACT L
AR EZLVET, 7TAFZHNDTRTOASARBUEUT AT AIDD ZFHLET, Znix~
AH— 2=y MRS THBVERSN (F7408) | TR_TOEHZY 2=y MNIER
ENFET, HHWE, Zoa~vr NICHHA DK CFHTRET b Tc& x4, HIZ
16ty hD16#EETT, (7=& 21X, MACT KL Z00-0A-00-00-AA-AA [T, 000A.0000.AAAA
EANILET) . I TNANTa—T A T ORKNT, &2, #BNES 72 MAC 7 KL A
EEATELE51C, FBITMAC T RLAEZRETHZ N 9, —RMIZIX, BEIE
K ENTZMAC T RLAZEBHALET,

VAT A TTAF VT 4 (1 ~65535) X, EFDOx=y "R RILVOREELITI D ERD D
FEOIERAENET, T740FTIE, ASAIZTI9A4F VT 41 a7 I9A4F VT 4) %
FALET, ZOTT7A4FVT41E. AAvTDOTITAF)T 4 L0 HEWNT ENRUEETT,

ZOa<w R, T AT T a7 4 X2l —a D TIERL, TAF—a2=
I AL—T a=y MERIENET, =770, Z7I9RX Y T2 A 2= LTI,
COEIZEETE ERHA,

7 TAZY T A F—T M LET,
enable [noconfirm]

1

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y
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INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cdl169999
INFO: Done

enable 2~ RBWALEND L, ASAIXFEfTay 74 FXal—v a2 Axy LT, 77
AV TIZHKE L TCWRVREEDIE A~ ROFEAFNES, 7740 a7 ¢
Fal—rvarilbdavry Ny, ZHICHEYTLIZERHY £3, AfEOVWa~ L &
HIbR 9 D X o cskoonET, IGEL L TNo 2 AN LTESHAIE. 2T AX Y 734 F—7
TR0 /A, HEREZEBIE L, BfMED RV a~< 2 K& BEIRICHIERYT 2121E. noconfirm
F—U—REFEHLET,

BANCA R—=T W LTca=y MZOWTE, vAFX—a=y MEBENEELET, KO
= MI., ZOWRETISAZOME—D AL R—ThHAFD, FOL=y NRTAF —2=
Mz VET, ZoHMFIcary 74 Fal—3a BEZETLENVTIEE N,

TTGARZN T T 48 —T T HIZIE, noenable 2~ K& AT LET,

GE) IJIZAFN T ET 4T M LEGAIE, TXTOT—X% f o H—T = A AN
T METLEN, BHEHAA LA —T oA RPN T VT 4 TR0 FT,

1

WOFITIX, BEA X —T oA REFREL, 7 TAZHEY 7 HOTSA 21—
77V EtherChannel Z 5%/ E L. £D#% T, [lunitl] EWOILRIDASAD Y T AZ Y T
EAF—TMILET, ZHUIRINCYZ ZAZITENEND 2=y N ThHDHId, <
AR — 2=y NI FT,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface tengigabitethernet 0/6
channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit unitl
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm
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RSy TOBRE

Ab—T a1AzZvy rDT—FRFS5 Y j@a&%

ATy T

ATvT2

ATvT3

Al —7 2=y FEFRET DL, ROFIEIZHENFE T,

1R BHEIIZ

VTG ARN U T A X =T NEITT 4 =TT AR, 3 Y=L R— N fEAT
HEENRH Y F9, Telnet £7/-1X SSH 2 HEHT HZ L iXTxFEH A,

eI T 4K al—alERy I T T LET, BT TRENLMET AZNENEL
LEIUHAT, avr74Xal—yara2EBE L TELLCLTEBL DT,

e vNTF AT HXANET—RTHE, VAT LFTAN—ATROFELZFETLES, 2
TXARND VAT AFITAR—RIZH) Y R 2 5 121F, changetosystem =~ > K& AJJ L
iﬁ_o

c JSAZHIIY v THHATEEDDY v AR T L —ADTREA =TT B
HELEL 9,

e T 4K a2l —YarNIZ, VJTAZ VU ITHELTERES N TV WS VA —T = A
ARBHLEEIT (e 21E. TI7ANV a7 4 X2 —2 a3 v OFHNOA L E—T =
4X>\xv Ta=y b LTI TARICBMEEDLZENTEET FEORET
AL —|ZI B AREMIEH D FHA) o

B Dr T AZIZa=y FEBINT S L, RIS, RERAT » MEERE R v 7
MBETDHZENDY T, ZHIETTELELY O;METT,

FIE

VAH ==y MNIRELTEbDERC I TAXEEY 7 A v H—T 2 A AR ELET,
1 -

ciscoasa(config) # interface tengigabitethernet 0/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown

ciscoasa(config) # interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown

YAS— 2=y MIRELLSDLFE L MTU Z4EE L £,
11 -
ciscoasa(config)# mtu cluster 9000

VAL — 2=y MIRELELDERULZ T AXLERELET,
51 -
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ATvT4

ATy TH

ATvT6

ATy T1

2L—F 1=y roI—r2r5vT0%z |

ciscoasa(config)# cluster group podl

TITAEDIDRA LN —BEDLFITLREIZFRELET,

local-unit unit name

1
ciscoasa(cfg-cluster)# local-unit unit2

1 ~ 38 3UF D ASCII XFHNZIRE L £,

Fo=y MIEAOLFINDNETT, 7 I7AXNOMO2=y &R UCLBIZMTDZ LT
XFH A,

NYAF— A=y MIRELEODLFEL 7 ZRAZGIHY) 7 Ao F =T = Z&4FELET
W, 2=y PZECALRY PY—2 EORRDIPT FLAZEELET,
cluster-interface interface_id ip ip_address mask

i

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

IPT7 RLARIZIZIPVA T RLAZIRELET, IPv6 . ZDOA v BZ—T A ATIEIYHR— L&
NEFA, ZOA L HF—T x4 AZ1E, nameif ZRETHZ LT TEEREA,

Fo=y MIZEAOLFINNETT, 77 AXZNOMO2=y MR UCLBIZMMTHZ LT
X FH A,

YA MHZ TAZ ) T2 EHLTWDEE, Z02=y bOY A FID Z&EL, Y1 b
ADOMACT FLARMEREND L9 LET,

site-id number

1 -

ciscoasa(cfg-cluster)# site-id 1

number /X 1 ~ 8 T,

YAS— 2=y FOBRFUCKHTLZDO2=y FOTITAFT VT 4 2RELET, BHFIL, v A
F—a=y FEUEWEIZLET,

priority priority_number

1

ciscoasa(cfg-cluster)# priority 2

TIAF VT 4% 1 ~10ICHELET, 1 BDHKEDT T4 A4V T 0TI,
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ATvT8

ATy

VAH— 2=y MIRELZLOLE LERGEF—2XRELET,
51 -

ciscoasa(cfg-cluster)# key chuntheunavoidable

JITARY T A X —T I LET,
enable as-slave

enable as-slave =~ R&ZHiHTAHZLICL-» T, 274 Fa2lb—va il 5T_To
FERHME (FE LT, 7TAX Y U TICH L TEERTEIN TR, VX —T = f ADTF
1£) #EHECEET, Z0avr REFTTHE, 7T AXISMEED AL —T INBHEDER
FIZBW T AY =L bt < 2N TEFET, AL—TDar74Xal—3
Y, vARY— =y M bR SN AT 4 Fal—varilloTEETINET,

JIGARN T hET 48 —T T HIZIE, noenable 2~ RE AT LET,

G IIGAZN T T 48 —T M LIEGEIE, TRXTOT—H A F—T = A AR
x v R ERN, BEHA VAT 2 A AT NT T 4 TSR0 T,

151
KOHNZIE, A —7 2=y funi2 D27 4 X2l —Ta rNEFENTWVET,

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit unit2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

DIRBVITEHEDHAREZTAX

PITGARY T VA ET=R Y T TCP HEEMOBIE, 7a—0EE ) T 1, MORKE
b AR~ X TEET,

YAY— 2=y FTROFIEEZFATLET,
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ASA D SR ZDEKXKINTG A —F DERTE

ATy T

ATvT2

ATvT3

NAL— A=y b EDT TRAYBREEN AL A XA TEET,

1R BHEIIZ

cwNTF AVTHFARNE—RTIE, vAZ— 2=y N EO VAT LAETAN—XATROF
EZETLES, 2 THFARNL Y AT LFETAR—RIZY VX HIZIE, changeto
system =~ R& A LET,

FIE

7T AR DHREE— RafltaLE 7,
cluster group name
(ER) Ab—Ta=y MhbvAF—a=y h~Dary — N EGllEz A X—7 VT LET,
console-replicate
ZOKREIRT 7 4L F THENIRIE SN TWET, ASAIE, FFEDERA N hAREAEL L
T, Avk—vrEEa Y WIHALEY, 2 Y =W Bl 2 x—T VT DL X
L—7 2=y EpbvAX— 2=y MZary Y — )b Ay t—URNEEENDHDT, E=FN
MBI D DX FAZ Dy —)R— k12T L0 T,
I TAZY T AR SO LA LLZRRE L ET,
trace-level level
MBS C TRV ERE L E T,
e critical : 7 U7 4 AN A X2 (EKE=1)
* warning : &5 (HKE=2)
« informational : f§#- ~> kb (FEKHE =3)

sdebug : 73 7 A X2 K (EKRKE=4)

DANIILRA EZR ) U 0BXUVBEHBHEENDERTE

COFIETIE, 2=y hEA UV H—T 2 A AD~NVA TR ) VT HBRELET,

el ziX, BEA L X =T oA R E, MWHEUSIDA LV Z =T 2 A ADNVAE=F ) T %
FA®—TNMITHZENTEET, EEDOR—F F¥xVID, LR ID, H—OWE A
K —7 A AID, F/-ILASAFirepower £V 2 — V72 DY 7 N =T /INN— KR =7 £ 2—
NEEFE=HTEET, ~"NAE=ZHF VU TIEVLANY T A X —T A A, £721L VNI R
BVIZR EDOEABA V2 —T = A ATIEETENERF AL, 7 T7AFZEEY 7 0E=2Y 71X
RECTEERHA, ZOV 7 EFICE=ZINTVET,
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ATy

ATy T2

ATvT3

FIE

7T AL DREET— FefinLEd,
cluster group name

B :

ciscoasa (config) # cluster group test
ciscoasa (cfg-cluster) #

VIARE 2=y NONVAF oy VEERE IR A X LET,
health-check [holdtime timeout] [vss-enabled]

2=y hONVAEERT D720, ASA DY T AK 2=y NIZ T AXFIEY > 7 Tiio =
=y MIN—FE—F Ay tE—UEREELET, 2=y FBMREFANICEY 2=y b
N— R E— K Ay E—VEZELRWGAIX, 20T 2=y MINERREIZT v IR
RRLERZ2INET,

* holdtime timeout : =+ = FD/N—FbE—F AT —H A X v -V OEERREHETELE
T, FEETEX2&IT 3 ~45 T, 774/ MNI3IBTT,

« vss-enabled : 7 7 A Z il U > 7 O3 _TD EtherChannel f > % —7 = A AT/ — K E'—
NAvE—=V% 75797 407 LT, DR EBIREDAL v T RENEZETEDL LD
\ZLE 9, EtherChannel & LCTZ 7 A& o7 2% E L (HELE) | VSS 721X vPC
TIZEER L TV 5354, vssenabled 47> 3 &2 A4 X—T M T BUERH HHERH Y
FT, —EDAAL v FTIE, VSSVPCD 1 oD =v "B v v b X7 F - 3EET
HE. FDAA v FITHE STz EtherChannel A > 73— A & —7 = A A7) ASA IZKF L
TT v TRETHDLIEIICAAETN, INLDA U F—T A AIAL vTFHDO T
74 v 7 &@LTWERA, ASA holdtime timeout Z (KU ME (0.8 72 &) TR E L=
Gy ASAVFAS T TAXZMLHIREND MR H Y, ASAITF—TT 747 X vt—
ThEINHEDOWTILAD EtherChannel 1 & # — 7 = A AIZEE L ET,

iSO hARB VER (2 2IET7 =5 A VX —7 = A ZAOENM/HEIBR, ASA, F72ITAA v
FEDA v H—T 2 A ADENMU/IE L, VSS £721X VvPC AT 5 A A~ F OB %17
I EXITE, MM ATF oy IR EENCL, BOL LA v —T oA ADE=F Y T
M2 LT < 7Z2&V (no health-check monitor-interface) , FARTT U OEERET LT, v
TA4X2lb—vaEERTRTCO2=y MIFAMIENTZH, ~VA F oy Vs FEA
F—=T M TEET,

1 -

ciscoasa(cfg-cluster)# health-check holdtime 5

A H =T 2 A ATA L H =T 2 A~NVAF v 7 ZEHLET,

no health-check monitor-interface [inferface id | service-module]

. ASAY S R4



| Asas 524

ATvT4

o~z x=syvossvanassont

A VB =T 2 A ADNVAF =y 7 3) VI EEEE=X LET, FFEOMPEA v ¥ —7 =4
ADTRTOYEFR— IR, FFEO2=y b ETIHEENBAELEZR, o=y b EORLT
REA =T 2 A ATT 7T 47 R— bR BHDGE, TO2=y MIZ TAEZNLHIBEREIN
FT, ASAVR AL NRNE T TAZNLHIRT A5 ETORMIE, A F—T =2 ADXALT L, %
D= MDPFESIER A L NTHDH), FE7 TAZIIZSMLEI ELTWAENZL - TR
RV ET, TTAHNEITIE, ANAF 2y ZITTRXTOAL o H—T oA ATA RZ—T Mo
TWET, Zoavr Fon BRXEHHALTCT =70 () ([c+52nTEET,
T 2, BEHA U —T oA A Y WAUSNDA VB —T 2 A ZADNVAE=LZ Y T %
TAE—TNMITHZENTEET,

s interface_id : "— FF ¥ X/VID LR ID, EFITHE OIS X —T7 24 AIDDE=
VT EEHILET, ~"NAT=HY U TIEIVLANY T A X —T =4 X F720%
VNI X°BVI 2 EORAEA 2 —T = A4 ATIIFEITSINERE A, 7 TAXEY 7 OF
=H VU TIFRETEERA, 2OV T IFFICE=ZINTVET,

« service-module : ASA FirePOWER TV 22—V FON— Ry 2T 713/ 7 Moo= 7 £
Ca—DE=ZY T EEMCLUET, B, ASA5585-X Tik, —tE X EVa2—)L
DE=FZ Y BN T HEE. [HCE=F ENDIEY2a— L EO/A L X —T A
ADE=L Y TN H LB TEET,

MHO MR VER (22T —% A X —7 A ZAOBHAIER, ASA, XA A v
F DA B —T = AOFEMU/IE, VSS £721X vPC 2T 5 A A v FOEM) 1T
9 EEIITIE, ~NVAF = v ZHERE (nohealth-check) Z##ERNZ L., R LIZA v H—T = A
ZADE=ZFZ ) T HERHILTLEEY, PR YOEERETLT, a7 4 X¥al—g
VEERTATOa=y MIABENE b, ~R Fx o/ EREEHEA X —T I TE &
T

51

ciscoasa (cfg-cluster)# no health-check monitor-interface management0/0

NVAF oy 7 KIBEOHBFEREG 7 7 AIRELZNAZ <A ALET,

health-check {data-interface | cluster-interface | system} auto-rejoin [unlimited | auto_rejoin_max)]
auto_rejoin_interval auto_rejoin_interval _variation

e system : N 7 —BFO HEN B OREEITVET, NEBOREICIE, 77U r—a
VEBOZA LT TN FELET SV =gy AT =2 ARERH Y £,

o unlimited : (cluster-interface 5 7 # /L ) FfEESORITRIEZHIR L £H A,

s auto-rejoin-max : FAE A ORATIEIE % 0~ 65535 OHFHDOEIZEHE L E T, 0IZHEFHES
Z b UE 7, data-interfacet system D7 7 /L ML 3 TT,

s auto_rejoin_interval : FHEEFRATOMMREE 2 ~ 60 OFEFHDGHN TERLET, T 741
MEIZSCTH, 77 A ~OFEGE L=y FPFRITT DR REFHRFRIT, Hik DRI
75 14,400 77 ITFR BTV E T,

* auto_rejoin_interval variation : MRZEMIE L0 E I NEER LET, 1 ~3 OFiH TE
ARGELET (1 ZAERL, 2 mATOMBRO 245, 3 ERIOMBO3RE) . =& 23,

ASAY S R4 .



AsAY 524 |
B o~rxz2-5y rssvanERaORE

M@z 5 ICeE L, Bo% 2ICRE LTEGAIEL. BAYIOFITHS 5 otk 2 B HORITH
1055% 2x5) . 3FEBORITA200% 2x10) L7220 FET, T 74V MEIZ, 752
B AE—T oA ADFEITL, T—HF A2 H—T =24 ABLOV AT LOBEAEIT2 T
7,

1 :

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

RATYTE ASANBA U H—T oA ARFEENBELTNWD LR L, 7 T7AZhba=y MPHIBRENLD
FTOTNY AR ERELET,

health-check monitor-interface debounce-time ms

&1

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

T3 o ZWEEIE 300 ~ 9000 ms DEIPADIE AR E L £, 774/ ME500ms TT, %
INESLTDE, A F—T oA ADEEL IV HIZKRETEET, 7T ARRAZEL T
HE, BBHEOMEENELS DI EICHEBEL T ESY, A H—T 2 ADAT—H AR
FNRFETDE, ASAIZA VX —T oA RAEREEL LTy —I L, JT7AZnba=y MH|
BRI 2ETHRESNTZIVDEMELET, XU RELOBEIREICBITLTVS
EtherChannel D55 (AA v FNY n— RSN/, FRIEAL v TFREMR->THD
EtherChannel 72 &) | TR VA Z# R T2 LT, D7 T AKX 2= bOFHFRKR—k
DN RPN EWIBHFEIT T, V77 AX 2=y FETA U H—T 2 ANRTT—FKRE
N>5OEHS T ENTEET,

1

WOBITIL, ~NVAT = v 7B 2 3FICERE L, VSSZazhic L, EEICMH
ENAHBA—HRy MMRAVE—T oA ADF=LZ Y TEEHZL, T—F A H—
7 A ADHBEFEAESORITEIEE 2 450 S B L CRIBIOBIBR O 3 (8 S8 55
ABENCERE L, 7 7 AZGIEY 7 O BEFRE G ORITEE A 2 /7B E Dt 6 BT
ELTWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa (cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1
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BEROBAMEs LU 524 TP EROEENEE [

EROBIMBELVI A% TCPERHDEZEDHRTE

ATy

ATy T2

ATvT3

R DB ERE TEET, MOV TR, B LW TCP #ft D 7 7 A X 2K TOHEH
(13 =) ZZRLTIZE,

TCP #f5e D 7 7 A X EROBEIEZ HMEL T, T4 V7 XNy 7T v 7 7a—ElROELEIC
L AT o —CBE T 5 [RERIEE) PR TEXET, T4 LI X/ I T
T 7 u—PMERENBENCE =y FBRRITAEAIZ. TN 7 —%EETAHI LIFTE
FHA, RIS, 78 —%2ERTDR1IC N T 7 4 v 7 BBlO =y MIHHEINDLIELE. It
NEBEETDHZ LT TEEEA, TCPOT U F MuEENMET 2 8T 7 4 v 7 O TCP DR
DBEZEF I LR NE DT EHILERLY £,

FIE

TCP #ft D 7 T A X HMOIBRIE % FHML L E T,

cluster replication delay seconds { http | match tep thost ip_address | ip _address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

51

ciscoasa(config) # cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config) # cluster replication delay 15 http

1~ 15 ORI THEAEBRE L E T, http IBIEILT 7 /L TS BHEAMRD £7,
2NTF ATHEFARNE—RT, 2aVTHFAMNNTIORELZITVET,

7T ABDOREE— FERIBLET,

cluster group name

(A7ar) TCP b7 7 4 v 7 DEHDO DR E AL L 7,

conn-rebalance [frequency seconds]

51 -

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Zoawy NI, TNV NTT 4 =T NI o TWET, AIMEENTWDEATL. ASA
ITAMEHRZ EMIICAZH L, LWER O AR 2 @B DT A ANBIRARTOT A AT
BEILET, ANERE ST L2MREAE. 1~ 360 BOFEHNTHEELET, 574+ L5
BT,

PA BRI L TR O A MERE LAV T RSV, RADYA FDJ TS
AN BT EH A,
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A FEHEEDK

AsAY 524 |

E
FA N2 T ALY 2T OB TR L RENE BB DI, BEENAZ VA ACEE
¥

Ta4LVE2O—hUE—Va 0FEHEL

ATy T

ATy T2

¥4 FRREODEME

F—BY B —DY A NE T TAZY T DONRNT p—< A%m ESE, T RN v 7R
MEEETH720l0, T4 72— —h IV ¥—v a2 X—TWITHIENTEET,
WE., FILWERIIREDY A NND T TAHX A= |2roTur— R XT8N, FifF
ENTWET, LrL, ASAIMEEDY A FDA U NR—{ZTFT 4 L7 X a—L &%) B CTET,
TALVIE =R B—Ta kY, FIEELRLCYA bor—av T oL s B2 EOY
A MIUBIFERRER 70— LT 4 LI Z LW BINDOT 4 L7 X a— LAY £77,
& ET 4 V7 ZNE—A MIFET DL, N7+ —~v U ARMELET, o, O
BENRRIBUIZSG, m—HA VT 4 L7 ZIERE UYA b TH LWEEROFTA & 438 IR L %
T TU—NART 4 LI BE, 7T AE A A= BIOPA b THA SN HERRD/ 7 vk
EZETIOIHAICHERAISNET,

b sh DRI
c T—RANT O TRETI TAL AL N—DY A FID ZkELET,

RO RNFT T 4w ZATT, a—H IV E—2arE2YR—FLTWERTA  NATBIW
PAT o7 4 v 7. SCTPHREENTZ N T4 v o, 797 AT —arfiGrxV,

FIE

7T AL DFREE— FaeBa LET,
cluster group name

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

Folrrsra—hE—varEAF—7 N LET,

director-localization

PA FOEENS 70— RET LI, A FOILRMEEANITEET, Hhi Sy 7
Ty T A== A =T =R LY A MTHLEEE. A FOREENS 7 —2 kT 57
W, BMDAR Y 77 T F—=F—=BROH A FbBRISNWET,
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H4 k2 & O Gratuitous ARP DR E .

1R BHIIZ
¢ T—MANTOTERETITITAHA AL NR—DY A FID ZHRTELET,

FIE

ATYTN IV ITRZDREE— Nt LET,
cluster group name

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

AT9T2 A FORLRMEEZAMICLET,

site-redundancy

4 k Z & O Gratuitous ARP D EE5E

ASA T, Gratuitous ARP (GARP) X7 v NEARLTAL v F U T AV TTFTANT T TF ¥
BRI OREBIES L DI LTz, &V A FOBEIEMES RSBmO A L NITX -
T, 78— L MAC/IP 7 RLUAD GARP b7 7 ¢ v 7 WEMMIZER S E T,

I ITAEINBEEENTZTA FTEDOMACEBEWIPT KL R E N7y FB3HA b EADMAC
T RUVABIORIP T RLRAZMEHTHDIZKL, 7 FAXTZE LNy ME, 71—
IMACT RLABIXOIP T FLAZBHLET, N T 74708370 —)LMACT RLA
M EMCAER SN WES, 78— LVMACT RLADAAL vF TMACT RLADH
ALT T NBRETDHREENDHY 9, XA LT 7 MMEIZZ v — L MAC 7 KL A~D k
TIAYINAAL v F U T AT ITANT I FRIRIZDIZV 77T 47 &k, Zhilk
DT =< ABLPNEX2 )7 4 LORMEREETLIZERH D £7,

£ AN K EtherChannel D= hBILUY A F MAC T RLARAZLIZV A FID 2R ET D
L. GARP BT 7 /L FTHINZ2 Y £9, GARP [Blg%a A X~ A X450, £721% GARP
BT D EMNMTEET,

IR B I
e T —hANT O TRETITITAT AL NR—=DY A FIDEHRELET,

e v AH — = FRETIL. A% K EtherChannel D% A hZ L DMAC T KL A ZHE
LET,
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ATy

ATy T2

AsAY 524 |

FIE

7T AL DREET— FefinLEd,
cluster group name

B :

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

GARP [Hifga B A X ~A4 X LFET,

site-periodic-garp interval seconds

» seconds : GARP AR O % 1 ~ 1000000 BREIOMHENMN CTRE L ET, T 7 4/ ME 290
W,

GARP % 45234 5 Z1Z. no site-periodic-garp interval 2 A7) L £ 97,

SRR JA—FEEYTF A DETE

LISPO T 7 4 v 7 #BEL T, V=BV A MEEBET Ao — YT 0 2%
IZTEET,

LISP A > AR ra /2D T

LISP {22\ T

ASA LISP DR — k

LISP hT7 7 4 v 7 2HETHZLET, VA MEO7a—DFE ) T4 2FhIcTE £,

VMware VMotion 72 E D7 — X2 Z— i~ v DEE Y T 412X > T, $—=NT7 747
v h~OBHR AT S L RIFHC, T2t —MEBEITEET, ZOXi Tk
Z—HP—=_"EEVT 4 2P R— DI, P —"OBE I —~DATJV— N &L —
HINHEHTEDHENH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
. T4 ZAID, 2FE V= FRA L MID (EID) 2D, 20 r—FT 47 nr—
4% (RLOC) 520D DF LN v A=l L, $—"OBITE2 27 747 k
WHRFL GERIC LET, e, =D LWEFNCBEI L, 7 94 7 > 3 —Z
N7 7490 BFETDHE, V—RITHLWGNC N T 74w 72V X4 L7 P LET,

LISP Ci%, LISP ®H /1 b kL —% (ETR) . Ay b b—% (ITR) . 77 —A k
KT n—%2 <7 U (MR) , BLO®y T H— MS) BREDHDL—FEDE—
JNZBWT—F L —N"BRETT, F—PBRON—Z (R INTND Z 2T —10D
T7—ARN KT N—FRENTDHE, ZONL—FIMOTXTONLV—F LT —FX—2%
FHL, 79472 MR ENTHWAITRA T 7 4 v 7 2R ITZIE LT 7 Rv/ME L, B
LW — NOLHNCEETED LT LET,
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| Asas 524
uspoi4 k54> [

ASA IX LISP BARZ FITLEREADN, BEFTOEEIZEHTHLISP N7 74 v 7 & &EL, v —
LVRAR T T2 o TEEDT-OIZZ DIFREMEH TE LT, LISPORKEEITORWVIGE,
Y= DBH LY A MIBETL L, FT T4 v 7307 e—F—F—0RbYIZ, FL
YA NTASA T TAZ A R—=Z720ET, FHTLWASANENFA FDOASAIZNT 7 4 v
7 BHEDE LTk, W ASA IR, = NICBERET DO N T T 4 v 7 BB LIV A NIED
WIBENHYVET, COMT 74 v 7 7ua—3xE iz, ThrerR—=27) £720%
~NTE=07) TR ET,

LISPHAEIZE D, ASA 7 T AL A R—X, BHIDOKR v 7 N—%2 & ETR £7/21L ITR [T
DEY SNDBLISP 774 v 7 BAEBEL, 7R—0OFEEEHT LWV A MIEFETEET,

LISP DA FT A~

eASA VTG AK AuN_—F. YA FDT77—A KRy 7 L—& L ITR £7-1Z ETR OREIC
TFIELTWAMERH D 9, ASA V7 FAXZHREZIEE I AL DTy —A FhRy 7
J—HZTAZEILTEERA,

RN INTE TR —DERYR—FENET, —wmibEnizT7e— FomInizr

o—, FREREADO2=y MZBELTWS 7o —3H LA —F—IZB#HINEFA, I
S ENT 70 —IZIZSIPR EDT TV r—yarNEENTEY, Bloo—LZnd X
TOF7ua—RNEL ASAICL > TIrF S ET,

I TARZFLAYIBLIT4D T —RELZBH SE L7 TT, —#HOT7 7Y r—a
VT A RRDNDAREMEDR DY £ T,

cFEMO 7 0 —F£ X E VR ACARARTRWT o —DE4, A—F—0BENIAH TR
WHREMERH D 9, AV ART v a R U—%RET D E X, ZOKEETYAR— |
SNDINT T4 v I DEATEHGIEITEES, Flo, 7r—FEV T A ZRAIRR T
74w ZICHIRT 2 0ERH D £,

ASA LISP » ik

ZOBEREIZIE, BEOMAEICERT OREPZENTVET (TALIZONWTIT TR TIDE
THHALES) .

1. (EE) AAFERIFZIV—_IPT FLAICESSHMENSLED O#IE: 77 —A K A
T IV—H1E, ASA 7 T AEZNEE L TWARWERA hEZITR Yy PU—ZIZEID @A v
T —VERETIGENDY T, 20D, JTAXIEEST LY —NFEZ TRy b
T —27 OHIZED ZHIRTEET, 72E 2L 7 T7AZNB2O0OY A FORIZEE LT
B3, LISPMN3DDH A FTIFEITINTWDIEAIEL, 7 7 AXICEHEGLTWD2 o041
MZ* L TOAHREID & O 508N H Y 7,

2. LISP FT9 7490 DA VAT gy ASAIL, 77— A MRy FL—%& L ITR £721%
ETR OB TEEEIND EID @A v E—IZHBWW T, UDP AR— b 4342 LD LISP + 7
T4 w7 ERAELET, ASAIL, EID &H A b~ ID ZB8#E#fTIT 5 EID 7 — 7 NV ARFF L E
T, mExE, 77 —ARNKRy T NN—FDOE[EFILIPT R A L ITR £721L ETR DT
RUATLISP 7 7 4 w7 #RETHILENRNHY 3, LISP T 7 4 w7 IZiET 4 L7
ZREINETHNTELT, LISP N7 7 4 v 7 ARIZY 7 A ZRBOILAFIZSIML W2
CICHEBELTLLEE N,
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B usprozxxsvaone

3. HESNEFN I 7407 TO7ua—F Y T AZADNCTEHEI—ER R —: V%
AZIVTF A4 IV RN T T 4w 7 TT7a—F T 2N THLERHYET, 72L& %
X, 7r—FEE VT 4%, HTTPS N7 7 4 v 7 OAIZHIR L2V | FFEDH—3 & DI
TRV SND T 74y 7 ORIZHIBLIZY TXET,

4. VA FNID:ASAIZ. K7 FAF 2= OV A FIDEZHEHLTHLWITAEZHEELE
ﬁ—o

5. 7u— VT AEANNT DI TALZVLDVORE : 7V TAX LU TH 71— B
UF 4 AT HUERGY T, ZOF/F 70U R 2 MHT52 LT, BED
DITAD T T 4w 7 FEEIT IV r—a kL Tcrae—2 )74 Z2fHEICAERNE
I TEET,

LISPA VAT S g VORTE

LISPO N7 7 4 w7 #BELT, =BV A MNHEBET IR Ve — )T 0 2645
IZTEFET,

1R BHEIIZ
e VAL — 2=y NOT— AT T DOHRE (56 —) BIOAL—T 2= D
T—FART v TORE (62X—V) - T, £V TAX 2=y F&H A |~ IDIZE
DY TES,

CLISPO T 74w IIET 7AN A AT ay VT T 490 7T ATEENRNE
D, TOFIEO—FHELTCLISPDO N7 7 4 v 7 HIZHIDO Y 7 A%FET HHLENH Y E
7,

FIE

ATy Tl (EE) LISPA VAT v ary <~y T HRELT, IPT RLRZHESHTHREFAD EID &
IR L. LISP OFRiLEF—ZHRELE T,
a) PEIE ACL Z1ERL L E 3, 56425 IP 7 R L ADLM EID $lAAR T FL A LBEENET,

access list eid_acl name extended permit ip source _address mask destination_address mask

IPv4 ACL 58 X OVIPv6 ACL D EH BT b %t L CWE T, B 7L access-list extended D1
LZHONWTIE, avr R 77 Ly 222U TEIN,

b) LISP A v A~ vay vy T afflL, "I A—% F—RIIBITLET,
policy-map type inspect lisp inspect map _name

parameters

c) TERL72 ACL Z## B LT, FFrfsN/=EID #E&FE L FE T,

allowed-eid access-list eid acl name

. ASAY S R4



| Asas 524

ATy T2

usp 1 vz~ avonzE |

77 —ARN Ky T NN—FFEZITITRETR (X, ASA 7 7 AZBEE L TWRWEA MET
Iy NU—ZI|ZEIDIBHIA v —VE2EETLHZENHV ET, 20D, 7T RAFIC
Bd 4 2— "EERky N —Z ORICEID 2HIBTEE4, 72E 2L 7T AZN2
DO A FDOIRITEE L TWSHR, LISPR3ODH A FTIEITENTWEHEAIEL, 7T X
HIZEELTWB2250% A MIXLTOAEID #8005 LENH0 £,

d) MLEISUT, FHEHLAEXF—2ZANLET,
validate-key key

&1

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —A MKy T —HLAR— b 4342 D ITR £72I1ZETR DD UDP ~7 7 « v~ @ LISP
A UANRT g VDR E,
a) YEEACLZRTELTCLISPO T 7 4 w7 BRELET,

access list inspect_acl name extended permit udp source address mask destination_address mask
eq 4342

UDP 7R— | 4342 ZARIET 2 M E 5 ) £, 1IPvd ACL B L TNIPV6 ACL D EH HIZ bt
JELTWETS, B 72 access-list extended DHELIZHOWTIE, 2~ F Y77 L RS
LTS 7ZEN,

b) ACLDZ 7 A~y 7 afFLE 7,
class-map inspect _class_name
match access-list inspect acl name

o) RIv—=~v7 JIAXYTEFEL, ATV aYyDLSPA U ANT vary <~y Tk
HALTA AR v a v EBAMEL, —EARY v—% A ¥ —T oA ATHEA L%
T FHThD) .
policy-map policy map name
class inspect class_name
inspect lisp [inspect map _name)
service-policy policy map name {global | interface ifc_name}

MFEOY—E AR =558, MEORY v—~ v 74 EZEBELET, T 740
G, ASA(ZlEglobal_policy & FEEILD 72— L R Y U—RNEENTWDHTED, 7 a—
SIVRY —DA4RTERELET, RN v—%& 70— L LRWESIE, 42—
Tz ARZT LI OO —E AR U—%FT 52 b TEET, LISPA AT Ty
N MFNZ N T 7 4 v 7\ Z#EAT 570, EEILEmEEDH T DA 2 —7 =4 R
Y=t R RV —2WHTHILEIHDEEA, VT 74 I BEEROY TA <y
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B usprozxxsvaone

ATvT3

=T 56, R v—~v 7 2HMATIHIA X —T A RAADERIIHFHETDH T
T4 T DTRTNEELZITET,

1 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP _EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIX, 77 =AM ARy T N—% L ITR F72IZETR O TEEINAEID#EMA vE—T D
LISP T 7 4 v 7 & LET, ASAIX. EID &% |~ ID Z B8 {F1T % EID 7 — 7 /L & {5
LET,

NG T 4wy IR T— FE )T 4 AL LET,
a) PLEE ACL #8XEL T, =\ A NEEET 5 L X2, FEpt A MOFEE» 4T
BEDCRA T VT A BNV NT T 4 v 7 BEELET,

access list flow_acl _name extended permit udp source_address mask destination_address mask eq
port

IPv4 ACL B8 EZTNIPv6 ACL D E B HIZ 6% L TWE T, ik 72 access-list extended D%
TIZHOWNWTIE, a~r R U 77 LA LTLLEIN, 7a—E )5 00d, BV
AXAT VT A AN T T 4 v 7T L TA R—T T DRERH Y 9, 72& 23,
7u— b UT A &ZHITPS N7 7 4 v 7 DI, FTRITRHED—~DNT T 4 7D
FITHIFETE FE,

b) ACLDZ 7 A <y 7 afELEd,
class-map flow map name
match access-list flow acl name
¢) LISPA Y ANT Y a vt LIERLRY =<y Tun—=2 72~y T2EEL
T, 77— %R U T2/ LET,
policy-map policy map name
class flow_map name

cluster flow-mobility lisp

&1

ciscoasa (config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa (config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config) # match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp
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usp 1 vz~ avonzE |

ATFYTE VJF5AK T)—T a7 4 FXal—aryET—RIBITL, ZJI9RAZDOT7a—DFEE Y T 4

EEMELET,

cluster group name

flow-mobility lisp
ZOFFTOGEZIED, Tu— 2V T 4 OFMEREMME A RICIT AT

151
I 2R L ET,
«EID % 10.10.10.024 %~ sV —7 L@ EID IZHIR L £ 4,

+192.168.50.89 (INE) 1232 LISP /L—# & 192.168.10.8 (BID ASA A % —7 =
A AE) IZHAITR £7-IZETRAV—ZDORIOLISP N5 7 « ~ 7 (UDP4342) %
MAELET,

« HTTPS Zf# ] L T 10.10.10.024 DY —RNITEEESNDL TR TONE T 7 4 v 7
LT 7re— U T s 289 ELE T,

I FRABIKH LTI = YT (& A F—T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID_LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access—-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eqg https
class—-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp
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IS AR EBEALTERIE, 2074 X2l —YarEEHRL, JIRAX AURREHTXE
—gqo

T T4 THEAIN—IZTED
DIGABDIET VT 4 TIRA N DBITNE, 77AX) T a7 4Falb—ra s g
FEFIZ, FO2=y N ETITAX ) T BT 4 —T NI LET,

N

GE)  ASAN (FET, FHRIFNAF 2y s 27 —I12k0) ETI7T 47120 E, TRTOT—
BAE—=T A AN Yy MU EINET, BEHEHA X —T 2 A ZADHBN T T 4 v
JHEZETEET, VT 7407 7u—%2FHRAIELIZE, 77AX ) U TEHO, 32—
MZLET, 2, T2y a7 FAXPLREEICHIBELEST, BHEA VY —T =1 A
X, ZO2=y BT TAXIP T—ADOZTRSTZIP T RUAZMHEH Lol & i < Bk
LRV ET, L, Ve—FRLThba=my MBI FRAXNTELT VT 4 7 Tl WiGE
(7T ABY o TNERINIRBE CTRELIRIE LIZEARE) | BHA ¥ —7 = A ZTEHIC
RVET, ENLUBEOI T 4 X2 b—ra UERIZE, 2 YR — R T D0 EN
HYFET,

4R HHEIIZ

c YV R— bEEATOIRBERHY £, 7 TAZ VT DA R—=TIVERITT 4
=T NE, UE— b CLUERD» BT 2 LT TEEEA,

s YT ALTHRRADL T RFOLRAE, ZOFIEE AT LFITAR—ATEITLET,
FEREVAT A AT 4 Falb—Tay ET— RIAS> TRV ETX, changeto system =
~ REANLET,

FIE

ATYTN VTR DOREE— REfBELET,
cluster group name

1 -

ciscoasa (config)# cluster group podl

AT T2 V73 AX) T T =T NI LET,

no enable
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D=y FPRvRAY —a2=y N ThoTZHEIER. LW AZ —DOBENFEITI4, D A
VNN AL — =y MR F,

JIGAZ AT 4 FXab—ra IR SNDODT, BT ITARZ Y VT HH/EAR—T LI
TEET,

AUN—DEFTIT 14T

A\

B7A L TWDa=y MUSD A NEIET 7T 4 7T 2I12F ROAT v T2 FATLE
D

GE)

ASAWIET 7T 4 7\l b, TRTOT—H A H—T A AN Yy hE T INET,
THERAA X —T 2 A ADHNINT T 4 v T EEZETEEST, NTFT7 4y T 7 —%FHH
THIIE, 7 F7AZ NV TEHEANILES, BHA VX —T oA AL, D=y "N
FTAZIP S —=NVINDZITWAST 1P 7 RUAZMEH LTl &fiEB@kE s 2o £4, =7

L. Ve—RLTbamy MRV TAXNTERET VT 4 7T TIERWEGEE (VT AX Y TR
BN IRIE CRREEZRAF LT HE R E) | BHA VX —T7 oA AFEhe 0 £, L%
DarT7 4 Xalb—rva U AMEETT, 2 Y=V A= EFEHTLIMNERL D 7,

1R BRI

~NTF ArTEAL T FOBAIE, ZOFIEE AT LFTAR—ATEITLET, £
VAT A A7 4 X2 b— gy E— RIZAS TWRWEAIL, changeto system 2~ K%
ATTLET,

FIE

A=y b7 TAZPGHIRL £,
cluster remove unit unit_name

T—bPAMTy T arvaFXal—vadERINT, vAY— 2=y b BREICRY
SNEar 74 X2 —varbZOEEICRDZIOT, a7 4 ¥alb—varERkbPick
TEOazy NEABEEBNTEET, vA4— 2=y bEHIRT20ICAL—F 2=y b
TZOavy Re AN LEHEAIE, il A Y — 2=y REBESNET,

AN T —EFKRT HITIE, cluster remove unit ? & AT 575>, show cluster info =~ >
EANLET,

51

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz
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ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS RI~DESM
2=y BT TAZNLHIBRINTZSGE (Tl X, EERBELLA VX —T =4 ZADY;
By ERIFIA A= FETIHET 77 4 7IZLIEGH) 1L, 7 7 AZICFETHSMT 5 0E
RS
e BRI

« P TAR) T HFAF—T T HIZIE, Y= R — NEFEHTOIMNERH Y F
T, oA v H—T 2 ATy AT ENET,

v NTF AUTHAR T— FOHFAIE, ZOTFIEE AT DFFTAN—ATEITLET,
VAT LA A7 4F 2 b— gy F— FCASTWRWEEIE, changeto system =
~ RaE AN LET,

« 7 T AL ~OFEZMeRITT DN, EEMRRSNATND Z 2R LET,
FIE

AFYT1 arvy— T, IJIAZ ar7 4 Fal—varyT—RelhLET,
cluster group name

51

ciscoasa(config) # cluster group podl

ARTFYT2 V53R T A F—T M LET,

enable

95 X3h i DR
I AR POREEIIMIET AT, VTAX T— b ATy T ar 74Xz l— g 2K
EHIBRT2MERDH Y 9, HEAVAOHED AL 7 4 Fal—valii (T4~ 2=y
FLREIFENT) AL THEHED, 7 ITRAEZNLHETHE, 7 TRAZY U TRID= T 4
Xal—varaR\y I 7y I NI T 50, IPT RLRADBEEZRT L7 4 Fa
L—va v aEHEELTYONOGRVET Z EHMEIZRD £9,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

v5zams0mE [l

1R BHHIIZ

ayV—NAR— b eFEHTAILERHYET, 7TAXOIL T 4 Falb—a rEHIERTS
L EHA L H =T A AL T TABHIEY) 7 BELTRTOA L H =T 2 AN v v b
o SInNET, SHIiL, VTAZV L TOAR—TNERLIEFT 4 8—7 V%, UE— CLI
B b7 Z L IXTE ER AL

FIE

Y 2=y VOYE, 7 TAZ VT EROLICT 4 =TT LET,
cluster group cluster_name no enable

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

IIAZNTRENEY 2=y b ETAR=T IR TWLHRIE, a7 1 Fab—
vaVERETH) I EIFITEERA,

JTAB AT 4 Xal—varE7 VT LET,

clear configure cluster

ASAIL, BEA LV H—T A R T TRAFFHEY) 7 G T XTOA o F—T o f A% ¥ v
N LET,

PIGAR AR —T oA A FT— KT 48— NI LFET,
no cluster interface-mode

ET— NIz 74 Fab—va VIR ESNZ2WED, FEITY By FTAMLERHD F
KR

Ny Ty Far7ZaXalb—arBbdaa, #FMTaraXalb—valiinNv s Ty
T arZ4Xal—varkgar—LET,

copy backup cfg running-config

i -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 K2l —TarERRZ— T AIREELET,

write memory
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NPT o7 a7 4Xalb—valrPRrVWEEAER, BT 7 A2HRELET, -2
. AV F—T 2 A AIPT RLVAZEHL, ELWKR MEETLET,

v FOZEE

FE

VAL ==y NEERTOHRBOHEL ~AY—a2=y NCTIIFRZ Y T HEHICL,
LW AL —DFIREFFS TS, 7 TAX Y T EHEANCT L HETT, ~AX—|C
ThHa=y NEREICEETAMNERSDHAIL, COHEOFIEEFEHALES, 2770, FR
HEPAREEEDEAIE, ZOFIEZHEH L T A X —2=y NEFEZEHIT D & T TOHREMN
Ky 7SIN50T, il AX— 2=y N ECHERZBEELTOIVLERD D £,

VALY — A=y MEEETLHIE, ROFIEELFATLET,

48 HREIIC

~SNNTF AT ERRAL T RFOLAEIE, TOFIEET AT LETAR—ATETLET, /2
VAT A A7 4 FXal—v gy ET— FIZAS T ARWEAIE, changeto system =~ K%
ADLET,

FIE

Flwna=y ha~vAF—a=y hELTRELET,
cluster master unit unit_ name

ciscoasa(config)# cluster master unit asaZ2

ALY TFGAZIP T RLA~OFBEENLEIC 2 9,

AU e —EFRT DI, cluster master unit? GRED 2= N EZR< T X TOLRINE
REND) EAST DD, show cluster info =~ RE AN LET,

DSRAZEARTOIAT Y FOEIT

avy K& TZAZNOTXTOA LN, ETAFFFED A ANCEFET LI, ROFIEZE
FITLET, show 2~ RETRTORAUNCEET D &, TXTOHIDBIE S TEE
D=y hDOaAL Y= /VIEKREINET, ZOMOa~ 2 N, 72L& 21X capture <° copy & .

7T AL BERTORTEEHATEET,
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FIE

A RETRTOANZKELET, 2=y MERELESGEIL. FFED A L NEE
EhExd,

cluster exec [unit unit name] command

1 :

ciscoasa# cluster exec show xlate

AU R—H e —EFKRT HITIL, cluster execunit? (FAED 2= FZ R TR TOLRFINE
REND) EASITBHD . show cluster info =~ RE AN LET,

1

FILXY 7T v 774 NV%ET TAZNOTXTCO=y M GIEFFZ TFTP %—/3Z
=A%, TAF— 2=y FTRO I REATILET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDPCAP 7 7 AV (2= DB 12FTD) BTFTPH—NZabt—shxTd,
DX ¥ 7T v 77 ANVAITIEABNIC =y NMBIFIINE 4L, capturel asal.pcap,
capturel asa2.pcap 72 L L 72V EF T, ZOHITIE, asal BXWasa2 237 7 A X 2= k
4 TY,

OB TIL, cluster exec show port-channel summary =~ > KOHNIZ, 7T AXD
% A 73—@ EtherChannel [N LR S TWET,

ciscoasa# cluster exec show port-channel summary
master(LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k****~k~k~k~k**************************************
Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
—————— B et et e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)
Slave:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k**************************************
Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
—————— B et et e
1 Pol LACP Yes G1i0/0 (P)
2 Po2 LACP Yes Gi0/1 (P)

BDE=ZRYY

7 TAZORE L AT BILO NI TN 2—T 4 VT TEET,
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DIARBZRT—RADE=ZZY Y
I TAZDREDET=HF Y U 7IZONTE, ROa~vy RESBLTIESN,
* show cluster info [health [details]]

X —1— R&ZHE L7V T show cluster info =~ > REFEITTH L. 7T AFXNDT T
DAUINDAT —HANEREINET,

show cluster info health =< KX, f v X —T7 =2 A, 2=y FRBILORT T AX KD
HEOWREAZEZRLET, details ¥ —U— Fif, "— b —hF X v b=V 0KME TR
Liﬁ‘o

show cluster info =~ > RIZOWTIFKRDOH N EZSIR L T IZE0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state SLAVE

ID : 0
Site ID HE.

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state SLAVE

ID : 1
Site ID HE.

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A"™ in state MASTER

ID HE
Site ID H

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f£.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state SLAVE

ID : 3
Site ID H

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cole

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

RREBIERR (C 7 T A Z 2=y RN T AZICABINCHSINT 5008 57 BILUREER
BB (TA B ADFHERY ¥ — Y DNV AF =y JIEERE) 37 VT SN E )k
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RLUET, 2=y SBKERIZEGZ 2> TWAEE, £-da=y P TTIZZ T A%
NIZHAEE, Zoa<wy RTIIHAIRERRINETA,

show cluster info auto-join =~ > NZOWTIFROH T EZSR L T Z3 0,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

* show cluster info transport{asp |cp[detail]}

RO~ T o AR— MEEOKETRE R LET,
casp: 77— TL—rDO KT U AKR— MEFHEH,
eep: AL bE—L FL—rD kT AR— MEEHE R,
detail ¥ —U— REZ AT 5L, 77 AL TEEEOSN T U AR—F 7 haj
DERRRAER ST, Ny Z7Rar br— LT L—rThoENIhole b &2
Ny b Re sy FORBEZRE TE £7, show cluster info transport cp detail =~ >
RIZOWTREROE N ZZRML T IZEW,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
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message with old sequence number
message with out of order segquence number
message with out of window sequence number

RTR - reliable timer-based retransmits

RDP - reliable message dropped

RDPR - reliable message drops reported

RI - reliable

RO - reliable

ROW - reliable

ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0
total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0
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num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
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Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history

77 AL DRI EFR L ET,

DIRAIEERDINTY FDFX ¥ TF v
TTABZTONRT o hOX ¥ TF ¥ IZONTCIE, kOa<wr REZRLTLEEN,
cluster exec capture

JITARERD N T TNy a—T 4 T AR — R 5L, cluster exec capture 2~ > K%
AL T AS ==y hETOI FRAZERE N T T4 v 7 OX Y T F v 2 A X2 =TI LE
T INT, ZVI7RAZNOTRTOAL—T 2=y NTHHBIZA X—T IR £7,

D9SRB N)I—RADEZ=ZR) Y
JTGAL NI —=ADFE=H Y ZIZONTE, ROa~wy REZHR LTI EEN,
show cluster {cpu | memory | resource} [options]

7 T AZBROERNT — 2 BRR LET, FHAEELR options 137 — X DX A SN2 X - TH7e
nET,

DSARZ b2 749 9DEZZ)DY
JITAL NTT 4w I DE=F)TICONTIE, KOa<wr FEEBRLTIESND,
» show conn [detail]. cluster exec show conn

showconn 2~ KX, 7e—NT 4 VLI ¥ RNo T v, FRF7+V9—FDEDT
o0 —THH0%E R~ LET, cluster exec show conn =2~ FEEED2=y N CTHEHT S

L. T RTOERDFRENET, Z0a<wr FOFEFNSIE, 1570 —D 77 4 v
INT TAINDIEIERASAICED LS IZEET LR E£T, 7T AXDA
N—Ty M, B =R ANF U TORRLA T4 Falb—va I lloTRED E
T, Z0avr REFHTLE, DO NT T 4 v I BT TAZRNEED X TN
HPMFBICONY ET, £, e—FAFZ PR T —DO RT3 —< U AIZED X HIT
B G52 DI EBRET D DI BE T,

F7-. showconndetail =~ > RiZ7a—FE VT OREBLZTL7u—%F R~ LET,

IZ. show conn detail =~ > FOHAH# R L F1,

ciscoasa/ASA2/slave# show conn detail

ASAY SR %5
88



| AsAv 524

95248 +371vs0E=89>5 |

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface

NP Identity

Ifc Locally received: 716 (8 byte/s)

Bt n—D I T N a—T 4 T EITOICE, ROICT R TOa=y FO#EiE —&
FRLET, FNITIE, EED= b Tcluster execshowconn =2~ > K& AS) LE9,
FULrH (YY) . NI T v T (y) . BT U—HF (2) OT7 T T 7 u—%
BLET, ROBNTIEZ, 3 D2DFT_TD ASA TO 172.18.124.187:22 75
192.168.103.131:44727 ~@ SSH i /N TR INTWET, ASAL Xz 777 03HY, =
DERD 7 ATV —HThHHILHERLTWET, ASAIZIZY 777 0H Y., Z Ok
FAVLIETHHI 2R LTWET, ASA2 ITITHR T 7 713, Zhant—F—
ThHhdHZEHRLTWET, 77 MUY RERTIE, O8O/ v MEASA2 DN
WA H—T A RN, A X —T =2 ADHHTWHEET, 2T KM
TliX, 2RO/ v FIXASAI BLWASA3 DAMVEA VX —T = A AIZAD, 7T A
A Y 7 A5 LT ASA2 IZHEE S 4L, IRICASA2 OWHEA o #—7 = A APHHITWY
xFET,

ciscoasa/ASAl/master# cluster exec show conn

ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z
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ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution =~ >~ N & show cluster info packet-distribution ==~ >~
Flid, 9XCDI7 7AZ 2=y b~D T T 4 v 755 FRRLET, ThbDavw K
(I, A — R NT o Rl L, RS D DICRISLL £,

show cluster info loadbalance =~ > KL, BB OB OMHEREF R LET,

show cluster info flow-mobility counters =~ > KX, EID 3 L O\7 1 — DA & OEMWER )
%3k L £ 9, show cluster info flow-mobility counters =~ > NIZOWTITRDOH 1525
LT EEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster {access-list | conn | traffic | user-identity | xlate} [options]

7 T ABBROERT —H R LET, HHFIREZR options 137 — X DX A 2L - T
Bie 0 ET,

show cluster access-list =~ > FIZOWTIIRDH 2SR L T 7EE 0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedf4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
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(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.

(hitcnt=429, 109, 107, 109, 104)
Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=0, 0, 0, 0, 0) 0x013£fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.

(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

168.

168.

168.

168.

168.

168.

168.

43.

43

43.

43

43.

43.

43.

.238

169

.229

106

196

75

AT OERD, T XTH2=y b TO GRIHEERTTHITE, KOEBVIZATILE

R

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)

Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

show asp cluster counter

Zoawy RE, TERAD N T TN a—T 4 IS ET,

DIRBDIV—TAVTDE=ZR) VYT

T TAZDN—T 4 TIZONWTIE, ROa~vy RESBLTLEIN,

* show route cluster
* debug route cluster

7 TFGABEDN—TF 4 T IEREFRLUET,

* show lisp eid
EIDs &%+ hID %/~ ASAEID 7 —7 V&K R LET,
cluster exec show lisp eid =~ > R 60, IROHITESRL T ZS 0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :***************************~k********************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4

L2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*******************************
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LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp

Zoa<vwry NI, NI a—TFT 4 SIS B E T,

PSRN0 XUTDETE
I AR T ORX T ORFEICHONTEL, ROa~vy RESZHRLTIEI N,
logging device-id

I T ALNDE L= M, syslog A vE—T % EBNZAER L E9, logging device-id =~ > K
EHEHT DL, FW—F73 87257 N1 ZAIDfFE Tsyslog A v E—V & AEHKTHZ ENTE,
7 TAENORI—FITEZR L2 =y FPOLDAyE—VDRIICRAEDL I ENRTEET,

DS3REDAVRA—T A RADE=RY) Y
I ITABDA LB =T 2 A ADE=H Y TIZONTHE, RO~y REZBRL TS,
* show cluster interface-mode
VTABR A B =T 2 ADE— RERRLET,
* show port-channel

W= b F ¥ RPN AN RRE S NNCET LRI G ENE T,

show lacp cluster {system-mac | system-id}

cLACP VAT AIDBLIORT IA AV T 4 2FRm LET,

debug lacp cluster [all | ccp | misc | protocol]

cLACP DT Ny 7 Ave—VhFRLET,

show interface

MAC 7 KL 22 LCOB5HE, ZoMARIA R LET,

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped
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DIRB)VTDTINYYT
I TGABY T DTNy ZIZONTIE, ROa<wy REZRLTIEEN,

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | transport]
PIGABY T DTNy T Aye—V%RRALET,

* debug cluster flow-mobility
7 IAZ YT T7u— )T EOA N hEFIRLET,

* debug lisp eid-notify-intercept
EID J@H A v &= ATREROA X P 2FR LET,

* show cluster info trace

show cluster info trace =~ R, "I TNV a—T 4 T DEOOT Ny TIEREFR
LET,

show cluster info trace =~ > RIZOWTIIRDOHE 1SR L T Z &0,

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ASA U S RZ )25 DH

PLTFOBNZIE, —RBEATD ASA DT FAXEEOT X TOaAL 7 4 X2 lb— 3 RN
GENET,

ASA BXURAYFDIAVT4FalL— 3yl

WDaLy 7 4Falb—aHlid, ASAL AL v TFHORDA X —T = AR LET,

ASAA B —DT 4R ARAYFABZ—T AR
GigabitEthernet 0/2 GigabitEthernet 1/0/15
GigabitEthernet 0/3 GigabitEthernet 1/0/16
GigabitEthernet 0/4 GigabitEthernet 1/0/17
GigabitEthernet 0/5 GigabitEthernet 1/0/18

ASAY S R4
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ASA DEETE
LAY DA VB —T AR E—FK

cluster interface-mode spanned force

ASMTRA—TJ—hrR Sy TavIaFXxalL—3>

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 R L—T J—hrR LSy T avTaF¥alL—>ay

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-slave

TAR—A R —TDA R AT 4F¥alL—3Y

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface GigabitEthernet0/2
channel-group 10 mode active

no shutdown
|
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interface GigabitEthernet0/3
channel-group 10 mode active
no shutdown
|
interface GigabitEthernet0/4
channel-group 11 mode active
no shutdown
|
interface GigabitEthernet0/5
channel-group 11 mode active
no shutdown
|
interface Management0/0
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channell0
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level O
ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl1/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO

switchport access vlan 201
switchport mode access
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interface Port-channelll
switchport access vlan 401
switchport mode access

ATAVILEDT7AT7o4+—IL

ASA1

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

ten0/8
man0/0
ten0/8

Cluster Control Link
192.168.1.1, .2, and .3

<[__ port-ch1 Spanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAG: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

|

port-chb
VLAN 10, VLAN 20 Trunk

i—

Client

333221

Server

BB E8X2 VT4 RAALUDODT—2 77 4 v 7121, $72% VLAN 23 BHfH T S
£, 72&ZIERNEFR Yy b U —27 FIZiZ VLAN 10, Mt~ FU— 271213 VLAN20 & L ¥

To FASAITH—DOYEAR— IR HY | SNTAAL v FEl IV —F IR INnET, T
XU NA F =TI TWDHDOT, WHLY 7 EOTXTO/7 » FA3802.1q 7 7 /UL
EN x4, ASA X, VLAN 10 & VLAN20 DD 7 7 A4 77 4 —/LTT,

A%y R EtherChannel 2 95 & 13, AA v FHTTRTDOT—X VIR NL—TFE
LT 1 2@ EtherChannel & 720 F3, ASA D 1 O2MEHRAREIC R > =813, A A v FI135E
Woa=y "NETrI 74 v 7 2BmoHLET,
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BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

ASAI Y RA—J— RISy T arvI4FalL—>ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface tengigabitethernet0/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

ASA2 A L—T J— RSy T avI7a4xXal—ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface tengigabitethernet0/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASA3RL—T J—hrRA LSy TarvIqsFaL—ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface tengigabitethernet(0/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipve 2001:DB8::1002/64 8

ASAY S R4
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interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/9

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

interface port-channel 2.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE
interface port-channel 2.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE
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L N |

Cluster Control Link
port-ch1
192.168.1.1, .2, and .3 S
WILC
ASA1
- /\ ten0/6
2 ) (] ten07 S
A =N A ten0/8 \W fen0/9 A
= it
- zo | =3
YA 52 38BN o8 3
ﬁ ST o8 2130 82,3
S o\ S 58 [T/ ten0/9 0_53 £ -§
2 Opa | Mp2o o
= n8a P —-3a7" =
= =L 30 2 =
Ny 3 man0/0 P s
- 58 2 ASA3 Sg &
YA o gt g/ _ten0/6 = e
sl ] o 113 Tenor o
© U = |/ 5T ten0/8 Yien09 | | &
V V V V
man0/0 |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoRzRT L 91z, ERNZ—I7D A% K EtherChannel 233 V) . WNEBA A ~ FICHEFE I T
WET, AN _3?)‘9\ WAL v FICEFR S TWET, LETHIE, 4 EtherChannel
FIZVLAN B 7 A v Z—T oA Z%2{ETHZ b TxET,

BE1=Y DA VE—T AR E—F

cluster interface-mode spanned force

ASA1 TR RA—J—hrR KISy FTarvI4FalL—>3a3y

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on

no shutdown
interface port-channel 1
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description CCL
cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

ASA2 X L—T J— RSy TavI7aFXal—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASBBRL—T J—hrR Sy TavTsF¥alL—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TDA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
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Z/%> F EtherChannel £ /Xy 07y T U2y (ED8TH T4 TBRAINA) .

ipvé local pool mgmtipvé 2001:DB8::1002/64 8
interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/8

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface tengigabitethernet 0/9

channel-group 3 mode active

no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

A /N> K EtherChannel £/ N\ v o7y T )2y (RKED8TFTHU T4 7/8

AR INA)

1€ D BtherChannel D7 7 7 4 7 AR— M ORKRET, A1 v FNHHD 8 IZHIREET, 8
BDOASANSRRD 7 T AXBNH Y, EtherChannel IZ2=v hH72V 28— F&E Y Y C-GE
I, AF16R—1rDIH8R— 2 AL L T— NZTHLERHY £9, ASAIE, XD
Vo %777 AT ERFAZ AT B0%E, LACPEMFH L CxrIv=—FLET, VSS
F 721X VvPC 2 L T~/ F A A v F EtherChannel %2 A 1 — 7 /W2 L7288 1E. A4 v FRIO
TLEMZEHRTEET, ASATIHE, TXTOYEAR— FREINICA R v MEFIE, RIZA—
FFNEIZ R ENET, WOKTIX, BEEO/NIWR— IR [v2AF—] K—K&bh (&
Z X GigabitEthernet 0/0) . 5723 TAL—7) AR— k&7 £¥ (72 & 21T GigabitEthernet
0/1) o N™N—RU = THHROMNHEEZRIET H2MLERNHY £7, 2F0, §_XTOAFZ—
VI EBEDAL v TR E D TRTOAL—T U 73RO A A » F &l L e > T
WOHRENRH D 3 (VSSVPC BMEH SN TWDEHE) . ROKIX, 7 7 AX BT 5=
=y NP TY 7 OREBBNEMLIZE XL, EOXHTRDNnERLTNET,
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B =< EEtherchamnel /Xy ST YT UL Y HEERDETH T TBRE L)

Houter or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1 Switch 2

b Py

Virtual Switch Link Virtual Switch Link

U R

ASA4

V

1. Up to 4 units

ASA5
2. 5th unit joined |

333218

3. Maximum of 8 units

JFHIE LT, FIDICTF ¥ RIVNDT 7T 4 7T R— b ERRIL L, TDIZX T, 77T 4773
VAL =R T I T A TIRAL—T R—FOEONRT U A fbET, SEHO2= b
WY FZAZIZBMUIZEEIX, N T 7 4w 7R T RTCO2=y MIHFIZITSB IR &
ICHEBE LT &N,

Vo7 E3T A AOBEREAE L&, RUFATOUIESNET, TO/RE, v—F
RGN RBBIZIIR W2tV FET, ROMIE, 4=y DT T RE
ZRLTWET, Z0Oa=y rD1DT, BV JEENEELTWET,
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Z /8> K EtherChannel &/8y 2 F7 v T Y2y (EEKD8T U T4 TBREINA) .

Wirtual Switch Link

AS AL

a7

Fv U — 7 WNIZHEED EtherChannel # 5% E 45 Z & b E 2 HILE T, ROXTIL, EtherChannel
BNEIZ 1o, A1 2H 0 £9°, ASA L. — 5D EtherChannel T~ A % — & X L—7 D
FHDY T BEERIEIZ R o 72587 T A MNGHIBRENE T, Zud, D ASA T T
IR Y b T — 7 ~OBHG A2 K> TVDIZHL b LT, MRy NT—I D N T 7 (v
U EZET LD ST T,
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B =< FEtherChamnel /Xy s F YT UL Y HEEDBTHT 4 TBRE L)

Router or
Access Switch

T
7 <

Virtual Switch Link

Inside

Switch 4

Router or
Access Switch

BAZY DA VE—T AR E—F

cluster interface-mode spanned force

333216
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/%> K EtherChannel £/3y 57 v 7 U2y (k08771 I8 Ravri4) [

ASMMYRA—J—hrR Sy TavIaFxal—3y

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0

priority 1
key chuntheunavoidable
enable noconfirm

ASA2 R L—T J—hrR by TavTaFal—>3ay

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

0/6

0/7

0/8

0/9

0/6

0/7

0/8

0/9

cluster-interface port-channell

priority 2

ip 192.168.1.2 255.255.255.0

ASAY S R4 .



AsAY 524 |
. Z/82 K EtherChannel £/Xy O 7y T Y2y (HED8TH T4 TBRAINA)

key chuntheunavoidable
enable as-slave

ASA3RL—T J—FrR ISy T avIqs¥alL—>ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

ASMMRL—T J—hrRA LSy TarvIqsFaL—3ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-slave

TAR—AA R —TDA R AV T4FalL—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
interface management 0/0

channel-group 2 mode active
no shutdown

interface management 0/1

channel-group 2 mode active

no shutdown

interface port-channel 2

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface tengigabitethernet 1/6

channel-group 3 mode active vss-id 1
no shutdown

interface tengigabitethernet 1/7

channel-group 3 mode active wvss-id 2

no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface tengigabitethernet 1/8

channel-group 4 mode active vss-id 1
no shutdown

interface tengigabitethernet 1/9

channel-group 4 mode active vss-id 2

no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE
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W—T Y RKE—FHYAS L EHISRE) 25D 0TVETE

A3 K EtherChannel ZfH L7=/bv—7 v K £— RIZx$T 5% A FEZ T AZ U T ORH

X, OTV Ok E L E=X UV o I Lo THRARY £9, OTV X, DCI &RIZ Ty M &
Rk 952 & T, BEARAKREZRE-LET, OTVIL, kT —7/LICMACT R L R &5+
HEXIZOH, DCIERIZZ=F ¥ A N Xy MEHRELET, MAC 7 RL A OTV ik

T MIFER SN TW WSS, =%y A N Xy MI Ry 7SiLETd,

0TV FREDHI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.l1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL_MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP_VMAC_ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

. ASAY S R4



| Asas 524

L—FyEE—K44 rIsS22Uvs0ovEE [

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FMEEDEOIZTHEGZOIV IS ILIDER

A SRE T LTI, 70— UV MACT FLAZZNLL E7 ey 7 L THEL LD
(2. T4 NE % OTV O HIRT 20ENH Y £3, BERW OHOBINRER DY £7,

BEEEL CTWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLVRIZRITHAXT 4 v
7 2 M) EBINTALERSHY T, 2o FUIZko T, KEHAIO OTV (34— — 1
A AV HE—=T oA AZINHEOTY N ZBIMTEET, —1ET T 472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R RAZEETHESITIHY FH A, OTVICITHEET —7 LN 12— LMACT R L&
N7, OTV OFFHZTEIZOTV A — N~ A f 2 HX—T 2 A A% N L TL=F % A kX
Ty NET Ty T 4 LRNOT, =%y AL Xy NI — " n 0 7 e —30 MAC
T RLRIZ Ry 7, BFOBERITUIB S E7,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC
no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac

ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
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//Static entry required only in the OTV in the functioning Site

oY A FBERX LGSR, 74 VXEHEBIMLT, OTV TCIDAZ T 4 v 7 T kY
FHIRTAMLERHY FET, Fu—LMACT RLADF—R—L A = "N &7 VTT 5
W2, WHD OTV THAFI v MACT RLAF—T %7 ) 7352 ENEFICEET
—g—o

MAC7 FLR T—JILDU )T

YA R E T L, Zu— SV MACT RLANDREZT 47 = MUNOTVISENEN
HEEATE, D OTV RNA—R—L A f L H =T =2 AD T 11—V MAC 7 KL R Z528 T
EXDHEOCTHHERHY T, OV A PREEBILEZL, 260 NI ET VT T4
ERH D ET, OTV DEEET — TN ZNSEDT Y Y RRNT & 2HERT 57010, MAC
T RUVA T =T NELTHELTIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T R e T e L L e P L et
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP v v aDE=S )Y
OTVIiZ. OTVA v H =T 2 A AR TEEHLIZIP 7 FLRIZHT 27 2% ARP ~D ARP
FyvarbfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

YA EYSRE 2T D

ROFITIIYR—FSND 7 FAZDEANEZRLET,

BRI B3 —T AR INL—T YK E—F /=AY X 54 EDHI

WOFITIL, WERV—Z LANERL— 2 ORICELE SN (V— AT T RFEAN) 2 50F—F &
VE—DFENFNIZ2DODASA T T AZ AURANBLBEERLET, 7T AF AT,
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H4 FEBEDOMACT KLRBEUIP 7 KLRAERA LR/ F EtherChannel L—7F v K E— kopl [

DCIFRH D7 ZAZHIEHY v 72X o> TSN TWET, &7 —F B ¥ —DONEHL—F &
AERN— 1%, OSPF L PBREZIZECMPZHH L CY TAX ALV ANHTh T 7 4 v 7 Bm—
RARZUALET, DCLIZEIT AR L—EH VY TEHZEIZED, FFEDOYA FOT T
DASA T TAL AUNPE G LIRWRY, NT 7 4 v 7 13&KT —% 8o X —NICHERES L
T3, 1290V A FDTRTCDI T AL AU NEENRAE LSS, V77 4 v 713K —
25 DCIRERH TV A FD ASA 7 T AKX AN ZkLNET,

T e
" RN
&I\niernet )
Router g Router
e — &
e Higher cost foute Higher cost route — R
Outside 'd Out5|de
7 == ol
ASAT1| |AsA2 ASA3 |ASA4
) Data Center
— e Interconnect
Cluster Gontrol I_( E
1 [~
OSPF ——
E Inside j
—N__I__/—
e Higher cost route Higher cost route
E—— —
Router Router

Data Center 1 Data Center 2

Y4 FEBADMACTY KLRAEELUIP7 KL RZ{FEAL =X/ KEtherChannel )L—TF ¥

K E— FDHI

WOHITIL, £V A bOF— b o= —F ENEE Y NT—FRIICRESINTE (f—A R
Tz A NMEN) 2007 =XV —DENENUI2 DD I T ARZ AN LGEERLE
T 7 T7AZ A NE DCIEH DO 7 F AZHIH Y o 712 Ko TSI TWET, £ A |k
DY T AE AL, NEE L OSNE F Ox v h DU — 27 2%t LA, R EtherChannel % {#
L= AL v FIZHRH LE T, 4 EtherChannel X, 7 7 AXZNDTRTD Y ¥ — T A
RUanEd,

7 —% VLAN (X, A——1L A FZ7 2 AFK— Mffb (OTV) (EEREEOH D) %A
LTCHA MEICIEESNE T, N T 74 v I BT TFAZGETCTHDIHAITNT 7 4 v 7 3DCI
i L TP A MIEFE SRV E 2 IZTDIE, /r—YLMACT KL A&7y
THT4NEEENTHILERNHY ET, 120 FO7 T AKX 2=y FPEERFEICL-
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

7258, NI 7400 PMUDF A RO TFAX 2=y MIEEIND LT 4 VX ZHIRT
HZVENRHY ET, Vacl AL T, Za—SLOMACT RLADT 4 )V E VY 745 YEE
NV ET, F3U—RXT74 20— FPEFHINTNexus 72 EO—ED AL »FTlL, Fa—
SNIVMACT RLAMPGLD ARP X7y a7 Ry 7T HDIZARP A VAT Vg b
THMENRHY 9, ARPA VAT a3 Tk, ASATHY A FOMACT RL ALY A bD
IP7 RVADMGEZRET HLENHY T, 14 FOMACT RLADAZFRET HE5EIE
VT ARP A VAN g VRN L TS EE W, FElZ O W TR, r—7 vy RE—F ¥
A M7 ZAZ Y 7O O0TVIHE (108 X—) | R LTI EE,

I ITARIEL, Wiy NU—7 D= =4 L LTHRELE T, T XCHOIVTAX 2=v |
MTHEAEIND 70—V REEMAC X, N7y NEZETHORTFICERESNET, %
By ME, £ DC Y7 TAZNLOHA NEHFD MAC 7 RUAZBEALET, OGRS
KU, MAC7 7 v T DREKE/2D 2 OORHHR— N THIGTOYA FGRLTZ v—
JIMACT RLAREAAL v FNFEETHDOEIELET, KbV, AL v FIIV A FDMAC
T RV ADORHREFE L ET,

ZOTFIATIE, ROELIIZHRY ET,
c JITAIMNLERFEEINDTXTOHII RNy ME, 1 FOMACT RUAZFEA L,
F R H—TH= T RENET,

« VTG ARADTXTDAN NNy M, Ze— UL MACT RLAZFEHLTEEINS
720, WHFDOYA FhTHTIDL=y hTZETEET, OTVTD T 4 L ZIZL-T,
FT—=EY L E—ND T T 4w Ina—h T4 XENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

. o,
/ Internet )
S Router

Qutside

Global MAC ASA3
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

OTVREDH&ERA N T T 7T 4 AZHONWTIE, V=T v RE—=RHV A NiTZTAZY T
D OTV #HE (108 X—) ZZML T &N,

ZX/\> K EtherChannel F5 U ARF7 LU N E—FK /J—XYHX Y4 FEIDOH

WO TIE, WEL—& LML — 2 OMICEE Sz () —ZAF T RFFAN) 2507 —F &
VE—DFENFIUZ2DOD T FTALZ AURARNHELGEERLET, 7T AKX AN, DCI
BHOZ ZAZEHY 71k > TER SN TWET, £V A DT T AKX A3 F, NEER
KON D 2 23 K EtherChannels Z ] L Ca— /L A A v F 28k LE T, 4 EtherChannel
I, 77 AZHNOTRTOY ¥ — VAN SINET,

BT —H X —DONEIN—Z EAERL—2IZOSPF L, F 7 AT L | ASA %
WL ET, MAC LT, V—FDIPIZT_XTONL—FT—ETT, DCLIZFE=2 A b
N—REENVETHZLICLY, FFEDY A FTTRTDI TAHX A N\RE T LW R
D, N7 4w 23K T =2 X —RNICHEFRSIE T, 7 7 A X BIEFE OB & HEFF
L7, ASA T AKX hoL— ME, A FTRILTZ Y v ¥ T —7%8K7 5
VERHY ET, 12OV A bOTRCDT T AL AUNIEENEELEZSGA, N 774
TIIHEN—2 D DCIRRETHOY A Dy T AKX AU NZELNET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

HY

I ROBDEEHDHZLINTEET,

HA FEIVSSWPC : ZDOTF VAT, 7—F BV F—1IZIBDAAL v FEA LA M—
N, T—=EFEv L FZ=20C0DAL v F A A =)L LET, 12DFF a3 LT,
BT =BV BE—DI FTAK 2=y MIa—hL ZA v FIEFICHR L. VSSVPC kT
74 v ZIIDCIERBA LET, ZOGEE, BHiDIZEAEDOHZIIET —F B ¥ —ITxt
LCar—AMcHiREnNEd, 77 ar & LT, DCABERBHR T 7 4 v 7 BENHT
X55A. 2=y FEDCIRRE Tl T DAL v F IR CEET, ZOBE, v T 74>
T IIEBOT — 2 B =B END 720, DClEFIEFICREICT H2DIIERAIXT
7T

A FDAAL yFDIEAE

e XA FDOE—HINVVSSAVPC : AA v T DILEMEEO DX, & A MI2oDRRD

VSSWPC XT %A Y A M=/ TEET, ZOHE, 7 I7AZ 2=y MI, Wlor—7
WAL T IRFICHE R S NT2T — 22— 1OV y—vBLRINLOR—H)L AL v
FITHR ENT 2T — 2B X —2 DY v —3 &3 A/ K EtherChannel %8 L £ 925,
A% R EtherChannel [ZFEAMIZ T30 L CTWET, &2 —H/L VSSNVPC IL, A/

R EtherChannel %z %4 ~ & —%/L® EtherChannel & L CTidik L £,
T e
'
( Internet
Flouie_r_______.---—--"""'____ | —__ Router
— . @
/_ \‘_‘J-ﬁgher cost route Spanned Higher cost route \/- %\\’_“
f _ N\ EtherChannel
= Oulside \ Q@EZ:Z|
|
T
G
/ASA1 3 ASAE\‘H 4\ \

=

. Data Center

g Interconnect

W

o
\=—_Inside -'|
\ Spanned

EtherChannel

e e

Higher cost route Higher cost route
| e
Router Router
Data Center 1 Data Center 2
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel F5 VAR LU M E—FA—XFY9 X~ 54 FEDH

WO TIE, A bOF—b V=g —F L 200N Ry NI—7 (TFVr—var
Fv hU—27 L DB Fy hU—7) BIIZEESINT ({—ART A MEA) 22507 —%%&
VHE—=DENFINI2DODT TAL A UANBHBEEEERLET, 7T AZ A \E, DCI
DI AZHIEHY) 7L > TSN TWET, VA DT TAZ A E, NEHE
TN o T Y r—var Xy hU—27 EDBR Y b U— 7 Ol JFIZ A% K EtherChannels
EEAHLTCa—0V AL »F I8k LE 7, % EtherChannel (X, 7 7 AZNOTXTDOY ¥ —
NZARENE T,

BV A FDF—F T = A JL—H %, HSRP 72 EDFHRP Z{EfH LT, &Y A b TR LsEitoi
HEMACT FL R LIPT FLAZRMLET, MACT FLADTHENRT T v B 7 &S
% 7=, mac-address-table static outside_interface mac_address 2~ > R&ZHEH LT, ¥—hU =
AN—FDEEDOMACT KL A% ASAMAC 7 RV AT —7 VIZEHIIZEBINT 5 Z & = 1E)
BLET, InboZr MUBRRWE A M OF = T =A BV A 2D~ =A L
WBETLIHEIC, TONT 74 v 7PN ASA Z@IB LT, WEiA{ > X —T A AnbHHA k2
WCEREL XS & LT, BENRAETIAREENRSHY £, 7—H VLAN (X, A——1L 1 §
T U AR— ML (OTV) (F723REOL D) AL THA, MRS E T, T
T4 IR = Tz V=R T THIHAICNT 7 4 v 73 DCI Z#im L Chod A bk
(B RV A A A o Nt A R el o N 74»&%Lm¢éz£m%0i¢ 1 OO%A D — |k
U A —F RREERRIZ - T8 NZ 7 4w MDY A RO — T = A ITEFE SN
HEZT4NH %ﬁﬂ[ﬁ/’%ﬁ“é%%iﬁ% nET,

T

/A
[ Internet /

> A

I

Gateway Router:
Virtual MACs and IPs
(FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel

Spanned FtherChannel

DB NW

IE I &

Control

_____________

-@- 1 ASA Cluster @-
o f Pt
ASA]. - E===m ASA2 ASA3 ASA4
| Cluster

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

olf ol o)

App NW

Switch

Switch

Wﬁ-wr@// App NW

400783

Data Center 1

Data Center 2

vPC/VSS A7 > 3 A2 DWW TIL, A% K EtherChannel 7 AT LV K F— K /J—AY

U A YA ME OB

(113 X—2) ZBRLTLTEIN,
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ASA D SRR 2T DERE

HaE

Y

IN—
=

HEEEHR

YA NI TAE
Y > 7" H Gratuitous
ARP

9.12(1)

ASA TlE. Gratuitous ARP (GARP) /X7 v NEAEMLTAAL v F L7 AT T AL
T F v B HITRHOREIR S L DI Lz, &4 NOBEEIAMNAED Kb &
WA NIZE ST, 77— 3V MAC/AP 7 RLUAD GARP 7 7 « v 7 BNEMMICA
BEIET, 7 TAEZNLERINTZTA NTEDOMACKEIOIPT RLRAE Ty
FAYA FNEHDOMACT RLABEIWIPT RLRAEZFEHTHDICK L, 77 AKX T
ZIE LIy ML, 70—V MACT RLABEIOIP 7 FLAEFERALES, b
T4y N7 a—rLMAC 7 RLADLEMICER SN2 WGE, Za— Vb
MACT RLADAA v FTMACT RLADZ A LT 7 M FEATHAREMENRH D F
T XALT T RRIZZa—VMACT RLASND T 7 4 o IBRAAL v F T A
VITARNT I FABRIRIIDIED T T T 4 7 N, ZAUSE D R T = R
XXV 7 4 EOMENRRET S ZENRH D 7, % A3 K EtherChannel
=y FBLOY A FMACT RLAZLIZY A MIDEZRET D E. GARP AT 7 4 /b
N CHMZR Y £,

/ARSI Nca~v s R

site-periodic-garp interval

JITALA A =T =
A A TR A EH]
3 2T REN BB

9.10(1)

AE =T 2 A ADRAT —Z AFHPRET DL ASAITA =T oA A%[EEL
LC~v—2 L, 7R hba=y s &HIERT % % T health-check monitor-interface
debounce-time =~ > N ¥ 72X ASDM [Configuration] > [Device Management] > [High

BRRBICEE 514 Availability and Scalability] > [ASA Cluster] il CHE S 7= U EMAE L £, =
H—T oA A5 &S DOHEREIL. &W/%ﬁﬂ%%@%m_ﬁﬁﬁé4/ﬁ T oA ATHEHEIND LI
nNHETFEL D FELE, 72T, X o RiED SEBEMIRREIZEIT L TV 5 EtherChannel D&
770 (AA v TFNYa— RENTZ, FREAA v FRERIT /- T 5 EtherChannel 72
E) | TR RRERLS T LT, O TAX 2=y hOFBRKR— RO
RABRENEWIEHEIT T, 7I7AX 2=y N ETA U X —T oA AR T —FIR
ENHOEBESZENTEET,
EEShiza~r kb £ A,
NEBREERAEZICHB) |99Q2) |LENE, <O T —IRBICEV 7 TAX 2=y bR TAXNLHIBRENLTHEL

Iz 7 T A X IZHESMN
75

i@f&?x&’ﬁ%mféz%ﬁﬁbibtoﬁﬁ
X, 2=y MIFT 7 F IV TS5, L BXUN20% @Fﬁﬁmf777\5' H8hic
HEeMEafTLEd, Z2hoofEix Eféi#omﬁ®ﬁ . TV =g
Vﬁ%@&%ATWk\%Ebt779&~yayx% &xa&m%biﬁo

HrlFE 7=

auto-join

T2o ZORMEE MR LT21%,

13T &7 2~ 2 R : health-check system auto-rejoin, show cluster info
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asas 524y 50BE |

HERER N— | BEEEIFER
oay
7 7 AL DOEFEEDR(992) |2=y hZ D7 T AZDEFENEDE N N TV AR—h Ny 7 7 HHREMR L T,
WhT LV AR—F 71 Ny ZyRaria— FL—rTW s EWNI oz X2y b Re vy 70O
Fa Ayt —T0 b MAERFETEZ D L2178 L1,
2%;%;&0};22@# FBLE 72 IXA T &z 2~ R @ show cluster info transport cp detail
ASA 5000-X > U —X |99Q2) |ASA A v ¥ —T = A AEEENFEAELTNDH LR L, ASAS500-X &) —R Lo
LTS ¥ —T = 7T AANb =y FREIBREND ETOTFT AT AR EZRETE L9100 %
A RA%FEHEE LTy — L7z, ZOBREICLY, 107 —T7 oA ZADEELY LV RHICHRHTEET, 7D
751D ERE VAR EELS T L, BMBREOFREN/ELSRD I EICERELTLESY, 1V
IRT N o AT =T 2 A ADAT =L ARFNPREAET DL, ASAIFA v F—T = A &fEHL LT
~—2 L, 7I7REnba=y NEHIRT 2 ETHRESN I VDB LES, 7
7 AV b DT AT o AREEIT 500 ms T, AR MEOHFEIHIL 300 ms ~ 9B TT, Zo
FEREIZLARTIE Firepower 4100/9300 Tl CT& £ L 7=,
FHRFEZIIAF S /- 2~ K : health-check monitor-interface debounce-time
ALY T OHA (990 | YA MEOTEMRICLY, VT T4 vl Ta—DONNy I T v A —F— XA —
TR F=LFBIOY A MIEINET, ZOEREIZE-oT, 1 FOEFENLREINE
TO
HHFEZIIEFE S N/-a~ 2 K : site-redundancy, show asp cluster counter change.
show asp table cluster chash-table. show conn flag
2728 2=y b 1980 | 2=y b AL AT =y 7 ORI A X VRO OMEICHRE TE ET (R/MEIZ3R)

ATz v 7 [EERH
Dk E

DETOR/IMEIZ 8P TLZ, ZOMREIZ, 2=y F ~RA Tz Ayk—I0 7
Ax—L%, arybo— )L T L—rDX—TTITATNLT—H T L—rD/n— |
v—MIEELETS, N~ b= 2FEHTHE, =2 be— L —2CPUDR Y
XU TRV a— ) v T OBIEDEBE L Z T2, 7T A% v 7 OfFHEE &
JSEMER I ELET, RERFMEZESERETHE, Z T AZHIEY T DA v E—T
YITT T4 ET A BHINT 5 EICERE LTSS, RERM 2 E R ET DA
WXy NU—2 205t 2 2880 LET, &2 HARBRRFEOMIC
3O0MD/N—hE—K A=V FET LD, 7T7AZGEY 7B L THDH2
=y P BRIOL = <D ping DEREERFEAB LINICR S Z L 2/l LE 9, (REFEE
203 ~07ICRELIZICASA Y 7 Nu =T X0 7 L— KL E, Ly
RENPPR—FENTVWARNDT, ZOREITTFT 74NV FDIBITREY £3,

WD < R&EZEW LE L7, health-check holdtime. show asp drop cluster counter.
show cluster info health details
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AsAY 524 |

HEREA N— | BEEEIRER
av

Favrxua—=n1 |990) |F—F B A —DNRT =~ AEl L, YA NI TAEZV L TDRNTT 4T

YP—rarv : F—4t EHEFFT 72012, Ta LA un—h ) B—ra rEARCTEET, @E, Ly

VE—DYA NET T PHRIIFFEDY A FND T T AKX A= |ZXoTr—R AT 231, BTSN

ALY T DikE TWET, L2rL, ASAIZEEDY A FDA L AR—ICTF 4 L7 X u—L %25 ) 4T
9, TaL s n—h IV B—va ik, IEELRIUYA Foa—aL T 4
LA, EOV A MIUFERRR I a— L T 4 LI X EWHBINMOT 4 L7 X
O—LRENIRET, TEELET 4 VI XBE—YA MNIFETDLE, N7 4 —
< UANRMELET, £, TOAENRILIZGE, v—0 AT 0 L7 ZIiLlHE
CY A P CTHLWEROFTTAEELZBIRLET, Ja—LRT L7 XX, 7TAH
AUNR=DRIDY A N TETA SNDEROTr >y NEeZET 555 EH I ET,
WD a< RNEANEZITEFE INE L7z, director-localization, show asp table cluster
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