FRAERS T a—Fa 5

ZDOETIL, CiscoASA D b T TN 2—TF 4 7 kR X OWRABGOT 2 h HIEICHSWT
AL £,
e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)
TN T Ay —=T DR (TN—=)
Ny b Xy TFy (T—)
eI T yva BT OER (14 =)
a7 XTI DFER (14 X—)
« ASAv @ vCPU fEffl& (14 ~—7)
cREDOT AL (16 %—)
cHEROT=X Y T (30 =)
T ANBIRNN T TNy a—T 4 7 OERE (31 2—)

A F—TIJLIINAT— K& Telnet /N A J— FD[EE

A =T RAT— RE2E Telnet XA T — REENT-HAIX. T br2EETEET, F
NEIZ, TRA R XA TICEH-TRRYES, CLIZHEHLTH R ZFITTIHALERHY £
bé‘o

ASA D/XRX T — FD[EE

ASA DA T— REZRIETHI2E, ROFNEEZETLET,

FIE

ATFY 1 ASAD= Y —)L R— MIEERH LET,

ATv T2 ASADEREZU->THrH, HOERE A T LET,

ATYT3 AX— KT v 7%, ROMMONE— RIZAS LH T a7 RRFERSNLZD, Escape ¥ —%
HLET,

ATYT4 a7 4FXal—vay VLIRAEET v 7T — T HIE, kOoa~vr REANLET,

TFAMERST TN a—TFaT .
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ATvTh

AFvT6
ATy T1

ATvT8

AFvT9
ATy 710

ATy TN

ATvT12

ATy 713

FRRERT TN a—TF125 |

rommon #1> confreg 0x41
Update Config Register (0x41l) in NVRAM...

AZ—=R T v ar7 4 Xalb—arEBET5L912ASA ZRET HIZIE, ROa~v
KEATTLET,

rommon #1> confreg

ASAICE S THIED AL 7 4 X2l —Ya DL U RAZENRERIN., THEEFETHNME D
MR LNET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]: y

HBTHEETEL LI, BIEOa L 74 Fal—va DLV AXEETREHLET,
HAEEFETAESIT. 7o M LTY EZANLET,
ASAIZE ST, FILWVED AN ZRD DT a7 FiFErnaInEd,

[disable system configuration? | DEZFRE ., T XTOREIZDOWVWTT 7 4 /L MEZZITANLE
D

T T MIRLT, YEASNLET,

wKDaA~ REAJLT, ASA%ZYr—RFLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAIZ, AZ—F T v a7 4Xal—aroffbhicryF 74 hary 7 X2l —3 g
\/é‘_)lj% }‘\‘[/ji—g«o

WDa<wr RE AL T, g EXECE— RIZT7 7 EALET,

ciscoasa# enable

RNRAT—RKDOANZRD NS, Enter F—Z2 ML E9,
NRAY— RK3ZEg T,

wKDa<vw RE AN LT, AE— Ty ar7 4 Fal—arr2u—RNLET,

ciscoasa# copy startup-config running-config
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ATV 714

ATy T15

ATy 716

ATV T

ASA 5506-X. ASA 5508-X. ASA5516-X TD/XXTJ— FDEE .

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA5508-X. ASA5516-X TH/\XJ— KD[EI{E

&
ATvT2
AFvT3

ATvT4

ASA 5506-X. ASA 5508-X. ASA 5516-X D/ AU — RoEEIZIE. ROTFIEE FZITLET,

FIE

ASA D=V —)L R— MTERE L 7,

ASA DEREZY>THhE, BOERELA I LET,

AL — KT v 7%, ROMMONE— RIZAD L HIZ7 vy 7 MRF RSN E, Escape ¥—%
HLET,

AT 4 Xal—ay VURFEET v T — T AT, kOa~vr REASILET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATHIED 2L 7 4 X2 b—ral LIURMALEHRA T a D) A MRERSNLET,
BTOEETXALHC, BIEOa L 7 4 X2 l—a DL AREEZFEELET,

FRARERS TNV a—F Y .-
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. ASA 5506-X. ASA5508-X. ASA5516-X TD/\X 77— FDEITE

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

f
0
1]
2]
3]
4]

[
[
[
[
[
b
wDa<w REAHLT, ASA#)a—RKLZET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A =T v a7 4FXal—arofbiZTF 7/ hary7 X2l — g
via—RLET,

WDa<r RE AN LT, ¥l EXECE— RICT 7B AL ET,

ciscoasa# enable

INRAT— KD AN ZRD HNT=Z5, Enter ¥—4 L F7,
INAYT— RIIZEHTY,

ROA< R ANLT, A= Ty 7T arysFalb—varkzn—RFLET,
ciscoasa# copy startup-config running-config

WKDOa<w  REAN LT, Fa—)L a7 4Xal—2 gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g TREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

WDa<wy REANLT, 7740 ar74FXal—rar2ua—RFLET,

ciscoasa(config) # no config-register
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ATvT12

Asav T2 T— kEREA A —voaE [

FTIFNE AT 4 X2l =g VDLV AZETOX] T, 27 4FXal—var LY
AZDFHCHDONTIL, 2~ R U 77 LU 2AEZBBLTLEEN,

WDa<w REANLT, ILWRRAT—REARAX— T v a7 4 X2 b—a VIRTE
LET,

ciscoasa(config) # copy running-config startup-config

ASAv TD/INR D — FZFE=IFA A —PDMEITE

&

ATy T2

ATvT3

ATv74

ASAV D/RAT — RETFA A=V EEIET BI121F. ROFNEEZFITLET,
FE
T 74X a2l —2al B ASAVOR Y I T v Ty A a’—LE9,

copy running-config filename

1 -

ciscoasa# copy running-config backup.cfg

ASAv ZFIREN L £,
reload
[GNUGRUB] A == —M5, FRHIZHFL, avT7as¥Xal—avEO—FLEBEWNVS T Ve

VT <filename> %33R L, Enter ¥ —Z2 ML FT, 77 A V4L, ASAVDT 74/ DT —
FAR=DDT7ANEZLTY, T74/NVEDT—F A A=, fallback 2~ FiZL->TH
T — FENDZ EIEHY FHA, FOHk, BIRLIEZT—h A A=V —FLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

&1

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

FATaL T4 Fal—va iy Ty T ar7 Falb—vary 7y vEar—LE
R

copy filename running-config

1 :

FRARERS TNV a—F Y .“
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B <xo—rr#EOF£—T0it

ATy TH

ATvT6

ciscoasa (config)# copy backup.cfg running-config

NAT—=FRDUEy b,
enable password password

51 -

ciscoasa(config)# enable password ciscol23

HLOBREEZREFELET,
write memory

B -

ciscoasa(config)# write memory

INXJ—FKEREOT«E—TILit

\}

GE)

ASAv ECTRRAU—REEEZT 4 =7 /I TDHZ LiITTEERA,

MEBR Do N2 — PR RAT — REfE A D = R L Z M LT ASA ZfERICE B2 &N K
AT, NAT—KREEE2T 4 B—7 W T 5120, ROFIEZFEITLET,

1R HHEIIZ

ASA C. noservice password-recovery 2~ > R Z {925 & ROMMON €— RIZ A>T, a2
TA4X2b—varOEREHSZENTEET, ROMMONE— RIZAD L, ASATIX, ¥
RCDTTvva 774N VAT LOWEEEROL T 7 vRFRINET, RAICHE
ZIATLRWVE . ROMMON £— REBIETEEHA, 77 v a 7740 VAT AEHEE
LAWSA, ASAIXY n— RENET, 72U — FE[fE 1L ROMMON £ — RO & BEfFED
LT 4 X2 b —a VORBRIEFELTVWAD T, ZOBEEICE ST, 22T — RoEEN
TERLBRVEST, L, "RV RERETERTHI LT, RERZ—YFRa 7 4
Fal—varzZRRLD, JONRAT—=REFALIED T2 08220 ET, 20
B VAT AEEERREIRIBICEIE T AT, BILWA A—T Ny I Ty T ar 7 ¥ a
L—yary 7740 (AFETEDLSHE) 2n—FLET,

service password-recovery 2~ > R|X, 2> 7 4 Fa2lb—Tar 77 A /WIBHMHAE L TOR
FRINET, CLIZn 7 ML Tavy FEANT L L REIINVRAMIZRIFS L E
T, REAELLTDHME—DOFEE, CLIZer 7 hCTavry ReEANTHZE T, Zoav
YRORBRDZAN=Ta U THHa 7 4 Xalb—varE o —RFLTH, REFELEINEHE
lo  (NAT— REHEOHEFERET) A2 — T v TRHICAZ— T v a7 4 Fab—

. TFAMERST TN a—TFaT
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—

T/

Fivy rve—voxr |

VarvEERT L L) ASAREESNTWVALGAILSAY—REEZT 1 B—T7MZT5H L,
B EBVAS =T v a7 4¥al—varzu—RKT5L910 ASA ORENEHE X
nNE¥, 72— nNA—R—%2fHL, A¥—F T v 7 ar74Xal—va 2B H{+5L9
\CA L N HEERRE SN TV DAL, noservice password- recovery 2~ 2 K TA X L3
AEBICER L2 X2, a0 74 Fal—vay LYRFICEUEERMZ SNET,

Fig
N2 — R T 4 B—7 M LET,

no service password-recovery

51

ciscoasa (config)# no service password-recovery

\wWwH AyE—NDRT

TNy THINECPU 7m v A TET TAF VT A BE DL THNTWDID, T3y 7N
EATO EVATAPMERTERLS D ZERDHVET, 207D, FEOMED N T TV a—
T4 T EITHIGERC, CiscoTACED N T TNy a—T 47 By arOfIZRY debug
avr REFHALTLESY, &I, Xy NT—7 b T 7 4 v 7 BRO—VHIN DI
\Zdebug 2~ FEEATHZL2BEOLET, TAAYX T E2 20X ) REFRIEHCIT O
L. debug 2~ FABLDO A — R—r~y ROBIMZ LY & A7 5O I A K Sl REMEN
Dl RV ET, TR T Ave—UEARITHITIE, av K U757 L2 AD debug =
<~V REZRLTIZEN,

Ny b FxTFx

Ny hFEYTF it BROMEDO NI TN a—TFT 4 VP ETIIARBRT 7T 4 ET 4D
T F VT HET) EZNIRNDZERBVET, XNy M X Ty P—EXEMHEHTS
LA TE, Cisco TAC ICHET 22 L2 BEIO LET,

NTY XY TFNYOHAFSA4 2

AVTFERNE—F

s AT HXANNDI TALGHY 7 TRy T F Y ERETCEET, ZOLHE, £DU T
ALZEENY 7 TEREEND 2T HF A MIEEMT O TWDE Ty MRS v
FyrINnEIT,

TFAMERST TN a—TFaT .
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. Nry bOF v TFx

e VLAN ZLIZHRETEL2F ¥ 7 F v i 1 O TF, 5 VLAN OEH O a5 F 2 b
THXY 7 F Y ERELTEREAT, RBICHRELESy 7 F v 2 MEHENET,

cKBICRE LT (7277 47) v 7Ty 2HIBRLESAIE. Bloar 7 %A N THANZ
BELEXF Y TF¥DBHoTEH, 77574 IR 5% 7 F ¥ iIhH v EHA, ¥ 7F¥
BT VT ATICTHINE, Sy T F Y EHIRLCGENMLUETLERHY £,

XY T TFXYERELTLA L E—T oA AEBTHTRXTON T T4 v I RF Y T TF ¥ &
NET, i, 5 VLAN Lo a L TF A M~D T 7 4 v 7 b EENE T,

L7ERo2T, BAHVLAND IV THFARA TOXY T F v 2 A X —T MLz & &IT,

ZOVLAN 27X A B CHOEHEINSGAEIE, 207 FAMA L THFANB
DWFTDOANNT T 4 v I R¥¥y T FyIvEzT,

MO T 747 O8RF. 772747 X%y 7 Fvy0HHarTXANDNT T 4 w7712
FRF Y TF v SNET, ME—OFISNE, ICMPEZ A R— 7 /M L2V (Lzv- T,
ICMP T 7 4 v 7 D& v a rRNEl SR W) BATT, ZOBEAIE, 54 VLAN
DTRTCHDALTHXFARNTANEHIIOICMP v T 7 4 v I BRF v 7TF ¥ INET,

ZOMDHA FS5 4 >

« ASA BAIEZRTZAD TCP ~» X —ZFFo3 7 > N2 %/5 L, ASP 28 invalid-tcp-hdr-length
ThHhrEWH) FeyTHBHTEONRTy Ve Ky 745856, 207y Nax2fE LT
A B —T A A_LD show capture 2~ > R DIX, Oy haFRRLERA,

*IP N7 74w 7RIy 7 F XY TEET, ARPREDIEIP Ty MNIF ¥ 7 F v TX
FH A,

s TAVSCT ¥ 7ft&E 2y hOBAE, ¥ 7FxInN 7y MZEENLTWSIE
M CMD ~v X —%_ PCAP B —T7 B LN ER”H Y $9,

RT Y M XX T TFXINE, VAT LAEERET D, A AT v a OO ERNIC
FHAZND/N7 > b, NAT, TCPOIEHUL, /X7 > NOWNEZRFEST 52 OMOMEEN &
FNET,

INTY FDXN TF v
Ny "Xy PF 451203, ROFIEFEITLET,

FIE

ATV F1 Ry N R=w T4 0 TBEXOR Y NT—JEFEOYD T OTDIZ 7y b Fx 7T v ik
HBEA RX—T VI LET,
capture capture_name [type {asp-drop [all | drop-code] | tls-proxy | raw-data | isakmp [ikev1 | ikev2]
| inline-tag [fag] | webvpn user webvpn-user}] [ access-list access list name] {interface {interface_name

| asa_dataplane | asa_mgmt_plane | cplane} } [ buffer buf size] [ ethernet-type type] [reeinject-hide]
[ packet-length bytes | [circular-buffer] [trace [ trace-count number]] [real-time [dump] [detail]]
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Nry bOF v TFv .

match protocol { hest source-ip | source-ip mask | any | any4|any6} [operator src_port] { host dest ip
|dest_ip mask | any | any4|any6} [operator dest _port]]

51 -

ciscoasa# capture captest interface inside

Xv 7T X THTRXTCONRT Yy DA E =T 2 A AEFRET DLERHY £3, BEOXA
TDRNT T4y 7 EXY T T ¥ T DX, BHD capture 27— ks X2 M TR U capture_name
R L ET,

typeasp-drop¥— 7 — NiE, @iEEX 2V T4 NATRay7and sy hadx7Fr L
FT, ZITAZTIE, Reyrapiz, 2=y MADEXET =% XFry hb¥x FFrIhE
T, A F aArTHFARNET—RTIEH, Z2O0OF 7T a VBV RT AFETAR=ATERITEND
L, T RTCO Ry FEINET—H X ry Mi3F Y 7F vy anEd, 2047 varnars
FANTCRITINZE XX, Ry 7ENT—2 "7y D5 L, Z0OarTX A MIBT
HAHE =T 2 A AMB AT b DT RF Y 7T ¥ INET,

typeraw-data X — 7 — Ni&, BE Ty FEREAT Y MaeXx 7Ty LET, ZOREIL.
774/ hTT,

inline-tagrag DX — U — R LB DT X, FFEDSCTED ¥ V' EfRE L ET, HHE LRV
Bl AERED SGT AR Z /&R Try MaX vy I F v LET,

buffer ¥ — 7 — Ni&, /X7 > NERETHEDIEHT LIy 77 P4 XEERLET, 2O
WA RNy T 7P XN b e, Ty N Xy 7T yidfELLET, 7T AXZNTHEH
INBHEXE, NF2=y EHTEV DO A XTT (2=y FOEFTIEHY THA) |
circular-buffer ¥ — U — R&Z45ETDH L. N T 7 BN EWNITRo7z L 2, Ny 770
DGR EEE INET,

interface ¥— 7V — RiZ, "7y M ¥ T TF Y E2HFHTLIA X —T oA ADL4RIERELFE
TO

T2 T L—r LDy NaeX ¥ 7T ¥ T HITIL, asa_dataplane ¥ — U — RAfH L E7,
BMEY 2= Ny 7T L—v ETXy 7 F ¥ SNy a7 4 VZ BT 5121,
asa_dataplane = 7' a VAL, ZNHDOHA RTA A EWET, v 70— KT,
Ny 7 T U—VHili# Ry ME, T7EA VA NEANALNALTCHR Yy T Fr IhET, v LT
AT XA T— RTE, H#A7 Y hOBBY AT DFEITAR—=ZATHR ¥ IF ¥ SNET,
F—=H Ry M, arTXA TRy I FyEaNET,

match ¥— 7V — RiX, —HT2570 ba lBIORETLEEHEIP T FLA, BIOAF TV g
YOR— b EFYyTFY LET, ZOF—U— NI 1o0a~v 2 FC3RETHEMATEET,
anyX—U—Ri{E, IPv4 N7 7 4 v 700 %&2F Y7 F ¥ LET, anyd 5L P anye ¥ —7— K
EHEMLT, =BT 2IPVABLVIPV6e Ry NU—7 FT7 74 v 7 2 lllcFxF ¥ 7 F ¥ TE %
7, operator [ZIFIRDNTNNEIEETE ET,

elt: XD/
egt: LU REW

ceq: FLW

FRARERS TNV a—F Y .“
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ATy T2

ATvT3

ATvT4

FRRERT TN a—TF125 |

real-time ¥ — UV — FZf5ET DL, F¥ 7T v Le Ty b3 U 702 A A CHllfe L TRRS
nET,

reinject-hide ¥ — 7 — R&Z{EETH &, BEASNT ATy NEXF ¥y 7 Fry ShETA, T
I, 77 AZ D U TREICOZEM SN ET,

GE)  ACL ORELDEE SN TV D EE, accesslist 2~ RidF v 7 F v T TE
FH A, access-group 2~ 2 ROLEHTEE T, ZOHHA. access-list 2~ 2 R fifi
ALEoEThLT—RERINET,

JIGARMNEY > NTT 4 T Xy T T LET,

capturecapture_namef{ type lacp interface interface id [ buffer buf size] [ packet-length bytes)
[circular-buffer] [real-time [dump] [detail]

capture capture_name interface cluster [ buffer buf size] [cp-cluster] [ ethernet-type type] [
packet-length byfes ] [circular-buffer] [trace [ trace-count number]] [real-time [dump] [detail]] [trace]
[ match protocol { host source-ip | source-ip mask | any | any4|any6} [operator src_port] { host dest ip
|dest_ip mask | any | any4|any6} [operator dest port]]

51

ciscoasa# capture ccl type lacp interface GigabitEthernet0/0
ciscoasa# capture ccl interface cluster match udp any eq 49495 any
ciscoasa# capture ccl interface cluster match udp any any eq 49495

WD2ODTETI ZAZEHEAY I DRNT T4 v 7 XY VT TEET, 77 AXHH#Y
YIDTRTDONT T4 vl Xy T F ¥ 3 HIT0E, A F—7 A A4IT cluster ¥— 7 —
REH L ET, cLACP/ N7 v FOZEF v 7T v 5 ik typelacp ZHEEL., AV F—7 =
A AL TIERLSYHA =T = A AID ZRELET, 772X 7 LD~y MZ
X, 2y b= T Ry N T =2 T — Ry NO2REERHY, EHHH,
EINTET—H VT 7497 b7 TAZLUA v E—UREENTHET, IPT FL ANy
Z—@® TTL 7 4 —/V KX, ZO2FHD/ 7 hEXBITE 5 X5 ICHF b Ed, Bk
ENTZT—F Xy MRXFXY T F ¥y ENDEEF, TR T DD TAXY T FL—
TbX ¥ T F v T A NMICHIIENET,

¥ —U— Rep-cluster (X7 7 AXHIHY o7 (BLOT—% FL—r 3y ML) T3y k
n—)L T L= Ny NOKZrEx X 7Fx TELEIITRVELL, ZOF T aid,
NF aArTHART—=FDYAT LT, ACLZHHLTET 74 v 7 2BETEXRVEAIC
BB ET,

JTAERKDONNTy NaeXxy T TF ¥ LET,

cluster exec capture capture_name arguments
NRry b ¥y T F Y EEFIELET,
no capture capture_name

VTNEAL LNy B Fx 7 F v 2T HI20E, Crl+e 2 AN LET, Fv 7 F v E2%se
WCHIBRT D1I21E, Zoa~ry RonBEREHEHLET, VTN ZA LA 7T ad, raw-data
X¥ 7T v B L Casp-drop ¥ ¥ 7 F ¥ ICOHBEH I NET,
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Nry bOF v TFv .

ATYTS  RNuTZyhb Ay FEAIBRETICFS TNy b ¥y 7 F v 25 IET 554
capture name stop
ATvT6 HEXYTFyERGT 56

no capture namestop

ATYT1 I IRY 2=y FNTKFNR STy b bL—REF XY 7 F v LET,
cluster exec capture_test persist

ATYT8 KRNy b FL—RA&EZ VT LET,
cluster exec clear packet-trace

ATw T HELEnizIPsec X7y by 7 F ¥ LET,

cluster exec capture_test include-decrypted

ATFYvTI0 X7 FxE7 VT LET,

clear capture capture_name

1
avka—iLFL—r N7y b

gy ha— L FL— ELEETATRTONNT Y MITIL 255 IR ESNTEY .,
R FE 49495 87 S AR Y 7 ary ha—L Fl—r Uy Ay R— MR &
NET, ROFITIZ, 7 F9RAF Y U TBRED LACP X% 7F v 21Efk+T 5 HiEE2 R~ L
i@qo

ciscoasa# capture lacp type lacp interface GigabitEthernet0/0

WOFITIE, 7 F7AXY 7 Uy TOHREERZA Ny hOX ¥ 7 F ¥ 21ERT 5
EERLET,

ciscoasa# capture cp interface cluster match udp any eq 49495 any
ciscoasa# capture cp interface cluster match udp any any eq 49495

T—8 TL—2 5y bk

—& Ny MZE, 1202 =y ") BRIO=2=y § (ZOEGOIAESE) ([Ji5ik
SNy b, ZIAFLUAyE—UREENET, @HEDOZ T AKX LU B
A w—UE, TTL 28 254 \ZREE S TE Y . TTL 23 253 IZ3%E S V72 Fihll 72 LU X
Ty MBRHYET, ZORZR LU X7y MITCP ODART, T4 VI EZRHFLNT
O—OFAEEFIR LSO BELET, T 427 ZIEZCLU FULLT v 775 —
Moy REEBQIZERAy FEXEDIRLET, LU v MMZIE, 207 v b
D L3/L4 ~y X —RNEZIAENET, ZHTKD ., ZEHFR CEERN LB A REEN TS
ETDHOERFERECEET, HBEINDLT—F 2y NI, TTL 2% 4 KiIZERE SN E

FRARERS TNV a—F Y .-
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B orsvT7vomr

To WOBEITIE, 7T AZHHY 7 TT—=Z NRANRT Y FOF v T TF v ZAFT 5
FEERLET, 77 AXMT—4 7L —20 [flow logical update] A vt — %9
RCHX Y 7 FrTHIF, A— 4193 ZEH L 7,

ciscoasa# access-list ccl extended permit udp any any eq 4193
ciscoasa# access-list ccl extended permit udp any eqg 4193 any
ciscoasa# capture dp interface cluster access-list ccl

NTY P X TFNYDRT

ATy I

CLITR Yy X% T2 770V EIZERLED, FEOY—NIXF Yy T T2 XL T
H—RL7EDTHZENRTEET,

FIE

CLI CxX ¥ VT ¥ 2#£RTHIZIT

[cluster exec] show capture [capture_name] [ access-list access list name] [ count number] [decode]
[detail] [dump] [ packet-number number]

51

ciscoasa# show capture capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

access-list x— U — RiL, HEDTZ7EAVARNIDDIP 74—V RELFLVEMNDT 4 —
L RIZHEASNWT, Ny MZBETAEREERLET,

cluster exec ¥ —V — Rz 325 L, H5H2=> T show capture =~ > FEFITL, D
FTARCOa2=y hTEOaA~vy REFRRFIZETTEET,

count ¥ — U — KL, f8E LT —F Dy M AFRLET,

decode ¥ — U — KX, isakmp ¥ 4 7O X ¥ 7T ¥ NA X —7 = A AZ#H I NHGEITHK
SNEHET, YDA U H—T = A A& BT D ISAKMP 7 —# 1%, HE5LOBICT I TH v
TF¥ EN, 74—V FETa— FLERBRIZZOMOERE & IR RENET, Ty hD
Ta—RKHE, Ry hoTe hanilo TR 9, @E., Zoa~< 2 RiE, ICMP,
UDP, BLO'TCP 7u haDIPTa— KEHR—FLET, N—=Ta2910(1)1»bH, Z0
o< RIZGREBLNIPInIP D IP Fa2— R AR—FLET,
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ATy T2

ATvT3

iy ke 7Feozr ||

detail *— U — N, %37 FOBMOT v b2 @iz ZR LET,
dump ¥— U —RiE, 7—% Vo I7RBRATEHEINTAAT Yy bD 16X T HFRRFRLET,
packet-number ¥ — U — N/, {5E L7 \7 v NS TERRZMBLET,

TIUY TRy b F¥ T F Y 2RKRT 51T
https://ip_of asa/admin/capture/capture name/pcap

peap ¥ — VU — K&EMT % & show capture capture_ name 221~ > KHINTARY T 5 NE D H)N
FRENET,

~TF AT HRRADN T RTIE, VAT LFETAR—ATODL copy capture =~ 7 N &[]
TEET,

Rry b Fx I Fraed—Nicat—LET, ZOFITIIFTP 2R LET,
[cluster exec] copy /pcap capture:[context-namel|capture _name ftp://username:password@server_ip/path

peap ¥ — U — RZ &M% & show capture capture_name 2~ > KIS 3 2 NE DI
KRENET,

151
WOHFNE, asp-drop XA 7 DX ¥ 7 F ¥ R LET,

ciscoasa# capture asp-drop type asp-drop acl-drop
ciscoasa# show capture asp-drop

2 packets captured

1: 04:12:10.428093 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule

2 packets shown

ciscoasa# show capture asp-drop
2 packets captured
1: 04:12:10.428093 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)
Flow is denied by configured rule
2: 04:12:12.427330 192.168.10.10.34327 > 10.94.0.51.15868: S
2669456341:2669456341(0) win 4128 <mss 536> Drop-reason: (acl-drop)

Flow is denied by configured rule
2 packets shown

WOBIL, ethernet ¥ A 7 DX ¥ FF v xLET,

ciscoasa# capture arp ethernet-type arp interface inside

FRARERS TNV a—F Y .-E-
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ciscoasa# show cap arp

22 packets captured

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12

2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244

5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106.44.248

6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244

7: 05:32:54.784695 arp who-has 10.106.44.1 tell 11.11.11.112:

— ~ N ~ (o] —
D592 FUTDERR
ASA FTRIZASAVINZ T oy a LTEBARIC, 7T vy a FUTEREFRTEET, 7T v

Va BT ONKEFRD LN HYE1E, Cisco TAC IZHEAET 5 Z LA HRLES, 2~
> K U757 L AT showcerashdump =~ > RZ B L T ZE0,

a7 BUTORT

a7 XL, Ia T ARRERT (VT yva) Litk&Eo, FETHh0oTa s 7 AOA
FvFvay hTT, arv XTI, 2T —EBWERIIT ANy VT 5720, BLUEELR
MHEFTHA NTHWTEDLLI, 77 v a2 RAETHEODIEHAINET, ASA £721T
ASAYV TOT SV r—a /v AT NI T yvak NTTNVva—T 4073 HHiIC, 2
T X THEREE AT T D K D Cisco TAC O EFFE SN D EERHY £, a~ F U 77
L' AT coredump =~ REZZHL TS E0,

ASAv ® vCPU =

ASAv O vCPUEZR TIX, 7 —% /XX, #lfflirRA > b, BIXOWNH T o A TCHEHAILTWY
5 vCPU D&E&EF R LET,

vSphere THE S5 vCPU D ARIZIX, 2D ASAv O ARITIMZ T, ROLDONEEN
£,

« ASAV 7 A RVEEH]
« ASAV VM IZfE ] S 372 %SYS A —/3—~ v K

* vSwitch, VWNIC K X UpNIC D] ZBE T2 /37 v hDOA—/"—~y N, ZOF—/3—~y
RIFZEFIZCRELS RDGENH Y 77,

CPU e =D

et Sz vCPU O RS RIEIZ 572 28] 2 ISR L £,

. TFAMERST TN a—TFaT
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vMware 0 cPU AR LA— [l

*« ASAv @ L 7R— b : 40%

*DP : 35%

HER T EE X ;5%

« vSphere D L' 7" — K : 95%

« ASA (ASAV LAR— R & LTQ) :40%

cASA T A KA FE—=V 7 10%

o Fr— 38—~y R 1 45%
T3y R, A S8— S PEEREOEIT, F6 LU vSwitch Z ] L 72 NIC & vNIC Dt
DGy NEEEITHER SN TWET,

ASAV DT=O DA —"—~y K& LT, ESXi —DEBMoa s Ya—T 407 JY—R%
ERTHEENHHT-0, HHEKIT100% 2B25Z ENHY £,

VMware @ CPU EHZED L A~— +

vSphere C [VM Performance] % 7% 7 U » 7 L. [Advanced] %7 U 7 3 2% & [Chart Options]

Fey 77X ) A RMRERINET, 22 VMOEAT— (%USER, %IDLE, %SYS
72E) OvCPUMEHIRNZIRINE T, ZOFMHIT. VMware DBLE S CPU U Y — Z3MEH
SNTWELGFZBfET 5 DIELHET,

ESXi — "Dy =/ (RA MA~DOEEREIZ SSH A L T = /M7 7 A LET) T,
esxtop Zf# f T& ¥ 9, Esxtop IZ Linux @ top =2~ > R #EMEENBZ R, RONE
%5 1p vSphere D/37 4 —< L AZETH VM O A7 — MM AR L £,

«vCPU, AEV., Xxv MU —7fHROFEM
e £ VM DAT— | Z & d vCPU i R

e AU (FETHIZ M) EAAN) Exy bU—27 (FEfTHiz IN) & AF) 1Tz T, #%
HIFHRE RX Fu v 7

ASAv D45 7 & vCenter DT S5

ASAv & vCenter D] C CPU fEHHROHFITEVREH Y £97,
e vCenter D7 5 7 DIAEIZHIZ ASAY OFAE L v & KX 20 £,

« vCenter TILZ DfEIX [%CPU usage] & FEITIL, ASAv Tid Z OfElE [%CPU utilization
EMEEIET,

FH5E [%CPU utilization] & [%CPU usage] (IBIDOHDZEHR L TV ET,
« CPU utilization IZ. #FL CPU OFEHERARAL L £9°,
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* CPU usage |5 CPU DA RX—=RA L w7 o U ZIZESWIZGREE CPU OFEHE M 2 #20t L &
T LML, 1 DO VCPU OABEHINDT2D, NAN—AVL T 4 U TITEMELEH
/\-/O

vCenter |Z CPU % usage KD L IZFHH L ET,

T T 4 TIEH SN CPU &, R AEEZ: CPU D& FHIXMT2EIE& L LTHRES N
iﬁ‘o

ZOFREIE, RARPLRECPUMMRTHY . YA ARV =T 4 7 VAT A bR
CPUHETIILY THA, T, ZHIEER~ T THEMAMRER T TORIE CPU O
CPU fEHZIZ/2 0 9,

7o & 20, 1EORAE CPU 24k L7 1 DOAE~ 8, 4 OB CPU 258 L7 1 &
DFEANTIEITEINTEY ., ZOCPUMHEN 100% DA, AR~ 0L, 1 EO%E CPU
Y _CHERALTOET, KAE CPU OfEARIL,  TMHz HALOM R /A8 CPU O x 227
B & LCEEESNET,

i 4 MHz TEe#s3 % & . vCenter & ASAv DO 5 O¥fEIZ—2 L E£3, vCenter 75 7 )>
5. MHz % CPU i FH =% 60/(2499 x 1 vCPU) =24 LR LN FE T,

= —
TEDTAP
TITIE, VU A E—FRASAT IR EX 2T 4 2T X R NOBEREMEDOT R N HE,

ASA A B —TxA A% ping T 551k, BIORSHLA L HZ—T A X LEORAX M pbhoA
YE—=T 2 A A LDOKRA MIping TEDL LT LHHEZOWTHHLET,

anh
Xd

EXREHGEOTRA L : 7 FLRARITO ping DELT

pingi%, FFEDT RUANRFEHAEE T, IWETEINE I DEHRT IO ORMa~ KT
T, RO MY 7 T, ZOa~y ROFEMEZNEM > TIITAEEZR T A MZHOWTHAA L
i‘j‘o

ping CTETAIEEL TR +
FNA Rk ping TH L. EDOF AL RIS MG S, T ABEE AR L ET,

IOTuvAEEALT, Ry hT—27 T AT, HEICHH., @, BXOTAMT5H2
ERTEET,

ping ZfEH LT, ROT A MNEFATTEET,

2ODA L E—T A ADN—TF N7 T AL WU ASA T—FHDA B —T = A A
bbb I —HDA U H—T 2 A X ping BNV —T Ny 7 FTARELTEREITLHE, N
FDA B =T oA ZADFERNR 7 v 7] AT —ZABIOELBIFTX £7°,

* ASA D ping : BIO ASA DA X —T A Ak ping L, ZTDA L X —T A ANRT v 7L
TWCURET DI L ERTEET,
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ICMP ping & TCP ping 5&4R .

« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, HH ASA #H T
ping TAHZENTEET, NTry ME, ENENOFAIZEEIT S & X2, 2 DO
ASADA Vv EZ—T oA ZAZ@BLET, ZOT7 7 g, Pla=y FOA L F—T =
A A, BE, BLOISERRIOEART A M £,

e Xy NT—7 TNRAZADEED LWENEET A T 5720 ping : ASA A VX —7 = A A
NH, EFICEEL CWRnEBbhdry T —27 T34 Al ping THZ ENTEE
T, AVH =Tz A ANRELLFEEINTNDICE PN LT = a—R3ZE SN2 0nEs
X, TS RCHERH D LB BNET,

c FEREEZT A R T 57200 ping : ASA A X —T = A AND, IEFICHEIET D Z &N
Do TNDERy NU—T T4 AZpingTHZENTEET, =a—2ZFELIEHLA.
NS DT /A ANTRCTEFICEEL, MEAICIE L <EHIINTVD Z L B3R S
Nz &z £9,

ICMP ping & TCP ping M 3%&4R

ICMP &1k

ASAIZIE, ICMP =2 —ZR/\T » M E2EEFE LT, ma—8&E Ty bEZET 506Kk D ping
DB LTWET, ik, FEEY—L T, $XTOMIRy U —27 T34 A TICMP 7
T4y I BRI ESNDGEIT) E<HELET, ICMPping ZfEH LT, IPv4/IPv6 7 KL 2 %
TR A M % ping THZENTEET,

7L, ICMP 225 LTSy RU—=27 b0 £F, THMAOFR Y b U —27 58 ZHIUT#%Y
551, bV IZ, TCPping ZfEH LTy MY —2#a 7 A N T& X9, TCPping T
I%. ping 7°5H TCP SYN /37 M35 S 41, S T SYN-ACK 233245 S V72 B T @ ping
DB LIz RSN ET, £/, TCPping TlE, IPv4 7 RL A EZFA A M S ping TX
F92%, IPv6 7 KL AT ping TX FH A,

IEHF 72 ICMP £721X TCP ping & 1X, HINTWAT RLAREYHTREDH A 7D hT
TAYZIINETHIEEZERLTWAIZTEEHA, ZHITEARERPHEEL TS Z %
BRLET, T4 A ETEETZMORY o —T, FFEDXATDRNT T 4 v T INT A A
BB TERNEICTE I ENTEET,

FI74NVETHEH, EX2UT 4 0ENA L F—T A ANbEF2 T 4 DRV, L F—T =
AA~Dping ZFATCTEET, VF—2 NI 74w 72 @BRIEDLLIITICMP A A
arvEAX—TNMIT LI ERETNMETT, X2 T DR U F—T oA ZAnbE
WA U H—T 2 AT ping THIZIE, NT 747 ZFFAT 5 ACL ZHHT H20ENH D F
R

ASA A B —T oA A% ping T HHEIE, DA X2 —7 =4 XM iz ICMP L—b
WZEoT, ma—gRAry ez a—R& Ty RRFFRI SN0 ERH Y £, ICMP/L—
JTEREAIBE T, ZDON—VERE LRSI, A VX —T 2 A ZA~DTXTOICMP
N7 T 4w 7 BRI SIVET,
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ZOFINETIE, ASA A X —7 A ADICMP ping & A F—7 /MZT D7, 721, ASA
R O ping HICHER T 2L BEDOHDHICMP 2> 7 4 a2 b —3 3 LV OFT_NTITOWTHPA L E
@—O

FIE

ICMP b — /L Ca—F R/ = a—|GENHFAEIND 2 2R LET,

ICMP /b—/Ui%, BIEA[EE T, A ¥ —7 = A AIZHEBELE SN D ICMP 7 > MIEA S
F9, ICMP V— /L&A Lo 8 1E. $XTOICMP 77 B ARFRIENET, 2D
BT, TV a URARETT,

7277 L. ICMP/L— /L& EEET 2581, DA< EBELT O lnsidel] 2 ZfEHOT SA 2D A
VR =T x2Af RALBITBEEBZ T ONEA L E—T oA RATEENTWDZ EZFHERLET,

echo inside
echo-reply inside

ciscoasa(config)# icmp permit

0.0.0.0 0.0.0.0
ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0

T A=) TICMP PHFAEINDZ EEMRLET,

ASA B THRA K& ping THLEIE. 727 8ANL—/LTICMP F7 7 1 v 7 OEZAZHFFA]
éﬂé%%#%@i?o77txw—wﬁ\mﬁ<t%\I3—%*ma~m§mMW%m/
NEHATAHMLERHY 4, N6 L—/I T a—rL— L LCEMNTAZ &N TE
7,

TIBAN—INA, o H—T oA AZHEAINTWD, £20F, Ze—VULZEHA I LT3
LElE, RO L 57— v &BHE ACL \ZBINT 57217 T,

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any
anyecho

ciscoasa(config)# access-list outside_access_in extendedpermit icmp any
anyecho-reply

FoE, TRTOICMP Z7Fr[ T 57215 TT

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any any

T RAN—NVEMA LRGSR, BERMDOS AT DT T 4 7 bR SBERD Y
FT, ZHE, A EF—T=2A RITI7BAN—NVEHEAT D E. BEERO deny 28BS 5D
72D, MOTRTORNT 7 4 v 7 PEFEINDTZDTT, ACLZA VX —7 oA AZHHT
L. i, Ze— LT 5121E, access-group v A L £,

HIZ7 A NHBTL— L ZBIIT 28551, access-list =~ > KD no FEXZ#H LT ACL 2>
HL— L ZHIRTE £9, ACL &K% T X FT 257217 DA 1%, no access-group =~ R &
EHLTA v H—7 A A05 ACL ZHIBR L £,

ICMP A v AT g vk X—T T LET,
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RA kO ping

"X~ D ping II

A B —T A AD ping IR, ASA #XH T ping T 5355 1%, ICMP A > A7 =
VIR TY, A AT va v EEATUR. VA= R T v s (DFED, ma— i
2Ny N) Eoping ZBALIZARA MOIRTZENTE DI 2, X7y EH20 1 SDDOIRED
TFHEMRESND 20, BEDODX A TORBEESIET 52 LN TEXET,

ICMPA v A7 a i, 74N MDTa— S A LV ART g RY—TA X—T )b
IZT&EET,

ciscoasa (config)# policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# inspect icmp

T NA A% ping T 51Z1%, ping 10.1.1.1 X° ping www.example.com O £ H 2 IP 7 R L AR &
4 & —#&1Z ping 2 A1 LE9, TCPping DAL, ping tep www.example.com 80 O X 9 |2
tepF¥—U— RN — 2B ET, BFIL FTT24EDOHLHT A FOFHIZLET,

F%Eh L 7= ping O 714

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

mgﬁ%ﬁbkﬂ—i\%%Ltﬁﬁﬁ?fﬁéh\ﬁ%%ﬁl%%%ﬁmﬁbiﬁ(#&T
KL TZ5E1L 0% 12720 £77)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)
7272 L. ping D—OME ZHIH T 537 A =2 ZBINT52 &b TEET, UUTICHEARST
varrErLET,
* ICMP ping,
ping [if name] host [ repeat count] [ timeout seconds] [ data pattern] [ size bytes] [validate]
ENENOFBIIRD LBV T,

o if name IX, BA NMIT 7B AAREIRA L X —T = A4 ADLFITT, BRIEZEDR
BElx. T4 I T =TI NEERLT, EHT A =T oA ADRESNE
75

s host 1%, ping T HHRARDIPvA T KL A, IPv6 7 KL A, F72l3HR A M TT,
s repeat count |X, EET 57 v MLTT, 774/ MI5S5HTT,

« timeout seconds L. JoENR ST B EZA LT U T2y hZEOWET
¥, T 7+ ME2TT,
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e data pattern 13, FEET D7y MUERH IR 16 D AZ—2TT, T 744 K
1% Oxabed T,

e size bytes 1X, EET D7y hORETY, 774V MEIZ 100 /31 T,
e validate |%, J&&T — X ZMGET DM ERNH DL EERLET,

* TCP ping,
ping tep [if name] host [port] [repeat count] [timeout seconds] [source host [ports]
ETNENORPITRDO LY TT,
o if name 1%, F(ETLD ping ZEFT DA X —T oA ATT, LAEIEEDRIP-T-
Bl V=T T T ARMER S RET,
s host 1, ping T 5%85ED IPv4 7 KU A ET2ITAR A N4 T3, TCPping (X IPv6 7 KL
AL TE £E A,
* port [X, ping 57K A F D TCP R— kT,
s repeat & timeout (I, 5t & [ UEK T,

s source host port 1L, ping HOREFEILHAA MR —FNaeRrLET, T F LR — MEH
BTaicix, A—hoxEEHLET,

o X T T 47 ping,
ping
/\0’77‘**57 ERETTIZping # AN LTZHEIE, A VX —T7 x4 A, 51, BLOF—
— RELTHEHATERWIEREANT A= 250 OMD/NT A —FRERINET,
ping /X7 > AN FIT A MERN D HGEE. ZOFNEFEHLET,

ASA EDARRIILGT R b
ASA HEHED S BICIKRIART 2 R 2 (7T 2 H01E, KO FIEE M T £,

B8 DRI

FNECHE Lz syslog 2 v —VHHERT H5A1X, e X724 x—7 I LET (logging
enable =~ > R% 7213 ASDM O [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

o, WATED YRR, ICMPT Ny VoA X—=T /M LT, ST /A A9 ASAA
VH—T A Ak ping LT EEDAvE—TUEASA ALY — VIR RTHIEHLTEET

(ASA Zi@i ¥ 2 ping (BT 27 Ny 7 A v B—VERRENEREA) , ping AvE—T L
TN T A=V EARX—T VT DDIE N T TN a—T 4 Y ITHREFICT D2 & 2168
HLET, INHDRA v E—=UFR7 4+ —~ U AT L RN H Y £, RIZ, ICMP
TNy Tl A X —T W LT, Telnet £721XSSHtE v v a VIZEEFET D syslog A vE— V%%
EL, TNHEEYy Y a NIEFELT, vX 0 724 X—7MIT 562" LET, 00T

logging monitor debug =1~ > KDL V) |2, logging buffer debug =~ > KA LT £ v
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=Ry 7 FITEE L, % Tshowlogging 2~ > REEA L TENOLERRTHILELT
EET,

ciscoasa(config)# debug icmp trace
ciscoasa(config)# logging monitor debug
)# terminal monitor
)

ciscoasa(config)# logging enable

ciscoasa(config

(
(
(
(

ZORRETIL, ANTAA R (209.165.201.2) 7525 ASA DINIA 4 —7 = A A (209.165.201.1)
~O ping BT D L. RO KD IZFRSNET,

ciscoasa(config)# debug icmp trace

Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209.165.201.2

ZOHIITIE, ICMP N7 > MR (3234 k) | ICMP 237 > Rl (1) . BEXVICMP

V—lr A% (ICMP v —7 V AZZIL 0D HIAE D . BRBEEINDZONTHE Y SN E
T) BRI THET,

TARNBKETLESL, TR T 2T 40— NMILET, ZOREEZEDOEFIZLTEL &,

NI =< ALEX2UT A DV AINGEHENET, TA DO ITFIIOX T oA R—
T LTS EE, TR T 4 E—T7 M TEE T,

ciscoasa(config)# no debug icmp trace
ciscoasa(config)# no logging monitor debug
ciscoasa(config)# no terminal monitor

( ) #

ciscoasa(config)# no logging enable

FIE

ATV A F =T oA R4, X274 LUL, BEORIPT FLRAZRT V70 E— RDASA
FHREEXR 2V T a TR A MO EER LET, KX, EEERINZTXTONL—
2. BEXOASA % ping THNL—X DAHINZHDHEA M BEDLMENRDH D 77,
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1A V8—TJx(4 R, V=8, BLVKRR +EETCHRY FT—IE

Host Host Host Host
-!10.1.1.55 :li 209.265.200.230 |:I 10.1.36 Iﬁ 209.165.201.24
__"\T .n_—l_( a?vf .T
e Router e Router % Router e Router
! /
dmz1 outside disEa |
1921 209.165.201.1 qg2 1 outside
68.1. security0 &8 3 securityl
N Ti ASA
ransp.
Routed ASA 10.1.0.3
s " “ e
dmz2 inside dmz4 inside
192.15{3.2.1 192 168.0.1 192.1?58.4.1 security100
se;u rity40 securitylon  SEcU rity a0
|

Router

% Router % Rowuter

N
% Router
i 10.1.2.90 10.1.0.34 ! 10.1.4.67
— —

Host Host Host

10115 &
5 B
m

T

ost

RATw T2 HEHH SN — 2D DEASAAL VX —T 2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA X —T = A ANRT 7T 4
TThHHIE, BIUOAVF—T oA A7 4 Fal—ralPELWI EEERLET,

ASAA U H—T 2 ARANT 7T 4 T THRWGE, AV X —Tx2f AT 4 Fal—s
UIMIELL RWEA. ETITASA EV—Z DB TAAL v FNZ T LTWBEE, ping 135k
T DR S £ ROMEZI) . ZO%AE. N7y FBASAIZEFELRVWODT,
TNy T A y—URsyslog A v E—VIFERREINETA,

H2:ASAA VB3 —7 4 ATD ping DK

Ej!%g & ﬁégi .

Host Router
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ATvT3

ATvT4

ATy TH

Y e |

3:IP7 FLy U OREREIZ& S ping DKREX

Ping = —
S > <
19216812 192.168.1.1 s

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping JIRERN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—=F KA IDPDHEASAA V¥ —T = A ZZ ping LET, hTUART LUk E—-RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRT Yy NeV—T 4 7 TELNE I, BEOASA BTy NEIEREIV—T 4~
TJLTARAMIEEEZNE I DEMHRELET,

HRL—H Zif> THRA MIRED/L— R ASA IZ72 WA, ping 1T B AlREMEN H 0 F
T (RORESMH) . ZOLAIE. Ty 7 Ayte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L2 WEGEIL, XEN—RV 2T B3 A v 4 —T=2f ADA LT 4 X2 b —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTVAICHE2 b 6T, TBEROERE ] T
AANDTaA—EEEZE LRWERIE, A VX —T =2 A — T =7 OZ(EHEEEICH
BRbHEeEZLNET, [BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEERODER 2] T34 ZZx LT ping Z5E L Cma—%2%Z[5 T 258, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LT 7,

BRARNETIN—EDDRETA LV H—T 2 A AZN L THOA v H—T = A A EORIDKRA
REIFINV—F T ping LET, MREBLERTRTOS L H—T oA AXTIZHLT, 2D
AT TEAEDIRLET, NAT 2T 25 81E, 207 A M&179 & NAT NIEL<EEL
TWAZ ERDbIY £7,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DESL SN Z & (302020) % HERT D syslog A v E—UNRRZIVET, show xlate 2~ >
K& 7ziX showconns 2~ RE AN L CIDOFEREFRTHIEL TEET,

NAT N IELRESILTWRWNWZ ERRRER T, ping KT 22L& bH D 3, ZDHA.
NAT 2MRIX U722 & Z7- 7 syslog A v EB—UNFEREET (305005 F 7213 305006) , ping
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B txrzcor—roen

WOMEAR A FMOREIR AR F~EE S, AXT 4 v 7 EBPIELRWNGEIE, AvE—Y
106010 23K /R S E T,

5:ASADT KL RAEHRDMREIZ K 5 ping DK

=) — ¥
P ;
R Router Security B o
et Appliance Hiet et

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, AA METO/L— b ZIBH
TEHZLIZE TRy hT—27 NRAZHBERRWINE I AR TX 7,

FIE

ATFYF1 FL—R L— bk ED ASA OFR (24 2—2) |
ART9T2 RNy b b—FOWRE 26 %—) AL TEDNT L ENTEET,

fL—X JL— kLD ASA DFRR

FITAIRT, ASAIZ R L —R b— K RIZARy 7L LTERENERA, ZNEERT DI
L. ASA ZiEiR T %/ v b Ok ATRERF] 208 5 LT, ICMPRZAREA v E—Y DL — |k
PR 2 o LN H D F£97,

FIE

ATYTN LA TAS Yy TEAER LT, EROBREENAZARTDHNT 7 4 v 7 @B LET,
class-map name

match parameter

&1

ciscoasa(config)# class-map CONNS
ciscoasa (config-cmap) # match any

HASXOFEMIZOWTIE, 77 A T VA —VRENA ROYP—E AR —IZHTIEL S
LTL7E&EW,
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ATy T2

ATvT3

ATvT4

ATy TH

rL—2z i—troasanzr [

JIGAT YT NG T 4w I TCETTAT I a v BB ETHRY —~ v FEBINE - IIMRE
LC, 77 A~yTEBELET,

policy-map name class name

1

ciscoasa(config) 4 policy-map global policy
ciscoasa (config-pmap) # class CONNS

7‘721‘/1/ M IE TIL, global policy RV > — <> LT XTDOA F—T = A A2 m—r3L
ZEIV Y THNET, global policy Rt T 255A 1%, AU 2 —4 & LT global_policy & A/
Li?o7727/7®%9\;@$@fﬁf HERR LT 7 AERRELET,

7T ARE—HF Ly F O ATRER ] (TTL) 235 L £,

set connection decrement-ttl

BEfF O —1E 2 R Y > — (global policy £ WHARIDT 7+ /0~ 7 a— 3L R 2 —7p L)
ERELTCODIEAIT, ZORT v T EEAETEET, TNUSNOEHAT, 1| DF 23O
AE =T 2 A ATRYV—~vTE2T 7T 4712 LET,

service-policy policymap name {global | interface interface name }

51

ciscoasa(config) # service-policy global policy global

global ¥ — 7 — RiZAHR Y v — v T E2TXTOA F—T7 =4 AZJ@H L., interface |34 U

V=% 1 ODA A —T oA RZEHALET, Fr— UL R — X1 oL T R
g AVHE—TxAADT A= )L IRY =L, TDA L HF—T =2 A —ERXA R —
PMAT AL TChEEETEET, A F—T =2 AL, R —< o7& 1207200
TEFET,

FL—2Z b— FOHIIT ASA NFERIND L 9T, ICMP ZIERFEA vE—T D L — MR
PR LET,

icmp unreachable rate-limit rate burst-size size

51

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 1

FHEIFRIZ 1 ~ 100 O#EPH THRETEE T, T 74/ MI1 TF, N—2 ¥ 1 X3EEIC
%@Liﬁh# 1~ 10 DFEHCTHRET HDLERDH D 7,
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KOFITIE, T_XTORT T 4 v 7D TIL 27 a2 — LS LT, ICMP #EREE

HIBE 2 50 |2 L E 9,

ciscoasa(config)# class-map global-policy
ciscoasa(config-cmap) # match any
ciscoasa(config-cmap) # exit

config) # policy-map global policy
config-pmap) # class global-policy

ciscoasa
ciscoasa

ciscoasa (config-pmap-c)# set connection decrement-ttl

ciscoasa (config-pmap-c)# exit

(
(
(
(
(
(
(
(

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

NIy R IL—FDRE

traceroute Z{FH 31X, Ty MWBFELICEIETHETON— M EFFETE £9, traceroute
13, LR — b EOFEIC UDP N7y R EIXICMPY6 a2 — %5595 2 & CHEREL
T, A— EBEH TRV, 58~z dH 5 r— X IXICMP & 721X ICMPv6 Time Exceeded
Message CTISE L, £DOTT7—% ASA IZHE L £ T,

traceroute L1518 SNT2EK 70 —T OMREF R LET, HAODOEITN 1 DO TTL fEIZ®E L
9 (FIE) . kOFRIZ, B FOFHAEZ R LET,

HAHRES

B

%

2 A LT T NOMBEINICT 0 —T ~DIE %
ZIELEEATLE,

U

SEHEA~DIV— N BIEE L EH A,

nn msec

£/ —Rxt35, BELZRoTve—70
FUry KM o 7EE (R UR)

ICMP* v b U — 7 |ZRETE £H A, ICMPV6
TiX, 7 FL AT T,

ICMP /R A MZR|ZETE EHA,

ICMP IZRETE £ A, ICMPV6 Tlit, H~—
N REEARE T,

ICMP RREIC L > T ENTWET,

ICMP D RAHDO T T =3B AL E LT,
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Ty b ILb— FDRE .

FIE

S E TON— M EBEBF L ET,

traceroute [destination_ip | hostname} [source {source ip | source-interface}] [numeric] [timeout
timeout value] [probe probe num] [ttl min_ttl max_ttl] [port port value] [use-icmp]

51

ciscoasa# traceroute 209.165.200.225

Type escape sequence to abort.
Tracing the route to 209.165.200.225

10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec O msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec O msec
172.16.7.221 70 msec 70 msec 80 msec
209.165.200.225 70 msec 70 msec 70 msec

W J oy U W

ciscoasa# traceroute 2002::130

Type escape sequence to abort.
Tracing the route to 2002::130

1 5000::2 0 msec 0 msec 0 msec
2 2002::130 10 msec 0 msec 0 msec

WL, 5GP 7 RUAETIIARAR ME G D5 (traceroute www.example.com 72 &) 7217
TY, 7272 L, REISL T, PL—RAORMEZHETEET,

* source {source_ip|source-interface} : F L —ADKETLE LTHEMAT LA F—T = A%
FBELET, A F—T oA R, ARATELIZIP T FLATRETE £7, IPv6 Tl
BETA =T oA AERETEEE A, EELIPT LA EBEETE £, IPve
T RUVRIEL, ASAA U FZ—TxA ATIPv6 ZAMIL TWDLGAEICOBAEHTT, +7
VART LN E—RTIE, BEY FLAZHERHTLHILERDHY £,

snumeric : [IP7 RLUADAH%EZ L —RA Jb— MIFRTHILHIIZHERLET, ZOF—TU—
REETE Lo 72581, DNSOEREINTWIUE, L —A/b— s TT7 KL ZADDNS
ZWMNEITESN, DNSL™BIMEHET,

« timeout timeout value : % A 57 7 b5 E CIGE Z T 2, 7 7+ MI3 BT
_640

« probe probe_num : % TTL L~V CEET D7 v —T7 D8, 77 4/V MI3 TT,

o ttl min_ttl max_ttl : 7' 02— 7 D/ KO KA ATRER ], 7 7 4V b OFIMEIX 1 T
TR, ZOMEHES LT, BEMOKR Yy 7ORREMGEITLHZENTEET, T 741D
BRRAEIX 30 T, hL—RA— NI, X7y bOSEEICEIET D0, FlidRMEICE
THEMRTLET,

« port port value : fifl3 % UDP /R— b, 7 7 %/ M 33434 T,
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B ook r—vEmERLERY S —BEOFR -

* use-icmp : 7’2 —7 @ UDP /N7 > DDV IZICMP X7y b EEEFELET,

O [e] ~ = | —
Ny b fL—HZEFERLERY O—BREDTA
BEEITLEIEDT FLABLIORT e ha Lo ESW Ty y h2ET T 52 81
Lo TRV —B/EXTAINTEET, FL—R T, BY L —BREFETLTCT VA L—L
RCNAT 2 8% T A ML, Nry NEFRT50, ST 2R LET,

IOy bETAMTHIEIZE ST, RV V—DREREZHER L., VEIISUT, 7F
WEIIERTAIN T T4 v 7 DR A THRUEEINENE I ET A NTEET, REDHER
AT, ML= &2FHLTHFATRE Ty "3RG SRS EOTHEREEEZ T Ny
JCTEET,

FIE

RATYT1 Zoa~vy FFEMRZD, BEROBCHTTHALET, FL—2AHDAf 2 —T7 x4 X
L7 haNEERNT D LBIHROET,
packet-tracer input ifc_name [vlan-idvian_id ] {icmp | tcp | udp | rawip | sctp} [ inline-tag tag] ...
TNENOHPFITRD LBV TT,
e inputifc_name : b L—AZPIET DA L HX—T 2 A ADLEL, TV v Y T NA—TDHE,
TV TN—T AN —= A B =T 2 ADLFIEFRELET,

evlan-idvian id : (X7 ay) , "7y b bL—%R (L TH T A H—T =1 AT

VEAL VLT NEND) BA L H—T A A ADEMELAN, VLANID (X, AJjA v & —
T2 A ANRYTA L H—T 24 ATRWGAEIZOAMERFTRETT, AR EORMIT1 ~
4096 T,

e icmp, tcp. udp. rawip, sctp : T 2572 F =2, Trawip) (ZRMLTOIP, DF D,
TCP/UDP LD IP /37 T,

einline-tag tag : (47> a) , LAY 2CMD ~y X —ICHOIAENT X2 T 4 7
N—"" 57 DfE, AR EOFEHIX 0 ~ 65533 T,

ATv T2 KT, FEHT RLRETm ha v kEE A LET,
...{src_ip | user username | security-group {name name | tag tag} | fqdn fqdn-string} ...
ZNETNOBAITRD LBV TT,
esrc ip i N7 N ML —AHDEE I IPv4 721X IPV6 7 R LA,

o user username : domain\user OO —H ID, = —HF|IHF L THRBIZY Yy BT ENT-
7 R (BHEHLIEE) D hLr—REHENET,

. TFAMERST TN a—TFaT



TFARERS TN a—F a2y
Ky b bL—ygERLERY —BEoT2 ]

« security-group {namename | tagtag} : TrustSec ® IP-SGT ZRIZIESEE T X =2V T«
TN—"T, BXa T4 INV—TOANERITY VRS ERETEET,

« fqdn fgdn-string : KETCAR A S DOFTEREM R A A 4 IPvd DIx,

ATy T3 Wiz, 7a harofte AL ET,

« [ICMP] : ICMP % A 77 (1 ~255) . ICMP =2— F (0~255) . BLUA 7+ 3 > TICMP
W2 AN LET, FEBUITHET 28T (ma—Zxhad 5874 L) M4 50
NI ET,

type code... [ident]...

» TCP/UDP/SCTP : ##E AR — FNEFZEZ AN LET,

...8rc_port ...

*[RawIP] : 7' F L& 5 (0~255) Z AL ET,

... protocol ...

ATy T4 E%BIT, 5EET R 2% TCP/UDP F L—2AH D5 eR—F, BXOF 7 g roF—U—
K& A LT, Enter x—%#H L F1,

...dmac {dst_ip | security-group { name name | tag tag} | fqdn fgdn-string} dst _port [detailed] [xml]
TNENDOFPFITKRD LBV TT,
sdst ip: /N7y b FU—ZAFDO%E 0 IPv4 £ IPv6 7 K LA,

* security-group {name name | tag tag} : TrustSec @ IP-SGT &I S5 EXF =V T 1
IN—" X2 VT 4 IN—TOXHEITZ T EFETERETEET,

« fqdn fgdn-string : 58568 A N OSERERM B A A 4 IPv4 DI,

s dst_port : TCP/UDP/SCTP kL — A D% — b, ICMP 723K MITIP b L— XD
A DEEEDRNTLIEEN,

edmac: (FT7 VAT L2 K E—NR) 5% MAC 7 KL A,
« detailed : FEUEH TN Z TEEMIZ: b L — A FERIERAZIREE L £,
exml : FL—RAfERE XML IEX TR RLET,
ARTYTS VIR 2=y NRIKTRT Y T Ny 735120, X7 v b hL—H% 0 persist 7 =3
YEANNLET,

stransmit 77 > 3 VEFEHAT AL, I alL— b ENTENTy R ASANSLHBNS X
INZTDHZENTEET,

*ACL, VPN 7 4 V% IPsec A/ —7 47 uRPF R EDEF a2 VT 4 Fov I/ HAFy
792121, bypass-checks 47> 3 VA L FJ,

s decrypted 47> 3 VEREMT S L, B SNy & VPN h o LIZIEAL, &
HIZ, VPN PRV ZRRBLTCEET Oy b2 Iab— 5286 TEET,
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B s=s0x=5u>9

ATV T6 FFED/Nry Vel T A% 2=y FTEHT5I21E, id & origin Z AJJ LE T,
eid: FL—RAZBMET D=y MT X - TEID B THNRZHIFE S,
eorigin: NL—AZBAET L TAX 2=y FERLET,

il

WIZ, HTTP A— b 10.100.10.10 /25 10.100.11.11 ~0 TCP /3% v b % s L— 27 % f
R LET, BEBOESEY 782 V—lE> Ty PR FryFSnd 2L &m
FTHRERDERSNET,

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80
10.100.11.11 80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule
Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

EwRox=42Y)>0

BRI, 6. 7u b ane SICETAEREEDHEAORER 2 £ "7 HI12iE. show conn all
detail =~ > RZHEHL F9,
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TFTRAMBEV NS TV a—F 4T DERE

HaE

Y

TS5y rTA—bYY—R

A

traceroute® IPv6 V7" — b

9.7(1)

traceroute 2~ RO T X
. IPv6 7 RL A5 17 AR
LD E DT FE LT,

RO~ FPERSNEL

77, traceroute

TV T N—F A — A
VE—T A ZAHD sy B
r L —HDHR—

9.7(1)

TV oD T IN—T A RN— A
VE—T A Ay kB
L—HEHEHTE L LTk
DE L,

packet-tracer =~ > R|{ZRD
2O0DF T v a RBMENE
L7, vlan-id 3 X T dmac

FENCL DNy b v
T x OBALA &5 1k

9.7(1)

Xy 7T EFETEILB X
VPt TE D Loz EL
77

BIVEEEINT-a~2 R

capture stop
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B xrs50r570v2—F1vr0BE

KRS TSV RITA—LY)I)—R SRER

ik sn=7r v b bL—1419901) N bR L—ER ORRE
BLONNTY Yy b v 7T vk T kS E L7,

HE

Ty NN TAL
=y MHZERT 5 & &
(28T M EBBR L E
R

eIzl — &N
ry RINASADSLH B
HEolZLET,

e I alb— 7N
oy hOEX2) T 4
Fxv I BNANRALE
e

e vIal— k&N
47 b % IPsec/SSL T 5
fbanf="r> r& LT
WNET,

Ry b F v IF v TR O
BECR{bENE LT,

e Xy FEHEHBILLIEE
WXy 7F v LET,

s b —R%&F ¥ 7 Fx
L. ke A MotriFL
£7.

FRELIIEEINIca~y
F : cluster exec capture test

trace include-decrypted.
cluster exec capture test trace

persist. cluster exec clear
packet-tracer. cluster exec
show packet-tracer id. cluster
exec show packet-tracer

origin, packet-tracer persist.
packet-tracer transmit,
packet-tracer decrypted.
packet-tracer bypass-checks
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HaE

iy

TS5y RTE—L YR

B

ACL {13 IPv6 ~ 7
T4 I e—HEIEDHDD
Ry b Fy TFyDOIR—
[N

9.10(1)

capture =~ > N match & —
U— REMEHT 2545, any
F—U—RNZIPv4 N T 7 1 v
7 DHELET, IPv4 £z
IXIPV6 N T 7 4 v I XN T
F ¥ T H72HIZ, any4 & any6
F—U—RZRETEDL LD
2720 E L7z, anyF¥—U— R
TIX, Bl&fkeE IPvd b7

T4 I DHEBESNET,

FRVAERSNca~ 2 R

capture match
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